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ABSTRACT

. d he first hard . h h bl i When each manufactured chip has a unique ID, it is relatively
We introduce the first hardware metering scheme that enables reli-gypightforward to enforce proper royalty agreements. For exam-

able |°W_ over_head proofs for the_ number of _manufactured partis. ple, if a foundry produces n chips that IDs are not reported to the
The key idea is to make each design slightly different. Therefore, if design house in addition to p chips that are reported and approved,

two identical hardware designs or a design that is not reported by ye hronanility that a randomly selected chip from the field has a
the foundry are detected, the design house has proof of miscon-pq, o oroved 1D is equal to n/n+p. Therefore with relatively few
duct. We start by establishing the connection between the require-tocts one can expect a high probability of detecting unauthorized

ments for hardware and synthesis process. Furthermore, Wechips
present mathematical analysis of statistical accuracy of the pro- An ob
posed hardware metering scheme. The effectiveness of the meter

ing scheme is demonstrated on a number of designs.

vious, albeit naive, alternative to the proposed metering
scheme is to just add a disconnected extra piece of programmable
memories that carries the ID mark of a specific manufactured IC.

The first advantage of the proposed distributed and integrated
1. INTRODUCTION within design hardware metering scheme over this straightforward
Hardware, design and semiconductor companies have been historischeme is that it has lower hardware overhead, since it leverages a
cally vertically integrated. Companies like IBM, Intel and NEC part of don't-care signals in the finite state machine of the hard-
have both leading edge designs as well as superior foundry facili- ware design. The approach provides some level of protection
ties. However, in the last five years there have been dramatic against reverse engineering. For example in hardwiaegresence
changes. The most profitable and fastest growing semiconductorof programmable control path instead of hard-wired logic makes
business models have been in horizontally focused companies. Orreverse engineering more difficult since essentially all reverse
one side, pure contract silicon foundries, such as TSMC, UMC, engineering schemes require multiple chips to be dissected [1, 20].
and Chartered Semiconductor conquered almost 1/3 of all semi- Since now each chip is slightly different but has the same function-
conductor world-wide output. On the other side, fabless design ality, the reverse engineering process is more difficult. Further-
houses, such as Xilinx, Altera, Broadcom, and Juniper have beenmore, distributed programmable resources in the control part have
by far the fastest growing companies. There is wide consensus thata number of potential positive side effects. For example, they can
in the future the horizontally focussed companies will significantly be used to facilitate debugging [22] and engineering change [9].
increase their market share. Finally, it is interesting and important to discuss the relationship
One of major obstacles in this business model is that design com-between the proposed hardware metering scheme with fingerprint-
panies do not have control over how many copies of their design ing schemes for IP protection [4]. For example, fingerprinting-
are made by silicon foundries. Furthermore, FPGA companies getbased metering solution is to give the manufacturer the number of
a significant part of their revenues by selling IPs that can readily be IPs as stated in the licensing agreement, each IP has a unique fin-
used on any of their chips without paying proper royalties.We pro- gerprint and implements the same functionality [16]. If the manu-
pose a new intellectual property (IP) usage metering approach thatfacturer uses one piece of IP more than once, then they face risk of
allows IP providers to control proper collection of their IP royal- being caught by the IP provider from detecting multiple copies of
ties. The key idea of the hardware metering scheme is to make athe same fingerprint. However, this challenges the mass foundry
very small part of the design programmable at the configuration production line since each IP requires a unique mask and makes
time and to consequently configure this part for each manufacturedtuning of parameters of the foundry line to design much more diffi-
chip in a unique way. Different configurations correspond to cult. Also, fingerprinting will inevitably introduce a significantly
implementations that are differently scheduled or have different large overhead since it aims at placing hidden information in all
register assignments. Of course, this principle can be applied to  parts of the hardware design and follows random signature driven
other synthesis steps, including the ones during logic synthesis orconstraints.

physical design.
2. RELATED WORK

To the best of our knowledge this is the first approach for hardware
IP metering. Related work can be traced within broad fields of
sonal or cl_as_sroom use is granted withot_Jt fee provided that copies_ are nm?igg?gﬁgg )Ille?:tnl?alcp?rr:g:rt; tlg?oileci(ieocnural.trxll('j ﬁggﬁsei?]tgue::]y d r:t:?éifj
made or distributed for profit or commercial advantage and that copies bear . . )

this notice and the full citation on the first page. To copy otherwise, or tive-related _f'eld of software, content, and WWW access metering.
republish, to post on servers or to redistribute to lists, requires prior specific Recently, SiidTech Inc., an Oregon start-up company, has proposed
permission and/or a fee. an approach for integrated circuit identification from random
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during fabrication. This analog technique can be used in tracking identification number, then when two products with the same iden-
semiconductor dies, authentication and intellectual property (IP) tification number are found, the existence of unauthorized
tagging. In a recent report of this method’s measured perfor- becomes obvious. Before the discussion of technical details, we
mance[19], for a 0.35um poly CMOS, for generating 112 ID bits, first analyze the requirements and objectives. Four basic questions
132 blocks area used, each with the area of 252x93um. The IDshave to be answered:

proposed by SiidTech are not deterministic and these IDs can notP1 How to create many distinct copies with the same functional-
be deterministically compacted. Also, due to the birthday paradox, ity?

there is still a small probability that two IDs generated randomly P2 Once two identical copies are found, how can we prove our
have the same value. Component application enables the user t@wnership?

trace a particular die on a wafer and store this information for P3How many tests do we need to conduct before we gain a certain
future usages. There are several advantages of our scheme over thevel of confidence that there are no unauthorized copies on the
Siid scheme. We have been able to obtain more than 1.3E12 dis-market?

tinct solutions even in our smallest test cases that have only 15 reg-P4 If there are unauthorized copies, how can we estimate the num-
isters (Our number of solutions will go exponentially high by using ber of copies that they have made?

a few more registers). Furthermore, our IDs are deterministic and The existing watermarking techniques provide solutions to prob-
therefore they can be used to contain a defined signature to be usetem P2: During the design synthesis, we embed our digital water-
in many cryptographic schemes. marks and later on retrieve such watermarks for authorship [15].
Modern cryptography started with introduction of one-way trap- P3estimates designer’s effort to prove foundry’s honesty, wikile
door function-based public-key cryptographical communication provides valuable on-court information for the designer. We will
protocols by Diffie and Hellman [10]. A number of excellent cryp- build statistical models and address them in the next section. To
tographical textbooks are available [21]. end this section, we discuss the requirements for solutions to the
One method to enable design IP protection is based on the con-first question:

straint manipulation. The basic idea is to impose additional author- «  Correct functionality: Although we want the system to be dis-
specific constraints on the original IP specification during its cre- tinct, they must have exactly the same functionality.

ation and/or synthesis. The copyright detector checks whether as  Large number of different copies: The method has to be capa-
synthesized IP block satisfies the author-specific constraints. The ble of producing huge amount of distinct copies (from tens of

strength of the proof of authorship is proportional to the likelihood thousands to millions) to accommodate to the market.
that an arbitrary synthesis tool incidentally satisfies all the added «  Low overhead: The degradation of system’s performance due
constraints [15,5,23]. Similarly, to protect legal users of the IP, fin- to the large number of different copies has to be kept at the

gerprints are added to the IP as extra constraints [4]. Finally, copy minimal level, if zero-overhead is not achievable.
detection techniques for VLSI CAD applications have been devel- «  Transparent to design and test: The creation of different cop-

oped to find and prove improper use of the design IP [6,16]. These ies has to be transparent to the manufacturing and testing.
techniques are effective for authentication. However, since they Otherwise, it will make the mass production impossible. For
make each design unique, it becomes ill-suited for mass produc- this reason, we suggest post-processing, i.e. keep most com-
tion and cannot be applied for hardware metering. In addition, ponents of the chip the same and make small changes at the
obfuscation can be used for IP protection [7]. final stage of the fabrication.

Another research, to some extent related to our work, is forensice  Resilient against attacks: Attempts to making distinct extra
engineering technique, that has been explored for detection of copies or duplicated copies without being caught will be diffi-
authentic Java byte-codes [2] and to perform identity or partial cult, costly, and time-consuming.

copy detection for digital libraries [3]. Also, forensic analysis prin-

ciples are used in the VLSI CAD to demonstrate that solutions pro- 4. HARDWARE METERING TECHNIQUES
duced by strategically different algorithms can be associated with In this section, we propose and analyze a number of ways for hard-

their corresponding algorithms with high accuracy [18]. ware metering. There are several alternatives for implementing the
3. PRELIMINARIES ideqtification logic yvithin the contrql path logic _for hardware pro-
tection. Our focus is on control logic, because in modern design it
Consider the following scenario that requires hardware metering: ais usually a very small percentage of the design area, often less
start-up design comparybuilds a system that outperforms all the than 1%. Each of the proposed techniques that have certain advan-
similar products on the markeA gives the VHDL description of tages and disadvantages.
the system to manufactur& and makes an agreement wihto PROM-based approachtn this approach the required data is
fabricate 10 million copies of the design. The first 2 million copies stored in a family of PROMs (preferably non-reconfigurable e.g.
sold out almost immediately, then the sale slows down even when OTP EPROMS). This data is then read out of the registers sequen-
companyA lowers the price. It seems the market has already been tially to form a control path. The fast improving memory technol-
saturated. Meanwhile, market survey shows that there are about 12gy is rapidly reducing on-board programming time and the

million similar products in useA suspects that foundi has vio- required extra manufacturing processing steps. The advantages of
lated the agreement and fabricated more than 10 million copiesthis approach includes on-board programmability and small area
without reporting toA. However, for a given product\ cannot overhead. However, the additional required mask steps and erasure
provide convincing evidence to tell whether this copy is legally of UV light for programming the PROM, limits attractiveness of
sold or not. this approach.

We observe that the problem comes from the fact ghsells iden- Disconnection approachin this approach, an additional finite

tical products on the market. If they can give each product a unique state machine (FSM) is designed to facilitate design identification.



Checking the ID of the design, requires an unused state of the othem=1000. For instance, after checking 50 products and not finding
FSMs that are part of the design. Modern designs have a largeany duplicates, the designer believes that there does not exist
number of FSM with numerous unused states/input combinations another copy of 1000 chips with a 46.64% confidence. With the
(don'’t cares). The added FSM, is the same for all the designs in the

mask level. In the postprocessing step, lasers burn some of the con-Table 1: Designer’s confidence afteconsecutive successful tests
nections of this added FSM in each design and thus generates djf

ferent states and functions of it. This added FSM is different inj ! k=2 k=3 k=4 k=5 k=10
each design since we laser burn different connections in eadio 2.24% 2.97% 3.33% 3.55% 3.98%
design to achieve a slightly different control path. The algorithmg?20 9.15% 12.00% 13.38% 14.20% 15.82%

to decide exactly where to burn the interconnect in each chip, calgg 26.64% 56.62% 60.87% 63.21% 67.47%
be .derive.d from a computer simulat.ion of .the state machine t¢7g 76.34% 85,9504 38.33% 39.86% 92.33%
derive unlque.ID for each of.them. This solution does not need any; 55 92.62% 96.84% 97.73% 98.39% 99.02%
extra processing steps and is much faster and more robust than the
previous approaches.

BISR approachBISR designs are designs that have built in sel

¢ same methodology, the probability that the foundry makes 10000
repair fault tolerance that can function properly even if some parts |nstea_d of 1000 is less than 33%. The designer's confidence goes
of the design are faulty [14]. The idea here is to intentionally up qU|cI_<Iy as more tests are cond_ucted. After 100 successful tests,
induce variety of faults in BISR designs in such a way that each the designer will be 92.62% convinced of the foundry’s honesty.
design has different faulty parts. This solution uses the same meth-1n€orem 5.1 not only gives formula on the designer's confidence
odology as the disconnection approach mentioned in the last sec-2P0ut foundry’s honesty, it also answers prob’léan As we men-
tion. The difference is that the added FSM is now reading out the tion€d, 1Prob[n k] measures the foundry's honesty and it
unique fingerprint proposed by the SiidTech Corporation [19]. increases akincreases. For a d_eS|gner to gain a desired level of
SiidTech approach, which identifies each chip by detecting imbal- confidence o, we need to find the smgllest such that
ances in threshold voltages-discrepancies unavoidably formed dur-1—Prob([n k = a). Unfortunately, there is no exact closed
ing fabrication. The advantage of this approach is also that no form for formula (1). However, the solution can be always found
external programming or special processing steps are needed. Th&umerically and there exist good approximation formulas wihen
disadvantages of this approach are the same as for the generic Siids large [12].

technology that was elaborated in Section 2. We assume thdlt is equally distributed and derive Theorem 5..2
that answers problef4 immediately.
5. DETECTION Theorem 5.2.The probability that the first unauthorized is found

In this section, we will address probler®8 and P4 proposed in at thel+1st test is

Section 3. Suppose the design house asks the foundry to fabricate Pr[n, k I+1] = Prob[n k | U +§)_[|(K_l) 3)
copies and\ nis the number that the foundry really mak&3

asks the expected number of tests to find a duplicatesii or the Corollary 5.3. The expected number of tests to find the first unau-
number of tests to convince designer that n. P4 requires an thorized copy is

estimation ofN once the first unauthorized is found. We take the o n(k-1)+1

dishonest foundry’s best strategy in that he makesl duplicates Z z | Pr[n, k, 1] 4)

for each original copy. It is proven that for a fixédl = kOn , the k=1 1=1

dishonest foundry has the best chance to survive in this equiproba-Corollary 5.4. If the first failure occurs ak, then the expectation
ble case. forkis

Theorem 5.1.Draw | from N = k[n objects which consist df o

copies ofn distinct ones, the probability that there is no duplicate, z kKCPr[n k1] (5)
denoted byProb[n k], is k=1

[1_'<;11Hl_M}.[1—w} 1) 6. DESIGN FLOW

N - N-2 N-(1-1)
that has an upper bound In this section, we address how to create many different copies of
1P 1_@ 1_(| —-1) [p @ the systems_ that have the same functionality. We illustrate our
n no | ~n approach using the graph coloring problem.

The NP-hard graph vertex coloring (GC) optimization seeks to
color a given graph with as few colors as possible, such that no two
adjacent vertices receive the same color. Given a graph, our objec-
tive is to create as many as possible high quality solutions that are
relatively close [11,13]. By high quality, we mean that if the opti-
mal solution is known, then all the solutions that we generate will

) not use any extra color [17]. Therefore, the fingerprinting tech-
tests, increases. nigues for GC cannot be used in this case, because they usually

The. quantity 1Prob[n,k,ll] is the confidence that the designer can introduce overhead although they are very effective in creating
achieve from consecutive successful tests. Success means that N%ew solutions

duplicate is found. Table 1 shows some examples for the case

wherep = 1-1/k .

Prob[n,k,l] is the probability that there are no unauthorized parts
found afterl random tests (without replacement), provided that
there arek copies for each of tha originals. It decreases ds
increases, since when the populatidt) grows, it becomes more
difficult to find duplicates; it also decreaseslashe number of



The following steps illustrate our algorithm. We also presented mathematical analysis for detection accuracy of

1. Apply a graph coloring heuristic to color the given the proposed scheme. We demonstrated the ability of the scheme
graphG(V, E) and obtain kecolor scheme as the seed solu- to implement large number of chips with different IDs. The main
tion. result of the paper is that we established generic connection

2. ForeachnodeV |, calculatév), the number of different between the scheme and synthesis and compilation tasks.
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