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Robust Video Watermarking Algorithkdsing K-
Harries Feature Point Detection

Harpreet Singh

Abstract- In this Paper, An effective, robust and iemgeptible
video watermarking algorithm using K-harris pointedection is
proposed. The performance of the proposed algarithwas
evaluated with respect to imperceptibility, robusss and data
payload. This algorithms showed similar but high vid of
imperceptibility, however their performance varied thvirespect
to robustness and payload. This paper presentoatent-based
digital image-watermarking scheme, which is robustaagst a
variety of common image-processing attacks and gebin
distortions. The image content is represented bypartant
feature points obtained by our image-texture-basedaptive
Harris corner detector. These important feature pté are
geometrically signficant and therefore are capablef
determining the possible geometric attacks with thil of the
Delaunay-tessellation-based triangle matching metho

Keywords- Robustness, Feature point, videoswaarking,
Bit error rate(BER)

[ INTRODUCTION

Video watermarking is effectively a new technolothat
has been provided us a platform to solve the probdé
illegal manipulation and distribution of digitaldgo. It is
the process of embedding copyright informationigewo bit
streams. In this thesis, | propose one effectisbust and
imperceptible video watermarking algorithm usinghigsris
point detection. In this algorithm, watermark lnifarmation
are embedded in the transformed video in a diagersd
fashion, and bits are embedded in a blocks-wisshida.
The performance of the proposed algorithm wasustat
with respect to imperceptibility, robustness andtad
payload. This algorithms showed similar but higévell of
imperceptibility, however their performance varigdth
respect to robustness and payload. The diagorsa&-based
algorithm achieved better robustness results, wkfie
block-wise algorithm gave higher data payload rdteis
paper presents a content-based digital image-wat&my
scheme, which is robust against a variety of comimage-
processing attacks and geometric distortions. Thege
content is represented by important feature pabtsined
by our image-texture-based adaptive Harris coretedor.
These important feature points are geometricatipicant

of course, any watermark can be removed with defit
knowledge of particular embedding process. &loee, it

is enough if any attempts to remove or damage the
watermark result in severe quality degradatioh the
video sequence before the watermark is lost.
Unambiguous

The retrieved watermark should uniquely identthye
copyright owner of the content, or in case of fimg@ting
applications, the authorized recipient of the cohtdn
order for a watermark to be robust, it muse
embedded into perceptually significant regiasfs video
frames despite the risk of eventual fideliistdrtion. The
reason is quite simple: if the watermark were erdeedin
perceptually insignificant regions, it would bespible to
remove it without severe quality degradation of tdwwer
content. Further, perceptually significant regishsuld be
chosen with respect to sensitivity of human vissydtem
which is tuned to certain spatial frequenciesanpaiicular
spatial characteristics such as edge features.

However, geometric manipulations are diffidoltackle
because they can introduce the synchronizatiorrsino
the watermarking system and render the watermark
detection impossible. A lot of research has beemaocted
to reduce or prevent the asynchronous problem dabge
geometric distortions. These methods can be roughly
divided into the following three categories:

Template-based watermarking methods [2-4]: These
methods intentionally embed additional templates ine
image. These templates function as anchor pointshie
alignment and therefore assist the watermark
synchronization in detection process. Invarianosain-
based watermarking methods [5-8]: These methods
generally provide rotation, scaling, and translati®ST)
invariant domains, namely log-polar domain [7] and
Fourier—Mellin  transformation domain [5,6,8], for
embedding the watermark and maintaining synchrdiniza
under affine transforms.

Moment-based watermarking methods [9-13]: These
methods utilize the geometric invariants of the dgma
including ordinary moments [9—11] and normalizednflee

and therefore are capable of determining the plessibmoments [12,13] to reduce the synchronization eriar

geometric attacks with the aid of the Delaunayehagon-
based triangle matching method. The watermark ¢coded
by both the error correcting codes and the sprpadtgim
technique to improve the detection accuracy andirena
large measure of security against unintentionahtentional
attacks.
Unobtrusive

The watermark should be perceptually invisible.
Robust

The watermark should not be possible to elaneven
if the principle of the watermarking techniquepiglic.
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watermark detection process.

1. WATERMARK ATTACKS

This section gives a survey of possible attacks on
watermarks. Only attacks that do not severely digra
quality of the cover content are considered. Wadekm
attacks can be, according to [14], classified ifoior main
groups:

Simple attacks, are conceptually simple attacks that
attempt to damage the embedded watermark by
modifications of the whole image without any effdd
identify and isolate the watermark. Exampléclude

Assistant Professor, Department of Electricalfrequency based compression, addition of noisspming

and correction.
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Detection-disabling attacksgttempt to break correlation or vice versa. Changes made by watermarkbedding
and to make detection of the watermark imipdess in one partitioning are basically undeteatabin the
Mostly, they make some geometric distortionelik other  partitioning  because  the transforms roe
zooming, shift in spatial or (in case of video) paral equivalent in terms of transform coefficient valugsvould
direction, rotation, cropping or pixel permutatioemoval be possible to convert the blocks to the formetitaming
or insertion. The watermark in fact remains the before detection but it is not obvious which paotitng is
cover content and can be recovered with eemed the former one. Therefore, the conversion to onee tgf
intelligence of the watermark detector. partitioning has to be applied before embeddingfterA
Ambiguity attacksattempt to confuse the detector bymbedding, the partitioning is converted back tbe
producing fake watermarked data to discreditaihority former type in order to preserve macro block probgs. In
of the watermark by embedding several additionghe detection process, the conversion to #ame type
watermarks so that it is not obvious which was finet, as in the embedding process is applibgfore
authoritative watermark. detection. To evaluate the performance of the pmego
Removal attacksattempt to analyse or estimate (fromwatermarking scheme, experiments have been cortiocte
more differently watermarked copies) the watmik, various standard 8-bit grayscale frames of sizerB&®rices
separate it out and discard only the waternmaxkmples and different kinds of attempting attacks. Proposed
are collusion attack, denoising or exploiting cqrtoal watermarking methods have been exposed to seestalin
cryptographic weakness of the watermark scheme. (egrder to check up and compare their qualitiead a
knowledge of positions of single watermark elemenits robustness. The test results are summarizethiin
should be noted that some attacks do not clealynbeto chapter. The test scripts have been ¢gdcuon

one group. several video sequences with different attaristics.

Most of them have been downloaded fltogh-

I11.  WATERMARKING EMBEDDING definition video gallery [15] on the Apple websitideo-
PROCEDURE watermarking method with results are conducted h wit

original video and prepared video from original eadfor
water-marking.As it is will known that complete eil
consist of no. of pictures or frames.

Video = No of picture or frames

The embedding procedure of the first algorithm,hwiils
three possible variations, is described in

details in the following steps:

Step 1: Divide the video clip into video scenes.

Step 2: Process the frames of each video sceng hkink Video selection Watermarked
division described in steps 3 ~ 9 below. video

Step 3: Convert every video frame F from RGB to YGIB
color matrix format.

Step 4: Do the block division process for the Srinah
each frame F. This operation generates 3*3 matrice
Step 5: Rescale the watermark image so that tiee gizhe

A A

mv:;zrg?rekmvgi(!dgi?‘tgchsthe size of the matrix whieill be VIDEO TO BLOCK DIVISION
fSr;errF:eg: Embedding can be done in one of 3*3 owgri SE;E:::II:ON (=7e)
Step 7: Convert the video frames F' from YCBCR ®BHER

color matrix.

Step 8: Reconstruct frames into the final watermdrk

Video scene. :___‘_

Step 9: Reconstruct watermarked scenes to getitia¢ f DETECT

watermarked Video clip. FEATURE. [~ 1

Block division is a numerical technique for dividrige FOINT

watermarked image into 3*3 matrices in which the

transformed domain consists of basis states thaptisnal @
in some sense. The block division of an S= N x Nrixaa

frame image is treated as a matrix decomposed theo

three matrices shown in in Figure 3.1.

Block division Watermark

Block watermarking method belongs to frequency dama

techniques. The method consists in coding one rmgaii

element into one block of a macro block residuadlyC3x3

blocks are supported because of the following. Thi @

partitioning of macro block residuals into blocksayn L
change when the video sequence undergoes any sigiesl EMBEDD WATERMARKED
processing operation. The simplest example i WATERMARKD > VIDEQ

recompression with different parameters.

The problem occurs when the watermark elenerst
been embedded into a macro block partitioned in@x8  Figure:3.1flow chart for video watermak Embedding
blocks and the partitioning has changed to 4 3i%®cks, Algorithim
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V. RESULTS

In india as per the frequency range for electriggtyp0 HZ
and 220 V supply , one complete video can be matte2s
frame/sec for avoiding flickring effect.In following
diagrams , we have 20 frames or pictures with orearec
video from original video for watemarking and secon
watermarked video. In watermarked video ,using alett
response earlier discussedt ,is detected the the feattL
corner point on watermarked video. See in Watermal
Video picture nat ,where written Director :Sande
Sharma . At corner oDirector word feature point i
detected ,where watermarked is to be embe

ETHESISWharries video watermarking gui finah123.avi

Ciick To Piay Orignal Video

‘ Prepare Video For Walermarking Select mage

‘mResnm Video Show Resulls

Figure 3.2:Graphical User Interface (GUI) for
water maer -embedding Procedure

GUI FLOW CHART

CLICKTO
PLAY
ORIGINAL
VIDEO

SELECT
VIDEO

PREPARE
VIDEO
FOR
WATERMARKING

I

SELECT
IMAGE

J L

PROCESS

4L

RESULTED
WATERMARK
VIDEO

In Graphical user interface(GUflow char, overall video
watermarking process is explained to provide pr
security to video to avoid unauthorized@ss.
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Prepared Video pictureno-1 Watermarked | | Video
picture no-1

Corner point detectef

youtube.com/plasmarecords

Prepared Video pictureno-2 ~ Watermarked Video

picture no-2
4.1 Corner point detection

The common Harsi corner detector Bas et al. | evaluate
the performance of three commonly used dete (i.e., the
Harris corner detector [1,7That is, for different distorte
versions of the same scene, the detector shoulableeto
extract similar, if not identical, points, despitriations due
to a change of orientation or sharpness. The mesiithese
studies prove the Harris detector is the most stabhe
commonly used Harris corner detectefines the detection
function [1§ by using the following shape fac-based
matrix.

Axy Cx
Mixy)= (B )
(x.y) Coy By
lal(xw 2 lﬁl(xy) J lm(x,y)
0x 0x ay
lal(x,y) lfn(x.y) lfn(x.y) 2
ox ay ay

where (X, y) is the gray level intensity i-axis and y-axis,

The corner points are located at the positions watige
corner response values, which are determined bgdheer
response function R(x, y):

R(X, y):( dEt(M(Xfy))'I{traceM(X: Y)]Z :(Ax,yBx,y - Cx,yz)
—k [Axy + Byyl?
where k is a constant that is set to be (

The following four steps detail the image contexttaction
procedure:

1. Apply a Gaussian low-pafter to original image I(Xx, y
to avoid corers due to image noit
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2. Apply a rotationally symmetric 33 Gaussian loasp
filter with the standard deviation of 0.5 to thresridative

images, namelyA,, , By, andC,, to achieve additional
resistance to possible image noise.

3. Calculate R(x, y) within a circular window, whigs at

the image center and covers the largest area afrigmal

image. The resulting function reduces the effecinmge-

center-based rotation attacks.

4. Apply a threshold T on R(x, y) and search fopamant

feature points based on the local maxima

{R(x, y) TNR(X, y)> R(u, v)¥(u ,y)EV, } Figure 4.1: water marked logo of size (9x12)
where T is a predefined threshold value that iséogiy Detection point
set to bel0° in our scheme to extract a desired number of

corner points, and,, represents a circular neighborhood
centered at (X, Y).

4.2 Perceptibility

Perceptibility expresses amount of distortion cdubs
watermark embedding. In other words, it indicabesv
visible the watermark is. It is measured by pegkal-to-
noise ratio (PSNR) Bit error rate (BER) and Meanasg
error (MSE) which is mentioned in Section lll. Tless the
value of PSNR and more value of MSE and BER is the
more perceptible the watermark is. We can see enfitbt ] ] ] ]
row set of figures (4.2,4.3,4.6,4.7,4.10,4.11 amble Figure4.2: Prepared Videopictureno-1 ~ Figure4.3:
(4.1,4.2,4.3,4.4) that the perceptibility grows uwpth Water marked Video picture no-1

increasing decreasing value of PSNR and increaghge  |mperceptibility means that the perceived quality toe

of MSE and BER. It is obvious that block methodthe video clip should not be distorted by the preseoté¢he
most perceptible method because of the way of edibgd watermark. As a measure of the quality of a wateket
The second row set of the table containsbabilities video, the Peak Signal to Noise Ratio (PSNR) iscaity

of watermark detection success in non-attackedesem®s used. In our study, the watermark was embeddechen t

lar

ics : Sukhpal Aujla

as given by the detector. video according the procedure described. The PSNReo

4.2.1 Mean Square Error (MSE) 1st video frame is 71.1852 dB. This.high PSI\_IF\’_ _vaiud

T ) low value of BER and MSE proves imperceptibility tok

Mean _Square Error between original video and weadeked proposed K-harris based algorithm.As per logo setbof

video is calculated as follows: size 9x12 to be embedded in video frames ,The P&l
is 71.1852 dB, BER is 1.42% and MSE is 0.48% shown

MSE= figure 4.4 and table 4.1. For an effective watekimay the
mzi,j[miginal ImageWatermarked Image]? two fundamental requirements need to be satisfied i
transparency and robustness. The transparencysesyse

4.2.2 Peak Signal to Noise Ratio (PSNR) the invisibility of the watermark embedded in tlignsl data

PSNR is calculated between the original and wateeeaa Without degrading the perceptual quality, and tigustness
video. Larger the PSNR value, more similar is watmked which means the watermark should not be removaple b
video to the original video. The video quality metis attacks, including signal processing, compressiog,

defined in decibels as: sampling, frame dropping, frame averaging, croppétg. It
PSNR =10og,, 255%255 is a very important requirement for digital waterkiag in

MSE any application.
4.2.3 Blt Error Rate (BER) oo RESULTS IN VIDEO 1.l\:‘,-l."I'EF{l‘.ﬂERIﬂ(I!\lG ,
The performance metric is suitable for random ljinar |
sequence watermark. The parameter is defined as ra
between numbers of incorrectly decode bits andtleng Gl P
the binary sequence. BER indicates probability o [ k-hames BER THICK BAR
incorrectly decoded binary patterns. It is defiasdollows: g | N < homies MsE THICK BAR

BER _No.of incorrectly dec.oded bits it ol |

Total no.of bits
£
The performance results of the K-harris algorithraser = / |
tested for test video frame ‘Clock _480by360’ whiare 1ol 1
shown in figure 4.4. The properties of the tesevidrame v
are highlighted in table 4.1 and 4.2 and 4.3,41#e€& test ° 108 T
binary watermarks of different sizes used for_, MR T e SR
implementation of proposed algorithms are showiatsle F19ure4.4:Graph for calculation of PSNR, BER, MSE
45. of watermark size(9 x 12) with no imper ceptibility
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Table 4.1 video water mar king quality parameters
(9x12)

Parameter for figure (4.2, 4.3, 4.4) | Values after
with Watermark size (9x12) | embedding  of
figure (4.1) and video frame Size | water -mark
(322x322)
MSE mean square error 0.48%
PSNR peak signal to Noise ratig 71.1852dB
BER Bit Error Rate 1.42%

Table 4.4 gives test watermargsoperties.All watermark
are binary image. From Table 4.5 and 4.6, we plot
graph of number of bits of watermark image (HxW¥ues
PSNR(dB) of watermarked video frame /BER(%)
recovered watermark image / MSE of recovered wedeki
image Our objectie is to find a theoretical watermarki
capacity (Number of Bits of watermark image) bouofc
digital images based on PSNR of watermarked imangk
MSE and %BER of recovered watermark. As Numbe
Bits of watermark image is increased, PSNR
watermarkedvideo frame is decreased, MSE is decrei
and %BER of recovered watermark is increased asrsiho
figure 4.4 4.8 ,4.12 and 4.14

The PSNR of the 2nd video frame is 68.1749 dB.
high PSNR value and low value of BER and MSE prc
imperceptibility of the proposed -harris based
algorithm.As per logo selected of size 11x15 to
embedded in video frames ,The PSNR value is 68.4B4
BER is 1.46% and MSE is 0.70% . As Number of Bit:
watermark image is increased, PSNR of watermariceb
frame is decreased, MSE is increased and %BEF
recovered watermark is increased as shown in figleanc
table 4.2.

Figure 4.5: water marked logo of size (11x15)

Detection point

Figure 4.6: Prepared Video picture no-2 Figure 4.7:
Water marked Video picture no-2
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RESULTS INVIDEO WATERVERKING

) ‘

€0r 68,1749 1
w 90r 1
]
=

40,
:

0- )

I -ranis PSNRTHOK BAR

Z || [ khenies BERTHCKBAR
9 2o | I Kharies MSE THOK BAR

10,

0 1
108 1656 189
No of hits of watemarked imege(HW)

Figure 4.8: Graph for calculation of PSNR,BER,M SE of

watermarks size (11 x 15) with no imper ceptibility

Table 4.2 video water mar king quality parameters
(11x 15)

Parameter for figure (4.6, 4.7, Values after
4.8) with Watermark embedding of
size (11x15) figure (4.5) and water -mark
video frame Size (322x322)
MSE mean square eri 0.70%
PSNR peak signal to 68.1749dB
Noise ratio
BER Bit Error Rate 1.46%

Figure 4.9: water marked logo of size (21x9)

Detection poir

Figure 4.10: Prepared Video picture no-3 Figure 4.11:
Water marked Video picture no-3
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RESLLTS IN VIDEO WATERVERKING
0 ‘ _
& .42 i

% ’

= I <-enis PS\RTHOK BAR
p | Khaties BEERTHOKBAR |

o I K-haries MSE THOK BAR

@

3), i

o

& 07

D 14
10, i

O | |
18 165 19
No of hits of wetermarked imege(HW\)

Figure 4.12 Graph for calculation of PSNR,BER,M SE of
watermark size (21 x 9) with no imper ceptibility.

Table 4.3 video water marking quality parameters
(21x9)

Parameter for figure Values after
(4.10, 4.11, 4.12) embedding of
with Water mark water -mark
size (21x9) figure (4.9) and
video frame Size (322x322)
MSE Mean Square Error 0.74%
PSNR peak signal to Noise ratip 69.4242dB
BER Bit Error Rate 1.44%

The PSNR of the "3video frame is 69.4242 dB. This high

PSNR value and low value of BER and MSE proves

imperceptibility of the proposed K-harris basedoaidnm.
As per logo selected of size 21x9 to be embeddeddieo
frames ,The PSNR value is 69.4242 dB, BER is 1.44%
MSE is 0.74% . As Number of Bits of watermark image
increased, PSNR of watermarked video frame is dsect
MSE is increased and %BER of recovered watermark
increased as shown in figure 4.12 and table 4.3.

11*15 pixels

9*12 pixels
Figure 4.13: watermarked logo of different sizes

21*9 pixels
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Overall results and comparative study of proposed a
DWT techniques for parameter PSNR, BER and MSE with
different watermarks sizes selected as shown uréig4.13

to be embedded in video frames AVI extension oE siz
(322x322) with frame rate 10 frames per second Heeen
shown in figure (4.14) and tables (4.4,4.5,4.6).

RESULTS IN VIDEO WATERVERKING
m T

I DATPSNRTHNBAR
[ ] DANTBERTHNBRAR
I DATVSE THNBAR
I -Henis PS\RTHCK BAR
[ khenes BERTHCK BAR
I -henies MSE THCK BAR

108
Nb of hits of watemmerked imege(HW)

Figure 4.14: Graph for calculation of PSNR,BER,M SE
watermarkssize (9 x 12, 11 x 15, 21 x 9) with no
imper ceptibility
Now see Table 4.4 Test Video Properties, Table fiest
Watermarks Properties, Table 4.6: Performance b&grof
Proposed Algorithm for Test Video Frame for

Watermarks of Different Sizes

Table4.4.: Test Video Properties

166

13

3

Frame

Test video Type size No. of | Framerate

frame (HxW) | frames

Clock AVI | 480*360 40 25 frames
_480by360 per sec

Using K-harris

Clock AVI | 322*322 12 10 frames
_480by360 per sec
Using DWT

Video type taken: AVI

Image type to be embedded taken: BMP

Comparison of DWT techniques with K-harries feature
oint method

S Table 4.5: Test Water marks Properties
Test TYPE | Using K- Using K-harris No. of
watermark harris, Image bits of watermark

size(HxW) image(HxW)
Watermark1 BMP 9x12 108
Watermark?2 BMP 11x15 165
Watermark3 BMP 21x9 189
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Table 4.6: Performance M atrices of Proposed Algorithm for Test Video Framefor 3 Water marks of Different Sizes

Using K-harris PSNR Using Using [49] DWT PSNR Using [49]
Test Image Test of watermarked K-harris | of watermarked video | DWT % BER
frame water mark videoframe % BER frame
9x12 Watermarkl 71.1852dB 1.40% 40dB 4.6%
11x15 Watermark?2 68.1749dB 1.46% 39dB 12.72%
21x9 Watermark3 69.4242dB 1.449 36dB 13.22%
9. M. Alghoniemy, A.H. Tewfik, Geometric distortion eection
through image normalization, in: Proceedings of HEIRternational
V. CONCLUSION Conference Multimedia Expo, vol. 3, 2000, pp. 12794,
10. M. Alghoniemy, A.H. Tewfik, Image watermarking by ment

In this paper, interest points in K-harrsis featyreint
detection are employed in the video watermarking.
Applying K-harris method to video watermarking
beneficial to locate the embedding frame index an
coordinates, which improves the robustness registin
against both spatial and temporal attacks effibjerite
guantization scheme realizes the blind extracticeeting
the requirement for video watermarking. The experital
results show that the proposed scheme presentesnho
the high perceptual quality, but also is robushiast
various attacks. The key idea of the proposedrititgo is
the combination of the k —harris feature point déta
detection algorithm and watermarking algorithm,
performance of K-harris detection scheme influenttes
performance of the whole scheme greatly. Waterimgris
a copy protection system that allows tracking bilegally
produced copies of the protected multimedia content
Compared with other copy protection systems |Rigital
Rights = Management, the main advantage of
watermarking is that the watermark is embedded
permanently in visual data of the content but at¢bst of
slight loss in fidelity.

the
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