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Abstract- In this paper a new strategy to increase the number of
bits hiding in each image for LSB method is suggested to give
more data capacity with high secure stegano image. The
technique of hiding a private message within a file in such a
manner that third party cannot know the existence of matter or
the hidden information. The purpose of Steganography is to
create secrete communication between the sender and the
receiver by replacing the least significant bits (LSB)of the cover
image with the data bits depending on the type of the pixel classif
it is edge then exchange two bits else one bit exchanged.

Someone can then use a proper embedding procedure t
recover the hidden message from the image. Thenatig
image is called aover image in steganography, and the
message-embedded image is calleslego image [4]. Most

of the algorithms that work in the spatial domasing a
LSB method as the algorithm for information hidirigat

is, hide one bit of information in the least siggait bit of
each color of a pixel.

II. PROBLEM DEFINITION

The aim of this paper is to hide the data ovemaage using
least significant steganographic algorithm and @adsthe
stego file to the destination where the retrievafighe secret
data is done.

Keywords: Image steganography, text hiding, Least Significant
Bit algorithm.

I.  INTRODUCTION

In the present world of communication, one of teeassary
requirements to prevent data theft is securing the

information. Security has become a critical featdioe Ill. PROBLEM SOLUTION

thriving networks and in military alike. Cryptogtap and The proposed method should provide better securtije
Steganography are well known and widely used tegles transferring the data or messages from one endet@ther

that manipulate information (messages) in ordaifiber or
hide their existence. These
applications in computer science and other reldields:
they are used to protect military messages, E-maitdit
card information, corporate data and personak f{l&].
Steganography includes a vast array of techniqueliding

end. The main objective of the project is modifitte

technigues have maniassic LSB method depending the edge detectioceg

as indication to increase the amount of data hidinghe
same cover with high security level of transferring

IV. EDGE DETECTION TECHNIQUES

messages in a variety of media. Among these metar&ls Eqge detection aims at identifying points in a @igimage
invisible inks, microdots, digital signatures, cavehannels gzt \which the image brightness changes sharply oremo
and spread-spectrum communications. Today, thaoks thrmally has discontinuities. Following edge detestare

modern technology, steganography is used on tenges,
sound, signals, and more [2]. A good strategy targuotee
irrecoverability is to cover the secret data nohgs trivial

handy:
1) Sobels Edge Detector - 3x3 gradient edge detecto
2) Prewitt Edge Detector - 3x3 gradient edge detec

method based on a predictable algorithm, but using 3) Canny Edge Detector - non-maximal suppressidoaaf

specific random pattern based on a mathematicakitign

gradient magnitude.

[3]. Steganography hides the very existence offlessage 4y zero Crossing Detectors - edge detector usimg t

by embedding it inside a carrier file of some typen
eavesdropper can intercept a cryptographic mesbsagde

Laplacian of Gaussian operator. In this paper weekare
using canny edge detector. This method was propbged

may not even know that a steganographic messagésexijonn F. Canny in 1986 [5]. Even though this metisoglite
Cryptography and Steganography achieve the samevigoa o1g put is still used because of its precision idge

different means. Encryption encodes the data sb daha

unintended recipient cannot determine its intenagedning
[1]. Steganography includes the hiding of media likxt,
image, audio, video files. In another media of saype or
of different type. Later the message hidden in dbkected

detection. The main advantage of this method isigétion
of multiple responses to a single edge. It alsarttagood
localization property, means the detected edgesnareh
closer to the real edges. The response of thictbets also
good, as the original edge does not result in nio#e one

media is transmitted[4]. Aimage steganographic scheme iSqetected edge. The Canny algorithm uses four gil(x |,

one kind of steganographic systems, where the tsec

Ky, G, 9) to detect horizontal, vertical and diagonal exlge

message is hidden in a digital image with someniidi iy the blurred image as bellow:

method.
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G = K| + |k, | 7- Display the extracted message.
K ( . ( )
9 = arctan (K_x) »| Read cover image I} Input message
Y (. (. J
v v
V. LSB METHOD 4 ) 4 )
. _ Apply edge Convert to
LSB (Least.S|gn|f|cant Bit) stgganography can bscdbed detection | binar
as follows: if the LSB of the pixel value I(i, j$ equal to the
message bit m to be embedded, I(i, j) remain urgddnif v v
not, set the LSB of I(i,. j) to m. The message e nolireyl Scan to compute #\ M= length of R
procedure can be described using an Equation lasvi| of data hiding place message
I(x,y) -1 LSB(I(x,y) =1landm=0
LGey) =1 16) LSBU(x,y) = m ~ v 7 v
I(x,y) +1 LSB(I(x,y) # 0and m =1 v
For example, if a pixel of the cover image with tR&EB
(Red-Green-Blue code) color is used, binary 100010
10101000-10101000, and 1 bit with value 1 is seeach N If T=M
LSB bit of each color component, to hide the messhtl, |g
the result would be 10101001-10101001-10101001:
VI. PROPOSED ALGORITHM Vas
The data hiding patterns using the steganograpblinique Ve
in this project can be explained using the simplecl
diagram figure (1). In this section, algorithms ftifferent S=0
processes used both in the sending side and recsdes
are described which are illustrated below:
A- Algorithm for message embedding
1- Read the secret data (message).
2- Convert the message to binary vector D. Yas
3- Determine the length of the message m.
4- Read the cover image (carrier) I.
5- Apply the edge detection filter to produce edge
image E.
6- Scan the edge image E to determine the
number of place hiding in the original image (2
place for edge pixel and 1 place for ' ]
background) T. Add 2 bits Add 1 bit
7- Qompare if ¥m goto step 4 to read a new S s=s+1
image.
8- Apply LSB technique, the LSBs of the pixel
are changed depending on the pattern bits and v v
secret message bits. If the E(i,j) is edge value
then change 2-bit else change 1-bit.
9- Repeat step 8 untill all bits in d are exhausted.
10- Finally, the produced image (carrier) is sent to N
the receiver.
B- Algorithm for message extracting
1- Read the stego image (carrier) I.
2- Apply the edge detection filter to produce edge
image E. Yas
3- For each pixel of image | if the pixel value is
edge then extract 2-bits else if it is background
then extract 1-bit only. Send stegano image
4- Put the bits extracted in the vector.
5- Repeat step 3 for each of the stego pixels.
6- Convert the data extracted to character types.
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Figure (1) stegano digram.
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hiding for other images.

Figure(4) Stegano Image.

VIII. CONCLUSIONS

This paper proposed a new strategy to increasauhwer
of bits that hiding in the carrier image dependamgthe type
of the pixel is it edge or not. The number of Isitsred in the
edge pixel is more than the background pixel. Addilly,

the high level of security is used because theibligton of

the secret message bit is not striate.
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