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Abstract Due to insufficient checks on input data imany

disetti, T.Divya

The intent of the programmer is that the helpergmms

web applications web servers remain prone to externakhould not be invoked directly by a client. For exde, a

tampering. This paper proposes ALF (application lefigewall)
to protect web systems with three new mechanisms. FAEF
provides a fine grained access control policy. Seto ALF
allows web application developers to specify the riesbn on
application running parameters. Finally, ALF collectaveb user
behavior statistics.

Index Terms—ALF (Application Level Firewall), Attack
Signature, CGI (Common Gateway Interface)

I. NTRODUCTION

To counter web attacks, most web servers enforaesee
grained access control to restrict the executionweb

CGI program may authenticate a user and then imake
helper perl script to access a database if the issealid.
Unfortunately, if the helper program is put in tkame
directory as the CGI program, it can be invoked &y
malicious client directly (via the web server, bwuithout
going through the parent CGI program). Thus, atexkan
bypass the user authentication and violate web eserv
security.

2. Abuse of CGI programs with parameters:

CGl Developers arsupposed to do input validation and filter
out requests with invalid parameters, but theyrofial to

applications within ‘a  specified directory that CGl )16\ a sound security methodology and overlook hput

programs must reside. One can also deploy intrusio

detection systems or vulnerability assessment s\ssteith
known attack signatures to detect malicious reguast
vulnerabilities

Unfortunately, the above approaches leave a lobdo
desired. Coarse grained access control mechaniemsoa
flexible enough and often leave loopholes to attask
Most IDS systems and vulnerability assessment syste
rely on known attack signatures to protect web esyst
However, it is hard to keep the attack signaturdatgd
with respect to the
discovered daily. This paper proposes ALF (apghbcat
level firewall for web servers), as a supplemengxesting
solutions, to help combat web attacks.

Il. FOCUS ON CATEGORIES OF ATTACKS

ALF primarily focus on two categories of attacks:

1. Unauthorized accessedModern websystems usually
provide coarse-grained access control to resthiat web
applications can be invoked by web clients onlthiéy

reside in a specified directory (e.g., /cgi-binpwéver, the
coarse grained access control
opportunities to exploit configuration error and
compromise the web system. An example attack ig wka

will call the bypassexecutionattack. CGI programs that

are invoked fronuser input by the web server often need to

run helper scripts or programs internally.
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large number of vulnerabilities

Brror checking. Attackers can exploit the vulnédigbiof
weak input validation to send CGI programs the peters
that do not meet the normal length or format restms and
cause SQL injection or buffer overflow attacks.

Many database systems, such as MySQL, allow users t
insert multiple records in a line, this SQL commani
allow the attacker to insert two records insteadoné as
expected. The reason of this SQL injection attagkai
security bug: the user input validation is insuéfd.

Ill. LEVEL OF PROTECTION

ALF helps to protect against a wide-range of common

vulnerabilities with the following three mechanisms

1. To prevent unauthorized access to web files,F AL
provides fine-grained access control policy anaegifig
it at the perimeter of a web server. With this web
administrators can classify web clients into varief
roles and specify their access permissions to virpects
at the granularity ranged from directories to filés
addition, rather than allowing all files ircgi-bin
directory to be executed by web clients, WSF all@avs

often gives attackers web application to be invoked only if it is exptlyi

specified as executable to web clients, which ¢ffety
prevents the bypass execution attack.

To prevent abuse of web applications, ALF pegsoan
input validity specification to allow developers to
specify the valid input patterns instead of reqgri
enumeration of all possible malicious inputs, which
substantially simplifies the input validation task.

ALF also collects user behavior statistics orpea-
user/per-IP basis. The behavior statistics candael to
detect abnormal web activities and heuristicallprade
the access policy to proactively delay or block the
requests from malicious users.

2.
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IV. DESIGN OF ALF

A. System Overview

User Behavior Statistics Users Access Valid CGI Inputs
based Access l"c]iqT Rights Policy Specification Database
Pl E Lol
e ) E 3
5 & § & -
Lser Sceurty User Aceese C(GI lnputs E
T Coniext Rizhi Chockine Validation =
Checkirg knginc Engine Enging =
]
User Security Context

Weh Services E

Ouipmit Filter

Fig 1. Thearchitecture of ALF

As shown in Figl, ALF consists of thenput and output
filters. Input filter deep inspects the incoming HT requests
to reject invalid web access&3utput filtercollectsthe status
of outgoing responses. Response status informéugdms
infer user behavior patterns.

ALF maintains a per-usesecurity contex A security
context in ALF is indexed either by thiser’s IP address
by a user ID (if the user authenticated to the wetvice).
The security context contains the user’'s past beh
statistics, such as the number of invalid requesis,
number of failed requests, and the number of rdq
during a specified time interval. All those behav
statistics are updated by the input and outpwr§

V. INPUT FILTERS

The input filter deploys three enginesecurity context
checking engine, access right checking engand CGI

input validation engineThese engines check the incon

requests one by one. An incoming request will

forwarded to the protected web server only if iteg
through the checks of the three engines.

1. The SecurityContext Checking Engin

The security-context checking engiegamines the user ||
and the IP address of the request to see if regjfresh the
IP address or the user ID should be blocked oryddl:
Administrators can use the securityatext checkin
engine to temporarily block a user's access to e
server if heir statistical behavior, recorded in the sect
context, violates specified limits (e.g., too mafajled
authentication requests within a short intervaherefore
the security context essentially works as a “crédstory
report” to help ALF monitr a client's abnormal behavi
pattern.

User Behavior Auditing

I
Fig 2. ALF Security Context
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As a complementary mechanism, ALF also supg
tracking and auditing of web user behaviors. /
maintains a security context feach web clier

The security context is indexed with the client&ulD if
the client is an authenticated user.. If the clientan
anonymous guest, the security context is indexet thie
client's IP address. As Figure 2 shows, the ALFusé&c
contet contains three parts of user security informa

Level Firewall for Web Servers

1. Index of the security context (User ID or IP addjg
2. Behavior statistics;
3. Access control decision based on the behaviornpa

ALF uses theindex of the security cont, IP address for
unautheritated user and User ID for an authenticated tigt
locate a user’s security context.

The behavior statistics part contains cumulative us
behavior patterns, measured over multiple configleréime-
intervals on a per-user/ IP basis:

The number of receied requestsThis data is collectethy
the input filter.

The number of bytes sent authis data is collected bthe
output filter.

The number of invalid reques. This data is collectely the
checking engines in the input filter. Any requésittviolates
ALF security policies will be counted as an invai@juest
The number of failed requestdhis data is collected bihe
output filter. Any request with the HTTP status eothat
doesnot fall into the period between 200 and 307 w#i
counted as a failed request.

The number of failed authentication requestThe field
helps to prevent brutal force password guessiraglat It is
collected by the output filter.

The user behavior dtstics help to detect abnorm
behavior pattern and proactively adjust access rok
policies. For example, excessive authenticatioluri@s of a
specific user may indicate that a hostile partymisunting
brutal force password guessing attack or tiser forgets the
password. To thwart password guessing attack,
administrators can configure ALF to suspend thigrs:
further authentication requests for several secammim the
number of failed authentications exceeding the ifipec
threshold.

2. TheAccess Right Checking Engir

The access right checking eng checks the requested URI
against the access right policy. With the accegst ontrol,
ALF can limit authenticated or unauthenticated sigeronly
specified web files/services and prevent unautiedrizcces
to the sensitive files that are left accitally in public web
directories. The access right checking engine pesvifine
grained control, rather than standard access dontpmsed
by web servers.

Access Control Policy

ALF defines an access control policy language towa
administrators to edgitly define the access rights to w
entries, including normal data files and CGI progs:

An access rule is a mapping as foll
Web_Entry—~ Web_UserAccess_Rig|

The web entrydefines the object on which the access
should apply. It can be a specific file, a clasdiles with a
wildcard pathname or a directory. Tweb userdefines the
subject that is allowed to access the web entrgaft be ¢
specific user or a web gup. Theaccess rightdefines the
authorization under which a web user can accessbeentry.
The access right mapping means: tweb_entry can and
only can be accessed by theweb user under the
“access_right"authorization.

An access policy usually études three par

1. Definition of valid user set and user grot

2. Definition of default accessible file typ

3. Definition of access right rules of web entr

The first part defines the valid user set and ggeups. The
second part contains the default accessible fifedy(i.e.
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*.html and*.jpg files) for the web system. The accessible </ Parameter>

file types can be defined by file type extensionsertain
file name patterns. By default, only common web filpes
are included, which helps prevent unauthorized ssEeto
sensitive files, such as “creditcard.dat”, that lefé in the
public web directory.

The third part specifies the access right of userseb

entries. An access right policy may include mu#tiptcess
rules. Each rule defines the access right of oné désity.

A URI entry can be defined as a specific file, assl of
files with a wildcard pathname or a directory. \Wadds

are allowed and only allowed in file name to repras
multiple files with similar name pattern. If an ass rule
defined for a directory, this access rule appl@®slt files

and sub-directories under this directory if theg arot

associated with access rules. In other words, ihomess
rule is defined for a directory or a file, perm@ss are
inherited from the parent directory. The acceshktrigles

are prioritized as follows:

root directo ry— sub -directory(levell }»
sub - directo ry(level2 ). a class of files—> single file

The access rule of root directory has the lowestdripy
and access rules of single files have highestipridRules
with  higher priority have precedence in
enforcement.

3. CGI Input Validation Engine

< Parameter>
< Name> password </Name>

< Value> Na-zA-Z0-9]{6,15}$
</Value> </ Parameter>

<SIG_CHECKING> NO </SIG_CHECKING>
</Rule>
The URI section contains the URI of the CGI program.

The Method section configures which methods are allowed
for this URI. The methods that are often used aEd @nd
POST. Other HTTP methods like PUT, TRACK must be
used carefully as they may bring vulnerabilitié® Icross site
script attack.

The Parametersection defines the validity specifications for
parameters of this CGl program. Each possible pet&m
must have @arameterdefinition. The validity specification
of each parameter consists of two parts: paranmgtiere and
parameter value. The parameter name field is thenpeter
name to be checked while the parameter value fbluvs

policy the valid parameter value pattern. The valid patamealue

pattern is defined with regular expression. If &és no
restriction on a parameter, the valid parametenevglattern
can be empty. Based on the configured validitygpattthe

The CGI input validation engine checks tharameters jnpyt validation checking engine can then checktidrethe
carried in the CGI request against the input vBjidi yser inputs carried in a CGI request is valid dr hwte that
specifications. Only requests with valid inputs éensent only parameters listed in this section will be metgal as valid
to the web server. The CGI input validation helgigate  and checked against the corresponding validity iipation.
many buffer overflow attacks and SQL injection ék& For those parameters whose names are not on tlg val
that compromise web systems via sending malicioysarameter list, the input validation engine willeditly regard

parameters to CGI programs.
CGl Input Validity Specification

them as malicious. This mechanism effectively pnesve
many buffer overflow attacks.

Because the inputs to CGI programs are complexdfix The above example shows, the rule clearly definbstw

attack signatures are often not flexible enoughetb a
valid input from invalid ones.

To deal with this problem, ALF provides a fine-grad
way to specify constraints on inputs of CGI progsaiwe

inputs are expected by the programmer developérs.AGI
program, at a minimum, must take care of inputs shésfy
the above specification. Any other unexpected ispuitl be
blocked by this specification directly at the firglv This

use an example to describe how validity specifiteti mechanism does not require developers to enumerte
works: suppose we have a user login script /cOjossible invalid input patterns. Instead, web aaion

bin/login.cgi, it only allows parameter transferredth

POST method; the expected input at the user nastek if

a string composed by 3-8 letters or digits andetkgected
valid password is a string composed by 6-15 letserd
digits. No special character is allowed in the naere and
password parameters. The validity specification ten
defined as follows:

<Rule>
<URI> /cgi-bin/login.cgi <\URI>
< Method> POST <\ Method>
< Parameter>
<Name> username </Name> <Value>

"Na-zA-Z0-9]{3,8}$ </Value>
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developers only need to express their intentiovadifl inputs
with regular express, which substantially simplife input
validation procedure.

VI. OUTPUT FILTERS

The output filter checks the status of outgoing replies and
updates the behavior statistics in the securitytecdn In
addition, the output filter also helps the inputefi to track
the user information and generate the user tractaggfor
each source.

VII. CONCLUSION

ALF proposes a policy-based framework to providerpeter
security for those web services. With proper pebciALF
can help to thwart unauthorized accesses to sysesitive
fles and achieve flexible, role-based access obnffo
prevent attackers from sending allows administgattw
explicitly define the input validity specificatiofor each
accessible CGI program. Instead of inferring allsgible
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attacks from known attack signatur@gF checks incoming
requests against the input validigpecification, which simplifies
the procedure to determinghether a use input is valid or
not. In addition, ALF collectsuser behavior statistics,
which helps web administrators to detect abnornsdru
behaviors and proactively adjust the access control

maliciously manipulated requests to CGI programkF A

policies.
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