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Abstract

Optimistic replication of datais becoming increasingly popular in distributed systems. However, the performance
characteristics of such systems are not well understood. We have developed a simulation to evaluate optimistically
replicated file systemsin terms of their operating costs (e.g., computing resources) and service quality (e.g.,
consistency of data perceived by users).

The simulation built-in language and library components ease the specification of various system settings.
The traffic generator captures the inverse relationship between sharing and write accesses, and the traffic is based on
athree-month long trace collected at Locus Computing Corporation.

Our result shows that the widely used conflict rate metric is misleading: Both extremes of data propagation
frequencies result in near zero conflict rates. Also, conflict resolutions can generate many intermediate versions of
datathat are in conflicts, or meta-conflicts. We have proposed alternative service quality metrics and waysto
reduce meta-conflicts.

Our study further demonstrates that the effectiveness of a data propagation topology depends on the
propagation distance between replicas as well as the number of propagation processes that can occur in parallel.
Optimistic replicated filing scales well; further exploiting user sharing patterns can achieve further economies. Per
user adjustment of data propagation frequencies based on the work cycle hurts the service quality of overall system.
Finally, we have observed the tradeoffs between data propagation rate and service quality, and traffic loads on
shared replicated data.

1 I ntroduction

Optimistic data replication has become an increasingly important technology. It allows parallelism in making airline
reservations, use of an ATM in the face of network outages, and simultaneous cooperative accesses to shared data
on laptops disconnected from networks. With its high data availability, resiliency to network outages, and
cooperative data sharing, optimistic replication has become an important tool of mobile computing.

Early research on optimistic replication was largely performed in the context of file systems. Most studies
emphasized proving the correctness and practicality of the method. The Locus Operating System [Popek et al.,
1985] produced the key research necessary to make an optimistically replicated file system practical, including the
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concept of version vectors [Parker et al., 1983]. Thefirst practical optimistically replicated file system that achieved
general popularity was Coda [ Satyanarayanan 1989]. This system utilized the very limited replication capabilitiesin
the Andrew File System [Kazar 1989] to offer not only optimistic replication, but also support for operation with
network disconnection. Coda, in addition, produced seminal research on client-server optimistic replication, one of
the two major approaches to optimistic replication. Y ears of actual use by alarge number of users have validated
Coda's early results.

Later systems, such as Ficus [Guy et al., 1990] offered further evidence of the practicality of optimistic
replication. Coda, Ficus, and other projects demonstrated that concurrent modifications could be correctly resolved
without dataloss [Reiher et al., 1994; Kumar et a., 1995]. By deploying systems among substantial numbers of redl
users, they showed also that optimistic replication livesin reality rather than just in theory [Kistler et al., 1992;
Noble et a., 1994; Heidemann et al., 1995]. Oracle 7 [Danielset a., 1994], Bayou [Terry et a., 1995], Ingres,
Lotus Notes [Kawell et al., 1992], Microsoft Brief Case, Concurrent Version System [Berliner 1998], and LDAP
[Weiser et a. 1999] are popular deployments of optimistic replication concept [Kung 1994].

Despite of its wide deployments and growing complexity, the performance and scaling properties of
optimistic replication are not well understood. The lack of performance results, we believe, is attributable to high
overheads and difficulties in obtaining those results.

Why is evaluation so hard? Optimistic replication works well because of certain assumptions of user
behaviors (Section 2.1). Evauating its performance involves capturing human-to-human interaction (how data are
shared) as well as human-to-machine behaviors (how data are accessed by each user). The system dynamic and its
large parameter space render pure analytical and empirical studies prohibitively expensive. Simulationisan
alternative, but designing, implementing, and validating a simulation for arbitrary network interconnections and
system attributes impose nontrivial overheads.

We chose to design and implement a simulation framework as the primary approach, to investigate various
hypothetical settingsin the optimistically replicated file system context. We aso incorporated measurement and
analytical approaches when appropriate. Our simulation reveals that the widely used conflict rate metricis
ambivalent in expressing the service quality (e.g., consistency of data perceived by the end users): a conflict
measurement number can simultaneously imply both high and low service qualities. We analyzed the underlying
causes of this anomal ous behavior and proposed alternative metrics to evaluate the file system service quality of
optimistic replication. Also, we found that conflict resolution may generate intermediate versions of data (e.g., meta
conflicts) that further the number of conflicting dataversions. This finding leads to recommendations of delaying
the conflict resolution until the object in conflict is referenced, or restricting the conflict resolution to update-
contributing sites or other heuristically chosen sites.

Remaining results show that the effectiveness of a data propagation topology depends on the propagation
distance between replicas as well as the number of propagation processes that can occur in parallel. Meta-conflicts
can contribute significantly to performance metrics and vary significantly among replication topologies. Adjusting
data propagation frequencies based on the work cycle of each end-user does not achieve the highest service quality

at the aggregate system level. In addition, the operational costs predicted by the simulation study suggest that



optimistic replicated filing scales well, and further economies and service qualities could be realized by further
exploiting user sharing patterns. Finally, we examined the tradeoffs of data propagation rate and service quality, and
the effects of varying traffic loads on shared replicated data.

Section 2 explains how optimistic replication works. Section 3 details the simulation framework design.
Section 4 describes the experiments we ran with the simulation. Section 5 presents the resulting knowledge gained
about optimistically replicated file systems. Section 6 relates our work to other performance analyses of
optimistically replicated file systems, and Section 7 concludes.

2 Background

This section describes the motivation of optimistic replication, its possible styles of implementation, configuration
space of its agorithms, the choices we made, and the applicability of our work. We will aso define the terminology

used for the remaining paper.

2.1 Moaotivation for Optimistic Replication

In large-scale distributed systems, replication is a good technique for providing high availability to allow data
sharing across machine boundaries, because each machine can store alocal copy of data. Two replication
approaches are possible—the conservative approach and the optimistic approach.

Conservativereplication attempts to provide the same semantics as having a single copy of the data. This
approach is particularly important for situations where inconsistent views of data can be little tolerated, and it
assumes high availability of the network connection. Some examples are military command-and-control systems,
air traffic control systems, and systems for conducting stock exchanges, where valid decisions crucialy rely on the
consistency and correctness of the data being presented to the users. Such replication schemes typically use tokens,
voting, or primary site methods to ensure that no concurrent updates occur [Johnson et al., 1990].

Optimistic replication is based on the observation that many areas of computing do not demand
immediate data consistency. For example, adlightly aged library database system can still deliver meaningful
service in most cases.  Therefore, immediate propagation of new updatesto al replicasis often not vital. Modern
computing trends of cooperative data sharing and mobile computing further identify optimistic replication as an
aternative replication scheme, when availability of datais more important than the immediate consistent view of
data. For banking applications, reservation systems, and mobile file accesses operation in the face of network
failuresisvital.

The practicality of optimistic replication also depends on certain user behaviors. Most files have asingle
writer, particularly over a short time period. Thus, alowing writesto any data replicararely results in concurrent
updates. For many applications, the mgjority of concurrent data modifications can be performed in parallel. With
proper handling, the modifications can be later merged automatically or manually without dataloss. Directories are
an important example. Independent file creations can be applied to two replicas of a directory without causing
problems, because the differing directory replicas can be easily merged into a single directory.



2.2  Optimistic Replication Algorithms

Optimistic replication permits copies of data to become temporarily inconsistent, so the algorithm must be able to
bring differing replicas into synchronization. Sometimes the updates can be propagated to other replicas
immediately, but the advantage of alowing updatesto areplicaisolated from networks carries with it the
disadvantages of being unable to propagate those updates as they occur. Therefore, the replication system must also
be able to propagate them later. Typically, areconciliation process brings replicas into synchronization by
comparing replicas and applying the updates at some convenient time (e.g., when portable computers are
temporarily connected to the network).

Reconciliation involves finding recent updates for the sitesinvolved in the process, typically using either
logging [ Satyanarayanan 1989] or scanning [Guy et a., 1990; Ratner et al., 1996]; exchanging the updates; and
detecting updates that are in conflicts. Sinceit is difficult to define conflicts precisely and concisely, the exact
agorithm used in this paper to detect conflicts will be described in Section 3.5. Typically, optimistic replication
systems use application-specific libraries to resolve the mgority of inconsistencies resulting from conflicts
automatically. Conflictsthat are not automatically resolved require user intervention [Popek et al., 1990; Reiher et
al., 1994; Kumar et a., 1995].

Consider the airline reservation example. Reservation records are optimistically replicated at various
geographical locations. Multiple people can simultaneously make reservations at various locations, and each
location updates the local replica of reservation record. When reconciliation among these replicas occurs, the
conflict will be detected and automatically resolved by first merging the non-duplicate seat reservations. For
duplicate seat reservations and overbooking, the system can automatically adjust the seating using predefined rules
or require manual adjustments. Either the system or users of the reservation system would provide aresolver
program that could examine the conflicting updates or versions of the reservation record and produce the proper
merged version.

Asfor ATM machines, although optimistic replication provides convenient account accesses that can
survive network outages, it also exposes the concern for an account to be intentionally over-withdrawn by
withdrawing across the network partition boundaries. At the typical rate of daily reconciliation, an account could be
over-withdrawn many times before the true account balance is realized. Banks compromises accessibility of
accounts and risks of fraudulent withdraws by imposing upper daily limits on cash dispense and by providing

surveillance systems to catch theillegal acts.

2.3  Parametersof Optimistic Replication

Optimistic replication introduces many parameters into system configuration. The quality of service (QoS) of such
a system might be sensitive to user access patterns. Optimistic replicated systems might have scaling constraints
based on the number of data copies, or replication factor. Therate, the direction, and the path of data
synchronization might affect the degree of data consistency. Other factors also contribute to final performance

results, such as the granularity of data being replicated and imposed constraints by the optimistic algorithm.



Asnoted earlier, al optimistic systems must be able to apply updates to replicas after the update has
occurred, sometimes long afterwards. The reconciliation interval, therefore, is an important factor in replication
system performance. Depending on user behavior, frequent reconciliation could mean either closer synchronization
of replicas or just extra overhead that does not improve the QoS. In most systems, reconciliation is performed
periodically [Ratner et al., 1996], on demand [ Satyanarayanan 1989], or immediately [Guy et a., 1993] to bring a
local replicainto synchronization with aremote one.

In the case of three or more replicas, the reconciliation process could be initiated with different choices of
partners. The initiating replica selects the target replica based on a specified reconciliation topology. Some
optimistic replication systems use a client-server model, in which one or severa of the replicas are servers, and the
rest are clients. Client sites may only propagate their updates to servers. Often, updates can only be propagated
from agiven client to a particular server. Servers may propagate their updates more freely. Alternatively, all
replicas can be peers. Inthiskind of replication system, any replica can trade updates with any other replica.
Conceptualy, any client-server model can be emulated as a peer model with the appropriate reconciliation topology.
For example, a system with a single server machine and multiple clients can be emulated by a peer system using a
star reconciliation topology, with the server at the center and the clients attached to the server. From an
implementation standpoint, client-server and peer-model replication systems have important differences, but a
simulation needs to encapsulate only the ones that contribute to performance metrics.

Reconciliation can be a uni-directional process, in which one replica receives updates from its partner, or it
can be a bi-directional process, in which both replicas trade updates. We refer to this choice of direction of data
propagation as the reconciliation protocol. One-way reconciliation shortens the time spent in asingle
reconciliation, but two-way reconciliation may provide more globally efficient propagation of updates, in terms of
both time spent by all parties and the speed with which updates propagate. A one-way reconciliation process can be
performed either as a push (one site pushes its updates to the other), or a pull (one site pulls updates from the other).
Pushing gives control to the side sending them; pulling gives the control over data transfer to the side receiving the
updates.

Replication granularity, or the level of replication control, introduces many decision points—the
granularity which one can select which data to be or not be held by areplica, the granularity of the data items
addressed by an update, granularity of the dataitems for which conflicts are detected, and the granularity for which
the data set is defined or administered. In the context of the file system, possible granularities include the individual
file, the directory, or sub-trees of afile hierarchy (typically called avolume). Fine granularities offer flexible
control at the cost of high meta-data storage overheads for each replicated granule. Coarse granularities lower these
overheads, but offer less flexibility.

2.4  Applicability of Our Work

Although our simulation has the flexibility to accommodate many system settings, the full exploration of system
implementations and configurations would require a number of experiments proportional to all combinations of

various settings, and it isimpractical for usto explore all possibilities due to the length of computation and available



computing resources. We chose to validate our ssmulation against an early version of the Rumor Replicated File
System (RRFS) [Reiher et al., 1996], a user-level version of Ficus. RRFSis a state-based system, and the
reconciliation algorithm used by RRFS will be described in Section 3.5. Because of its nonkernel-intrusive nature,
RRFS uses scanning to find recent updates. We expanded our study to include experiments that remove scanning
related overheads, and resulting QoS values are within 25 percent of the original values.

For both RRFS and the simulation, we configured the reconciliation processes to be periodic. However, if
we decrease the reconciliation interval to an arbitrarily small interval, the effects on QoS should approximate
immediate data propagation, and the QoS for demand-driven data propagation should be between these two
aggressive and lazy options. Each reconciliation process, like most of replication systems, involves only two
replicas although multi-way reconciliation strategies are possible. We examined both one-way and two-way
reconciliation protocols. For the one-way reconciliation protocol, we arbitrarily chose the initiating replicato pull
the updates.

To simplify the problem domain, we assume that all files are replicated under a single volume, and the
volumeisfully replicated across the machines. Each machine contains only one replica of the volume; only one
local user accesses each replica. In addition, each file can be individually accessed, and conflicts are detected and
resolved at the granularity of asingle file, although a reconciliation process would process the entire volume.
Because reconciliation at the volume granularity is a heavy-duty process, typical rea installations of optimistic
replication systems ensure that at most one reconciliation processisin progress at any point at a given machine.
Thisreconciliation locking constraint prevents the reconciliation traffic from overloading the CPU. Practicaly,
this constraint impliesthat if asiteis participating in areconciliation process, the site will deny reconciliation
requests from other sites. All denied reconciliation requests are aborted. Remote accesses and failures are not
modeled for this study, but will be an area of interest for future study.

3 Simulation Architecture

The simulation framework is designed to scale and support heterogeneous configurations. Figure 3.1 illustrates the
top-level view of the simulation framework. To avoid individual or redundant specifications of each simulated
component and traffic generator, we designed a hierarchical input language and a dedicated front end to allow
groupings and compositions of library components. To provide parallel execution of the simulation, we delegated
the centralized front end and the simulation driver only the responsibility of initializing servers and their
interconnections for network communications; no centralized coordination is required after the simulation is

launched. This simulation supports multiple servers, one for each simulated machine.
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Figure 3.1: Simulation structural diagram. The front end parses the specification for each server. The simulation driver sets up the server
interconnections and the replication parameters. Each server contains afile reference generator to model the user behavior on that server. The
Rumor reconciliation module simulates the core algorithms of the replication system being studied. The file system module records the data
modifications, and the physical resource module simulates the delay characteristics of the various hardware components and the network
interconnections.

We chose Maisie [Bagrodia et al., 1994] as our primary implementation language for its strengths in several
areas. First, Maisie is a C-based language; the learning overhead for usisrelatively low compared to other non-C-
based simulation languages. Second, the language-level abstraction of the underlying message-passing interface
simplifiesimplementation. Third, Maisie supports both sequential and parallel simulation with high transparency;
the simulation model in this paper has the future option of parallel execution. Although our model permits parallel
execution, this paper does not address the design challenges that pertain to parallel simulation; rather, it concentrates

on the application of the simulator in evaluating the performance of optimistically replicated file systems.

31 Simulation Front End

The simulation front end (scanner and parser) sets up the experimental scenario and initializes various system
parameters such as network interconnections for servers, reconciliation topology, and user access patterns for the file
reference generator. The chosen languages of the front-end implementation are Lex and Y acc, which grammar-

encode the syntax and provide an extensible and flexible interface for future devel opment.



#simrsim
# lines started with “ #' are comments
RSm1.0

include “ server.rsm” server Type
include “ cluster.rsim” cluster Type
include “ channel.rsim” channel Type

# a cluster of two pentium machines
cluster roomA {
server inst serverType pentiumaldrin
server inst server Type: pentium bean

}

# a cluster of two sparc machines with two sub-clusters
# connected by an Ethernet
cluster ficus channel inst channel Type: ethernetl0Mb ethernet {
server inst server Type: sparc5 dover
cluster inst roomA roomA
server inst server Type:sparc5 thetford
cluster inst cluster Type:roomB roomB

}

# simulate the ficus cluster with a random seed number
# for a duration of 576 hours.
sim ficus{

seed 19238483

sim 576 hr

}

Figure 3.2: Simulation input specification. This piece of code shows the flavor of our input language. Starting from the top, lines starting with #
denote comments. RSim1.0 isthe version number for our simulation, which helps the parser to identify the version of syntax for our input
language. cluster isone of the predefined interchangeable components, or modules, which closely map to the physical world (e.g., disk and
CPU). Toinclude modules from other files, specify include followed by the file name and module name. The input language supports two
levels of scopes to avoid name collisions of modules, one at the file level and the other one between curly braces. The sim statement indicates the
module to be simulated, in this case, cluster ficus. Global configurations (e.g., seed number and simulation duration) are specified in thesim
statement. The cluster ficusis connected by a channel instance (channel inst) of Ethernet (ethernet10Mb). The cluster ficus contains two server
instances (server inst) of Sparc 5 (sparc5) from “ server.rsim” specified at include statements, one cluster instance of roomA, and one cluster
instance of roomB from “ cluster.rsim.” The cluster roomA contains two server instances of pentium. Since cluster roomA does not specify a
channel, it uses the channel specified at cluster ficus.

| ficus (cluster) |

| ethernet (channel) |

thredford (sparc5) | | roomA (cluster) | | dover (sparc5) | | roomB (cluster)

| aldrin (pentium) | | bean (pentium) | i (cluster.rsim)

Figure 3.3: Hierarchical model construction. This diagram depicts the model constructed by the input specificationsin Figure 3.2. The solid
lines and boxes are specified in thisinput file. The box in the dotted lineis specified from the included files.

The front end provides a number of features to facilitate the specification of alarge, heterogeneous
interconnection of servers. nested file inclusion, lexical scoping, and version numbering. Figure 3.2 illustrates the
use of our built-in language to specify atwo-level construction of an Ethernet network in which the construction is

comprised of two different types of machines. Figure 3.3 pictorialy shows the corresponding configuration.



A complete description of the input language is beyond the scope of this paper; we mention afew key
features. For example, hierarchical abstraction of library components permits rapid composition of a complex
model. Input file A contains alibrary of disk modules, and input file B contains alibrary of CPU modules. Input
file C contains a variety of server modules, which are composed of various combinations of disk and CPU modules
specified in A and B. Implementing this concept requires the support of nested file inclusion, allowing separate file
storage for each group of specifications. To avoid name collisions of modules, we introduced various levels of
scopes to detect naming collisions. Commenting enhances the readability and maintainability of the specifications.

Inheritance of top-level parameters allows the specification of global parameters such as simulation duration.

3.2 Traffic Gener ator

Our simulation input traffic is based on a three-month data trace of file access patterns, collected at Locus
Computing Corporation [Kuenning et al., 1994]. Thistrace consists of the actual activities of software developers,
working on DOS-based software. The traced system did not use replication, but had large numbers of users and
machines connected by alocal area network, performing both local and remote file accesses. To acertain extent, the
results presented are dependent on the characteristics of thisworkload. However, such a dependency is inescapable
for any choice of workload, and the chosen workload is realistic and representative of a software development
environment workload. Future work may examine other important file access workloads.

Extensive pilot runs show that the approaches adopted by common traffic generators—capturing the
temporal and spatial localities—are insufficient to evaluate optimistic replicated file systems. In such systems, the
consistency and freshness of data perceived by end-users highly depend on how data are shared, as well as how data
are accessed. In addition, nonuniform loads of user activities can contribute to the overall QoS measures.

For example, our trace data reveal that as the degree of file sharing® increases, the percentage of write
accesses decreases. Thus, our experiments adopt a fine-grain decomposition of file sharing and operation patterns as
shown in Figure 3.4. Without this fine-grained characterization of file sharing, the percent of write accessis
significantly overestimated for files at a high sharing factor, and the growth rate of conflictsis theoreticaly

exponential, with maximum values constrained by available physical resources [Heidemann et al., 1995].

File access
Read-write access
Read-only access Nonshared access Shared access
2-way sharing 2+way sharing
Read access | Writeaccess | Read access | Writeaccess | (Further splitting)

Figure 3.4: Fine-grained decomposition of file accesses. File references fed to the model are divided into read-only accesses and read-write
accesses. Read-write file accesses are partitioned into accesses to shared and nonshared files. Shared files are further classified as files shared
between exactly two users and files shared among more than two users (e.g., two-way shared and three-plus-way shared).

File references fed to the model are divided into read-only accesses and read-write accesses. Read-only accesses do
not affect most of the results in the simulation, except by contributing to the total number of read accesses. Read-

write file accesses are partitioned into accesses to shared and nonshared files. Assuming each user always accesses



aparticular replica, updates to nonshared files will never create conflicts and always contain the most up-to-date
data, because only asingle replicais used for access to such files. Shared files are further classified asfiles shared
between exactly two users and files shared among more than two users (e.g., two-way shared and three-plus-way
shared); maintaining only two writable versions of a dataitem is much simpler than maintaining three or more.

To capture daily work cycles, we model the trace traffic at hourly intervals with an exponential distribution,
with mean inter-arrival time equal to the mean inter-arrival time of the corresponding daily hour in the trace.
Average hourly traffic can be obtained by averaging the mean inter-arrival time of a certain hour of the day across
the entire trace. For hourly boundary conditions, if the randomly chosen arrival time causes the next reference to
arrive within the current hourly interval, we simply proceed. If the next reference arrives beyond the current hourly
interval, we move to the next hour. (No more references will arrive for the remaining hour.) This boundary
handling approach is not statistically accurate, but the inaccuracy mostly affects the hours with light traffic, and it
introduces roughly two percent of error.

Our simulation also captures the nonuniform loads generated by users, by first finding the aggregate traffic
volume, and then distributing the volume by the expected percentage contribution of each simulated user. If the
number of simulated usersis different from the number in the trace (in our case, aways less than the actual number
in the trace), we linearly scale down the aggregate traffic volume so the per-user volume remains the same.
However, the percentage contribution for each user is adjusted to approximate the original skewing of user loads.

Figure 3.5 compares both the original load characteristics and the simulated load characteristics.

Accumulative Percentages of Traffic Contribution by Varying
Number of Users in the Trace

67 users

50 users

1
0.8 /7 40 users
Percentages of g g 30 users
traffic

contribution 04
0.2

20 users

10 users

2 users
0 +

0 0.5 1

Percentage of total users

Figure 3.5: Approximating nonuniform traffic loads of 67 users with varying number of users. For each user population setting, the users are
first sorted by the traffic contributions in decreasing order. Each data point represents the percentage traffic contribution by the top x percentage
of traffic contribution users.

One concern of our traffic generator is the fidelity of simulating interleaving accesses. The following
exampleillustrates the concern. In the first scenario, user A makes 50 updates followed by user B's 50 updates. In
the second one, user A and B update in an interleaving fashion. Both examples result in similar aggregate statistics,
but the second scenario can potentially generate more conflicts than the first scenario.

However, we chose to overlook the case of interleaving accesses for two reasons. First, conflicts are
detected at reconciliation times; the exact ordering of updates between reconciliation would not affect the QoS

! By sharing we assume inter-user sharing as opposed to intra-user sharing (same user, different machines.)
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significantly. Second, the lack of locality and random updates tend to produce worse performance numbers (from

the illustrated example of interleaving updates), giving a more conservative picture of system performance.

3.3  Physical Resource Module

The physical resource module models the physical delaysin the system. Sub-modules simulate the primary machine
components, including a CPU model, disk system model, network interface model, and network model. The level of
detail for each sub-module is determined primarily by its significance to the reconciliation process. For instance,
consider the network model. Our experiments assume that machines in a cluster are connected using an Ethernet, a
popular network medium. Pilot runs indicate that the typical bandwidth of an Ethernet (10Mb/sec) far exceeds the
requirements of the reconciliation process. Consequently, we used an analytical model to abstract the Ethernet delay
characteristics. The validation results indicate that this model is sufficiently accurate when the network is lightly
loaded. The disk module simulates the seek delay, rotational delay, and data transfer delay. Although the disk is not
the bottleneck, thislevel of detail is required to capture the fixed overhead costs of the file system scans performed
by the RRFS reconciliation process.

The CPU appears to be the current bottleneck in the reconciliation process. However, a detailed simulation
of the CPU isvery costly. For the purpose of the application-level investigation, we chose to compose an analytical
model of CPU utilization via direct measurement on the operational RRFS. The measurement involves
instrumentation by placing timing system callsin the source code. Certain results (e.g., running time of the system)
are thus contingent on the versions of software and hardware we chose. For this paper, we measured RRFS running
on Dell Latitude XP 486, 100 MHz laptops with 12 Mbytes of memory and aLinux 1.2.x operating system. The
resulting analytical model is a function of system attributes—the number of files and directories, the volume size,
the number of replicas, the number of updates, and the number of conflicts. The validation of the analytical model is
described in Section 3.6.

34  FileSystem Module

The file-system module models a file system that supports the common file operations (i.e., open, read, write, create,
directory create, and directory delete) in the context of a specific file system (e.g., UNIx?). Thetime for each
operation is estimated mainly by using the disk model. The CPU overheads for those operations are negligible
compared to the disk accesstime. The caching effects are not modeled because our measurements suggest that
caching does not work well with the measured system for two plausible reasons. First, because RRFS is nonkernel
invasive, detecting data modifications requires linear scanning of the replicated files. The scanning process has low
locality. Second, the replicated volume size in our experiment (~220 Mbytes) is much larger than the memory size
(12 Mbytes), and the reconciliation process effectively flushes the cache during the file-system scanning phase of
the algorithm.

One design decision of the simulated file system is simplification from a hierarchical name spaceto aflat

name space. Because our file reference generation is essentially probabilistic, and we currently do not distinguish
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the file reference patterns among files at different levels of the file hierarchy, if some high-level directory nodes are
deleted, the results of the remaining simulation can be hard to interpret. Because our trace analyses indicate that
sharing patterns dictate the performance metrics for optimistic replicated file systems, a flat name space is sufficient.
Both the disk and the CPU modules are adjusted to reflect this simplification. The resulting file accesstime in aflat
name space is the weighted average of file and directory access timesin a hierarchical name space, and the weights
are based on the relative numbers of references to directories and filesin the trace data. The model can be extended
to support a hierarchical name space, if necessary.

Both file and directory operations are mapped to read and write operations. This simplification implies that
al conflicts are caused by concurrent updates. (In areal system, other causes of conflicts are possible—file
deletion, file creation, and file renaming.) The replication-specific attributes of the file system are currently
modeled after RRFS. For example, the replication storage overhead is empirically measured from the operational
RRFS.

35 Reconciliation Simulation

Finally, the reconciliation module simulates the reconciliation process of RRFS. A reconciliation processis
periodicaly initiated at each simulated server based on the interval specified for the experiment. For R replicas,
each file of replicai carriesaversion vector V; = {vi;...vig}, where each element isinitialized to zero. The following
steps are involved in simulating a one-way pulling reconciliation protocol by using the appropriate modulesin the
simulator:
1. Scanthelocal replicai using file system and disk modules. If the timestamp of afileis advanced from
the timestamp kept for RRFS at replicai, record the new timestamp and increment v;; by one.
2. Locatearemote replica. If the remote replicaisbusy, retry or abort the current request depending on
the topology specification.
3. Scan the remote replicaj using file system and disk modules. If the timestamp of afileis advanced
from the timestamp kept for RRFS &t replica j, record the new timestamp and increment v;; by one.
Obtain file states from the remote site through the network module.
For each file, compare local states to remote states using the CPU module.
For al Kk, if vi > vy, Vi dominates V,.
For al K, if vi < vj, V, dominates V;.
If Vi dominates V;, and V; dominates V;, two files are identical.
If neither V; dominates V;, nor V; dominates V;, two files arein conflict.
Transfer the remote files that are dominant and in conflict with local files.
7. For each file dominated by the remote replica, use file system and disk modules to overwrite the
content of the local file. V; of thefileissetto V.
8. For each filein conflict, resolve the conflicts using file system, disk, and CPU modules.

If the local file is chosen to dominate the remote version, perform the following steps:

2 UNIX is aregistered trademark of AT&T.
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For al k not equal to i, vic is set to the larger number between vy, and v
Merge the files properly; record the new local timestamp; and increment v;; by one.
If the remote file is chosen to dominate the local version, perform the following steps:
For al k not equal to j, vi is set to the larger number between vi, and v
Merge the files properly; record the new local timestamp; and increment v;; by one.
This protocol can be extended to the two-way reconciliation protocol with minor variations. The two-way

reconciliation processesin this paper repeat steps 4 through 8 in the reverse direction.

3.6 Validation

More than 400 physical system runs were conducted to validate the reconciliation time as a function of the following
system attributes, and interacting terms;

*  Number of filesand directories

* Volumesizein bytes

*  Number of replicas

*  Number of updates

*  Number of conflicts
Each of the preceding attributes was initially validated independently. For each attribute, the predictions made by
the simulation model were compared with measurements on the operational RRFS, and the results were used to

refine the model as necessary.
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Figure 3.6: Physical vs. simulated reconciliation time. The reconciliation times of the physical system closely match the regression model.

File Directory Replica  Volumesize  Updates  Conflicts
R? | 0.9958 0.9991 0.9995 0.9727 0.9963 0.9809

Table 3.1: Coefficient of determination for various linear regressions (fraction of variance explained by the linear regression).

Figure 3.6 compares the physically measured reconciliation time against the simulated reconciliation time as a
function of replication factor. Table 3.1 presents the quality of linear regressions in each of the preceding attributes.
Subsequently, the experiments were extended to incorporate multiple model attributes simultaneoudly to determine
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the degree of independence among the selected attributes. The model is refined further by again comparing the
model predictions and experimental measurements. The model was deemed sufficiently accurate when the predicted
reconciliation completion time was within five percent of the actual completion time on our selected hardware and

operating system.

4 Experiments

Through our experiments, we seek to understand the effects of various system parameters and to identify
opportunities for improving system performance, in terms of both the cost and the QoS metrics. Table 4.1 defines

various cost and QoS metrics.

Metrics Definitions
Reconciliation time Elapsed time from the moment at which a replica requests reconciliation
with aremote replica to the moment at which al filesin thelocal replica
are reconciled, excluding aborted sessions®
CPU overhead Percent CPU utilization per replica due to reconciliation processes,
Cost metrics including the aborted sessions
Transmission volume per replica | Bandwidth required per replicafor periodic reconciliation processes
Aggregate transmission volume | Global bandwidth required for all replicas to execute periodic reconciliation

processes
Storage overhead Storage required per replica to keep track of the replicated states
Conflict rate Number of conflicts per replica per hour

QoSmetrics | Staleread rate Number of stale reads per replica per hour
Stale writerate Number of stale writes per replica per hour

Table4.1: Definitions of various metrics. The cost metrics include the anticipated running time of a successful reconciliation process, CPU
consumption for both successful and failed reconciliation processes, the network bandwidth expendituresin transferring data and meta-data
related to updates, and file system storage. The QoS metrics include conflicts detected during reconciliation processes and stale (out-of-date)
accesses of replicated data.

The reconciliation time metric indicates the anticipated running time of a successful reconciliation process. The
CPU overhead captures the CPU consumption for both successful and failed reconciliation processes. Both
reconciliation time and CPU overhead depend heavily on the selected hardware, operating system environment, and
the number of files being replicated. The transmission metrics characterize the network bandwidth expendituresin
transferring data and meta-data related to updates. Because of our intimate knowledge of the RRFS design, we can
deduce the disk storage overhead without simulation. We include the analytically deduced disk storage overhead in
our results. Conflicts are generated only during reconciliation processes. A staleread or a stale write occurs
whenever a user reads or writes an out-of-date replica of afile.

Our investigated variables include user access pattern, scaling, reconciliation frequency, reconciliation
protocol, and the logical update propagation topology used by the reconciliation process. More than 2000 pilot runs
were conducted over alarge parameter space (1- to 168-hour reconciliation interval, 2 to 67 replicas’) and various

granularities of parameter space partitionings to locate the regions of high variability for further investigations. The

% The time spent for aborted sessions is the elapsed time from the moment a replica requests reconiliation with a remote replica to the moment
the replica receives the rejection message from the remote replica. This metric excludes the aborted sessions because it measures the average
execution time for a successful reconciliation process.

4 “Sixty-seven” isthe number of usersin the trace. We discovered that 50 users are sufficient to characterize the scaling properties for this study.
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parameter space and resol utions were reduced when necessary to accelerate the data collection process. Table 4.2

summarizes the simulation parameters.

Parameters

Specifications

Simulation duration
Calibrated hardware platform
Environment | Calibrated OS platform
configuration | Network channel

Physical topology

File-sharing pattern

System User access skewing function
configuration | Number of files

File size distribution

Reconciliation interval

Variables for
investigation
Reconciliation topology
Reconciliation protocol
Number of replicas

576 hours

Dell Latitude XP 486 100 Mhz (12 Mbytes of memory)

Linux 2.0.x

10Mb Ethernet

Single-level Ethernet-connected servers

Trace data based

Distribution mapped from the trace data

10150 files with ~220 MB of data (from the trace)

Trace data based

4 to 44 hours with an 8-hour step for reconciliation
processes calibrated for RRFS

0.5 to 4 hours with a 0.5-hour step and 4 to 44 hours
with an 8-hour step, for zero reconciliation time
processes

Ring, star, tree, and fully connected topologies

One-way pulling, two-way

2,10, 20, 30, 40, 50 replicas

Percents of file accesses to shared files | 13% (from the trace), 27% , 40% , 54%

Table4.2: Simulation parameters. Environment parameters describes our chosen hardware and software platform. The system parameters are
extracted the trace. The variables investigated include user access pattern, scaling, reconciliation frequency, reconciliation protocol, and the
logical update propagation topology used by the reconciliation process.

For the actual experiments, the frequency of reconciliation was varied from 4 to 44 hours. The minimum
reconciliation interval is based on the maximum reconciliation time (2.6 hours) in the selected range of parameters.
It isnot practical to set areconciliation interval shorter than the time required to complete a reconciliation process,
because reconciliation requests made before the completion of the current reconciliation are aborted. However, we
did conduct experiments with zero reconciliation time to see the effects of removing implementation-specific
overheads. In addition to the 4- to 44-hour reconciliation intervals, we also included 0.5- to 4-hour reconciliation
intervals in these experiments.

At the beginning of a simulation run, each replica randomly initiates the first reconciliation process
between time zero and the specified reconciliation interval. The second reconciliation process will be scheduled
according to the specified reconciliation interval, plus or minus 50 percent. For example, a specified reconciliation
interval of 4 hoursisreally the average reconciliation interval varying from 2 to 6 hours. Thislarge random noise
was inserted mainly to prevent potential live locks, where multiple replicas request and abort reconciliation
processes repeatedly. However, it also seems more realistic than purely lock-stepped intervals.

The four selected topologies are ring, star, tree, and fully connected topologies. The ring topology can be
viewed as a linear tree with connected ends, and the star topology as a tree with minimal depth. The chosen tree
topology is a4-ary tree, which balances the cost-QoS characteristics of the distributed ring and centralized star,
assuming al metrics are equally important to the end users. In afully connected topology, each user can reconcile
with any other user. For al topologies, a user reconciles with other users permitted by the topology in a round-robin
fashion.

The reconciliation protocols used were one-way pulling and two-way protocols. The humber of replicas

was varied from 2 to 50. A replication factor of 50 is sufficient to characterize the scaling properties for this study.
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The percentage of file accesses to the shared files varies from approximately 13% (the observed percentage in the
trace) to approximately 54% (four times the original percentages). The ratio of shared file accesses to the number of

shared filesis unchanged; the total number of file referencesin the system also remains unchanged.

5 Results

The performance characteristics of the optimistic replicated file system are complex due to the interdependencies of
numerous parameters and metrics. Section 5.1 presents our findings on the conflict rate metric and proposes
alternative QoS metrics. During the course of conflict rate discussion, we will introduce reconciliation interval and
topology parameters; however, we will defer detailed discussions of these factorsto Sections 5.2 and 5.3. In
Section 5.4, we then interpret RRFS specific numbers in the context of scaling. Finally, Section 5.5 and 5.6 present
secondary results on user sharing pattern and reconciliation protocol. The error bars show the 90 percent confidence

interval, computed over five sets of experimental data.

5.1  Fragility of Current Standard Metric—Conflict Rate

One of our most surprising discoveries was the fragility of the conflict rate metric, which is awidely used metric to
quantify the QoS of optimistic replication systems. Figure 5.1 shows two disturbing observations about conflict
rates.
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Figure 5.1: Average conflict rate with varying reconciliation intervals and topologies. The values correspond to a simulation environment with
50 replicas with two-way reconciliation protocol. The right graph presents the same data with conflict ratein log scale.

First, asthe reconciliation interval lengthens, the conflict rate decreases for ring and fully connected
topologies. How can longer data synchronization intervals improve QoS, since they would tend to slow propagation
of the data? A bottleneck is not the answer because the star topology should be most susceptible to bottlenecks.
Second, the magnitude of differencesin conflict rate among the reconciliation topologies, at first glance, is
incomprehensible. Take the star topology as the base case with a minimum number of conflicts, in which al the
conflicts are resolved centrally. How can topologies account for the vast deviation of QoS? We will answer each
guestion in turn.
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5.1.1 Implicit Multiplicands of Conflict Rate

The answer for the first question liesin the implicit multiplication in the conflict rate metric. Conflict rateisa
product of two sub-metrics—number of conflicts per reconciliation and number of reconciliations during the entire
simulation. If one of sub-metrics approaches zero, and the other sub-metric does not have a compensating growth,
conflict rate approaches zero. For example, because detecting and recording conflicts occur only during a
reconciliation process, at one extreme we can reduce the number of conflicts to zero by never reconciling, resulting
in no updates ever being propagated anywhere. Although it isarea phenomenon that requires occasional user
intervention, the conflict rate alone cannot fully capture the QoS of optimistic replication.

To formulate a conceptual model, we hypothesized a simple model of two users updating a single object in
arigid interleaved fashion, each at atimeinterval of 16 steps (Figure 5.2). The simplified model lasts for 128 time
steps. We varied the reconciliation interval from 1 to 128 stepsto plot the conflict rate and its two implicit

multiplicands.

@ User A
M UserB

I

0O 9 18 27 36 45 54 63 72 81 90 99 108 117 126 135

Time (steps)

Figure 5.2: Simplified conceptual model. Users A and B update a single object in an interleaved fashion. The update interval is 16 time steps,
and the model duration is 128 time steps. In this particular example, the dotted lines indicate the reconciliation interval of 9 time steps. A
conflict is detected between time 72 and 81.
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Figure 5.3: Conflict rate and its two implicit multiplicands. The values correspond to the simplified model described in Figure 5.2. Asthe
reconciliation interval increases, the conflict rate first increases due to the increasing number of conflicts per reconciliation, and then decreases
due to the reduced number of reconciliation processes.

Figure 5.3 shows the resulting conflict rate and its multiplicands. The number of conflicts per reconciliation starts to
increase at areconciliation interval of 9 time steps and reaches the maximum at an interval of 16. The maximum
number of conflictsin a given reconciliation process is the total number of shared objects, in this case, one. The
number of reconciliation processes behaves similarly to the inverse function of 1/X. The product of both curves
resultsin the popular conflict rate metric. Asthe reconciliation interval increases, the conflict rate first increases
due to the increasing number of conflicts per reconciliation, and then decreases due to the reduced number of
reconciliation processes. The peak of the conflict rate can be located by solving the equations formed by initial
conditions and equating zero to the sum of the partial derivatives of its multiplicands. The increasing conflict rate
trends of the star and tree topologies and the decreasing trends of ring and fully connected topologies are really two
sides of the peak.

To verify this theory extracted from this simple two-user model, we extended our experiments to reduce
reconciliation time to zero, so that we can explore the reconciliation intervals below 4-hour region.
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Figure 5.4: Average conflict rate with varying reconciliation intervals and topologies with zero-time-delay reconciliation processes. The values
correspond to simulation environment with 50 replicas with two-way reconciliation protocol. Below the 4-hour reconciliation interval, a
reconciliation interval varies at 0.5-hour interval; above the 4-hour reconciliation interval, 8-hour interval. The minimum reconciliation interval
ishalf of an hour.
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Figure 5.4 shows the conflict rate with 0.5- to 44-hour reconciliation intervals and zero-time-delay reconciliation
processes. From the linear scale graph on the left, we fail to capture the rising edge of the conflict rate curve for the
fully connected topology; shorter reconciliation intervals are needed to capture the rising edge. However, from the
log-scale graph on the right, the data curve for the ring topology verifies our hypothesis.

Note that the relative positions of curves under various topol ogies remain unchanged, compared to Figure
5.1. The values obtained from reconciliation with and without time delay are generally within 25 percent of each
other. In other words, the QoS results obtained from our experiments for the specific RRFS implementation, to a

large extent, are applicable to other state-based replicated file systems as well.

5.1.2 Proliferation of Meta-Conflicts

One explanation of the vast conflict rate differences among topologies would be that it is possible for the same
number of updates or versions to create a high variance of conflict rates. Resolving a conflict may involve the
possible creation of a new version of data that combines the old versions, and this new version can cause subsequent
conflicts, or meta-conflicts, as it propagates. Depending on the order in which the reconciliation events are
generated, the total number of conflicts can vary significantly. Figure 5.5 and 5.6 present two sequences of
reconciliation events to merge three different versions of data, located on three different servers. These two figures
show that the total number of conflicts does not depend entirely on the number of data versions [Heidemann et al.,
1995]. This observation suggests that the variability of conflict rate is potentialy high.

Current versions Events Next versions Total
Serverl | Server2 | Server3 Server1 | Server2 | Server 3 | conflicts
A B C Server 1 pulls datafrom 2 AB B C 1
AB B C Server 3 pulls datafrom 1 AB B ABC 2
AB B ABC Server 2 pulls datafrom 3 AB ABC ABC 2
AB ABC ABC Server 1 pulls datafrom 2 ABC ABC ABC 2

Figure 5.5: A reconciliation sequence to merge three different versions of data.

Current versions Events Next versions Total
Serverl | Server2 | Server3 Server 1 | Server2 | Server 3 | conflicts
A B C Server 1 pulls datafrom 2 AB B C 1
AB B C Server 2 pulls datafrom 3 AB BC C 2
AB BC C Server 3 pullsdatafrom 1 AB BC ABC 3
AB BC ABC Server 1 pulls datafrom 2 ABC BC ABC 4
ABC BC ABC Server 2 pulls datafrom 3 ABC ABC ABC 4

Figure 5.6: Another reconciliation sequence to merge three versions of data. Note that the number of conflicts does not entirely depend on the
initial number of data versions.

Although possible, it seems unlikely that meta-conflicts alone can account for three orders of magnitude differences
in conflict rate between fully connected topology and star topology. Worse, if it isindeed the case, optimistic
replication has serious operational problems in noncentralized environments.

Since the accurate definition and distinction of a conflict and a meta-conflict become extremely unclear and
controversial when the system experiences continuous incoming traffic [Heidemann et a., 1995], we examined only
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one very common and well-defined type of meta-conflict called identical conflicts. Anidentical conflict occurs

when updates to separate replicas are identical, and they typically occur as meta-conflicts. For example, users A and

B create updates to separate replicas independently. A propagates her update to user C; B, to D. When Aand B

reconcile, they detect a conflict and subsequently generate an update to create the version AB. Similarly, C and D

detect a conflict and generate an update to create the version CD. Now, when the version AB and version CD

reconcile, we have an identical conflict. Identical conflicts are legitimate conflicts in the sense that concurrent

updates (caused by reconciliation) have truly occurred; however, identical conflicts can be trivially resolved by

comparing checksum information.
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Figure 5.7: Average nonidentical conflict rate, with varying reconciliation intervals and topologies. The values correspond to a simulation
environment with 50 replicas with two-way reconciliation protocol. Theright graph presents the same data with conflict ratein log scale. By

removing the identical conflicts, the conflict rate for fully connected topology improves by an order of magnitude.

Figure 5.7 shows the conflict rate curves after filtering out the identical conflicts. We see that identical conflicts,

aone, account for 90 percent of conflictsin the fully connected topology. However, identical conflicts rarely occur

in star and tree topologies because nearly all the conflicts are resolved in the centralized nodes. After this

experiment, it is not as difficult for us to picture that other types of meta-conflicts can account for this wide range of

QoS. For example, if 50 replicasinitially have 4 conflicting versions of afile, during the next round of

reconciliation, we can potentially have (‘2‘) ways of generating meta-conflicts, and 4 conflicting versions can evolve

into 6 conflicting “meta-versions’ of afile. This process continues until eventually a version will emerge, which

contains all 4 original conflicting versions.

Clearly, this explosion of meta-conflictsis not desirable. Aggressive conflict resolution, or resolving

conflicts on detection, is one plausible explanation. To be explicit, in many existing optimistically replicated file

systems, conflicts are resolved and new-versions of data are generated at reconciliation time. However, the site

involved in resolving conflicts may not access the data at all for many rounds of the reconciliation processes. The

conflict resolution process contributes no value to the local site and speeds up the proliferation of new versions due

to the aggressiveness of conflict resolutions at each reconciliation process.

One remedy isto delay the conflict resolution, resolving conflicts only on reference. Another alternativeis

to restrict the conflict resolution to the update-contributing or other heuristically chosen subset of replicas. Of

course, these lazy conflict resolution schemes either carry multiple conflicting versions of data at the replication
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sites, or reduce the system’ s ability to perform indirect propagation of intermediately combined updates. However,
the benefit of reducing the level of user-interventions to achieve scaling justifies the tradeoffs. Lazy conflict

resolution schemes are perhaps an interesting area of future study, but are beyond the scope of this paper.

5.1.3 Alternative QoS M etrics—Stale Access Rates

After discovering the anomalies of conflict rate, we proposed an aternative pair of metrics to measure the QoS of
optimigtic replication—stale read rate and stalewriterate. A stale read or a stale write occurs whenever a user
reads or writes an out-of-date replica. Optimistic file replication can cause a user to access afile version older than
the most current version in the overall system, because reconciliation has not yet propagated the newest update to
the accessed replica. Measuring stale access metrics is difficult because it requires either globa knowledge or post-
processing. However, a simulation can accurately capture stale access metrics. We present both the conflict rate

and the stale access rate to show the different service qualities defined by different metrics.
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Figure 5.8: Average stale read rate (on the left) and average stale write rate (on the right), with varying reconciliation intervals and topologies.
The values correspond to a simulation environment with 50 replicas with two-way reconciliation protocol. Note that as the reconciliation interval
lengthens, stale access rates degrade for most topologies. For star topology, theinitial improvement of stale access rates is caused by the effects
of relaxing the centralized bottleneck.

The stale access curves (Figure 5.8) do not share the anomalies of the conflict rate curve. In addition, stale
access rates agree with the intuition that QoS should degrade as reconciliation intervalsincrease. Most important,
they measure quantities that are important to clients rather than an internal detail of the operation of the system.
Note that stale write rate does not equal the conflict rate. It is possible for the stale write rate to be greater than the
conflict rate—multiple stale writes can occur before a reconciliation process, and they will result in a single conflict.
It isalso possible for the conflict rate to be greater than the stale write rate. Conflicts subsequently generate meta-
conflicts.

For the remaining sections, we do not abandon the conflict rate metric because it is avisible artifact of
optimistic replication, and it requires user intervention at times. However, conflict rate provides a poor indication of
the quality of data perceived by users.

5.2  Different User and System Perceptions of Reconciliation Intervals

So far, we have seen the effects of reconciliation intervals on the optimistic replication QoS metrics. To recap, as

the reconciliation interval lengthens, conflict rate might decrease because conflicts are detected at reconciliation
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time. Longer reconciliation intervals, in general, worsen stale access metrics (unless the intervals are short enough
to overload the system.)

One curious detail we did not addressis the change in QoS between reconciliation intervals of 12 and 20.
From a user perspective of an 8- to 12-hour work schedule, the change of reconciliation interval from 12 to 20 hours
should not contribute to QoS metrics—either interval should provide the user the perception of performing one
reconciliation every day. However, users and machine perceive different pictures of QoS.

The key to understanding this counter-intuitive result is the rate of data flow in the entire system. Consider
aring topology with one-way propagation protocol. An 8-hour reconciliation interval assures an update propagates
to aminimum of three replicas downstream in one day. In the same period, a 24-hour reconciliation interval assures
that an update propagates to a minimum of only onereplica. Every day, the user works on one reconciliation
update, but that update can encapsulate the changes from one to three replicas upstream, depending on an 8- or 24-
hour reconciliation period. The same argument can easily be extended to the fully connected topology, in which
each update propagation also encapsul ates the updates from other replicas involved in recent reconciliations. For the
tree topology, aleaf node with an 8-hour reconciliation interval can propagate its update to its parent and, with high
probability, to one sibling or grandparent in one day. With a 24-hour reconciliation interval, the leaf node can only
propagate its update to its parent in the same period. For star topology, due to the centralized bottleneck, a shorter
reconciliation interval does not necessarily guarantee that the update is propagated on schedule. However, since any
replicais only two hops away from the most current updates, the small fraction of on-time reconciliation processes
can make enough differencesin QoS metrics. To extend this one-way reconciliation protocol example to a two-way
protocol, we can decompose the two-way protocol into two one-way protocols in opposite directions.

In terms of cost metrics, Figure 5.9 shows the effects of reconciliation intervals on reconciliation time,
percentage CPU utilization during reconciliation processes, transmission volume per replica, and aggregate

transmission volume. Storage overhead (not shown) is unaffected by reconciliation intervals.
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Figure 5.9: Effects of reconciliation intervals on optimistic file replication cost metrics: (&) reconciliation time, (b) percentage CPU utilization
during reconciliation processes, (€) transmission volume per replica, and (d) aggregate transmission volume. The values correspond to a
simulation environment with 50 replicas with two-way reconciliation protocol. Reconciliation time and CPU utilization are not as sensitive to
reconciliation intervals as transmission metrics.

Figure 5.9 (@) shows that reconciliation time, with the exception of fully connected topology, increases slightly as
the reconciliation interval lengthens (not visually noticeable from the graph). For the fully connected topology, the
reconciliation time is high at lower reconciliation intervals because a replica needs to spend time to locate a nonbusy
target replicafor reconciliation. Asthe reconciliation interval decreases, the chance of finding a nonbusy target
replica also decreases. Unlike the fully connected topology, other topologies have few and well-defined target
replicas (with the exception of the single central server in the star topology). After attempting all possible target
replicas specified by the topology, reconciliation stops trying and aborts. Figure 5.9 (b) tells the same story in terms
of percentage CPU utilization. For fully connected topology, the utilization rate is lower at lower reconciliation
intervals due to longer delays caused by seeking nonbusy replicas for reconciliation.

Transmission volume curves Figure 5.9 (c¢) and (d) share the same characteristic curves, except that the
aggregate transmission volume is scaled up by the replication factor. Asthe reconciliation interval lengthens, the
required transmission volume lessens. Because magjority of data transmitted is metadata related overheads, lower
transmission volume reflects the decrease in total number of reconciliation processes. Star topology has a dlightly
higher transmission volume than tree topology at a 4-hour reconciliation interval because of higher volume of
request and abort messages caused by centralized bottleneck.

Overall, most metrics display monotonically increasing or decreasing trends, with the exception of the

conflict rate metric. Reconciliation time and CPU utilization are not as sensitive to reconciliation intervals as other
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metrics. Performance tradeoffs under reconciliation intervals are largely between the stale access rates and

transmission volume, which reflect the total number of reconciliations.

5.3  Characteristics of Reconciliation Topologies

After understanding the monotonically increasing and decreasing trends of most metrics under various reconciliation
intervals and topologies, and knowing that topology curves rarely cross, we feel comfortable taking asingle
reconciliation interval (12-hour interval) for topology comparisons. Figure 5.10 summarizes the effects of
reconciliation topologies on various metrics. Storage overhead (not shown) does not vary across topologies. Figure
5.10 (a) and (b) show that the reconciliation time and percentage CPU utilization do not vary significantly across
various topologies. However, in Figure 5.10 (c) and (d), fully connected and ring topology consume more
transmission volume than star and tree topologies. Since the network expenditures are consumed mostly by fixed
reconciliation overhead, transmission volume metrics indicate that more reconciliation processes have completed for
ring and fully connected topol ogies within the same simulation time frame. Asaresult, ring and fully connected

topologies have lower stale access rates compared to star and tree topologies, as shown in Figure 5.10 (g) and (h).
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Figure 5.X: Characterization of various reconciliation topologies along two dimensions—minimum number of reconciliation processes to reach
all replicas, and the total number of reconciliation processes allowed by atopology to run in parallel. The equations for tree topology are only
applicablefor complete 4-ary trees.

To understand the stale access results better, Figure 5.X characterizes topologies along two dimensions—
the minimum number of reconciliation processes to reach all replicas, and the total number of reconciliation

processes allowed by the topology to run simultaneously. For the former dimension, fully connected and tree
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topologies should spread the updates faster due the smaller number of steps to disseminate updatesto al sites.
However, for the latter dimension fully connected and ring topologies can better propagate multiple updatesin
parallel. The combination of those two dimensions explains the relative rankings of topologies under stale access
metrics.

For the conflict rate measurementsin Figure 5.10 (€) and (f), they exhibit the opposite rankings of QoS as
the stale access metrics. Notably, the fully connected topology has the highest conflict rate, but the lowest stale
accessrates. Fully connected topology offers high parallelism in disseminating updates, but at the same time offers
vast opportunities for the proliferation of meta-conflicts. Without the meta-conflict remedies proposed at the end of
Section 5.1.2, the aternatives are topol ogies with fast dissemination but limited parallelism. Tree and ring

topologies are two intermediate examples.
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Figure 5.10: Effects of reconciliation topologies on various metrics: (a) reconciliation time, (b) percentage CPU utilization, (c) transmission
volume per replica, (d) aggregate transmission volume, (e) conflict rate, (f) conflict ratein log scale, (g) staleread rate, and (h) stalewriterate.
The values correspond to a simulation environment with 50 replicas at the 12-hour reconciliation interval, with two-way reconciliation protocol.
Note that conflict rate and stale access rates show contradicting rankings on topologies.
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54  Potentialsfor Scaling

Scaling of optimistic replication is a controversial subject because of the following complications: (1) The conflict
rate metric is poorly understood, and the prior applications of this metric to predict the scalability of such systems
can be misleading; (2) Depending on the implementation, the size of the replicated states is often linearly
proportional to the replication factor. The proliferation of replicated data structures can potentially pose storage,
processing, and synchronization constraints. Our scaling experiment varied the number of replicas of avolume,
holding the number of files within the replicated volume constant. The reconciliation interval was fixed at 12 hours,
for the same reasons outlined in Section 5.3. Our results demonstrated that optimistic replication has the potential to
scale well under most metrics.

Figure 5.11 illustrates the effects of scaling on various cost metrics. Figure 5.11 (@) shows that the storage
overhead grows proportionally as the replication factor increases. The storage overhead varies from 16 Mbytes
(7.1%) to 32 Mbytes (14%), at the growing rate of 0.33 Mbytes (0.15%) per replica. The overhead is high, but
reducible. Inthe early RRFS implementation, each replica keeps states for all replicas; however, each replica does
not share data with all replicas. One optimization isto minimize the states of each file by bookkeeping only the
replicas involved in updating the file [Ratner 1998]. Since most files have alow degree of sharing (e.g., not greater
than four), this optimization can actually bound the storage overhead to FS, where F isthe per file storage overhead
and Sis the maximum degree of sharing for all files.

Figure 5.11 (b) shows the same proportional growth trend for reconciliation time. Reconciliation time
varies from 19 minutes to 2.3 hours, at the growth rate of 2.6 minutes per replica. The reconciliation time appears to
be high and suggests opportunities for optimization aswell. By multiplying the reconciliation times with the
percentage CPU utilization in Figure 5.11 (c), we obtain the CPU and /O time components of reconciliation time.
Figure 5.11 (d) reveals that the proportional growth of CPU time with replication factor explains the major fraction
of reconciliation time. The 1/O time for scanning the volume, network transmission, and waiting accounts for
relatively fixed and minor fractions of reconciliation time. Perhaps the easiest optimization for reconciliation time is
to use afaster processor. Moving from a 486 Pentium 100 MHz processor to a Pentium 11 266 MHz processor
resultsin 6x reconciliation time improvement. Other code optimizations have been applied to RRFS subsequent to
validation and improved reconciliation time by another 40 percent. Asfor optimizing the 1/0 time component, the
validated RRFS scans the source and target sites serially, and potential parallelism can be exploited for performance

gan.
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Figure 5.11: Effects of scaling on various topologies and cost metrics: (a) storage overhead, (b) reconciliation time, (c) percentage CPU
utilization, (d) time components of reconciliation time, (€) transmission rate per replica, and (f) aggregate transmission volume. The values
correspond to a simulation environment with the 12-hour reconciliation interval and two-way reconciliation protocol.

Figure 5.11 (e) shows the transmission volume per replica. The maximum network bandwidth required is

only 4.1 Mbytes/hour, which islow for local area network, but may be relevant for modem transmission (6.5
Mbytes/hour for 14.4 Kbytes modems). For the star topology, the transmission volume drops from 2 to 10 replicas
due to aborted colliding requests, but volume increases for higher replication factors because of the increasing
amount of update information needed to be transmitted for each reconciliation. We also see dampening growth for

all topologies with increasing replication factor due to lengthening reconciliation time and increasing probability of

reconciliation locking.

For the aggregate network expenditures of the entire system, the maximum bandwidth required, as shown

in Figure 5.11 (f), is 200 Mbytes/hr, which is also low for local area networks. Although we encounter a near-
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quadratic growth trend of network traffic, we can still scale to hundreds of replicas without saturating the 10Mb
Ethernet bandwidth. The proportional increasesin both storage overhead and the number of replicas are the primary
causes of this quadratic growth trend. Exploiting user sharing patterns to reduce storage and subsequent processing

overheads seems to be the one common remedy for all cost reduction of optimistic replication.
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Figure 5.12: Effects of scaling on various QoS metrics: (a) conflict rate, (b) conflict ratein log scale, (c) staleread rate, and (d) stale writerate.
The values correspond to a simulation environment with the 12-hour reconciliation interval and two-way reconciliation protocol.

Figure 5.12 illustrates the effects of scaling on QoS metrics. The maximum of 1.3 conflicts per hour (28
conflicts per day) at 50 replicas poses serious concerns for scaling optimistic replicated filing. Fortunately, the
conflict rate is not experiencing an exponential growth rate with an increasing replication factor, as shown in Figure
5.12 (a) and (b). For star topology, conflict rate actually decreases for large replication factors. The main reason
for this phenomenon is the lengthening of reconciliation time for increasing replication factors. Lengthening
reconciliation time increases the probability of triggering reconciliation locking and dampens growth of the total
number of reconciliations in the system. Available system resources prevent conflict rates from growing without
bound. However, as we optimize the reconciliation time, fewer reconciliation processes will be aborted, and the
envelope of conflict rate will expand further. Developing approaches to reduce the meta-conflicts via choosing
reconciliation topology or lazy conflict resolution is essential to combat the explosive growth of conflict rate. For
example, the use of star topology can reduce conflict rate down to one conflict every 16 days.

Stale access rates appears to be unreceptive to the lengthening reconciliation time and demonstrate near
proportional growth to the increasing replication factor, as shown in Figure 5.12 (c) and (d). The star topology
yields the maximum stal e access rates, which trandate to one stale read every 2.1 days and one stale write every 5.7
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daysat 50 replicas. By changing to fully connected topol ogy, we can have one stale read every 6 days and one stale
write every 14 days. Note that star and fully connected topologies are opposite extremes in terms of conflict rate
and stale access metrics. Practical recommendations would lie somewhere in the spectrum of topologies, depending
on the emphasis of minimizing user-intervention or update propagation delay.

To summarize, the trends for the majority of metrics do not pose serious limitations for scaling. Most of
the existing costs can be reduced by exploiting user sharing patterns. For each replica, we can restrict the storage,
processing, and transmission overheads to only replicasinvolved in data sharing, and not all replicas in the system.
The growth trend of conflict rate is a serious concern, but it is currently dampened by the available resourcesin the
system. Developing ways to reduce the proliferation of meta-conflictsis the long-term solution. For example,
mani pul ating the reconciliation topology alone can reduce the conflict rate by orders of magnitude. From various

analyses, we believe that alarge-scale, high-quality optimistic replication service can be economically achieved.

5.5  DataPropagation Rate and QoS Tradeoffs of Reconciliation Protocols

So far, we have presented our simulation data on two-way reconciliation protocols. This subsection examines the
effects of the one-way reconciliation protocol on various metrics (Figure 5.13). Again, we fix the replication factor
to 50 and reconciliation interval to 12 hours. Storage overhead does hot vary across the protocols and thusis not
shown.

In terms of costs, Figure 5.13 (@) shows that use of the one-way reconciliation protocol only saves minutes
of reconciliation time. Recall that the two-way reconciliation protocol isimplemented by concatenating two one-
way reconciliation processes in opposite directions, without the second round of scanning process. This result
implies that nearly 99 percent of reconciliation time is attributed to scanning related overheads, both in terms of
CPU processing (e.g., creating and processing the data structures and constructing checksum information) and 1/0O
(e.g., accessing meta-data from the disk). In Figure 5.13 (b), the marginal increase of the percentage CPU utilization
of the one-way protocol reflects the marginal decrease of reconciliation time. As expected, the one-way
reconciliation protocol saves about half of network expenditures due to savings on high transmission overheads of
state information, as shown in Figure 5.13 (c) and (d).

With the given implementation and reconciliation time characteristics, the one-way reconciliation protocol
requires twice as much reconciliation time to achieve the same rate of data propagation as the two-way
reconciliation protocol. In other words, the one-way protocol in this paper propagates updates at half the rate of the
two-way protocol. Figure 5.13 (e) and (f), however, indicate that conflict rate actually decreases as we switch from
two-way to one-way protocol. Delaying propagation of concurrent updates also slows down the occurrence rate of
conflicts. Also, this decoupling of atwo-way reconciliation process into two one-way reconciliation processes
introduces the probabilistic aspect of establishing two-way exchanges of updates. This effect is most prominent in
the star topology with centralized update dissemination. The tree topology appears to be least susceptible to
reconciliation protocol under this parameter setting because the inner nodes are not the bottlenecks of the system,

and conflicts are resolved in regulated fashion (mostly at inner nodes imposed by the topology). For the remaining
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metricsin Figure 5.13 (g) and (h), switching from two-way to one-way protocol, or slowing down the update

propagation rate, induces higher stale access rates as anticipated.
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Figure5.13: Effects of protocols on various metrics: (a) reconciliation time, (b) percentage CPU utilization, (c) transmission volume per
replica, (d) aggregate transmission volume, () conflict rate, (f) conflict ratein log scale, (g) staleread rate, and (h) stalewriterate. The values
correspond to a simulation environment with 50 replicas at the 12-hour reconciliation interval. One-way reconciliation protocol decreases

network expenditures but increases the stale access rates.
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5.6  Effectsof Percentage of Accessesto Shared Files

To extend the applicability of our results, we also investigated the effects of varying the percentage of file accesses
that are directed at shared files (recall that the shared file accesses dictate the performance of optimistically
replicated file system). Our trace indicated that the accesses to the shared files were restricted to about 13 percent of
total references. We artificially increased the percentage of shared file accesses by factorsof 2, 3, and 4. As
reminders, we kept the ratio of shared file accesses to the number of shared files constant; the total number of file
references in the system also remained unchanged. Figure 5.14 shows the effects on various metrics. Storage
overhead does not vary with the percentage of access to shared files and thusis not shown.

From Figure 5.14 (a), (b) (c), and (d), growing percentages of accessesto shared files only pose trivial
increases in most cost metrics (lessthan 5 percent). For star topology, with a growing percentage of shared file
accesses, the trivia increase in reconciliation time and sharp decrease of network expenditures (which strongly
reflect the number of successful reconciliation processes) suggest that star topology has reached its system limit.
Figure 5.14 (e), (), (g), and (h) show that all QoS metrics exhibit proportional degradation with increasing
percentage of shared accesses.
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Figure 5.14: Effects of percentage accesses to shared files on various metrics: (a) reconciliation time, (b) percentage CPU utilization, (c)
transmission volume per replica, (d) aggregate transmission volume, (€) conflict rate, (f) conflict ratein log scale, (g) staleread rate, and (h)
stale writerate. The values correspond to a simulation environment with 50 replicas at the 12-hour reconciliation interval and two-way
reconciliation protocol.
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6 Related Work

Many analytical modeling and simulation studies have been done to compare the performance of various replication
control protocols, but optimistic consistency strategies are often not addressed [ Goldweber et a., 1989; Johnson et
al., 1990; Liu et al., 1994].

Golding’ s thesis[1993] describes a timestamped anti-entropy protocol that has one-to-one mapping to our
reconciliation process. The major difference between our works is that he does not address the situations of
conflicts and stale accesses. Also, one QoS metric he used to measure various topologies is propagation latency,
which measures the time required for an update message entered at time zero, and its acknowledgments to propagate
to al available sites. Asshown in our reconciliation topology section, the effectiveness of topologies also depends
on the total number of data propagation processes that can occur in parallel.

Gray and associates [1996] have used the analytical approach to deduce the performance of optimistic
replication. They, too, have predicted the explosive growth rate of conflict rate and questioned the scaling of
optimistic replication. However, our study indicates that the explosive growth of conflict rate occurs under only
certain conditions, and is bounded by available resources. Manipulating the reconciliation topology aone can affect
conflict rate by orders of magnitude. In addition, conflict rate is misleading and inappropriate to measure the
practicality of optimistic replication.

The design decisions involved in SynRGen, a synthetic file-reference generator developed at CMU, have
motivated us in shaping our file-reference model. SynRGen captures the temporal and spatial localities of file
references, and it models file sharing by having synthetic users perform activities in shared volumes. SynRGen
characterizesfile system activities by how each user behaves. Our file reference generator has an orthogonal view
of afile system—how each fileis accessed. For example, 1.7 percent of the files are two-way shared, and they
receive 6.9 percent of file references. We designed our own file reference generator to handle the high sensitivity of
our problem domain regarding the degree of file sharing. Other early works on file system characteristics and
reference patterns also shed light on refining our file reference model [Satyanarayanan, 1981; Satyanarayanan, 1984,
Ebling et al., 1994].

We have found that relatively few attempts have been made to explore the area of conflicts. The definition
and counting of conflicts are well represented in the paper by Heidemann et al. [1995]. Conflict measurement
studies are represented in the Ficus and Coda works. One major difference between the RRFS and these systemsiis
the data propagation policy—Ficus and Coda respectively attempt to propagate dataimmediately and on demand.
Ficus demonstrates that a conflict occurs approximately every four days [Popek et al., 1990; Reiher et al., 1994;
Reiher et al., 1996]. The Coda results indicate that the chances of two different users modifying the same file within
aweek are lessthan 0.4 percent [Kistler et a., 1992; Noble at a., 1994].

Page [1996] has applied analytical methods to understand conflicts. However, his study assumes uniform
file reference patterns, and the characterization of conflicts under wide parameter spaces can be explored only viaa
simulation framework. Carey’s simulation study of various DBMS conflict detection algorithms emphasizes
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differentiating various consistency protocolsin terms of system response time. The area of conflict is not deeply
explored [Carey et d., 1989].

7 Conclusions

We have developed a simulation model to analyze the cost, configuration, and QoS of an optimistically replicated
filing environment. Unlike other file-system performance studies, our traffic generator captures the inverse
relationship between sharing and write accesses, which plays the dominant role in obtaining meaningful results for
optimistic replicated filing. Another design decision isto provide both language and library abstractions for
complex modeling and future extensions. The model is validated against various dimensions of parameters,
applying standard statistical validation techniques.

The study also identifies and analyzes the flaws of conflict rate metric and leads to the formulation of
alternative metrics for evaluating optimistic replication. Conflict rate exhibits undesirable dependencies on total
number of reconciliation processed allowed by the topology, reconciliation interval, and reconciliation protocol
involved in resolving conflicts. Controlling the proliferation of meta-conflicts is an important direction of future
research (e.g., delayed conflict resolution and limiting resolution to update contributing sites). Our alternative
metrics, stale read and stale write rates, are more intuitive to understand and interpret. They measure quantities that
are important to end-users rather than an internal detail of the operation of the system. They further demonstrate
relatively dependency-free interactions and higher stability across various parameters.

Remaining results show that the effectiveness of a reconciliation topology depends on the propagation
distance between replicas as well as the number of reconciliation processes that can occur in parallel. Meta-conflicts
can contribute significantly to performance metrics and vary significantly among replication topologies. Adjusting
reconciliation intervals based on the work cycle of each end-user does not achieve the highest service quality at the
aggregate system level. In addition, the operational costs predicted by the simulation study suggest that optimistic
replicated filing scales well, and further economies and service qualities could be realized by further exploiting user
sharing patterns. Finally, we examined the tradeoffs of reconciliation interval and service quality, and the effects of
varying traffic loads on shared replicated data.
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