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ABSTRACT
RFID (Radio Frequency Identifier) tags are
used for

identification purposes of various entities

transponders that can be

like day to day goods in cargo, animals and
even human beings. They are basically
devices that can emit and receive radio
. waves within a specified region and enable
the position identification of a target object.
They come in various types. The passive and
active ones are the widely known types. A
passive RFID device does not possess any
internal battery source or power while an
active RFID device possesses some form of
internal power. RFID devices are used for
various purposes like passports, product
tracking, automotive parts identification and

transport payments like in highway toll tags.

This paper describes various technologies

related to RFID devices in multiple
industries such as supply chain, retailing and
healthcare. In addition, security and privacy
issues as well as commercial developments
and the deployment of RFID technologies

are discussed.

Keywords: RFID, Supply Chain, MIT Auto-
ID Center, Healthcare, Security, Privacy,
Standards

1. INTRODUCTION
RFID devices use the electromagnetic
energy to initiate the process of modulated
data transfer between systems. These tags are
enabled to undertake multiple readings in the
sense that an RFIR (Radio Frequency
Identification Reader) can read and identify

signals from multiple transponders at the
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in co-existing with any of the popular
wireless technologies such as Bluetooth,
WLAN (Wireless Local Area Network) ,
cordless phones4and microwave ovens.

e Based on international frequency
regulations, 433 MHz offers the broadest
acceptance for Active RFID.

e Good propagation characteristics in
crowded environments as signals can
move around obstructions by means of
diffraction. |

e The disadvantages of RFID systems are
as follows:

o Compliance with this standard involves
the use of four related patents. Although
the patent holders are willing to
negotiate licensing, the terms are not
readily available.

e No specific support for dense reader
mode (multiple readers operating in
close vicinity).

e No built-in support for reader-to-reader
communications. °

Susceptible to

interference since narrowband signals

are used.
e No  built-in support for security
mechanisms such as encryption or

authentication [1].
I

=

[2], the ITS ( Intelligent Transportation
System), which not only monitors moving

traffic but also helps the device drivers in

identifying the license plates, is described.
The tag is set up in the vehicle and this
communicates with the traffic control center
through a wireless communication medium.
Data processing, toll collection and other
traffic related queries are managed by the
presence of the tag at the vehicle which
constantly communicates with the traffic
centre which has a reader to co-ordinate the
above mentioned communication. In Greece,
RFID tags are being used to monitor taxis
[3]. The entire project was developed by
Control and Advanced Technologies Hellas,
AEBE. This project is similar to the one
detailed in [2] except that the communication
in this is achieved through an exemplary
GPRS (GeneraI Packet Radio Service)
communication. American College of
Computer and Information Sciences have
developed a tire management solution for the
commercial truck tire market [4]. This is a
stand alone solution for the tire management
system and has system components that are
unique when compared to those in existence.
Several analysis like the RFID SWOT
(Strengths, Weaknesses, Opportunities and
Threats) analysis along with cost benefit
analysis were conducted by doing
comparison with leading tire manufacturers
like Good Year and Michelin. In [5], a

comparison of smart tokens and smart cards
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technology in data warehouses is detailed in
an exemplary way. Various applications with
respect to data warehousing that can deploy
RFID as a solution are being discussed along
with the difficulties in implementation. In
their phased approach, a complete section
refers to dealing with mandate compliance
and also lists the requirements for
implementation [13]. In [14], RFID in the
consumer goods supply chain is discussed in
detail. The EPC (Electronic Product Code),
difference between EPC and EDI (Electronic
Data Interchange) data, RFID mandates like
slap and ship models, integration models for
internal business systems, various issues like
data synchronization, technology and process
issues and the possible usage in the closed
loop systems are also detailed. RFID
middleware does the entire integration of the
retail supply chain. The design for a simple,
cost effective and scalable RFID middleware
that will provide a two-way integration
between an RFID application and any
business application is discussed in [15].
Texas Instruments, a leader in the chip
industry very recently released a paper on the
security issues concerning the RFID
technology when it is used in conjunction
with industries like TI (Texas Instruments)
itself. They have referred to increasing

security in the supply chain market with the

help of electronic markers [16]. Patni

Computer Systems researched on the
required semantics for the RFID technology
and also. targeted the Demand Planning
Systems in which RFID tags could be of
more use than anticipated [17]. In [18], the
benefits of integrating voice and RFID tags
are discussed. Texas Instruments also
released a case study recently which urges
current players to use RFID tags for their
packaging operations. They have discussed
about the transition from smart labels to
smart packages that has an active tag

attached to them [19].

4. AUTO - ID CENTER
Accenture technologies and MIT jointly
researched about the future potential of RFID
technology in the Auto-Id sector and value
chain. In addition to enabling improvements
within companies, low cost, open-standards-
based Auto-ID infrastructure has the
potential to track materials, goods, and assets
across the value chain. Based on interviews
of Auto-ID Center sponsor companies,
Accenture clients, as well as an analysis of
prior pilots and cross-industry initiatives the
following information can be obtained.

e Potential business benefits of next-
generation Auto-ID technologies across

a range of value-chain activities
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both 13.56 Mega Hertz and in the rénge 902-
928 Mega Hertz. The system had a general
purpose analog front end up/down converter
for each band énd a software radio
architecture allowing easy adaptation to new
frequencies and protocols. The reader's
modular software architecture allows easy
expansion while at the same time providing
sophisticated

networking capabilities

including Web configurability, dynamic
firmware update, and a TCP/IP reader
interface by means of an embedded SQL
(Structured Query Language) compatible
database engine [28]. In [29], Auto-Id center
at MIT released a white paper that discussed
details about securing the pharmaceutical
supply
healthcare

chain using RFID tags. The
system in North America
willingly used the proposed system so as to
counter act to the problem of Drug
Counterfeiting, which was a problem ever
since drugs were transported all through the
Auto-Id

Technologies were used to increase the

country in mass amounts.
product availability status in any retail shelf.
This technology provided a system for
inventory control that had product visibility,
transparency and an all together new supply
chain management system that behaved
based on real time demands [30]. Using the

same above mentioned technology in a

distribution center scenario is detailed in
[31], another white paper written by the same
authors. In [32], descriptions about a typical
Savant software is provided. A Savant is a
middleware software that acts as an
application side interface between the
various enterprise applications and the actual
real world tag readers. It makes possible all
the computer functions that the system
proposes. Specifications about a class 1
RFID tag (860 — 930 Mega Hertz) and its
logical

communication interface

specification are explained in [33].

5. HEALTHCARE
RFID technology is used to create a safe and
secure supply chain for the pharmaceutical
industry, to streamline reverse logistics and
to increase the accuracy and efficiency of
distribution of pharmacy and healthcare
operations. In [34], architecture for such a
stand alone RFID enabled inventory control
system is detailed. The reason why UHF
(ultra high frequency) is chosen over HF is
explained by comparing their material
surfaces, read range, tag size and proximity
and maturity of the corresponding
technology [35]. Aventyn developed CLIP
(Clinical Information Processing Platform)

that enables the healthcare industry to deliver

efficient, low cost and high quality services
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center. This data will be provided to the
center, which will use it to further streamline
its service and improve patients’ experience.
Texas Instruments, in a white paper released
in June 2005, discusses about securing
pharmaceutical supply chain using a
combination of RFID technologies and PKI
(Public Key Infrastructure) technologies
[44]. This paper discusses about digitally
signed tags and custody event validation of

the supply chain.

6. MANUFACTURING
In the Manufacturing domain, incorporation
of RFID technology promises improved
demand planning and forecasting, faster
cash-to-cash  cycle, increased labor
productivity, stricter quality control, accurate
shipment  reconciliation,  improvement
consignment assignment and management
[45]. Boeing’s IDS (Integrated Defense
System), estimated at $27 billion, in
Philadelphia, has deployed RFID tag system
on many of the spare parts that go into the
making of the airplane. They use it for
tracking  both

and while the

efficient inside  the
manufacturing  plant
consignment is in transit [46]. Dell Inc. also
explored the possibilities of RFID tags by
studying extensively about Auto-Id. They

designed a scoreboard approach for doing

financial analysis of Auto-Id applications,
another conservative approach, and also went
ahead to build a sample business case model
[47]. Genpact conducted a case study to
evaluate the percentage increase in efficiency
of a manufacturing plant after deploying
RFID tags. In [48], details about design and
development of a closed loop automatic
identification and data collection system
using Oracle’s Sensor Edge Server is
discussed. This proposed system could be
used in a manufacturing plant to provide
better material visibility and to increase labor
efficiency. The various ways by which an
RFID system could help a business to
develop along with incorporation of wireless
sensor network f.echnologies is detailed in
[49]. RFID technology provides crucial store
level promotion execution information and
improves post promotion assignment [50]. A
novel RPE (real time process execution)
methodology is also discussed in the same
paper. In [51], the RFID label quality is
include

discussed. discussed

Matching RFID labels with printer/decoder,

Topics

read range, flexure, adhesion to the

fireboard, electrostatic discharge and finally
defects in delivered rolls of labels. RFID is
also used for tackling product lifecycle
issues. issues

management Five major

wherein RFID technology is supposed to
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deploying RFID systems. They were able to
automate features like sales floor out of
stocks, automated receiving, replenishment
from fitting ' action

rooms, against

shoplifting, rapid inventory counting,
accurate perpetual inventory data, rapid
checkout at POS (point of sale) and also in

devising the quality of report .

8. PRIVACY ISSUES

Various privacy issues concern the usage of

RFID technology. The frequencies used

affect the capability and cost depending upon

the application in use. The main advantage of
an RFID system would be inventory tracking
of applications that are not in the line of
sight. We can individually identify items
ensuring enhanced safety and convenience.

Some of the concerns are the following:

e fear of direct monitoring of individuals
by vendors,

¢ indirect monitoring by third parties,

o anti-RFID advocacy and inquiry and
RFID regulations without any specific
regulatory new law [56].

The institute of pervasive computing in

Switzerland has proposed a new system that

has more fair information principles applied

onto a RFID system, by which the privacy
concerns surrounding the usage of RFID

technology can be addressed. They propose

11

to have a watchdog tag by which they secure
the entire system including the air interface
through which the readers and the tags
communicate [57]. The concept of VeriChip,
a human implantable RFID device that could
be used for medical purposes has been
discussed in great detail in [58]. All the
security and privacy concerns regarding the
patient is detailed and the positive aspects
are also addressed. An attempt was made at
the University of Central Florida to preserve
the privacy in low end RFID tags. They used
a physically changing bit to preserve privacy.
The PCB or the physically changing bit can
be changed either way to activate and
so that it

deactivate the tag stops

communicating With the reader [59].

9. SECURITY ASPECTS
Department of Mathematics and Industrial
Engineering and Department of Computer
Science and Operations Research, University
of Montreal, Quebec, Canada proposed a
system  called

AuthenLink for the M-Commerce domain,

mobile  authentication
more specifically for mobile devices [66].
The proposed system uses a micro chip that
is planted within a human skin which would
enable in human authentication at all
possible locations in a work environment.

They have covered all the empirical issues
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highlights the factors that are reasons why
the European countries are refraining from
adopting the RFID technology. Possible
benefit attaining scenarios are also discussed
[72]. The Department of Defense came up
with a RFID labeling scheme for the DFARS
(Defense Federal Acquisition Regulations
Supplement) clause. They explicitly describe
four major requirements and explain the
importance of each of those requirements
from a system and technology and
perspective. The issues regarding addressing
the RFID labeling mandate is detailed and
the requirements for meeting those mandates
are also listed [73]. In [74], a primer for the
new RF regulations relating to a passive
RFID environment is discussed. The impacts
of available bandwidth and RF field power,
choice of modulation technique, modulation
depth and channel width definitions are also
explained. The response of the tag in various
scenarios along with its duty cycle is
addressed. If we need to develop an RFID
system that is in compliance with the
Department of Defense specifications,
twelve basic steps need to be followed.
These steps are detailed in [75]. In [76],
guidelines referring to human exposure to RF
electromagnetic fields are pointed out. The
FCC regulations relating to compliance with

mobile and portable devices, the MPE

13

evaluation on mobile devices and protocol
issues discussing situations of people near

antenna are given.

11. STRATEGIES
RFID and its incorporation with SAP in an
enterprise requires lot of planning. In [77],
business based

implementation of RFID technology, RFID

case introduction  to
core functionality and technology and
concepts such as asset oriented computing
are detailed. RFID system can be deployed
using progressive approach too.
Prioritization and requirements of such an
implementation, cost associated with it and
technical challenges like system integration
are discussed [78]. ChannelCorp Consultants
conducted an industry wide research and
several fire tests in sectors like hardware,
software and telecommunication and found
out that there were five main challenges that
could attacked by using RFID technology.
They are Strategic/Architectural/Coverage
Challenges, Product Marketing Challenges,
Channel

and Channel

Channel Marketing Challenges,
Development Challenges,
Management Challenges [79]. RFID systems
and sensor based networks means a large
amount of data in the sense that they output a
to be

lot of information that needs

maintained and harnessed in the right way so
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tags from design and manufacture to end use
is detailed in [90]. RFID systems generate
large amounts of data, most of which are
dumped in repositoﬁes for later usage and
references. When an RFID system is
successfully merged with an upstream
system like ERP or supply chain software,
we can see advantages beyond tags and

readers [91].

12. VENDOR WHITE PAPERS
MPI Label Systems, in its white paper, has
highlighted the benefits of automating the
slap and ship operation. A fully automated
system suffers hugely when the tags begin to
fail. Subsequently they developed a solution
called RFIDirect, which is a solution that is
not fully automated. The proposed process is
reliable in the sense that the frequencies
never mismatch and hence most of the tag
burns and non-responses are nullified [92].
In [93], a brief explanation of class 1 Gen 2
system is provided. Furthermore, its behavior
compared to systems using the existing EPC
Protocols is also discussed. They start by
providing an overview of the class 1 Gen 2
system specification, discuss the flexibility in
the read rates and then describe concepts like
“Q” protocol and symmetry, and mitigating
interference. The

labels

reader purpose  of

combining smart with RFID
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technology for special applications like pallet
pilot situations is illustrated in [94]. The
theoretical anatomy of a smart label, label
certification and steps involved in choosing
the right label for the right job is a task by
itself. When an information technology
company tries to switch to RFID technology,
the information it needs to know so as to
make a smooth transition is detailed in [95].
An exhaustive account about a typical
managerial architecture of an RFID system,
the system components, the collaborating IT
infrastructure and RFID security aspects are
also provided in the same vendor white
paper. In a cargo transportation system that
uses airplanes for its freight transfer,
integration with RFID technology brings in
more visibility, a fact confirmed by ACISS
Holding [96]. Processing raw data into
information that makes sense in an RFID
ecosystem is a complex task, but one that
needs to be carried out. Process information
management is a critical session in RFID
systems which involves the following steps:
data source data

identification, source

mapping,  packaging level  attribute
identification, information extraction and
filtering, information normalization, item
state management and collaborative
transaction management which in tum

comprises of certification, synchronization
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inbound logistics management. In’ [106], a
detailed account of managing inbound
logistics so as to strike a tradeoff between
cost measures in both inbound and outbound
logistics is detailed. Infineon technologies, in
its white paper, discusses how chips can be
used to identify documents in the first place
and then in making it more secure [107].
Infochip systems have used RFID systems
for tracking of critical components and states
that the RFID system can perform actions
maintenance,

like proactive inventory

management, operate mobile data and
process web based applications softwares
[108]. In [109], IBM, a giant in the RFID
industry, illustrates facts about the power and
information

benefits  of integration.

Information regarding value generation
through information integration, event
specification and possible real world benefits
are listed too. Apart from item level tracking
in the retail supply chain industry, there are
many other benefits that can be obtained by
the usage of RFID technology. Seven of
those are pointed out in [110]. RFID systems
have equal usage in the manufacturing and
distribution industry as in the supply and
retail chain industry. Processes like yard
WIP

tracking, replenishment and value unlocking

management, asset management,

are executed with ease in an RFID enabled

17

scenario [111]. General overview of RFID
technology and information regarding the
implementation are detailed in [112] [113]
[114] -[115].

regarding the automation of a supply chain

Functional requirements
environment, project definition and the
various layers involved like edge processing
layer, operations layer and the enterprise

layer are briefed in [116].

13. ANALYSIS

We have discussed different sectors in which
RFID technologies find its usage. To
summarize, we can state that its use in the
supply chain industry is of foremost
importance when compared to the other
sectors. It opehs up more avenues of
opportunities with respect to visibility in the
chain, extending to management of supply
chain. It increases the scalability calculations
in the environment,

product tracking

enhances the effectiveness of the
management process as a whole. Most of the
companies that have deployed the
technology have not restricted themselves to
using the standardized available procedure,
but have gone ahead and customized the
technology to suit their own business needs.
For example, the retailing industry has
numerous advantages by incorporating the

tag based tracking and marking system. The
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chain” - Christopher Boone.
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[14] “Radio Frequency Identification (RFID)
In the Consumer.Goods Supply Chain:
Mandated Compliance or Remarkable
Innovation?” Larry Shutzberg, Vice
President & Chief Information Olfficer
October 2004.

[15] “RFID Middleware — Integration to the
Entire Supply Chain” - Kirit Goyal, Deep
Krishna.

[16] “Increasing Security in the Supply
Chain with Electronic Security Markers” -

Joseph Pearson, Business Development

Manager, Texas  Instruments  Radio
Frequency  Identification (TI-RFid™)
Systems.



"SPOO 2oLINDJY ‘Z)nyIS Y

‘Qupuil300py [avy(q ‘Apury ayyN ‘Suijuipv.ir)
ufayoy  ‘woyrn  Sip  4opuvxsly  ypay
«1RIU)) uonNqLOSI(Y 8y} uym (qr-omy

- 8uiA[ddy :urey) Ajddng o3 uo snooy,, [1¢€]
"SPOO M dOLINDPY “DUDUISO0pY

[pavy(y BuaT uaydals ‘4a342quidly G4PE]
Buijuv.i) udayoyy

“afoyyatg AupD “uopuvxa]y yuay - JIOUS
[re10y oyl Je ANjIqe[IeAy jonpoid - aaoiduy
03 (qr-omy SuAjddy :qrejey uo snoog,, [0¢€]
UDUj[2g OIY NADGDLYIDY]) ApuT

“2ISNYIS "M punuwipyg Yoy uiqoy - Uey)
A1ddng TeOonnacewreyq oy Sunnoas,, [67]
| UUOYOS puidg

‘nddog yuvyinwy ‘150d 1y ‘24nSvpy
1201 ‘DS ALDE] ‘DADYIDT YYNUWING ‘SPADYITY
ydasor Jopeay
Se], DddA 180D-m0T ‘pueg-unA,, [87]
Yoo4g T piaoq

- PO 19NPOIJ SIUONOS[H [eNMIA YL, [LT]
Yoo4g T pravq

«$199[qQ Teo1SAY 10J Swayos SunueN v

- (DdA) 9poD 101poId dMONdIH YL, [97]

AJ[esrewioine o1oyMmAuR

‘sprouday  maypvp

190[qo Aue AInuop] - JI0MIoU MU Y], [sZ]

Bupy 1 ung Yoy urqoy
DUDJAD IO UDOUN(] ‘[DMADSY yaalf ‘BUOHY
MDL UdLyD ‘Ulpnivyvz poulyy vijy - Urey)
A1ddng uoAng 1onpoid JueSIou] oYL, [$Z]

0T

S[a3uT ‘M [P P ouvqly
olng -  Arewmung ] oseyq cC[el], PO
Que) r-omy, — wodar [estugos], [ezl

“UORYSY
a2y -  AKradord remosqeuy, 03 goeoxddy
ue spremo], - Suyouq oAnmddxd, [zl

'2]0)) "H 4213 - . SOATRYS 1oxrenrodng

Joy siopedy % seuudyuy DJH Jo udseg
oy Fumpopyy siopeg Jo Apmg v, [17]
'$Y00.g] *(q &o4ffor P 1quIDY 1l - JGOIT

2% AouoIolyyy IoJealn) 0} [enu9lod OueweI(
WO urey)) anN[eA 9y} sso1de qr-omy,, [0z]
"SuySAQ

(waP1HY-1L) uonvolijusp] dousnbad, ooy
Spuamngsur snxay ‘uiy) qddng vy JHN
400241 ‘W2qpS AU0] SWISAS (wapPldY-11)
uoyvolfijuapy Aouonbad,y opvy SuUWNIISUT
Spxa] ‘Bunayiopy jonposd ‘o4dn)
Jupyspig -  sodeyord MewWS 0} S[2qeT Hews
woi :suoneaouu] Suidexoed LI, [61]
'102]]020 4 — JUUISOUDIN

zonpoxc[ — JUIpISaAJ 2014 PUD A3PUNO
-0y ‘Aousom§ AuDT pup  SIRYIOP  MIN
— A23DUDPY JONPOL] 2IDMIOS ‘4dpOf ST
‘Youvasay panddy Jo 410102417 ‘A12Y

woy -~ . op1aoid ued QU0 QUO IOYISU et
S)IJOUSq SIAFJO (LAY PUe 9910A JO UOHRIZIANUI
oy ‘Se], Sunylel, oy} premo], SuIAOIA,, [81]
'pzj SuISAS 42induwio))

g poa] Yoyg
- . SSump jo joursyu] pue SORUBWRS,, [L1]

Joo1uyoa | uvdos



[32] “Auto-ID Savant Speciﬁcatioh 1.0” -
Clark (Sun

sean.clark@sun.com, Ken

Sean Microsystems)

Traub

(ConnecTerra, Inc. ) kt@connecterra.com,
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Center  for

21

and Drug Administration, 12725 Twinbrook
Parkway, Rockville, MD 20852
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ZulkharNain , Researcher, JNTUH, India.
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Stephen August Weis - Submitted to the
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requirements for the degree of Master of
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Services.
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