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Abstracts —Today computer is an essential part of tfe. The
computer database is used for medical decision mgkiDoctors
basically used to take decision on particular diesin the help of
old and current history of the patients or same sii& procured by
other patients. This paper describe a tool devetbpe java/j2EE
which enables the doctors to retrieved old recordsaime dieses
treatment using internet and even allow them view rncadlimage
of blood slides, ECG, CT-scan, X-Ray etc. even allowrthi®
mark and/or zoom important area of the image. It$ecure and
multi party medical image database consultant syste
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. INTRODUCTION

Now a day Medical image processing plays a veryoitgmt
role in decision making diagnosis of diseases. Gdered
medical data base used to take good decision dicydar
dieses treatment. Electronic medical consultatietwben
doctors would become more meaningful if a toolailable
that not only supports verbal communication bufpldigs
medical images at their consoles with enrichedufest such
as marking, text annotating, zooming etc [1].Cresti
developing and implementing this type of a toolrabe web
server is a very challenging task as it involvemnsfer of
different type of large volume of data betweendients. The
exchange of data is also threatened with the pnublef data
security over the network. We propose “An Interaed

htha, Md. Khalid Imam Rahmani

b) However, it mentioned the use of JAI that oftensadd
an extra overhead to the client machines. Whetloee rthan
one image can be handled simultaneously was atsdearly
mentioned. The system proposed in this paper deifs
tele-consultation among doctors examining medicwges
and other information related to a patient. Whedoator
refers a case to another doctor for consultatiowould be
necessary to share relevant medical images [8].sVhEm
described in [2] used ftp as a means of commumoicétid
transfer images of a patient to the client’s lonathine. It has
three disadvantages:

C) It used ftp for file uploading and downloading
which is often blocked because of security consiti@ns.

d) It stored the image at the client site. Hence tablé
client tool needs to be installed for local storagmagement.
In addition, retrieval of files and relevant imadata from
server as well as its storage on client side irv®kdditional
IO operations thereby increasing response time.

e) It functioned on a peer to peer basis. Peer-to-pee
communication has the disadvantage that most Boxie
today’s environment do not allow a client to ditgconnect
to the outside world to avoid security breaches.

lIl. SYSTEMDESCRIPTION
The proposed An Internet and Intranet Based RaakeTi

Intranet Based Real Time Medical Imaging Systerainad Medical Imaging SystefWBMIC) provides an environment
as Web based Medical Image Communicator (WBMICnd platform for doctors who are at different piadaey are
which basically uses the Internet as the commuinicat connected using Internet and intranet and they tike

infrastructure. WBMIC proposed in this paper pr@ga tool
for Electronic medical consultation among doctoraiweb
based telemedicine system to facilitate discussiwer
medical images of the patients. We first up alkiéato the

participate in an online session. During such sieasthey
can open patients’ various medical images and parfo
various operations on it and if any other assigameeded
then they can open the other patient repot whoadjre

requirements of this system and its role in the diagnosis oProcured by same diesis. This is implemented uaidgva

various diseases. A description of the systeneis firesented
high-lighting its different features from users gmctive.

Finally, the paper concludes with a discussionhenstope of
future development.

II. PREVIOUS RELATED WORK

a)
the literature providing aforementioned featuresranternet,
contributions made by a group of researchers im&yd1]
and in Taiwan [2,3,4] have similar objectives. T8ystem
described in [1] used HTTP protocol to deal withHirms
consultation of a patient’s image over the Internet
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Although not many systems have been reported i

Servlet that work as client-server architecture.

IV. FEATURES

The system proposed in this paper deals with Tele
consultation among doctors examining medical imaayes
other information related to a patient. When a doctfers a
se to another doctor for consultation, it woudchiecessary
to share relevant medical images. To undertake shating
the following options are made available:

» To send images and medical records beforeharall to
participating sites where the relevant data aredav

* To send commands from client sites to fetch eV
image/record during a consultation.

Since both these approaches tend to store theimlaa
stable storage (disk), additional disk access tivoeld be
involved. The proposed system addresses the dtairfe
and display of data in a slightly different mani&ihen a user
(doctor/consultant) logs into the system, he/sherésented
with thumbnails of relevant images. The relevalitifiage is
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fetched online, loaded into the memory directly apegned V. SYSTEM DESIGN AND ARCHITECTURE

when the thumbnail is clicked. This avoids storagfe  \ygm|C is a tool of Telemedicine Servan Internet and
image/data in the local stable storage. Imagesfetohed | ianet Based Real Time Medical Imaging System
from the server to the client on-demand. Moreoatimages (WBMIC), developed at IET, Alwar, IndiaVeb Based Real
of the patients need not be downloaded to the tclieime system for Medical Image Consultation (WBMIC)
beforehand. In order to protect internal machinesl a g gesigned for Windows platform. It is a portallbwith an
databases from Internet based threats, most OBJ&Ni8 USe  ntention to provide access to quality healthcamises to

proxies/firewalls that —implement Network AddreSshe remotest regions through innovative and stathesart
Translation (NAT) and allow only HTTP/HTTPS traffic yopngjogies. The system entitiedit Internet and Intranet

because of security considerations. In view of W8MIC  p.<ad Real Time Medical Imaging SysterfWBMIC)" is
has been developed and tested in a secured netmie developed with an objective of providing a secure

only HTTP and HTTPS are allowed and everything @se g|emedicine platform over the Internet. A brie§deption of
blocked. It is assumed that images and patientrdscare o system is being provided in the next section.
maintained at a central web server and a clierdssétT TP
requests to the wep server for fetching data. Imaagﬁi./or VI. THE PROPOSED SYSTEM
messages are received as HTTP responses. The raiedt ) )
not install any additional software patch. WBMIC kea Tthn Internet and Intrane_t Basgd Real Time Medical
HTTP requests from the clients to web server orly imaging System (WBMIC) is built on a four layered
permitted by the client. A self-signed certificiesent to the architecture (shown in Figure 1). The differentelesyof the
client for its verification. Since WBMIC has beeesigned to System are the following:

help doctors who want to consult and discuss withges A patabase Layer

related to a patient, such images should not oalyeladable
but must be presented in a user friendly manner MI(B
enables a doctor to open any image or patientdesbich is
also simultaneously displayed on the other terraimdlthe
consulting parties. If a doctor writes a text on aready
opened image, it is simultaneously displayed onemth
windows of individual machines where this imageb&ng
viewed. Besides image chatting, WBMIC supports bexded
chatting to start a normal discussion before alstséhrtinga  B. Application Layer

conference related to a particular patient. Somethef  The Application Layer or the Business Logic Layetlie

The Clinical Database forms the lowest layer of the
application. It contains all the medical recordshef patients
as well as personal details of the users. The datalas
different logins for different types of users ahd aipplication
server connects to the database using the apptefirgan for
the current role of the user. The database sesvardessible
only from the application server.

important functionalities of WBMIC are listed below core of the application. It is responsible for all
1.  Open an image online during discussion. _ communications with the database. This layer iegis all
2. Mark on the important specified regions of the imag  ata requests from the presentation layer. If tieeat user is
3. Zoom a whole image. _ authorized to access the requested data, it fetitizeslata
4. Zoom selected areas in the image. from the database, runs application logic on thehtsd data
5. Write text on the image. and returns the final output to the presentatiganaSimilarly
6. Write text on the zoomed image. data insertion and other user requests are alstidthhy the
7. Open specialized canvas for displaying skin pataies application Layer.

the different organs of the body. )
8. Write text for text-based chatting. C. Presentation Layer
9. Display the doctor’s status. This layer resides between the Application Layed tre

10. Perform certain mathematical operation on an imag&'eb Proxy Layer in the demilitarized zone (DMZ)idtthe
portion and display the result to other participgati segment of the application which is responsiblefganizing
doctors. the data fetched by the Application Layer into ardsiendly

11. View any image with any resolution. If the imagevésy format. In the A Server Based Real Time System for
large, resize it to fit into the screen. If the geais too Medical Image processing supporsystem, the Presentation
small in resolution, the zooming facility can beedto Layer formats the data into html format for extérna
see an enlarged image. WBMIC does not impose asgmmunication.
restrictions on the number of users of the systamgn
the number of users in a group. The number of cvant D. Proxy Layer [6, 7] . )
connections would not be limited by the capabgitef ~ The Web Proxy Layer is the only portion of the waite
the web server as we are using servlet technolbiggre  that resides in the DMZ. This is the publicly acibke
is cross platform compatibility as it is developedava. Portion of the application which communicates witie
The application is very scalable, optimized andustb client. Whenever a request comes from a cliens kayer
owing to the features of Java Servlet. Since th¢erifies the user and then passes the request ¢o th
communicator uses HTTP requests to send and recefvEesentation Layer. After being received the oufputthe
data over the Internet, this mode of communicatioffduest it is forwarded to the same client. Apastf the
enables any client to access the server irresgectiv Proxy Layer, all the other layers are hidden bgvills. Al

their underlying network links such as leased lineghe client requests and responses are capturekebyroxy
ISDN, DSL, PSTN etc. layer to ensure that the internal layers are noéctly

accessible from a public network.
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VII. AN INTERNET AND INTRANET BASED REAL
TIME MEDICAL IMAGING SYSTEM (WBMIC)

Web Services are components accessible by Intesees
through common Internet technologies and standzaurdls as
XML, SOAP, WSDL and HTTP. Any service which is bgin
offered by a Web Server, first of all should beistayed
through a registry service such as in UDDI registryhat the
same can be exposed to users.

An Internet and Intranet Based Real Time Medical
Imaging System(WBMIC) server handles critical data of
patients with different diseases and problem#nrnternet
and Intranet Based Real Time Medical Imaging System
(WBMIC) environment, Web Services are offered tigtou
Web proxy Layer which in turn uses HTTPS to comroaté
with other layers to ensure adequate security. ifitezlayer
communication is handled following SOAP standarding
an integral part ofAn Internet and Intranet Based Real
Time Medical Imaging System (WBMIC), WBMIC at
present is implemented as a component of the psan
layer and is not directly exposed as Web Serviae# ban be
invoked through the Web proxy layer.

VIIl. INTEGRATION OF WBMIC WITH WEB BASED
REAL TIME SYSTEM FOR MEDICAL IMAGE
CONSULTATION

WBMIC is a Java Servlet, embedded in a web pagé¢hdn
paper entitled An Internet and Intranet Based Real Time
Medical Imaging System”, WBMIC architecture (See
Figure 1), it resides as a tool in the Presentdtayer. When
arequest arrives, it is loaded on the server’s amgifonly for
the first time request) and executed by Java Mifechine
(JVM) of the server and then the response (ressdtsfto the
client to be shown on browser window. Once is loade
communicates with WBMIC server using the HTTP pcoto
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Figure 1. Architecture of WBMIC based on Internet
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Figure 2. Architecture of WBMIC based on Intranet

The advantages of using the servlet technologynaey
fold including plate-form independency, scalabijlggcurity,
robustness and built-in multithreading etc. It bbshes an
HTTP connection to th&/BMIC server [6, 7] and then posts
HTTP requests to it when any event such as anngtati
drawing a circle is activated by a user. The HT@@uests are
received and forwarded by the proxy layer to thespntation
layer. At the presentation layer, the request i@ssed and
then an HTTP request is made to the applicatioerlagich
fetches the required information from the databagers.

IX. COMPONENTS OF WBMIC

The Web Based Real Time System for Medical Image
Consultation [6, 7] server hosts database and ASpaties
for interaction with the database tables. The diverassage
flow between the clients and WBMIC is shown in Feg2.
The following three tables are installed for stgrdata in the
system:

a) User Table: This table contains data of logged-in
users. When a doctor logs-in, a message is postdtet
server, and the table is updated. In the Figuthi® message
flow is represented by point 1.

b) Patient Table: It contains a list of patients asst
to individual doctors. This table is not updated the
communicator who can only fetch data from it. Thgs
populated by the Web Based Real Time System foridaéd
Image Consultation server. In the Figure 2, thissage flow
is represented by point 2.

c) Message Table: The message table is populated
whenever an event is generated at the client artiel Figure
3, this message flow is represented by point 3.

The client also checks for any new messages tlat ar
intended for it. This flow is represented by peinh Figure 3.
Message Flow between Users and online Graphics
communicator:

1. Login, Authenticate and Append.

2. Get assigned patients. Select patients, Get atbctor
assigned.

3. Send message and update message table.

4. Check for any new message.
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working on a new peer to peer system for the médica

profession.
Doctors
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