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Abstract. In studying how to communicate over a public channel with an active adversary,
Dodis and Wichs introduced the notion of a non-malleable extractor. A non-malleable extractor
dramatically strengthens the notion of a strong extractor. A strong extractor takes two inputs, a
weakly-random z and a uniformly random seed y, and outputs a string which appears uniform, even
given y. For a non-malleable extractor nmExt, the output nmExt(z, y) should appear uniform given
y as well as nmExt(z, A(y)), where A is an arbitrary function with A(y) # y.

We show that an extractor introduced by Chor and Goldreich is non-malleable when the entropy
rate (the ratio between the entropy and the length of the weakly random string) is above half. It
outputs a linear number of bits when the entropy rate is 1/2+«, for any a > 0. Previously, no explicit
construction was known for any entropy rate less than 1. To achieve a polynomial running time when
outputting more than one bits, we rely on a widely-believed conjecture about the distribution of prime
numbers in arithmetic progressions. Our analysis involves character sum estimates, which may be of
independent interest.

Using our non-malleable extractor, we obtain protocols for “privacy amplification”: key agree-
ment between two parties who share a weakly-random secret. Our protocols work in the presence of
an active adversary with unlimited computational power, and have asymptotically optimal entropy
loss. When the secret has entropy rate greater than 1/2, the protocol follows from a result of Dodis
and Wichs, and takes two (or three; for strongest security guarantees) rounds. When the secret
has entropy rate ¢ for any constant § > 0, our new protocol takes a constant (polynomial in 1/6)
number of rounds. Our protocols run in polynomial time under the above well-known conjecture
about primes.
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1. Introduction. Bennett, Brassard, and Robert [3] introduced the basic cryp-
tographic question of privacy amplification. Suppose Alice and Bob share an n-bit
secret key X, which is weakly random. This could occur because the secret is a pass-
word or biometric data, neither of which is uniformly random, or because an adversary
Eve managed to learn some information about a secret which previously was uniformly
random. How can Alice and Bob communicate over a public channel to transform
X into a nearly uniform secret key, about which Eve has negligible information? We
measure the randomness in X using min-entropy.

*A preliminary version of this paper has appeared in IEEE Symposium on Foundations of Com-
puter Science, 2011, pp. 668-677.
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DEFINITION 1.1. The min-entropy of a random variable X is

Ho(X)= min logy(1/Pr[X = z]).
z€supp(X)
For X € {0,1}", we call X an (n, Hoo(X))-source, and we say X has entropy rate
Hoo(X)/n.

We assume Eve has unlimited computational power. If Eve is passive, i.e., can-
not corrupt the communication between Alice and Bob, then it is not hard to use
randomness extractors [23] to solve this problem. In particular, a strong extractor
suffices.

Notation. We let [s] denote the set {1,2,...,s}. For ¢ a positive integer, U, de-
notes the uniform distribution on {0,1}¢, and for S a set, Ug denotes the uniform
distribution on S. When used as a component in a vector, each Uy or Ug is assumed
independent of the other components. We say W . Z if the random variables W
and Z have distributions which are e-close in variation distance.

DEFINITION 1.2. A function Ext : {0,1}" x {0,1}¢ — {0,1}™ is a strong (k, €)-
extractor if for every source X with min-entropy k and independent Y which is uni-
form on {0,1}4,

(Ext(X,Y),Y) =, (Un,Y).

Using such an extractor, the case when Eve is passive can be solved as follows.
Alice chooses a fresh random string Y and sends it to Bob. They then both compute
Ext(X,Y). The property of the strong extractor guarantees that even given Y, the
output is close to uniform.

The case when Eve is active, i.e., can corrupt the communication, has recently
received attention. Maurer and Wolf [22] gave a one-round protocol which works
when the entropy rate of the weakly-random secret X is bigger than 2/3. This was
later improved by Dodis, Kanukurthi, Katz, Reyzin, and Smith [8, 18, 7] to work
for entropy rate bigger than 1/2. However in both cases the resulting nearly-uniform
secret key R is significantly shorter than the min-entropy of X. (R only has length
roughly 2k —n if X is an (n, k)-source.) Dodis and Wichs [12] showed that for entropy
rate less than 1/2 there exists no one-round protocol. Renner and Wolf [26] gave
the first protocol for entropy rate below 1/2 which requires O(s) rounds to achieve
security parameter s. (Recall that a protocol achieves security parameter s if Eve
cannot predict with advantage more than 27° over random. For an active adversary,
we further require that Eve cannot force Alice and Bob to output different secrets and
not abort with probability more than 27%.) Kanukurthi and Reyzin [19] simplified
their protocol and showed that the protocol can achieve entropy loss (the difference
between the entropy of X and the length of the secret key R) O(s?). Dodis and
Wichs [12] improved the number of rounds to 2 but did not improve the entropy loss.
Chandran, Kanukurthi, Ostrovsky, and Reyzin [4] improved the entropy loss to O(s)
but the number of rounds remained O(s). The natural open question is therefore
whether there is a 2-round protocol with entropy loss O(s).

Dodis and Wichs showed how such a protocol could be built using non-malleable
extractors, which they defined. In the following definition of (worst-case) non-malleable
extractor, think of an adversary changing the value of the seed via the function A.

DEFINITION 1.3. A function nmExt : [N] x [D] — [M] is a (k,€)-non-malleable
extractor if, for any source X with Hoo (X) > k and any function A : [D] — [D] such
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that A(y) # y for all y, the following holds. When Y is chosen uniformly from [D]
and independent of X,

(nmExt(X,Y), nmExt(X, A(Y)),Y) =~ (Upas), nmExt(X, A(Y)),Y).

Note that this dramatically strengthens the definition of strong extractor. In
a strong extractor, the output must be indistinguishable from uniform, even given
the random seed. For a non-malleable extractor, a distinguisher is not only given
a random seed, but also the output of the extractor with the given input and an
arbitrarily correlated random seed. Note that nmExt(X,.A(Y")) need not be close to
uniform. The above “worst-case” definition is slightly weaker than the “average-case”
definition needed by applications, but Dodis and Wichs showed that any worst-case
(k,e)-non-malleable extractor is also an average-case (k —log(1/¢), 2¢)-non-malleable
extractor. See Subsection 3.2.

Unfortunately, Dodis and Wichs were not able to construct such non-malleable
extractors. Instead, they constructed “look-ahead extractors,” which are weaker than
non-malleable extractors, but nevertheless yielded the two-round, O(s?)-entropy loss
protocol mentioned above.

Dodis and Wichs also showed the existence of non-malleable extractors. The ex-
istence of excellent standard randomness extractors can be shown by the probabilistic
method in a straightforward way. For non-malleable extractors, the argument requires
more work. Nevertheless, Dodis and Wichs showed that non-malleable extractors ex-
ist with k& > 2m + 3log(1/e) +logd + 9 and d > log(n — k + 1) + 2log(1/e) + 7, for
N=2" M=2" and D = 2%

The definition of non-malleable extractor is so strong that before our work, no
explicit construction was known for any length seed achieving a one-bit output, even
for min-entropy k = .99n. For example, a first attempt might be f(z,y) = x -y, where
the inner product is taken over GF(2). However, this fails, even for min-entropy n— 1.
To see this, take X to be the bit 0 concatenated with U, _1. Let A(y) be y with the
first bit flipped. Then for all z in the support of X, one has f(z,y) = f(z, A(y)).

Although general Hadamard codes don’t work, we nevertheless show that a spe-
cific near-Hadamard code that comes from the Paley graph works for min-entropy
k > n/2. The Paley graph function is nmExt(z,y) = x(z — y), where z and y are
viewed as elements in a finite field F of odd order ¢ and x is the quadratic character
x(x) = x(@=D/2 (The output of y is in {#1}, which we convert to an element of
{0,1}.) The function nmExt(z,y) = x(z + y) works equally well. The proof involves
estimating a nontrivial character sum.

We can output m bits by computing the discrete logarithm logg(x +y) mod M.
This extractor was originally introduced by Chor and Goldreich [5] in the context of
two-source extractors. To make this efficient, we need M to divide ¢ — 1. A widely-
believed conjecture about primes in arithmetic progressions implies that such a ¢ is
not too large (see Conjecture 3.7). Our result is stated as follows.

THEOREM 1.4. For any constants o, 3,7y > 0 with S+~ < «/2, there is an explicit
(k = (1/2 + a)n, e)-non-malleable extractor nmExt : {0,1}" x {0,1}¢ — {0,1}™ for
e=2""" and any m < Bn. It has seed length d = n and runs in polynomial time if
Conjecture 8.7 holds or m = O(logn).

As a direct corollary of Theorem 1.4 and the protocol of Dodis and Wichs, we
obtain a 2-round protocol for privacy amplification with optimal entropy loss,® when

1For so called “pre-application robustness”; we need a third round to achieve stronger “post-
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the entropy rate is 1/2 + « for any « > 0. This improves the significant entropy loss
in the one-round protocols of Dodis, Kanukurthi, Katz, Reyzin, and Smith [7].

Next, we use our non-malleable extractor to give a constant-round privacy am-
plification protocol with optimal entropy loss, when the entropy rate is ¢ for any
constant § > 0. This significantly improves the round complexity of [19] and [4]. Tt
also significantly improves the entropy loss of [12], at the price of a larger, but still
comparable (O(1) vs. 2), round complexity. Our result is stated as follows.

THEOREM 1.5. Under conjecture 3.7, for any constant 0 < § < 1 and error

2790 < ¢ < 1/n, there exists a polynomial-time, constant-round (k = dn,m =
dn — O(log(1/¢)), €)-secure protocol for privacy amplification.? More specifically, the
protocol takes number of rounds poly(1/8) = O(1), and achieves entropy loss k —m =
poly(1/3) log(1/<) = O(log(1/<)).
Subsequent work. Following the preliminary version of our work [9], Cohen, Raz,
and Segev [6] gave an alternative construction of a non-malleable extractor for min-
entropy rate 1/2+ . Their construction has the advantage that it works for any seed
length d with 2.01logn < d < n, although their output length m remains small if
d is small, i.e., m = O(d). They further do not rely on any unproven assumption.
Our construction, or at least the one-bit version, appears to be a special case of their
construction.

Inspired by their elegant work, we subsequently used ideas related to [6] and [25]
to strengthen our character sum and show that our non-malleable extractor works
even if the seed has entropy only ©(m + logn). In particular, this implies that our
extractor can also use a seed as small as O(logn). We believe that their proof can
also be modified to show that their construction works for weak seeds.

To state our results, we define non-malleable extractors for weak seeds.

DEFINITION 1.6. A function nmExt : [N]x[D] — [M] is a (k, k', €)-non-malleable
extractor if, for any source X with Hoo(X) > k, any seed Y with Hyo(Y) > k', and
any function A : [D] — [D] such that A(y) # y for all y, the following holds:

(nmExt(X,Y), nmExt(X, A(Y)),Y) ~ (U, nmExt(X, A(Y)),Y).

We can now state our theorem for weak seeds. We stress that we proved this
theorem only after seeing [6].

THEOREM 1.7. For any € > 0 and constant « > 0, there is a constant ¢ < 8/«
such that there is an explicit (k = (1/2 + a)n, k', €)-non-malleable extractor nmExt :
{0,1}" x {0,1}¢ = {0,1}™ for d =n and k' = c(m +loge™! +logn). In particular,
we can reduce the seed length d of our (k = (1/2 4+ a)n, e)-non-malleable extractor to
d = c(m +1loge~! +logn). Our extractor runs in polynomial time if Conjecture 3.7
holds or m = O(logn).

Recently, other progress has been made towards constructing better non-malleable
extractors and privacy amplification protocols. Li [20] introduced the notion of a
non-malleable condenser, which is a generalization and relaxation of a non-malleable
extractor. Using non-malleable condensers, he gave a general method to improve the
output length of non-malleable extractors, so that both our construction and the con-
struction in [6] can be modified to output m = Q(n) bits while using only d = O(log n)

application robustness”.
2Unlike the two-round protocol, this protocol right away achieves the stronger notion of “post-
application robustness”.
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bits. He further showed that non-malleable condensers themselves give 2-round pri-
vacy amplification protocols with optimal entropy loss. However, the constructions of
non-malleable condensers in [20] also only work for min-entropy rate 1/2 + a.

Li [21], as well as Dodis and Yu [13] found a new construction of non-malleable
extractors for min-entropy rate 1/2 + . With some other ideas, Li [21] additionally
gave the first construction of non-malleable extractors that break the entropy rate 1/2
barrier. More specifically, he constructed non-malleable extractors for min-entropy
rate 1/2 — « for some universal constant o > 0. However, the problem of constructing
non-malleable extractors for smaller min-entropy rate (e.g., an arbitrary constant
d > 0) remains open.

Organization. We begin with an overview of our privacy amplification protocol
in Section 2. (Readers interested only in the non-malleable extractor can skip this
section.) We discuss some preliminaries in Section 3, the non-malleable extractor in
Section 4, and the character sum estimate in Section 5. Finally, we give full details of
the privacy amplification protocol in Section 6. In Appendix A we give a generalization
of the non-malleable extractor.

2. Overview of the Protocol for Privacy Amplification. We first describe
Dodis and Wichs’ optimal two-round protocol using a non-malleable extractor. The
protocol also uses a cryptographic primitive: a one-time message authentication code
(MAC). Roughly speaking, a MAC uses a private uniformly random key R to produce
a tag T for a message m, such that without knowing the key, the probability that an
adversary can guess the correct tag T” for another message m’ # m is small, even
given m and 7.

Now assume that we have a non-malleable extractor nmExt that works for any
(n, k)-source X. Then there is a very natural two-round privacy amplification pro-
tocol. In the first round Alice chooses a fresh random string Y and sends it to Bob.
Bob receives a possibly modified string Y”’. They then compute R = nmExt(X,Y)
and R’ = nmExt(X,Y”) respectively. In the second round, Bob chooses a fresh
random string W’ and sends it to Alice, together with 77 = MACg/(W’) by us-
ing R’ as the MAC key. Alice receives a possibly modified version (W, T), and she
checks if T = MACg(W). If not, then Alice aborts; otherwise they compute out-
puts Z = Ext(X, W) and Z’' = Ext(X, W’) respectively, where Ext is a seeded strong
extractor. The protocol is depicted in Figure 6.1.

The analysis of the above protocol is also simple. If Eve does not change Y,
then R = R’ and is (close to) uniform. Therefore by the property of the MAC the
probability that Eve can change W’ without being detected is very small. On the other
hand if Eve changes Y, then by the property of the non-malleable extractor, one finds
that R’ is (close to) independent of R. Thus in this case, again the probability that
Eve can change W’ without being detected is very small. In fact, in this case Eve
cannot even guess the correct MAC for W’ with a significant probability.

The above protocol is nice, except that we only have non-malleable extractors for
entropy rate > 1/2. As a direct corollary this gives our 2-round privacy amplification
protocol for entropy rate > 1/2. To get a protocol for arbitrary positive entropy rate,
we have to do more work.

We start by converting the shared weak random source X into a somewhere
high min-entropy rate source. The conversion uses recent condensers built from sum-
product theorems. Specifically, any n-bit weak random source with linear min-entropy
can be converted into a matrix with a constant number of rows, such that at least
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one row has entropy rate 0.9.% Moreover each row still has ©(n) bits. Note that since
Alice and Bob apply the same function to the shared weak random source, they now
also share the same rows.

Now it is natural to try the two-round protocol for each row and hope that it
works on the row with high min-entropy rate. More specifically, for each row i we
have a two round protocol that produces R;, R} in the first round and Z;, Z! in the
second round. Now let g be the first row that has min-entropy rate 0.9. We hope
that Z, = Z_; with high probability, and further that Zg,Z!’] are close to uniform
and private. This is indeed the case if we run the two round protocol for each row
sequentially (namely we run it for the first row, and then the second row, the third
row, and so on), and can be argued as follows.

Assume the security parameter we need to achieve is s, so each of R;, R, has
O(logn+ s) bits by the property of the MAC. As long as s is not too large, we can fix
all these random variables up to row g — 1, and argue that row ¢ still has min-entropy
rate > 1/2 (since each row has ©(n) bits we can actually achieve a security parameter
up to s = Q(n)). Note that we have essentially fixed all the information about X
that can be leaked to Eve. Therefore now for row g the protocol succeeds and thus
Z4 = Z, with high probability, and Z,, Z; are close to uniform and private.

However, we don’t know which row is the good row. We now modify the above
protocol to ensure that, once we reach the first good row g, for all subsequent rows
i, with ¢ > ¢, we will have that Z; = Z] with high probability, and further Z;, Z! are
close to uniform and private. If this is true then we can just use the output for the
last row as the final output.

To achieve this, the crucial observation is that once we reach a row i — 1 such
that Z;_y = Z!_,, and Z;_1,Z!_, are close to uniform and private, then Z!_; can
be used as a MAC key to authenticate W) for the next row. Now if W/ = W; for
row i, then Z; = Z! and Z;, Z] will also be close to uniform and private. Therefore,
we modify the two-round protocol so that in the second round for row 4, not only do
we use 1] = MACg/ (W) to authenticate W/, but also we use L; = MACz:_ (W]) to
authenticate W7.

This would have worked given that Z;_; = Z/_;, and Z;_;, Z!_, are close to
uniform and private, except for another complication. The problem is that now
T! = MAC R;(Wi’ ) could leak information about Z;_; to Eve, so Z;_1 is no longer
private. Fortunately, there are known constructions of MACs that work even when
the key is not uniform, but instead only has large enough average conditional min-
entropy in the adversary’s view. Specifically, Theorem 6.9 indicates that the security
parameter of this MAC is roughly the average conditional min-entropy of the key
minus half the key length, and the key length is roughly twice as long as the length
of the tag. Therefore, we can choose a small tag length for T] = MACg/ (W), and a
large tag length for L; = MACy,  (W]). For example, if the tag length for 7} is 2s,
and the tag length for 77, is 4s, then the key length for L/ is 8s. Thus the average
min-entropy of Z;_; conditioned on 7} is 8s — 2s = 6s, and we can still achieve a
security parameter of 6s — 4s = 2s.

Finally, the discussion so far implicitly assumed that Eve follows a natural “syn-
chronous” scheduling, where she never tries to get one party out-of-sync with another
party. To solve this problem, after each Phase i Bob performs a “liveness” test, where
Alice has to respond to a fresh extractor challenge from Bob to convince Bob that

3In fact, the result is (close to) a convex combination of such matrices. For simplicity, however,
we can assume that the result is just one such matrix, since it does not affect the analysis.
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Alice is still “present” in this round. This ensures that if Bob completes the protocol,
Alice was “in-sync” with Bob throughout. However, Eve might be able to make Alice
be out-of-sync with Bob, causing Alice to output a non-random key (and Bob reject).
To solve this last problem, we add one more round at the end which ensures that
Alice always outputs a random key (and Bob either outputs the same key or rejects).

With this modification, the complete protocol is depicted in Figure 6.2. Essen-
tially, for the first good row, the property of the non-malleable extractor guarantees
that Eve cannot change Wé with significant probability. For all subsequent rows, by
using the output Z!_; from the previous row as the MAC key, the property of the
MAC guarantees that Eve cannot change W/ with significant probability. Therefore,
the output for the last row can be used to authenticate the last seed of the extractor
chosen by Alice (for the reason mentioned above) to produce the final output.

Finally, we note that our final protocol has O(1) rounds and achieves asymptoti-
cally optimal entropy loss is O(s + logn), for security parameter s.

3. Preliminaries. We often use capital letters for random variables and corre-
sponding small letters for their instantiations. Let |S| denote the cardinality of the
set S. Let Z, denote the cyclic group Z/(rZ), and let F, denote the finite field of size
q. All logarithms are to the base 2.

3.1. Probability distributions. DEFINITION 3.1 (statistical distance). Let W
and Z be two distributions on a set S. Their statistical distance (variation distance)
18

AW, 2) S max(W ()~ Z(T))) = 3 3 W(s) — Z(5)].
- seS

We say W is e-close to Z, denoted W =, Z, if A(W, Z) < . For a distribution D
on a set S and a function h : S — T, let h(D) denote the distribution on T induced
by choosing x according to D and outputting h(x). We often view a distribution as a
function whose value at a sample point is the probability of that sample point. Thus
[W — Z||¢» denotes the £; norm of the difference of the distributions specified by the
random variables W and Z, which equals 2A(W, Z).

3.2. Average conditional min-entropy. Dodis and Wichs originally defined
non-malleable extractors with respect to average conditional min-entropy, a notion
defined by Dodis, Ostrovsky, Reyzin, and Smith [11].

DEFINITION 3.2. The average conditional min-entropy is defined as

ﬁm(X|W) = —log (EweW [mﬁxPr[X =z|W = w]]) = —log (EweW [27HOO(X\W:U;)}> .

Average conditional min-entropy tends to be useful for cryptographic applications.
By taking W to be the empty string, we see that average conditional min-entropy is
at least as strong as min-entropy. In fact, the two are essentially equivalent, up to a
small loss in parameters.

We have the following lemmas. N

LEMMA 3.3 ([11]). For any s > 0, Prycw[Hoo(X|W = w) > Hoo (X|W) — 8] >
1—27%.

LeEMMA 3.4 ([11)). If a random variable B has at most 2° possible values, then
Hoo(A|B) > Hoo(A) — .
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To clarify which notion of min-entropy and non-malleable extractor we mean, we
use the term worst-case non-malleable extractor when we refer to our Definition 1.3,
which is with respect to traditional (worst-case) min-entropy, and average-case non-
malleable extractor to refer to the original definition of Dodis and Wichs, which is
with respect to average conditional min-entropy.

COROLLARY 3.5. A (k,¢€)-average-case non-malleable extractor is a (k,e)-worst-
case non-malleable extractor. For any s > 0, a (k,€)-worst-case non-malleable extrac-
tor is a (k + s,& + 27%)-average-case non-malleable extractor.

Throughout the rest of our paper, when we say non-malleable extractor, we refer
to the worst-case non-malleable extractor of Definition 1.3.

3.3. Primes in arithmetic progressions. To output more than logn bits, we
will rely on a well-known conjecture about primes in arithmetic progressions. We
begin with a definition.

DEFINITION 3.6. Let p(r,a) denote the least prime in the arithmetic progression
a modulo r.

We can now state a special case of a well-known conjecture.

CONJECTURE 3.7. There exists a constant ¢ > 0, such that for r a power of 2
and a =1, one has p(r,a) = O(rlog®r).

We don’t really need r to be a power of 2; it would suffice if the conjecture
held for integers r,,, where r,, is a smooth integer of about n bits computable in time
polynomial in n. This conjecture is widely believed for ¢ = 2, all r, and all a relatively
prime to r. For more on this conjecture, see, for example, the discussion following
equation (1) of [16]. The best unconditional conclusion is substantially weaker. Thus,
one has p(r,a) = O(r>?) (see [30, 17].)

3.4. Fourier analysis. The following definitions from Fourier analysis are stan-
dard (see e.g., [28]) , although we normalize differently than in many computer science
papers, such as [24]. For functions f, g from a set S to C, we define the inner prod-
uct (f,9) = > ,cs f(x)g(z). Let D be a distribution on S, which we also view as a
function from S to R. Note that Ep[f(D)] = (f, D). Now suppose we have functions
h:S—=Tandg:T — C. Then

(90 h, D) = Eplg(h(D))] = (g, h(D))-

Let G be a finite abelian group, and let ¢ a character of G, i.e., a homomorphism
from G to C*. We call the character that maps all elements to 1 the trivial character.

o~

Define the Fourier coefficient f(¢) = (f,#). We let f denote the vector with entries
f(9) for all ¢. Note that for a distribution D, one has D(¢) = Ep[¢(D)].
Since the characters divided by /|G| form an orthonormal basis, the inner prod-

uct is preserved up to scale: <j/’\, 9) = |G|{f,g). As a corollary, we obtain Parseval’s
equality:

~

IflZ = (F. ) = |GIF. f) = |Gl f1I3..
Hence by Cauchy-Schwarz,
£l < VIGTIflle = I fllez < VIGI Flle=- (3.1)

For functions f,g : S — C, we define the function (f,g) : S xS — C by
(f,9)(z,y) = f(x)g(y). Thus, the characters of the group G x G are the functions
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(¢, 9", Wheie\gb and ¢’ range over all characters of G. We abbreviate the Fourier

—

coefficient (F, 9)((¢,¢')) by (f, 9)(¢,&). Note that

Foéd)= 3 f<x>g<y>¢<x>¢’(y>=(Zﬂxww)) 3 g@)d (@)
(z,y)EGXG zeG yeG
= f(0)3().

3.5. A non-uniform XOR lemma. We’'ll need the following extension of Vazi-
rani’s XOR lemma. We can’t use traditional versions of the XOR lemma, because our
output may not be uniform. Our statement and proof parallels Rao [24].

LEMMA 3.8. Let (W,W') be a random variable on G x G for a finite abelian
group G, and suppose that for all characters ¢, ¢’ on G with ¢ nontrivial, one has

| Eqwn[¢(W)d' (W)]] < a.

Then the distribution of (W, W') is a|G| close to (U,W'), where U is the uniform
distribution on G which is independent of W'. Moreover, for f : G x G — R defined
as the difference of distributions (W, W') — (U, W'), we have ||f|¢= < a.
Proof. As implied in the lemma statement, the value of f(a,b) is the probability
assigned to (a,b) by the distribution of (W, W’) minus that assigned by (U, W').
First observe that

~

F(6.0") = {f,(¢,¢)) = Ew.wn [¢(W)¢' (W")] = Ewwn[(U)¢' (W)].

Since U and W’ are independent, this last term equals

Ewwn o) Ewwn ¢’ (W] = Eulo(U)]|Ew [¢(W')] =0,

since ¢ is nontrivial. Therefore, by hypothesis, when ¢ is nontrivial, one finds that
1£(¢,¢")| < .
When ¢ is trivial, we get

~

f(¢7 ¢/) = E(W,W')W(W/)] - E(U,W')[¢/(W/)] =0.

Hence ||f||o < /]G x G[||flle~ < |G| O

4. The Non-Malleable Extractor. Our basic extractor was introduced by
Chor and Goldreich [5]. They showed that it was a two-source extractor for entropy
rates bigger than 1/2. Dodis and Oliveira [10] showed that it was strong. Neither
result implies anything about non-malleability.

To output m bits, we set M = 2™ and choose a prime power ¢ > M. In our
basic extractor, we require that M|(q — 1). Later, we remove this assumption. Fix
a generator g of FX. We define nmExt : Fz — Zy; by nmExt(z,y) = h(log,(z + v)).
Here log, 2 is the discrete logarithm of 2 with respect to g, and h : Zg—1 — Zps is
given by h(z) =2 mod M.

In the special case m = 1, we only require that ¢ is odd. In this case, nmExt(z, y)
corresponds to the quadratic character of z + y, converted to {0,1} output. This
is efficient to compute. Since there is no known efficient deterministic algorithm to
find an n-bit prime, we may take ¢ to be a prime power, for example ¢ = 3, with
31 <an < 3t
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For general M, we use the Pohlig-Hellman algorithm to compute the discrete log
mod M. This runs in polynomial time in the largest prime factor of M. Since in our
case M = 2™, this is polynomial time.

We still need a prime or prime power g such that M|(q —1). Unconditionally, we
get a polynomial-time algorithm to output m = clogn bits for any ¢ > 0. To output
more bits efficiently, we rely on a widely believed conjecture. Under Conjecture 3.7,
such a prime can be found efficiently by testing M +1,2M+1,3M+1, ... in succession.

Now we prove that nmExt is a non-malleable extractor.

THEOREM 4.1. The above function nmExt : F2 — Zy; is a (k, €)-non-malleable
extractor for e = Mq'/42'—F/2,

Proof. The heart of our proof is a new character sum estimate, given in The-
orem 5.2 (and Corollary 5.3). We now show how to deduce Theorem 4.1 from the
character sum estimate and lemma 3.8. Let X be a distribution with Hoo(X) > k,
and let Y be uniform on F,. As is well-known, we may assume without loss of
generality that X is uniform on a set of size 28. We set G = Zy, (W, W') =
(nmExt(X,Y), nmExt(X, A(Y))), and we condition on ¥ = y.

Since M|(q — 1), we have that for ¢ a character of G, the function x(z) =
¢(h(log,(2))) is a multiplicative character of F,. Therefore, Corollary 5.3 shows
that ((W,W’)|Y = y) satisfies the hypotheses of lemma 3.8 for some 7,, where
Eyy[n,] <nforn < ¢'/*2'=%/2_ Thus, by lemma 3.8, (W, W’)|Y = y) is Mn,-close

o ((U,h(W"))|Y = y) for every y. Since this expression is linear in 7,, we conclude
that (W, W')Y") is Mn-close to (U, h(W'),Y), as required. O

Note that this theorem assumes that the seed is chosen uniformly from F,, con-
sistent with Definition 1.3. However, we may desire to have the seed be a uniformly
random bit string. This causes a problem, since we may not be able to choose ¢ close
to a power of 2. If we use a d-bit seed where 2¢ < ¢ < 291, then we can view the seed
as an integer between 0 and 2¢ — 1, or simply as an element of F, with min-entropy
at least (logg) — 1. We can handle this, and in fact much lower min-entropy in the
seed, as follows. First, we recall the Definition 1.6 of a non-malleable extractor with
a weakly-random seed. The following lemma shows that a non-malleable extractor
with small error remains a non-malleable extractor even if the seed is weakly random.

LEMMA 4.2. A (k,e)-non-malleable extractor nmExt : [N] x [D] — [M] is also a
(k, k', ")-non-malleable extractor with &' = (D /2 e.

Proof. Fory € [D], let e, = A((nmExt(X,y), nmExt(X, A(y)),y), (Uar, nmExt(X,
A(y)),y)). Then for Y chosen uniformly from [D],

£ > A((nmExt(X,Y), nmExt(X, A(Y)),Y), (Upar), nmExt(X, A(Y) Z £y
uE[D]

Thus, for Y with Hyo(Y') > K/, we get

A((nmExt(X,Y”),nmExt(X, A(Y")), ’) (U[M] nmExt(X AY"),Y"))

=) Prly = N ey < (D/2M)e.

y€[D] y€[D]

0

It is now simple to analyze our non-malleable extractor as a function nmExt :
{0,1}" x {0,1}¢ — {0,1}™. Here we work over F,, where ¢ is the smallest prime
(or prime power) congruent to 1 modulo M = 2™. We let d = |log, ¢], which is



PRIVACY AMPLIFICATION AND NON-MALLEABLE EXTRACTORS 11

n+ clogn+ O(1) under Conjecture 3.7. We could even let d = n and the error would
only grow by n°.

THEOREM 4.3. Under Conjecture 3.7 with constant ¢, for any n, k > n/2 +
(¢/2)1logn, and m < k/2 —n/4 — (¢/4)logn, the above function nmExt : {0,1}" x
{0,1}¢ — {0,1}™ is a polynomial-time computable, (k,)-non-malleable extractor for
e = O(nc/42m+n/4—k/2)'

Proof. Suppose that Conjecture 3.7 holds for the constant ¢. Then g = O(n®2"),
and the seed has min-entropy ¥’ = d. Applying lemma 4.2, we obtain error

c = (q/Qd)Mq1/4217k/2 — O(nc/42m+n/4fk/2).

|

After seeing [6], we improved our character sum to handle weak seeds, using ideas
related to their work and [25]. In particular, we showed Theorem 5.4, which implies
the following theorem.

THEOREM 4.4. Under Conjecture 3.7, for k > (1/2 + a)n and k' > (7/a)(m +
loge™!) + 8logn, the above function is a (k, k', €)-non-malleable extractor.

Proof. The theorem follows from Theorem 5.4 in the same way that Theorem 4.1
follows from Theorem 5.2. O

5. A Character Sum Estimate. We now prove the necessary character sum
estimate. We prove a somewhat more general statement than is needed for the one-bit
extractor, as the general statement is needed to output many bits. Throughout this
section, we take F = I, to be a finite field with ¢ elements. In addition, we suppose
that x : F* — C* is a nontrivial character of order d = ¢ — 1, and we extend the
domain of x to F by taking x(0) = 0. The following lemma is a consequence of Weil’s
resolution of the Riemann Hypothesis for curves over finite fields (see [29]). In this
context, we say that a polynomial f € F[x] has m distinct roots when f has m distinct
roots in the algebraic closure F of F, or equivalently that such holds in a splitting field
for f.

LEMMA 5.1. Suppose that f € Flx] is a monic polynomial having m distinct roots
which is not a dth power in Flx]. Then

> x(f@)| < (m=1)va.

zeF

Proof. This is immediate from Theorem 2C’ of Schmidt [27] (see page 43 of the
latter source).O

We next consider two arbitrary characters, where the first is nontrivial; without
loss of generality we may take these to be xq(z) = (x(2))* and xu(z) = (x(x))°,
where 0 < a < ¢g—1and 0 <b < g— 1. Now we establish the main character sum
estimate. Note that we need the assumption that a # 0: if a =0 and b= (¢ — 1)/2,
we could take A(y) = 0 and let S be the set of quadratic residues, and then one has
no cancellation in the character sum.

5.1. Character Sum for Uniform Seeds. We begin by proving the character
sum corresponding to uniformly random seeds. Although this follows from the more
general character sum Theorem 5.4 below, the proof is simpler and gives intuition for
the general character sum. Moreover, this theorem came before [6], whereas the more
general Theorem 5.4 came afterwards.
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THEOREM 5.2. Suppose that S is a non-empty subset of F, and that A :F — F
is any function satisfying the property that A(y) # y for ally € F. Then one has

S| als + wrols + Aw))| < 111672,

y€F seSs

Proof. Write © = ZyGF’ZSES Xa(s + y)xp(s + A(y))’ We begin by applying
Cauchy’s inequality to obtain

2
02 <a > | > xals +mxuls + AW)| =a DD (),
yeF seS s,teS yelF
in which we have written
Vst (y) = Xa(s + y)xe(s + AW) Xt + ¥)X6 (¢ + A(y))- (5.1)
Applying Cauchy’s inequality a second time, we deduce that

0t < &2|S)? Z ‘Z Vst (y)

s,teS y€eF

‘ 2

By positivity, the sum over s and ¢t may be extended from S to the entire set I, and
thus we deduce that

' <SS S i )b, (2). (5.2)

s,telF y,zeF

On recalling the definition (5.1), we may expand the right hand side of (5.2) to obtain
the bound

' < PSP D> vy, 2, (5.3)

y,z€F

where

v(y:2) = ) Xals + 9)xs(s + AW)Xa(s + )X (s + A(2))-

selF

Recall now the hypothesis that y # A(y). It follows that, considered as an element
of F[z], the polynomial

hy(2) = (2 +y)"(z + A(y) (z + 2)7 7z + A(2)) 17"

can be a dth power only when y = z, or when y = A(z), a = b and z = A(y). In
order to confirm this assertion, observe first that when y # z and y # A(z), then h, .
has a zero of multiplicity a at —y. Next, when y = A(z), one has z # y, and so when
a # b the polynomial h,, . has a zero of multiplicity ¢ —1+a —b at —y. Finally, when
y = A(z) and a = b, then provided that z # A(y) one finds that h, . has a zero of
multiplicity ¢ — 1 — a at —z. In all of these situations it follows that h, . has a zero
of multiplicity not divisible by d = ¢ — 1. When y # z, and (y,2) # (A(z), A(y)),
therefore, the polynomial h, .(x) is not a dth power in F[z], and has at most 4 distinct
roots. In such a situation, it therefore follows from lemma 5.1 that

v(y,z) = D x(hy,(s))

selF
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is bounded in absolute value by 3,/q. Meanwhile, irrespective of the values of y and z,
the expression v(y, z) is trivially bounded in absolute value by ¢. Substituting these
estimates into (5.3), we arrive at the upper bound

O <SEY. (W) + Il AP+ Y. vy, )F)

y€EF z€F\{y,A(y)}

< PSP (¢ + ¢+ a(3va)?) = 114°[S [
y€elR

We may thus conclude that © < 111/4¢%/4|S|'/2. O
A direct computation yields the following corollary.
COROLLARY 5.3. Under the hypotheses of the statement of Theorem 5.4, one has

Z‘Zxa(s +y)xs(s +Ay)| < nqlS|

yeF seS§

where n < 2¢14/|S|V/2.

5.2. Character Sum for Weak Seeds. The work in this subsection came after
[6], and uses ideas related to their work and to [25].

THEOREM 5.4. For 0 < a,n < 1/2, suppose that S and T are non-empty subsets
of F with |S| > ¢'/?>* and |T| > max((1/n)"/*, (logq)®), and that A:F — F is any
function satisfying the property that A(y) # y for ally € F. Then for large enough q,
we have

SIS xals + s + Aw)| < IS

yET sES

We prove this by choosing a suitable parameter r in the following theorem.

THEOREM 5.5. Suppose that S and T are non-empty subsets of F, and that
A :F — F is any function satisfying the property that A(y) # y for all y € F. Then
for each natural number r, one has

37|57 el + ol + AW))| < MgV IS0,

yeT seS

where

A= ((4r = 1)2 4+ 2r)4rg7177)

Proof. Write

0 = SIS xuls +whuls + AW)|

yeT seS

We begin by applying Cauchy’s inequality to obtain

0 < 7] 2|3 xals + w)xuls + AW)| =171 Y 3ty

yeT seS s,teSyeT
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in which we have written

Vst (y) = Xa(s + y)xe(s + AW)Xa(t + ¥)Xo(t + A(y))- (5.4)
Applying Hoélder’s inequality, we deduce that

O < TIISI 2 7 |3 tealw)

s,teS yeT

2r

By positivity, the sum over s and ¢t may be extended from S to the entire set I, and
thus we deduce that

O < ITPISI 2 S ST [T et i)y (9rss)- (5.5)

steFyeT?ri=1

On recalling the definition (5.4), we may expand the right hand side of (5.5) to obtain
the bound

O TIPS Y Iv(y)l, (5.6)

yeT2r

where

v(y) =Y [ xals +vi)xe(s + AW))Xa(s + yrsi)Xp(s + Ayrsi))-

selF i=1
We now consider the circumstances in which, considered as an element of F|x],
the polynomial
T
hy(@) = [ (@ + )" (@ + AWa))" (@ +yoa) ™ 7 (2 + Alyrsa)) T
i=1
is a dth power. Consider a fixed 2r-tuple y € 72" and an index ¢ with 1 < i < 2r. If
there is no index j with 1 < j < 2r and j # ¢ for which

yi=1vy; or y =A(y;), (5.7)

then in view of our hypothesis that y; # A(y;), it follows that the polynomial hy (z)
has a zero of order precisely a at —y; in the situation where 1 <i<r,orq—1—a at
—y; in the situation where 7 + 1 < i < 2r. Write B for the set of 2r-tuples y € 72"
having the property that, for each index ¢ with 1 < ¢ < 2r, there exists an index j
with 1 < j < 2r and j # i for which (5.7) holds. It follows that if hy(z) is to be a
dth power in F[z], then one must have y € B. On the other hand, when y € 72" \ B,
the polynomial hy(z) is not a dth power in F[z], and has at most 4r distinct roots.
In such a situation, we therefore deduce from lemma 5.1 that

v(y) = x(hy(s))

is bounded in absolute value by (4r — 1),/q. Meanwhile, irrespective of the value of
¥, the expression v(y) is trivially bounded in absolute value by ¢. Substituting these
estimates into (5.6), we arrive at the upper bound

O < TSI (Y Wy + Y vy)P)
yEeT?"\B yeB
<ITPISI2 (4 = 12| T + ¢21B]) (5.8)
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It remains now only to bound |B|. We establish shortly that the 2r-tuples y lying
in B are generated via the relations (5.7) from at most r of the coordinates y; of y.
With this in mind, we begin by bounding the number of 2r-tuples y generated from

one such r-tuple. Suppose that there are [ distinct values amongst v, ..., yo., say
Yi, = U1,...,Y;, = v, with respective multiplicities a,...,q;. Considering a fixed
choice of vy, ..., v;, the number of ways in which y1, ..., y2, may be selected to satisfy

the multiplicity condition is (2r)!/(a1las!. .. a;!).

Next we identify a directed graph with vertices labelled by the distinct elements
v1,...,v; of F as follows. We consider the vertices vy,vs,...,v; in turn. At stage
i we consider all elements v; with A(v;) = v;. If no such element v; exists, then
we add no edge. If one or more exist, on the other hand, then we select one such
element v; at random, and add a directed vertex from wv; to v;. Notice that, since
v1,...,v; are distinct, it follows that there can be at most one directed edge leaving
any given vertex. Also, by construction, there is at most one directed edge arriving
at any given vertex. Furthermore, in view of the criterion (5.7), any vertex v, which
possesses no edges must necessarily have multiplicity ag > 2. In this way, we see that
the graph constructed in this manner consists of at most a union of isolated vertices,
non-branching paths of the shape

Vip = Uiy = =0 > Vg, (5.9)
and cycles of the shape
Viy = Uiy —> =+ —> V4, — Uiy (5.10)

In the latter two cases, of course, one has k > 2. For each non-branching path of type
(5.9), we call the element v;, the root of the path. For each cycle of type (5.10), we
call the element v;, a root of the cycle, though of course which element we label as
v;, is unimportant. Notice that since v;,,, = A(v;,, ) for each m < k, roots uniquely
determine all elements in the repective paths and cycles by repeated application of A.

Consequently, all of the elements v1,...,v; are uniquely determined by the identities
of the roots, and the indices defining the paths, cycles and isolated vertices of the
graph.

Denote by z the number of paths and cycles in the graph, and by w the number
of isolated vertices in the graph. Then on considering the multiplicities associated
with the elements v, ..., v;, one finds that

2z+2w<ay+...+a =2r.

The number of elements from 7 that can occur as roots and isolated vertices is conse-
quently at most [T]*T% < |T|". We estimate the number of possible arrangements of
indices defining the paths, cycles and isolated vertices as follows. Given each element
v;, we can attach to it a directed path going to another element v; in at most [ — 1
ways, or choose not to attach a directed path from it. Thus there are in total at most
((I — 1) 4+ 1)! possible arrangements of indices defining the paths, cycles and isolated
vertices amongst the [ elements vi,...,v;. Combining the estimates that we have
assembled thus far, we conclude that

2r)!
SN %”'Tl’" < (L4 oo+ DT < (20)2 |77
1<ay,...,a; <2r 1:a2:...ap!
ar+..Fa=2r
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Finally, on substituting this estimate into (5.8), we obtain
O < |T|"[S|"2q ((4r — 1)% +q(2r)"|T| "),

and the conclusion of the theorem follows on extracting 4r-th roots. O

A direct computation yields the following corollary.

COROLLARY 5.6. Let n be a positive number with n < 1. Then under the hy-
potheses of the statement of Theorem 5.5, one has

313 vl + whals + Aw)| < niTliS] (5.11)

yeT s€eS

whenever |T| > (2r)*¢Y" and |S| > 4r¢"/? /n*".
Proof. Recall the notation of the statement of Theorem 5.5. When |T| >
(2r)*q"/", we find that

N = (4r — 12+ (2r)*g|T|7" < (dr — 1)* + 1 < 1672
But then the upper bound (5.11) follows from Theorem 5.4 provided only that
(16T2)1/(4r)q1/(4r) |S‘171/(27‘) |7-‘ < 77‘7-| |S‘,

as is the case whenever |S| > 4rq'/?/n?". O

Proof. [Proof of Theorem 5.4] We verify that the hypotheses of Theorem 5.4 imply
the conditions on |S| and |7 | in Corollary 5.6, for r = 1+ |(2logq)/log|T|] > 3. We
then have ¢/" < [T < ¢®/(=1) and for large enough ¢ we get 2r < loggq. Therefore
IT1 > (logg)!T]1/2 > (2r)"q"/".

Moreover, 1/n?" < |T|2e7/T < ¢(a/D(r/(r=1)) < ¢(4a/T)(3/2) | and hence for large
enough ¢ we have

S| > 4(log q)q/*T5/T > drq /2 T,

as required. O

6. Application to Privacy Amplification. Following [19], we define a privacy
amplification protocol (P4, Pp), executed by two parties Alice and Bob sharing a
secret X € {0,1}", in the presence of an active, computationally unbounded adversary
Eve, who might have some partial information E about X satisfying Ha (X|E) > k.
Informally, this means that whenever a party (Alice or Bob) does not reject, the
key R output by this party is random and statistically independent of Eve’s view.
Moreover, if both parties do not reject, they must output the same keys R4 = Rp
with overwhelming probability.

More formally, we assume that Eve is in full control of the communication channel
between Alice and Bob, and can arbitrarily insert, delete, reorder or modify messages
sent by Alice and Bob to each other. In particular, Eve’s strategy Pg actually defines
two correlated executions (P4, Pg) and (Pg, Pg) between Alice and Eve, and Eve and
Bob, called “left execution” and “right execution”, respectively. We stress that the
message scheduling for both of these executions is completely under Eve’s control, and
Eve might attempt to execute a run with one party for several rounds before resuming
the execution with another party. However, Alice and Bob are assumed to have fresh,
private and independent random tapes Y and W, respectively, which are not known
to Eve (who, by virtue of being unbounded, can be assumed deterministic). At the
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end of the left execution (Pa(X,Y), Pr(F)), Alice outputs a key R4 € {0,1}™ U {L
}, where L is a special symbol indicating rejection. Similarly, Bob outputs a key
Rp € {0,1}™ U{L} at the end of the right execution (Pg(FE), Pg(X,W)). We let E’
denote the final view of Eve, which includes F and the communication transcripts of
both executions (P4(X,Y), Pg(E)) and (Pg(E), Pg(X,W). We can now define the
security of (P4, Pg). Our definition is based on [19].
DEFINITION 6.1. An interactive protocol (Pa, Pg), executed by Alice and Bob on
a communication channel fully controlled by an active adversary Eve, is a (k,m,¢€)-
privacy amplification protocol if it satisfies the following properties whenever Heo (X|E)
> k:
1. Correctness. If Eve is passive, then Pr[R4 = Rp A Ra #L AN Rp #1]=1.
2. Robustness. We start by defining the notion of pre-application robustness,
which states that even if Fve is active, Pr[Ra # RN Ra #1L N Rp #1] <e.
The stronger notion of post-application robustness is defined similarly, ex-
cept Eve is additionally given the key R4 the moment she completed the left
execution (Pa, Pg), and the key Rp the moment she completed the right ex-
ecution (Pg, Pg). For example, if Eve completed the left execution before the
right execution, she may try to use R4 to force Bob to output a different key
Rp ¢ {Ra, L}, and vice versa.
3. Extraction. Given a string r € {0,1}™ U{L}, let purify(r) be L if r =L, and
otherwise replace r #1 by a fresh m-bit random string U, : purify(r) < Uy,.
Letting E' denote Eve’s view of the protocol, we require that

A((RAvE/)a(purify(RA)aE/)) <e and A((RBvEl)a(purify(RB)’El)) <e

Namely, whenever a party does not reject, its key looks like a fresh random
string to Eve.
The quantity k — m is called the entropy loss and the quantity log(1/¢e) is called the
security parameter of the protocol.

6.1. Case of k > n/2. Given a security parameter s, Dodis and Wichs showed
that a non-malleable extractor, which extracts at least 2logn + 2s + 4 number of
bits with error ¢ = 27572, yields a two-round protocol for privacy amplification with
optimal entropy loss, which also uses any (regular) extractor Ext with optimal entropy
loss and any asymptotically good one-time message-authentication code MAC (see
Definition 6.8), is depicted in Figure 6.1.

Using the bound from Theorem 4.3 and setting ¢ = 27° and m = s, we get the
following theorem.

THEOREM 6.2. Under Conjecture 3.7 with constant c, for any s > 0 there is a
polynomial time computable (k,e)-non-malleable extractor with m = s and € = 27°,
as long as k > n/2+ (¢/2)logn + 4s+ O(1).

Using this theorem, we obtain the following.

THEOREM 6.3. Under Conjecture 3.7 with constant c, there is a polynomial-
time, two-round protocol for privacy amplification with pre-application robustness,
with security parameter s and entropy loss O(logn + s), when the min-entropy k of
the n-bit secret satisfies k > n/2+ (¢/2 + 8)logn + 8s + O(1).

Post-application Robustness. Unfortunately, the 2-round protocol above does not
achieve very good parameters for the stronger notion of post-application robustness.
Intuitively, this is because the attacker Eve will get the derived key Rp before she
needs to modify (W', T") into (W, T). This will reduce the entropy of X by m = |Rp|
bits, and will require that the remaining entropy k—m = n/2+ (¢/2)logn+4s+O(1)
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Alice: X Eve: E Bob: X

Sample random Y.
Yy — Y’

Sample random W’.
R’ = nmExt(X;Y").
T' = MAC (W').
Set final Rp = Ext(X; W’).
W, T) +— (W', T")
R = nmExt(X;Y)
If T # MACR(W) reject.
Set final R4 = Ext(X;W).

Fia. 6.1. 2-round Privacy Amplification Protocol for Hoo(X|E) > n/2.

in order to use the results of Theorem 6.2. In other words, we can only extract
m ~ k —n/2 bits with post-application robustness using this technique, which is not
better than what can be achieved by a 1-round protocol of Dodis, Kanukurthi, Katz,
Reyzin, and Smith [7]. Fortunately, as communicated to us by [1], we can easily fix
the situation at the cost of adding a third round (so that Eve no longer gets Rp at the
end of the second round), as follows. We use the 2-round protocol above to agree on a
short (namely, O(s+logn)-bit) key K for a one-time MAC. Then, in the third round,
Alice picks a fresh seed S for a regular extractor Ext, and sends S, MACk (S) to Bob.
Both parties finally output a key Ry = Rp = Ext(X;S) of length k — O(s + logn).
The analysis of post-application analysis follows rather immediately, since the MAC
key K is uniform even conditioned on the derived key R4 (which Alice would give to
Eve in the post-application robustness game), and the non-malleable extractor was
used before Eve learned R4. We get:

THEOREM 6.4. Under Conjecture 3.7 with constant c, there is a polynomial-
time, three-round protocol for privacy amplification with post-application robustness,
with security parameter s and entropy loss O(logn + s), when the min-entropy k of
the n-bit secret satisfies k > n/2 4+ (¢/2 + 8)logn + 8s + O(1).

Using Weak Local Randomness. We notice that we can use Theorem 4.4 to argue
that Alice does not need perfect local randomness Y to run the protocol in Figure 6.1.
Indeed, since the output of the non-malleable extractor is only O(s)-bit long, we only
need the min-entropy of Y to be O(s). Similarly, Bob could use a two-source extractor
Ext with a weak seed W constructed by Raz [25]. Assuming the entropy rate of X
is above 1/2 + « for some « > 0, this extractor extracts (n) bits from X, and only
needed the min-entropy of W to be O(s) as well. To summarize, Alice and Bob can
each use local sources of randomness of min-entropy only O(s), and still extract ((n)
secret bits from X.

6.2. Case of k = dn. Here we give our protocol for arbitrary positive entropy
rate. We first give some preliminaries.

6.2.1. Prerequisites from previous work. DEFINITION 6.5. An elementary
somewhere-k-source is a vector of sources (X, -+ ,X¢), such that some X; is a k-
source. A somewhere k-source is a convex combination of elementary somewhere-k-
sources.
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DEFINITION 6.6. A function Cond : {0,1}* — ({0,1}")C is a (k — K ,¢)-
somewhere-condenser if for every k-source X, the vector (Xi,...,X¢) = Cond(X)
is e-close to a somewhere-k'-source. When convenient, we call Cond a rate-(k/n —
k' /n’, €)-somewhere-condenser.

We are going to use condensers recently constructed based on the sum-product
theorem. Specifically, we have the following theorem.

THEOREM 6.7 ([2, 25, 31]). For anyd > 0 and constant 8 > 0, there is an efficient
family of rate-(§ — 1 — B,e = 270" _somewhere condensers Cond : {0,1}" —
({0,1}")C, where C = poly(1/8) and n' = poly(8)n.

One-time message authentication codes (MACs) use a shared random key to au-
thenticate a message in the information-theoretic setting.

DEFINITION 6.8. A function family {MACg : {0,1}¢ — {0,1}*} is a e-secure
one-time MAC for messages of length d with tags of length v if for any w € {0,1}¢
and any function (adversary) A :{0,1}* — {0,1}¢ x {0,1}",

PIMACR(W') = T' AW £ w | (W, T') = AMACR(w))] < &,

where R is the uniform distribution over the key space {0, 1}*.

THEOREM 6.9 ([19]). For any message length d and tag length v, there exists an
efficient family of (’—%12_7])-8661”’6 MACs with key length £ = 2v. In particular, this
MAC is e-secure when v = logd + log(1/e).

More generally, this MAC also enjoys the following security guarantee, even if Eve has
partial information E about its key R. Let (R, E) be any joint distribution. Then, for
all attackers Ay and As,

(}grE)[MAcR(W’) =T AW' £ W | W = A(E), (W, T') = Ay(MACR(W), E)]

< {dw ov—Hoo (R|E)
v

(In the special case when R = Us, and independent of E, we get the original bound.)
Finally, we will also need to use any strong seeded (k, ¢)-extractor with optimal

entropy loss O(log(1/¢)). A simple extractor that achieves this is the one from the

leftover hash lemma, which uses a linear-length seed. We can also use more sophis-

ticated constructions such as those in [15, 14], and the non-malleable extractor with
short seed length [6] to reduce the communication complexity of the protocol.

6.2.2. The protocol. Now we give our privacy amplification protocol for the
setting when Hoo(X|E) = k > dn. We assume that the error ¢ we seek satisfies
27900 < ¢ < 1/n. In the description below, it will be convenient to introduce an
“auxiliary” security parameter s. Eventually, we will set s = log(C/e) + O(1) =
log(1/¢) + O(1), so that O(C)/2® < e, for a sufficiently large O(C) constant related
to the number of “bad” events we will need to account for. We will need the following
building blocks:

e Let Cond : {0,1}" — ({0,1}")C be arate-(6 — 0.9, 2~ %)-somewhere-condenser.
Specifically, we will use the one from Theorem 6.7, where C' = poly(1/4) =
O(1), n’ = poly(§)n = Q(n) and 275 > 27n),

e Let nmExt : {0,1}" x {0,1}¥ — {0,1}" be a (0.9n/,2~%)-non-malleable
extractor. Specifically, we will use the one from Theorem 6.2 (which is legal
since 0.9 > n’/24+ O(logn’) +8s+O(1)) and set the output length m’ = 4s
(see the description of MAC below for more on m’.)
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e Let Ext : {0,1}" x {0,1}¢ — {0,1}™ be a (k’,27*)-extractor with optimal
entropy loss k' —m = O(s). Specifically, we will set £’ = k — (7C + 11)s =
k — O(s), which means that m = k — O(s) as well. We will use the notation
Exto. »(X; W), where 1 < a < b < m, to denote the sub-string of extracted
bits from bit position a to bit position b. We assume the seed length d < n
(e.g., by using a universal hash function, but more seed-efficient extractors
will work too, reducing the communication complexity).

e Let MAC be the one-time, 27 %-secure MAC for d-bit messages, whose key
length ¢ = m’ (the output length of nmExt). Using the construction from
Theorem 6.9, we set the tag length v/ = s +logd < 2s (since d < n < 1/e <
2%), which means that the key length ¢/ = m' = 2¢v" < 4s.

e Let IrMAC be the another one-time (“leakage-resilient”) MAC for d-bit mes-
sages, but with tag length v = 2v’ < 4s and key length £ = 2v < 8s. We
will later use the second part of Theorem 6.9 to argue good security of this
MAC even when v’ bits of partial information about its key is leaked to the
attacker. To not confuse the two MACs, we will use Z (instead of R) to
denote the key of IrMAC and L (instead of T') to denote the tag of IrMAC.

Using the above building blocks, the protocol is given in Figure 6.2. To emphasize the
presence of Eve, we will use ‘prime’ to denote all the protocol values seen or generated
by Bob; e.g., Bob picks W7, but Alice sees potentially different W7, etc. Also, for any
random variable G used in describing our protocol, we use the notation G =L to
indicate that G was never assigned any value, because the party who was supposed
to assign G rejected earlier. The case of final keys R4 and Rp becomes a special case
of this convention.

Our protocol proceeds in C' + 1 Phases. During the first C' Phases, we run C
sequential copies of the two-round protocol for the entropy-rate greater than 1/2 case
(see Figure 6.1), but use the derived secret X; (output by the somewhere-condenser)
instead of X during the i-th run. Intuitively, since one of the values X is expected to
have entropy rate above 1/2, we hope that the key Z; extracted in this Phase is secret
and uniform. However, there are several complications we must resolve to complete
this template into a secure protocol.

The first complication is that Eve might not choose to execute its run with Alice
in a “synchronous” manner with its execution with Bob. We prevent such behavior
of Eve by introducing “liveness tests”, where after each Phase Alice has to prove that
she participated during that Phase. Such tests were implicit in the original paper
of Renner and Wolf [26], and made explicit by Khanakurthi and Reyzin [19]. Each
liveness test (except for the last one in Phase C + 1, to be discussed) consists of Bob
sending Alice a seed W/ for the extractor Ext (which is anyway sent during the i-th
Phase), and Alice responding with the first s bits of the extracted output. Intuitively,
although Eve may choose to maul the extracted seed (which might be possible for all
Phases, where the entropy rate of X; is below 1/2), Eve cannot predict the correct
output without asking Alice something. And since Bob does uses a new liveness test
between every two Phases, this effectively forces Eve to follow a natural “synchronous”
interleaving between the left and the right executions.

The second complication comes from the fact that after a “good” (rate above 1/2)
Phase i is completed, the remaining phases might use low-rate sources X;y1, ..., X¢.
Hence, one needs a mechanism to make sure that once a good key is extracted in some
a-priori unknown phase, good keys will be extracted in future phases as well, even
if the remaining derived sources X; have low entropy-rate. This is done by using a
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Alice: X Eve: E Bob: X

(X1,...Xc) = Cond(X). (X1,...Xc) = Cond(X).

Sample random Y.
Y1 —_— Yll

Sample random W7.

R} = nmExt(X1;YY).

T/ = MACg, (W7).
(W, Th) «— (W1, T7)

Ri = nmExt(X1; Y1)
If T1 # MACR, (W1) reject.
Z1 = Extsyr. s40(X; Wh).
Fori=2to C Fori=2to C
Sample random Y;. Sample random W.
Si—1 = Ext1..s(X; Wi_1).
(Si—1,Yi) — (Si_1,Y7)
If S;_ # Exti..s(X;W/_1) reject.
Zi 1 = Extopispe(X; Wig).
L, = IrMAC 2, 1(I/V,L-).
R; = nmExt(Xz,Yi’).
T[ = MACg; (W.

(WivTi7L ) (Wz,: z, /)
If L; # IrMACz, |, (W;) reject.
R; = nmExt(X;;Y;).
If T; # MACg, (W;) reject.
Zi = Eth+1..s+Z(X Ws).
EndFor EndFor
Re-assign Zc = Exty_ ./ (X; We). Z& = Exty o (X3 WE)

Sample random We4 1.
Sc = MACz,. (We1)
(Sc, Weg1) — (Se, W)
If S; # MACZ&(W/CH) reject.
Set final R4 = Ext(X; Wey1). Set final Rp = Ext(X; Wi, ).

Fic. 6.2. (2C + 1)-round Privacy Amplification Protocol for Heo(X|E) > on.

second message authentication code IrMAC, keyed by a value Z]_, extracted by Bob
in the previous Phase (i — 1), to authenticated the seed W/ sent in Phase i. The
only subtlety is that Bob still sends the original MAC of W/, and this MAC might
be correlated with the previous extracted key Z;_; (especially if the Phase i uses
“bad-rate” X;). Luckily, by using the “leakage-resilient” property of our second MAC
(stated in Theorem 6.9), and setting the parameters accordingly, we can ensure that
Z!_, has enough entropy to withstand the “leakage” of the original MAC of W.
The template above already ensures the robustness of the protocol, if we were to
extract the key Z¢ (or Z(, for Bob) derived at the end of Phase C. Unfortunately, it
does not necessarily ensure that Alice outputs a random key (i.e., it does not guarantee
the extraction property for Alice). Specifically, by making Alice’s execution run faster
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than Bob’s execution, it might be possible for Eve to make Alice successfully accept a
non-random seed W, resulting in non-random key Z¢. Intuitively, since all the X;’s
except for one might have low entropy rate, our only hope to argue security should
come from the non-malleability on nmExt in the “good” Phase i. However, since Bob
is behind (say, at Phase j < ) Alice during the good Phase i, Bob will use a wrong
source X; for the non-malleable extractor, and we cannot use the non-malleability of
nmExt to argue that Eve cannot fool Alice into accepting a wrong seed W; (and, then,
wrong Wit1,...,We). Of course, in this case we know Bob will eventually reject,
since Eve won’t be able to answer the remaining liveness tests. However, Alice’s key
Z¢ is still non-random, violating extraction.

This is the reason for introducing the last Phase C'+ 1. During this phase Alice
(rather than Bob) picks the last seed W11 and uses it to extract her the final key R 4.
Therefore, R4 is now guaranteed to be random. However, now we need to show how
to preserve robustness and Bob’s extraction. This is done by Alice sending the MAC
of We41 using they key Z¢ she extracted during the previous round. (We call this
MAC S¢ rather than Ty 1, since it also serves as a liveness test for Alice during Phase
(C+1).) From the previous discussion, we know that, with high probability, (a) either
Z¢ is non-random from Eve’s perspective, but then Bob will almost certainly reject
(ensuring robustness and preserving Bob’s extraction); or (b) Z¢ = Z[, is random
and secret from Eve, in which case the standard MAC security suffices to ensure both
robustness and Bob’s extraction.

We detail the formal proof following the above intuition in the next section,
which also establishes the desired parameters (including post-application robustness)
promised by Theorem 1.5.

6.2.3. Security Proof of Our Protocol (Proof of Theorem 1.5). We start
by noticing that our protocol takes 2C' + 1 = poly(1/4) = O(1) rounds and achieves
entropy loss k —m = O(Cs) = O(poly(1/6)log(1/¢)), as claimed. Also, the protocol
obviously satisfies the correctness requirement.

We will also assume that the side information E is empty (or fixed to a constant),
since by Lemma 3.3, with probability 1 —27% H(X|E = e) > én — s, which will not
affect any of our bounds. Before proving robustness and extraction properties of our
protocol, we start with the following simple observation.

LEMMA 6.10. Let E' be Eve’s view at the end of her attack (without the keys R

and Rp used in the post-application robustness experiment). Then, for any determin-
istic functions f and g, we have

Haof(X) | 9(E")) > Hao(f(X)) - (7C — 3)s

In particular, recalling that k¥ = H.o(X) — (7C + 11)s, we have Hoo(X|g(E')) >
k' + 14s.

Proof. Clearly, if it sufficient to prove the claim for g being identity, as it gives
the predictor the most information to guess f(X). Also notice that, at best, if neither
party rejects, Eve’s view E/ = (?,g, W’,f’,f’,WCH), where ¥ = {",...,Ye},
S =1{S,....Sc}, W = {W{,..., WL}, T' = {T},...,T5} and [’ = {L},..., L}
Since Y, W’ and We are independent of X (and, thus, f(X)), using Lemma 3.4
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and recalling |S;| = s for i < C, |S¢| = |T}| =v' < 2s, |L;| = v < 4s, we have

Hoo(f(X)|E') = Hoo(f (XY, W, Weia)) = |S| = [T = | L]
=Hoo(f(X)—(C—=1)s—v" —Cv' — (C —1)v
> Hoo(f(X)) = (C = 1)s = 2(C +1)s — (C — 1)ds
= Hoo(f(X)) = (7C = 3)s

Next, we will argue the extraction property for Alice.
LEMMA 6.11.

A((Ra, E'), (purify(Ra), E')) < 27°H!

Proof. Since purify(R4) = R4 when Alice rejects (i.e., R4 =1), it is sufficient to
show that Alice’s key is close to uniform conditioned on Alice not rejecting, i.e.

A((Ext(X; Wei1), E'), (Up, E')) < 275+ (6.1)

By Lemma 6.10, H., (X|E'") = k'+14s. Using Lemma 3.3, we get that Pre g/ [Hoo
(X|E'=¢€)2kK]>1-27"°. Since Ext is (k’,27%)-extractor, Equation (6.1) immedi-
ately follows the triangle inequality and the security of the extractor, by conditioning
on whether or not Ho (X|E' =¢€') 2 k'. O

Next, we notice that in order to violate either robustness of Bob’s extraction,
Eve must make Bob accept (i.e., Rp #1). Therefore, we start by examining how
Eve might cause Bob to accept. Notice, since Alice sends C' + 1 messages, including
the first and the last message, Eve can make C + 1 calls to Alice, which we call
Aliceyq, ..., Alicec41, where, for each call Alice;, 1 < i < C + 1, Eve gets back the
message sent by Alice during Phase i. Additionally, Alice also computes her key
R4 in response to Alicecy1 (and gives R4 to Eve, in addition to S¢ and Weyq,
for post-application robustness). Similarly, Eve can also make C + 1 calls to Bob,
denoted Boby,...,Bobcy1, where each call Bob; expects as input the message that
Alice supposedly sent to Bob in Phase i. When i < C, Bob responds to such a
message with his own message in Phase i. When i = C 4 1, Bob computes his key
Rp (and gives Rp to Eve for post-application robustness). Clearly, the (C + 1) calls
to Alice must be made in order, and the same the (C + 1) calls to Bob. However,
a malicious Eve might attempt to interleave the calls in some adversarial manner to
make Bob accept. We say that Eve is synchronous if he makes his oracle calls in the
(“synchronous”) order Alicei, Boby, Alices, Bobs, ..., Alicect1, Bobcy1. We notice
that, without loss of generality, Eve always starts by making the Alice;() call, since
this call has no inputs Eve needs to provide. Namely, Eve must as well find out
the values Y7 first, and, if she wants, delay using this value until later. With this
convention in mind, we show that Eve must be synchronous in order to make Bob
accept.

LEMMA 6.12.

. 3C
Pr[Rp #L A Eve is not synchronous] < 5 (6.2)

Proof. As we said, we assume Eve always makes the call Alice; first. After that,
Eve makes C + 1 calls to Bob and C calls to Alice in some order. We claim that for
every 1 < i < C, Eve must make at least one call to some Alice; in between two
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successive calls Bob; and Bob;11. If we show this (with total failure probability from
Equation (6.2)), Eve must be synchronous, since the synchronous scheduling is the
only scheduling that starts with Alice; and has a fresh call to Alice between Bob;
and Bobs, Boby and Bobs, ..., Bobc and Bobc41.

Given 1 < i < C, let F; denote the event that Eve’s scheduling of calls made
two successive calls Bob; and Bob;1 without a fresh call to some Alice;, and Bob
does not reject after the call Bob;y1. We claim that Pr[F;] < 3/2°. The bound from
Equation (6.2) then follows by simply taking the union bound over all i. We consider
two cases:

Case 1: 1 < i < C. In this case, after the call Bob;(-,-) is made, Bob picks a
fresh seed W/, and returns it as part of the output. By assumption, Eve immediately
makes a call Bob;11(S},-), without any intermediate calls to Alice, and Bob rejects
it S} # Ext; s(X;W/). Thus, to establish our claim it is sufficient to show that
Pr[S] # Exty. (X;W/)] < 3/2°. Intuitively, the bound on Pr[F;] now follows from
the fact that Ext is a good (strong) (k’,27%)-extractor, since, conditioned on Eve’s
information so far, the s-bit value Exty. ¢(X; W/) is 275-close to random, and, hence,
cannot be predicted with probability better that 27° 4+ 27° (the third 27° is due to
Lemma 3.3, since our extractor is assumed to be worst case, and is not needed for
universal hash function extractors [11]).

A bit more formally, let E; be Eve’s view before the call to Bob; is made, and
E! = (E;,W],T!, L) be Eve’s view after the call to Bob; is made. We notice that E.
is a deterministic function of E} = (E;, Z]_1, R}) and W/, since L; = IrMACz, (W])
and T] = MACRg; (W;). Moreover, W/ is freshly chosen even conditioned on E;. Thus,
Pr[F;] < Pr[Eve(E}, W/) = Ext1_4(X; W/)], where W/ is independent of (X, E}). We
also note that Hoo(X|E;)) > k' + 14s, by Lemma 6.10, since E; is a function of E’.
Thus, Hoo (X |E}) > Hoo(X|E;) — |Z)_,| — |R)| > K + 145 — 45 — 85 = k' + 2s. Using
Lemma 3.3, Pres [Hoo (X |Ef = €}) > k'] > 1—27°, and the rest follows from the fact
that in this case (W}, Exty_(X;W/)) is 2~ *-close to (W/,U,), as mentioned earlier.

Case 2: i = (. In this case, after the call Bobo(-,-) is made, Bob picks a fresh
seed W/, and returns it as part of the output. By assumption, Eve immediately
makes a call Bob;y1(S¢, Wi, 1), without any intermediate calls to Alice, and Bob
rejects if S # MACZ/C(Wé_H), where Z}, = Exti v/ (X;W/). Thus, to establish
our claim it is sufficient to show that Pr[St, # MACz, (W¢, )] < 3/2°. Completely
similar to the previous case, we can argue that the value Z(, used by Bob is 21=5_close
to U, conditioned on Eve’s view so far. Moreover, the 27 %-security of MAC ensures
that, when the key Z[, is truly uniform, Eve cannot successfully forge a valid tag
MACz, (W(yq) of any (even adversarially chosen) message W¢; with probability
greater than 27°, completing the proof of this case as well. O

Therefore, from now on we assume that Eve is indeed synchronous. Moreover,
since Eve must make Bob accept, we assume Eve finishes the both left and right
execution (with the last call to Bobc41, hoping that Bob will accept). Also, by The-
orem 6.7, we have that (X1,---, X¢) is 270" close to a somewhere rate-0.9 source.
Thus, we will ignore the error and think of (X5, -+, X¢) as indeed being a somewhere
rate-0.9 source, as it only adds 27(%") <« 27° to the total probability of error. Also,
it is sufficient to show robustness and extraction for Bob properties assuming that
(X1,---,X¢) is an elementary somewhere rate-0.9 source, since (X1, --,X¢) is a
convex combination of elementary somewhere rate-0.9 sources. Hence, from now one
we assume that some “good” index 1 < g < C satisfies H, (Xg) > 0.9n'. We stress
that this index g is not known to Alice and Bob, but could be known to Eve. We start
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by showing that, with high probability, Eve must forward a correct seed W, = W, to
Alice in the “good” Phase g.
LEMMA 6.13. Assuming Eve is synchronous,

Pr[Rp #L A W, # W] < (6.3)

28
Proof. Let E;_; be Eve’s view before the call to Alice,. Note that X, is a

deterministic functlon of X, and (E;_;,Sy-1, L;) is a deterministic function of Eve’s
transcript E’. Thus, by Lemma 6. 10

HOO(X!]'(E;—I’S(] le ) 2 Hoo(Xg) — (7C = 3)s
0.9n" — (7C — 3)s
= (n'/2+ O(logn/)

)

> (n'/2+ O(logn’

2
=

+8s+ 0(1)) +s— (0.4n" — O(Cs +logn))
+8s+0(1)) +s

where the last inequality follows since n’ = poly(1/d)n > O(Cs + logn)). By
Lemma 3.3, with probability 1 — 27% over the fixings of £ ;,S, 1, L;, the min-
entropy of X, conditioned on these fixings is at least n’/2 + O(logn’) + 8s + O(1).
Notice also that the seed Yy is independent of E;_l, Sg—1, L;. Moreover, for the argu-
ment in this lemma, we will “prematurely” give Eve the value L; already after the call
to Alice, (instead of waiting to get it from the call to Bob,). Let us now summarize
the resulting task of Eve in order to make W, # W/, and argue that Eve is unlikely
to succeed.

After the call to Alicey, with high probability the min-entropy of X, conditioned
on Eve’s view is greater than n'/2 4+ O(logn’) + 8s + O(1), so that we can apply
the non-malleability guarantees of nmExt given by Theorem 6.2. Alice then picks a
random seed Y, for nmExt and gives it to Eve. (Synchronous) Eve then forwards some
related seed Y, to Bob, (and another value Sy _; that we ignore here), and learns some
message W, and the tag Ty of W, under key R = nmExt(X,;Y)) (recall, we assume
Eve already knows Lj from before). To win the game, Eve must produce a value
Wy # W, and a valid tag T, of W, under the original key R, = nmExt(X,;Y,).

We con51der two cases. First, 1f Eve sets Y, = Yy, then R, = R} is 27*-close to
uniform by Theorem 6.2. Now, if R, was truly umform by the one- tlme unforgeability
of MAC, the probability that Eve can produce a valid tag T, of a new message Wy #
W; is at most 27°. Hence, Eve cannot succeed with probability more that 27511 even
with R, which is 27°-close to uniform, implying the bound stated in the lemma (since
we also lost 27° by using Lemma 3.3 at the beginning).

On the other hand, if Eve makes Y # Y, Theorem 6.2 implies that A((R,, Ry),
(Umr, Ryy)) < 27°. Thus, the tag T, under Ry is almost completely useless in predicting
the tag of W, under (nearly random) R,. Therefore, by 2% security of MAC, once
again the probablhty that Eve can successfully change W, without being detected is
at most 275+ (giving again the final bound 3/2%). O

Now, we want to show that, once Eve forwards correct W, = W, to Alice in Phase
g, Eve must forward correct seeds W; = W/ in all future phases i =g+ 1,...,C. We
start by the following observation, which states that the derived keys Z/ _1 used by

Bob in IrMAC look random to Eve whenever Eve forwards a correct key Wl,l =W/_,
to Alice.
LEMMA 6.14. Assume Eve is synchronous, 2 < i < C, and Eve forwards a correct

value W;_1 = W/_, to Alice during her call to Alzcel. Also, let E; be Fve’s view after
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the call to Alice;(W;_1,-,-). Then

A2y, B, (U F)) < o (6.4)

Proof. Notice that E; = (E;—1,W/_,,T}_{,L}_,,S;-1,Y;), where E;_; is Eve’s
view after the call to Alice;_1. For convenience, we replace the two tags T}, L;_; of
W/ _, by the corresponding MAC keys R._,, Z!_,, respectively, since this gives Eve
only more information. Also, since W;_; = W/_,, we know that the value S;,_; =
Exty. s(X;Wi_1) = Ext1 s(X;W/_;). Recalling that Z/_| = Extsy1.s40(X; W/ 1),

and denoting “side information” by Ef = (E;_1, R} _,,Z!_,,Y:), it is enough to argue

% N 3
A((Ez ) i/—la Exty..s(X; Wi/—l)7 Extoti1.s40(X; Wi/—l)) ) (Ei 7Wz'/—17 Exty s(X; Wi/—l)v Ur)) < 9s
(6.5)

where we notice that E is independent of the choice of random W/ ;. In turn,
Equation (6.5) follows from the fact that Ext is (k’,27%)-extractor provided we can
show that Ho, (X|Ef) = k+s. Indeed, the first error term 2~ comes from Lemma 3.3
to argue that Pre:[Ho(X|E} =€) > k] > 1 —27°, and the other two error terms
follow from the triangle inequality and the security of the extractor (first time applies
on the first s extracted bits, and then on all s + ¢ extracted bits).

So we show that ﬁoo(X|E;“) >k+s.

Huo(X|E}) = Hoo(X|Ei_1, R} 1, Z]_5,Y)
> Hoo(X|Ei—1,Yi) — |Ri_y| — |Z]_,]
= Hoo(X|Ei_y) —m' — ¢
>k’ + 145 — 45 — 8s
=k +2s

where the first inequality used Lemma 3.4, the second equality used the fact that Y;
is independent of (X, E;_1), and the second inequality used Lemma 6.10, since E;_;
is deterministic function of E’. O

Next, we use Lemma 6.13 and Lemma 6.14 to show that, with high probability,
Alice and Bob must agree on the same key Z¢ = Z/, when they reach the last Phase
(C+1).

LEMMA 6.15. Assuming Fve is synchronous,

4C

Pr(Rp #L A Zo # Zg] < 5 (6.6)
Proof. Since Z¢ = Exty. . (X; We) and Z;, = Exty. o (X; W(), we get
Pr[Rp L A Zo # Z5) < Pr[Rp #L AWe # W)
< Pr[Rp AL A W, # W]
c
+ Y PrRp #L AWy =W/ A W; # W]
i=g+1
3
g; (C—l)'mePT[RB #J_/\Wi_lzwil_l/\ Wl?éWz/]
i>g

where the second inequality states that in order for We # W/, either we must already
have W, # W, (which, by Lemma 6.13, happens with probability at most 3/2%), or
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there must be some initial Phase i > g where W;_; = W/_ still, but W; # W/. Thus,
to establish Equation (6.6), it suffices to show that, for any Phase g < i < C,

4
PT‘[RB #l AN Wi—l = Wi/—l A WZ 7é Wz/] < ? (67)
Intuitively, this property follows from the unforgeability of IrMAC, since Eve must
be able to forge a valid tag L; of W; # W/, given a valid tag of W/ (under the same

K3

Zi_1 = Z]_4 since W;_1 = W/_;). The subtlety comes from the fact that Eve also
learns the v'-bit value 7] = MACg; (W), which could conceivably be correlated with
the key Z/_, for IrMAC. Luckily, since the tag length v of IrMAC is twice as large
as v’, Theorem 6.9 states that IrMAC is still unforgeable despite this potential “key
leakage”.

More formally, if Eve forwards a correct value W;_; = W/_;, both Alice and
Bob use the same key Z!_| = Z;_1 = Extsq1. s4¢(X; W/_;) to Ir'MAC during Phase
i. Moreover, by Lemma 6.14, we know that this key Z;_; looks random to Eve right
before the call to Bob;: A((Z]_y, E;), (Us, E;)) < 2, where E; is Eve’s view after the
call to Alice;(W;_1,-,-). After the call to Bob;, Eve learns the tag L) of W/, and
also a v'-bit value 7", which, for all we know, might be correlated with the key Z/_;.
Therefore, to argue the bound in Equation (6.7), it is sufficient to argue that Eve
can succeed with probability at most 27° in the following “truncated” experiment.
After the call to Alice;, the actual key Z/_; is replaced by uniform ZF , « U,.
Then a random message W/ is chosen, its tag L, is given to Eve, and Eve is also

allowed to obtain arbitrary v bits of information about Z* ;. Eve succeeds if she can
produce a valid tag L; (under Z} ;) of a different message W; # W/. This is precisely
the precondition of the second part of Theorem 6.9, where EIOO(ZZ‘_I\E) >l0— =
2v —v/2 = 3v/2. Hence, Eve’s probability of success is at most d2v—3v/2 = 27 v/2 =
a2~ <27°.0

We need one more observation before we can finally argue Bob’s extraction and
robustness. Namely, at the end of Phase C, (synchronous) Eve has almost no infor-
mation about the authentication key Z¢, used by the Bob (and Alice, by Lemma 6.15)
in the final Phase C' + 1.

LEMMA 6.16. Assume Ewve is synchronous, and let E{, be Eve’s view after the
call to Bobe. Then

A(Zts, B | Rp 1), (U, B | Ry #1)) < o (6.8)
Additionally, Hoo(X|(ElL, Z))) > k' + 10s.

Proof. The proof is similar to, but simpler than, the proof of Lemma 6.14. We no-
tice that Ej, = (Ec, W(, T, L), where E¢ is Eve’s view after the call to Alicec. For
convenience, we replace the two tags T(,, L, of W[, by the corresponding MAC keys

o+ Z¢_q, respectively, since this gives Eve only more information. Recalling that
Z{ = Exty_n (X; W), and denoting “side information” by Ef = (Ec, Ry, Z¢_4), it
is enough to argue

2
9s

N

A((EG, Wo, Bxtym (X5 WE)) 5 (Bo, We, Unr)) < (6.9)

where we notice that E, is independent of the choice of random W(.. In turn, Equa-
tion (6.9) follows from the fact that Ext is (k’,27%)-extractor provided we can show
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that H.o (X|EE) > k + s, where the extra error term 27° comes from Lemma 3.3 to
argue that Pres [Hoo (X|EE =€) 2 k] > 1—-27°,
So we show that floo(X|Eé) >k+s.

Hoo(X|EE) = Hoo(X|Ec, Ry, Z_1)
> Hoo(X|Ec) — |RG| = | 26|
= Hoo(X|Ec) —m' — ¢
>k +14s — 4s — 8s
=k +2s

where the first inequality used Lemma 3.4, and the second inequality used Lemma 6.10,
since E¢ is deterministic function of E’.

The final claim Ho(X|(Ef, Z¢)) = k' + 10s follows from Lemma 3.4 and fact
that Hoo(X|E}) > k' + 14s (Lemma 6.10) and |Z,| = m’ < 4s. O

Lemma 6.15 and Lemma 6.16 imply that, in order for the synchronous Eve to
have a non-trivial chance to make Bob accept, at the end of Phase C' Alice and Bob
must agree on a key Zc = Z[, which looks random to Eve. Moreover, X still has a
lot of entropy given Z;, and Eve’s view so far. Thus, to show both (post-application)
robustness and extraction for Bob, it is sufficient to show these properties for a very
simply one-round key agreement protocol, which emulates the final Phase (C' + 1)
of our protocol with Alice and Bob sharing a key Zo = Z, which is assumed to
be random and independent from Eve’s view so far. We start with post-application
robustness.

Post-Application Robustness: To cause Bob output a different key than Alice
in Phase (C' + 1), Eve must modify Alice seed Wecy1 to W, # Wy, and then
forge a valid tag Si; of W/, under the shared key Z¢ = Z(,. For pre-application
robustness, the unforgeability of MAC immediately implies that Eve’s probability of
success is at most 27%. However, in the post-application robustness experiment, Eve
is additionally given Alice’s final key R4 = Ext(X; Wey1). Luckily, since X has more
than k&’ + s bits of min-entropy even conditioned of the MAC' key Zc¢, security of the
extractor implies that that the joint distribution of Z- and R4 looks like a pair of
independent random strings. In particular, Eve still cannot change the value of the
seed W41 in Phase (C + 1), despite being additionally given Alice’s key R4, since
that key looks random and independent of the MAC key Z¢ = Z(..

Extraction for Bob: We just argued (pre-application) robustness of our pro-
tocol, which — for synchronous Eve — means that if Bob does not reject, then,
with high probability, he outputs the same key Rp = Ext(X;W(, ) as Alice’s key
R4 = Ext(X; Weq1). Thus, Bob’s extraction is implied by Alice’s extraction, which
was already argued in Lemma 6.11. Alternatively, Alice’s extraction can be seen
directly, as she chooses a fresh seed Wy and Hoo (X |Ef, Z¢) = k' + 10s.

This concludes the proof of Theorem 1.5.

7. Future Directions. There are several natural open questions. First, can
we give a non-malleable extractor which outputs even one bit for arbitrarily linear
entropy on? As far as we know, it is possible that our extractor works for lower
min-entropy (although the Cohen-Raz-Segev extractor [6] in full generality does not).
Second, can we achieve optimal round complexity (2 rounds) and entropy loss (O(s))
for post-application robustness even when k > n/2 (recall, we had to spend a third
round to achieve post-application robustness)? More ambitiously, can we achieve a
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fized-constant (e.g., 2 or 3) round protocol for weak secrets with arbitrarily linear
entropy 6n? In principle, this problem would be solved if an efficient non-malleable
extractor is constructed for entropy dn. Finally, can we generalize our techniques to
sublinear entropy?

Appendix A. Generalizing the Non-Malleable Extractor.

We now generalize our earlier results to show that we get a non-malleable extractor
even if M does not divide ¢ — 1. We still use the same function nmExt(z,y) =
h(log,(x +y)), with h : Zq_1 — Zps given by h(z) = x mod M.

THEOREM A.1l. There exists a constant ¢ > 0 such that for any n, k > n/2 +
logn + ¢, and m < k/2 —n/4 — ¢, if we let h be as above for M = 2™, then the
following holds. The function nmExt(z,y) = h(log,(x +y)) is a (k,&)-non-malleable
extractor for € = O(n2m+n/4=k/2),

The main ingredient in our proof is Rao’s generalization of Vazirani’s XOR lemma
[24].

A.1. A generalized XOR lemma. We now extend Rao’s generalization of
Vazirani’s XOR lemma. We need to modify his lemma because our output won’t
necessarily be uniform.

LEMMA A.2. For every positive integers M < N, the function h : Zy — H =
Zy defined above satisfies the following property. Let W, W' be any random wvari-
ables on Zy such that for all characters ¢,¢' on Zy with ¢ nontrivial, we have
| Eawv,wn[o(W)g' (W] < a. Then (h(W),h(W')) is O(aM log N 4+ M/N)-close to
the distribution (U, W'), where U is the uniform distribution on H which is indepen-
dent of W'.

To prove Theorem A.l assuming Lemma A.2, we set N = ¢ — 1, (W,W’) =
(log, (X +Y),log,(X+.A(Y))), and we condition on Y = y. Note that for ¢ an additive
character, the function x(x) = ¢(log,(x)) is a multiplicative character. Therefore,
Theorem 5.4 shows that (W, W')|Y = y) satisfies the hypotheses of Lemma A.2
for some a,, where E, y[a,] < a for a < ¢t/42'7F/2 < 9n/442=k/2 Thus, by
Lemma A.2, one finds that ((h(W), h(W'))|Y =y) is O(ay M log N + M/N)-close to
((U,h(W"))|Y =y) for every y. Since this expression is linear in «,, we conclude that
(h(W),h(W"),Y) is O(aM log N + M/N)-close to (U, h(W’),Y), as required.

We now turn to the proof of Lemma A.2. First note that Lemma 3.8 is a special
case. To handle % in the case that M /(g — 1), note that a character on a group G
has one Fourier coefficient |G| and the rest 0. We show that if the ¢1-norm of ¢ o h is
not much bigger than this, then we get the desired conclusion.

LEMMA A.3. Let G and H be finite abelian groups. Let (W, W') be a distribution
on G x G with |Eqy,wn[(¥, ") (W, W")]| < a for all nontrivial characters ¢ and all
characters '. Let h : G — H be a function such that for every character ¢ of H, we
have that

¢ © hller < bIG].

Then [|(h(W), h(W")) = (R(U), L(W")) [ < balH|.

Proof. Let g : H x H — C be the difference of distributions (h(W), h(W")) —
(h(U),h(W")), and let f : G x G — C be the difference of distributions (W, W’) —
(U,W'). By Lemma 3.8, we have ||| f]l¢=| < a. Let ¢ and ¢’ be any characters of H,
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with ¢ nontrivial. Then
19(6,6")| = (6, '), 9 = (W), h(W")) — (M(U), L(W")))]|
=[{(¢.¢) o h, f =W, W) — (U W)
((6:0") o h, F)I/IG?

/
)

< 16 ¢) 0 hllerl| Flle /1 G
<I(¢oh,¢ oh)|e - a/IGI.

But now

(G oh,d oh)|o =|(Goh, & oh)| < |60 hllal|d ohlle < (BG])|G.

d(6,¢")| < ba. When ¢ is trivial, as in Lemma 3.8, one
has g(¢, ¢') = 0. By (3.1), this implies ||g||,x < |H|ba, as required. O

We bound b using the following lemma by Rao, renormalized to our setting.

LEMMA A.4. Let M < N be integers, and let h : Zy — Zps be the function h(z) =
x mod M. Then for every character ¢ of Zys, we have ||¢ o h||p = O(N log N).

Thus, we may take b = O(log N) in Lemma A.3. Finally, we use the following
simple lemma from Rao.

LEMMA A.5. Let M < N be integers, and let h : Zn — Zp; be the function
h(z) =2 mod M. Then for U the uniform distribution on Zy, we have that h(U) is
2M/N-close to the uniform distribution on Zyy.
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