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Abstract To make e-society, e-governance and cloud computing systems be utilized more widely, this paper
proposes a scheme to collect attribute values belong to same data holders and calculate functions of them without
knowing correspondences between the attribute values and their holders or links among attribute values of same
holders. Different from most of other schemes the proposed scheme is based on linear Mix-net that exploits secret
key encryption functions such as linear equation based (LE-based) and multidimensional array based (MA-based)
ones, therefore it can handle real numbers that appear in many important business and engineering applications
efficiently in the same way as integers. In addition, anonymous tag based credentials used in the scheme ensure the
correctness of calculation results. Although the scheme can calculate only linear combinations of attribute values
when LE-based encryption functions are used, if they are replaced with MA-based ones, it can calculate also general
polynomial functions of attribute values.

Keywords: E-society, E-governance, cloud computing, privacy, homomorphic encryption functions, anonymous
tag based credentials

Cite This Article: Shinsuke Tamura, and Shuji Taniguchi, “Linear Mix-net and a Scheme for Collecting Data
from Anonymous Data Holders.” Information Security and Computer Fraud, vol. 2, no. 3 (2014): 39-47. doi:

10.12691/iscf-2-3-2.

1. Introduction

Data collection systems are ones that collect attribute
values belong to same data holders and calculate functions
of them, and by using these systems, government agencies
can quickly and correctly calculate taxes of citizens for
example. However, many people do not want such
systems because their all information are linked and may
be used for other purposes. Same difficulties exist in many
applications in e-society and e-governance systems. To
make e-society, e-governance and cloud computing
systems be utilized more widely, this paper proposes a
scheme that enables entities (e.g. servers in cloud
computing systems) to collect attribute values belong to
same data holders and calculate functions of them without
knowing links between attribute values and their holders
or among attribute values of same holders.

The above scheme can be developed by using Mix-nets
[2,4,5] as shown in Figure 1 that consist of data holders,
authority A, and mix-servers M;, M,, ---, My in the
encryption and the decryption stages. Here, each data
holder P owns its attribute values Xp(1), Xp(2), ---, Xp(Q),
and although each Xp(q) is disclosed by some reasons (e.g.
if Xp(q) is the amount of P’s deposit in a bank P must
disclose it to the bank) P wants to conceal the fact that
Xp(q) belongs to it from others including A and mix-
servers (actually, P must conceal also links among Xp(1), -
--, Xp(Q) because they are good clues to identify P). On

the other hand, A needs to calculate functions of attribute
values of same data holders and let data holders take
actions according to the calculation results (e.g. pay taxes).
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Figure 1. Configuration of a data collection system

To satisfy these requirements, mix-servers My, ---, My
in the encryption and the decryption stages repeatedly
encrypt individual attribute values and decrypt encrypted
function values respectively while disclosing their
encryption and decryption results publicly so that they can
convince others of their correct encryptions and
decryptions. An important things here are firstly
encryption functions are probabilistic (this means they
generate different encryption forms even for same plain
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texts) and secondly each M, shuffles its encryption or
decryption results before it discloses them. Therefore no
one can know the correspondence between attribute values
received by M; in the encryption stage and final
decryption results calculated by M; in the decryption stage
unless all mix-servers conspire.

In detail, each data holder P informs 1st mix-server M,
in the encryption stage of its g-th attribute value Xp(q)
without disclosing its identity, and provided that k;, is an
encryption key of My’s encryption function E(k,, x) for
each h, My, ---, My repeatedly encrypt each Xp(q) to E(kyx,
Xp(d)) = E(kn, E(kna, - E(ky, Xp(@)) --- )) while
shuffling their encryption results. After that, authority A
collects E(kns, Xp(1)), E(kns, Xp(2)), ---, E(kn+ Xp(Q))
that correspond to anonymous data holder P, and
calculates E(ky=, f(Xp(1), ---, Xp(Q))), an encryption form
of function value f(Xp(1), ---, Xp(Q)). Then, My, My.1, ---,
M in the decryption stage repeatedly decrypt each E(kys,
f(Xp(2), -, Xp(Q))) to f(Xp(1), ---, Xp(Q)) so that P that
owns Xp(1), ---, Xp(Q) can know value f(Xp(1), ---, Xp(Q)),
and finally A asks individual anonymous data holders to
take actions according to their function values.

But to implement this scheme the following difficulties
must be removed. The 1st difficulty is about the
anonymity of data holders, i.e. each data holder P must
convince 1st mix-server M; of its eligibility without
disclosing its identity. About the 2nd and the 3rd
difficulties, authority A must collect P’s encrypted
attribute values E(knx, Xp(1)), ---, E(kn+, Xp(Q)) from all
encryption results in the encryption stage, on the other
hand, P must identify its function value f(Xp(1), ---, Xp(Q))
from all decryption results in the decryption stage. The 4th
and the 5th difficulties relate to mechanisms to calculate
encryption form E(ky«, f(Xp(1), ---, Xp(Q))) and to ensure
mix-servers’ correct handlings of attribute values. Namely,
each encryption function E(kp,, x) must have specific
features to enable A to calculate E(ky«, f(Xp(1), ---, Xp(Q)))
from E(kn+ Xp(1)), ---, E(kn+, Xp(Q)). Also, even if some
entities behave dishonestly, A and data holders must detect
incorrect calculation results and identify entities liable for
them to re-calculate correct values.

Among these difficulties, the 1st difficulty can be
removed by anonymous authentication schemes [6,7,12],
in addition some of them can handle also the 2nd, the 3rd
and the 5th difficulties. But currently available schemes
are not practical for handling the 4th difficulty. Namely,
although simple ElGamal re-encryption schemes [4]
enable authority A to calculate encrypted weighted sum of
attribute values E(Kn+, a;Xp(1)+ -—- +agXp(Q)) as E(knx,
aXp(1))+ - +E(kn+, agXp(Q)) and recent fully
homomorphic encryption functions [8,9] may enable A to
calculate arbitrary function E(ky«, f(Xp(1), ---, Xp(Q))) as
f(E(kn= Xp(1)), ---, E(kn= Xp(Q))), they are designed for
handling integer values. Therefore they are not practical to
handle real number attribute values that appear in many
important business and engineering applications.

The scheme proposed in this paper exploits linear
equation based (LE-based) encryption functions [10] to
enable authority A to efficiently calculate weighted sums
of real number attribute values. A can calculate also their
general polynomial functions, when LE-based encryption
functions are replaced with multidimensional array based
(MA-based) ones [10] which are both additive and
multiplicative.

2. LE-based Encryption Functions

A linear equation based (LE-based) encryption function
considers information as integers or real numbers, and
encrypts an (H+G)-dimensional vector of integers or real
numbers X = {Xi, Xa, ===, Xu, f1, I3 -, fg } to (H+G)-
dimensional vector X« = {X«1, Xsp, ---, Xspsg} DY USINQ
secret (H+G)x(H+G)-dimensional coefficient matrix Q =
{05}, ie. X = QuXetQXot - HQXutQiuepnlit -
+0in+c)lc for each i [10]. Where, each x; constitutes a real
term that corresponds to information to be encrypted, on
the other hand, each ry is a random number secret of the
information holder and constitutes a dummy term.

Then, for an entity that does not know matrix Q it is
difficult to calculate X from X«; but when Q is known,
anyone can calculate X from X. by solving the linear
equations provided that Q has its inverse. Therefore,
coefficient matrices Q and Q™ work as an encryption and
a decryption keys. Here, it is apparent that encryption
function E(Q, X) is additive, i.e. provided that s and t are
real numbers and sX represents the product of scalar
number s and vector X, when X and Y are encrypted to,
E(Q, X) and E(Q, Y), sE(Q, X)+tE(Q, Y) is decrypted to
sX+tY. Also, because each x;, r, and elements of matrix Q
are not limited to integers, LE-based encryption functions
can handle real numbers in totally the same way as integers.

However the above additive feature introduces a serious
drawback, i.e. LE-based encryption functions are weak
against plain text attacks. When mutually independent
(H+G)-dimensional vectors Ayx, Agx, ===, Asgy~ are known
as encryption forms of known vectors A;, Ay, ---, Ansa,
because arbitrarily given (H+G)-dimensional vector X« is
represented as X« = Q1A+ - +0n:cAr+gys X+ Can be
easily decrypted to X = @A+ - +Qn+cAn+c Without
knowing coefficient matrix Q. Therefore, LE-based
encryption functions must be used in applications where
data are encrypted and decrypted by same entities, i.e. in
these applications entities that encrypt information do not
need to disclose at least dummy term values to others in
their plain forms and plain text attacks become difficult (it
must be noted that by various reasons real part values
must be disclosed in their plain forms in many
applications). Because entities that encrypt and decrypt
data are same, a fact that lengths of encryption keys are
prone to being long is not a disadvantage either.

LE-based encryption functions can be intensified
further by inserting secret dummy elements at random
positions in encrypted vectors, i.e. elements of encryption
form {X«1, Xso---, X«pig} and secret dummy vector {wix;,
Wy, ---, Wx } are merged while being shuffled to constitute
(H+G+L)-dimensional encryption form {X«'} = {Wx1, Wy,
X3 Wiz, X«1---, Wsxs} for example. As a consequence,
positions where X, X«p---, Xsg+n are located in {X.’} must
be determined in order to decrypt {X~’}. When L-dummy
elements {W.;, W---, Wx } are added to (H+G)-
dimensional vector {X«1, Xsp---, Xspsc}r Heg+LPH+c NUMber
of possibilities must be examined to remove the dummy
elements, and when (H+G) and L are set to 50, pig+LPH+c
i 100Ps0 > 2°%.

On the other hand, solving linear equations is not
difficult when the coefficient matrix is given. For example,
LU-decomposition [3] solves linear equations with
sufficient performance in terms of both computation speed
and accuracy. Computation speed is fast enough compared
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with that of modern asymmetric key encryption functions
such as RSA even the dimensions of coefficient matrices
are more than 100, also computation errors are small enough.

However, it is still easy to generate consistent
encryption forms even without knowing encryption keys.
By linearly combining known encryption forms, anyone
can generate consistent encryption forms of variety of data
without knowing the key as same as man in the middle
attacks in environments where public key encryption
functions are used. But many mechanisms are available to
remove these threats, e.g. implicit transaction links (ITLs)
[10] enable entities to detect forged encryption forms
without examining individual forms.

About the verifiability, although LE-based encryption
functions are secret key based, correctness of E(Q, x) can
be verified by using the additive property as follow.
Conceptually, entity V that verifies E(Q, x), encryption
form of x, generates arbitrary vectors {E(Q, T,), ---, E(Q,
Tm)} as a set of encryption forms of test values, and asks P,
which had calculated E(Q, x"), to decrypt them to {Ty, ---,
Tm}. After that, V calculates X = woE(Q, X )+w;E(Q, T+
--- +wW,E(Q, T,,) while generating random numbers wyg, wy,
----, Wy, secret from P, and asks P to decrypt X. Then,
because E(Q, x) is additive X must be decrypted to X =
WoX+W; Tyt - +Wy T if E(Q, X)) and E(k, Ty), ---, E(k,
Tm) are correct. But if they are incorrect, P that does not
know wg, Wy, ---, Wy, cannot calculate X from X.

Here, actually X, E(Q, x), E(Q, T4), ---, E(Q, Ts) in the
above are vectors, therefore P obtains multiple relations

about (m+1)-variables wg, w;, ---- Wy, which may enable
P to calculate wy, w;, ---- Wy, when m is small. But a slight
extension disables P to calculate wy, wy, ---- w,, even

when m is small. This means P does not need to disclose
numbers of plain and encryption forms pairs of test values.
P does not need to disclose dummy terms of vector X and
each test vector T; either; in other words, verification of
dummy terms has no meaning for V because they can
have any values without making real terms inconsistent.
Then, encryption function E(Q, x) can be protected from
plain text attacks even in environments where correctness
of numbers of encryption forms are verified.

3. Linear Mix-net

A scheme that enables authority A to calculate linear
combinations of attribute values belong to same data
holders without knowing correspondences between
attribute values and their holders can be developed by
linear Mix-nets as below [11]. As mentioned before, one
of advantages of linear Mix-nets is they use LE-based or
MA-based encryption functions and can handle real
numbers and integers efficiently totally in the same way.

Here, implementation of a re-encryption scheme based
on LE-based encryption functions E(kj, x), E(ky, X), ---,
E(ky, x) is straightforward, i.e. 1st mix-server M; encrypts
real number or integer x to z;-dimensional vector {x;(1),
x1(2), ---, x1(z1)} based on its secret coefficient matrix
{a:(i, )} and dummy terms, and merges it and dummy
elements {y:(z:+1), y1(z1+2), -, y1(z'1)} to construct z ;-
dimensional vector E(ky, X) = {Xi(1), X1(2), -, Xi(z )}.
Then 2nd mix-server M, adds dummy terms to {xl(l)
x1(z )} to construct z,- -dimensional (z, > z1) vector
(D), - xa(Z1), xa(Z'1+1), -, xa(z)}, encrypts it to

{X2(1), X2(2), -, %»(z2)} by calculating each x,(s) as a
linear combination of x;(1), ---, X1(z,) while using secret
coefficient matrix {qg.(i, j)}, and merges it and dummy
elements {y»(z,+1), Y2(2,+2), -, Y2(z'»)} to construct z -
dimensional vector E(ky, E(kiy, X)) = {Xx(1), X2(2), ---
X2(z»)}. Remaining mix-servers behave in the same way.
In the remainder, a linear Mix-net is configured based
on LE-based encryption functions, and notation E(Ky«, X)
is used to represent re-encryption form E(ky,, E(Kn.q, ---

E(ky, X) ).

3.1. Configuration of LE-based Linear Mix-net

In LE-based linear Mix-net, mix-servers are arrayed
also in the verification stage and numbers of mix-servers
in the encryption and the decryption stages are not equal,
i.e. it consists of data holders, authority A, mix-servers My,
---, Mz in the encryption and the verification stages and
My, ---, My (N < T) in the decryption stage as shown in
Figure 2. As same as in Figure 1 mix-servers in the
encryption stage repeatedly encrypt individual attribute
values, and based on the encryption results, authority A
calculates encrypted weighted sums of individual data
holders’ attribute values to be repeatedly decrypted by
mix-servers in the decryption stage. But different form
Figure 1 mix-servers in the encryption stage encrypt single
attribute value Xp(q) into multiple different forms, also
before entering the decryption stage mix-servers in the
verification stage decrypt individual encrypted attribute
values to convince others of their honest encryptions.
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Figure 2. Configuration of LE-based linear Mix-net



42 Information Security and Computer Fraud

Where, although each M, in all stages discloses its
encryption and decryption results publicly despite E(kp, X)
is weak against plain text attacks to prove its correct
handlings of attribute values, E(ky, X) is protected because
My in each stage shuffles its encryption or decryption
results. For an entity that does not know shuffling rules,
every possible input and output values pair of M is a
candidate of plain and encryption (or encryption and plain)
forms pair of E(ky, X), and provided that Q and ¥ are the
number of data holders and the dimension of vector E(ky,
X) respectively, gPy number of possibilities must be
examined for obtaining W-mutually independent plain and
encryption forms pairs (oPy is greater than 10°° when Q
=200 and ¥ = 100).

Figure 3 shows the data structure of data holder P’s g-th
attribute value Xp(q) that P puts in the encryption stage.
Attribute 1D and attribute parts correspond to g-th attribute
name lq (€.g. height of persons) and attribute value Xp(cf)
itself (e.g. height of a particular person P). About copy ID
part value d, P generates multiple copies for single Xp(q)
and d is the identifier of the d-th copy. The holder part
value Z"@9R & is calculated by P from publicly known
integer Z@ 9. as a used seal of P’s anonymous tag
based credential S(P, R) [12] (B is a publicly known
sufficiently large appropriate integer and notation 4 g iS
omitted in the remainder).

Arribute ID Copy ID Attribute Holder
part part part part
I d Xr(q) ZaOR g

Figure 3. Data structure of attribute values

In detail, for its g-th attribute value Xp(q), P shows D-
quadruplets Eo(Xp(q, d)) = {1y, d, Xp(q), Z@ 7} (d =, 1, 2,
---, D) to 1st mix-server M; to be encrypted repeatedly to
truRadlrUplets Ei(Xe(q, d)) = {lg d, E(ky, Xe(q)s), 2
) RU*E’ —, En(%p(@, d)) = {l d, E(kn, Xp(@)a), 2@
PREOY, ) Ex(Xe(q, d) = {lg, d, E(kr, Xe(q)), Z'@
IRUMY (d =, 1, 2, -, D) by My, -, My, ---, My in the
encryption stage where E(Kpx, Xp(q)d) represents a re-
encryption form of Xp(q) that is generated based on
dummy terms and dummy elements corresponding to copy
ID value d, therefore although E(Knx, Xp(Q)1), ---, E(Kps,
Xp(Q)p) are decrypted to same value Xp(q) they have
different forms.

About the verification stage, authority A collects
quadruplets E+(Xp(q, 1)), ---, Ex(Xp(g, D)), which are
calculated from Ey(Xp(q, 1)), ---, Eo(Xp(q, D)) in the
encryption stage corresponding to attribute value Xp(q), to
construct single triplet Ex(Xp(q)) = {lg, E(kr~ Xp(q)+),
Z @R MWAY that has the same structure as in Figure 3
except it does not include the copy ID part. Then, My, ---,
M; decrypt E+(Xp(q)) repeatedly to triplets E+.1(Xp(q)), ---,
Eo(Xp(q)). Important things are firstly E(krs, Xp(Q)«) in
triplet E1+(Xp(q)) is decrypted also to Xp(q), and secondly,
each mix-server My cannot identify the correspondence
between En(Xp(q, d)) in the encryption stage and E,(Xp(q))
in the verification stage for each d, in other words,
attribute and holder parts values in triplets E+(Xp(q)), ---,
E;(Xp(q)) have different forms from those in quadruplets
E+(Xp(a, d)), ---, Ex(Xp(a, d)).

Finally, the data structure of the weighted sum of P’s
attribute values X(P) = a;Xp(1)+ --- +agXp(Q) put in the

decryption stage consists of attribute part and holder part
values pair Ex(X(P)) = {E(kns, X(P)), ZR"MN™TY Its
attribute part and holder part values are aggregations of
those in 1st copies of re-encrypted quadruplets En(Xp(1,
1)), -, En(Xp(Q, 1)) in the encryption stage, i.e. E(Kyx,
X(P)2 = aE(kyy Xp(1))+ --- +agE(kn+, Xp(Q)1) and
ZRUNT = ZRUENT, D3 D1 Y Here, it must be noted
that authority A generates En(X(P)) from En(Xp(2, 1)), ---,
En(Xp(Q, 1)) instead of E7(Xp(1, 1)), ---, Ex(Xp(Q, 1)).

Under the above settings, first 3 difficulties in
Introduction are removed by anonymous credential S(P, R)
and holder part values of quadruplets in the encryption
stage and pairs in the decryption stage. In detail, to
register itself as an authorized entity, each data holder P
shows its exact identity to authority A, and A issues
integers Z¢ 9, . @9 (d = 1, 2, ---, D) and anonymous
credential S(P, R) that includes P’s secret unique integer R
to P. After that, P generates secret integer y(P, q),
calculates S(P, R)*™ 9, and shows S(P, R)*™ @ together
with Xp(q) to 1st mix- server M; in the encryption stag
At the same time, P calculates holder part value Z
from Z"% 9 for each d as a used seal of S(P, R) to be
mcorporated in each quadruplet Eq(Xp(q, d)) = {lq d,
Xp(q), Z'@ DR} where, anonymous credential S(P, R)
forces P to honestly calculate holder part value z@ 9%
from Z'@ 9 by using secret integer R in S(P, R). About
integers Z and r(q, d), Z is common to all attribute vales of
all data holders and publicly known, on the other hand, r(q,
d) is unique to g-th attribute values for each d and it is
secret from all entities including A and mix-servers.

Then the 1st difficulty is removed, i.e. anonymous
credential S(P, R) enables P to convince M; of its
eligibility without disclosing its identity or secret integer
R [12]. Here, P assigns different values to secret integers
y(P, 1), -, y(P, Q), also each holder part value Z"@9® js
constructed by integers Z, r(g, d) and R with the above
properties. Therefore entities other than P cannot identify
links among P’s attribute values Xp(1), ---, Xp(Q) even if
they examine credential forms S(P, RyY®?, - s(P, R)*®
9 or used seals Z'™ IR .. 7@ IR \When difficulties of
solving discrete logarithm problems are considered, to
know that the above credential forms or used seals are
calculated from same S(P, R) or R is computationally
infeasible for entities that do not know y(P, q), R or r(q, d).

About the 2nd and the 3rd difficulties, holder part value
Z'@ DR jn initial quadruplet EO(Xp(q, d)) is transformed to
Zr(q d)-R-u(1)-u(2)---u(N) — Zr(q d)-R-u*( by Ml, o MN in the
encryption stage as a holder part value of re encrypted
quadruplet En(Xp(q, d)), and before entering the
decryption stage, A asks mix-servers to calculate (Z"®
1) R-u*(N)\r(1, 1)-r(2, 1)---r(g-1, 1)-r(g+1, 1)---r(Q, 1) — ZR u*(N)-r(1, 1)-r(2, 1)---r(Q,

= ZRUMNT from 2@ VRN for each g. Therefore, value
ZR'”*(N)'r* becomes common to P’s all encrypted
quadruplets En(Xp(1, 1)), ---, EN(Xp(Q, 1)), and as a result,
to calculate pair Ex(X(P)) = {E(k, X(P)), ZZ*"™™} A can
collect En(Xp(1, 1)), ---, En(Xp(Q, 1)) despite that My, ---,
My shuffle their encryption results. Here, u(h) is mix-
server My’s secret integer common to all attribute values
of all data holders, and although no one knows each r(q, d)
mix-servers can calculate Z¥"" ™M™ from z'@ DRYN) a5 in
Sec. 3.2.3.

In the same way, A can collect all quadruplets E+(X(q,
1)), ---, Ex(Xp(q, D)) corresponding to Xp(q) to construct
triplet E+(Xp(q)) to be decrypted in the verification stage.



Information Security and Computer Fraud 43

Also, P can identify finally decrypted pair E o(X(P)) =
{X(P), ZR"" ™M™V in the decryption stage based on its
holder part value ZX*"™™V* 'j e provided that mix-servers
calculate z""™"™V" separately, only P that knows R can
calculate Z¥"™™V" i pair E"o(X(P)) from z""®N™V",
Moreover although R is P’s secret, P must calculate it
honestly as a used seal of its credential S(P, R).

In the above, unique integer r(qg, d) secret from all
entities can be generated easily. In detail, each M,
generates its secret inte%er r(g, d; h) and calculates Z@ %
Dr(, d; 2--r(@, d; h-1yr@ &) from Z'@ & D@ d; 2@ d; h-1)
received from M., to forward the result to M., so that
finally My can calculate Z"@ & D@ d 2@ & T) = 7r(a. o)
Namely, no one knows all r(q, d; 1), -, r(g, d; T) and
calculating r(g, d) from Z'@ 9 js a discrete logarithm
problem. Also uniqueness of r(q, d) can be maintained by
discarding r(g, d) to replace it with new one when mix-
servers had calculated same value Z'@ 9 before. Integers
u’(N), v" and r” are generated in the same way. Therefore,
no one can know values of r(q, d), u"(N), v" or r’, and as a
result, anyone including P itself cannot examine holder
part values to know the correspondence between P and
encrypted quadruplet En(Xp(g, d)) or between finally
decrypted pair E o(X(P)) and each Ex(X»(q, d)).

LE-based encryption functions and the verification
stage remove the remaining difficulties. Firstly, encryption
function E(ky=, X) is additive because each E(ky, x) is LE-
based. Therefore, authority A can calculate encryption
form E(kns, a1 Xp(1)+aXp(2)+ --- +agXp(Q)) from
encrypted attribute values E(ky«, Xp(1)1), E(Kn=, Xp(2)1), --
- E(kns Xp(Q)1) as E(kns, aiXp(1)+ --- +20Xp(Q)) =
E(kns, Xp(1)1)+ --- +E(kns, Xp(Q)1). Namely, the 4th
difficulty is removed if function f(x;, ---, Xg) is a linear
combination of attribute values X, ---, Xq.

About the 5th difficulty, mix-servers in the encryption
and the verification stages transform each attribute value
in different ways, i.e. corresponding to same attribute
value Xp(q), mix-server M, in the encryption stage
calculates quadruplet En(Xp(q, d)), and My, in the
verification stage calculates triplet E,(Xp(q)) so that no
one can identify the correspondence between them.
Therefore, if initial quadruplet Eo(Xp(q, d)) was
dishonestly transformed to E,(X's(q, d)) by M, in the
encryption stage, even My, in th(i verification stage cannot
replace E(ki, X'p(q)+) in En(X'p(q)) with E(ke, Xp(q)+)
that is finally decrypted to Xp(q), because it does not know
triplet E,(X'p(q)) corresponding to En(X'p(q, d)). This
means authority A can verify the correct encryption of
each Eqo(Xp(q, d)) by comparing Xp(q) in it and X'5(q) in
decrypted triplet Eo(X 5(q)) in the verification stage, i.e.
En(X'p(q)) is incorrect when Xp(q) # X'p(q). Here, data
holder P can identify triplet Eo(X s(q)) corresponds to it in
the same way as it finds pair E o(X(P)) in the decryption stage.

By exploiting, integers Z™ @ - Z'@ 9 verifiable
features of LE-based encryption functions and features of
anonymous tag based credentials, A and data holders also
can detect dishonesties in the decryption stage, identify
liable entities, and re-calculate correct results without
knowing secrets of honest entities, i.e. the 5th difficulty is
removed.

3.2. Behaviours of the LE-based Linear Mix-net

After quadruplets Eo(Xp(q, d)) = {l,, d, Xp(q), Z'@ 97}
(d=1, 2, ---, D) were disclosed publicly corresponding to

attribute value Xp(q) of anonymous data holder P,
individual mix-servers and authority A behave as below.
In the remainder, u«(h), v«(h) and wx(h) represent products
u()u(2)---u(h), v(N)v(N-1)---v(h) and w(A)w(N)w(N-1)--
-w(h), and as a special case v« = v«(1) and w« = wx(1).
Where, u(h), v(h) and w(h) are integers common to all
attribute values of all data holders and secrets of h-th mix-
server My, and w(A) is a secret integer of authority A and
common to all attribute values of all data holders.

3.2.1. Encryption Stage

1st mix-server M; in the encryption stage that picks
disclosed Eo(Xp(q, d)) = {lg, d, Xp(q), Z'@ PF} encrypts
Xp(q) to E(kl, Xp(q)c? by encryption key k;, calculates
M@ DRUD from M@ DR by using secret integer u(1), and
constructs quadruplet E;(Xp(q, d)) = {Iq, d, E(ky, Xp(9)q),
Z'@ DRUIY - Other mix-servers behave in the same way,
i.e. each My picks Ep.1(Xp(d, d)) = {lg, d, E(Kn-1y, Xp(0)a),
Z'@ DRI disclosed by M1, encrypts E(K-1y% Xp(q)d)
to E%kh* Xp(q)q) and calculates Z'@ ORu from z'@

) by its secret key k, and secret integer u(h), and
constructs Ex(Xp(q, d)) = {lg, d, E(ks=, Xp(q)a), Z@ 'R'“*<“>}
to disclose it publicly. As a result, Eo(Xp(qg, d)) received
by M; is finally transformed to En(Xp(q, d)) and E+(Xp(q,
d)) by My and My respectively, where each M, shuffles its
generating quadruplets of course.

Then, because no one knows all keys ki, ---, ky , ---, kt
nor integers u(1), ---, n(N), ---, u(T), anyone cannot link
Eo(Xp(q, d)) to En(Xp(q, d)) or Ev(Xp(q, d)) unless all mix-
servers conspire. Anyone except P cannot know links
among P’s attribute values Xp(1), Xp(2), ---, Xp(Q) either.
About encryption function E(k,, x), although each M,
shuffles its encryption results, anyone can obtain a plain
and encryption forms pair of E(ky, x). Namely, if an entity
calculates Xy ; and X;, as sums of all attribute part values
in quadruplets that My, receives and generates respectively,
{Xn.1, Xp} is a plain and encryption forms pair because
E(kn, Xx) is additive. But, My can protect E(k,, x) from
plaintext attacks because known pair is only {Xy.1, Xn}.

3.2.2. Verification Stage

After the encryption stage, authority A conducts the
verification stage to examine whether individual
quadruplets were honestly encrypted or not, and when
dishonestly handled quadruplets are detected it asks mix-
servers to carry out the encryption stage again while using
new secret values including encryption keys. Also, A
identifies dishonest mix-servers if necessary to replace
them with new ones as will be discussed in Sec. 3.4.2.
Therefore, the encryption stage eventually generates
correct encryption results.

To examine individual quadruplets, firstly authorlt%/
collects Ex(Xp(q, 1)) = {Ig, 1, E(kr=, Xp(q)y), Z"** R“*T;,
-, Ex(Xp(q, D)) = {lg D, E(kps, Xp(q)p), Z'® PR}
correspondmg to each attribute value Xp(q) of each data
holder P. Here, provided thatr(q, d; h) and r(q) represent
products r(q, 1; h)-r(q, 2; h)---r(q, d-1; h)-r(g, d+1; h)---r(q,
D; h) and r((a 1) r( 2)---r(q, D) respectlvely, each M
receives 2@ OREM 1l & 1@ & 21000 grom M., and
calculates Z"@ R (M@ & )1(@, & 2)—=1(q, G A-D1@ &)y yging

its secret integer r(q, d, h) to forward it to My.;. As a result,
M; calculates Z@ @R (DTG & V1@ & T) = 716 dRUD(@

D1(a, 216, ¢, ¢+)-1(a. D) = Z@RWM Therefore, A can
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collect En(Xp(q, 1)), -, En(Xp(q, D)) that include
Z'@RUM a5 their holder part values.

After that, each My (h <Y < N) calculates dpiE(Kr=,
Xp(@)1)+ - +anpE(kre, Xp(q)p)+E(Kr On(P, 4)) = E(Kr+,
dniXp(Q)1t+ - +dhpXp(A)o+0n(P, @) = E(Kr+, Xp(q; h)),
and A calculates {E(kr=, Xp(q; 1))+ --- +E(kt«, Xp(q;
YNDHY = E(ky«, Xp(Q)«). Here, dn, dpp, ---, dpp are real
numbers secrets of M;, and relation dy;+ --- +d,p = 1 holds,
and E(kys, 04(P, q)) is My’s secret encryption form of
value 0. Therefore each E(kr+, Xp(q; h)) is decrypted to
Xp(q). In addition, E(kr«, Xp(q)«) is also represented as
E(krs, Xp(@)«) = E(kr+, d1Xp(q)1+ - +dpXp(q)p+0+(P, 0))
for some real number coefficients dy, ---, dp that satisfy
di+ --- +dp = 1 (where E(kr+, 0«(P, q)) = {E(kr+, 01(P, q)+
- +0y(P, q))}Y), and this means E(ky«, Xp(q)«) is also
decrypted to Xp(q). But no one knows coefficients d;, ---,
dp or encryption form E(kr+, 0«(P, q)) because dp;, dp, ---,
dno and E(Kr«, On(P, g)) are known only to M,

About encryption form E(kr=, On(P, q)), each M, can

generate it by choosing data holders Pgyy, ---, Ps)
attribute 1Ds lqni), ---, lqpns) and copy IDs pairs {d1y, Aoy}

-, {dps), dpg} arbitrarily as its secrets and linearly
combining {E(Kr+, Xpgns)(Ans))dens))-E(Kr* Xpehs)(Tihs))dchs)) }
by its secret coefficients, i.e. E(Kr+, Xpgns)(Oins)ans)) and
E(kr~ Xpgns)(Ons))acns)) are encryption forms of same value
Xphs)(dhs)): My also  can identify pair  {E(kgx,
Xpns)(Ans)dtns): E(Kre, Xpgns)(dens))acns))} because they are
accompanled by same holder part value Z'@") Rt u*(M)

Then A generates secret integer w(A), and constructs
triplet Ex(Xe(q)) = {lg, E(krs, Xp(@)+), Z@FV MR 1o
disclose it publicly, and mix-servers My, ---, M in the
verlflcatlon stage repeatedly decrypt E+(Xp(q)) to Eo(Xp(q))
= {l, Xp(q), ZORUMYY In detail, each M, picks
En(Xp(@)) = {lg, E(Kn+, Xp(q)+), Z" @Ry we( 13 disclosed
by M1, decrypts E(kn= Xp(q)-) to E(khl)) Xp(9)-)
calculates Z@RuMwW ) = Zr@REMWEDWO) by ysing
key ki and integer w(h), constructs triplet En.1(Xp(q)) =
{lg, EKpayss Xp(q)s), Z@REMWOY "and discloses it to be
picked by M. As a consequence, M, generates decrypted
triplet Eo(Xe(a)) = {lg, Xp()), Z@ 0™y,

Here, although A and My, ---, M; shuffle their
calculation results, links among copies of quadruplets
E+(Xp(q, 1)), ---, Ex(Xp(q, D)) are revealed. Nevertheless,
P can preserve its privacy, i.e. they are encryption forms
of same attribute value Xp(q). Also, mix-servers can
protect their encryption functions from plain text attacks
despite anyone can obtain plain and encryption forms pair
{0, E(kr+, 0)} as above, i.e. no one knows its dummy term
values.

<Detecting dishonesties in the encryption stage>

In the above, because no one knows coefficients dq, ---,
dp, encryption form E(ky«, 0«(P, q)) or integer wx(h),
anyone cannot link triplet Ex(Xp(@)) = {lg, E(Knx, Xp(q)),
Z@RUMwihty 4o correspondlng quadruplet En(Xp(q, d))
= {lg, d, E(kp=, Xp(Q)q), Z'@ PR MY This means if initial
quadruplet Eq(Xp(g, d)) is dishonestly encrypted to
E+(X5(q, d)) in the encryption stage, any M, in the
verification stage cannot modify corresponding triplet
En(X5(q)) to En(Xp(q)) so that it is finally decrypted to
Eo(Xp(@)) = {lg Xp(q), Z@RTMWY (actually, 1st mix-
server M, can do as will be discussed later).

Authority A detects dishonesties in the encryption stage
by using this property. In detail, firstly A requests mix-

servers to calculate integer Z' @Y MY" for each q to
disclose it publicly. After that for each g, each data holder
P calculates used seals Z"@ VR and Z@RMW" of jtg
credential S(P, R) from Z'@ Y and Z‘@*"(M"" and based
on Z"@ YR and Z@RUMW finds Eo(Xp(q, 1)), i.e. 1st copy
of the initial quadruplet corresponding to attribute value
Xp(q), and triplets Eo(Xp(q)) in the verification stage.

Then, P shows initial quadruplet and decrypted triplet
pair <Eq(Xp(, 1)), Eo(X p(1))> to A while convincing A of
its ownership of the pair by used seals Z@ PR and
Z/ @R and A determines pair <Eq(Xe(q, 1)) = {lg, 1,
Xe(a), 2 IR}, Ef(X'o(@)) = {Ia, X (@), Z9FE MY s
inconsistent, i.e. at least one copy EO(Xp(q, d)) was
dishonestly handled, when Xa(q) #X'p(q). Here,
correctness of Xp(q) in Eo(Xp(q, 1)) is ensured because P
shows Xp(q) to M; in its plain form. About privacy
preservation, P must report pairs separately and without
disclosing its identity of course.

A also can force all data holders to report their all pairs,
i.e. when no one appears as the holder of pair <Eq(Xp(q,
1)), Eo(Xp(q))>, it asks all data holders to calculate used
seals of their credentials from z"@ % and Z‘@Y" MW" \while
disclosing their identities as will be discussed in Sec. 3.4.3.
In a case where mix-servers transform holder part value
Z'@ DR in Eo(Xp(q, d)) to an invalid value P cannot
identify its decrypted triplet in the verification stage, but
even in this case A can detect the dishonestly handled
quadruplet as Eo(Xp(q, 1)) that is not paired with any
triplet.

In the above, mix-servers My, ---, Mt can calculate
2O MW a5 same as Z @RV (M at the beginning of this
subsection. Namely provided that r(g; h) represents

product r(cg 1; h)- r( 2 ?rg D; h), each M, calculates
pAUCORICHE 1(g; 1)1 u(2) u(2)u(h- l)u h)}-{w(A)- W(l) W(2)----w(h-

DwWO}  from  zU@ 1)----r(q: h-1)}-{u(L)--—u(h-1}{w(A) w(l)-—w(h-1)}
given by M, to forward it to My, so that finally Mt
calculates  ZU@ D@ THu@-uMMHWA WO--w(T} =
Z@u MW" Here  although P knows integer R, it cannot
identify triplet Ej(X lg, E(Knr, Xp
Zr(q)-R-u}*/(T)-w*(hel)} basgg grgq%){rm:l {q‘?w)}{u 1)( () Aggv)?
WM disclosed by My, for h > 1, because r(q; 1)----r(q;
h)u(2)----u(h)w(A)w(1)----w(h) and r(q)u=(T)ws«(h+1) are
different.

About privacy of data holder P, P is anonymous, and
because it reports pairs <Eqo(Xp(1, 1)), Eo(Xp(1))>, ---,
<Eo(Xp(Q, 1)), Eo(Xp(Q))> separately, anyone other than P
cannot know links among Xp(1), ---, Xp(Q). Although
Eo(Xp(q)) includes plain attribute value Xp(q), Xp(q) is
publicly known from the beginning.

<Dishonest 1st mix-server M;>

1st mix-server M; in the encryption stage can encrypt
Eo(Xp(q, d)) dishonestly while making triplet Eq(Xp(q)) in
the verification stage include consistent attribute value
Xp(q). For example, provided that X s(q) is a unique value,
even if My dlshonestly encrypted Eq(Xp(q, d)) = {lg d,
?) 2@y to Ey(Xp(q, d))= {lg, d, E(ks, X p(@)), 2@
'} in the encryption stage for each d, because X p(q)
is unlque it can identify incorrect triplet Eo(X 5(q)) = {lg
X"p(q), ZORUMWY in the verification stage and replace
X's(q) in it with Xp(q) to produce correct decrypted triplet
Eo(Xp(q)) = {lg, Xp(), Z@T WY,
To disable above dishonesties, in other words, to
convince others that M, is honest, after completing the
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verification stage, A discloses its secret integer w(A) and
asks mix-servers My, M,, ---, My (Y < N) to disclose their
encryption keys ki, ko, ---, ky, and secret integers u(1),
u(2), ----, u(y), w(l), wW(2), ---, w(Y). Namely, by the
disclosed information, anyone can confirm M, is honest.
On the other hand, encryption keys Ky.q, ---, Ky, ---, kt and

integers u(Y+1), ---, u(N), ---, u(T), w(Y+1), ---, w(N), ---,

w(T) are still secrets of My.4, ---, My, therefore secrets of
honest data holders can be preserved. Also, A and mix-
servers replace secret integers w(A), u(1), ---, u(T), w(1), -
--, W(T) and encryption keys ki, ---, kt with new ones for
handling new sets of attribute values.

About last mix-server M, if it conspires with authority
A, it also can encrypt Et;(Xp(q, d)) to Er(X'p(q, d))
dishonestly and decrypt Ex(Xp(q)) to E1.1(Xp(q)) that is
finally decrypted to correct value Xp(q), but incorrect
E+(X'p(q, d)) does not affect the final calculation results
because Mys1, Mys2, ---, Mg are not involved in the
decryption stage.

3.2.3. Calculating Encrypted Weighted Sums of
Attribute Values

To calculate encrypted weighted sums of attribute
values corresponding to individual data holders, provided
that ry(h) and r~ represent products {r(1, 1; h)-r(2, 1; h)---
r(g-1, 1; h)-r(q+1, 1; h)---r(Q, 1; h)} and {r(1, 1)-r(2, 1)---
r(Q, 1)} respectively, authority A asks mix-servers My, ---,
M- to transform the holder part value of each quadruplet
En(Xp(@, 1)) = {lg, 1, E(knx, Xp(@)1), Z'@ DM} from
7@ RN 4 ZqR (N)", i.e. each M, calculates Z'®
DRUN)ra(1)1a@)--1a(h-1)1a() oy Z @ DRUN)ra() a2 ra(h-1)
received from M, to forward the result to My,
Therefore, finall?/ M; calculates Z'@ DRUMNTG@-r4M) —
ZRU ML D-1Q D) = ZREMNT and same value ZRY ™M™ s
assigned to P’s quadruplets En(Xp(1, 1)), ---, En(Xp(Q, 1))
as their holder part values. Then, A can collect En(Xp(1,
1)), ---, EnCXp(Q, 1)) from all quadruplets disclosed by
My to calculate the encrypted weighted sum of P’s
attribute values as E(kyx, X(P)) = E(kn+, a;Xp(1)1+ ---
+aoXp(Q)1) = a1E(Knx, Xp(1)1)+ --- +agE(kn+, Xp(Q)1) and
to construct pair E y(X(P)) = {E(kn+, X(P)), ZF"""}.

3.2.4. Decryption Stage

In the decryption stage, mix- servers My, Moty - My
repeatedly decrypt palr E N(X(P)) to E na(X(P)) = {E(k
ey X(P)), ZE T, Ena(XP) = {Elkpze, X(P)),
ZRUNITVINIY L ET(X(P)) = {X(P), ZRNTY Here,
although each M, shuffles its decryption results A can
verify correct decryptions of E"y(X(P)) partially without
knowing secrets of mix-servers by exploiting additive
feature of each E(ky, x). Namely, if A calculates sums of
attribute part values in all pairs received and generated by
My as Xy and X1 respectively, both X, and X;.; must be
encryption forms of X, weighted sum of all attribute
values of all data holders. This means {Xn.1, Xn} is a plain
and encryption forms pair of E(k,, x), and additive (as a
result verifiable) feature of E(k, Xx) enables A to force
mix-servers to decrypt pairs so that sums of their
decrypted attribute part values coincide with X even if
they decrypt individual pairs dishonestly.

About encryption function E(kp, xX) of each mix-server
My, because M, shuffles its decryption results, no one
other than My, can identify plain and encryption forms pair
{E(kp-1y~ X(P)), E(kn+, X(P))} except the above pair {Xp.1,

Xn}. Therefore, My, can protect E(ky, x) from plain text
attacks also in the decryption stage.

Nevertheless, data holder P can find its pair E o(X(P)) =
{X(P), ZF""N™V o take actions for the pair. Firstly, A
asks mix-servers to calculate 2“"™™"" in the same way as
in Sec. 3.2.3. Then, each P calculates (Z""™™v"®
ZRUNTVT from 2NV pased on integer R in its
credential S(P, R), finds pair E'o(X(P)) according to
ZRU NV and convinces A of its ownership of E o(X(P)).
Where, although P is anonymous, A can confirm P’s
ownership of pair E'o(X(P)), because P must calculate
ZRU NV honestly as a used seal of S(P, R).

3.3. Detecting Dishonesties

In the encryption stage, data holder P puts its initial
quadruplet Eq(Xp(q, d)) = {lg, d, Xp(q), Z'* ?*} honestly,
because P shows Xp(q) in its plain form and it calculates
Z'@ IR from 7@ 9 as a used seal of its credential. This
means P cannot behave dishonestly in any stage. Also, the
verification stage ensures that mix-servers in the
encryption stage eventually generate correct encryption
results. Therefore, remaining dishonesties to be detected
are ones in the decryption stage, i.e. each mix-server My
may replace elements of pair E (X(P)) with those of other
pair E(X(P+)) and may simply decrypt E n(X(P))
incorrectly.

Provided that volume of duties P must accomplish
increases (or decreases) when weighted sum of P’s
attribute values X(P) increases, authority A can easily
detect above dishonesties as below. Namely as mentioned
in the previous subsection, each mix-server My, in the
decryption stage must decrypt each pair E,(X(P)) it
receives from My, so that Xy, sum of attribute part
values in all pairs it generates, is finally decrypted to X,
the weighted sum of attribute values of all data holders.
Therefore, if dishonesties bring any benefit to a data
holder some other data holder necessarily suffers loss. For
example, if X(P+) is the amount data holder P~ must pay,
when X(P-) becomes less than the actual value, for at least
one other data holder P, weighted sum of its attribute
values X(P) becomes larger than the actual value. As a
result, P claims decrypted pair E o(X(P)) is incorrect. It is
also possible to endow each P with the ability to
automatically notice A that E'o(X(P)) is incorrect by
distributing adequate computer programs to data holders.

Also, each data holder P must appear to take actions for
E"o(X(P)) as will be discussed in Sec. 3.4.3, although X(P)
in it may not be correct. Here, M;, may transform a holder
part value of E",(X(P)) = {E(Kns, X(P)), ZZU MV jn
the decryption stage to an invalid value or to the one
corresponding to data holder P. different from P. But
decrypted pairs accompanied by invalid holder part values
are detected as the ones of which holders cannot be
identified by the procedure in Sec. 3.4.3. In the latter case,
some data holders claim that weighted sums of their
attribute values are incorrect.

3.4. Identifying Dishonest Entities

3.4.1. Dishonest Mix-servers in the Decryption Stage

When authority A determines some decrypted pairs
include invalid holder part values or some data holders
claim that decrypted pairs corresponding to them are
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incorrect, A can identify liable entities and re-calculate
correct pairs without knowing secrets of honest entities. In
the following, pair E"5(X"(P)) = {X"(P), Z**""™™ "} in the
decryption stage is assumed incorrect, i.e. it is a pair that
includes an invalid holder part value or that is claimed as
inconsistent by anonymous data holder P.

To identify mix-servers liable for each incorrect pair
E"o(X"(P)), authority A requests mix-servers My, ---, My, to
prove their correct decryptions. In detail, M; finds pair
E (X' (P)) = {E(ky, X (P)), ZR" ™™V @Y that corresponds
to Eo(X (P)), and A confirms that M, certainly had
received E";(X"(P)) from M, in the decryption stage and
Eo(X"(P)) is the correct decryption form of E (X (P)). In
the same way, each M, finds pair E (X' (P)) = {E(Kkux,
X'(P)), ZRWMNTV*DY corresponds to Eha(X'(P)) =
{E(Kny~ X (P)), Z¥"MN T} forwarded by M4, and A
conflrms Mh certainly had received E (X (P)) from My
and E’o(X'(P)) is the correct decryption form of
E"W(X"(P)). Namely, M, is dishonest when E(X(P)) that
is decrypted to E’,.,(X"(P)) does not exist.

Here, A can examine the consistency of pair
<E"(X"(P)), E".1(X(P))> without knowing secrets of M.
Namely, consistency of attribute part values E(ky+, X (P))
and E(Kg-1y- X"(P)) can be verified because E(kp, X) is
additive and verifiable (moreover, encryption keys of M,
---, My are disclosed as in Sec. 3.2.2). About holder part
values, pair {ZRV NVt - ZRUEN TV s consistent if
ZRUMNTVO) s calculated from ZREMNTVEHD By ysing
My’s secret integer v(h) that is common to all attribute
values of all data holders. Therefore, when A calculates
product of holder part values in all pairs My, had generated
in the decryption stage as Z.X ™™™ for each h and
defines Z_Bﬂu*(N)-r*-v*(h) — Z*R*‘u*(N)-r*'v*(h)/ZR‘u*(N)-r*‘v*(h), along
the scheme of Diffie and HeIIman [1], it can determine
pair {ZRUMTVihH) o ZREMN VY s consistent  if
ZRUNTVE) - gpg Z RO "*() are calculated as
(ZR-u*(N)-r*-v*(h+1))v(h) and (Z_R u*(N)- r*-v*(h+1))v(h) by same
unknown integer v(h).

In the following notations Zp(h+1? Z.(h+1), Zp(h) and
Z.(h) represent ZR‘u*(N)‘r*-\/*(h+l 7 RUH(N) P v( h+1)
ZR‘u*(N)-r*ﬂv*(h) and Z_B-u*(N)-r*-v*(h)

ZRU N TvEinD) - ZRUEN VMY s consistent if relations
Zo(h+1)'™ = Z,(h) and Z.(h+1)"™ = Z.(h) hold for same
unknown v(h). Also it must be noted that Zp(h+1)Z.(h+1)
= RNV Then to confirm relations Zp(h+1)'™ =
Zo(h) and Z.(h+1)'™ = Z(h), A generates its secret
integers &, &y, s, calculates pairs {Zp(h+1)", Zp(h)'},
{Z.(h+1)%, Z ()}, {(Ze(h+1)Z (h+1))*, (Ze(h)Z.(h))*},
and shows Zp(h+1)*, Z.(h+1)%, (Zp(h+1)Z.(h+1))* to M,
After that M, calculates (Zp(h+1)™)"® (Z (h+1)%)"®,
{(Zp(h+1)Z.(h+1))>*}'™ from them and its secret integer
v(h), and finally A confirms that Zp(h) and Z.(h) were
calculated by same v(h) if relations (Zp(h+1)*)"®
Zo(h)®,  (Z.(h+1)%)'® Z()? and {(Ze(h+1)Z.
(h+1))*3'® = {Zo(h)Z.(n)}** hold.

In the above, even if My, had calculated Zp(h) and Z (h)
as Zp(h+1)* and Z.(h+1)'™ respectively while using
different integers A and v(h), it still can satisfy relations
(Zo(h+1)™Y* = Zo(h)® and (Z.(h+1)°3)“™ = Z_(h)* despite
it does not know &, or 8,. But according to the difficulty of
solving discrete logarithm problems, it cannot find integer
A~ that satisfies relation {(Zp(h+1)(Z.(h+1))*}"" = (Zs(h)Z.
(h)® = (Zp(h+1)"Z.(h+1)"™)*, because it cannot represent

respectively, therefore palr

Zp(h+1) or Z.(h+1) as a function of Z.(h+1) or Zp(h+1)
respectively.

Then, once M, was identified as dishonest, M, ---, M;
must honestly decrypt E'w(X(P)) to generate correct
decrypted pair E"o(X(P)) = {X(P), ZR"" ™M™} (because A
can verify correct decryption of M, as above). About data
holder P, it can conceal the correspondence between X(P)
and it because it is still anonymous. But it must be noted
that to protect E(ky, x) from plain text attacks (in other
words not to disclose many plain and encryption forms
pairs) A can examine only predefined number of incorrect
decrypted pairs even if many decrypted pairs are
determined as incorrect as will be discussed in Sec. 3.4.2.
In addition, in cases where last mix-server My is dishonest,
incorrect pair <E \(X(P)), E n..(X"(P))> is disclosed, and
corresponding data holder P may obtain plain and
encryption forms pairs {Xp(1), E(kns, Xp(1)1)}, ---
{Xp(Q), E(kn+, Xp(Q)1)}, i.e. P knows its attribute values
Xp(1), -, Xp(Q) and can know encrypted quadruplets
En(Xp(1, 1)), ---, EN(Xp(Q, 1)) as A collects them to
calculate E'\(X(P)). Despite E(ky, X), ---, E(kn, X) are
weak against plain text attacks, still they can be protected
because the number of disclosed pairs is not large except
cases where many attribute values are assigned to each
data holder. But when individual data holders have many
attribute values A must carry out all stages again as below.

Namely, when A cannot identify dishonest mix-servers
among M, My, -, My (U < N), it conducts all stages
again from the encryption stage while arraying mix-
servers in the different order so that Mys1, My, --—-, My
are allocated before M;, M,, ---, My in the encryption
stage. Then, if My behaves dishonestly again A can
identify it without worrying about the disclosure of
numbers of pairs {Xp(1), E(kn+, Xp(1)1)}, -, {Xp(Q),
E(kn+, Xp(Q)1)}. Fortunately, usually authority A or mix-
servers do not behave dishonestly, because they are not
anonymous, their dishonesties are necessarily revealed
and they cannot continue their businesses after their
dishonesties are revealed. This means that in actual
applications authority A can conduct all stages again from
the start without degrading the performance. Another
fortunate thing is data holders are not required to put their
attribute values again to re-conduct individual stages.

3.4.2. Dishonest Mix-servers in the encryption and the
verification stages

As in Sec. 3.2.2, authority A conducts the encryption
stage again when initial quadruplet Eo(Xp(g, 1)) is not
paired with any triplet in the verification stage or some
data holder P claims pair <Eqo(Xp(q, 1)), Eo(X p(q))> is
inconsistent. But if A wants to remove dishonest mix-
servers or replace them with new ones, it must identify
dishonest mix-servers. A can identify dishonest mix-
servers in the encryption and the verification stages
without knowing secrets of honest entities as below.

Provided that pair <Eo(Xp(q, 1)), Eo(X's(q))> is
inconsistent or Ey(Xp(g, 1)) is not accompanied by any
triplet, to identify dishonest mix-servers, firstly 1st mix-
server M; encrypts Eo(Xp(q, 1)), ---, Eo(Xp(q, D)) to
E:1(Xp(q, 1)), ---, E1(Xp(qg, D)) by using secret parameters
that it had used in the encryption stage. In the same way,
each M, encrypts quadruplets Ey.1(Xp(q, 1)), ---, En1(Xp(q,
D) forwarded by M., to En(Xp(q, 1)), ---, Ex(Xp(g, D)) to
forward the result to M., and My is determined as
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dishonest if it cannot show consistent pair <E;,.1(Xp(q, d)),
En(Xp(a, d))>.

Authority A identifies dishonest mix-servers in the
verification stage in the same way. Here, A can verify
My’s correct encryption of E,i(Xp(q, d)) and correct
decryption of E,(X p(q)) without knowing secrets of M, as
same as in the decryption stage. But when the number of
inconsistent pairs is large, many plain and encryption
forms pairs are disclosed. Therefore, A examines only
predefined number of inconsistent pairs even if many pairs
are inconsistent as same as in Sec. 3.4.1. Namely, after
identifying dishonest mix-servers based on the limited
number pairs, it conducts the encryption and the
verification stages again, and identifies remaining
dishonest mix-servers if exist. Here, re-executions of the
stages do not degrade the performance in actual
applications because usually A or mix-servers do not
behave dishonestly as discussed previously.

3.4.3. Data Holders without Responses

In the decryption stage, authority A can force each
anonymous data holder P to honestly report decrypted pair
E"o(X(P)) = {X(P), ZXF""™ ™"} corresponds to it as below.
A in the verification stage also can force each P to report
pair <Eo(Xp(q, 1)), Eo(Xp(q))> honestly in the same way.

When no one appears as the holder of pair E o(X(P)),
conceptually, A asks all registered data holders to
calculate used seals of their credentials from value
2" NV “which is calculated by M, ---, My as same as
ZRUMNT™ 0 Sec. 3.2.3, while disclosing their identities,
and identifies P that calculates (Z“"™"™"")R as the holder.
Namely, only P that knows R in credential S(P, R) can
calculate holder part value ZR""™™V" in E"y(X(P)) from
2NV and P must calculate it honestly.

But if honest data holder P; calculates (2"
because P; is disclosing its |dent|ty A can know that pair

E o(X(P; )) = {X(P)), ZFOw My belongs to P; despite P,
is honest. Therefore instead of (z*"™™")R0), P calculates
used seal ("™ ™V 1RO while generating its secret integer

In detail, P; calculates pair {Z.* = Z"MW™%, Zpk =
ZR U*(N)-r*-v* H} from Z. = 7Y *(N)-r-v* and Zr ZR u*(N r*v*
and calculates used seal (Z.*)*? to show it with pair{Z.",
Zg"}, after that A compares (Z)?? and Zg". Then, P;j can
conceal the correspondence between it and E (X(P )
because P; did not calculate (Z")RO pbefore.

Here, A can confirm that P; used same p for calculating
Z.! and Zg" without knowing p as same as in Sec. 3.4.1
[12]. But it must be noted that different from pair
{ZRUM D) 7 REN VDY iy Sec. 3.4.1, P that
knows its secret integer R can calculate Zy in pair {Z«, Zr}
as a function of Z., i.e. Zz = Z.". Therefore, when P
defines integers p~ and L, arbitrarily, calculates p; as py =
(R+1)p+-Ry, and reports pair {Z:"*, Zg"?} instead of {Z.*,
Zr'}, for 2%, Zg* and (Z-Zg)™ that A calculates by using
its secret integers 81, 8,, 63, P can show consistent values
(Z Sl)ul (Z SZ)LLZ and {(Z*Z )83}u* Namely, (Z*Sl)pl —
Z*ulﬁl (Z 02)p2 Z §2:62 and {(Z*ZR)()}}M {(Z*R+1)53}H* -
(Z u1+R p2)b3 (Z plZ u2)b3.

To disable P to use relation Zg = Z.*, A defines integer
f and examines consistencies of 2 pairs {B", Z+"} and {B",
Zg"}. Then, because P cannot represent P or Z« as a
function of Z« or B, P must calculate p* and Z+* by using
same integer p. In the same way, P must calculate p* and
Zg" by using same integer p, as a consequence, A can

Mrv*)RG),

convince itself that Z." and Zg" were calculated by same
integer p.

4. Conclusion

As above, linear Mix-nets based on LE-based
encryption functions can calculate linear combinations of
real numbers owned by same data holders while
preserving privacies of data holders and protecting
encryption functions from plain text attacks. Here, it is
apparent that linear Mix-nets can have totally the same
features even if MA-based encryption functions are used
instead of LE-based ones. Therefore, when LE-based
encryption functions are replaced with MA-based ones
which are both additive and multiplicative, they can
calculate also general polynomial functions of attribute
values.

About dishonesties of relevant entities, proposed linear
Mix-net successfully detects inconsistent encryption and
decryption results, and identifies dishonest entities to
generate correct results without disclosing secrets of
honest entities. An advantage in handling dishonesties is
data holders cannot behave dishonestly. Therefore,
together with the fact that authority A or mix-servers do
not behave dishonestly usually (because they are not
anonymous and their dishonesties are necessarily
revealed), procedures including re-executions of stages for
identifying dishonest entities and re-calculating correct
encryption and decryption results do not degrade the
performance in actual applications.
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