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Abstract server aravhat are the security-sensitive operations to be

mediated?andwhere in the server’s source code are these

This paper presents an approach to statically retrofit operations performed™ current practice, these questions
legacy servers with mechanisms for authorization policy are answered manually. A team of software engineers in-
enforcement. The approach is based upon the obser-spects the code of the server to determine locations where
vation that security-sensitive operations performed by a security-sensitive operations are performed, and places ap-
server are characterized by idiomatic resource manipula- propriate authorization checks guarding these locations.
tions, called fingerprints. Candidate fingerprints are auto- Not surprisingly, this process is time consuming and er-
matically mined by clustering resource manipulations using ror prone L8, 32]. For example, it took almost two years
concept analysis. These fingerprints are then used to iden-ach for the Linux Security Modules (LSM) proje&d],
tify security-sensitive operations performed by the server. Where additional authorization checks were added to the
Case studies with three real-world servers show that the Linux kernel to enable enforcement of mandatory access
approach can be used to identify security-sensitive opera-control policies, and the X¥$ELinux [20] project, where
tions with a few hours of manuajfert and modest domain  authorization checks were added to the X11 server. Similar
knowledge. recent &orts have also been time consumirig,[17]. In
short, there are no automated techniques to aid the process
. of securing legacy servers for authorization.
1. Introduction We build on prior work 15 and develop an approach

Software systems must protect shared resources that theysing concept analysi29] to drastically reduce the manual
manage from unauthorized access. This is achieved by for-effort involved in retrofitting legacy servers. Key to our ap-
mulating and enforcing an appropriate authorization pol- proach is the observation that security-sensitive operations
icy (also called access control policy). The policy spec- performed by a server are associated with idiomatic ways
ifies the set ofsecurity-sensitive operationthat a user  in which resources are manipulated by the server. Such
can perform on a resource. For example, a popular pol-idioms, which we calfingerprints are code-level descrip-
icy on UNIX-like systems allows only theoot to per- tions of the security-sensitive operations that they represent.
form the security-sensitive operatioRsad andwrite on the Each fingerprint is expressed as a combination of several
/etc/passwd file (the resource). Operating systems have abstract syntax trees (ASTs), calledde patternsWe use
historically had mechanisms such as reference moniprs [ static program analysis in combination with concept anal-
to enforce authorization policies. It is also important for ysis to automatically mine candidate fingerprints. These
user-space servers, such as middleware, web-, proxy anére then examined and refined manually by a domain ex-
window-management servers, to implement such mecha-ert. After refinement, we statically match each fingerprint
nisms because they manage shared resources on behalf @igainst the code of the server to determine locations where
their clients. Unfortunately, economic and practical consid- the corresponding security-sensitive operation is performed.
erations force developers to choose functionality and per-We then weave hooks to a reference monitor at all these lo-
formance over security. As a result, several legacy serverscations to authorize that security-sensitive operation. This
often completely lack policy enforcement mechanisms. For ensures that security-sensitive operations performed by the
example, the X11 serveB]] can simultaneously manage server are mediated by authorization policy lookups.

multiple X client windows, but was not built with mecha- Our results demonstrate thefectiveness of our ap-
nisms to isolate one X client from another, leading to sev- proach. We conducted case studies on three real-world sys-
eral published attack20)]. tems of significant complexity: the ext2 file system, a subset

This paper investigates techniques for retrofitting legacy of the X11 window-management server, and PennMUSH,
servers with authorization policy enforcement mechanisms.an online game serveP]. In each case, our approach re-
The main questions to be addressed when retrofitting aduced the analysis of several thousand lines of code to the



analysis of under 115 candidate fingerprints with fewer than hook must be placed, and thus helps identify join poibfs [

4 code patterns each (on average). For example, our api19. The reference monitor query that executes as a result
proach reduced the analysis of PennMUSH, a server withof the hook call is the body of the advice at that join point.
94,014 lines of C code, to the analysis of 38 candidate fin- Fingerprint-mining is thus aspect mining to find join points
gerprints, with an average of4R code patterns each. We relevant to security.

then refined these candidate fingerprints manually and de- .

termined whether each refined fingerprint indeed denotedz' Approach overview
a security-sensitive operation or not. It took just a few  We give a high-level overview of our approach, depicted
hours of manual ffort and modest domain knowledge to in Figure 1 Using a running example, we show how a soft-
find security-sensitive operations in each of our case stud-ware engineer would use our approach to mine fingerprints
ies. Without our approach, the entire code base must beof security-sensitive operations and place hooks. We have

examined to find such security-sensitive operations. currently implemented our analysis to work with C pro-
The approach presented in this paper overcomes two im-grams, but the underlying principles apply to servers written
portant limitations of our prior work15]. While we in- in other languages as well.

Frodu_ced fingerprints in t_hat work, our approach fqr find- 2 1 Running example

ing fingerprints (i) required a high-level description of f . fil

security-sensitive operations, and (i) used dynamic pro- f\ale use a SlébseF of ext2, a Linux file system, almd one
gram analysis to find fingerprints. Both (i) and (ii) pre- ort 1€ case stu_|es ﬁectl(_)n oas our running example. ”.‘
vented our approach from easily being applied to a wide va- p_artlcular, ext2 is resp9n5|ble for Igylng out anq interpreting
riety of servers. In particular, while a high-level description disk blocks as belongmg to SPeC'f'C. files or dwgctones. It
of security-sensitive operations was available for the case'epresents metadata information using several internal data

study that we considered (the X server), this may not be theStructures. This metadata is used to retrieve files and direc-
case with other servers, as indeed was the case with Pent-or'e_lS from raw disk blocks. luaaable. and H
nMUSH. A dynamic approach to fingerprint-finding meant File systems on Linux are pluggable, and must thus ex-
that the fingerprints found were restricted to code paths ex-PO't @ standard API to the kernel. A system call that ma-
ercised by the manually chosen inputs to the server. Thismpulates files or directories ultimately resolves to one or
paper directly addresses both these shortcomings. Concegf©re calls tthhls API. The rﬁlevan';.lflle system functions
analysis automatically mines candidate fingerprints without then serve t |sf_|reque3t.d_ Thus a file system is a ser\_/oelzr
the need for am priori description of security-sensitive op- that manages ies an |rector|es._ For _ext2, We consid-
erations. Further, because static program analysis ensure red 10 API functions related to manipulation of directories

better coverage than dynamic analysis, the approach pre!(€-g-ext2-rndir, ext2mkdir andext2.readdir). We show
sented here can mine more fingerprints than our prior work, W 0ur approach can identify security-sensitive operations

In summary, our main technical contributions are: that ext2 performs on directories.
(@) A fully static approach to retrofit policy enforcement 2-2 Step A: From source code to candidate fingerprints

into legacy servers. The key observation used by the ap- In the first step, we employ static source code analysis
proach is that security-sensitive operations performed byand identify diferent ways in which ext2 accesses shared
a server are associated with idiomatic resource manipula-resources in response to client requests. This analysis is
tions, called fingerprints. based upon two assumptions.

(b) A novel algorithm using concept analysis to automati-  First, we assume that it fiices to examine accesses to
cally mine fingerprints of security-sensitive operations. To internal data structures that ext2 uses to represent files and
our knowledge, this is the first application of concept anal- directories. These data structures are specified by a do-
ysis to mine security properties of software. main expert, and for ext2 they are variables of typede,

(c) Case studies on three real-world servers of significante?tzﬁc_li; ent, ext2.dir *entry*Z and addr essfsﬁ’ace’ ?ach
complexity. Our case studies demonstrate that our approaci?’ Which is a Cstruct. Second, we assume that a client ac-
is efficient and &ective. Our analysis completed in just over CESSES server resources only via th? SErvers API' With ext2,
310 seconds even for the largest of our benchmarks and pro;h|s isindeed the case, and as mentioned earlier ext2 exports

duced manageable concept lattices. In each case, we werd well-defined API to the kernel. The inputs to ourlstatic an-
able to inspect the lattice and identify security-sensitive op- alyzer are thus the source code of ext2, and two files, speci-

erations with a few hours of manuatert and modest do-  1Ying, respectively, the types of critical data structures to be
main knowledge tracked, and a set of API functions.

N h h fit | foll The static analyzer identifies how these tracked data
ote that our approach to retrofit legacy servers follows g, res are manipulated by the ext2 API. It does so

the aspect-oriented paradigm. In particular, each fingerprintby distilling each statement of ext2 source code into a
denotes a region of code before which a reference monitor(pOSSiny empty) set otode patterns A code pattern
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Resource types ) C_onstrai _nts Fingerprints of security .
Legacy server A —— Candidate fingerprints——= B ——" gngitive operations. — = C Retrofitted server
Step Description Techniques used
A Extraction of candidate fingerprints from source code. Static analysis and concept analysis.
B Refinement of candidate fingerprints using constraints. | Application of constraints and interpretation of fingerprint
C Authorization hook placement using fingerprints. Pattern (fingerprint) matching and weaving hook calls.

Figure 1. Steps to retrofit policy enforcement, and the techniques used in each step.

is either aRead Write or a Call and is expressed in
terms of abstract syntax trees (segure 3. For ex-
ample, the C statememke->file_type = 0, wherede is

a variable of typeext2_dirent is distilled to Write 8 To
ext2_dirent->file_type. Note in particular that this trans-
formation ignores specific variable names and focuses in-
stead on types of variables. As a result, we identify generic
resource manipulations but not the specific instance of the
resource €.g.,the instancele) that they happen on. State-
ments that do not manipulate tracked data structures are
ignored. Call code patterns correspond to calls via unre-
solved function pointers. For each functiert2_api in

the ext2 API, the static analyzer then aggregates code pat
terns of all statements potentially reachable via a call to
ext2_api. Thus, at the end of this step each ext2 API func-
tion ext2_api is associated with a set of code patteQusle-
Patqext2_api). Intuitively, CodePatéext2_api) denotes all
possible ways in whickxt2_api can potentially manipulate
tracked resources.
Code-pattern

Call AST | ReadAST

| Write Valueto AST
Value constant AST | L (unknown)
AST (type-name->)*field

Figure 2. Grammar for code patterns.

o

The next step is to identify idiomatic resource manipula-
tions by the ext2 API. The goal here is to find sets of code
patterns that always appear together during server execu
tion. That s, if one code pattern from a set of code patterns
appears in an execution of ext2, then all the other code pat
terns from that set appear in that execution as well. Note
that we can have sefpat} with singleton code patterns as
well, denoting that no other code pattern always appears to
gether with{pat}. Each set of such code patterns denotes an
idiomatic way in which a resource is manipulated by ext2,
and potentially indicates a security-sensitive operation. We
call each such setfingerprint

We identify candidate fingerprints using concept anal-
ysis [29], a well-known hierarchical clustering technique.
At a high-level (details are presented $ection 3, con-

For example, concept analysis inferred that the set of
six code patterns shown iRigure 3is a candidate finger-
print, and that it appears i@odePatéext2_rename), Code-
Patqext2_rmdir) andCodePatéext2_unlink).

(1) Readaddress_space->host
(2) Readext2_dir_entry_2->rec_len
(3) Write o TO ext2.dir_entry_2->inode
(4) Readinode->imtime
(5) Readinode->u->ext2_inode_info->i_dir_start_lookup
¢ (6) Write L TO inode->u->ext2_inode_info->i_dir_start_lookup

Figure 3. One of the candidate fingerprints
that concept analysis identifies for ext2.

For ext2, we identified 18 such candidate fingerprints,
each denoting a unique way in which ext2 manipu-
lates files and directories. While concept analysis is
asymptotically inéficient—its complexity is exponential in
max (|CodePatéext2_api;)|)—our experiments showed that
it is efficient in practice. In particular, our analysis com-
pleted in about 2 seconds for ext2, and in just over 310 sec-
onds even for the largest of our case studies.

2.3 Step B: Refining candidate fingerprints

In the second step, a domain expert (i) refines candi-
date fingerprints obtained from Step A and (ii) post refine-
ment, determines, for each fingerprint, whether it embodies
a security-sensitive operation that must be mediated by an
authorization policy lookup.

Refinement of candidate fingerprints is necessary for two
reasons. The first reason is because code analysis employed

in Step A is imprecise. As a result, multiple fingerprints
may be combined into a single candidate fingerprint. There

are two ways in which precision is lost:

(@) Code analysis iflow-insensitive A candidate finger-
print may contain a pair of code pattenpat;, pat, that do
not always appear together in all executions of the server.

(b) We ignore specific instances of resources that are ma-
nipulated and focus instead on their types. Thus, a candidate
fingerprint may contain manipulations of multiple, possibly

cept analysis identifies candidate fingerprints, as well as theunrelated, resources.

API functions whose code pattern sets contain these can- e employprecision constraintso identify such cases
didate fingerprints. We use the tecandidate fingerprints g enable refinement of each candidate fingerprint, sep-
because as described in Step B, imprecisions introduced iy ating the code patterns that it contains into several fin-
the program analysis step means that each candidate fingeferprints. Intuitively, a precision constraint is a rule that
print may contain multiple fingerprints. determines the set of code patterns that can be grouped to-
gether in a fingerprint. The second reason why refinement



is necessary is because a domain expert may deem that a seensitive depends on the set of policies that must be en-
of code patterns is irrelevant for the authorization policies forced on clients. For example, it may only be necessary
to be enforced for the server, or may wish to separate (orto protect the integrity of directories, and not their confi-
group together) a pair of code patterns in a fingerprint of dentiality. In this case, fingerprints that embody a write
a security-sensitive operation. Sudbmain-specific con-  operation on directories are security-sensitive, while finger-
straintsfurther refine candidate fingerprints. prints that embody a read operation are not. Fingerprints
For example, consider the candidate fingerprint shown expose possible operations on resources, and let an admin-
in Figure 3 Using the output of our static analysis tool, istrator decide whether an operation is security-sensitive or
we were able to determine that the code patterns (1)-(4)not. For example, an analyst may decide that Fingerprint (2)
appear together in each successful invocation of the ext2in Figure 5 which corresponds to a directory lookup, is not
function ext2_delete_entry and that the code patterns (5) interesting for a specific set of policies to be enforced.
and (6) appear together in each successful invocation of
the functionext2_find_entry. Each of the three API func-
tions, ext2_rename, ext2_rmdir andext2_unlink, that con-
tain this candidate fingerprint call both these functions.
Both ext2_rmdir andext2_unlink call these functions on
the sameresource instance, namely the directory being re-
moved (or unlinked). However, dsgure 4shows, while
ext2 rename calls both these functions on the instances
old.dir andold_dentry,® it calls ext2_find_entry only on

Fingerprint (1)

(1) Readaddress_space->host

(2) Readext2.direntry.2->rec.len

(3) Write o TO ext2.dir_entry_2->inode

(4) Readinode->i mtime

Fingerprint (2)

(5) Readinode->u->ext2_inode_info->i.dir_start_lookup

(6) Write L TO inode->u->ext2_inode_info->i_dir_start_lookup

the instancesew_dir andnew_dentry when a certain predi- Figure 5. Fingerprints obtained after refine-
catenew_inode is satisfied. ment with precision constraints.
; int ext2.rename (_irwge jold—g_ir’ genzry jfold—gen:ryj { After refinement, the domain expert assigns semantics
inode “new.dlir, entry “"new._dentr . . . . . . . .y
3 /* declarations ofold,page,new,page,ofé,de and new.de */ to each fingerprint, associating it with a security-sensitive
4 new.inode = new.dentry->d-inode;... operation. For example, Fingerprint (1)kigure S5embod-
5 old_de = ext2_find entry(old.dir,old._dentry,&old_page); . . . . . .
6  if (new.inode) { ... ies the directory removal operation, while Fingerprint (2)
; } TEW—?E = ext2find.entry(new.dir,new.dentry,&new.page) ; embodies the lookup operation. The LSM projedfij[has
else e . . g . . .
9 /% no call to ext_find_entry */ identified a comprehensive set of security-sensitive opera-
12 b 7 delete.entry (old e, old page) tions for Linux by considering a wide range of policies to be
exts_delete_entry(old-de,old-page); ... . . . - . .
12 ) ’ enforced, including security-sensitive operations on the file

system. It turns out that Fingerprint (1) embodies the LSM
operationDir_Remove_Name, while Fingerprint (2) embod-
ies the LSM operatiomir_Search. Thus, at the end of the
Becauseext2_rename performs the resource manipula- second step, we have a set of fingerprints, each of which is
tions corresponding to code patterns (5) and (6) on ad-associated with a security-sensitive operation.
ditional resource instances as compared to the code pat
terns (1)-(4), code patterns (1)-(4) and (5)-(6) likely rep-
resent diferent security-sensitive operations. Imposing the ~ The final step is to place reference monitor hooks and
constraint that code patterns orfferent resource instances implement the appropriate policy lookups for each hook
must be part of separate fingerprints, the candidate finger-i-e., the advice at each join point). We discuss this step in
print shown inFigure 3is split into two fingerprints, as brief here and refer the reader to prior wotlg] for details.
shown inFigure 5 Additional examples of the use of pre- ~ Each fingerprint is a set of code patterns that can be
cision constraints appear Bection 4 Note that such con- ~ Matched against the server's source code. Each code frag-
straints can potentially be avoided with sophisticated pro- ment that matches a fingerprint is deemed as performing
gram analyses, that we plan to explore in future work. How- the security-sensitive operation associated with that finger-
ever, in our case studies we found that more than 50% of thePrint. In prior work [15], we had presented an approach
candidate fingerprints did not require refinement. Thus ourt0 place hooks at the granularity of function calls,, for
current approach provides a good trafidzetween preci- each fingerprint that matched the set of code patterns in a
sion of results and simplicity of the code analysis algorithm. function, we would place a reference monitor hook to guard
Domain-specific constraints encode rules that are formu-Calls to this function with the appropriate security-sensitive
lated by a domain-expert. In particular, whether the re- Operation. For example, using the fingerprints from our run-

source manipulation embodied by a fingerprint is security- Ning example, we W_0U|d place a hook guarding the call to
ext2_find_ entry on line (5) of Figure 4to check that the

1The variableold.de, which ext2_delete_entry is invoked with on LSM operatiorDir_Search is authorized as follows:
line 11 is derived from1d_dir andold._dentry.

Figure 4. Example showing the need for pre-
cision constraints.

2.4. Step C: From fingerprints to hooks




if (check-policy(current process old_dir, Dir_Search))
{ ext2_find_entry(old_dir, old.dentry, &old_page); }
else { Notify current process of failed authorization chegk

A similar hook will also be placed for the call on line (7).
The call toext2_delete_entry on line (11) will be protected
with a hook that checks that the client is authorized to per-
form the LSM operatiomir_ Remove_Name on the directory
being removed. Several optimizations are possible to this
hook placement technique.g.,placing hooks so as to min-

imize the number of reference monitor queries executed at

runtime. We leave such optimizations for future work.

Note that fingerprints are useful even when hook place-
ments have been decided in advance. For example, if a tea
of software engineers decides to place just one hook guard
ing calls toext2_rename (as was done in LSM), then finger-

prints determine the security-sensitive operations that musf

be authorized by that hook. In this case, the hook must

m

Recall thatCodePatéapi;) is the set of resource manip-
ulations that a client can perform by invoking API function
api;. However, we would like to identify idiomatic resource
manipulations. Each such idiom is a set of code patterns
FP={paty,...,paty} satisfying the following property: if one
of the code patternpateFP appears in any valid execu-
tion trace of the server, theall the patterns ir-P appear
in that trace. Each such idiom is callediagerprint and
denotes a potential security-sensitive operation performed
on the resource. Note that the above property implies
that each fingerprinEP is such thatFPcCodePatéapi;)
or FPNCodePatépi;)=0, for each API functiorapi;. As
described below, we use concept analysis to identify a set

of candidate fingerprints Each candidate fingerprint may
ossibly contain multiple fingerprints, and must be refined
o yield the actual fingerprints.

authorizeDir_ Remove_Name on the old directory (instance
old_dir) andDir_Search on both the old¢1d_dir) and new
directories few_dir). Indeed, these security-sensitive op-
erations are authorized in the implementation of the hook
in the LSM implementation of security-enhanced Linux
(SELinux) [22].2

3. Extracting candidate fingerprints from code

This section discusses Step A in detail. We discuss the
use of static analysis to identify resource manipulations po-
tentially performed by each API function, and concept anal-
ysis to find candidate fingerprints.

Algorithm : ExtrAcT_CoDE-ParTERNs(Server, API, RSC)

Input . (i) Server: source code of server, (i) ARbpis,...,apin}:
set of API functions of Server, and (jiii) RSC: data types 0
sensitive resources.

Output : CodePatéapis),. . .,CodePatéapiy), for

apii,...,apin € API.
foreach (function £ in Server)do
Summaryf) := 0;
foreach (statemens € £ that dfects a data structure of tygeRSC)do
CP = Breakdown ofsinto code patterns (sdgégure 2;
Summaryf) := Summaryf) U CP;
foreach (apii € API) do

CodePat&api;) := 0;
foreach (function £ reachable fronapi;) do
L CodePatéapii) := CodePatépii) U Summaryf);

1
2
3
4
5

6
7
8
9

10 return CodePat&pisi),...,.CodePatéapin)

3.1 Static analysis

Algorithm 1 describes the static code analysis that we
have implemented (in CILZ3]). Lines 1-5 employ a sim-
ple flow-insensitive analysis to extract for each function a
set of code patterns describing how the function manipu-

Algorithm 1 : Static analysis algorithm to extract
resource manipulations.

3.2 Background on concept analysis
Concept analysis is a well-known hierarchical cluster-

lates tracked data structures. While this step sacrifices prejng technique that has found use in software engineer-

cision, it simplifies the rest of the analysis by making the
output amenable to concept analysis. As described earlier
we recover some of the precision lost in this step by ap-
plying precision constraints. While we intend to explore in
future work how a flow-sensitive program analysis can in-
teract with concept analysis, we have found that our cur-
rent implementation fiers a reasonable trad&detween
simplicity of analysis and precision of the results obtained.
Lines 6-9 computeCodePatéapi;), the set of resource ma-
nipulations performed bypi;, for each API functiorapi; of

the server by finding functions in the call-graph reachable
from api;. We resolve calls through function pointers using
a simple pointer analysis: each function pointer can resolve

ing [3,8,9, 21, 24, 25, 26, 27, 28]. We give a brief overview
of concept analysis and describe how we adapt it to find can-
didate fingerprints.

The inputs to concept analysis are (i) a seinstances |
(ii) a set offeatures F and (iii) a binary relatiolR: | —» F
that associates instances with features. It produaama
cept latticeas output. Intuitively, each node in the concept
lattice pairs a set of instanc&awith a set of feature¥, such
that is the largest set of features in commonatbof the
instancesn X. Formally, each node is a pdiX, Y), where
X € I andY € F, such thatw(X)=Y andy(Y)=X, where
a(X) ={f e FIyxe X (x,f) e R}, andy(Y) ={i e I[V¥y e Y
(i,y) € R}. A node(X, Y) appears as an ancestor of a node

to any function whose address is taken and whose type sigvp Q) in the concept lattice iP ¢ X. In fact, this ordering

nature matches that of the function pointer. This analysis

also impliesY c Q. This is because a smaller set of in-

is conservative in the absence of type-casts, but may missstances will share a larger set of features in common. Thus,

potential targets in the presence of type-casts.

2SELinux authorizes more security-sensitive operations, corresponding
to fingerprints that match code fragments that were omitted ffigare 4

the root node shows the set of features common to all in-
stances if, while the leaf node shows the set of instances
that share all features in.



(@) The relation CodePats same fingerprint apat appear in that node. Note however,

CodePats| pat | pak | pak | pak that code patterns from other fingerprints may also be intro-
api, 0 0 duced in the same node. Thus, Algoriti2only computes
—p 0 0 0 candidate fingerprints: each candidate fingerprint may con-
apis 0 N N tain multiple fingerprints that must be obtained via refine-
apis 0 ment (in Step B).

(b) Concept lattice (C) Nodes in the concept lattice Algorithm : Fino_Canpipare_FingerpriNTs(CodePatsAPI)
A . 1 : i ; Input : (i) CodePatsThe relation obtained from Algorithrh, and
({ap:!.l,ap:!.z,ap:!.g,ap14}, 0) (i) API= {apis,...,apis}, set of API functions of the server
*/ \ g‘ ({apiy,apiz,apis}, {pat}) Output : CFPy,...,CFPy, a set of candidate fingerprints.

=

Run concept analysis with the set of instance8PlI, the set of features
F=Uie1..n CodePatéapi;), and the relatioiR=CodePats

{
({apis,apis}, {pal})
\
{

OmMMmMoOO @ >

N\
L D* l api,,apis}, {pat,paty}) 2 count:=1;
E l \ = ap:!.l,apiz} ! {patl’patZ} > i foreaEI;t(Rc;((:Ye%()j(;}Ygeir:rrgig?gfc Sg:;ttic:?(?w in the concept lattice;
\ / ({apis}, {pat,pak,pau}) 5 ::f)l(ﬁD:ini -@)utjhvé;n
G (0, {pat pak,pat,pat}) 7 | CFPeount:= Diff; count:= count+ 1; Mark the nodeX, Y);
Figure 6. Concept analysis example. 8 return CFPy,....CFPeoun/* Note: K is the value otountin this line. */

Algorithm 2 : Finding candidate fingerprints.

Figure 6shows an example of a concept lattice, as ap- . i
plied to our problem. Each API functicapis, apis, apis It can be shown that the number of candidate finger-

and api, is considered an instance, and each code patterrP/ints identified by Algorithmz has an upper bound of
pat, pab, pat, pat is considered a feature. They are re- | Uiy CodePatéapi;)|. Note that while the concept lat-

lated byCodePatswhich is obtained from static analysis, (C€ can be exponentially large in the number of API func-
depicted inFigure §a) as a table. Each nod&, Y) is tions (because asymptotically, it is a lattice on the power set

such thatll the code patterns i appears in eacBode- of API functions), this upper bound place_s a restriction on

Pat(api;) for api;eX. This lattice shows, for example, that the number of nodes that will be marked in linef Algo-

(i) there are no code patterns in common to all AP func- "thm 2. This is key, because these nodes introduce candi-
tions (nodeA in the lattice), (ii) Bothpat, andpat; appear date fingerprints, and as discussedection 2 they must

in both CodePatépi,) and CodePatépis), and these are be manually exa_mined for refinement in Step B. _
the only such API functions (nod), and that (iii) No AP Several algorithms have been proposed in the literature
functions have all code patterns (na@ to compute concept lattices. We chose to implement the in-

i . cremental algorithm by Godiet al.[16] because it has been

3.3 Using concept analysis shown to work well in practiced]. While this algorithm

We compute candidate fingerprints using AlgoritBnit is asymptotically exponential—its complexity G(22"|1),
firstinvokes concept analysis (lid¢on the set of APl func-  wherepis an upper bound on the number of features of any
tions and the set of code patterns to obtain a concept latticenstance i —the algorithm scaled well in our case studies.
as shown inFigure 6 It then finds candidate fingerprints, - . ; ; ;
in lines2-7, by finding nodes in the lattice where new code 4. Refining fingerprints with constraints
patterns are introduced. Each such node is marked, and the As described irSection 2.2 candidate fingerprints ob-
set of new code patterns introduced in that node is consid-tained from concept analysis are imprecise for two rea-
ered as a candidate fingerprint. sons. First, because of flow-insensitivity, a pair of code

For the example irFigure 6 the nodes, C, D, andE patternspat; andpat, that are not part of the same finger-
are marked because these nodes introduce the code patterR§int may appear in the same candidate fingerprint. Second,
pat;, pa, pat; andpak—i.e., any node containing one of the resource manipulations in a candidate fingerprint may
these patternmusthave the corresponding node as an an- be associated with multiple, possibly unrelated resource in-
cestor. Each of these code patterns is classified as a candftances. Thus, candidate fingerprints must be refined us-
date fingerprint. ing precision constraints. Domain-specific constraints can

Intuitively, Algorithm 2 works because each fingerprint additionally be applied to refine constraints with domain-
F P satisfiess PcCodePatéapi;) or FPNCodePatpi;)=0, specific requirements.
for each API functiorapi;. Concept analysis ensures that ~ This section presents a unified framework to express
the node of the concept lattice in which a new code patternconstraints and refine candidate fingerprints (Step B of our
pateFP is introduced will introduceall of the code pat-  approach). Both precision constraints and domain-specific
terns inFP. Line 7 identifies and marks nodes where a new constraints can be expressed in this framework.
code pattermpat is introduced into the lattice. Because of ~ As Figure 7 shows, each constraint is eitherSepa-

the property above, all the code patterns that appear in theate(X, Y), anlgnore(X) or aCombingX, Y), whereX and
Y are sets of code patternSeparat€X, Y) refines candi-



date fingerprints by separating code pattern 3etnd Y is invoked with. Thus, a constraiBeparat€1},{2}) is used

into separate fingerprintdgnore(X) refines candidate fin-  to refine the candidate fingerprint above.

gerprints by discarding the code pattern Xdrom candi- Note that precision constraints are not necessary if
date fingerprintsCombinéX, Y), for which we have only = more precise program analysis is employed. Algorithm
felt occasional need, combines code pattern Xeted Y currently lacks flow-sensitivity and data-flow information
in two candidate fingerprints into a single fingerprint, thus that can potentially avoid the imprecisions reported above.
coarsening the results of concept analysis. For exampleHowever, in each of our case studies we needed precision
the constraintSeparat€{1,2,3,4, {5,6}) refines the candi-  constraints for fewer than 50% of the candidate fingerprints
date fingerprint irFigure 3to yield the fingerprints irFig- mined—918 for ext2, 24115 for X server, and /38 for

ure 5 We now discuss precision and domain-specific con- PennMUSH. Thus, we believe that our current approach

straints in this framework. strikes a good balance between simplicity and precision of
Constraint = SeparatéatSet, PatSefJgnore(PatSet) candidate fingerprints.
| CombingPatSet, PatSet) Domain-specific constraints encode domain knowledge
PatSet = Set of code patterns (as definedFigure 2 to further refine fingerprints. A domain specific constraint

that we have found useful ignore(Pat), using which we
can eliminate certain code patterns that we deem irrelevant
Precision constraints a@eparatéX, Y) constraints and  for security from the set of fingerprints. For example, in
as discussed iection 2 they serve two goals. The first the X server, which is an event-based server, each request
goal is to refine candidate fingerprints based upon resourcerom an X client is converted into a one or more events that
instances manipulatedSeparat§{1,2,3,4, {5,6}), the use  are processed by the server. It may only be necessary to
of which was illustrated earlier, serves this goal. For- enforce an authorization policy governing the set of events
mally, each set of code patterns can be associated withthat an X client can request on a resource. In such cases, all
one or more resource instances that it manipulates. Wecode patterns except those related to event-processing can
use a constrainBeparate(X, Y}Jo separate code pattern be filtered out from fingerprints usirignore constraints.

Figure 7. Grammar for constraints.

setsX andY that manipulate dierent sets of resource in- The use ofCombineconstraints is relatively infrequent,
stances. For example, consider the code patterns (1)-(4) irand may be used if the fingerprints mined by concept anal-
Figure 3 that appear in the functiosxt2 delete entry, ysis are at too fine a granularity. For example, in Pen-

and the code patterns (5) and (6), that appear in the funcnMUSH, we found that 30 of the 38 candidate finger-
tion ext2_find entry. Because of the way these functions prints contained only one code pattern. An administra-
are invoked irext2_rename (SeeFigure 4, code patterns (5)  tor may wish to write authorization policies at a higher
and (6) are associated with the resource instantéslir, level of granularity—where the fingerprint of each security-
old.dentry, new.dir andnew_dentry, while code patterns  sensitive operation contains multiple code patter@sm-
(1)-(4) are associated with resource instangesdir and bineconstraints can be used to group together code patterns
old_dentry. Because the code patterns (5) and (6) are ap-to get such fingerprints.
plied to additional resource instances, they are separated oué di
using the constraint above. We currently manually identify - Case studies
resource instances associated with a set of code patterns. We conducted case studies on three complex systems,
However, this can potentially be automated using a programeach of which has been in development for several years.
analysis that is sensitive to resource instances manipulatedWe used (i) the ext2 file system from Linux kernel distri-
The second goal of precision constraints is to iden- bution 24.21, (ii) a subset of the X server (X11%§, and
tify and remove imprecision introduced because of flow- (iii) PennMUSH, an online game servef(8.1p9).
insensitive program analysis. In particular, a pair of code = We evaluated our approach using four criteria. First, we
patternspat; andpat, may appear together in a candidate measured the number and size of candidate fingerprints ex-
fingerprint, but may not appear together in all executions of tracted from source code. Because an analyst must exam-
the server. In such casesSeparatépat;,pat,) constraint ine these candidate fingerprints to identify security-sensitive
separates these code patterns inftedent fingerprints. For  operations, these metrics indicate the amount of manual ef-
example, one of the candidate fingerprints that we obtainedfort needed to supplement our approach. Note that without

in the analysis of ext2 is shown below; it appeare@ode- our approach, the analyst must examineghtrecode base

Patgext2_ioctl). to find security-sensitive operations. Second, we measured
(1) Write L TO inode->i_flags the number of candidate fingerprints that had to be refined
(2) Write L TO inode->i_generation with constraints. This metric shows thffext of imprecise

However,ext2_ioctl either performs the resource ma- static analysis and thefert needed to refine candidate fin-
nipulation corresponding to code pattern (1) or (2), but not gerprints. Third, we evaluated the quality of fingerprints
both, in each execution, based upon the value of a flag that itoy manually interpreting the operation embodied by each

fingerprint. Last, for ext2 and the X server, we correlated



Analysis Concept lattice Num. of Avg. size of | Refinement

Benchmark | LOC | time (secs)| # Nodes| # Edges| cand. fings. | cand. fings.| needed for
ext2 4,476 21 21 32 18 3.67 9 (50%)

X servefdix | 30,096 581 329 978 115 3.76 24  (2087%)

PennMUSH | 94,014 3189 127 301 38 1.42 4  (1053%)

Figure 8. Results for each of our case studies. Concept lattices are also available online [ 1].

the fingerprints extracted by our approach with security- policies governing how processes can manipulate directo-
sensitive operations that were identified independently forries. We were able to identify at least one fingerprint for
these server2, 30]. each of these LSM operations from the fingerprints that

Figure 8presents statistics on the time taken by the anal- we mined. For example, the fingerprints presenteSen-
ysis and the size of concept lattices produced. It also showsion 2 were for the LSM operationBir_ Remove_Name and
the number and size of candidate fingerprints and the num-Dir_Search, while the examples above correspond to the
ber of candidate fingerprints that needed refinement. AsFile_Create® andDir_.Rmdir operations, respectively.
these results show, our anal_ysis feeetive at d_istilling SeV- 59 The X11 server
eral thousand lines of code into concept lattices of manage- . .
able size (seel]). There were under 115 candidate finger-  1he X server is a popular window-management server.
prints of average size under 4 across all our benchmarksX clients can connect to the X server, which manages re-
fewer than 50% of which had to be refined. Identifying Sources such as wmdows_and_ fonts on behalf of t_hese X
security-sensitive operations reduces to refining and inter-clients. The X server has historically lacked mechanisms to
preting these candidate fingerprints, instead of having to an-Solate X clients from each other, and has been the subject
alyze several thousand lines of code, thus drastically cutting®f Several attacks. Such attacks can be prevented with an
the manual ffort required. In our case studies, this required autho_rlzatlon _p'ol|cy enforcement, that dgtermmes the set of
a few hours, with modest domain knowledge. Rigure 8 security-sensitive operations that an X client can perform on
also shows, our analysis iieient in practice, completing & resource. Indeed, there have been sevéi@itgto secure
in just over 310 seconds even for PennMUSH, our largestthe X serverT, 10, 20]. _ o
benchmark (on a 1GHz AMD Athlon processor with 1GB We focused on a subse.t of the X server, its main dispatch
RAM). Sections5.1-5.3 present each case study in detail, loop (calleddix) that contains code to accept client requests
including our experience interpreting fingerprints and cor- and t_ranslate them to Iower Iaygrs of the server. We focused
relating these fingerprints against independently identified ©n this subset because it contains the bulk of code that pro-
security-sensitive operations. cesses client windows, represented byithelow data struc-

i ture, the resource on which we wanted to identify security-

5.1 The ext2 file system sensitive operations. In additionindow, we also included

As discussed iBection 2we focused on how directories  the xEvent data structure, because the X server uses it ex-
are manipulated by the ext2 file system. Concept analysistensively to process client requests. The API that we used
produced 18 candidate fingerprints containing an average ofcontains 274 functions that the X server exposes to clients.
3.67 code patterns, of which we had to refine 9 with preci-  Concept analysis produced 115 candidate fingerprints
sion constraints. We then determined the resource manipuwith 3.76 code patterns, on average, of which 24 had to be
lation embodied by each fingerprint and tried to associate itrefined with precision constraints. The interpretation of two
with a security-sensitive operatioSection 2presented two  of these fingerprints is discussed below.

such examples. Two more examples are discussed below. (5) The fingerprin{Write 20 ToxEvent->u->type, Write L

(@) The fingerprint{Write ® To inode->i_blocks, Write 1 To xEvent->u->mapRequest->window}, contained inCode-
To inode->u->ext2_inode_info->i new_inode, Write 4096 Patsof 5 API functions, embodies an X client request to
To inode->i_blksize} appears inCodePatfext2_create), map awindow on the screen, and potentially represents a

CodePatext2 mkdir), CodePatéext2 mknod) and Code- security-sensitive operation.
Patdext2 symlink). The code patterns in this fingerprint (h) The fingerprint{Write © To Window->mapped, Write 18
were all extracted from the function callegit2 new_inode To xEvent->u->type, contained irCodePatof 7 API func-
and embody creation and initialization of a némede. tions embodies unmapping a visible X client window from
(b) The fingerprin{Write ® To inode->i_size} appears in  the screen, also a potential security-sensitive operation.
CodePatéext2 rmdir). This code pattern embodies a key  There have beerflerts to secure the X server in the con-
step in directory removal. text of the X1¥SELinux project 0], which identified 22
The LSM project has identified a set of 11 operations
on directories. These operations are used to write SELinux

SNote that some LSM directory operations have file_ prefix.



operations on th@indow resource. As with ext2, we were In PennMUSH, theobject data structure has just 18
able to identify at least one fingerprint for each of these fields, while the API contains 603 functions. Each security-
security-sensitive operations from those that we mined. Forsensitive operation is performed at the granularity of ac-
instance, the fingerprints presented above correspond to theesses to just one or two of the fieldsafject. This ex-
Map andUnmap operations on @indow, respectively. plains the smaller number and size of candidate fingerprints
We had previously identified fingerprints for 11 security- extracted by concept analysis (as compared to X server).
sensitive operations on thiendow resource 15]. However, T
as discussed isection 1 that work used dynamic analy- 6. Limitations
sis, and could only identify fingerprints along paths exer-  An important limitation of our approach is that it cannot
cised by manually-chosen test inputs to the server. Furtherguarantee that all fingerprints have been mined. Our ap-
that work could automate fingerprint-finding only up to the proach can thus havalse negatives.e., it can fail to iden-
granularity of function calls; these were then manually re- tify a security-sensitive operation, as a result of which insuf-
fined to the granularity of code patterns. Concept analysisficient authorization checks will be placed in the retrofitted
not only identified the fingerprints from prior work at the server. This is because the static analyzer can potentially
granularity of code patterns, but did so automatically. miss resource manipulations. For example, if at€uct
representing a shared resource is read fwaitten to using
5.3 The PennMUSH server pointer arithmetic, the analysis describe®igction 3. will
PennMUSH is an open-source online game server.miss this resource access, thus leading to a missed (or erro-
Clients connecting to a PennMUSH server assume theneous) fingerprint. Further research is necessary to develop
role of a virtual character, as in other popular massively- a provably complete approach to fingerprint-finding.
multiplayer online roleplaying games. For this work, itsuf- A second limitation of our approach is that it currently
fices to think of PennMUSH as a collaborative database constrains fingerprints to be conjunctions of code patterns;
of objects that clients can modify. Objects are shared re-temporal relationships between code patterns cannot be
sources, and an authorization policy must govern the setmined by our approach. As a result, interpretation of some
of security-sensitive operations that a client can perform onof the fingerprints identified by the approach was tedious
each object. and time-consuming. To overcome this limitation, we plan
Clients interact with PennMUSH by entering commands tg explore a more expressive fingerprint languagg.(au-

to a text server, which activates one or more of 603 internal tomata over an alphabet of code patterns) and algorithms to
functions, that we used as the API of PennMUSH. Most of extract such fingerprints.

these API functions modify a database of objects. Thus, we

tracked how the PennMUSH API manipulates resources of7- Related work

typeobject. Concept analysis produced 38 candidate fin-  This paper overcomes two important shortcomings that
gerprints. Most of them had only one or two code patterns, we had identified in prior work15]. The need for ara

so we only had to refine 4 of these candidate fingerprints priori description of security-sensitive operations hindered
using precision constraints. Two of these fingerprints are the application of the techniques developed there to a wide
discussed below. variety of servers. Further, a dynamic trace-based approach

(@) The fingerprintWrite 1 To object->name potentially to fingerprint-finding meant that only code paths exercised
modifies an object name, and was containeCadePats by test inputs to the legacy server would be analyzed, thus
of 16 API functions, representing creation, destruction and leaving large portions of the legacy server unanalyzed.
modification of objects. Unauthorized clients must be dis-  As discussed irSection 1 our approach follows the
allowed from changing the name of ahject, indicating aspect-oriented paradigm. Several other tools, such as
that this is a fingerprint of a security-sensitive operation. ~ POETPSLang L1], Naccio [L2], Polymer ] and our own

(b) The fingerprint {Write 8 To object->type, Write prior work on Tahoe 14] als_,o f.OHOW an aspect-oriented

® To object->modification time, Write 1118743 To approach to enforce authprlzatlon pOIICIe.S on legacy po_de.
object->warnings} appears irCodePaténd pcreate) and In all thv_ase tools, a security an_al_yst p_rowdes a description
CodePatéfun pcreate), both of which are API functions of locations to be protected (join points) as well as the

associated with creation of a “character” object. policy check at each location (advice). These tools then
. weave calls to a reference monitor at each of these locations.
Here, the number118743 represents a flag that signifies

. However, when legacy servers manage their own resources,
that a character should be warned about problems with the gacy g

) : , identifying locations where policy checks must be weaved
objects that they own, and the numbeewrittento the field 10 % challenge. The techniques developed in this pa-
type indicates that the newly created object is a character.

These code patterns represent necessary steps in charactj%?r can benefit the above tools by reducing the ma N
creation in PennMUSH, and thus indicate that this is finger- nvolved in identifying locations for reference monitoring,

print of a security-sensitive operation as well as the advice to be integrated at these locations.



Concept analysis has previously been used in software [9] T. Eisenbarth, R. Koschke, and D. Simon. Locating features
engineering, including aspect mining (Ceccetal. present L ISI SEOUfCe COdi}lEEE 1;15529(3), ZOOR&P . AM _
a survey of such technique8]] and software modulariza- 1101 J- EPstein, J. McHugh, H. Orman, R. Pascale, A.-M. Squires,
tion. For example, concept analysis has been used on iden- B. Danner, C. Martin, M. Branstad, G. Benson, and D. Roth-
. P ! P y ) nie. A high assurance window system prototyfeur. Com-
tifier names to find methods and classes that implement puter Security2(2-3), 1993.
similar functionality P7]. Dynamic analysis in conjunc-  [11] U. Erlingsson. The Inlined Reference Monitor Approach to
tion with concept analysis has been used to find methods  Security Policy EnforcemenPhD thesis, Cornell, 2004.

p y { ornel

that implement a particular featurs, [26]. The idea here  [12] D-f EvalnleaE“g SA- TWymaé”- F_';Xg"_e poll%ggected code
; ; ; e safety. In ymp. on Security Privacy, .
'S to run an instrumented version of the program under dif 13] B. Fletcher. Case study: Open source and commercial appli-
ferent use-cases and.label th? traces with these use cases. cations in a Java-based SELinux cross-domain solution. In
Each trace contains information about the methods exe-  2ng Security-enhanced Linux Sypg006.
cuted. Traces are then clustered using concept analysis t§l4] V. Ganapathy, T. Jaeger, and S. Jha. Automatic placement
find crosscutting concerns, and thus identify aspects. Con- of authorization hooks in the Linux security modules frame-
cept analysis has also found use to identify modular struc-____ Work. InACM Conf. Compé Comm. Security2005.
ture in legacy programe[L, 24, 25, 28]. The modular struc- [15] V. Ganapathy, T. Jaeger, and S. Jha. Retrofitting legacy code

; o for authorization policy enforcement. IEEE Symp. on Se-
ture so identified can be used to refactor legacy software curity & Privacy, 2006,

(e.g., convert non-object-oriented programs into object- [16] R. Godin, R. Missaoui, and H. Alaoui. Incremental con-
oriented onesZ4]). Another recent use of concept analy- cept formation algorithms based on Galois (concept) lattices.
sis is in the context of debugging mined specificatidsjs [ Computational Intelligencel 1(2), 1995.

Automatically mined temporal specifications may often be [171 M. Hocking, K. Macmillan, and D. Shankar. Case study:

buggy, and the problem here is for an analyst to classify E:ﬁ::gé%g:iirxvgsgsgggge with SELinux. fnd Security-
each mined specification as correct or buggy. Similar traces|g] T. jaeger, A. Edwards, and X. Zhang. Consistency analysis

can be clustered using concept analysis, so the analyst can ~ of authorization hook placement in the Linux security mod-

decide en-masse whether an entire cluster is buggy. ules framework ACM TISSEC7(2), 2004.
[19] G. Kiczales, J. Lamping, A. Mendhekar, C. Maeda,
8. Summary C. Lopes, J.-M. Loingtier, and J. Irwin. Aspect-oriented pro-
We presented an approach to reduce the marfiaite gramming. INECOOR 1997.

involved in mining security-sensitive operations in legac [20] D. Kilpatrick, W. Salamon, and C. Vance. Securing the X
9 y P gacy Window system with SELinux. Technical Report 03-006,

servers. Our approach uses concept analysis to mine fin- A abs 2003.
gerprints, which are code-level descriptions of security- [21] C. Lindig and G. Snelting. Assesing modular structure of
sensitive behavior. Our experiments with three complex legacy code based on mathematical concept analysis. In

real-world servers show that our approach fisceent and ICSE 1997. . _

effective at finding security-sensitive operations. [22] P. Loscocco and S. Smalley. Integrating flexible support for
security policies into the Linux operating systemUSENIX
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