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PREFACE

The Operational Law Handbook is a “how to” guide for Judge Advocates practicing operational law. It provides
references and describes tactics and techniques for the practice of operational law. The Operational Law Handbook
is not a substitute for official references. Like operational law itself, the Handbook is a focused collection of diverse
legal and practical information. The handbook is not intended to provide “the school solution” to a particular
problem, but to help Judge Advocates recognize, analyze, and resolve problems they will encounter in the
operational context. The Handbook does not represent official U.S. policy regarding the binding application of
varied sources of law. However, the Handbook may reference source documents that do.

The Handbook was designed and written for Judge Advocates practicing operational law. The size and contents of
the Handbook are controlled by this focus. Frequently, the authors were forced to strike a balance between the
temptation to include more information and the need to retain the Handbook in its current size and configuration.
Simply put, the Handbook is made for the Soldiers, Marines, Sailors, Airmen, and Coast Guardsmen of the military
Judge Advocate General’s Corps, who serve alongside their clients in the operational context. Accordingly, the
Operational Law Handbook is compatible with current joint and combined doctrine. Unless otherwise stated,
masculine pronouns apply to both men and women.

The proponent for this publication is the International and Operational Law Department, The Judge Advocate
General’s Legal Center and School (TJAGLCS). Send comments, suggestions, and work product from the field to
TJAGLCS, International and Operational Law Department, Attention: Lieutenant Commander David Lee, 600
Massie Road, Charlottesville, Virginia 22903-1781. To gain more detailed information or to discuss an issue with
the author of a particular chapter or appendix call Lieutenant Commander Lee at DSN 521-3383; Commercial (434)
971-3383; or email david.h.leel.mil@mail.mil.

The Operational Law Handbook is on the Internet at www.jagcnet.army.mil in both the Operational Law and
CLAMO databases. The digital copies are particularly valuable research tools because they contain many hypertext
links to the various treaties, statutes, DoD Directives/Instructions/Manuals, CJCS Instructions, Joint Publications,
Army Regulations, and Field Manuals that are referenced in the text.

To order copies of the Operational Law Handbook, please call CLAMO at DSN 521-3339; Commercial (434)
971-3339; or email usarmy.pentagon.hqgda-tjaglcs.mbx.clamo-tjaglcs@mail.mil.


mailto:usarmy.pentagon.hqda-tjaglcs.mbx.clamo-tjaglcs@mail.mil
http:www.jagcnet.army.mil
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CHAPTER 1

LEGAL BASIS FOR THE USE OF FORCE

I. INTRODUCTION

In both customary and treaty law, there are a variety of internationally-recognized legal bases for the use of force in
relations between States. Generally speaking, modern jus ad bellum (the law governing a State’s resort to force) is
reflected in the United Nations (UN) Charter. The UN Charter provides two bases for a State’s choice to resort to
the use of force: Chapter VIl enforcement actions under the auspices of the UN Security Council, and self-defense
pursuant to Article 51 (which governs acts of both individual and collective self-defense).

A. Policy and Legal Considerations

1. Before committing U.S. military force abroad, decision makers must make a number of fundamental
policy determinations. The President and the national civilian leadership must be sensitive to the legal, political,
diplomatic, and economic factors inherent in a decision to further national objectives through the use of force. The
legal aspects of such a decision, both international and domestic, are of primary concern in this determination. Any
decision to employ force must rest upon the existence of a viable legal basis in international law as well as in
domestic law (including application of the 1973 War Powers Resolution (WPR), Public Law 93-148, 50 U.S.C. 8§
1541-1548).

2. Though these issues will normally be resolved at the national political level, Judge Advocates (JAS)
must understand the basic concepts involved in a determination to use force abroad. Using the mission statement
provided by higher authority, JAs must become familiar with the legal justification for the mission and, in
coordination with higher headquarters, be prepared to brief all local commanders on that legal justification. This
will enable commanders to better plan their missions, structure public statements, and conform the conduct of
military operations to U.S. national policy. It will also assist commanders in drafting and understanding mission
specific Rules of Engagement (ROE), which must be tailored to calibrate the authority to use force consistent with
national security and policy objectives.

3. The JA must also remember that the success of any military mission abroad will likely depend upon
the degree of domestic support demonstrated during the initial deployment and sustained operation of U.S. forces.
A clear, well-conceived, effective, and timely articulation of the legal basis for a particular mission is essential to
sustaining support at home and gaining acceptance abroad.

B. Article 2(4): The General Prohibition Against the Use of Force

1. The UN Charter mandates that all member States resolve their international disputes peacefully.® It
also requires that States refrain in their international relations from the threat or use of force against the territorial
integrity or political independence of any State.” The majority of international law experts agree that “use of force”
refers to armed force, in contrast to other forms of coercion such as economic sanctions. This ban on aggression,
taken from Avrticle 2(4) of the UN Charter, is regarded as the heart of the UN Charter and the basic rule of
contemporary public international law.® An integral aspect of Article 2(4) is the principle of non-intervention,

L UN Charter, Article 2(3): “All Members shall settle their international disputes by peaceful means in such a manner that
international peace and security and justice are not endangered.” The UN Charter is reprinted in full in various compendia,
including the International and Operational Law Department’s Law of Armed Conflict Documentary Supplement, and is also
available at http://www.un.org/en/documents/charter/.

2 UN Charter, Article 2(4): “All members shall refrain in their international relations from the threat or use of force against the
territorial integrity or political independence of any state, or in any other manner inconsistent with the Purposes of the United
Nations.”

% During the drafting of the United Nations charter, the delegation from Brazil proposed that economic coercion be included in
the definition of force. This proposal was defeated 26-2. This proposal is depicted in the travails preperatoires of the UN
Charter. See 1 THE CHARTER OF THE UNITED NATIONS: A COMMENTARY 116-117 (Bruno Simma ed., Oxford Univ. Press 2nd
ed., 2002).
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which provides that States must refrain from interference in other States’ internal affairs.* Put simply, non-
intervention stands for the proposition that States must respect each other’s sovereignty.

2. U.S. policy statements have frequently affirmed the principle of non-intervention, which itself has been
made an integral part of U.S. law through the ratification of the Charters of the United Nations and the Organization
of American States (OAS),” as well as other multilateral international agreements which specifically incorporate
nonintervention as a basis for mutual cooperation. The emerging concept of humanitarian intervention, however,
has placed pressure on the principle of non-intervention and respect for State sovereignty in circumstances when a
State is unable or unwilling to avert a humanitarian catastrophe, or is itself responsible for massive violations of
human rights against its citizens.®

Il. THE LAWFUL USE OF FORCE

Despite the UN Charter’s broad legal prohibitions against the use of force and other forms of intervention, specific
exceptions exist to justify a State’s recourse to the use of force or armed intervention. While States have made
numerous claims, using a wide variety of legal bases to justify uses of force, it is generally agreed that there are only
two exceptions to the Article 2(4) ban on the threat or use of force: (1) actions authorized by the UN Security
Council under Chapter VII of the UN Charter, and (2) actions that constitute a legitimate act of individual or
collective self-defense pursuant to Article 51 of the UN Charter and/or customary international law (CIL).”

A. UN Enforcement Action (Chapter VII)

1. The UN Security Council. The UN Charter gives the UN Security Council both a powerful role in
determining the existence of an illegal threat or use of force and wide discretion in mandating or authorizing a
response to such a threat or use of force (enforcement). The unique role is grounded primarily in Chapter VII of the
UN Charter, which demonstrates the Charter’s strong preference for collective responses to the illegal use of
force over unilateral actions in self-defense. Chapter V of the UN Charter establishes the composition and powers
of the Security Council. The Security Council includes five permanent members (China, France, Russia, the
United Kingdom, and the United States) and ten non-permanent, elected members. Decisions within the Security
Council require nine votes, and in those cases involving a non-procedural (i.e., substantive) matter, they also require
the concurring votes of all five permanent members.? In practice, anything other than a veto by one of the
permanent five members is considered a concurring vote. Article 24 states that UN members “confer on the
Security Council primary responsibility for the maintenance of international peace and security” and, in Article 25,
members “agree to accept and carry out the decisions of the Security Council in accordance with the present
Charter.”

4 UN Charter, Article 2(7): “Nothing contained in the present Charter shall authorize the United Nations to intervene in matters
which are essentially within the domestic jurisdiction of any state or shall require the Members to submit such matters to
settlement under the present Charter; but this principle shall not prejudice the application of enforcement measures under Chapter
VIL”

® OAS Charter, Article 18: “No State or group of States has the right to intervene, directly or indirectly, for any reason whatever,
in the internal or external affairs of any other State. The foregoing principle prohibits not only armed force but also any other
form of interference or attempted threat against the personality of the State or against its political, economic and cultural
elements.” See also Inter-American Treaty of Reciprocal Assistance (Rio Treaty), Art. I: “. .. Parties formally condemn war and
undertake in their international relations not to resort to the threat or the use of force in any manner inconsistent with the
provisions of the Charter of the United Nations or this Treaty.”

® See Report of the International Commission on Intervention and State Sovereignty, December 2001 (“Where a population is
suffering serious harm, as a result of internal war, insurgency, repression or state failure, and the state in question is unwilling or
unable to halt or avert it, the principle of non-intervention yields to the international responsibility to protect.”). The United
States does not accept humanitarian intervention as a separate basis for the use of force; however, the United Kingdom has
expressed support for it. See Prime Minister’s Office, Guidance: Chemical weapon use by Syrian regime: UK government legal
position, Aug, 29, 2013, available at https://www.gov.uk/governmnet/publications/chemical-weapon-use-by-syrian-regime-uk-
government-legal-position/chemical-weapon-use-by-syrian-regime-uk-government-legal-position-html-version.

" As stated above, a minority of States would include humanitarian intervention as a separate exception to the rule of Article 2(4).
In addition, consent is sometimes stated as a separate exception. However, if a State is using force with the consent of a host
State, then there is no violation of the host State’s territorial integrity or political independence; thus, there is no need for an
exception to the rule as it is not being violated.

8 Per Article 27 of the UN Charter, non-procedural decisions must include “the concurring votes of the permanent members.”
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2. Chapter VII of the UN Charter, entitled “Action With Respect to Threats to the Peace, Breaches of
the Peace, and Acts of Aggression,” gives the UN Security Council authority to label as illegal threats and uses of
force, and then to determine what measures should be employed to address the illegal behavior. Before acting, the
Security Council must first, in accordance with Article 39, determine the existence of a threat to the peace, a
breach of the peace, or an act of aggression. Provided the Security Council makes such a determination, the UN
Charter gives several courses of action to the Security Council: 1) make recommendations pursuant to Article 39; 2)
call upon the parties involved to comply with provisional measures pursuant to Article 40; 3) mandate non-military
measures (i.e., diplomatic and economic sanctions) pursuant to Article 41; or 4) authorize military enforcement
measures (“action by air, land, or sea forces”) pursuant to Article 42.

a. Article 39, the same article through which the Security Council performs its “labeling” function,
allows the Council to make non-binding recommendations to maintain or restore international peace and security.

b. Article 40 serves essentially a preliminary injunction function. The security council may call
upon the parties to cease action or take some action with respect to the dispute, but the parties compliance with those
provisions will not prejudice the claims of the state in later dispute resolution proceedings. Failure to comply with
Avrticle 40 measures may have deleterious effects for later claims. The purpose of this Article is to prevent the
aggravation of the situation that is causing a threat to international peace and security.

c. Article 41 lists several non-military enforcement measures designed to restore international peace
and security. These include “complete or partial interruption of economic relations and of rail, sea, air, postal,
telegraphic, radio, and other means of communication, and the severance of diplomatic relations.” Article 41
measures are stated as a mandate, binding on all UN members. Article 42 implies that Article 41 measures must
be attempted (or at least considered) before the Security Council adopts any of the military measures available to it.

d. Article 42 contemplated that the Security Council would be able to mandate military action by
forces made available to it under special agreements with UN member States. However, because no Article 43
special agreement has ever been made, Article 42 has not operated as envisioned. This means that the Security
Council is unable to mandate military enforcement action in response to illegal threats or uses of force.
Consequently, military measures taken pursuant to Chapter V11 are fundamentally permissive, phrased by
the Security Council in the form of an authorization rather than a mandate.

3. Inthe absence of special agreements between member States and the Security Council, UN
peacekeeping operations enable the Security Council to carry out limited enforcement actions through member
States on an ad hoc, voluntary basis. While these operations were traditionally grounded in Chapter VI of the UN
Charter, which deals with peaceful means of settling disputes, today more peace operations are considered peace
enforcement operations and carry with them a Chapter VII authorization from the Security Council. The
authorization that accompanies these operations is usually narrowly worded to accomplish the specific objective of
the peace operation. For example, UN Security Council Resolution (UNSCR) 794 (1992) authorized member States
to use “all necessary means to establish, as soon as possible, a secure environment for humanitarian relief operations
in Somalia.”

B. Regional Organization Enforcement Actions. Chapter VIII of the UN Charter recognizes the existence of
regional arrangements among States that deal with such matters relating to the maintenance of international peace
and security, as are appropriate for regional actions (Article 52). Regional organizations, such as the OAS, the
African Union, and the Arab League, attempt to resolve regional disputes peacefully, before referral to the UN
Security Council. Regional organizations do not, however, have the ability to unilaterally authorize the use of force
(Article 53). Rather, the Security Council may utilize the regional organization to carry out Security Council
enforcement actions. In other words, regional organizations are subject to the same limitation on the use of force as
are individual States, with the same two exceptions to the general prohibition against the use of force (i.e.,
enforcement actions under Chapter VII, and actions in individual or collective self-defense under Article 51 of the
UN Charter or CIL).

I11. SELF-DEFENSE

A. Generally

1. The right of all nations to defend themselves was well-established in CIL prior to adoption of the UN
Charter. Article 51 of the Charter provides: “Nothing in the present Charter shall impair the inherent right of
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individual or collective self-defense if an armed attack occurs against a member of the United Nations until the
Security Council has taken measures necessary to maintain international peace and security.”

2. The questions that inevitably arise in conjunction with the UN Charter’s “codified” right of self-
defense involve the scope of authority found therein. Does this right, as the language of Article 51 suggests, exist
only after a State has suffered an “armed attack®,” and then only until the Security Council takes effective action?
Did the UN Charter thus limit the customary right of self-defense in such a way that eliminated the customary
concept of anticipatory self-defense (see infra) and extinguished a State’s authority to act independently of the
Security Council in the exercise of self-defense?

3. Those in the international community who advocate a restrictive approach in the interpretation of the
UN Charter—and in the exercise of self-defense—argue that reliance upon customary concepts of self-defense, to
include anticipatory self-defense, is inconsistent with the clear language of Article 51 and counterproductive to the
UN goal of peaceful resolution of disputes and protection of international order.

4. In contrast, some States, including the United States, argue that an expansive interpretation of the UN
Charter is more appropriate, contending that the customary law right of self-defense (including anticipatory self-
defense) is an inherent right of a sovereign State that was not “negotiated” away under the Charter. Arguing that
contemporary experience has demonstrated the inability of the Security Council to deal effectively with acts and
threats of aggression, these States argue that, rather than artificially limiting a State’s right of self-defense, it is better
to conform to historically accepted criteria for the lawful use of force, including circumstances which exist outside
the “four corners” of the Charter. Also note that the UN Charter, and the majority of international law experts agree
that the threshold for “armed attack” is higher than that for “use of force.” Put another way, a state could
conceivably launch an operation that qualified as a use of force but fell below the standard needed for armed attack.
Thus, a so-called “gap” exists between the two terms. The size of this gap is unclear. Some writers such as Yoram
Dinstein in WAR, AGGRESSION, AND SELF-DEFENSE, argue that this gap is “but a hiatus.” In any event, the United
States adopts the position that the right of self defense exists against any illegal use of force, even if the use of force
does not rise to the level of armed attack. Thus, the United States rejects the view that a “gap” exists between the
two terms. This policy was repeated as recently in September 2012, at the USCYBERCOM Legal Conference.
Harold Koh, then the State Department Legal Advisor, stated that “the United States has long held the position that
the inherent right of self-defense potentially applies against any illegal use of force.”

B. Self-Defense Criteria: Necessity and Proportionality

1. Itis well-accepted that the UN Charter provides the essential framework of authority for the use of
force, effectively defining the foundations for a modern jus ad bellum. Inherent in modern jus ad bellum is the
customary requirement that all uses of force satisfy both the necessity and proportionality criteria.

2. Necessity. To comply with the necessity criterion, States must consider the exhaustion or
ineffectiveness of peaceful means of resolution, the nature of coercion applied by the aggressor State, the objectives
of each party, and the likelihood of effective community intervention. In other words, force should be viewed as a
“last resort.”

3. Proportionality. To comply with the proportionality criterion, States must limit the magnitude, scope,
and duration of any use of force to that level of force which is reasonably necessary to counter a threat or attack. In

® The use of the term “armed attack” leads some to interpret article 51 as requiring a state to first suffer a completed attack before
responding in self-defense. This is likely the cause of much of the debate between the restrictive approach and the expansive
approach. However, the French version of the Charter uses the term aggression armee, which translates to “armed aggression”
and is amenable to a broader interpretation in terms of authorizing anticipatory self-defense.

10 vorAM DINSTEIN, WAR, AGGRESSION AND SELF-DEFENCE 234-41 (5th ed. 2011). Yoram Dinstein would include a third
criterion called immediacy. Id. at 242. “War may not be undertaken in self-defence long after an isolated armed attack.” Id. In
other words, the timeliness of the action in self-defense matters because a delay in response to an attack or the threat of attack
attenuates the immediacy of the threat and the necessity to use force in self-defense. It should be noted that necessity and
proportionality mean different things in jus ad bellum and jus in bello. Jus ad bellum defines these terms for purposes of using
force, whereas jus in bello (law of armed conflict) defines these terms for purposes of targeting analysis. For further discussion
of jus in bello principles, see infra Chapter 2, Law of War.
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the context of jus ad bellum, proportionality is sometimes referred to as “proportionate force.” However, the
principle does not require limiting the response to mirror the type of force constituting the threat or attack.™

C. Types of Self-Defense

1. Individual Self-Defense. Within the bounds of both the UN Charter and customary practice, the
inherent right of self-defense has primarily found expression in three recurring areas: 1) protection of a nation’s
territorial integrity; 2) protection of a nation’s political independence; and 3) protection of nationals and their
property located abroad. Judge Advocates must be familiar with these foundational issues and basic concepts of
self-defense as they relate to overseas deployments, responses to State-sponsored terrorism, and the rules of
engagement.

a. Protection of Territorial Integrity. States possess an inherent right to protect their national
borders, airspace, and territorial seas. No nation has the right to violate another nation’s territorial integrity, and
force may be used to preserve that integrity consistent with the Article 51 (and customary) right of self-defense.

b. Protection of Political Independence. A State’s political independence is a direct attribute of
sovereignty, and includes the right to select a particular form of government and its officers, the right to enter into
treaties, and the right to maintain diplomatic relations with the world community. The rights of sovereignty or
political independence also include the freedom to engage in trade and other economic activity. Consistent with the
principles of the UN Charter and CIL, each State has the duty to respect the political independence of every other
State. Accordingly, force may be used to protect a State’s political independence when it is threatened and all other
avenues of peaceful redress have been exhausted.

c. Protection of Nationals. Customarily, a State has been afforded the right to protect its citizens
abroad if their lives are placed in jeopardy and the host State is either unable or unwilling to protect them. This right
is cited as the justification for non-combatant evacuation operations (NEO), discussed in greater detail later in a
separate chapter of this handbook."?

(1) The protection of U.S. nationals was identified as one of the legal bases justifying U.S.
military intervention in both Grenada and Panama. However, in both cases, the United States emphasized that
protection of U.S. nationals, standing alone, did not necessarily provide the legal basis for the full range of U.S.
activities undertaken in those countries. Thus, while intervention for the purpose of protecting nationals is a valid
and essential element in certain uses of force, it cannot serve as an independent basis for continued U.S. military
presence in another country after the mission of safeguarding U.S. nationals has been accomplished.

(2) The right to use force to protect citizens abroad also extends to those situations in which a
host State is an active participant in the activities posing a threat to another State’s citizens (e.g. the government of
Iran’s participation in the hostage-taking of U.S. embassy personnel in that country in 1979-81; and Ugandan
President Idi Amin’s support of terrorists who kidnapped Israeli nationals and held them at the airport in Entebbe in
1976).

2. Collective Self-Defense. Also referred to in Article 51, the inherent right of collective self-defense
allows victim States to receive assistance from other States in responding to and repelling an armed attack. To
constitute a legitimate act of collective self-defense, all conditions for the exercise of an individual State’s right of
self-defense must be met, along with the additional requirement that assistance must be requested by the victim
State. There is no recognized right of a third-party State to unilaterally intervene in internal conflicts where the
issue in question is one of a group’s right to self-determination and there is no request by the de jure government for
assistance.

a. Collective defense treaties, such as that of the North Atlantic Treaty Organization (NATO), the
Inter-American Treaty of Reciprocal Assistance (the Rio Treaty), the Security Treaty Between Australia, New
Zealand, and the United States (ANZUS), and other similar agreements, do not provide an international legal basis
for the use of U.S. force abroad, per se. Such agreements simply establish a commitment among the parties to
engage in “collective self-defense” as required by specified situations, and provide the framework through which

1 The term Proportionality in jus ad bellum should not be confused with the same term in the jus in bello or targeting context.
The proportionality analysis in targeting is a balancing test to ensure that the civilian loss is not excessive in relation to the
concrete and direct military advantage anticipated. This is not the test for a proportionate response in the jus ad bellum context.
12 See infra Chapter 9.
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such measures are to be taken. From an international law perspective, a legal basis for engaging in measures
involving the use of military force abroad must still be established from other sources of international law extrinsic
to these collective defense treaties (i.e., there still must be a justifiable need for collective self-defense or a UN
Security Council authorization to use force).

b. The United States has entered into bilateral military assistance agreements with numerous
countries around the world. These are not defense agreements, and thus impose no commitment on the part of the
United States to come to the defense of the other signatory State in any given situation. Moreover, such agreements,
like collective defense treaties, also provide no intrinsic legal basis for the use of military force.

3. Anticipatory Self-Defense. As discussed above, some States embrace an interpretation of the UN
Charter that extends beyond the black letter language of Article 51, under the CIL principle of anticipatory self-
defense. Anticipatory self-defense justifies using force in anticipation of an imminent armed attack. Under this
concept, a State is not required to absorb the first hit before it can resort to the use of force in self-defense to repel an
imminent attack.

a. Anticipatory self-defense finds its roots in the 1837 Caroline case™ and subsequent
correspondence between then-U.S. Secretary of State Daniel Webster and his British Foreign Office counterpart
Lord Ashburton. Secretary Webster posited that a State need not suffer an actual armed attack before taking
defensive action, but may engage in anticipatory self-defense if the circumstances leading to the use of force are
“instantaneous, overwhelming, and leaving no choice of means and no moment for deliberation.” As with any form
of self-defense, the principles of necessity and proportionality serve to bind the actions of the offended State.

b. Because the invocation of anticipatory self-defense is fact-specific in nature, and therefore
appears to lack defined standards of application, it remains controversial in the international community. Concerns
over extension of anticipatory self-defense as a pretext for reprisal or preventive actions (i.e., the use of force before
the coalescence of an actual threat) have not been allayed by contemporary use. It is important to note, however,
that anticipatory self-defense serves as a foundational element in the Chairman of the Joint Chiefs of Staff’s
Standing Rules of Engagement (CJCS SROE), as embodied in the concept of hostile intent, which makes it
clear to commanders that they do not, and should not, have to absorb the first hit before their right and obligation to
exercise self-defense arises.™*

c. Preemptive Use of Force. In the 2002 National Security Strategy (NSS), the U.S.
Government took a step toward what some view as a significant expansion of use of force doctrine from anticipatory
self-defense to preemption.™ This position was reinforced in the 2006 NSS, which reaffirmed the doctrine of
preemptive self-defense against “rogue states and terrorists” who pose a threat to the United States based on their
expressed desire to acquire and use weapons of mass destruction.’® The “Bush Doctrine” of preemption re-casted
the right of anticipatory self-defense based on a different understanding of imminence. Thus, the NSS stated, “We
must adapt the concept of imminent threat to the capabilities and objectives of today’s adversaries.” It concluded:
“The greater the threat, the greater is the risk of inaction — and the more compelling the case for taking action to
defend ourselves, even if uncertainty remains as to the time and place of the enemy’s attack.”*’ The 2010 NSS,
however, suggests a possible movement away from the Bush Doctrine, as the Obama Administration declares in the
NSS that, “[w]hile the use of force is sometimes necessary, [the United States] will exhaust other options before war
whenever [it] can, and [will] carefully weigh the costs and risks of action versus the costs and risks of inaction.”*®
Moreover, according to the 2010 NSS, “[w]hen force is necessary . . . [the United States] will seek broad
international support, working with such institutions as NATO and the U.N. Security Council.”*® Nevertheless, the

13 The Case of the Caroline is not a court case, but rather an international incident in which British forces attacked a U.S.
merchant riverboat — the Caroline. The Caroline was ferrying supplies to Canadian rebel forces located on an island above the
Niagara Falls. Following the incident, a series of letters between the U.S. Secretary of State and the British Foreign Office
established the common international understanding of imminence in the context of anticipatory self-defense.
14 See CHAIRMAN OF THE JOINT CHIEFS OF STAFF, INSTR. 3121.01B, STANDING RULES OF ENGAGEMENT/STANDING RULES FOR THE
UsE oF FORCE FOR U.S. Forces, (13 June 2005). A new version of the CICSI is due for publication in 2014. As of this
publishing the new SROE was not available.
15 THE WHITE HousE, THE NATIONAL SECURITY STRATEGY OF THE UNITED STATES OF AMERICA, (2002).
18 THE WHITE HoUSE, THE NATIONAL SECURITY STRATEGY OF THE UNITED STATES OF AMERICA, (2006).
1 THE WHITE HoUSE, THE NATIONAL SECURITY STRATEGY OF THE UNITED STATES OF AMERICA, (2002). at 15.
12 THE WHITE HouSE, THE NATIONAL SECURITY STRATEGY OF THE UNITED STATES OF AMERICA, 22 (2010) at 22.

Id.
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Obama Administration maintains that “[t]he United States must reserve the right to act unilaterally if necessary to
defend our nation and our interests, yet we will also seek to adhere to standards that govern the use of force.”*

d. A modern-day legal test for imminence, consistent with the above, was perhaps best
articulated by Professor Michael Schmitt in 2003. He stated that States may legally employ force in advance of an
attack, at the point when (1) evidence shows that an aggressor has committed itself to an armed attack, and (2)
delaying a response would hinder the defender’s ability to mount a meaningful defense.*

e. Anticipatory self-defense, whether labeled anticipatory or preemptive, must be distinguished
from preventive self-defense. Preventive self-defense—employed to counter non-imminent threats—is illegal
under international law.

D. Self-Defense Against Non-State Actors. Up to now, this handbook has discussed armed attacks launched
by a State. Today, however, States have more reasons to fear armed attacks launched by non-state actors from a
State. The law is still grappling with this reality. While the answer to this question may depend on complicated
questions of state responsibility, many scholars base the legality of cross border attacks against non-state actors
on whether the host State is unwilling or unable to deal with the non-state actors who are launching armed
attacks from within its territory.”? Some scholars have posited that a cross border response into a host State
requires the victim State to meet a higher burden of proof in demonstrating the criteria that establish the legality of a
State’s use of force in self-defense.?

E. Operation Enduring Freedom (OEF). In the wake of the attacks on the World Trade Center on 11
September 2001, the UN Security Council passed, on the very next day, UNSCR 1368. This resolution explicitly
recognized the United States’ inherent right of individual or collective self-defense pursuant to Article 51 of the UN
Charter against the terrorist actors (nonstate actors) who perpetrated the 9/11 attacks. The basis for the United
States’ use of force in OEF is, therefore, the Article 51 right of individual or collective self-defense. Many writers
argue that UNSCR 1368 signals a change where the right of self-defense against nonstate actors is recognized, even
if the UN Charter did not originally envision this. United States forces involved in the North Atlantic Treaty
Organization (NATO) International Security Assistance Force (ISAF) mission must also, however, be aware of
current UNSCRs, the most recent of which is UNSCR 2011 (dated 12 October 2011), which “[a]uthorizes the
Member States participating in ISAF to take all necessary measures to fulfill its mandate.” The mandate of ISAF
per the UNSCR is to assist the Afghan Government in improving “the security situation and build its own security
capabilities.” Thus, forces operating within the ISAF mission do so legally on the basis of a Security Council
resolution, whereas forces operating within the OEF mission do so legally on a self-defense basis.

IV. DOMESTIC LAW AND THE USE OF FORCE: THE WAR POWERS RESOLUTION

A. In addition to the requirement that a use of force have an international legal basis, there must also be
domestic legal support. In every situation involving the possible use of U.S. forces abroad, a legal determination
that embraces U.S. Constitutional principles and the 1973 War Powers Resolution must be made.?*

B. The Constitution divides the power to wage war between the Executive and Legislative branches of
government. Under Article I, Congress holds the power to declare war; to raise and support armies; to provide and
maintain a navy; and to make all laws necessary and proper for carrying out those responsibilities. Balancing that
legislative empowerment, Article 11 vests the Executive power in the President and makes him the Commander-in-
Chief of the Armed Forces. This bifurcation of the war powers created an area in which the coordinate political
branches of government exercise concurrent authority over decisions relating to the use of Armed Forces overseas as
an instrument of U.S. foreign policy.

2.

! Michael N. Schmitt, Preemptive Strategies in International Law, 24 MicH. J. INT’L L. 513, 535 (2003).

22 5ee YORAM DINSTEIN, WAR, AGGRESSION AND SELF-DEFENCE 226 (5th ed. 2011); Ashley Deeks, ‘Unwilling or Unable’:
Toward an Normative Framework for Extra-Territorial Self-Defense, 52 VA. J. INT’L L. 483 (2012).

2 See Michael N. Schmitt, Responding to Transnational Terrorism Under the Jus Ad Bellum: A Normative Framework, 56
NAVAL L. Rev. 1 (2008).

# pyblic Law 93-148, 50 U.S.C. §§ 1541-1548. The Department of Justice, Office of Legal Counsel (OLC) has a series of
opinions that address the executive interpretation of the 1973 War Powers Resolution. See Deployment of United States Armed
Forces into Haiti , 18 Op. O.L.C. 173 (1994); Proposed Deployment of United States Armed Forces into Bosnia, 19 Op. O.L.C.
327 (1995). The most recent addition to this line of OLC opinions concerns the use of United States Armed Forces in the Libya
operation in 2011. Authority to Use Military Force in Libya, 35 Op. O.L.C. 1 (2011).
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C. Until 1973, a pattern of Executive initiative, Congressional acquiescence, and Judicial deference combined
to give the President primacy in decisions to employ U.S. forces. In order to reverse the creeping expansion of
Presidential authority and to reassert its status as a full partner in decisions relating to the use of U.S. forces
overseas, Congress passed, over Presidential veto, the War Powers Resolution (WPR). The stated purpose of the
WPR is to ensure the “collective judgment” of both the Executive and Legislative branches, in order to
commit to the deployment of U.S. forces, by requiring consultation of and reports to Congress in any of the
following circumstances: 1) Introduction of troops into actual hostilities; 2) Introduction of troops, equipped for
combat, into a foreign country; or 3) Greatly enlarging the number of troops, equipped for combat, in a foreign
country.

D. The President is required to make such reports within forty-eight hours of the triggering event,
detailing: the circumstances necessitating introduction or enlargement of troops; the Constitutional or legislative
authority upon which he bases his action; and the estimated scope and duration of the deployment or combat action.

E. The issuance of such a report, or a demand by Congress for the President to issue such a report, triggers a
sixty-day clock. If Congress does not declare war, specifically authorize the deployment/combat action, or authorize
an extension of the WPR time limit during that period, the President is required to withdraw deployed forces. The
President may extend the deployment for up to thirty days, should he find circumstances so require, or for an
indeterminate period if Congress has been unable to meet due to an attack upon the United States.

F. Because the WPR was enacted over the President’s veto, one of the original purposes of the statute—
establishment of a consensual, inter-branch procedure for committing our forces overseas—was undercut. Although
the applicability of the WPR to specific operations will not be made at the Corps or Division level, once U.S. forces
are committed overseas, a deploying JA must be sensitive to the impact of the WPR on the scope of operations,
particularly with respect to the time limitation placed upon deployment under independent Presidential action (i.e.,
the WPR’s 60-90 day clock).

G. Procedures have been established which provide for CJCS review of all deployments that may
implicate the WPR. The Chairman’s Legal Advisor, upon reviewing a proposed force deployment, is required to
provide to the DoD General Counsel his analysis of the WPR’s application. If the DoD General Counsel makes a
determination that the situation merits further inter-agency discussion, he or she will consult with both the State
Department Legal Adviser and the Attorney General. As a result of these discussions, advice will then be provided
to the President concerning the consultation and reporting requirements of the WPR.

H. In the unlikely event that a JA or his or her supported commander is presented with a question regarding
the applicability of the WPR, the appropriate response should be that the operation is being conducted at the
direction of the National Command Authority, and is therefore presumed to be in accordance with applicable
domestic legal limitations and procedures.
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CHAPTER 2

THE LAW OF ARMED CONFLICT

REFERENCES: FOUNDATIONAL INTERNATIONAL LAW TREATIES
(ALSO CONTAINED IN THE LOAC DOCUMENTARY SUPPLEMENT)

(Hague) Convention (IV) Respecting the Laws and Customs of War on Land, Oct. 18, 1907, 36
Stat. 2277, T.S. 539, 1 Bevans 631, 205 Consol. T.S. 277, 3 Martens Nouveau Recueil (ser. 3)
461, entered into force and for the United States Jan. 26, 1910 [hereinafter Hague 1V].

(Hague) Regulations Respecting the Laws and Customs of War on Land, annex to Hague 1V
[hereinafter Hague Regulations or HR].

(Hague) Convention (V) Respecting the Rights and Duties of Neutral Powers and Persons in
Case of War on Land, Oct. 18, 1907, 36 Stat. 2310, T.S. 540, 1 Bevans 654, 205 Consol. T.S.
299, 3 Martens Nouveau Recueil (ser. 3) 504, entered into force and for the United States

Jan. 26, 1910 [hereinafter Hague V].

(Hague) Convention (I1X) Concerning Bombardment by Naval Forces in Time of War, Oct. 18,
1907, 36 Stat. 2351, T.S. 542, 1 Bevans 681, 205 Consol. T.S. 345, 3 Martens Nouveau Recueil
(ser. 3) 604, entered into force and for the United States Jan. 26, 1910 [hereinafter Hague 1X].
UNITED NATIONS (U.N.) CHARTER, entry into force and for the United States Oct. 24, 1945
[hereinafter U.N. Charter]

(Geneva) Convention (I) for the Amelioration of the Condition of the Wounded and Sick in
Armed Forces in the Field, Aug. 12,1949, 6 U.S.T. 3114, T.l.A.S. 3362, 75 U.N.T.S. 31, entered
into force Oct. 21, 1950, for the United States Feb. 2, 1956 [hereinafter GC I].

(Geneva) Convention (I1) for the Amelioration of the Condition of Wounded, Sick, and
Shipwrecked Members of Armed Forces at Sea, Aug. 12, 1949, 6 U.S.T. 3217, T.1.A.S. 3363, 75
U.N.T.S. 85, entered into force Oct. 21, 1950, for the United States Feb. 2, 1956 [hereinafter GC
1].

(Geneva) Convention (I11) Relative to the Treatment of Prisoners of War, Aug. 12, 1949, 6
U.S.T. 3316, T.I.A.S. 3364, 75 U.N.T.S. 135, entered into force Oct. 21, 1950, for the

United States Feb. 2, 1956 [hereinafter GC I11].

(Geneva) Convention (1V) Relative to the Protection of Civilian Persons in Time of War, Aug.
12,1949, 6 U.S.T. 3516, T.I.A.S. 3365, 75 U.N.T.S. 287, entered into force Oct. 21, 1950, for
the United States Feb. 2, 1956 [hereinafter GC IV].

Protocol Additional (1) to the Geneva Conventions of 12 August 1949, and Relating to the
Protection of Victims of International Armed Conflicts (Protocol 1), June 8, 1977, 1125
U.N.T.S. 3, reprinted in 16 1.L.M. 1391 (1977), entered into force Dec. 7, 1978 (signed by the
United States Dec. 12, 1977, not transmitted to U.S. Senate, see S. TREATY Doc. No. 100-2)
[hereinafter AP I].

Protocol Additional (1) to the Geneva Conventions of 12 August 1949, and Relating to the
Protection of Victims of Non-International Armed Conflicts (Protocol I1), June 8, 1977, 1125
U.N.T.S. 609, reprinted in 16 1.L.M. 1442 (1977), entered into force Dec. 7, 1978 (signed by the
United States Dec. 12, 1977, transmitted to the U.S. Senate Jan. 29, 1987, still pending action as
S. TREATY Doc. No. 100-2) [hereinafter AP II].

Protocol Additional (111) to the Geneva Conventions of 12 August 1949, and relating to the
Adoption of an Additional Distinctive Emblem (Protocol I11), Dec. 8, 2005, S. TREATY Doc. No.
109-10, 45 I.L.M. 558 (2006), entered into force Jan. 14, 2007, for the United States

Sept. 8, 2007 [hereinafter AP I11].

(Hague) Convention for the Protection of Cultural Property in the Event of Armed Conflict, With
Regulations for the Execution of the Convention, May 14, 1954, S. TREATY Doc. No. 106-1, 249
U.N.T.S. 240, entered into force Aug. 7, 1956, for the United States Mar. 13, 2009 (First
Protocol still pending action, see S. TREATY Doc. No. 106-1) [hereinafter Hague Cultural
Property Convention].

SELECT WEAPONS TREATIES (ALSO CONTAINED IN THE LOAC DocCSuPP)
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14.  (Geneva) Protocol for the Prohibition of the Use in War of Asphyxiating, Poisonous or Other
Gases, and of Bacteriological Methods of Warfare, June 17, 1925, 26 U.S.T. 571, T.l.A.S. 8061,
94 L.N.T.S. 65, entered into force Feb. 8, 1928, for the United States Apr. 10, 1975 [hereinafter
Geneva Gas Protocol].

15. Convention on the Prohibition of the Development, Production and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and on Their Destruction, Apr. 10, 1972,

26 U.S.T. 583, T.I.LA.S. 8062, 1015 U.N.T.S. 163, entered into force and for the United States
Mar. 26, 1975 [hereinafter BWC].

16. (Paris) Convention on the Prohibition of the Development, Production, Stockpiling and Use of
Chemical Weapons and on Their Destruction, Jan. 13, 1993, S. TREATY Doc. No. 103-21, 1974
U.N.T.S. 3, 32 I.L.M. 800, entered into force and for the United States Apr. 29, 1997 [hereinafter
CWC].

17. Convention on Prohibitions or Restrictions of the Use of Certain Conventional Weapons Which
May be Deemed to be Excessively Injurious or to Have Indiscriminate Effects, Oct. 10, 1980, S.
TREATY Doc. No. 103-25, 1342 U.N.T.S. 137, 19 I.L.M. 1524, entered into force Dec. 2, 1983,
for the United States Sept. 24, 1995 [hereinafter CCW].

EXECUTIVE ORDERS AND MILITARY REGULATIONS

18. Exec. Order No. 12,333, 3 C.F.R. 200 (1981), as amended by Exec. Order Nos. 13,284 (2003),
13,335 (2004) and 13,470 (2008) [hereinafter E.O. 12333].

19. DepP’T oF DEF. DIRECTIVE 2060.1, IMPLEMENTATION OF, AND COMPLIANCE WITH, ARMS
CoNTROL AGREEMENTS (9 Jan. 2001) [hereinafter DoDD 2060.1]

20. Dep’T oF DEF. DIRECTIVE 2311.01E, DoD LAaw oF WAR PROGRAM (9 May 2006)(Change 1 of 15
Nov. 2010) (canceling DoDD 5100.77, DoD Law of War Program (9 Dec. 1998)) [hereinafter
DoDD 2311.01E].

21. Dep’T oF DEF. DIRECTIVE 3000.3, Policy for Non-Lethal Weapons (9 July 1996)

[hereinafter DoDD 3000.3].

22. Dep’T oF DEF. DIRECTIVE 5000.01, The Defense Acquisition System (12 May 2003) [hereinafter
DoDD 5000.01].

23. CHAIRMAN OF THE JOINT CHIEFS OF STAFF INSTRUCTION 5810.01D, IMPLEMENTATION OF THE
DoD LAw oF WAR PROGRAM (30 Apr 2010) [hereinafter CJCSI 5810.01D].

24. U.S. DEP’T OF ARMY, FIELD MANUAL 27-10, THE LAW OF LAND WARFARE (18 July 1956)
(Change 1, 15 July 1976) [hereinafter FM 27-10].

25. U.S. DEP’T OF ARMY, ARMY REG. 27-53, REVIEW OF LEGALITY OF WEAPONS UNDER
INTERNATIONAL LAW (1 Jan. 1979) [hereinafter AR 27-53].

26. U.S. DEP’T OF NAVY, NAVAL WARFARE PUBLICATION (NWP) 1-14M/U.S. MARINE CORPS
WARFIGHTING PUBLICATION (MCWP) 5-12.1/U.S. COAST GUARD COMMANDANT’S PUBLICATION
(COMDTPUB) P5800.7A , THE COMMANDER’S HANDBOOK ON THE LAW OF NAVAL OPERATIONS
(July 2007) [hereinafter NWP 1-14M].

27. U.S. DEP’T OF NAVY, DEP’T OF NAVY IMPLEMENTATION AND OPERATION OF THE DEFENSE
ACQUISITION SYSTEM AND THE JOINT CAPABILITIES INTEGRATION AND DEVELOPMENT SYSTEM (1
Sept. 2011) [hereinafter SECNAVINST 5000.2E].

28. U.S. DEP’T OF AIR FORCE, AIR FORCE PoLICY DIRECTIVE 51-4, COMPLIANCE WITH THE LAW OF
ARMED CONFLICT (4 Aug. 1993) [hereinafter AFPD 51-4].

I. INTRODUCTION

This Chapter summarizes key Law of Armed Conflict (LOAC) provisions for commanders and military personnel in
the conduct of operations in both international and non-international armed conflicts. It discusses the purposes and
basic principles of the LOAC, its application in armed conflict, the legal sources of the law, the conduct of
hostilities, treatment of protected persons, military occupation of enemy territory, neutrality, and compliance and
enforcement measures.
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1. DEFINITION

The law of war (LOW) is “that part of international law that regulates the conduct of armed hostilities.”* It
is often termed the law of armed conflict (LOAC) or international humanitarian law (IHL). The LOAC
encompasses all international law for the conduct of hostilities binding on the United States or its individual citizens,
including treaties and international agreements to which the United States is a party, and applicable customary
international law (CIL).2 This chapter will use the term LOAC to refer to the LOW or IHL.

I11. POLICY

Department of Defense (DoD) policy is to comply with the LOAC “during all armed conflicts, however such
conflicts are characterized, and in all other military operations.”*® Every Soldier, Sailor, Airman, Marine, and all
others accompanying U.S. forces must comply with the LOAC, particularly its basic principles explained below and
its requirements for humane treatment of detainees. The nature and extent of LOAC obligations may differ,
however, depending on the laws applicable to the type of armed conflict.

IV. PURPOSES OF THE LAW OF ARMED CONFLICT

A. The fundamental purposes of the LOAC are humanitarian and functional in nature. The humanitarian
purposes include:

1. Protecting both combatants and noncombatants from unnecessary suffering;
2. Safeguarding persons who fall into the hands of the enemy; and
3. Facilitating the restoration of peace.
B. The functional purposes include:
1. Ensuring good order and discipline;
2. Fighting in a disciplined manner consistent with national values; and

3. Maintaining domestic and international public support.

V. BASIC PRINCIPLES OF THE LAW OF ARMED CONFLICT

A. Principle of Military Necessity. This principle “justifies those measures not forbidden by international
law which are indispensable for securing the complete submission of the enemy as soon as possible.”* Article 23(g)
of the Hague Regulations (HR) explicitly recognizes military necessity as valid. It mandates that a belligerent not
“destroy or seize the enemy’s property, unless such destruction or seizure be imperatively demanded by the
necessities of war.” Numerous other provisions in the LOAC also acknowledge this principle explicitly or
implicitly. Asa principle of jus ad bellum, military necessity justifies the use of force required to accomplish a
lawful mission.

1. Military necessity does not authorize acts otherwise prohibited by the LOAC. This principle must
be applied in conjunction with other LOAC principles discussed in this chapter as well as other, more specific, legal
constraints set forth in LOAC treaties to which the United States is a party.

2. Miilitary necessity is not a criminal defense for acts expressly prohibited by law.

a. The LOAC prohibits the intentional targeting of persons protected under any circumstances.
Noncombatant military personnel (e.g., chaplains, prisoners of war, or the wounded) and civilians “enjoy the
protection afforded [by this rule] unless and for such time as they take a direct part in hostilities.”®

! DoDD 2311.01E, para. 3.1.
21d.

%1d., para. 4.1.

4 FM 27-10, para. 3a.

> AP |, art. 51(3).
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b. Civilian objects are generally protected from intentional attack or destruction. However, civilian
objects may lose their protections if they are being used for military purposes or if there is a military necessity for
their destruction or seizure. Civilian objects may, in such circumstances, become military objectives (as discussed
below), and if so, the LOAC permits their destruction.® For example, General Lothar Rendulic was German
Commander in Norway in late 1944. Fearing a Russian invasion against German-occupied Norway, he adopted a
“scorched-earth” policy, destroying anything that could be used by the Russians. The Nuremberg Tribunal
convicted General Rendulic of other charges, but found him not guilty of unlawfully destroying civilian property by
his “scorched earth” tactics to thwart an enemy invasion that never came.” Though the Tribunal expressed doubt as
to his judgment, it held that HR, Article 23(g) justified his actions, as “the conditions, as they appeared to the
defendant at the time were sufficient upon which he could honestly conclude that urgent military necessity
warranted the decision made.”®

c. The Rendulic Rule: The Rendulic case also stands for a broader standard regarding liability for
battlefield acts: commanders and personnel should be evaluated based on information reasonably available at the
time of decision. In recently ratifying several LOAC treaties, the U.S. Senate attached understandings that “any
decision by any military commander, military personnel, or any other person responsible for planning, authorizing,
or executing military action shall only be judged on the basis of that person's assessment of the information
reasonably available to the person at the time the person planned, authorized, or executed the action under review,
and shall not be judged on the basis of information that comes to light after the action under review was taken.”®

d. There may be situations where, because of incomplete intelligence or the failure of the enemy to
abide by the LOAC, civilian casualties occur. Example: The Iraqi Al Firdos C3 Bunker. During the first Persian
Gulf War (1991), U.S. military planners identified this Baghdad bunker as an Iragi military command and control
center. Barbed wire surrounded the complex, it was camouflaged, armed sentries guarded its entrance and exit
points, and electronic intelligence identified its activation. Unknown to coalition planners, some Iraqi civilians used
upper levels of the facility as nighttime sleeping quarters. The bunker was bombed, resulting in over 400 civilian
deaths. Was there a violation of the LOAC? Not by U.S. forces, but there was a clear violation of the principle of
distinction (discussed infra) by Iraqi forces. Based upon information gathered by Coalition planners, the
commander made an assessment that the target was a military objective. Although the attack may have resulted in
unfortunate civilian deaths, there was no LOAC violation because the attackers acted in good faith based upon the
information reasonably available at the time the decision to attack was made.

B. Principle of Distinction. Sometimes referred to as the principle of discrimination, this principle requires
that belligerents distinguish combatants from civilians and military objectives from civilian objects (i.e., protected
property or places). In keeping with this “grandfather” principle of the LOAC, parties to a conflict must direct
their operations only against combatants and military objectives.™

1. Additional Protocol | (AP I) prohibits “indiscriminate attacks.” As examples, under Article 51 thereof,
paragraph 4, these are attacks that:

a. are “not directed against a specific military objective,” (e.g., Iragi SCUD missile attacks on Israeli
and Saudi cities during the Persian Gulf War); or

b. *“employ a method or means of combat the effects of which cannot be directed at a specified
military objective,” (e.g., this might prohibit area bombing in certain populous areas, such as a bombardment “which

6 See HR art. 23(g), FM 27-10, paras. 56, 58; compare GC IV, art. 147.

7 See “Opinion and Judgment of Military Tribunal V,” United States v. Wilhelm List, X TRIALS OF WAR CRIMINALS BEFORE THE
NUREMBERG MILITARY TRIBUNALS UNDER CoNTROL CouNciL LAw No. 10, at 1296 (Feb. 19, 1948) (Case 7) [hereinafter Hostage
Case]. The case consolidated charges against twelve German general officers for their conduct while in command of armies
occupying enemy countries, including the alleged taking of civilian hostages.

®1d. at 1297.

®S. xec. Rep. No. 110-22, at 13 (2008) (CCW Protocols 111 (incendiary weapons) and IV (blinding laser weapons)); S. EXEc.
Rep. No. 106-2, at 20 (2009) (CCW Amended Protocol 1l (landmines and booby traps)). See also S. Exec. Rep. No. 110-26, at
10 (2008) (Hague Cultural Property Convention). This chapter discusses these treaties in greater detail below.

0 AP I, art. 48. As stated above, the United States is not a party to AP I, but does accept many of AP I’s provisions as a matter of
policy and views some of them as CIL. This handbook takes no position on which provisions constitute CIL and which
provisions are followed as a matter of policy. See the LOAC DocSupp at 232-36 for additional information.
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treats as a single military objective a number of clearly separated and distinct military objectives in a city, town, or
village .. .”™); or

c. “employ a method or means of combat the effects of which cannot be limited as required” by the
Protocol (e.g., release of dangerous forces*? or collateral damage excessive in relation to concrete and direct military
advantage™); and

d. *consequently, in each case, are of a nature to strike military objectives and civilians or civilian
objects without distinction.”**

2. AP | defines military objectives as “objects which by their nature, location, purpose or use, make an
effective contribution to military action and whose total or partial destruction, capture or neutralization, in the
circumstances ruling at the time, offers a definite military advantage.”*® See discussion of Military Objectives infra.

3. Distinction applies both offensively and defensively. It requires parties to a conflict to engage only in
military operations that distinguish (or discriminate) between combatants and civilians not taking direct part in the
hostilities, and direct attacks solely against combatants. Similarly, military force must be directed only against
military objectives, not civilian objects. Under the principle of distinction, the civilian population as such, as well as
individual civilians, may not be made the object of deliberate attack.'® Defensively, the principle of distinction
requires that military forces “distinguish themselves from the civilian population so as not to place the civilian
population at undue risk. This includes not only physical separation of military forces and other military objectives
from civilian objects . . . but also other actions, such as wearing uniforms.”*’

C. Principle of Proportionality. This principle requires that the anticipated loss of life and damage to
property incidental to attacks must not be excessive in relation to the concrete and direct military advantage
expected to be gained.'® Proportionality is not a separate legal standard as such, but provides a method by which
military commanders can balance military necessity and civilian loss or damage in circumstances when an attack
may cause incidental damage to civilian personnel or property.

1. Collateral Damage. Collateral damage, also called incidental damage, consists of both unavoidable
and unintentional damage to civilian personnel and property incurred while attacking a military objective.
Incidental damage is not a violation of international law. While no LOAC treaty defines this concept, its
inherent lawfulness is implicit in treaties referencing the concept. For example, AP I, Article 51(5) describes
indiscriminate attacks as those causing “incidental loss . . . excessive . . . to. .. the military advantage
anticipated.”®

2. Attacks and Military Advantage. The term “attack” is defined in Article 49 of AP I as “acts of
violence against the adversary, whether in offence or defence.”®® “Military advantage” is not restricted to tactical
gains, but is linked to the full context of one’s war strategy. Balancing between incidental damage to civilian
objects and incidental civilian casualties may be done on a target-by-target basis, but also may be done in an overall
sense against campaign objectives. At the time of its ratification of AP I, the United Kingdom declared that “the
military advantage anticipated from an attack is intended to refer to the advantage anticipated from the attack

L AP I, art. 51, para. 4(a).

2 AP I, art. 56. The United States does not entirely accept this article. See the LOAC DocSupp at 232-235.

B AP |, art. 51, para. 4(b).

Y AP 1, art. 51, para. 4(c).

15 AP I. art. 52, para. 2; see also CCW Protocol 11, art. 2(4); CCW Amended Protocol 11, art. 2(6); CCW Protocol 111, art. 1(3)
AP I, art. 51, para. 2.

Y W. Hays Parks, Special Forces’ Wear of Non-Standard Uniforms, 4 CHi. J. INT’L L. 493, 514 (2003). See also HR, art. 1(2)
(requiring a fixed distinctive insignia); FM 27-10, para. 74 (noting concealment of combat status, by a member of the armed
forces, triggers loss of the right to be treated as a POW. Note however, that FM 27-10 conflicts with more recent views,
including that of Mr. Parks, who noted that historically members of the regular armed forces always received POW status once
they were identified as such, no matter what they were attired in when captured. Even assuming that members of the armed
forces (wearing civilian clothes or enemy uniforms) do get POW status, they can still be tried and punished for violations of the
law of war, since combatant immunity only applies to lawful acts.

18 EM 27-10, para. 41, change 1. While the United States is not a party to AP |, this language is derived from the prohibition on
indiscriminate attacks contained in Article 51 of the Protocol.

¥ AP 1, art. 51, para. 5(b).

2 AP |, art. 49, para. 1.
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considered as a whole and not only from isolated or particular parts of the attack.” Proportionality balancing
typically involves a variety of considerations, including the security of the attacking force.?*

D. Principle of Unnecessary Suffering. Sometimes referred to as the principle of superfluous injury or
humanity, this principle requires military forces to avoid inflicting gratuitous violence on the enemy. It arose
originally from humanitarian concerns over the sufferings of wounded soldiers, and was codified as a weapons
limitation: “It is especially forbidden . . . to employ arms, projectiles or material calculated to cause unnecessary
suffering.”?? More broadly, this principle also encompasses the humanitarian spirit behind the Geneva Conventions
to limit the effects of war on the civilian population and property, and serves as a counterbalance to the principle
of military necessity.

1. Today, this principle underlies three requirements to ensure the legality of weapons and ammunitions
themselves, as well as the methods by which such weapons and ammunition are employed. Military personnel may
not use arms that civilized societies recognize as per se causing unnecessary suffering (e.g., projectiles filled with
glass, hollow point or soft-point small caliber ammunition, lances with barbed heads), must scrupulously observe
treaty limitations on weapons use (e.g., CCW Protocol I11’s prohibition on use of certain incendiary munitions
near concentrations of civilians), and must not use otherwise lawful weapons in a manner calculated to cause
unnecessary suffering (i.e., with deliberate intent to inflict superfluous or gratuitous injury to the enemy).

2. The prohibition of unnecessary suffering constitutes acknowledgement that necessary suffering to
combatants is lawful in armed conflict, and may include severe injury or loss of life justified by military necessity.
There is no agreed definition for unnecessary suffering. A weapon or munition would be deemed to cause
unnecessary suffering only if it inevitably or in its normal use has a particular effect, and the injury caused thereby is
considered by governments as disproportionate to the military necessity for that effect, that is, the military advantage
to be gained from use. This balancing test cannot be conducted in isolation. A weapon’s or munition’s effects must
be weighed in light of comparable, lawful weapons or munitions in use on the modern battlefield.

3. A weapon cannot be declared unlawful merely because it may cause severe suffering or injury. The
appropriate determination is whether a weapon’s or munition’s employment for its normal or expected use would be
prohibited under some or all circumstances. The correct criterion is whether the employment of a weapon for its
normal or expected use inevitably would cause injury or suffering manifestly disproportionate to the military
advantage realized as a result of the weapon’s use. A State is not required to foresee or anticipate all possible uses
or misuses of a weapon, for almost any weapon could be used in ways that might be prohibited.

4. In practice, DoD service TIAGs oversee legal reviews of weapons during the procurement process.
JAs should read these legal reviews prior to deployment for all weapons in their unit’s inventory, watch for
unauthorized modifications or deliberate misuse, and coordinate with higher headquarters legal counsel if it appears
that a weapon’s normal use or effect appears to violate this principle. See also the discussion of the DoD Weapons
Review Program, infra.

E. Chivalry. Though not usually identified as one of the LOAC’s basic legal principles, the concept of
chivalry has long been present in the law of armed conflict. Based on notions of honor, trust, good faith, justice, and
professionalism, chivalry prohibits armed forces from abusing the law of armed conflict in order to gain an
advantage over their adversaries. Chivalry, therefore, demands a degree of fairness in offense and defense and
requires mutual respect and trust between opposing forces. It denounces and forbids resort to dishonorable means,
expedients, or conduct that would constitute a breach of trust.?> While chivalry is not based on reciprocity, it
nevertheless must be applied at all times regardless of enemy forces’ action.

1. The concept of chivalry, as well as distinction, informs the LOAC’s express prohibition of treachery
and perfidy, defined as “bad faith.” AP I, Article 37, states, “[i]t is prohibited to Kill, injure or capture an adversary
by resort to perfidy. Acts inviting the confidence of an adversary to lead him to believe he is entitled to, or is
obligated to accord, protection under the rules of international law applicable in armed conflict, with intent to betray
that confidence, shall constitute perfidy.” Examples of perfidy include feigning surrender in order to draw the
enemy closer, and then firing on the enemy at close range, feigning wounded status, misusing protective emblems,
such as the Red Cross, and feigning noncombatant or neutral status. Perfidy, therefore, involves injuring the enemy

2! See, e.g., DoD FINAL REPORT TO CONGRESS, CONDUCT OF THE PERSIAN GULF WAR (April 1992), p. 611.
2 HR, art. 23(e).
% Hague IV, art. 23; FM 27-10 (1940), para. 4(c).
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through his adherence to the LOAC. Perfidious behavior degrades the protections and mutual restraints developed
in the interest of all Parties, combatants, and civilians.

2. Chivalry does not forbid ruses or deception, which are “admitted as a just and necessary means of
hostility, consistent with honorable warfare.”* See discussion of Ruses and Deception, infra.

V1. APPLICATION OF THE LAW OF ARMED CONFLICT

A. The LOAC applies to all cases of declared war or any other armed conflicts that arise between the United
States and other nations, even if the state of war is not recognized by one of them. This threshold is codified in
Common Article 2 of the Geneva Conventions. Armed conflicts such as the 1982 Falklands War, the Iran-Iraq
War of the 1980s, and the first (1991) and second (2003) U.S.-led coalition wars against Iraq were international
armed conflicts (IACs) to which the full body of LOAC applied. AP | purported to expand the notion of IAC and
application of the full Geneva Conventions to certain wars of “national liberation” for its State parties.”® Though the
United States has signed (but not ratified) and accepts several articles of AP I, it has persistently objected to this
article. To date, no armed group has successfully invoked this expansion.

B. The LOAC also applies to armed conflicts between one or more States and organized armed groups.
Common Article 3 of the Geneva Conventions and AP 11 (signed and largely supported, but not yet ratified by the
United States) enumerate specific protections for these non-international armed conflicts (NIACs). State
responses to guerrilla warfare, internal rebellions, and transnational terrorist operations could all qualify as NIACs.
However, nations experiencing such conflicts (even with significant military response and numerous casualties)
rarely formally acknowledge that a NIAC exists. Nevertheless, the legal concept of NIAC remains significant.

C. Not all conflicts between a State and armed actors constitute armed conflicts. For example, Article 1(2) of
AP 11 excludes “situations of internal disturbances and tensions, such as riots, isolated and sporadic acts of violence
and other acts of a similar nature, as not being armed conflicts.” JAs should look primarily to other sources of law
for guidance in such circumstances, such as domestic law, but may also be called upon to help commands develop
policies that embody the spirit of LOAC and accompanying principles when confronting escalating violence or
threats.

D. In peace operations like those in Somalia, Haiti, and Bosnia, questions regarding the applicability of the
LOAC arise frequently. The United States, United Nations, and NATO have long required that their forces would
apply the LOAC in these operations,”® but particular treaties often do not specifically mention peace operations and
categorization of a conflict as an IAC or NIAC may be uncertain. When facing situations that appear to fall short of
the traditional threshold of armed conflict would trigger the LOAC, Judge Advocates (JA) should consult with judge
advocates of more senior commands to determine how best to comply with the LOAC and U.S. customary practice.

E. Insummary, where the LOAC expressly applies, JAs must advise commanders and U.S. forces to follows
its requirements exactly. Even where not directly applicable, U.S. practice has been to comply with the LOAC to
the extent “practicable and feasible.”?’. In military operations short of international armed conflict, LOAC treaties
provide an invaluable template for military conduct. The Soldier’s Rules® also provide useful standards for the
individual Soldier in the conduct of operations across the conflict spectrum. The military commander, with the JA’s
assistance and advice, must determine those provisions of LOAC that best fit the mission and situations not covered
by formal rules, and train forces accordingly.

VIl. SOURCES OF THE LAW OF ARMED CONFLICT.

A. The Law of The Hague.?® “Hague Law,” which is typically associated with targeting, regulates the
“means and methods” of warfare, including: prohibitions against using certain weapons such as poison;
humanitarian concerns such as warning the civilian population before a bombardment; and the law of belligerent

2 |jeber Code, para. 101.

AP |, art. 1(4).

% See, e.g., DoDD 2311.01E, para. 4.

%" see Memorandum of W. Hays Parks to the Judge Advocate General of the Army, 1 October 1990.
% Included infra in this chapter, Appendix A.

% See Hague IV and Hague I1X (1907).
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occupation (particularly with respect to property.) The rules relating to the means and methods of warfare are
primarily derived from articles 22 through 41 of the Regulations Respecting the Laws and Customs of War on Land
annexed to Hague IV; hence the term “Hague Regulations.”*

B. Geneva Conventions of 1949.*! As opposed to the “means and methods” approach of Hague Law, the
term “Geneva Law” generally refers to a regulatory approach which seeks to protect “victims” of war such as
wounded and sick, shipwrecked at sea, prisoners of war, and civilians. Geneva law seeks to ensure humane
treatment of the “victims” it aims to “respect and protect.”

C. 1977 Additional Protocols to the Geneva Conventions.*® AP [ illustrates the convergence of “Hague
Law” and “Geneva Law” by updating and including both traditions in one document. Although the United States
has not ratified either AP I or AP Il, many nations have. U.S. commanders must be informed that AP | and AP II
bind numerous allied forces, including all members of NATO except Turkey. The United States also believes some
provisions of AP | and 1l to be CIL, and follows others as a matter of policy.** Documents outlining the specific
provisions of AP | which the US regards as CIL can be found in pages 232 to 235 of the Documentary Supplement.
This difference in obligation has not proven to be a major obstacle to U.S. allied or multinational operations. In
2007, the United States ratified AP 111 to the Geneva Conventions, which recognizes the Red Crystal as a symbol
equal to the Red Cross and Red Crescent.

D. Other U.S. Sources. Numerous weapons treaties, such as the CCW and its Protocols, prohibit or regulate
weapons use. Many of these are discussed below and reprinted in the LOAC DocSupp. Implementing LOAC
guidance for U.S. armed forces is found in DoD, joint, and service regulations, policies, manuals, and doctrine.**

VIll. COMBATANTS AND PROTECTED PERSONS

A. General Rules. The LOAC permits intentional attacks against combatants, but not civilians or
noncombatants. As such, the civilian population is protected from direct attack. An individual civilian is protected
from direct attack unless and for such time as he or she takes a direct part in hostilities (DPH).** The phrase
“protected persons” is a more narrow legal term of art specific to GC 1V, as discussed below. The term
noncombatant appears in GC 1V, Article 15 but is not precisely defined in the LOAC. It can refer to various
categories of military personnel protected from attack, such as military medical personnel and chaplains, plus those
out of combat like prisoners of war and the wounded, sick, and shipwrecked, as well as to civilians.

B. Privileges of Lawful Combatants

1. Combatants. Generally, combatants are military personnel lawfully engaging in hostilities in an
armed conflict on behalf of a party to the conflict. Combatants are lawful targets unless hors de combat, that is,
out of combat status—captured, wounded, sick or shipwrecked and no longer engaged in hostilities. Combatants
also are privileged belligerents, i.e., authorized to use force against the enemy on behalf of the State.

a. Under the 1949 Geneva Conventions,*® combatants include:
(1) The regular armed forces of a State Party to the conflict; and

(2) Militia, volunteer corps, and organized resistance movements belonging to a State Party to
the conflict that are under responsible command, wear a fixed distinctive sign recognizable at a distance, carry their
arms openly, and abide by the laws of war; and members of regular armed forces who profess allegiance to a
government not recognized by a detaining authority or occupying power.

b. Lawful Combatants as defined in the LOAC:

% Hague IV, arts. 22-41.

% See generally GC I; GC II; GC 1I; GC IV.

% See generally AP I; AP II; AP 111

33 See Memorandum from Hays Parks, Chief International Law Branch, to Mr. John H. McNeill, Assistance General Counsel
(International), OSD, subject: 1977 Protocols Additional to the Geneva Conventions, Customary International Law Implications
(9 May 1986), reprinted in the LOAC DocSupp at 234-35.

% See, e.g., FM 27-10; NWP 1-14M; FM 1-10; AFPD 51-4; Joint Publication 3-60, Joint Targeting (13 April 2007).

® AP |, art. 51(3).

®.GC I, art. 4, GC 1, art. 13,
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(1) Are entitled to carry out attacks on enemy military personnel and equipment;
(2) May be the subject of lawful attack by enemy military personnel;

(3) Have a combatant’s privilege, i.e., they bear no criminal responsibility for killing or injuring
enemy military personnel or civilians taking an active part in hostilities, or for causing damage or destruction to
property, provided their acts comply with the LOAC;

(4) May be tried for breaches of the LOAC;
(5) May only be punished for breaches of the LOAC as a result of a fair and regular trial; and
(6) If captured, must be treated humanely and are entitled to prisoner of war (POW) status.

2. Unprivileged enemy belligerents, also called unlawful combatants, may include spies, saboteurs, or
civilians directly participating in hostilities or who otherwise engage in unauthorized attacks or combatant acts.
These individuals do not qualify for GC 111 POW status and may be prosecuted for their unlawful acts. If directly
participating in hostilities (DPH), they may also be attacked as discussed below.

a. Article 44(3) of AP | allows a belligerent to attain combatant status by carrying his arms openly
during each military engagement and when visible to an adversary while deploying for an attack. This Article
lowers the threshold for obtaining combatant status (and therefore combatant immunity and POW status) by
eliminating the classic requirement for “having a fixed distinctive sign recognizable at a distance,”’ and requiring
such guerrilla fighters only to carry arms openly while engaged in hostile acts.

b. The United States rejected AP | in part due to this provision, has long vehemently opposed it, and
does not accept it as customary law. Encouraging enemy forces to blur the distinction between combatants and
civilians undermines a core principle and obligation of the LOAC. Through reservations and/or statements of
understanding, other governments such as the United Kingdom have narrowly restricted or virtually eliminated
application of AP I, Article 44(3).

C. Protections for the Wounded and Sick in the Field and at Sea. GC | and Il provide protections for military
wounded, sick, and shipwrecked at sea. This section provides a brief summary of these protections:

1. Hors de Combat. A person is hors de combat if he is in the power of an adverse party, if he clearly
expresses intention to surrender, or is “incapacitated by wounds or sickness.”®® It is prohibited to attack enemy
personnel who are “out of combat;”*° they must be treated humanely and, at a minimum, in accordance with the
protections set forth in Common Article 3 of the Geneva Conventions.

a. Members of the armed forces who are wounded or sick*® and who cease to fight are to be
respected and protected, as are shipwrecked members of the armed forces at sea.** “Shipwrecked persons include
those in peril at sea or in other waters as a result of the sinking, grounding, or other damage to a vessel in which they
are embarked, or of the downing or distress of an aircraft.”** The term “shipwrecked” includes both military
personnel and civilians.*

b. Respect means to spare, not to attack. Protect means to come to someone’s defense; to lend help
and support. Each belligerent must treat his fallen adversaries as he would the wounded of his own army.** The
order of treatment is determined solely by urgent medical reasons. No adverse distinctions in treatment may be
established based on gender, race, nationality, religion, political opinions, or any other similar criteria.*® Treatment
is accorded using triage principles which provide the greatest medical assets to those with significant injuries who

.GC 1, art. 4.A.(2)(b).

% AP |, art. 41, para. 2(a)—(c).

¥ GC I-IV, art. 3; see also AP |, art. 41, para. 1.
OGel, art. 12.

L GCIl, art. 12.

“2 NWP 1-14M, para. 11.6.

AP |, art. 8, para. 2.

4 pictet’s Commentaries, GC I, p. 134-137.

“ G, art. 12.
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may benefit from treatment. Wounded who will die regardless of treatment and those wounded whose injuries are
not life-threatening are given lesser priority. *°

c. Parties are obligated to search for and collect the wounded, sick, and shipwrecked as conditions
permit, and particularly after an engagement, in recognition that military operations can make the obligation to
search for the fallen impracticable.*” If compelled to abandon the wounded and sick to the enemy, commanders
must leave medical personnel/material to assist in their care, “as far as military considerations permit.”*®

d. Medical units and establishments may not be attacked intentionally.*® However, incidental
damage to medical facilities situated near military objectives is not a violation of the LOAC. Medical units lose
their protection if committing “acts harmful to the enemy®°,” and, if after a reasonable time, they fail to heed a
warning to desist.>* A medical unit will not be deprived of protection if unit personnel carry small arms for their
own defense and the unit is protected by a picket or sentries. Nor will protection cease if small arms removed from
the wounded are present in the unit, or if personnel from the veterinary service are found with the unit, or the unit is

providing care to civilian wounded and sick.*

e. Permanent medical personnel “exclusively engaged” in medical duties,> chaplains,® personnel of
national Red Cross Societies, and other recognized relief organizations,> are considered noncombatants and shall
not be intentionally attacked. To enjoy immunity, these noncombatants must abstain from any form of participation
— even indirect — in hostile acts.*® In recognition of the necessity of self-defense, however, medical personnel may
be armed with small arms for their own defense or for the protection of the wounded and sick under their charge.
They may only employ their weapons if attacked in violation of the LOAC. They may not employ arms against
enemy forces acting in conformity with the LOAC and may not use force to prevent the capture of their unit by the
enemy (it is, on the other hand, perfectly legitimate for a medical unit to withdraw in the face of the enemy).>” Upon
capture they are “retained personnel,” not POWSs; however, at a minimum they receive POW protections. While
detained, they are to perform only medical or religious duties. They are to be retained as long as required to treat the
health and spiritual needs of POWs. If their medical or spiritual services are not required, they are to be
repatriated.®® Personnel of aid societies of neutral countries cannot be retained, and must be returned as soon as
possible.

f.  Civilian medical care remains the primary responsibility of the civilian authorities. If a civilian is
accepted into a military medical facility, care must be offered solely on the basis of medical priority*®

g. Parties to the conflict shall prevent the dead from being despoiled and shall ensure that burial of
the dead is carried out honorably and individually as far as circumstances permit. Bodies shall not be cremated
except for imperative reasons of hygiene or for motives based on the religion of the deceased. Prior to burial or
cremation, there shall be a careful examination (medical examination if possible) to confirm death and establish
identity. Graves shall be respected, maintained and marked. Parties to the conflict shall forward to each other
informatig)n concerning the dead and, in general, all articles of an intrinsic or sentimental value which are found on
the dead.

6 FM 4-02.6, para. C-3; FM 8-42, para. J-3.

" GC I, art. 15, GC I, art. 18.

® G, art. 12.

9 GC I, art. 19.

%0 Such acts include, but are not limited to, utilizing a hospital as a command and control center, ammunition storage facility, or
troop billeting, or conducting attacks from the hospital.

L GC 1, art. 21.

2 GC I, art. 22.

®GC, art. 24.
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®GC, art. 26,

% pictet’s Commentaries, GC I, p. 221.

" FM 4-02.

®GCl,art. 28.

¥ GC 1, art. 12. Seealso GC IV, art. 16; FM 4-02.6, para. A-4.
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2. Parachutists vs. paratroopers.®’ Descending paratroopers are presumed to be on a military mission
and therefore may be targeted. Parachutists are crewmen of a disabled aircraft. They are presumed to be out of
combat and may not be targeted unless it is apparent they are engaged on a hostile mission or are taking steps to
resist or evade capture while descending. Parachutists “shall be given the opportunity to surrender before being
made the object of attack.”®

D. Protections for Prisoners of War.®® Geneva Convention 111 sets forth several protections for POWSs. This
section briefly summarizes some of those protections and related rules:

1. Detainees. POW status arises only during international armed conflicts of the kind described in
Common Article 2 of the Geneva Conventions. ** In non-international armed conflict or peacekeeping situations
(e.g., Somalia, Haiti, Bosnia, as discussed above), persons who commit hostile acts against U.S. forces or serious
criminal acts resulting in their capture would not be entitled to POW protection. These persons may be termed
“detainees” instead of POWSs. GC IlI nonetheless provides a useful template for detainee protection and care, and,
in keepingﬁ\évith Geneva Convention Common Article 3, it is DOD Policy that all detainees will be treated
humanely.

2. Surrender. Surrender may be made by any means that communicates the intent to give up the fight.
There is no clear-cut rule as to what constitutes surrender. However, most agree surrender constitutes a cessation of
resistance and placement of one’s self at the discretion of the captor. The onus is on the person or force
surrendering to clearly communicate intent to surrender. Captors must respect (not attack) and protect (care for)
those who surrender—reprisals are prohibited.®® Civilians who are captured accompanying the force also receive
POW status.®’

3. ldentification and Status. The initial combat phase will likely result in the capture of a wide array of
individuals.®® DoD Directive 2311.01E, the DoD Law of War Program, states that U.S. forces will comply with the
LOAC regardless of how the conflict is characterized. In future conflicts, JAs should advise commanders that,
regardless of the nature of the conflict, all enemy personnel should initially be accorded the protections of GC
111, at least until their status has been determined. In that regard, recall that “status” is a legal term, while
“treatment” is descriptive. When drafting or reviewing guidance to Soldiers, ensure that the guidance mandates
treatment, not status. For example, a TACSOP should state that persons who have fallen into the power of U.S.
Forces will be “treated as POWSs,” not that such persons “will have the status of POW.” When doubt exists as to
whether captured enemy personnel warrant continued POW status, Article 5 (GC I11) Tribunals must be convened.
It is important that JAs be prepared for such tribunals. During the Vietnam conflict, a theater directive established
procedures for the conduct of Article 5 Tribunals. The combatant commander or Army component commander may
promulgate a comparable directive when appropriate.®

4. Treatment. There is a legal obligation to provide a wide array of rights and protections to POWs,
including adequate food,”° facilities,”* and medical aid’ to all POWs. This obligation poses significant logistical

61 FM 27-10, para. 30.

2 AP I, art. 42.
8 GC 111, art. 4; Hague IV, art. 23(c)-(d).
“Ge, art. 2.

6 See DoDD 2310.01E for current terminology and application of POW/detainee concepts to the GWOT.

®GC 1, art. 13.

7.GC 11, art. 4(a)(4).

% For example, in two days of fighting in Grenada, Army forces captured approximately 450 Cubans and 500 hostile Grenadian.
Panama provided large numbers of detainees, both civilian and “PDF” (Panamanian Defense Force/police force) for the Army to
sort out. The surrender of almost overwhelming numbers of Iragi forces in Desert Storm was well publicized.

% No Article 5 Tribunals were conducted in Grenada or Panama, as all captured enemy personnel were repatriated as soon as
possible. In the Gulf War, Operation DESERT STORM netted a large number of persons thought to be Enemy Prisoners of War,
who were actually displaced civilians. Subsequent interrogations determined that they had taken no hostile action against
Coaalition Forces. In some cases, they had surrendered to Coalition Forces to receive food and water. Tribunals were conducted
to verify the status of the detainees. Upon determination that they were civilians who had taken no part in hostilities, they were
transferred to detainment camps. Whether the tribunals were necessary as a matter of law is open to debate—the civilians had not
“committed a belligerent act,” nor was their status “in doubt.” No Article 5 tribunals were held in Operation Enduring Freedom
(OEF) but limited numbers of Article 5 tribunals were held in the opening stages of Operation Iragi Freedom (OIF).

“GC 11, art. 26.

L GC 111, art. 24.
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problems in fast-moving tactical situations; thus, JAs must be aware of how to meet this obligation while placing a
minimum burden on operational assets.”® POWSs must be protected from physical and mental harm.”* They must be
transported from the combat zone as quickly as circumstances permit. Subject to valid security reasons, POWs must
be allowed to retain possession of their personal property, protective gear, valuables, and money. These items must
not be taken unless properly receipted for and recorded as required by GC 111. In no event can a POW’s rank
insignia, decorations, personal effects (other than weapons or other weapons that might facilitate escape), or
identification cards be taken. These protections continue through all stages of captivity, including interrogation.

E. Protections for Civilians. Geneva Convention 1V sets forth several protections for civilians, notably
augmented by AP I. This section briefly summarizes several of those protections:

1. General Rule. The civilian population, individual civilians, and civilian property are protected as a
matter of their status, and may not be the object of direct (intentional) attack.” Under the Geneva Conventions and
AP |, civilians are those whom are not members of a nation’s armed forces.”®

2. Specific Protections.

a. Indiscriminate Attacks. As discussed above in Part V above, AP | protects the civilian population
from indiscriminate attacks. An attack may also be indiscriminate if it fails to distinguish between legitimate targets
and civilians not taking part in hostilities. Such attacks include those where the incidental loss of civilian life, or
damage to civilian objects, would be excessive in relation to the concrete and direct military advantage anticipated.”’

b. Civilian Medical and Religious Personnel. Such personnel shall be respected and protected.’®
They receive the benefits of the provisions of the Geneva Conventions and the Protocols concerning the protection
and identification of medical personnel so long as they do not engage in acts inconsistent with their protected status.

c. Journalists. Protected as “civilians” provided they take no action inconsistent with their status.”
This provision has not attained the status of CIL, but historically the United States has supported it. If captured
while accompanying military forces in the field, a journalist or war correspondent is entitled to POW status.®

d. Personnel Engaged in the Protection of Cultural Property. Article 17 of the Hague Cultural
Property Convention established a duty to respect (not directly attack) persons protecting such property.
Regulations attached to the Convention provide for identification and filling of specific positions as cultural
protectors. As these individuals would likely be civilians, they are entitled to protection from intentional attack due
to their civilian status. (To date, the United States has ratified the Convention itself, but not the Regulations).

e. Contractors. Civilians who accompany the armed forces in the field in time of armed conflict are
protected from direct attack unless and for such time as they take a direct part in hostilities (DPH).®* They may be at

2 GC I, arts. 29-32.

" The following examples are illustrative. When U.S. Forces landed in Grenada, they did not possess the food necessary to feed
the large number of POWSs and detainees who would come under their control. Thus, U.S. Forces used captured foodstuffs to
feed them. Similar situations occurred in Panama. Thus, by using captured food, the U.S. met its obligation under GC IlI, and
the ground commanders were able to conserve valuable assets. Initially, POW facilities in Grenada, Panama, and the Gulf were
each inadequate in their own ways. They consisted of dilapidated buildings, with no sanitation facilities or electricity, or were
simply non-existent (in the desert). The ground commanders could not afford to use critically needed combat personnel (the
personnel necessary to handle POWSs were not initially available) to construct POW camps. Because the LOAC does not require
combatants to use their own assets to construct POW camps, the U.S. used captured property and POWSs to construct adequate
camps. (In fact, in Grenada the POWSs were Cuban construction workers.) Medical assets also tend to be in high demand and
short supply during combat. The LOAC, however, prohibits willful denial of needed medical assistance to POWSs, and priority of
treatment must be based on medical reasons. While the Capturing Party has the obligation to ensure adequate medical care for
enemy wounded, GC | encourages the use of “retained persons” to treat enemy wounded. The United States has made use of this
provision as well. As these examples indicate, the JA must be familiar with and apply the LOAC in a practical manner. In doing
s0, he enables the commander to comply with legal requirements, without jeopardizing the mission.

“GC I, art. 13.

® AP |, arts. 48, 51(2).

® AP |, art. 50(1) defines civilians as those persons not belonging to one of the categories of persons referred to in Third Geneva
Convention, article 4(A)(1), (2), (3) and (6), and Article 43 of AP I. The United States contests the reference to Article 43.

TAP |, art. 51(4).

" GC IV, art. 20; AP I, art. 15.

AP 1, art. 79.

8 GC 11, art. 4(a)(4).
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risk of death or injury incident to lawful enemy attacks on military objectives. If captured, they are entitled to POW
status, pursuant to GC Il1, Article 4(4). See the next section for a discussion of DPH.

3. Exception to General Rule: Direct Participation in Hostilities

a. AP I, Article 51(3) states that civilians enjoy protection from direct attack “unless and for such
time as they take a direct part in hostilities” (DPH). Those who directly participate in hostilities may be attacked in
the same manner as identified members of an opposing armed force.

b. The notion of permitting direct attack on civilians, and the meaning and limits of Article 51(3)’s
individual terms remains hotly contested.? Many commentators agree that during their commission, some acts meet
the definition of DPH and justify a response by deadly force (e.g., personally engaging in potentially lethal acts like
firing small arms at Soldiers). Likewise, many agree that extremely remote or indirect acts do not constitute DPH
(e.g., contractor factory workers distant from the battlefield, general public support for a nation’s war effort). Also,
many agree that the mere presence of civilians does not immunize military objectives from direct attack, but rather
presents a question of proportionality (not distinction). (E.g., a contractor supply truck driven to the front lines may
be attacked, with the civilian driver considered collateral damage).

c. More difficult cases arise as conduct becomes more indirect to actual hostilities, remote in
location, or attenuated in time. For the past decade, the United States has faced determined enemies who are not
members of nation state forces, but rather transnational organized armed groups in constantly shifting alliances,
sometimes in locations where governments are unable or unwilling to respond. These foes deliberately and illegally
use the civilian population and civilian objects to conduct or conceal their attacks as a strategy of war. Further
complicating the issue, U.S. and other forces increasingly utilize civilian or contractor support in battlefield or
targeting roles, and rely on sophisticated technology and intelligence to plan and conduct attacks.

d. Thus far, universally agreed-upon definitions of DPH have proven elusive. The International
Committee of the Red Cross (ICRC) proposed a narrow reading of DPH requiring a (1) threshold showing or
likelihood of harm, (2) a direct causal link between the act in question and that harm, and (3) a belligerent nexus to
the conflict as shown by specific intent to help or harm one or more sides. The ICRC also proposed that those
individuals engaged in “continuous combat functions” could be attacked at any time, but suggested that combatants
should attempt to capture civilians first and use deadly force as a last resort. These proposals and others remain
debated by nations, warfighters, and scholars alike, with some allies moving to implement all or part.®

e. Todate, the United States has not adopted the complex ICRC position, nor its vocabulary.
Instead, the United States relies on a case-by-case approach to both organized armed groups and individuals. U.S.
forces use a functional® DPH analysis based on the notions of hostile act and hostile intent as defined in the

.

8 This paragraph is based on the editor’s best understanding of accepted parameters in an ongoing debate both academic and real
world. JAs should be aware that the International Committee of the Red Cross recently published “interpretive guidance” on
what constitutes direct participation in hostilities. See NiLs MELZER, INT’L CoMM. OF THE RED CROSS, INTERPRETATIVE GUIDANCE
ON THE NOTION OF DIRECT PARTICIPATION IN HOSTILITIES UNDER INTERNATIONAL HUMANITARIAN LAW 78 (2009) available at
http://www.icrc.org/web/eng/siteeng0.nsf/html/p0990 [hereinafter ICRC Interpretive Guidance]. The guidance was published
after six years of expert meetings; however, many experts, including both U.S. experts assigned to those meetings, withdrew their
names from the final product in protest over the process by which Melzer reached the conclusions contained in the study. The
United States has not officially responded to the guidance but many of the experts, including Michael Schmitt, Col (Ret.) Hays
Parks, and Brigadier General (Ret.) Kenneth Watkin, have published independent responses to the ICRC’s guidance. See, e.g.,
Michael N. Schmitt, The Interpretive Guidance on the Notion of Direct Participation in Hostilities: A Critical Analysis, 1 HARv.
NAT’L SEC’Y J. 5 (2010), available at http://www.harvardnsj.com/wp-content/uploads/2010/05/Vol.-1_Schmitt_Final.pdf.; and
W. Hays Parks, Part 1X of the ICRC ““Direct Participation in Hostilities” Study: No Mandate, No Expertise, and Legally
Incorrect, 42 INT'L L. & PoL. 769, 778-80 (2010) (Mr. Parks, a retired Marine Colonel, was one of the two U.S. experts
assigned to the study); and Kenneth Watkin, Opportunity Lost: Organized Armed Groups and the ICRC ““Direct Participation in
Hostilities™ Interpretive Guidance, 42 N.Y.U. J. INT’L L. & PoL. 641 (2010).

8 See Melzer, ICRC Interpretive Guidance, supra note 81, proposed rules IV, V, and IX and related discussion. For a brief
discussion of specific examples by the ICRC, see ICRC, Direct Participation in Hostilities: Questions and Answers, Feb. 6, 2009,
at http://www.icrc.org/eng/resources/documents/fag/direct-participation-ihl-fag-020609.htm. These examples may prove helpful
in facilitating discussion with foreign counterparts regarding their position on the ICRC Interpretive Guidance, but should not be
read as representative of the U.S. position on DPH.

8 See generally Parks, supra note 81; Schmitt, supra note 81. See also Col W. Hayes Parks, USMCR (Ret), Memo. of Law,
Executive Order 12333 and Assassination, 2 November 1989, THE ARMY LAWYER, Dec. 1989, at 5-6 (arguing that attacks on
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Standing Rules of Engagement, and the criticality of an individual’s contribution to enemy war efforts. After
considering factors such as intelligence, threat assessments, the conflict’s maturity, specific function(s) performed
and individual acts and intent, appropriate senior authorities may designate groups or individuals as hostile. Those
designated as hostile become status-based targets, subject to attack or capture at any time if operating on active
battlefields or in areas where authorities consent or are unwilling or unable to capture or control them.® These
designations and processes normally remain classified due to the sensitive nature of intelligence sources and
technology, the need for operational security in military planning, and classic principles of war such as retaining the
element of surprise. JAs should gather the facts and closely consult all available guidance, particularly the Rules of
Engagement and theater-specific directives or references, as well as host nation laws and sensitivities.

IX. MILITARY OBJECTIVES AND PROTECTED PLACES

A. Miilitary Objectives. AP I and CCW Protocols Il and 111 define military objectives as “objects which by
their nature, location, purpose or use, make an effective contribution to military action and whose total or partial

destruction, capture or neutralization, in the circumstances ruling at the time, offers a definite military advantage.”®

1. Determining Military Objectives Using the AP | Definition/Test. Military personnel, equipment,
units, and bases are always military objectives. Other objects not expressly military become military objectives
when they satisfy both elements of the two-part test provided by AP I, Article 52(2).

a. Military objective is a treaty synonym for a potential lawful target. The AP I definition/test sets
forth objective, simple criteria establishing when military necessity may exist to consider an object a lawful target
that may be seized or attacked. First, the target must by virtue of its nature, location, purpose or use, make an
effective contribution to military action. Second, the total or partial destruction, capture or neutralization of the
target must, under the circumstances ruling at the time, offer a definite military advantage. The United States now
follows this definition, as evidenced by its incorporation in FM 27-10, Change 1, and ratification of several CCW
Protocols with identical definitions.

b. A military objective is not limited to military bases, forces, or equipment, but includes other
objects that contribute to an opposing state’s ability to wage war. AP | does not alter the traditional understanding
of military necessity contained in the Lieber Code which permits a commander to take “those measures which are
indispensable for securing the ends of war” and not expressly prohibited by the LOAC. This may be accomplished
through intentional attack of enemy military forces or other military objectives enabling enemy forces to wage war.

c. Compared to “military objective,” the term “military target” is more limited and redundant, and
should not be used. In contrast, the term “civilian target” is an oxymoron, inasmuch as a civilian object is an object
that is not a military objective, and therefore is immune from intentional attack unless and until it loses its protected
status through enemy abuse of that status. Consequently, the term “civilian target” is inappropriate and should not
be used. If military necessity exists (and the above two-part test can be satisfied) for the seizure or destruction of a
civilian object (or a civilian person who is directly participating in hostilities) then that object (or person) has been
converted to military use (i.e., become a military objective) and ceased to be a civilian object. Converted objects
may regain their civilian status if military use ceases.

2. Applying the Article 52 Standard. The AP | military objective definition/test, which FM 27-10 and
several weapons treaties® ratified by the United States also adopt, contains two main elements: (1) the nature,
location, purpose or use makes an effective contribution to military action, and (2) total or partial destruction,
capture or neutralization, in the circumstances ruling at the time, offers a definite military advantage. If the

military objective with civilians present, or civilians participating in efforts vital to the enemy war effort, do not constitute
prohibited attacks per se); Col W. Hayes Parks, USMCR (Ret), Memorandum of Law, Law of War Status of Civilians
Accompanying Military Forces in the Field, 6 May 1999 (unpublished and on file with TJAGLCS International and Operational
Law Dep’t, pp. 2-4) (advising that, for example, civilians entering a theater of operations in support or operation of sensitive or
high value equipment such as a weapon system, may be at risk of intentional attack because of the importance of their duties).

8 See, e.g., U.S. Dep’t of Justice, Attorney General Eric Holder Speaks at Northwestern University School of Law, Mar. 5, 2012,
available at http://www.justice.gov/iso/opa/ag/speeches/2012/ag-speech-1203051.html (“[T]here are instances where [the U.S.]
government has the clear authority — and, 1 would argue, the responsibility — to defend the United States through the appropriate
and lawful use of lethal force. . . . [I]t is entirely lawful — under both United States law and applicable law of war principles — to
target specific senior operational leaders of al Qaeda and associated forces.”). See also Chapter 5 infra on Rules of Engagement.
8 AP |. art. 52(2).

8 EM 27-10, Change 1, para. 40c.; CCW Protocol 11, art. 2(4); CCW Amended Protocol Il, art. 2(6); CCW Protocol 111, art. 1(3).
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objective is not enemy military forces and equipment, the second part of the test limits the ability to lethally target
the objective. Both parts must apply before an object that is normally a civilian object can be considered a military
objective. Recall also that attacks on military objectives which may cause incidental damage to civilian objects or
incidental injury to civilians not engaged in DPH are not prohibited, if one complies with the principles of the
LOAC (e.g., proportionality).

a. Nature, location, purpose or use as making an effective contribution to military action:

(1) Nature refers to the type of object. Examples of enemy military objectives which by their
nature make an effective contribution to military action include: combatants, tanks and other armored fighting
vehicles, weapons, fortifications, combat aircraft and helicopters, supply depots of ammunition and petroleum,
military transports, command and control centers, communication stations, etc.

(2) Location includes areas that are militarily important because they must be captured or denied
an enemy, or because the enemy must be made to retreat from them. Examples of enemy military objectives which
by their location make an effective contribution to military action include: a narrow mountain pass through which
the enemy formation must pass, a bridge over which the enemy’s main supply route (MSR) crosses, a key road
intersection through which the enemy’s reserve will pass, etc. A town, village, or city may become a military
objective even if it does not contain military objectives if its seizure is necessary to protect a vital line of
communications or for other legitimate military reasons.

(3) Purpose means the future intended or possible use. Examples of enemy military objectives
which by their purpose make an effective contribution to military action include: civilian buses or trucks which are
being transported to the front to move soldiers from point A to B, a factory which is producing ball bearings for the
military, the Autobahn in Germany, etc. While the criterion of purpose is concerned with the intended, suspected, or
possible future use of an object, the potential military use of a civilian object, such as a civilian airport, may make it
a military objective because of its future intended or potential military use.

(4) Use refers to how an object is presently being used. Examples of enemy military objectives
which by their use make an effective contribution to military action include: an enemy headquarters located in a
school, an enemy supply dump located in a residence, or a hotel which is used as billets for enemy troops.

b.  Destruction, capture or neutralization offers a definite military advantage:

(1) The connection of some objects to an enemy’s war fighting or war-sustaining effort may be
direct, indirect, or even discrete. A decision as to classification of an object as a military objective and allocation of
resources for its attack depends upon its value to an enemy nation’s war fighting or war sustaining effort (including
its ability to be converted to a more direct connection), and not solely to its overt or present connection or use.

(2) The words “nature, location, purpose or use” allow wide discretion, but are subject to
qualifications stated in the definition/test, such as that the object makes an “effective contribution to military action”
and that its destruction, capture, or neutralization offers a “definite military advantage” under the circumstances.

No geographical connection between effective contribution and military advantage is required. Attacks on military
objectives in the enemy rear, or diversionary attacks away from the area of military operations are lawful.

(3) Military action is used in the ordinary sense of the words, and is not intended to encompass a
limited or specific military operation.

(4) The phrase “in the circumstances ruling at the time” is important. If, for example, enemy
military forces take position in a building otherwise regarded as a civilian object (e.g., a school, store, or museum),
then the building can become a military objective. The circumstances ruling at the time, that is, military use of the
building, permit its attack if its attack offers a definite military advantage. If the enemy military forces permanently
abandon the building, this change of circumstances precludes its treatment as a military objective.

B. Warning Requirement.?® The general requirement to warn before a bombardment only applies if civilians
are present. Exception: if it is an assault (any attack where surprise is a key element), no warning is required.
Hospitals always require warnings unless returning fire in self-defense. Warnings need not be specific as to time
and location of the attack, but can be general and issued through broadcasts, leaflets, etc.

8 Hague IV, art. 26.
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C. Defended Places.®® As a general rule, any place the enemy chooses to defend makes it subject to attack.
Defended places include: a fort or fortified place; a place occupied by a combatant force or through which a force is
passing; and a city or town that is surrounded by defensive positions under circumstances where the city or town is
indivisible from the defensive positions.

D. Undefended places. The attack or bombardment of towns or villages, which are undefended, is
prohibited.*

1. An inhabited place may be declared an undefended place (and open for occupation) if the following
criteria are met:

a. All combatants and mobile military equipment are removed,;
b. No hostile use is made of fixed military installations or establishments;
c. No acts of hostilities shall be committed by the authorities or by the population; and

d. No activities in support of military operations shall be undertaken (the presence of enemy medical
units, enemy sick and wounded, and enemy police forces are allowed). ™

2. While the HR, Article 25, prohibits attacking undefended “habitations or buildings,” the term was used
in the context of intentional bombardment. Given the definition of military objective, such structures remain civilian
objects and immune from intentional attack unless (a) used by the enemy for military purposes, and (b) destruction,
capture, or neutralization, in the circumstances ruling at the time, offers a definite military advantage.

3. Togain protection as an undefended place, a city or town must be open to physical occupation by
ground forces of the adverse party.

E. Protected Areas. Hospital or safety zones may be established for the protection of the wounded and sick
or civilians.®? Such hospital or safety zones require agreement of the Parties to the conflict. Articles 8 and 11 of the
Hague Cultural Property Convention allows certain cultural sites to be designated in an “International Register of
Cultural Property under Special Protections.” For example, the Vatican has qualified for and been registered as
“specially protected.” Special Protection status requires strict adherence to avoidance of any military use of the
property or the area in its immediate vicinity, such as movement of military personnel or materiel, even in transit.

F. Protected Individuals and Property.

1. Civilians. As discussed above, individual civilians, the civilian population as such, and civilian objects
are protected from intentional attack.®® A presumption of civilian property attaches to objects traditionally
associated with civilian use (dwellings, school, etc.”) as contrasted with military objectives. The presence of
civilians in a military objective does not alter its status as a military objective.

2. Medical Units and Establishments; Hospitals.”® Fixed or mobile medical units shall be respected and
protected. They shall not be intentionally attacked. Protection shall not cease, unless they are used to commit “acts
harmful to the enemy.”®® A warning is required before attacking a hospital in which individuals are committing
“acts harmful to the enemy.” The hospital must be given a reasonable time to comply with the warning before an
attack.”” When receiving fire from a hospital, there is no duty to warn before returning fire in self-defense.
Example: Richmond Hills Hospital, Grenada.

3. Captured Medical Facilities and Supplies of the Armed Forces.®® Fixed facilities should be used for
the care of the wounded and sick, but they may be used by captors for other than medical care, in cases of urgent
military necessity, provided proper arrangements are made for the wounded and sick who are present. Captors may

8 FM 27-10, paras. 39-40.

% Hague IV, art. 25.

8 FM 27-10, para. 39b.

2GC I, art. 23; GC IV, art. 14.

% EM 27-10, para. 246; AP |, art. 51, para. 2.

% AP |, art. 52(3).

% FEM 27-10, paras. 257- 58; GC |, art. 19.; GC IV, arts. 18 & 19.
% GCI, art. 21.

% AP 1, art. 13.

% FM 27-10, para. 234.
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keep mobile medical facilities, provided they are reserved for care of the wounded and sick. Medical Supplies may
not be destroyed.

4. Medical Transport. Transports of the wounded and sick or of medical equipment shall not be
attacked.*® Under GC |, article 36, medical aircraft are protected from direct attack only if they fly in accordance
with a previous agreement between the parties as to their route, time, and altitude. AP | contains a new regime for
medical aircraft protection.'® To date, there is no State practice with respect to implementation of this regime. As
the United States is not a State Party to AP |, it continues to apply the criteria for protection contained in GC I,
Article 36. The Distinctive Emblem and other devices set forth in the Amended Annex | to AP | are to facilitate
identification, but they do not establish status. However, it is U.S. policy that known medical aircraft shall be
respected and protected when performing their humanitarian functions.

5. Cultural Property.’® The Hague Cultural Property Convention prohibits targeting cultural property,
and sets forth conditions when cultural property may be used by a defender or attacked. Although the United States
did not ratify the treaty until 2008, it has always regarded the treaty’s provisions as relevant to the targeting process:
“United States policy and the conduct of operations are entirely consistent with the Convention’s provisions. In
large measure, the practices required by the convention to protect cultural property were based upon the practices of
U.S. military forces during World War 11.”%? Cultural property is protected from intentional attack so long as it is
not being used for military purposes, or otherwise may be regarded as a military objective. The Convention defines
cultural property as “movable or immovable property of great importance to the cultural heritage of every people.”
Cultural property includes inter alia buildings dedicated to religion, art, and historic monuments. Misuse will
subject such property to attack. While the enemy has a duty to indicate the presence of such buildings with visible
and distinctive signs, state adherence to the marking requirement has been limited. U.S. practice has been to rely on
its intelligence collection to identify such objects in order to avoid attacking or damaging them.

G. Works and Installations Containing Dangerous Forces.*® These rules are not United States law but
should be considered because of pervasive international acceptance of AP I and 11. Under the Protocol, dams, dikes,
and nuclear electrical generating stations shall not be attacked (even if military objectives) if the attack will cause
the release of dangerous forces and cause “severe losses” among the civilian population. Military objectives near
these potentially dangerous forces are also immune from attack if the attack may cause release of the dangerous
forces (parties also have a duty to avoid locating military objectives near such locations). Works and installations
containing dangerous forces may be attacked only if they provide “significant and direct support” to military
operations, attack is the only feasible way to terminate support, and only after scrutinizing the attack under the
principle of proportionality

H. Objects Indispensable to the Survival of the Civilian Population. Article 54 of AP I prohibits starvation
as a method of warfare. It is prohibited to attack, destroy, remove, or render useless objects indispensable for
survival of the civilian population, such as foodstuffs, crops, livestock, water installations, and irrigation works. The
United States rejects, however, broad prohibitions on attacking such objects when used to support enemy forces.

I.  Protective Emblems.’® Objects and personnel displaying certain protective emblems are presumed to be
protected under the Conventions.'®

1. Medical and Religious Emblems. The recognized emblems are the Red Cross, Red Crescent, and the
newly-ratified Red Crystal.’® The Red Lion and Sun, though protected by GC 1, is no longer used. Also, the Red
Star of David was proposed as an additional emblem, and, while never officially recognized by treaty, was protected
as a matter of practice during the periods it was used.

2. Cultural Property Emblems. Cultural property is marked with “[a] shield, consisting of a royal blue
square, one of the angles of which forms the point of the shield and of a royal blue triangle above the square, the

¥ GC I, art. 35.

0 AP 1, arts. 24-31.

191 See generally 1954 Cultural Property Convention.

192 president William J. Clinton, Message to the Senate Transmitting the Hague Convention for the Protection of Cultural
Property in the Event of Armed Conflict (Jan. 6, 1999).

% AP I, art. 56; AP II, art. 15.

104 EM 27-10, para. 238.

%G, art. 38.

1% AP 111
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space on either side being taken up by a white triangle.”**” Examples of cultural property include museums, ancient
ruins, and monuments with historical significance.

3. Works and Installations Containing Dangerous Forces. Such works are marked with three bright
orange circles, of similar size, placed on the same axis, the distance between each circle being one radius.'*® Works
and installations containing dangerous forces include dams, dikes, and nuclear power facilities.

X. MEANS OF WARFARE: WEAPONS

A. Means and Methods: The laws of war guide two related choices in combat: (1) the means, that is, the
weapons used to fight; and (2) the methods, that is, the tactics of fighting. Parties to a conflict must observe the
LOAC, or face consequences. “The right of belligerents to adopt means of injuring the enemy is not unlimited.”*%
To properly advise war fighters, JAs must be proficient not only in what legally may be targeted, but how the
objective can be targeted.

B. Legal Review. All U.S. weapons, weapons systems, and munitions must be reviewed by authorized
attorneys within DoD for legality under the LOAC.™® Per DoDD 5000.01, this review occurs before the award of
the engineering and manufacturing development contract and again before the award of the initial production
contract. Legal review of new weapons is also required under Article 36 of AP I.

1. Effect of legal review. The weapons review process of the United States entitles commanders and
all other personnel to assume that any weapon or munition contained in the U.S. military inventory and
issued to military personnel is lawful. If there are any doubts, questions may be directed to the International and
Operational Law Division (HQDA, DAJA-IO), Office of The Judge Advocate General of the Army. The Center for
Law and Military Operations (CLAMO) at The Judge Advocate General’s Legal Center and School (TJAGLCS)
maintains a database of approved weapons reviews. !

2. lllegal Weapons.

a.  Weapons causing unnecessary suffering as determined by the “usage of states,” are per se illegal.
Examples of such illegal weapons include lances with barbed heads and projectiles filled with glass.™*2

b. Other weapons have been rendered illegal by agreement or prohibited by specific treaties. Certain
land mines, booby traps, and “blinding laser weapons” are prohibited by Protocols to the CCW. Anti-personnel land
mines and booby traps were regulated (and, in some cases, certain types prohibited) in order to provide increased
protection for the civilian population. Specific weapons prohibitions are discussed more below.

3. Improper use of legal weapons. Any weapon may be used unlawfully; for example, use of an M9
pistol to murder a POW. This may not be a violation of the principle of “unnecessary suffering,” but would most
likely violate the principles of necessity and distinction. However, use of an M9 pistol to wound a combatant in
various parts of his body with the intent to watch that combatant suffer would be a violation of the principle of
unnecessary suffering.

C. Specific Weapons Treaties. Certain weapons are the subject of specific treaties or other international law
instruments of which JAs need to be aware:

1. Certain Conventional Weapons.*** The 1980 United Nations Convention on Certain Conventional
Weapons (CCW) is the leading and preferred U.S. framework to restrict, regulate, or prohibit the use of certain
otherwise lawful conventional weapons. The United States has ratified the CCW and its five Protocols described
below, plus Amended Protocol Il. The LOAC DocSupp reprints the CCW and its Protocols. In summary:

a. Protocol I prohibits any weapon whose primary effect is to injure by fragments which, when in
the human body, escape detection by x-ray.

1971954 Cultural Property Convention, arts. 16, 17.

108 AP I, annex |, art. 16.

1% Hague 1V, art. 22.

10 5ee generally DoDD 5000.01; AR 27-53; SECNAvINST 5000.2E; U.S. Der’T OF AIR FORCE, AIR FORCE INSTRUCTION 51-402,
WEAPONS REVIEW (27 Jul 2011) [hereinafter AFI 51-402].

1 See CLAMO website at http://www.jagcnet.army.mil/clamo (contact CLAMO for authorization).

12 EM 27-10, para. 34.

113 See generally CCW.
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b. Protocol Il regulates use of mines, booby-traps, and other devices, while prohibiting certain
types of anti-personnel mines to increase protection for the civilian population. Amended Mines Protocol (AMP) |1
has since replaced the original Protocol 1. The United States regards certain land mines (anti-personnel and anti-
vehicle) as lawful weapons, subject to the restrictions contained in CCW AMP Il and national policy. U.S. military
doctrine and mine inventory comply with each, for example, command detonated Claymore mines. The United
States also possesses air dropped GATOR mines which comply with CCW Protocol 11, as the “minelets” become
harmless after the passage of a set period of time. Many nations (but not the United States) are party to a competing
(and more comprehensive) treaty, the 1997 Convention on the Prohibition of the Use, Stockpiling, Production and
Transfer of Anti-Personnel Mines and on Their Destruction (also known as the Ottawa Treaty or Anti-Personnel
Mine Ban Convention), an NGO-initiated treaty that bans all anti-personnel landmines, with the exception of limited
numbers for training purposes only. Claymore mines utilizing a human operator are still legal under the ottaw
treaty..'** Per a February 2004 U.S. Presidential Memorandum, and after its 2010 deadline, the United States no
longer employs anti-personnel landmines that do not automatically self-destruct or self-neutralize (sometimes called
“dumb” or “persistent” anti-personnel land (APL) mines).**®> Today, U.S. forces may no longer employ persistent
APL or persistent anti-vehicle land mines.

c. Protocol 111 regulates the use of incendiary weapons to increase civilian population protections.
Napalm, flame-throwers, and thermite/thermate type weapons are incendiary weapons. Protocol 111, Article 1(b)
states that incendiaries do not include munitions with incidental incendiary effects such as “illuminants, tracers,
smoke or signaling systems;” or munitions designed to combine “penetration, blast, or fragmentation effects with an
additional incendiary effect”—particularly when the munition’s primary purpose is not burn injury to persons.
Thus, white phosphorous is legal when used as a tracer or illuminant, or in appropriate combined effects munitions.
The United States ratified Protocol 111 with the reservation that incendiary weapons may be used against military
objectives in areas of civilian concentrations if such use will cause fewer civilian casualties; for example, against a
chemical munitions factory in a city to incinerate escaping poisonous gases.

d. Protocol 1V prohibits “blinding laser weapons,” defined as laser weapons specifically designed
to cause permanent blindness to unenhanced vision. Other lasers are lawful, even those that may cause injuries
including permanent blindness, incidental to their legitimate military use (range-finding, targeting, etc.).

e. Protocol V on explosive remnants of war requires the parties to an armed conflict, where
feasible, to clear or assist the host nation or others in clearance of unexploded ordnance or abandoned explosive
ordnance after cessation of active hostilities.

2. Cluster Bombs or Combined Effects Munitions (CM). CM constitute effective weapons against a
variety of targets, such as air defense radars, armor, artillery, and large enemy personnel concentrations. Since the
bomblets or submunitions dispense over a relatively large area and a small percentage typically fail to detonate, this
may create an unexploded ordinance (UXO) hazard. CMs are not mines, are acceptable under the laws of armed
conflict, and are not timed to go off as anti-personnel devices. However, disturbing or disassembling
submunitions may explode them and cause civilian casualties.

a. Another NGO-initiated treaty, the 2008 Convention on Cluster Munitions, prohibits development,
production, stockpiling, retention or transfer of cluster munitions (CM) between signatory States. Also known as the
Oslo Process, this recent treaty binds many U.S. allies, but most nations that manufacture or use CMs still reject it.
The United States is not a party as it continues to use CMs for certain targets as described above, but lobbied to
preserve interoperability for non-signatory states to use and stockpile CM even during multinational operations.

b. The Secretary of Defense has signed a DoD Cluster Munitions Policy mandating by 2018 a
reduction of obsolete CM stocks, improvement of CM UXO standards to 1%, and replacement of existing stocks.
From 2008-2011, the United States also sponsored an unsuccessful effort to add a new CCW Protocol regulating—

116

114 See The International Campaign to Ban Land Mines, at http://www.icbl.org/ (includes treaty history, text, and parties).

115 .S, Land Mine Policy can be found at http://www.state.gov/t/pm/wra/.

118 See Robert M. Gates, Memorandum for Secretaries of the Military Dep’ts et. al., SUBJECT: DoD Policy on Cluster Munitions
and Unintended Harm to Civilians, 19 June 2008, available at http://www.defense.gov/news/d20080709cmpolicy.pdf.
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but not banning—cluster munitions.™” Current U.S. practice is to mark coordinates and munitions expended for all
uses of cluster munitions, and to engage in early and aggressive EOD clearing efforts as soon as practicable.''®

3. Small Arms Projectiles. The 1868 Declaration of St. Petersburg prohibits exploding rounds of less
than 400 grams. The United States is not a State Party to this declaration, and does not regard it as CIL. State
practice since 1868 has limited this prohibition to projectiles weighing less than 400 grams specifically
designed to detonate in the human body. The prohibition on projectile weight must be distinguished from overall
cartridge weight. Expanding military small arms ammunition—that is, so called ‘dum-dum’ projectiles, such as
soft-nosed (exposed lead core) or hollow point projectiles—are prohibited by the 1899 Hague Declaration
Concerning Expanding Bullets. The United States is not a party to this treaty, but has taken the position that it will
adhere to its terms in its military operations in international armed conflict to the extent that its application is
consistent with the object and purpose of Article 23(e) of Hague 1V. The prohibition on hollow point/soft nosed
military projectiles does not prohibit full-metal jacketed projectiles that yaw or fragment, or “open tip” rifle
projectiles containing a tiny aperture to increase accuracy.

4. Hollow point or soft point ammunition. Hollow point or soft-point ammunition contain projectiles
with either a hollow point that bores into the lead core or an exposed lead core that flattens easily in the human
body. These types of ammunition are designed to expand dramatically upon impact at all ranges.

a. There are situations during which use of this ammunition is lawful because its use will
significantly reduce the risk of incidental damage to innocent civilians and friendly force personnel, protected
property (e.g., during a hostage rescue or for aircraft security), and material containing hazardous materials.
Military law enforcement personnel may be authorized to use this ammunition for law enforcement missions outside
an active theater of operations.

b. Military units or personnel are not entitled to possess or use small arms ammunition not issued to
them or expressly authorized. Private acquisition of small arms ammunition for operational use is prohibited.

c. “MatchKing” ammunition (or similar rifle projectiles produced by other manufacturers) has an
open tip, with a tiny aperture not designed to cause expansion. This design enhances accuracy only, and does not
function like hollow or soft point projectiles. “MatchKing” ammunition is lawful for use across the conflict
spectrum, provided that the ammunition was issued and not personally procured. However, this ammunition may
not be modified by soldiers (such as through further opening the tiny aperture to increase the possibility of
expansion).

5. Poison. Poison has been outlawed for generations, and is prohibited by treaty.*®

6. Biological Weapons.’® The 1925 Geneva Gas Protocol prohibited only biological (bacteriological)
weapon use. The 1972 Biological Weapons Convention (BWC) extended this prohibition, prohibiting development,
production, stockpiling, acquisition, or retention of biological agents or toxins, weapons, equipment or means of
delivery designed to use such toxins for hostile purposes or in armed conflict.?* The United States has renounced
all use of biological and toxin weapons.

7. Chemical Weapons.'?> The 1925 Geneva Gas Protocol prohibits use in war of asphyxiating,
poisonous, or other gases (and bacteriological weapons; see below). Initially, the United States reserved the right to
respond with chemical weapons to a chemical or biological weapons attack by the enemy. This reservation became
moot when the United States in 1997 ratified the Chemical Weapons Convention (CWC), which prohibits
production, acquisition, stockpiling, retention, and use of chemical weapons—even in retaliation.

a. Key Provisions. There are twenty-four articles in the CWC. Atrticle 1 is the most important, and
states Parties agree to never develop, produce, stockpile, transfer, use, or engage in military preparations to use
chemical weapons. It strictly forbids retaliatory (second) use, which represents a significant departure from the

17 See U.S. Dep’t of State, Statement of the [US] on the Outcome of the Fourth Review Conference of the CCW, Nov. 25, 2011,
at http://geneva.usmission.gov/2011/11/25/u-s-deeply-disappointed-by-ccws-failure-to-conclude-procotol-on-cluster-munitions/.
118 See U.S. DoD Report to Congress: Kosovo/Operation Allied Force After Action Report. See also Thomas Herthel, On the
Chopping Block: Cluster Munitions and the Law of War, 51 A.F.L. Rev. 229 (2001).

19 Hague 1V, art. 23(a).

120 5ee 1925 Geneva Protocol; BWC.

121 5ee BWC.

122 See generally Geneva Gas Protocol; CWC.
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Geneva Gas Protocol. The CWC requires the destruction of chemical stockpiles. It also forbids the use of Riot
Control Agents (RCA) as a “method of warfare.” Article 3 requires parties to declare stocks of chemical
weapons and facilities they possess. Articles 4 and 5 provide procedures for destruction and verification, including
routine on-site inspections. Article 8 establishes the Organization for the Prohibition of Chemical Weapons
(OPWC). Article 9 establishes the procedures for “challenge inspection,” which is a short-notice inspection in
response to another party’s allegation of non-compliance.

b. Riot Control Agents (RCA). U.S. RCA Policy is found in Executive Order 11850. The policy
applies to the use of Riot Control Agents and Herbicides, requiring presidential approval before first use in an
international armed conflict.

(1) Executive Order 11850." The order renounces first use of RCA in international armed
conflicts except in defensive military modes to save lives. Such defensive lifesaving measures include: controlling
riots in areas under direct and distinct U.S. military control, to include rioting prisoners of war; dispersing civilians
where the enemy uses them to mask or screen an attack; rescue missions for downed pilots/passengers and escaping
POWs in remote or isolated areas; and, in our rear echelon areas outside the zone of immediate combat, to protect
convoys from civil disturbances, terrorists, and paramilitary organizations.

(2) The CWC prohibits RCA use as a “method of warfare.” “Method of warfare” is undefined.
The Senate’s resolution of advice and consent for ratification to the CWC*** required that the President must certify
that the United States is not restricted by the CWC in its use of riot control agents, including the use against
“combatants” in any of the following cases: when the U.S. is not a party to the conflict, in consensual peacekeeping
operations, and in Chapter VII (UN Charter) peace enforcement operations.'?®

(3) The implementation section of the Senate resolution requires that the President not modify
E.O. 11850. The President’s certification document of 25 April 1997 states that “the United States is not restricted
by the convention in its use of riot control agents in various peacetime and peacekeeping operations. These are
situations in which the United States is not engaged in the use of force of a scope, duration, and intensity that would
trigger the laws of war with respect to U.S. forces.” Thus, in essence, the authority to use RCA is potentially easier
to obtain when the United States in not involved in a “war” — an international armed conflict to which the US isa

party.

(4) Oleoresin Capsicum Pepper Spray (OC), or Cayenne Pepper Spray. The United States
classifies OC as a Riot Control Agent.*?

c. Herbicides. E.O. 11850 renounces first use in armed conflicts, except for domestic uses and to
control vegetation around defensive areas.

8. Nuclear Weapons. Nuclear weapons are not prohibited by international law. On 8 July 1996, the
International Court of Justice (ICJ) issued an advisory opinion that “[t]here is in neither customary nor international
law any comprehensive and universal prohibition of the threat or use of nuclear weapons.” However, by a split vote,
the ICJ also found that “[t]he threat or use of nuclear weapons would generally be contrary to the rules of
international law applicable in armed conflict.” The Court stated that it could not definitively conclude whether the
threat or use of nuclear weapons would be lawful or unlawful in an extreme circumstance of self-defense, in which
the very survival of the state would be at stake.'®” Though the United States is party to numerous bilateral and other
agreements regulating nuclear weapons, they remain a part of the U.S. weapons inventory.

123 Exec. Order No. 11850, 3 C.F.R., 1971-1975 Comp, p. 980 (1975).

124 .S, Senate Consent to Ratification of the CWC, S. Exec. Res. 75 sec. (2)(26), 105th Cong. (1997).

125 U.N. Charter ch. VI.

126 See DAJA-10, Information Paper of 15 August 1996, Use of Oleoresin Capsicum (OC) Pepper Spray and other Riot Control
Agents (RCAs); DAJA-10 Memo of 20 September 1994, Subject: Request for Legal Review - Use of Oleoresin Capsicum
Pepper Spray for Law Enforcement Purposes; CJCS Memo of 1 July 1994, Subject: Use of Riot Control Agents.

127 See Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 1996 I.C.J. 226, paras. 90-97 (July 8).
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XI. MEANS OF WARFARE: STRATAGEMS AND TACTICS

A. Ruses.’”® Aruse is “a trick of war designed to deceive the adversary, usually involving the deliberate
exposure of false information to the adversary’s intelligence collection system,” *?* and involves injuring the enemy
by legitimate deception.**® Ruses of war are permissible.*® Examples of ruses include the following:

1. Land Warfare. Creation of fictitious units by planting false information, putting up dummy
installations, false radio transmissions, using a small force to simulate a large unit, feints, etc.'**

EXAMPLE: 1991 Gulf War: Coalition forces, specifically XVIII Airborne Corps and VII Corps, used
deception cells to create the impression that they were going to attack near the Kuwaiti boot heel, as opposed to the
“left hook™ strategy actually implemented. XVIII Airborne Corps set up “Forward Operating Base Weasel” near the
boot heel, consisting of a phony network of camps manned by several dozen soldiers. Using portable radio
equipment, cued by computers, phony radio messages were passed between fictitious headquarters. In addition,
smoke generators and loudspeakers playing tape-recorded tank and truck noises were used, as were inflatable
Humvees and helicopters.’®* Perhaps the most famous example of a ruse is the D-Day landings in Normandy.
Before the invasion, the Allies deployed huge numbers of dummy weapons across the English Channel from the
French town of Calais, to convince the Germans that the Allies planned to land there.

2. Use of Enemy Property. Use of enemy property to deceive is limited. Enemy property may be used to
deceive under the following conditions:

a. Uniforms.*** Combatants may wear enemy uniforms but cannot fight in them with the intent
to deceive. An escaping POW may wear an enemy uniform or civilian clothing to affect his escape.’®* Military
personnel captured in enemy uniform or civilian clothing risk being treated as spies.**®

b. Colors. The U.S. position regarding the use of enemy flags is consistent with its practice
regarding uniforms, i.e., the United States interprets the “improper use” of a national flag**’ to permit the use of
national colors and insignia of the enemy as a ruse as long as they are not employed during actual combat.**

c. Equipment. Forces must remove all enemy insignia in order to fight with the equipment.
Captured supplies may be seized and used if state property. Private transportation, arms, and ammunition may be
seized, but must be restored and compensation fixed when peace is made.™*

d. AP I, Article 39(2), prohibits the use in international armed conflict of enemy flags, emblems,
uniforms, or insignia while engaging in attacks or “to shield, favor, protect or impede military operations.” The
United States does not consider this article reflective of customary law. This article, however, expressly does not
apply to naval warfare.**® The U.S. position is that under the customary international law of naval warfare, it is
permissible for a belligerent warship (both surface and subsurface) to fly false colors (including neutral and enemy
colors) and display neutral or enemy markings or otherwise disguise its outward appearance in ways to deceive the
enemy into believing the warship is of neutral or enemy nationality or is other than a warship. However, a warship
must display her true colors prior to an actual armed engagement.***

128 EM 27-10, para. 48.

12 See JOINT CHIEFS OF STAFF, JOINT PuB. 1-02, DEPARTMENT OF DEFENSE DICTIONARY OF MILITARY AND
AssocIATED TERMS 317 (8 Nov. 2010, as amended through 31 Dec. 2010) (citation omitted).

130 Deception is defined as “[t]hose measures designed to mislead the enemy by manipulation, distortion, or falsification of
evidence to induce the enemy to react in a manner prejudicial to the enemy’s interests.” Id. at 97.

31 Hague 1V, art. 24.

32 M 27-10, para. 51.

133 Rick ATKINSON, CRUSADE 331-33 (1993).

134 For detailed discussion of uniform requirements for U.S. forces, see W. Hays Parks, Special Forces’ Wear of Non-Standard
Uniforms, 44 CHi. J. INT’L L. 494 (2003).

. GC 111, art. 93.

1% £Mm 27-10, paras. 54, 74; NWP 1-14M, para. 12.5.3; U.S. DEP’T OF THE AIR FORCE, AIR FORCE PAMPHLET 110-31, THE
ConbucT oF ARMED CONFLICT AND AIR OPERATIONS (Nov. 1976), paras. 8-6.

57 Hague 1V, art. 23(f).

138 £M 27-10, para. 54; NWP 1-14M, para 12.5. AP I, article 39(2) outlaws such use, but the United States objects to this term.
39 Hague 1V, art. 53.

Y0 AP 1, art. 39(3).

Y1 NWP 1-14M, paras. 12.3.1 & 12.5.1.
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B. Miilitary Information Support Operations (MISO). Formerly known as psychological operations
(PSYOP), MISO are lawful. In the 1991 Gulf War, U.S. PSYOP units distributed over 29 million leaflets to Iraqi
forces. The themes of the leaflets were the “futility of resistance; inevitability of defeat; surrender; desertion and
defection; abandonment of equipment; and blaming the war on Saddam Hussein.” It was estimated that nearly 98%
of all Iraqi prisoners acknowledged having seen a leaflet; 88% said they believed the message; and 70% said the
leaflets affected their decision to surrender.™*?

C. Treachery and Perfidy. Treachery and perfidy are prohibited under the LOAC.*? The HR forbid killing
or wounding treacherously individuals belonging to the hostile nation or armed forces.*** Perfidy involves injuring
the enemy by his adherence to the LOAC (actions are in bad faith). Perfidy degrades the protections and mutual
restraints developed in the interest of all Parties, combatants, and civilians. In practice, combatants find it difficult
to respect protected persons and objects if experience causes them to believe or suspect that the adversaries are
abusing their claim to protection under the LOAC to gain a military advantage.*®

1. Feigning and Misuse. Feigning is treachery that results in killing, wounding, or capture of the enemy.
Misuse is an act of treachery resulting in some other advantage to the enemy. According to AP I, Article 37(1), the
killing, wounding, or capture by “[a]cts inviting the confidence of an adversary to lead him to believe that he is
entitled to, or is obliged to accord, protection under the rules of international law applicable in armed conflict, with
intent to betray that confidence [are perfidious, and thus prohibited acts]” as such. An act is perfidious only where
the feigning of civilian status or other act is a proximate cause in the killing of enemy combatants. Perfidy was not
made a grave breach in AP I, and the prohibition applies only in international armed conflict.

2. Other prohibited acts include:

a. Use of a flag of truce to gain time for retreats or reinforcements.*°
b. Feigning incapacitation by wounds/sickness.**’
c. Feigning surrender or the intent to negotiate under a flag of truce.'*®

d. Misuse of the Red Cross, Red Crescent, Red Crystal and cultural property symbols. This
provision is designed to reinforce/reaffirm the protections those symbols provide.**® GC I requires that military
wounded and sick, military medical personnel (including chaplains), hospitals, medical vehicles, and in some cases,
medical aircraft be respected and protected from intentional attack.

e. Declaring that no quarter will be given or killing/injuring enemy personnel who surrender.**°
f. Compelling nationals of the enemy state to take part in hostilities against their own country.'**

D. Espionage.™ Espionage involves clandestine action (under false pretenses) to obtain information for
transmission back to one’s own side. Gathering intelligence while in uniform is not espionage. Espionage is not a
LOAC violation; however, the Geneva Conventions do not protect acts of espionage. If captured, a spy may be
tried under the laws of the capturing nation.™® Reaching friendly lines immunizes the spy for past espionage
activities; therefore, upon later capture as a lawful combatant, the alleged “spy” cannot be tried for past espionage.

E. Assassination. Hiring assassins, putting a price on the enemy’s head, and offering rewards for an enemy
“dead or alive” are prohibited as treacherous conduct.>* Offering rewards for information leading to capture of an
individual, or attacking military command and control or personnel is not assassination, nor prohibited.**®

192 See R. B. Adolph, PSYOP: The Gulf War Force Multiplier, Army Magazine 16 (Dec. 1992).
3 Hague IV. art. 23(b).

g,

5 EM 27-10, para. 50.

% Hague 1V, art 23(f).

YT AP 1, art. 37(1)(b).

Y8 AP 1, art 37(1)(a).

¥ Hague 1V, art. 23(f).

%0 Hague 1V, art. 23.

151 Id

152 M 27-10, para. 75; AP |, art. 46.
153 See UCMJ art. 106.

154 EM 27-10, para 31; E.O. 12333.
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F. Reprisals. Reprisals are conduct which otherwise would be unlawful, resorted to by one belligerent
against enemy personnel or property in response to acts of warfare committed by the other belligerent in violation of
the LOAC, for the sole purpose of enforcing future compliance with the LOAC.*® Individual U.S. military
personnel, commanders and units do not have the authority to conduct a reprisal. That authority is retained at the
national level.

G. War Trophies/Souvenirs. The LOAC authorizes the confiscation of enemy military property. War
trophies or souvenirs taken from enemy military property are legal under the LOAC. War trophy personal retention
by an individual soldier is restricted under U.S. domestic law. Confiscated enemy military property is property of
the United States. The property becomes a war trophy, and capable of legal retention by an individual Soldier as a
souvenir, only as authorized by higher authority. Pillage, that is, the unauthorized taking of private or personal
property for personal gain or use, is expressly prohibited.**’

1.  War Trophy Policy. 10 U.S.C. § 2579 requires that all enemy material captured or found abandoned
shall be turned in to “appropriate” personnel. The law, which directs the promulgation of an implementing directive
and service regulations, contemplates that members of the armed forces may request enemy items as souvenirs. The
request would be reviewed by an officer who shall act on the request “consistent with military customs, traditions,
and regulations.” The law authorizes the retention of captured weapons as souvenirs if rendered unserviceable and
approved jointly by DoD and the Bureau of Alcohol, Tobacco, and Firearms (BATF). Implementing directives have
not been promulgated.**®

2. Guidance. USCENTCOM General Order Number 1 is an example of a war trophy order. These
regulations and policies, and relevant provisions of the UCMJ which may be used to enforce those regulations and
policies, must be made known to U.S. forces prior to combat. War trophy regulations must be emphasized early and
often, for even those who are aware of the regulations may be tempted to disregard them if they see others doing so.

a. An 11 February 2004 Deputy Secretary of Defense memorandum establishes interim guidance on
the collection of war souvenirs for the duration of OPERATION IRAQI FREEDOM (OIF) and will remain in effect
until an updated DoD Directive is implemented. This memorandum provides the following:

(1) War souvenirs shall be permitted by this interim guidance only if they are acquired and
retained in accordance with the LOAC abligations of the United States. Law of armed conflict violations should be
prevented and, if committed by U.S. persons, promptly reported, thoroughly investigated, and, where appropriate,
remedied by corrective action.

(2) All U.S. military personnel and civilians subject to this policy, operating in the Iraqi theater of
operations during OIF shall turn over to officials designated by CDRUSCENTCOM all captured, found abandoned,
or otherwise acquired material, and may not, except in accordance with this interim guidance, take from the Iraqi
theater of operations as a souvenir any item captured, found abandoned, or otherwise acquired.

(3) An individual who desires to retain as a war souvenir an item acquired in the Iraqi theater of
operations shall request to have the item returned to them as a war souvenir at the time it is turned over to persons
designated by CDRUSCENTCOM. Such a request shall be in writing, identify the item, and explain how it was
acquired.

(4) The guidance defines “War Souvenir” as any item of enemy public or private property
utilized as war material (i.e., military accouterments) acquired in the Iraqgi area of operations during OIF and
authorized to be retained by an individual pursuant to this memorandum. War souvenirs are limited to the following
items: (1) helmets and head coverings; (2) uniforms and uniform items such as insignia and patches; (3) canteens,
compasses, rucksacks, pouches, and load-bearing equipment; (4) flags (not otherwise prohibited by 10 U.S.C. 4714
and 7216); (5) knives or bayonets, other than those defined as weaponry [in paragraph 3 below]; (6) military training
manuals, books, and pamphlets; (7) posters, placards, and photographs; (8) currency of the former regime; or (9)

155 See W. Hays Parks, Memorandum of Law: Executive Order 12333 and Assassination, ARMY Law, Dec. 1989, at 4.

1% EM 27-10, para. 49.

%7 Hague IV, art. 47; GC |, art. 15; GC II, art. 18; GC IV, art. 33.

158 The Marine Corps still lists as active Marine Corps Order (MCO) 5800.6A dtd 28 Aug. 1969 (Personal Affairs Control and
Registration of War Trophies and War Trophy Firearms). This is a joint order (AR 608—4; OPNAVINST 3460.7A, and AFR
125-13).
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other similar items that clearly pose no safety or health risk, and are not otherwise prohibited by law or regulation.
Under this interim guidance, a war souvenir does not include weaponry.

(5) Acquired. A war souvenir is acquired if it is captured, found abandoned, or obtained by any
other lawful means. “Abandoned” for purposes of this interim guidance means property left behind by the enemy.

(6) Weaponry. For this guidance, weaponry includes, but is not limited to: weapons; weapons
systems; firearms; ammunition; cartridge casings (“brass™); explosives of any type; switchblade knives; knives with
an automatic blade opener including knives in which the blade snaps forth from the grip (a) on pressing a button or
lever or on releasing a catch with which the blade can be locked (spring knife), (b) by weight or by swinging motion
and is locked automatically (gravity knife), or (c) by any operation, alone or in combination, of gravity or spring
mechanism and can be locked; club-type hand weapons (for example, blackjacks, brass knuckles, nunchaku); and
blades that are (a) particularly equipped to be collapsed, telescoped or shortened, (b) stripped beyond the normal
extent required for hunting or sporting, or (c) concealed in other devices (for example, walking sticks, umbrellas,
tubes). This definition applies whether an item is, in whole or in part, militarized or demilitarized, standing alone or
incorporated into other items (e.g., plaques or frames).

(7) Prohibited Items. For the purposes of this interim guidance, prohibited items include
weaponry and personal items belonging to enemy combatants or civilians including, but not limited to: letters,
family pictures, identification cards, and “dog tags.”

b. Seealso U.S. CENTCOM General Order Number 1B, contained as an appendix to the Criminal
Law chapter.

3. The key to a clear and workable war trophy policy is to publicize the policy before deployment, work
the policy into all exercises and plans, and train with the policy. When drafting a war trophy policy, consider the “6
Cs™
a. COMMON SENSE—does the policy make sense?
b. CLARITY—can it be understood at the lowest level?

c. COMMAND INFORMATION—is the word out through all means available? (Post on unit
bulletin boards, post in mess facilities, put in post newspaper, put in PSA on radio, etc.).

d. CONSISTENCY—are we applying the policy across all layers and levels of command? (A policy
promulgated for an entire Corps is better than diverse policies within subordinate divisions; a policy that is
promulgated by the unified command and applies to all of its components is better still).

e. CUSTOMS—prepare for customs inspections, “courtesy” inspections prior to redeployment, and
amnesty procedures.

f. CAUTION—Remember one of the primary purposes of a war trophy policy: to limit soldiers
from exposing themselves to danger (in both Panama and the 1991 Persian Gulf War, soldiers were killed or
seriously injured by exploding ordnance encountered when they were looking for souvenirs). Consider prohibitions
on unauthorized “bunkering,” “souvenir hunting,” “climbing in or on enemy vehicles and equipment.” A good
maxim for areas where unexploded ordnance or booby-traps are problems: “If you didn’t drop it, don’t pick it up.”

XIl. MILITARY OCCUPATION

A. The Nature of Military Occupation. Territory is considered occupied when it is actually placed under the
authority of the hostile armed forces. The occupation extends only to territory where such authority has been
established and can effectively be exercised.*® Thus, occupation is a question of fact based on the invader's ability
to render the invaded 9overnment incapable of exercising public authority. Simply put, occupation must be both
actual and effective.®® However, military occupation (also termed belligerent occupation) is not conquest; it does
not involve a transfer of sovereignty to the occupying force. Indeed, it is unlawful for a belligerent occupant to
annex occupied territory or to create a new state therein while hostilities are still in progress.™" It is also forbidden

9 Hague 1V, art. 42.
160 EM 27-10, para. 352.
161 See GC IV, art. 47.
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to compel the inhabitants of occupied territory to swear allegiance to the hostile occupying power.'®? Occupation is
thus provisional in nature, and is terminated if the occupying power is driven out or voluntarily ends the occupation.

B. Administration of Occupied Territory. Occupied territory is administered by military government, due
to the inability of the legitimate government to exercise its functions, or the undesirability of allowing it to do so.
The occupying power therefore bears a legal duty to restore and maintain public order and safety, while respecting,
“unless absolutely prevented,” the laws of the occupied nation.'®®* The occupying power may allow the local
authorities to exercise some or all of their normal governmental functions, subject to the paramount authority of the
occupant. The source of the occupant's authority is its imposition of government by force, and the legality of its
actions is determined by the LOAC.***

1. Inrestoring public order and safety, the occupant is required to continue in force the normal civil and
criminal laws of the occupied nation, unless they would jeopardize the security of the occupying force or create
obstacles to application of the GC IV.*** However, the military and civilian personnel of the occupying power
remain immune from the jurisdiction of local law enforcement.

2. Articles 46-63 of the GC 1V establish important fundamental protections and benefits for the civilian
population in occupied territory. Family honor, life, property, and religious convictions must be respected.
Individual or mass forcible deportations of protected persons from the occupied territory to the territory of the
occupying power or to a third state are prohibited.*® The occupying power has the duty of ensuring that the
population is provided with adequate food, medical supplies and treatment facilities, hygiene, and public health
measures.*®’ In addition, children are subject to special protection and care, particularly with respect to their
education, food, medical care, and protection against the effects of war.*®

3. The occupying power is forbidden from destroying or seizing enemy property unless such action is
“imperatively demanded by the necessities of war,”*®° or "rendered absolutely necessary by military operations."*"
Pillage, that is, the unauthorized taking of private or personal property for personal gain or use, is expressly
prohibited.*” However, the occupying power may requisition goods and services from the local populace to sustain
the needs of the occupying force “in proportion to the resources of the country, and of such a nature as not to involve
the population in the obligation of taking part in operations of the war against their country.” The occupying power
is obliged to pay cash for such requisitions or provide a receipt and make payment as soon as possible.*”

4. The occupying power may not compel protected persons to serve in its armed forces, nor may it
compel them to work unless they are over eighteen years old, and then only on work that: (1) is necessary for the
needs of the occupying force; (2) is necessary for public utility services; or (3) for the feeding, sheltering, clothing,
transportation or health of the populace of the occupied country. The occupied country's labor laws regarding such
matters as wages, hours, and compensation for occupational accidents and diseases remain applicable to the
protected persons assigned to work by the occupant.'’

5. The occupying power is specifically prohibited from forcing the inhabitants to take part in military
operations against their own country, and this precludes requiring their services in work directly promoting the
military efforts of the occupying force, such as construction of fortifications, entrenchments, and military airfields.
174 However, the inhabitants may be employed voluntarily in such activities.

162 Hague 1V, art. 45.

183 Hague 1V, art. 43.

164 See Elyce Santere, From Confiscation to Contingency Contracting: Property Acquisition on or Near the Battlefield, 124 MiL.
L. Rev. 111 (1989). Confiscation - permanent taking without compensation; Seizure - taking with payment or return after the
armed conflict; Requisition - appropriation of private property by occupying force with compensation as soon as possible;
Contribution - a form of taxation under occupation law.

185 See GC IV art. 64.

e GC IV, art. 49.

7 GC IV, art. 55.

¥ GC IV, art. 50.

19 Hague 1V, art. 23.

"0 GC IV, art. 53.

™ Hague IV, art. 47; GC |, art. 15; GC II, art. 18; GC IV, art. 33

72 Hague 1V, art. 52; FM 27-10, para. 412.

" GC IV, art. 51.

1" See GC IV, art. 51.
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C. Security of the Occupying Force: Penal Law and Procedure

1. The occupant is authorized to demand and enforce the populace's obedience as necessary for the
security of the occupying forces, the maintenance of law and order, and the proper administration of the country.
The inhabitants are obliged to behave peaceably and take no part in hostilities.

2. If the occupant considers it necessary, as a matter of imperative security needs, it may assign protected
persons to specific residences or internment camps.*”® Security detainees should not be subjected to “prolonged
arbitrary detention.”*”® The occupying power may also enact penal law provisions, but these may not come into
force until they have been published and otherwise brought to the knowledge of the inhabitants in their own
language. Penal provisions shall not have retroactive effect.'”’

3. The occupying power’s tribunals may not impose sentences for violation of penal laws until after a
regular trial. The accused person must be informed in writing in his own language of the charges against him, and is
entitled to the assistance of counsel at trial, to present evidence and call witnesses, and to be assisted by an
interpreter. The occupying power shall notify the protecting power of all penal proceedings it institutes in occupied
territory. Sentences shall be proportionate to the offense committed. The accused, if convicted, shall have a right to
appeal under the provisions of the tribunal's procedures or, if no appeal is provided for, he is entitled to petition
against his conviction and sentence to the competent authority of the occupying power.'™

4. Under the provisions of the GC 1V, the occupying power may impose the death penalty on a protected
person only if found guilty of espionage or serious acts of sabotage directed against the occupying power, or of
intentional offenses causing the death of one or more persons, provided that such offenses were punishable by death
under the law of the occupied territory in force before the occupation began.*”® However, the United States has
reserved the right to impose the death penalty for such offenses resulting in homicide irrespective of whether such
offenses were previously capital offenses under the law of the occupied state. In any case, the death penalty may not
be imposed by the occupying power on any protected person who was under the age of eighteen years at the time of
the offense.'®

5. The occupying power must promptly notify the protecting power of any sentence of death or
imprisonment for two years or more, and no death sentence may be carried out until at least six months after such
notification. ™

6. The occupying power is prohibited from imposing mass (collective) punishments on the populace for
individual offenses. That is, “[n]o general penalty, pecuniary or otherwise, shall be inflicted upon the populations
on account of the acts of individuals for which they cannot be regarded as jointly and severally responsible.”#?

7. Inareas occupied by U.S. forces, military jurisdiction over individuals, other than members of the U.S.
armed forces, may be exercised by courts of a military government. Although sometimes designated by other
names, these military tribunals are actually military commissions. They preside in and for the occupied territory and
thus exercise their jurisdiction on a territorial basis.

XII. NEUTRALITY

A. Neutrality on the part of a state not a party to an armed conflict consists in refraining from all participation
in the conflict, and in preventing, tolerating, and regulating certain acts on its own part, by its nationals, and by the
belligerents. In response, belligerents have a duty to respect the territory and rights of neutral states. Hague V is a
primary source of law. The degree to which traditional “neutrality” has been modified by the Charter of the United
Nations is unclear; it is generally accepted that neutrality law still provides some guidance, particularly regarding
collective self-defense actions and jus ad bellum analysis. Historically, neutrality rights include the following:

"> GC IV, art. 78.

% In OIF, for example, the cases of security detainees were reviewed periodically by the MNF | Combined Review and Release
Board and various other administrative boards, and detainees may have been also referred to the Central Criminal Court of Iraq
for prosecution. Periodic status review procedures were also adopted by multi-national forces in Haiti, Bosnia, and Kosovo.

YT GC IV, art. 65.

" GC IV, arts. 72, 73.

¥ GC IV, art. 68.

0 GC IV, art. 68.

BLGC IV, arts. 74, 75.

182 Hague, IV, art. 50; GC IV, art. 33.
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1. The territory of the neutral state is inviolable.'®® This prohibits any unauthorized entry into the
territory of the neutral state, its territorial waters, or the airspace over such areas by troops or instrumentalities of
war. Thus, belligerents are also specifically prohibited from moving troops or convoys of war munitions or supplies
across the territory of a neutral state."®* In consequence, the efforts of the neutral to resist, even by force, attempts to
violate its territory cannot be regarded as hostile acts by the offending belligerents.®*> However, if the neutral is
unable, or fails to prevent such violations of its neutrality by the troops of one belligerent, that belligerent's enemy
may be justified in attacking those troops in neutral territory.

2. Belligerents are also prohibited from establishing radio communications stations in neutral territory to
communicate with their armed forces, or from using such facilities previously established before the outbreak of
hostilities for that purpose.’®® However, a neutral state may permit the use of its own communications facilities to
transmit messages on behalf of the belligerents, so long as such usage does not lend assistance to the forces of only
one side of the conflict. Indeed, the neutral must ensure that the measure it takes in its status as a neutral state is
impartial, as applied to all belligerents.*®’

3. While a neutral state is under no obligation to allow passage of convoys or aircraft carrying the sick
and wounded of belligerents through its territory or airspace, it may do so without forfeiting its neutral status.
However, the neutral must exercise necessary control or restrictive measures concerning the convoys or medical
aircraft, must ensure that neither personnel nor material other than that necessary for the care of the sick and
wounded is carried, and must accord the belligerents impartial treatment.®® In particular, if the wounded and sick or
prisoners of war are brought into neutral territory by their captor, they must be detained and interned by the neutral
state so as to prevent them from taking part in further hostilities.*®

4. The nationals of a neutral state are also considered as neutrals.*® However, if such neutrals reside in
occupied territory during the conflict, they are not entitled to claim different treatment, in general, from that
accorded the other inhabitants; the law presumes that they will be treated under the law of nations pertaining to
foreign visitors, as long as there is an open and functioning diplomatic presence of their State.’®* They are likewise
obliged to refrain from participation in hostilities, and must observe the rules of the occupying power. Moreover,
such neutral residents of occupied territory may be punished by the occupying power for penal offenses to the same
extent as nationals of the occupied nation.

5. Anational of a neutral state forfeits his neutral status if he commits hostile acts against a belligerent, or
commits acts in favor of a belligerent, such as enlisting in its armed forces. However, he is not to be more severely
treated by the belligerent against whom he acted, than would be a national of the enemy state for the same acts.'*

6. The United States has supplemented the above-described rules of international law concerning
neutrality by enacting federal criminal statutes that define offenses and prescribe penalties for violations against U.S.
neutrality. Some of these statutes are effective only during a war in which the United States is a declared neutral,
while others are in full force and effect at all times. '

B. Impact of the United Nations Charter Regime on the Law of Neutrality

1. Inthe event of any threat to or breach of international peace and security, the United Nations Security
Council may call for action under Articles 39 through 42 of the UN Charter. In particular, the Security Council may
make recommendations, call for employment of measures short of force, or order forcible action to maintain or
restore international peace and security.

2. For a UN member nation, these provisions of the Charter, if implemented, may qualify that member
nation’s right to remain neutral in a particular conflict. For example, if a member nation is called on by the Security

183 Hague V, art. 1.

84 Hague V, art. 2.

18 Hague V, art. 10.

18 Hague V, art. 3.

87 Hague V, art. 9.

188 Hague V, art. 14; see GC |, art. 37.
B GC, art. 37.

%0 Hague V, art. 16.

%1 See GC IV, art. 4.

%2 Hague V, art. 17.

1% See 18 U.S.C. 956-68; 22 U.S.C. 441-57, 461-65.
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Council, pursuant to Articles 42 and 43 of the Charter, to join in collective military action against an aggressor state,
that member nation loses its right to remain neutral. However, the member nation would actually lose its neutral
status only if it complied with the Security Council mandate and took hostile action against the aggressor.

XIV. COMPLIANCE WITH THE LAW OF ARMED CONFLICT
A. The Role of Protecting Powers and the ICRC

1. The System of Protecting Powers. During international armed conflicts, Common Articles 8-11 of the
Geneva Conventions authorize “the cooperation and . . . scrutiny of the Protecting Powers whose duty it is to
safeguard the interests of the Parties to the conflict.” The diplomatic institution of Protecting Powers, which
developed over the centuries independent of the LOAC, enables a neutral sovereign state, through its designated
diplomatic representatives, to safeguard interests of a second state in the territory of a third state. Such activities in
wartime were first given formal recognition in the Geneva Prisoner of War Convention of 1929,

a. Such protecting power activities may be of value when belligerent State Parties sever diplomatic
relations. The Protecting Power attends to the humanitarian interests of those citizens of the second state who are
within the territory and under the control of the third state, such as prisoners of war and civilian detainees.

b. Protecting Power activities reached their zenith during World War 11, as the limited number of
neutral states acting as protecting powers assumed a role as representatives not merely of particular belligerents, but
rather as representatives of the humanitarian interests of the world community. Since that time, the role of
Protecting Powers has been fulfilled by the International Committee of the Red Cross, as authorized by GC I-11l,
Article 10, GC IV, Article 11.

B. The Contributions and Role of the International Committee of the Red Cross (ICRC). Founded in
1863, the ICRC is a private, non-governmental organization of Swiss citizens that has played a seminal role in the
development and implementation of the LOAC relating to the protection of war victims. During World War 11, the
ICRC supplemented the efforts of the protecting powers, and undertook prodigious efforts on behalf of POWs.
Those efforts included the establishment of a Central Prisoner of War Agency with 40 million index cards, the
conduct of 11,000 visits to POW camps, and the distribution of 450,000 tons of relief items.

1. Therole of the ICRC as an impartial humanitarian organization is formally recognized in GC IlI,
Common Articles 9-11 and Article 125, and GC 1V, Article 63. Since World War 11, the Protecting Power system
has not been widely used, and the ICRC has stepped into the breach as a substitute for government Protecting
Powers in international armed conflicts, subject to the consent of the Parties to the conflict.

2. With respect to NIACs, Common Article 3 of the Geneva Conventions recognizes the prerogative of
the ICRC or other impartial humanitarian organizations to offer its services to the parties to the conflict.

3. Relations between U.S. Military and the ICRC

a. Subject to essential security needs, mission requirements and other legitimate, practical
limitations, the ICRC must be permitted to visit POWSs and provide them certain types of relief. Typically, the
United States will invite the ICRC to observe POW, civilian internee or detainee conditions as soon as
circumstances permit. The invitation to the ICRC for its assistance is made by the U.S. Government (Department of
State, in coordination with the Department of Defense), and not by the Combatant Commander. As a consequence,
there is SlliggZDEF guidance on reporting of all ICRC contacts, inspections, or meetings through operational
channels.

b. Given a JA’s professional qualifications and specialized training in the LOAC, he or she should be
integrated into the command’s interaction with the ICRC.*® The JA can quickly identify and resolve many LOAC

1% Geneva Convention Relative to the Treatment of Prisoners of War of 27 July 1929 (47 Stat. 2021; Treaty Series 846). This
treaty was replaced, as to the contracting parties, with the Geneva Conventions of 1949.

1% Memorandum, Sec’y of Def, SUBJECT: Handling of Reports from the [ICRC] (14 July 2004).

1% General Prugh (former TIAG) fulfilled the task of "interfacing" with the ICRC when he was the legal advisor to CDR, MACV
in Vietnam. General Prugh relates that during the early stages of Viet Nam, OTJAG concluded that the U.S. was involved in an
Art 3, not Art 2, conflict. In June 65 the situation had changed, and by Aug ‘65 a formal announcement was made that art. 2
now applied. Soon, ICRC delegates began to arrive, and it fell upon the judge advocates to meet with the delegates. This role
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issues before they become a problem for the commander. For those LOAC matters requiring command decision, the
JA is best suited to provide advice to the commander and obtain timely responses. These same skills are essential in
dealing with ICRC observers. The JA can best serve as the commander's skilled advocate in discussions with the
ICRC concerning the LOAC.

c. Itis important to note that the ICRC has a vital role as an impartial humanitarian organization.
While the ICRC’s views may not always align with U.S. policy, the organization is capable of providing assistance
in a variety of ways. In recent conflicts, the ICRC assisted in making arrangements for the transportation of the
remains of dead enemy combatants and for repatriating POWSs and civilian detainees. Maintaining a close working
relationship with ICRC representatives can assist the JA in identifying potential LOAC issues in the command’s
area of operations and the organization can serve as an additional resource to resolve various legal and humanitarian
matters.

d. The ICRC is also heavily involved in military operations other than war, where it may be present
in conjunction with numerous other organizations and agencies. In the former Yugoslavia, Somalia, and Rwanda,
for example, many international organizations are or were engaged in “humanitarian relief” activities. Among the
most significant is the UN High Commissioner for Refugees (UNHCR). The list of private voluntary organizations
(PVOs) and Nongovernmental organizations (NGOs) in the field is large; approximately 350 humanitarian relief
agencies are registered with the U.S. Agency for International Development (USAID).

XV. REMEDIES FOR VIOLATIONS OF THE LAW OF ARMED CONFLICT
A. U.S. Military and Civilian Criminal Jurisdiction

1. The historic practice of the military services is to charge members of the U.S. military who commit
offenses regarded as a “war crime” under existing, enumerated articles of the UCMJ.**’

2. In the case of other persons subject to trial by general courts-martial for violating the laws of war'®® the
charge shall be “Violation of the Laws of War” rather than a specific UCMJ article.

3. The War Crimes Act of 1997'% provides federal courts with jurisdiction to prosecute any person inside
or outside the U.S. for war crimes where a U.S. national or member of the armed forces is involved as an accused or
as a victim.

4. The Act defines “war crimes” as: (1) grave breaches as defined in the Geneva Conventions of 1949
and any Protocol thereto to which the U.S. is a party; (2) violations of Articles 23, 25, 27, 28 of the Annex to the
Hague Convention 1V; (3) violations of Common Article 3 of the Geneva Conventions of 1949 and any Protocol
thereto to which the U.S. is a party and deals with a non-international armed conflict; (4) violations of provisions of
the Protocol on Prohibitions or Restrictions on the Use of Mines, Booby-Traps & Other Devices (Protocol 11 as
amended May, 1996) when the U.S. is a party and the violator willfully kills or causes serious injury to civilians.

5. U.S. policy on application of the LOAC is stated in DoD Directive 2311.01E (9 May 2006): “Itis
DoD policy that ... [m]embers of the DoD Components [including U.S. civilians and contractors assigned to or
accompanying the armed forces] comply with the LOAC during all armed conflicts, however such conflicts are
characterized, and in all other military operations.”

B. Command Responsibility.

1. Commanders are legally responsible for war crimes committed by their subordinates when any one of
three circumstances applies:

a. The commander ordered the commission of the act;

b. The commander knew of the act, either before or during its commission, and did nothing to
prevent or stop it; or

continued in operations in Grenada, Panama, Somalia, Haiti, and during the Gulf War. The development of this liaison role was
also apparent in Haiti, particularly in the operation of Joint Detention Facility.

97 EM 27-10, para. 507.

1% ycmy, art. 18.

1918 U.S.C. § 2441.

Chapter 2 38
The Law of Armed Conflict



c. The commander should have known, “through reports received by him or through other means,
that troops or other persons subject to his control [were] about to commit or [had] committed a war crime and he
fail[ed] to take the necessary and reasonable steps to ensure compliance with the LOAC or to punish violators
thereof.”?® While this principle has long been recognized in the Army Field Manual, recent initiatives by the ICRC
havezgloncluded that this principle of command responsibility also operates as a matter of customary international
law.

2. JAs must keep their commanders informed of their responsibilities concerning the investigation and
prosecution of war crimes. The commander must also be aware of his potential responsibility for war crimes
committed by his subordinates. “At all appropriate levels of command and during all stages of operational planning
and execution of joint and combined operations, legal advisors will provide advice concerning law of armed conflict
compliance.”? JAs should also help ensure that LOAC investigating and reporting requirements are integrated into
all appropriate policies, directives, and operation and concept plans.

3. Investigative Assets. Several assets are available to assist commanders investigating suspected
violations of the LOAC. The primary responsibility for an investigation of a suspected, alleged, or possible war
crime resides in the U.S. Army Criminal Investigation Command (CID) or, for other military services, CID
Command’s equivalent offices. For minor offenses, investigations can be conducted with organic assets and legal
support, using AR 15-6 or RCM 303 commander’s inquiry procedures.?®> (Command regulations, drafted in
accordance with DoD Directive 2311.01E, should prescribe the manner and level of unit investigation.) CID has
investigative jurisdiction over suspected war crimes in two instances. The first is when the suspected offense is one
of the violations of the UCMJ listed in Appendix B to AR 195-2, Criminal Investigation Activities (generally
felony-level offenses). The second is when the investigation is directed by HQDA.?**

4. In addition to CID, and organic assets and legal support, a commander may have Reserve Component
JAGSO teams available to assist in the investigation of war crimes committed by the enemy against U.S. forces.
JAGSO teams perform JA duties related to international law, including the investigation and reporting of violations
of the LOAC, the preparation for trials resulting from such investigations, and the provision of legal advice
concerning all operational law matters. Other available investigative assets include the military police,
counterintelligence personnel, and JAs.

C. Reports. WHEN IN DOUBT, REPORT. Report a “reportable incident” by the fastest means
possible, through command channels, to the responsible combatant commander. A “reportable incident” is a
possible, suspected, or alleged violation of the LOAC for which there is credible information. The reporting
requirement should be stated not only in a “27 series” regulation or legal appendix to an OPLAN or OPORD, but
also in the unit TACSOP or FSOP. Normally, an OPREP-3 report established in Joint Pub 1-03.6, JRS,
Event/Incident Reports, will be required. Alleged violations of the LOAC, whether committed by or against U.S. or
enemy personnel, are to be promptly reported, thoroughly investigated, and, where appropriate, remedied by
corrective action.

D. Prevention of War Crimes. Commanders must take steps to ensure that members of their commands do
not violate the LOAC. The two principal means of affecting this goal are to recognize the factors which may lead to
the commission of war crimes, and to train subordinate commanders and troops to standard concerning compliance
with the LOAC and proper responses to orders that violate the LOAC.

1. Awareness of the factors that have historically led to the commission of war crimes allows the
commander to take preventive action. The following is a list of some of the factors that the commander and the
judge advocate should monitor in subordinate units.

a. High friendly losses.

b. High turnover rate in the chain of command.

200 M 27-10, para. 501.

21 JEAN-MARIE HENCKAERTS & LOUISE DoswALD-BEck, CUSTOMARY INTERNATIONAL HUMANITARIAN LAw 211
(2005).

202 0JCSI 5801.01C para. 4b.

203 y.S. DEP’T OF ARMY, ARMY REGULATIONS 15-6, PROCEDURES FOR INVESTIGATING OFFICERS AND BOARDS OF OFFICERS (2006);
Rules for Courts Martial (RCM) 303.

204 .S, DEP’T OF ARMY, ARMY REGULATIONS 195-2, CRIMINAL INVESTIGATIVE ACTIVITIES para. 3-3a(7) (1985).
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Dehumanization of the enemy (derogatory names or epithets).

o o

Poorly trained or inexperienced troops.
e. The lack of a clearly defined enemy.

f.  Unclear orders.

g. High frustration level among the troops.

2. Clear, unambiguous orders are a responsibility of good leadership. Soldiers who receive ambiguous
orders or who receive orders that clearly violate the LOAC must understand how to react to such orders.
Accordingly, the judge advocate must ensure that soldiers receive instruction in this area. Troops who receive
unclear orders must insist on clarification. Normally, the superior issuing the unclear directive will make it clear,
when queried, that it was not his intent to commit a war crime. [f the superior insists that his illegal order be
obeyed, however, the soldier has an affirmative legal obligation to disobey the order and report the incident to the
next superior commander, military police, CID, nearest judge advocate, or local inspector general.

E. International Criminal Tribunals

Violations of the LOAC, as crimes defined by international law, may also be prosecuted under the auspices of
international tribunals, such as the Nuremberg, Tokyo, and Manila tribunals established by the Allies to prosecute
German and Japanese war criminals after World War 1l. The formation of the United Nations has also resulted in
the exercise of criminal jurisdiction over war crimes by the international community, with the Security Council's
creation of the International Tribunal to Adjudicate War Crimes Committed in the Former Yugoslavia.
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APPENDIX A
TROOP INFORMATION

I. REASONS TO COMPLY WITH THE LOAC—EVEN IF THE ENEMY DOES NOT

A. Compliance ends the conflict more quickly. During Operation DESERT STORM, favorable treatment of
Iragi EPWs by coalition forces helped end the war quickly as reports of such treatment likely encouraged massive
surrender by the enemy. Mistreatment of EPWs encourages enemy soldiers to fight harder and resist capture.

B. Compliance enhances public support of our military mission. Violations of the LOAC reduce support at
home and abroad, undermine the mission, and place fellow Soldiers at risk by turning the public against them.

C. Compliance encourages reciprocal conduct by enemy soldiers. Mistreatment of EPWSs by our Soldiers may
encourage enemy soldiers to retaliate and treat captured U.S. Soldiers in the same manner.

D. Compliance not only accelerates termination of the conflict, but it also reduces the waste of our resources
in combat and the costs of reconstruction after the conflict ends.

E. Compliance is required by law. LOAC arises in large part from treaties that are part of our national law.
Violation of the LOAC is a serious crime punishable by death in some cases.
Il. SOLDIER’S GENERAL RESPONSIBILITIES IN WARTIME

A. Carry out all lawful orders promptly and aggressively.

B. Inrare cases when an order seems unlawful, do not carry it out right away, but do not ignore it either.
Instead, immediately and respectfully seek clarification of that order. “Sir/Ma’am, are you ordering me to ?”

1. Soldiers may be held criminally responsible for unlawful acts they personally commit in time of war.
There is no “statute of limitations” on prosecution of war crimes, so Soldiers may be prosecuted years later.

2. If a Soldier is court-martialed for carrying out an obviously unlawful order, the “I just followed orders”
defense usually fails. By training and common sense, Soldiers must recognize unlawful orders and act appropriately.

C. Know:
1. The Soldier’s Rules.
2. Forbidden targets, tactics, and techniques. (See related material above).
3. Rules regarding captured soldiers.
4. Rules for the protection of civilians and private property. (See related material above).
5

Obligations to prevent and report LOAC violations.

I11. THE SOLDIER’S RULES
A. Fight only enemy combatants.
Do not harm enemies who surrender — disarm them and turn them over to your superior.
Do not kill or torture EPW, or other detainees.
Collect and care for the wounded, whether friend or foe.
Do not attack medical personnel, facilities, or equipment.
Destroy no more than the mission requires.

Treat all civilians humanely.

I G mmOoOoO W

Do not steal — respect private property and possessions.

Do your best to prevent violations of the law of armed conflict

J. Report all violations to your superior.
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IV. RULES REGARDING CAPTURED SOLDIERS
A. Handling Surrender of Enemy Soldiers.

1. Be cautious. Follow unit procedures in allowing enemy soldiers to approach your position and
surrender.

2. Waiving the white flag may not mean surrender; it may simply mean that the enemy wants a brief
cease-fire so they can safely meet with us. The enemy may seek such a meeting to arrange surrender, but the
meeting may also be sought for other reasons (e.g., to pass a message from their commander to our headquarters or
to arrange removal of wounded from the battlefield).

3. Enemy soldiers must be allowed to surrender if they clearly indicate a desire to—weapons dropped,
hands up, etc. Any order not to accept a clear surrender and continue killing the enemy is unlawful.

B. Treatment of Captured Soldiers on the Battlefield.
1. Follow established unit procedures for the handling of EPWs (recall the “5 Ss and T” process).

2. Treat EPWSs humanely. The willful killing, torture, or other inhumane treatment of an EPW is a very
serious LOAC violation—a “grave breach.” Other LOAC violations are referred to as “simple breaches.”

3. Do not take EPW personal property except to keep it safe pending release or movement elsewhere.

4. Protect and otherwise care for EPWs in your custody. Because this is often difficult in combat, forces
must move EPWs to the rear as soon as possible.

5. Certain captured enemy personnel are not technically EPWs, but are rather referred to as “retained
personnel.” Such retained personnel include medical personnel and chaplains. Ask JA for advice.

C. Your Rights and Responsibilities If Captured.
1. InGeneral. Follow training on Code of Conduct, SERE, etc., which provides additional guidance.

2. Rights as a Prisoner of War (POW). POWs are entitled to certain mandatory protections and other care
from their captors, including food, housing, medical care, mail delivery, and retention of most personal property
with a person when captured. Generally, the POW cannot waive such rights.

3. Responsibilities as a POW.
a. POWSs must obey reasonable camp regulations.

b. Information: If asked, a captured Soldier must provide four items of information (name, rank,
service number, and DOB). Such information is needed by the capturing country to fulfill reporting obligations
under international law.

c.  Work. Inaddition, junior enlisted POWs may be compelled to work provided the work does not
support the enemy’s war effort. NCOs may be tasked to supervise. POWs are entitled to payment for their work.
Commissioned officer POWs may volunteer to work or supervise, but may not be compelled to do so.

V. OBLIGATIONS TO PREVENT AND REPORT LOAC VIOLATIONS

A. Prevention. Soldiers not only must avoid committing LOAC violations; they must also attempt to prevent
violations of the LOAC by other U.S. Soldiers.

B. Reporting Obligation. Soldiers must promptly report any actual or suspected violations of the LOAC to
their superiors. If that is not feasible, Soldiers report to other appropriate military officers (e.g., I1G, JA, or
Chaplain). DoDD 2311.01E.
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APPENDIX B

LAW OF ARMED CONFLICT CONSIDERATIONS IN THE ACQUISITION OF
SUPPLIES AND SERVICES DURING MILITARY OPERATIONS

We cannot rely only on the laws of armed conflict (LOAC) for the acquisition of supplies and services to support
military operations. Limitations under the LOAC make it imperative that we normally acquire supplies and services
using U.S. acquisition laws. (See Chapter 15, Contingency and Deployment Contracting, in this Handbook).
Nevertheless, battlefield acquisition techniques (confiscation, seizure, and requisition) may prove a valuable means
of supporting some needs of a deployed force when active combat or actual occupation of hostile territory occurs.

l.  U.S. RIGHTS AND OBLIGATIONS UNDER THE LAW OF ARMED CONFLICT RELATING TO
BATTLEFIELD PROCUREMENT OF GOODS

A. The law of land warfare regulates the taking and use of property by military forces. The rights and
obligations of military forces vary depending on the ownership of the property, the type of property, and whether the
taking occurs on the battlefield or under military occupation. Certain categories of property are completely
protected from military action (e.g., historic monuments, museums, and scientific, artistic, and cultural institutions).

B. Acquisition of Enemy Property in Combat.

1. Confiscation is the permanent taking or destruction of enemy public property found on the battlefield.
(Hague 1V, art. 23(g) and 53; FM 27-10 paras. 59, 393-424). When required by military necessity, confiscated
property becomes the property of the capturing state. The concept of state ownership includes the requirement to
preserve property. Confiscation is a taking without compensation to the owner. Thus, a commander may acquire
the supplies of an enemy armed force and its government. Public buildings may also be used for military purposes.
When military necessity requires it, if ownership is not known, a commander may treat the property as public
property until ownership is determined.

2. Seizure is the temporary taking of private or state property. When the use of private real property on
the battlefield is required by military necessity, military forces may temporarily use it without compensation. (Use
of private real property is discouraged; try to use public real property [firehouses or abandoned palaces make
excellent CPs]. Anything other than a transient use of private real property will require a lease [typically
retroactive] concluded by the Corps of Engineers.) Private personal property, if taken, must be returned when no
longer required, or else the user must compensate the owner. (Hague IV, art. 53; FM 27-10, para. 406-10).
Examples of property which might be seized include arms and ammunition in contractor factories; radio, TV, and
other communication equipment and facilities; construction equipment; privately owned vehicles, aircraft, ships, etc.

3. To the maximum extent possible, avoid seizing private property. Use enemy public (government or
military) property instead. If private property must be seized, give a receipt for the property, if possible, and record
the condition of the property and the circumstances of seizure. Units should produce duplicate forms for this
purpose, not only to document the seizure, but to notify operators and logisticians of the availability of the property.
An example of such a form is reproduced at the end of Chapter 16. Units likely to seize property (typically airborne
and light units with few organic vehicles) should train on seizure, recordation, and reporting procedures. Vehicle
seizure procedures should be in the TACSOP of such units. Marking of seized vehicles (with spray paint or marker
panels) should be addressed in the TACSOP to minimize the likelihood of fratricide.

C. Acquisition of Enemy Property in Occupied Territories

1. An occupation is the control of territory by an invading army. (Hague IV, art. 42; FM 27-10, para.
351). Public personal property that has some military use may be confiscated without compensation. (FM 27-10,
para. 403). The occupying military force may use public real property, if it has some military use or is necessary to
prosecute the war. (FM 27-10, para. 401). However, no ownership rights transfer.

2. Private property capable of direct military use may be seized and used in the war effort. Users must
compensate the owner at the end of the war. (FM 27-10, para. 403).

3. DoD makes a distinction between those instances in which a contractual obligation has arisen and
those in which the private owner must initiate a non-contractual claim for compensation. The first category involves
products or services acquired as result of express or implied in fact contract. The second category which gives rise
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to potential compensation claims arises when a government representative unilaterally takes possession of the
property. In both cases, an owner may have extraordinary relief available (Pub. L. 85-804). In no case, however, is
relief under Pub. L. 85-804, or under any other contractual remedy, available to pay for combat damage.

4. Requisition is the taking of private or state property or services needed to support the occupying
military force. Unlike seizure, requisition can only occur upon the order of the local commander. Users must
compensate the owner as soon as possible. (FM 27-10, para. 417). The command may levy the occupied populace
to support its force, i.e., pay for the requisition. Requisition is the right of the occupying force to buy from an
unwilling populace. Requisitions apply to both personal and real property. It also includes services.

5. Common Article 2 Threshold. If a host nation government invites U.S. forces into its territory, the
territory is not occupied and U.S. forces have no right to take property. The LOAC and the property rules therein
have not been triggered. The Host Nation may agree to provide for some needs of U.S. forces that cannot be met by
contracting. Examples: (1) Saudi Arabia in Operation DESERT SHIELD/STORM (1990-91), (2) Haiti in Operation
UPHOLD DEMOCRACY (1994-95), and (3) Bosnia-Herzegovina, in Operation JOINT ENDEAVOR (1995-96).

1. U.S. RIGHTS AND OBLIGATIONS UNDER THE LAW OF ARMED CONFLICT RELATING TO
BATTLEFIELD PROCUREMENT OF SERVICES

The LOAC also regulates use of prisoners of war (POW) and the local populace as a source of services for military
forces. POWs and civilians may not be compelled to perform services of a military character or purpose.

A. Use of POWs as Source for Services in Time of War. POWSs may be used as a source of labor;
however, the work that POWSs may perform is very limited. (GC Il art. 49; FM 27-10, para. 125-33). POWs may
not be used as a source of labor for work of a military character or purpose. (GC Ill, art. 49; FM 27-10, para. 126).
The regulation governing POW labor is AR 190-8, which requires a legal review (with copy to OTJAG) of proposed
POW labor in case of doubt concerning whether the labor is authorized under the LOAC. Note that POWs may be
used to construct and support (food preparation, e.g.) POW camps.

B. Use of Civilian Persons as Source for Services in Time of War.

1. Civilian persons may not be compelled to work unless they are over 18, and then only on work
necessary either for the needs of the army of occupation, for public utility services, or for the feeding, sheltering,
clothing, transportation, or health of the population of the occupied country. (GC IV art. 51; FM 27-10, para. 418-
24). Civilians considered protected persons may not be compelled to take part in military operations against their
own country. (GC IV, art. 51; FM 27-10, para. 418).

2. The prohibition against forced labor in military operations precludes requisitioning the services of
civilian persons upon work directly promoting the ends of war, such as construction of fortifications, entrenchments,
or military airfields; or transportation of supplies/ammunition in the Area of Operations. There is no prohibition
against their being employed voluntarily and paid for this work. (FM 27-10, para. 420).

111. CONCLUSION

The uncertainty of these principles (confiscation, seizure, and requisition) as a reliable source for the acquisition of
supplies and services make them a less-preferred means of fulfilling the requirements of U.S. forces than traditional
contracting methods. However, these principles do provide an expedient complement to other acquisition
techniques that should not be overlooked in appropriate circumstances. Before using these acquisition techniques,
however, consider the impact that takings of private property or forced labor inevitably have on the populace.
Consider also the difficulty in accurately computing compensation owed if accurate records do not exist (units must
set up a system for recording takings of private property in SOPs if battlefield acquisitions are anticipated).
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CHAPTER 3

INTERNATIONAL HUMAN RIGHTS LAW

REFERENCES

1. United Nations Convention Against Torture and Other Cruel, Inhuman or Degrading Treatment
or Punishment, G.A. Res. 39/46, U.N. GAOR, Supp. No. 51, at 197, U.N. Doc. A/RES/39/708
(1984), reprinted in 23 I.L.M. 1027 (1984), modified in 24 1.L.M. 535 (1985).

2. International Covenant on Civil and Political Rights, Dec. 16, 1966, 999 U.N.T.S. 171.

3. International Convention on the Elimination of All Forms of Racial Discrimination, adopted by
the U.N. General Assembly Dec. 21, 1965, 660 U.N.T.S. 195.

4. Geneva Convention Relative to the Protection of Civilian Persons in Time of War, 12 August
1949, 6 U.S.T. 3516.

5. Executive Order No. 13107, Implementation of Human Rights Treaties, 63 Fed. Reg. 68991 (10
December 1998).

6. Restatement (Third) of the Foreign Relations Law of the United States (1987).

7. Universal Declaration of Human Rights, G.A. Res. 217 A (111), UN Doc. A/810 at 71 (1948).

I.  INTRODUCTION

A. International human rights law (IHRL) focuses on the State’s obligation to protect the “inherent dignity”
and “inalienable rights” of individual human beings.* In contrast to most international law, IHRL recognizes rights
based on an individual’s personhood rather than on one’s status as a citizen or subject of a State party to a treaty.
International human rights law was designed to protect the individual from being abused by his or her own
government, as opposed to a foreign government.

B. International human rights law exists primarily in two forms: treaty law and customary international law
(CIL).? IHRL treaties vary in the scope of their application. Whether or not many key IHRL treaties govern
signatory States both inside the States’ territory as well as outside the States’ territory is unsettled, internationally.
Customary IHRL’s scope of application depends on the type of customary IHRL at issue.’

1. HISTORY AND DEVELOPMENT OF HUMAN RIGHTS LAW

A. As afield of international law, IHRL did not fully develop until the years following World War Il. The
systematic abuse and near-extermination of entire populations by States during the first half of the 20" Century
served to aid the acceptance of IHRL into the field of international law. Prior to modern IHRL, how States treated
their own citizens inside their own borders was regarded largely as a purely domestic matter. International law
regulated State conduct vis-a-vis other States and chiefly protected individuals as representatives of their parent
States (e.g., diplomatic immunity). As sovereigns in the international system, States could expect other States not to
interfere in their internal affairs. IHRL, however, “pierced the veil” of sovereignty by seeking to directly regulate
how States treated their own people within their own borders.*

1. The Nuremberg War Crimes Trials are an example of a human rights approach to protection. The
trials in some cases held former government officials legally responsible for the treatment of individual citizens
within the borders of their state. The trials did not rely on domestic law, but rather on novel charges like “crimes
against humanity.”

2. Human rights occupied a central place in the newly formed United Nations. The Charter of the United
Nations contains several provisions dealing directly with human rights. One of the earliest General Assembly

! Universal Declaration of Human Rights, G.A. Res. 217A (ll1), U.N. GAOR, 3d Sess., U.N. Doc. A/810 (Dec. 10, 1948), pmbl.
2 See RESTATEMENT (THIRD) OF THE FOREIGN RELATIONS LAW OF THE UNITED STATES § 701 (1987) [hereinafter Restatement].
*See id. at § 702.

4 See Louls HENKIN, THE INTERNATIONAL BiLL OF RIGHTS: THE COVENANT ON CIVIL AND PoLITICAL RIGHTS, 13-16 (Henkin ed.,
1981) (“International human rights law and institutions are designed to induce states to remedy the inadequacies of their national
law and institutions so that human rights will be respected and vindicated.”).
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resolutions, the Universal Declaration of Human Rights (UDHR), became the foundational international human
rights law instrument.

3. Following the adoption of the 1949 Geneva Conventions, law of armed conflict (LOAC) development
began to slow. The so-called Geneva Tradition had introduced an approach to regulating armed conflict that
focused on protecting and respecting individuals. By the mid-1950s, however, LOAC development stalled. The
international community largely rejected the 1956 Draft Rules for Limitation of Dangers Incurred by Civilian
Populations in Time of War as a fusion of the Geneva and Hague Traditions.® In fact, the LOAC would not see a
significant development in humanitarian protections until the 1977 Additional Protocols.®

4. DURING THE SAME TIME PERIOD, HOWEVER, IHRL EXPERIENCED SIGNIFICANT
GROWTH. TWO OF THE MOST SIGNIFICANT INTERNATIONAL HUMAN RIGHTS TREATIES,
THE INTERNATIONAL COVENANT ON CIVIL AND POLITICAL RIGHTS’ (ICCPR) AND THE
INTERNATIONAL COVENANT ON ECONOMIC SOCIAL AND CULTURAL RIGHTS® WERE
ADOPTED AND OPENED FOR SIGNATURE IN 1966, THEN CAME INTO FORCE IN 1976. SINCE
THE 1970S, NEWS MEDIA, PRIVATE ACTIVISM, PUBLIC DIPLOMACY, AND LEGAL
INSTITUTIONS INCREASINGLY MONITOR AND REPORT ON HUMAN RIGHTS CONDITIONS
WORLDWIDE. HUMAN RIGHTS PROMOTION REMAINS A CORE PART OF BOTH THE U.S.
NATIONAL SECURITY STRATEGY AND U.S. PUBLIC DIPLOMACY.? HUMAN RIGHTS IS A
GROWTH AREA OF THE LAW.III. HUMAN RIGHTS TREATIES

A. Major Human Rights Treaties. Human rights treaties cover a wide range of subjects. The United States
did not ratify any major international human rights treaties until 1988. Table 1 lists ten treaties that the United
Nations considers core human rights treaties.'® Each is administered by a separate treaty-monitoring international
body.

Table 1. Core United Nations Human Rights Treaties™

TREATY SUBJECT OPEN MONITOR u.S.
STATUS®
CPPCG Genocide 1948 Various Ratified 1988

® Draft Rules for the Limitation of the Dangers Incurred by the Civilian Population in Time of War, reproduced in DIETRICH
SCHINDLER & JIRT TOMAN, THE LAWS oF ARMED CONFLICT, 339 (2004).

® Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of Victims of International
Armed Conflicts, Jun. 8, 1977, 1125 U.N.T.S. 3 [hereinafter AP 1].

" Int’I Covenant on Civil and Political Rights, G.A. Res. 2200 (XXI), U.N. GAOR, 21st Sess., Supp. No. 16, U.N. Doc. A/6316
(Dec. 16, 1966), 999 U.N.T.S. 171 (entered into force Mar. 23, 1976) [hereinafter ICCPR]

8 Int'l Covenant on Economic, Social and Cultural Rights, Dec. 16, 1966, 993 U.N.T.S. 3.

® See generally 22 U.S.C. § 2304(a)(1) (2006) (“The United States shall . . . promote and encourage increased respect for human
rights and fundamental freedoms throughout the world . . . a principal goal of the foreign policy of the United States shall be to
promote the increased observance of internationally recognized human rights by all countries.”); U.S. Gov’T, NATIONAL
SECURITY STRATEGY (May 2010) (prominently embracing promotion of democracy and human rights as part of the U.S. national
security strategy); U.S. Dep’t of State, Bureau of Democracy, Human Rights, and Labor, Human Rights homepage, at
http://www.state.gov/j/drl/hr/ (discussing State Dep’t initiatives to promote human rights)

10" See also the UN online database of multi-lateral treaties deposited with the Secretary-General, chapter IV on Human Rights,
available at http://treaties.un.org/pages/ParticipationStatus.aspx (last visited May 25, 2012).

! THoMAS BUERGENTHAL ET. AL., INTERNATIONAL HUMAN RIGHTS IN A NUTSHELL 350 (2002).

12 Convention on the Prevention and Punishment of the Crime of Genocide (CPPCG); International Convention on the
Elimination of All Forms of Racial Discrimination (ICERD); International Covenant on Civil and Political Rights (ICCPR);
International Covenant on Economic, Social and Cultural Rights (ICESCR); Convention on the Elimination of All Forms of
Discrimination Against Women (CEDAW); Convention Against Torture, Inhuman or Degrading Treatment, or Punishment
(CAT); Convention on the Rights of the Child (CRC); International Convention on the Protection of the Rights of All Migrant
Workers, and Members of Their Families (ICRMW); International Convention for the Protection of All People from Enforced
Disappearance (CPED); Convention on the Rights of Persons with Disabilities (CPRD).

3 Current as of May 4, 2014,
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ICERD Racial Discrimination 1965 CERD Ratified 1994
ICCPR** Civil & Political Rights 1966 UNHRC Ratified 1992
ICESCR* Economic, Social & Cultural Rights | 1966 CECSR Signed 1977
CEDAW* Discrimination Against Women 1979 CEDAW Signed 1980
CAT* Torture, Inhumane Punishment 1984 CAT Ratified 1994
CRC** Rights of the Child 1989 CRC Signed 1995
ICRMW Migrant Worker & Family Rights 1990 CMW No action
CPED Enforced Disappearances 2006 CED No action
CPRD* Persons with Disabilities 2006 CPRD Signed 2009

Table Notes: * Treaty has one related Optional Protocol ** Treaty has two related Optional Protocols
T In 2002, the United States ratified CRC Optional Protocols on Child Soldiers and Child Pornography,
but not the CRC. The United States has not ratified any other Optional Protocols noted in Table 1.

B. When examining IHRL treaties, it is important to remember that the original focus of IHRL was protecting
individuals from the harmful acts of their own governments.** This focus of IHRL was groundbreaking when it
emerged after World War 11. Previously, such protections have been viewed as a function of domestic law.
International law regarding protection of individuals focused on fair treatment at the hands of foreign nations, not an
individual’s own government.”® The remainder of this section briefly describes several of the treaties in Table 1 and
the body that administers each one.®

1. International Covenant on Civil and Political Rights (ICCPR) (U.S. ratification in 1992).

a. Administered by the UN Human Rights Committee (UNHRC). Parties must submit reports in
accordance with Committee guidelines for review by UNHRC. The UNHRC may question state representatives on
the substance of their reports, issue general comments, and report to the UN Secretary General. As the treaty limits
the UNHRC’s role primarily to commentary, the UNHRC has limited ability to enforce the provisions of the ICCPR.

b. The ICCPR addresses so-called “first generation rights.” These include the most fundamental and
basic rights and freedoms. Part 111 of the Covenant lists substantive rights.

c. The ICCPR is expressly non-extraterritorial. Article 2, clause 1 limits a Party’s obligations under
the Covenant to “all individuals within its territory and subject to its jurisdiction . ..” Although some commentators
and human rights bodies have argued for a disjunctive reading of “and,” such that the ICCPR would cover any
person under the control of a Party, " the United States interprets the extraterritoriality provision narrowly.*®

d. The First Optional Protocol empowers private parties to file “communications” with the UNHRC.
Communications have evolved to operate as a basis for individual causes of action under the ICCPR where domestic
remedies have been exhausted. The United States is not a party to the First Optional Protocol.

e. The Second Optional Protocol seeks to abolish the death penalty. The United States is not a party.

14 See RESTATEMENT, supra note 2.

15 See id. at Part VII, Introductory Note.

16 According to the Restatement, as of 1987, eighteen treaties fell under the category of “Protection of Persons” as human rights
treaties. This list did not include the Universal Declaration of Human Rights, or those provisions of the United Nations Charter
that relate to human rights, which are considered expressions of principles, and not obligatory. Several treaties and optional
protocols, for example on rights of children, migrant workers, and persons with disabilities, came into being after 1987.

Y Human Rights Committee, General Comment No. 31, U.N. Doc. HRI/GEN/1/Rev.6 (2004).

18 Matthew Waxman, Head of U.S. Delegation, Principal Deputy Director of Policy Planning, Dep’t of State, Opening Statement
to the U.N. Human Rights Committee (July 17, 2006), http://www.state.gov/g/drl/rls/70392.htm, (“[I]t is the longstanding view
of the United States that the Covenant by its very terms does not apply outside the territory of a State Party. . . . This has been the
U.S. position for more than 55 years.”).
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2. International Covenant on Economic, Social, and Cultural Rights (ICESCR) (U.S. signature in
1977, no ratification).

a. The ICESCR does not establish a standing committee; reports go to the Committee on Economic,
Sacial, and Cultural Rights, which is composed of eighteen elected members. There is no procedure for individual
complaint. The Committee may make general comments to States Party to highlight and encourage compliance.

b. The ICESCR addresses so-called “second generation human rights.”*® These include the right to
self-determination (art. 1), right to work (art. 6), right to adequate standard of living (art. 11), and right to education
(art. 13). States that are party to this treaty undertake “to take steps, individually and through international
assistance and co-operation, especially economic and technical, to the maximum of [their] available resources, with
a view to achieving progressively the full realization of the rights recognized in the . . . Covenant.” (art. 2).

3. Convention on the Prevention and Punishment of the Crime of Genocide® (1948). The United
States signed in 1948, transmitted to Senate in 1949, and ratified in 1988.

4. Convention Against Torture and Other Cruel, Inhuman, and Degrading Treatment (1984)
(CAT). The United States ratified in 1994. The Torture Victim Protection Act of 1991 implements it.**

a. The CAT is administered by the UN Committee on Torture, composed of ten elected experts. The
committee is informed by a periodic reporting system and inter-state and individual complaint procedures.

b. Unlike the ICCPR, the CAT applies to U.S. activities worldwide, including military operations.
Avrticle 2(1) requires each state party “to take effective legislative, administrative, judicial or other measures to
prevent acts of torture in any territory under its jurisdiction.” Article 2(2) expressly applies the CAT to situations of
armed conflict, and requires that “[n]o exceptional circumstances whatsoever, whether a state of war or a threat of
war, internal political instability or any other public emergency, may be invoked as a justification of torture.”

c. For detainee transfers, Article 3(1) forbids states party from expelling, returning (French:
"refouler™) or extraditing a person to another State “where there are substantial grounds for believing that he would
be in danger of being subjected to torture.” This provision is often called the “non-refoulement” rule. In January
2013, the United States stopped detainee transfers to thirty-four Afghan units and Afghan facilities following reports
from the United Nations Assistance Mission in Afghanistan (UNAMA) of detainee abuse.

d. Article 3(2) states, “[f]or the purpose of determining whether there are such grounds, the
competent authorities shall take into account all relevant considerations including, where applicable, the existence in
the State concerned of a consistent pattern of gross, flagrant or mass violations of human rights.”

e. Article 20 empowers the Committee to conduct independent investigations but it must have
cooperation of the State Party that is the subject of the investigation.

5. Convention on the Elimination of All Forms of Racial Discrimination? (1965) (CERD). The
United States signed in 1966, transmitted to the Senate in 1978, and ratified in 1994.

a. The southern congressional delegation’s concern over the international community's view of Jim
Crow laws in the South delayed U.S. ratification of this treaty, which was implemented by the Genocide Convention
Implementation Act of 1987.%

b. The CERD is administered by United Nations Committee on the Elimination of Racial
Discrimination, composed of eighteen members elected by parties to the Convention. The committee reviews
reports and may hear inter-state or individual complaints. Unlike the ICCPR, the interstate complaint system is not
optional like that of the ICCPR. The system, however, has never been used in its interstate form.

c. The CERD prohibits and defines racial discrimination as “any distinction, exclusion, restriction or
preference based on race, colour, descent, or national or ethnic origin” to “nullify[] or impair[] the recognition,
enjoyment or exercise, on an equal footing, of human rights and fundamental freedoms in the political, economic,

1% MANFRED NOWAK, INTRODUCTION TO THE INTERNATIONAL HUMAN RIGHTS REGIME 2 (2003) [hereinafter Nowak] at 80.

2 Convention on the Prevention and Punishment of the Crime of Genacide, Dec. 9,1948, 102 Stat. 3045, 78 U.N.T.S. 277.

! Torture Victim Protection Act of 1991, Pub. L. No. 102-256, 106 Stat. 73 (1992), reprinted in 28 U.S.C. § 1350 (2000).

22 International Convention on the Elimination of All Forms of Racial Discrimination, Dec. 21, 1965, 660 U.N.T.S. 195, 5 I.L.M.
352 (entered into force Jan. 4, 1969).

% Genocide Convention Implementation Act of 1987, 18 U.S.C. §§ 1091-93 (2000).
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social, cultural or any other field of public life.”?* Parties agree to eliminate racial discrimination and apply rights
set out in the Universal Declaration of Human Rights and the two Covenants.

C. The United States Treaty Process

1. Article VI of the United States Constitution establishes ratified treaties as “the supreme Law of the
Land.” Consequently, these treaties enjoy the same force as statutes.

2. Article Il, Section 2, clause 2 of the United States Constitution enumerates that the President has the
power to make treaties. After receiving the advice and consent of two-thirds of the Senate, the President may ratify
atreaty. In practice, this means some treaties may take years to be fully debated and voted upon.?

3. Reservations, Understandings and Declarations (RUDs). The United States policy regarding
international human rights treaties relies heavily on RUDs to specifically delineate U.S. concerns, interpretations,
and policies at the time of treaty ratification. RUDs have been essential to mustering political support for
ratification of human rights treaties in the U.S. Senate. When conducting treaty research, judge advocates should
always check whether RUDs accompany a particular treaty.

a. Reservations modify treaty obligations with respect to relevant provisions between parties that
accept the reservation; reservations do not modify provisions for other parties; if a State refuses a reservation but
does not oppose entry into force between the reserving State and itself, the provision proposed for reservation does
not operate between the two States.”® An example of a reservation would be the United States’ reservation to the
ICCPR whereby it “reserves the right, subject to its Constitutional constraints, to impose capital punishment on any
person (other than a pregnant woman) duly convicted under existing or future laws permitting the imposition of
capital punishment, including such punishment for crimes committed by persons below eighteen years of age.”*’

b. Understandings are statements intended to clarify or explain matters incidental to the operation of
the treaty. For instance, a State might elaborate on or define a term applicable to the treaty. Understandings
frequently clarify the scope of application. An example of an understanding would be the United States’
understanding to the ICCPR whereby it stated “[t]hat the United States understands that this Covenant shall be
implemented by the Federal Government to the extent that it exercises legislative and judicial jurisdiction over the
matters covered therein, and otherwise by the state and local governments.”?

c. Declarations give notice of certain matters of policy or principle. For instance, a State might
declare that it regards a treaty to be non-self-executing under its domestic law.?

d. United States practice: When the Senate includes a reservation or understanding in its advice
and consent, the President may only ratify the treaty to the extent of the ratification or understanding.

D. Application of Human Rights Treaties. Understanding how the United States applies human rights
treaties requires an appreciation of two concepts: non-extraterritoriality and non-self execution.

1. Non-extraterritoriality: The United States interprets the scope of application of its IHRL treaty
obligations based on the language in the various treaties. Perhaps most significantly, the United States interprets its
obligations under the preeminent human rights treaty, the ICCPR, as applying to persons who are both within the
territory of the United States and within its jurisdiction, consistent with the treaty’s language.*® The United States

24 Convention on the Elimination of All Forms of Racial Discrimination, Mar. 7, 1966, 660 U.N.T.S. 195.
% For a list of treaties pending advice and consent of the U.S. Senate, see the U.S. State Dep’t Treaty Affairs website at
http://www.state.gov/s/l/treaty/pending/ (regularly updated).
% \/ienna Convention on the Law of Treaties, .N. Doc. A/CONF.39/27 (1969), reprinted in 63 Am. J. INT’L L. 875 (1969), and in
8 I.L.M. 679 (1969).
Z S. Exec. Rep. No. 10223, at 11-12 (1992).

Id.
2 Seee.g., id. (“[T]he United States declares that the provisions of Articles 1 through 27 of the Covenant are not self-
executing.”).
% While the actual language used in the scope provisions of such treaties usually makes such treaties applicable to “all
individuals subject to [a state’s] jurisdiction” the United States interprets such scope provisions as referring to the United States
and its territories and possessions, and not any area under the functional control of United States armed forces. This is consistent
with the general interpretation that such treaties do not apply outside the territory of the United States. See RESTATEMENT, supra
note 2, at § 322(2) and Reporters’ Note 3; see also CLAIBORNE PELL REPORT ON THE INTERNATIONAL COVENANT ON CIVIL AND
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reaffirmed its position regarding the non-extraterritorial nature of the ICCPR in March 2014.3" This theory of treaty
interpretation is referred to as “non-extraterritoriality.”** Not all human rights treaties contain non-extraterritorial
scope language. For example, the Convention Against Torture (CAT) expressly contains no geographic limitation
on its application. Other treaties, such as the International Covenant on Economic, Social, and Cultural Rights
(ICESCR) do not squarely address territorial or jurisdictional limitations on the treaty’s application. Treaties
interpreted as being non-extraterritorial do not create treaty-based obligations for U.S. forces operating outside U.S.
territory. Many States do not share the U.S. non-extraterritoriality view with regard to the ICCPR. They interpret
the IHRL obligations within the ICCPR as applying to state actions toward individuals over whom the State has
jurisdiction, both within their territory and beyond their territories. Judge advocates working with other nations
should recognize that a State’s interpretation of the application of IHRL treaties such as the ICCPR can impact that
nation’s military operations, which can in turn affect U.S. operations.®

2. Non-self execution: While the non-extraterritorial interpretation of human rights treaties is the
primary basis for the conclusion that these treaties do not bind U.S. forces outside the territory of the United States,
judge advocates should also be familiar with the concept of treaty execution. According to this treaty interpretation
doctrine, although treaties entered into by the United States become part of the “supreme law of the land,” ** some
are not enforceable in U.S. courts absent subsequent legislation or executive order to “execute” the obligations
created by such treaties.

a. This “self-execution” doctrine relates primarily to the ability of a litigant to secure enforcement for
a treaty provision in U.S. courts.® However, whether or not a treaty creates a binding obligation on U.S. forces can
potentially affect an operational judge advocate’s work. There is an argument that if a treaty is considered non-self-
executing, it should not be regarded as creating such an obligation.*® More significantly, once a treaty is executed, it
is the subsequent executing legislation or executive order, and not the treaty provisions, which is given effect by
U.S. courts and therefore defines the scope of U.S. obligations under our law.*’

b. The U.S. position regarding the human rights treaties discussed above is that “the intention of the
United States determines whether an agreement is to be self-executing or should await implementing legislation.”*
The U.S. position is that its unilateral statement of intent, made through the vehicle of a declaration during the

PoLiTicAL RIGHTS, S. Exec. Coc. No. 102-23 (Cost Estimate) (This Congressional Budget Office Report indicated that the
Covenant was designed to guarantee rights and protections to people living within the territory of the nations that ratified it).

%! See Statement of Mary McLeod, Acting Legal Advisor, United States Department of State, to the U.N. Human Rights
Committee, March 13, 2014, http://www.ohchr.org/en/NewsEvents/Pages/DisplayNews.aspx?NewsID=14383&LangID=E.

% See Theodor Meron, Extraterritoriality of Human Rights Treaties, 89 Am. J. Int’l L. 78-82 (1995).

% For example, the European Court of Human Rights recently embraced an expansive reading of the European Convention on
Human Rights, now binding on all members of the Council of Europe. See United Kingdom v. al Skeini et. al. (2011), United
Kingdom v. al Jedda (2011).

% U.S. ConsT. art VI. According to the Restatement, “international agreements are law of the United States and supreme over
the law of the several states.” RESTATEMENT, supra note 2, at § 111. The Restatement Commentary states the point even more
emphatically: “[T]reaties made under the authority of the United States, like the Constitution itself and the laws of the United
States, are expressly declared to be ‘supreme Law of the Land’ by Article VI of the Constitution.” Id. at cmt. d.

% See RESTATEMENT, supra note 2, at cmt h.

% There are several difficulties with this argument. First, it assumes that a U.S. court has declared the treaty non-self-executing.
Absent such a ruling, the non-self-executing conclusion is questionable: “[1]f the Executive Branch has not requested
implementing legislation and Congress has not enacted such legislation, there is a strong presumption that the treaty has been
considered self-executing by the political branches, and should be considered self-executing by the courts.” RESTATEMENT,
supra note 2, at § 111, Reporter’s Note 5. Second, it translates a doctrine of judicial enforcement into a mechanism whereby U.S.
state actors conclude that a valid treaty should not be considered to impose international obligations upon those state actors, a
transformation that seems to contradict the general view that failure to enact executing legislation when such legislation is needed
constitutes a breach of the relevant treaty obligation. “[A] finding that a treaty is not self-executing (when a court determines
there is not executing legislation) is a finding that the United States has been and continues to be in default, and should be
avoided.” Id.

37 «[1]t is the implementing legislation, rather than the agreement itself, that is given effect as law in the United States.” Id.
Perhaps the best recent example of the primacy of implementing legislation over treaty text in terms of its impact on how U.S.
state actors interpret our obligations under a treaty was the conclusion by the Supreme Court of the United States that the
determination of refugee status for individuals fleeing Haiti was dictated not pursuant to the Refugee Protocol standing alone, but
by the implementing legislation for that treaty — the Refugee Act. United States v. Haitian Centers Council, Inc. 113 S.Ct. 2549
(1993).

% See RESTATEMENT, supra note 2, at § 131.
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ratification process, is determinative of the intent of the parties. Thus, if the U.S. adds such a declaration to a treaty,
the declaration determines the interpretation the U.S. will apply when determining the nature of the obligation.*

3. Derogations — Many of the major human rights treaties to which the United States is a party include a
derogation clause. Derogation refers to the legal right to suspend certain human rights treaty provisions in time of
war or in cases of national emergencies.

a. Certain rights, however, may not be derogated from, including:
(1) Rightto life,
(2) Prohibition on torture,
(3) Prohibition on slavery,
(4) Prohibition on ex post punishment®;
(5) Nor may states adopt measures inconsistent with their obligations under international law.

b.  With very few exceptions (e.g., GC 1V, Article 5, Derogations), the LOAC does not permit
derogation. Its provisions already contemplate a balance between military necessity and humanity.

IV. CUSTOMARY INTERNATIONAL HUMAN RIGHTS LAW

A. Customary international law (CIL) results from consistent state practice done out of a sense of legal
obligation (opinio juris).** There are no specific rules on how long a custom must exist before it becomes CIL.
Determinations as to what constitutes CIL are fact-specific. CIL is considered part of U.S. law,** however there
exists no definitive list of those human rights the United States considers to be CIL. Therefore, judge advocates rely
on a variety of sources in order to determine what constitutes customary IHRL. These sources may include, but are
not limited to, the UDHR,*® the Restatement (Third) of The Foreign Relations Law of the United States, Common
Article 111 of the Geneva Conventions, and authoritative pronouncements** of U.S. policy by ranking government
officials. Customary IHRL and treaty law are often interrelated. IHRL treaties can codify existing customary
IHRL. Conversely, practices established in treaties can ripen into customary IHRL. Customary international law
and treaty law are equal in stature, with the later in time controlling.*®

B. Customary IHRL is not all created equal; its scope of application depends on the type of customary IHRL
at issue. Customary IHRL can be divided into two general types: Customary IHRL that is considered jus cogens

¥ See RESTATEMENT, supra note 2, at § 111, cmt.

“0 See supra, note 8.

! See RESTATEMENT, supra note 2, § 102(2) cmt c. (1987) (from the Latin opinio juris sive necessitates, a practice undertaken by
a State out of a sense of legal obligation).

“2 See The Paquete Habana, 175 U.S. 677 (1900); see also RESTATEMENT, supra note 2 at § 111.

3 The United States views the UDHR as aspirational, not obligatory. It has not taken the position that the UDHR is CIL.

4 See RESTATEMENT, supra note 2, at § 702. See also, e.g., Office of the Press Secretary, The White House, Fact Sheet: New
Actions on Guantanamo and Detainee Policy 3 (Mar. 7, 2011), available at
http://www.whitehouse.gov/sites/default/files/Fact_Sheet_--_Guantanamo_and_Detainee_Policy.pdf. The Fact Sheet, issued in
conjunction with an Executive Order for periodic review of Guantanamo detainee cases, stated:

Although the Administration continues to have significant concerns with Additional Protocol I [to the Geneva
Conventions], Article 75 is a provision of the treaty that is consistent with our current policies and practice
and is one that the United States has historically supported. Our adherence to these principles is also an
important safeguard against the mistreatment of captured U.S. military personnel. The U.S. Government will
therefore choose out of a sense of legal obligation to treat the principles set forth in Article 75 as applicable to
any individual it detains in an international armed conflict, and expects all other nations to adhere to these
principles as well.

“ See Vienna Convention on the Law of Treaties, art. 64 (the emergence of a new jus cogens peremptory norm which conflicts
with existing treaty obligations voids the conflicting treaty provisions).
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(“fundamental human rights™) and customary IHRL that is not considered to be jus cogens (“non-fundamental
human rights”).*®

1. Fundamental Human Rights. Customary IHRL determined to be jus cogens consists of peremptory
norms so fundamental and universally accepted that they do not permit any derogation, even by treaty. The
prohibition against genocide, slavery, murder/causing disappearance of individuals, torture/cruel, inhuman
degrading treatment, prolonged arbitrary detention, and systematic racial discrimination are considered to be jus
cogens.*” In contrast to much of human rights treaty law, fundamental customary IHRL binds a State’s forces
during all operations, both inside and outside the State’s territory. But not all customary IHRL is considered to be
fundamental.

2. Non-Fundamental Human Rights. Non-fundamental IHRL encompasses all customary IHRL that is not
considered to be jus cogens. In contrast to fundamental human rights, these non-fundamental human rights do not
necessarily bind States during all operations inside and outside a State’s territory. Judge advocates trying to
determine whether a non-fundamental customary IHRL provision applies to a given situation must look at state
practice and opinio juris in order to determine if and how that provision is customarily applied under the
circumstances at issue. Non-fundamental human rights law binds States to the extent and under the particular
circumstances those IHRL tenets are customarily applied.

V. IHRL and the LOAC.

A. If judge advocates determine that IHRL treaty law and/or customary IHRL could apply to a particular
armed conflict, they must then determine how the applicable IHRL interacts with LOAC in that situation. Scholars
and States disagree over the interaction between non-fundamental IHRL and the LOAC. Positions range from
arguments that they are entirely separate systems, to a view that makes LOAC a completely integrated component of
IHRL.*® In the late 1960s, the United Nations General Assembly considered the application of human rights during
armed conflict in two different resolutions.*® Ultimately, however, the resolutions produced few useful
pronouncements and many ambiguous references to humanitarian principles. There are two primary views
regarding how IHRL and LOAC interact with each other when arguments can be made that both apply to armed
conflict.

1. The Displacement View. Traditionally, IHRL and the LOAC have been viewed as separate systems
of protection, where one wholly displaces the other. The displacement view is an all-or-nothing approach that
results in either IHRL or LOAC setting the rules that govern the armed conflict at issue. This view applies IHRL
and LOAC to distinct situations and relationships. The United States embraced this view® until very recently.

a. The displacement view adheres to the legal maxim lex specialis derogat lex generalis, or the more
specific rule displaces the more general rule. LOAC is cited as the lex specialis in relation to situations of armed
conflict and therefore governs during armed conflict, displacing peacetime laws such as IHRL.** The LOAC
includes restrictive triggering mechanisms which limit its application to specific circumstances.®® This view also
notes that the LOAC largely predates IHRL and therefore was never intended to comprise a sub-category of IHRL.

b. Law of Armed Conflict, under the displacement view, regulates wartime relations between
belligerents and protected persons such as civilians, usually not a state’s own citizens or nationals. For example, the

6 See RESTATEMENT, supra note 2, § 702, arguably divides customary IHRL into three categories (internationally recognized
rights, fundamental rights, and rights that are jus cogens). This above two-part division is a simplified version of the
RESTATEMENT’S three-part division.

47 Barcelona Traction, Light and Power Company, Limited, Judgment, 1970 1.C.J. 3, 1 34 (Feb. 5); see also See RESTATEMENT,
supra note 2, § 702.

“8 See RENE PROVOST, INTERNATIONAL HUMAN RIGHTS AND HUMANITARIAN LAw (2002).

9 G.A. Res. 2675 (1970); G. A. Res. 2444 (1968) “Respect for Human Rights in Armed Conflict”; UN GAOR 29th Sess. Supp.
No. 31. Professor Schindler argues that while the UN said “human rights” in these instruments, it meant “humanitarian law.”
Dietrich Schindler, Human Rights and Humanitarian Law: The Interrelationship of the Laws, 31 Am U. L. Rev. 935 (1982).

%0 See, e.g., Michael J. Dennis, Application of Human Rights Treaties Extraterritorially in Times of Armed Conflict and Military
Occupation, 99 Am. J. INT’L L. 119 (2005).

51 Christopher Greenwood, Rights at the Frontier - Protecting the Individual in Time of War, in LAwW AT THE CENTRE, THE
INSTITUTE OF ADVANCED LEGAL STUDIES AT FIFTY (1999); Schindler, supra note 5, at 397.

%2 See Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 1996 ICJ REP. 226, para.25 (July 8).

Chapter 3 52
International Human Rights Law



1949 Geneva Conventions largely do not apply to a state’s own nationals. Most of the Fourth Convention applies to
“protected persons,” a group characterized as civilians in the hands of their nation's enemy.>®

c.  Under the displacement view, IHRL, as the lex specialis during peacetime, regulates the
relationship between States and individuals within their territory and under their jurisdiction during peace. This
reflects the original focus of IHRL—to protect individuals from the harmful acts of their own governments.

2. Complementarity view. An expanding group of scholars and States view the application of
IHRL and the LOAC as complementary and overlapping. Under the complementarity view, LOAC does not
necessarily displace IHRL during armed conflict. According to complementarity, IHRL can regulate a sovereign’s
conduct towards individuals on distant battlefields during armed conflict if its rules are a better fit than LOAC’s for
a given situation. The International Court of Justice adopted this view in two different Advisory Opinions,* though
without clear explanation. Most international scholars accept that the LOAC constitutes a lex specialis for situations
of armed conflict, particularly international armed conflict. However, opinions differ as to when and how much
IHRL displaces LOAC in armed conflict, particularly during non-international armed conflict.

3. Most recent Periodic Report. Inthe United States Fourth Periodic Report to the UNHRC, the
U.S. State Dep’t stated that “a time of war does not suspend the operation of the [ICCPR] to matters within its scope
of application.”® The Report also noted that:

“Under the doctrine of lex specialis, the applicable rules for the protection of individuals and conduct of
hostilities in armed conflict are typically found in [LOAC] . . . [IHRL] and [LOAC] are in many respects
complementary and mutually reinforcing [and] contain many similar protections. . . Determining the
international law rule that applies to a particular action taken by a government in the context of an armed
conflict is a fact-specific determination, which cannot be easily generalized, and raises especially complex
issues in the context of non-international armed conflicts . . .”>°

These statement suggest that while the United States has not changed its position on the ICCPR’s scope of
application (the “traditional” vs. “emerging” views of the geographic applicability of treaty law issue discussed
above), and it will consider rule-by-rule whether the LOAC displaces applicable provisions of IHRL when
IHRL has been determined to apply geographically. In situations of armed conflict, where the LOAC provides
specific guidance, LOAC will likely set the rules, not IHRL, and provide authoritative guidance for military
action. However, where LOAC is silent or its guidance inadequate, specific provisions of applicable human
rights law may supplement the LOAC.

D. Modern Challenges. As human rights are asserted on a global scale, many governments regard them as “a
system of values imposed upon them.”®’ States in Asia and the Islamic world sometimes question the universality
of human rights as a neo-colonialist attitude of western states.>®

%3 See, e.g., Geneva Convention Relative to the Protection of Civilian Persons in Time of War art. 4, Aug. 12, 1949, 6 U.S.T.
3516 [hereinafter GC IV].

% See Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 1996 I.C.J. Rep. 226, supra note 52, (“The Court
observes that the protection of the International Covenant on Civil and Political Rights does not cease in times of war, except by
operation of Article 4 of the Covenant whereby certain provisions may be derogated from in a time of national emergency.”).
Legal Consequences of the Construction of a Wall in the Occupied Palestinian Territory, Advisory Opinion, 2004, 1.C.J. Rep. 36.
The Advisory Opinion in the Wall case explained the operation of this “emerging view” as follows:

As regards the relationship between international humanitarian law and human rights law, there are thus three
possible situations: some rights may be exclusively matters of international humanitarian law; others may be
exclusively matters of human rights law; yet others may be matters of both these branches of international
law. In order to answer the question put to it, the Court will have to take into consideration both these
branches of international law, namely human rights law and, as lex specialis, international humanitarian law.

% See U.S. Dep’t of State, United States Fourth Periodic Report to the United Nations Committee on Human Rights para. 506, 30
Dec 11, at http://www.state.gov/g/drl/rls/179781.htm.

% |d. at para. 507.

" Nowak, supra note 19.

%8 See DARREN J. O’BYRNE, HUMAN RIGHTS: AN INTRODUCTION 52-55 (2003) (discussing Marxist, Confucian, and Islamic
attitudes toward concepts of universal human rights); UPENDRA BAXxI, THE FUTURE OF HUMAN RIGHTS 132-35 (2002) (citing
ARIUN APPADURAI, MODERNITY AT LARGE: CULTURAL DIMENSIONS OF GLOBALIZATION (1997); MIKE FEATHERSTONE, UNDOING
CULTURE: GLOBALIZATION, POSTMODERNISM AND IDENTITY (1995)).
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V. INTERNATIONAL HUMAN RIGHTS SYSTEMS

International human rights are developed and implemented through a layered structure of complementary and
coextensive systems. “The principle of universality does not in any way rule out regional or national differences and
peculiarities.”®® As the United States participates in combined operations, judge advocates will find that allies may
have very different conceptions of and obligations under IHRL. In addition to the global system of the United
Nations, regional human rights systems, such as the European, Inter-American, and African systems, have
developed and progressed in complexity and scope. Judge advocates will benefit from an appreciation of the basic
features of these systems as they relate to allies” willingness to participate in and desire to shape operations.®
Moreover, in an occupation setting, judge advocates must understand the human rights obligations, both
international and domestic, that may bind the host nation as well as how that host nation interprets those obligations.
This understanding begins with the primary human rights system -- the UN system -- the foundation of which is the
Universal Declaration of Human Rights.

A. The Universal Declaration of Human Rights (UDHR) — The UDHR was a UN General Assembly
Resolution passed on December 10, 1948. The UDHR is not a treaty but many of its provisions reflect CIL. The
UDHR was adopted as “a common standard of achievement for all peoples and nations.”

B. The UN Human Rights Committee (UNHRC) — The UNHRC was established by the ICCPR as a
committee of independent human rights experts who oversee implementation of the treaty. In this role, the HRC
reviews the periodic reports submitted by states party to the ICCPR. The UNHRC may also hear “communications”
from individuals in states party to the (First) Optional Protocol to the ICCPR. As mentioned earlier, the United
States is not a party to the First Protocol to the ICCPR.

C. The UN Human Rights Council — The Human Rights Council is an inter-governmental body within the
UN system made up of forty-seven States responsible for strengthening the promotion and protection of human
rights around the globe. The UN General Assembly created the Council in March of 2006 with the main purpose of
addressing situations of human rights violations and making recommendations on them. The Council replaced the
UN Commission on Human Rights, another General Assembly-created body designed to monitor and strengthen
international human rights practices.®® The United States is a member of the UN Human Rights Council and
submitted its first report to the Council as part of the Universal Periodic Review process in the fall of 2010.

D. The European Human Rights System — The European Human Rights System was the first regional
human rights system and is widely regarded as the most robust. The European System is based on the 1950
European Convention of Human Rights (ECHR), a seminal document that created one of the most powerful human
rights bodies in the world, the European Court of Human Rights. Presently, all 47 members of the Council of
Europe are party to the ECHR. In recent years, this European Court has taken an extraordinarily expansive
interpretation of the Convention’s obligations, even limiting actions normally permitted by LOAC such as battlefield
detention. Though the United States is not a party to the ECHR, judge advocates working with European allies
should become familiar with the treaty’s basic terms® and recent case law that may impact allied operations.

E. The Inter-American Human Rights System — The Inter-American System is based on the Organization
of the American States (OAS) Charter and the American Convention on Human Rights. The OAS Charter created
the Inter-American Commission on Human Rights. The American Convention on Human Rights, to which the
United States is not a party, created the Inter-American Court of Human Rights. As the United States is not a party
to this Convention, it is not subject to that court’s jurisdiction. However, the United States does respond to the
comments and criticisms of the Inter-American Commission on Human Rights.®®

F. The African Human Rights System — The African System falls under the African Union, which was
established in 2001. It is the most recently established regional human rights system. The African system is based
primarily on the African Charter on Human and Peoples’ Rights which entered into force in 1986. The Charter
created the African Commission on Human and People’s Rights. A later protocol created an African Court of

% Nowak, supra note 19, at 2.

80 Sej Fujii v. California, 38 Cal.2d 718, 242 P.2d 617 (1952).

® G.A. Res. 60/251, U.N. Doc A/Res/60/251 (3 Apr. 2006).

%2 The ECHR’s text and copies of the court’s decisions can be accessed at http://www.echr.coe.int/ECHR/Homepage_EN.
The Council of Europe’s Treaty Office is the depositary for the ECHR, and maintains a website at http://conventions.coe.int/.
8 See e.g., U.S. Additional Response to the Request for Precautionary Measures: Detention of Enemy Combatants at
Guantanamo Bay, Cuba, (July 15, 2002), available at http://wwuwv.state.gov/s/1/38642.htm.
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Human and People’s Rights, designed to complement the work of the Commission. The court came into being as a
treaty body in 2004 and published its first judgment on 15 December 2009.%*

G. There are no current regional human rights treaties for Asia or the Middle East. However, the 53-member
Organization of Islamic States recently created an Independent Permanent Human Rights Commission.

VI. FISCAL ASPECTS OF HUMAN RIGHTS LAW

A. Training Foreign Security Forces — Department of Defense Appropriations Act (2014) prohibits funding
the “training, equipment, or other assistance” of foreign security forces if the Secretary of Defense has credible
information that the security forces to be trained have committed any gross human rights violations.®> Implementing
guidance on this issue is expected to be released soon, and should be monitored closely, as this statutory provision
has the potential to involve significant legal issues regarding some U.S. military operations.

B. Human Rights and Security Assistance — For a discussion of the “Leahy Amendment,” refer to Chapter
14, Fiscal Law. VII. REMEDIES FOR HUMAN RIGHTS VIOLATIONS

A. Human Rights Treaty-Based Causes of Action — U.S. courts have generally held human rights treaties to
be non-self-executing and therefore not bases for causes of action in domestic courts. In Sei Fuji v. California,® the
California Supreme Court heard a claim that UN Charter Articles 55 and 56 invalidated the California Alien Land
Law. The land law had varied land owner rights according to alien status. The court struck down the law on equal
protection grounds but overruled the lower court’s recognition of causes of action under the UN Charter. The court
stated, “The provisions in the [C]harter pledging cooperation in promoting observance of fundamental freedoms lack
the mandatory quality and definiteness which would indicate an intent to create justiciable rights in private persons
immediately upon ratification.”® Federal and state courts have largely followed Sei Fuji’s lead.

B. Statutory Causes of Action — The greatest activity in domestic remedies for human rights violations has
occurred through the Alien Tort Statute.®® The statute provides jurisdiction for U.S. District Court to hear “any civil
action by an alien for a tort only, committed in violation of the law of nations or a treaty of the United States.”®

1. In Filartigav. Pefia-Irala, the Second Circuit recognized a right to be free from torture actionable
under the statute.”® The court’s analysis includes a detailed exploration of CIL and the level of proof required to
establish an actionable provision of CIL.

2. The United States Supreme Court addressed the Alien Tort Statute (ATS) in Sosa v. Alvarez-
Machain.”* Refining and tightening the standard for establishing torts “in violation of the law of nations,” the Court
characterized the statute essentially as a jurisdictional statute.’? The Court declined to go so far as categorically
requiring separate legislation to establish causes of action under the statute; however, the Court set a very high
burden of proof to establish actionable causes.

3. In April 2013, the U.S. Supreme Court found in Kiobel v. Royal Dutch Petroleum Company that there
is a presumption against extra-territorial application of the ATS. However, Justice Breyer’s concurring opinion
addressed how that presumption may be overcome when a matter “touches and concerns” the United States with
“sufficient force.”"

8 See Judgment in the matter of Michelot Yogogombaye versus the Republic of Senegal, application No. 001/2008,
http://www.african-court.org/en/cases/latest-judgments/ (last visited Apr. 13, 2010).

6% See Department of Defense Appropriations Act, 2014 (H.R. 3547-115), SEC. 8057.

6 38 Cal.2d, 718, 242 P.2d 617 (1952).

%7242 P.2d at 621-22.

%828 U.S.C. § 1350 (2004).

*d.

0630 F.2d 876 (2d Cir.1980).

542 U.S. 692 (2004)

1d.

78133 S.Ct. 1659 (2013); http://www.supremecourt.gov/opinions/12pdf/10-1491_l6gn.pdf
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THE LAW OF ARMED CONFLICT ACROSS THE CONFLICT SPECTRUM
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U.S. DEP’T OF ARMY, ARMY DOCTRINE REFERENCE PUB. 3-0, UNIFIED LAND OPERATIONS (May
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U.S. DEP’T OF ARMY, FIELD MANUAL 3-07, STABILITY OPERATIONS (6 Oct. 2008).

U.S. DEP’T OF ARMY, FIELD MANUAL 3-07.31, PEACE OPERATIONS MULTISERVICE TTPS FOR
CONDUCTING PEACE OPERATIONS (26 Oct. 2003, incorporating Change No. 1, Apr. 2009).

U.S. DEP’T OF ARMY, FIELD MANUAL 100-8, THE ARMY IN MULTI-NATIONAL OPERATIONS (24
Nov. 1997).

Nina M. Seafino, CONG. RESEARCH SERV., IB 94040, PEACEKEEPING AND RELATED STABILITY
OPERATIONS: ISSUES OF U.S. MILITARY INVOLVEMENT (2006) [hereinafter Peacekeeping]
Marjorie Ann Browne. CONG. RESEARCH SERV., IB 90103, UNITED NATIONS PEACEKEEPING:
ISSUES FOR CONGRESS (2006). [hereinafter United Nations Peacekeeping]

Report of the Panel on United Nations Peace Operations (August 2000) [hereinafter Brahimi
Report]. For a condensed version and analysis, see William J. Durch, et al., The Brahimi Report
and the Future of UN Peace Operations, The Henry L. Stimson Center (2003).

An Agenda For Peace: Preventive Diplomacy, Peacemaking and Peace-Keeping, Report of The
Secretary-General Pursuant to the Statement Adopted by the Summit Meeting of the Security
Council on 31 January 1992, 17 June 1992, and Supplement to An Agenda For Peace: Position
Paper of the Secretary-General on the Occasion of the Fiftieth Anniversary of the United Nations,
Report of the Secretary-General on the Work of the Organization, 3 January 1995, available at
http://www.un.org/Docs/SG/ [hereinafter Agenda for Peace].

I. INTRODUCTION

The law of armed conflict (LOAC) consists of that body of law — found in treaties as well as customary international
law (CIL) — which governs the conduct of hostilities among the parties to a conflict. As noted elsewhere in this
volume and its appendices, different treaties and legal norms will apply depending on the characterization of the
conflict as international or non-international and that different categories exist within the LOAC framework for
international and non-international armed conflicts. The threshold for an international (or inter-State) armed
conflict is codified in Common Article 2 of the Geneva Conventions, which provides, in relevant part, that “the
present Convention shall apply to all cases of declared war or any other armed conflict which may arise between two
or more High Contracting Parties[.]” Non-international (or intra-State) armed conflicts, in turn, are regulated by a
separate regime of law which is expressed in Common Article 3 of the Geneva Conventions and Additional Protocol

lof 1977.
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Not all conflicts, however, are sufficient to trigger the relevant set or subset of LOAC as they fail to meet the
threshold requirements for that law to be applicable — such as limited border skirmishes, isolated acts of violence,
riots, or banditry. Military operations, in this regard, are increasingly difficult to categorize® or are conducted in
conditions not amounting to armed conflict, whether international or non-international. Conflicts which are neither
international armed conflicts nor non-international armed conflicts not regulated by LOAC but are, instead, be
regulated by the more restrictive rules governing law enforcement activity, international human rights law, and the
international law governing the exercise of extraterritorial enforcement jurisdiction.? Judge Advocates must
consider what law governs the conduct of military operations regardless of the conflict categorization.

11. DOCTRINAL TYPES OF OPERATIONS

A. Military operations are divided into three major categories: 1) Major Operations and Campaigns; 2) Crisis
Response and Limited Contingency Operations; and 3) Military Engagement, Security Cooperation, and
Deterrence.® Joint Publication 3-0 further lists the following types of operations: Stability Operations; Civil
Support, Foreign Humanitarian Assistance; Recovery; Noncombatant Evacuation; Peace Operations; Combating
Weapons of Mass Destruction; Chemical, Biological, Radiological, and Nuclear Consequence Management; Foreign
Internal Defense; Counterdrug Operations; Combating Terrorism; Counterinsurgency; and Homeland Defense.

B. Major Operations and Campaigns will frequently involve the triggering of Common Atrticle 2 of the
Geneva Conventions. Other types of operations, however, such as Peace Operations, may not — even though Peace
Operations frequently involve large numbers of military forces, including Judge Advocates and paralegals.

111. PEACE OPERATIONS

According to Joint Publication 3-07.3 (Peace Operations), the range of military operations called “Peace
Operations” are “crisis response and limited contingency operations, and normally include international efforts and
military missions to contain conflict, redress the peace, and shape the environment to support reconciliation and
rebuilding and to facilitate the transition to legitimate governance.” Such operations fall within four principal
subsets: peacekeeping operations (PKO), peace building (PB) post-conflict actions, peacemaking (PM) processes,
conflict prevention, and military peace enforcement operations (PEO). Any of these may be conducted under the
sponsorship of the United Nations (UN), another intergovernmental organization (1GO), or within the framework of
a coalition of agreeing nations. Such operations may also take place unilaterally.*

The fundamental concepts of peace operations are: consent, impartiality, transparency, credibility, freedom of
movement, flexibility and adaptability, civil-military harmonization and cooperation, restraint and minimum force,
objective/end state, perseverance, unity of effort, legitimacy, security, mutual respect and cultural awareness, and
current and sufficient intelligence.®> These concepts affect every facet of operations and remain fluid throughout any
mission. While not a doctrinal source, the Joint Task Force Commander’s Handbook for Peace Operations (16 June
1997) is a widely disseminated source of lessons learned and operational issues. Chapters V, Section D of Joint
Publication 3-0 contains an excellent summary of the operational considerations and principles that apply directly to
Peace Operations. The principles for joint operations, in addition to the nine principles of war,® are restraint,

! Difficulty in categorizing armed conflicts is due in large part to the emergence of non-state actors in contemporary warfare.
These conflicts between state actors and non-state actors are defined as “irregular warfare.” See U.S. Dep’T oF DEFENSE DIR.
3000.07, IRREGULAR WARFARE (1 Dec. 2008) (defining irregular warfare as “[a] violent struggle among state and non-state actors
for legitimacy and influence over the relevant populations(s)”).

2 For further reading on the limits of extraterritorial activity outside the LOAC framework, see Dan E. Stigall, Ungoverned
Spaces, Transnational Crime, and the Prohibition on Extraterritorial Enforcement Jurisdiction in International Law, 3 Notre
Dame J. Int’l & Comp. L. 1 (2013).

3 CHAIRMAN OF THE JOINT CHIEFS OF STAFF, JOINT PUB. 3-0, JOINT OPERATIONS (11 Aug. 2011) [hereinafter JoINT Pus. 3-0]. Joint
Publication 3-0 is quoted or cited extensively in this outline. For brevity’s sake, citations to Joint Publication 3-0 will be omitted.
Military operations were previously described as War or Military Operations Other Than War (MOOTW). The term and
acronym MOOTW was discontinued by Joint Publication 3-0, Joint Operations (17 Sept. 2006).

* CHAIRMAN OF THE JOINT CHIEFS OF STAFF, JOINT PUB. 3-07.3, PEACE OPERATIONS pg. Vii-viii (1 Aug. 2012) [hereinafter JOINT
Pus. 3-07.3].

°1d.

® The Nine Principles of War are: objective, offensive, mass, economy of force, maneuver, unity of command, security, surprise,
and simplicity. For a detailed definition of each principle see Joint Publication 3-0 App. A.
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perseverance, and legitimacy. The Judge Advocate and paralegal can play a significant role in establishing and
maintaining these principles.

A. Peacekeeping

1. Joint Publication 3-07.3 defines peacekeeping operations as “[m]ilitary operations undertaken with the
consent of all major parties to a dispute, designed to monitor and facilitate implementation of an agreement ;oease
fire, truce, or other such agreement) and support diplomatic efforts to reach a long-term political settlement.”

2. Peacekeeping is conducted under the authority of Chapter VI, UN Charter, and, just as the name
implies, there must be a peace to keep. It is intended to maintain calm while providing time to negotiate a
permanent settlement to the underlying dispute and/or assist in carrying out the terms of a negotiated settlement.
Therefore, there must be some degree of stability within the area of operations. Peacekeeping efforts support
diplomatic endeavors to achieve or to maintain peace in areas of potential or actual conflict and often involve
ambiguous situations requiring the peacekeeping force to deal with extreme tension and violence without becoming
a participant.

3. Peacekeeping requires an invitation or, at a minimum, the consent of all the parties to the conflict.
Peacekeepers must remain completely impartial towards all the parties involved. Peacekeeping forces may include
unarmed observers, lightly armed units, police, and civilian technicians. Typical peacekeeping operations may
include: observe, record, supervise, monitor, and occupy a buffer or neutral zone, and report on the implementation
of the truce and any violations thereof. Typical peacekeeping missions include:

a. Observing and reporting any alleged violation of the peace agreement.

b. Handling alleged cease-fire violations and/or alleged border incidents.

c. Conducting regular liaison visits to units within their AO.

d. Continuously checking forces within their AO and reporting any changes thereto.
e. Maintaining up-to-date information on the disposition of forces within their AO.

f.  Periodically visiting forward positions; report on the disposition of forces.

. Assisting civil authorities in supervision of elections, transfer of authority, partition of territory,
and administration of civil functions.

4. Force may only be used in self-defense. Peacekeepers should not prevent violations of a truce or
cease-fire agreement by the active use of force. Their presence is intended to be sufficient to maintain the peace.

5. United Nations Security Council Resolution 690 (1991)® concerning the Western Sahara is a good
example of the implementation of a peacekeeping force.

6. Brahimi Report: Peacekeeping is a 50-year plus enterprise that has evolved rapidly from a traditional,
primarily military model of observing ceasefires and force separations after inter-state wars to one that incorporates
a complex model of many elements, military and civilian, working together to build peace in the dangerous
aftermath of civil wars. The Brahimi definition of peacekeeping, as well as that of many in the UN and international
community, describes both traditional peacekeeping and peace enforcement operations.

B. Peace Building

1. Joint Publication 3-07.3: Stability actions, predominately diplomatic and economic, that strengthen
and rebuild governmental infrastructure and institutions in order to avoid a relapse into conflict.

2. Brahimi Report: Peace building is a term of more recent origin that, as used in the present report,
defines activities undertaken on the far side of conflict to reassemble the foundations of peace and provide the tools
for building on those foundations something that is more than just the absence of war. Thus, peace building includes
but is not limited to: reintegrating former combatants into civilian society, strengthening the rule of law (for
example, through training and restructuring of local police, and judicial and penal reform); improving respect for
human rights through the monitoring, education and investigation of past and existing abuses; providing technical

7 JoINT PuB. 3-07.3, supra note 5, at x (emphasis added).
8 See S.C. Res. 690 U.N. Doc. S/RES/690 available at http://www.un.org/Docs/scres/1991/scres91.htm.

59 Chapter 4
LOAC Across the Conflict Spectrum


http://www.un.org/Docs/scres/1991/scres91.htm

assistance for democratic development (including electoral assistance and support for free media); and promoting
conflict solution and reconciliation techniques.

3. Peace building activities may generate additional tasks for units earlier engaged in peacekeeping or
peace enforcement. You will typically find post conflict peace building taking place to some degree in all Peace
Operations.

C. Peace Making

1. Joint Publication 3-07.3: A process of diplomacy, mediation, negotiation, or other forms of peaceful
settlement that arranges an end to a dispute and resolves issues that led to it.

2. Brahimi Report: Peacemaking addresses conflicts in progress, attempting to bring them to a halt, using
the tools of diplomacy and mediation. Peacemakers may be envoys of governments, groups of states, regional
organizations or the United Nations, or they may be unofficial and non-governmental groups. Peacemaking may
even be the work of a prominent personality, working independently.

3. Peacemaking is strictly diplomacy. Confusion may still exist in this area because the former U.S.
definition of peacemaking was synonymous with the definition of peace enforcement.

D. Peace Enforcement

1. Joint Publication 3-07.3 discusses peace enforcement in terms of the application of military force, or
the threat of its use, normally pursuant to international authorization, to compel compliance with resolutions or
sanctions designed to maintain or restore peace and order.’

2. Peace enforcement is conducted under the authority of Chapter V11, UN Charter, and could include
combat, armed intervention, or the physical threat of armed intervention. In contrast to peacekeeping, peace
enforcement forces do not require consent of the parties to the conflict, and the forces may not be neutral or
impartial. Typical missions include:

a. Protection of humanitarian assistance.

b. Restoration and maintenance of order and stability.
c. Enforcement of sanctions.

d. Guarantee or denial of movement.

e. Establishment and supervision of protected zones.
f.  Forcible separation of belligerents.

3. UNSCR 1031 concerning Bosnia is a good example of the Security Council using Chapter VII to
enforce the peace, even when based on an agreement.”

E. Conflict Prevention

1. Joint Publication 3-07.3: A peace operation employing complementary diplomatic, civil, and, when
necessary, military means, to monitor and identify the causes of conflict, and take timely action to prevent the
occurrence, escalation, or resumption of hostilities.

2. Conflict prevention is generally of a short-term focus designed to avert an immediate crisis. It includes
confidence building measures and could involve a preventive deployment as a show of force.

3. Whereas peacekeeping and conflict prevention have many of the same characteristics (i.e., similar
rules of engagement and no or very limited enforcement powers), conflict prevention usually will not have the
consent of all the parties to the conflict.

F. Other Terms. The reality of modern Peace Operations is that a mission will almost never fit neatly into
one doctrinal category. The Judge Advocate should use the doctrinal categories only as a guide to reaching the legal
issues that affect each piece of the operation. Most operations are fluid situations, made up of multifaceted and

® JoINT Pus. 3-07.3, supra note 5, at x.
10 See generally S.C. Res. 1031, U.N. Doc. S/RES/1031 available at http://www.un.org/Docs/scres/1995/scres95.htm.
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interrelated missions. Doctrine is currently evolving is this area, and various terms may be used to label missions
and operations that do not fall neatly into one of the above definitions.

1. Second generation peacekeeping™

2. Protective/humanitarian engagement*?

3. Stability Operations and/or Support Operations (SOSO or SASO)
4. Stability and Reconstruction Operations (S&RO)

5. Stability Operations

IV. LEGAL AUTHORITY & U.S. ROLES IN PEACE OPERATIONS

A. As stated above, peacekeeping evolved essentially as a compromise out of a necessity to control conflicts
without formally presenting the issue to the UN Security Council for Chapter V1l action. The UN Charter does not
directly provide for peacekeeping. Due to the limited authority of traditional “peacekeeping” operations (i.e., no
enforcement powers), it is accepted that Chapter VI, Pacific Settlement of Disputes, provides the legal authority for
UN peacekeeping.

B. Enforcement actions are authorized under Chapter VII of the UN Charter. The authorizing Security
Council resolution will typically refer to Chapter VII in the text and authorize “all necessary means/measures”
(allowing for the force) to accomplish the mission. The UN must be acting to maintain or restore international peace
and security before it may undertake or authorize an enforcement action. As the UN becomes more willing and able
to use these Chapter V11 enforcement powers to impose its will, many Third World states fear a new kind of
colonialism. Although the Charter specifically precludes UN involvement in matters “essentially within the
domestic jurisdiction” of states, that general legal norm “does not prejudice the application of enforcement measures
under Chapter VI11.”%3

C. Asapermanent member of the Security Council, the U.S. has an important political role in the genesis of
Peace Operations under a UN mandate. The Judge Advocate serves an important function in assisting leaders in the
translation of vague UN mandates into the specified and implied military tasks on the ground. The mission (and
hence the authorized tasks) must be linked to authorized political objectives.

D. Asa corollary to normal UN authorization for an operation, international agreements provide legal
authorization for some Peace Operations. As a general rule of international law, states cannot procure treaties
through coercion or the threat of force.™ However, the established UN Charter mechanisms for authorizing the use
of force by UN Member states define the lawful parameters. In other words, even if parties reach agreement
following the use of force (or the threat thereof) or other means of inducement authorized under Chapter VII, the
treaty is binding."

E. Therefore, U.S. participation in Peace Operations falls into these discrete categories:

1. Participation in United Nations Chapter VI Operations. This type of operation must comply with the
restraints of the United Nations Participation Act (UNPA).*® Section 7 of the UNPA (22 U.S.C. § 287d-1) allows

1 Second generation peacekeeping is a term being used within the UN as a way to characterize peacekeeping efforts designed to
respond to international life in the post-cold war era. This includes difficulties being experienced by some regimes in coping
with the withdrawal of super-power support, weak institutions, collapsing economies, natural disasters, and ethnic strife. As new
conflicts take place within nations rather than between them, the UN has become involved with civil wars, secession, partitions,
ethnic clashes, tribal struggles, and in some cases, rescuing failed states. The traditional peacekeeping military tasks are being
complemented by measures to strengthen institutions, encourage political participation, protect human rights, organize elections,
and promote economic and social development. United Nations Peace-keeping, United Nations Department of Public
Information DP1/1399-93527-August 1993-35M.

12 protective/Humanitarian engagement involves the use of military to protect “safe havens” or to effect humanitarian operations.
These measures could be authorized under either Chapter VI or VII of the UN Charter. Bosnia and Somalia are possible
examples.

3 U.N. Charter art. 2, para. 7.

 Vienna Convention on the Law of Treaties, arts. 51-53 UN Doc. A/Conf. 39/27, reprinted in 8 I.L.M. 679 (1969).

5 1d. at art. 52; RESTATEMENT (THIRD) OF THE FOREIGN RELATIONS LAW OF THE UNITED STATES [hereinafter RESTATEMENT] § 331
cmt. d (1986).

®22U.S.C. § 287.
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the President to detail armed forces personnel to the United Nations to serve as observers, guards, or in any other
noncombat capacity. Section 628 of the Foreign Assistance Act (22 U.S.C. § 2388) is another authority which
allows the head of any agency of the U.S. government to detail, assign, or otherwise make available any officer to
serve with the staff of any international organization or to render any technical, scientific, or professional advice or
service to or in cooperation with such organization.*” This authority cannot be exercised by direct coordination from
the organization to the unit. Personnel may only be tasked following DoD approval channels. No more than 1,000
personnel worldwide may be assigned under the authority of § 7 at any one time, while § 628 is not similarly
limited.

2. Participation in support of United Nations Peace Operations: These operations are linked to
underlying United Nations authority. Examples are the assignment of personnel to serve with the UN Headquarters
in New York under 8 628 or the provision of DoD personnel or equipment to support International War Crimes
Tribunals.

3. Operations supporting enforcement of UN Security Council Resolutions: These operations are
generally pursuant to Chapter VIl mandates, and are rooted in the President’s constitutional authority as the
Commander in Chief.

V. JUDGE ADVOCATE LEGAL CONSIDERATIONS:
A. Legal Authority and Mandate

1. Itis critical that Judge Advocates understand the relationship between the mandate and the mission.
The first concern for the Judge Advocate is to determine the type of operation (peacekeeping, enforcement, etc.),
and the general concept of legal authority for the operation (if UN, Chapter VI or VII). In the context of
OPERATION RESTORE HOPE (1993 humanitarian assistance mission in Somalia), one commander commented
that the lawyer is the “High Priest of the mission statement.” This will define the parameters of the operation, force
composition, ROE, status, governing fiscal authorities, etc. The first place to start is to assemble the various
Security Council resolutions that authorize the establishment of the peace operation and form the mandate for the
Force. The mandate, by nature, is political and often imprecise, resulting from diplomatic negotiation and
compromise. A mandate of “maintain a secure and stable environment” can often pose difficulties when defining
tasks and measuring success. The mandate should describe the mission of the Force and the manner in which the
Force will operate. The CJCS Execute Order for the Operation is the primary source for defining the mission, but it
will usually reflect the underlying UN mandate. The mandate may also:

a. Include the tasks of functions to be performed.

b. Nominate the force CDR and ask for the Council’s approval.
c. State the size and organization of the Force.

d. List those States that may provide contingents.

e. Outline proposals for the movement and maintenance of the Force, including States that might
provide transport aircraft, shipping, and logistical units.

f.  Set the initial time limit for the operation.

g. Set arrangements for financing the operations.

722 U.S.C. §8§ 2389 and 2390 contain the requirements for status of personnel assigned under § 628 FAA as well as the terms
governing such assignments. E.O. 1213 delegates to the SECDEF, in consultation with SECSTATE, determination authority.
Approval of initial detail to UN operation under this authority resides with SECDEF. The same arrangements with the UN as
outlined above for Section 7 UNPA details apply here. Reimbursements for section 628 details are governed by section 630 of
the FAA. Section 630 provides four possibilities: (1) waiver of reimbursement; (2) direct reimbursement to the service
concerned with moneys flowing back to relevant accounts that are then available to expend for the same purposes; (3) advance of
funds for costs associated with the detail; and (4) receipt of a credit against the U.S. fair share of the operating expenses of the
international organization in lieu of direct reimbursement. Current policy is that DoD will be reimbursed the incremental costs
associated with a detail of U.S. military to a UN operation under this authority (i.e., hostile fire pay; family separation allowance)
and that State will credit the remainder against the U.S. peacekeeping assessment (currently paid at 27% of the overall UN PKO
budget).
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2. Aside from helping commanders define the specified and implied tasks, the mandate outlines the
parameters of the authorized mission. Thus, the mandate helps the Judge Advocate and comptroller define the
lawful uses of U.S. military O&M funds in accomplishing the mission. In today’s complex contingencies, the UN
action may often be supplemented by subsequent agreements between the parties which affect the legal rights and
duties of the military forces.

3. Presidential Decision Directive (PDD) 25 (May 1994).'® A former Secretary of State declared that
while the UN performs many important functions, “its most conspicuous role—and the primary reason for which it
was established—is to help nations preserve the peace.”*® The Clinton Administration defined its policy towards
supporting Peace Operations in Presidential Decision Directive 25, “The Clinton Administration’s Policy on
Reforming Multilateral Peace Operations (May 1994).” Presumably, this policy remains in effect for the Obama
Administration unless revoked or superseded by a subsequent directive.*® PDD-25 is a classified document; the
information in this summary is based upon the unclassified public extract. The document reiterated that Multilateral
Peace Operations are an important component of the U.S. national military strategy and that U.S. forces will be used
in pursuit of U.S. national interests. PDD-25 promulgated six major issues of reform and improvement. Many of
the same areas are the subjects of active debate, with Congress discussing methods of placing stricter controls on
how the U.S. will support peace operations and how much the U.S. will pay for peace operations. The PDD-25
factors are an aid to the decision-maker. For the Judge Advocate, they help define the applicable body of law, the
scope of the mission statement, and the permissible degree of coalition command and control over U.S. forces.
There will seldom be a single document that describes the process of applying the PDD-25 criteria. Nevertheless,
the PDD-25 considerations surface in such areas as ROE, the media plan, command and control arrangements, the
overall legal arguments for the legitimacy of the operation, and the extent of U.S. support for other nations, to name
a few. The six areas highlighted by PDD-25 follow:

a. Making disciplined and coherent choices about which peace operations to support. In making
these decisions, a three-phase analysis is conducted:

(1) The Administration will consider the following factors when deciding whether to vote for a
proposed Peace Operation (either Chapter VI or VII):

(@) UN involvement advances U.S. interests, and there is a community of interests for
dealing with the problem on a multilateral basis (NOTE: may entail multinational chain of command and help
define the scope of permissible support to other nations);

(b) Thereis a threat to or breach of international peace and security, defined as one or a
combination of the following: international aggression, urgent humanitarian disaster coupled with violence, or
sudden interruption of established democracy or gross violation of human rights along with violence or the threat
thereof;

(c) There are clear objectives and an understanding of whether the mission is defined as
neutral peacekeeping or peace enforcement;

(d) Whether a working cease-fire exist between the parties prior to Chapter VI missions;

() Whether there is a significant threat to international peace and security for Chapter VI
missions;

(f) There are sufficient forces, financing, and mandate to accomplish the mission (NOTE:
helps define the funding mechanism, supporting forces, and expected contributions of combined partners);

(9) The political, humanitarian, or economic consequences are unacceptable;

(h) The operation is linked to clear objectives and a realistic end state (NOTE: helps the
commander define the specified and implied tasks along with the priority of tasks).

18 BUREAU OF INT’L ORG. AFFAIRS, U.S. DEP’T OF STATE, PuB. No. 10161, The Clinton Administration’s Policy on Reforming
Multilateral Peace Operations (1994), reprinted in 33 I.L.M. 795 (1994). See also James P. Terry, The Criteria for Intervention:
An Evaluation of U.S. Military Policy in U.N. Operations, 31 Tex. INT. L. REv. 101 (1996).

¥ Madeleine K. Albright, The UN, The U.S. and the World, 7 Dep’t of State Dispatch 474 (1996).

0 5ee Marjorie Ann Browne, CONG. RESEARCH SERV., RL 33700, UNITED NATIONS PEACEKEEPING: ISSUES FOR CONGRESS (Feb.
11, 2011).
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(2) If the first phase of inquiry results in a U.S. vote for approving the operation, a second set of
criteria will determine whether to commit U.S. troops to the UN operation:

(@) Participation advances U.S. interests (NOTE: helps the commander and lawyer sort out
the relative priorities among competing facets of the mission, helps guide the promulgation of ROE which comply
with the national interest, and helps weight the best allocation of scarce fiscal resources);

(b) Personnel, funds, and other resources are available (NOTE: may assist DoD obtain
funding from other executive agencies in the interagency planning process);

(c) U.S. participation is necessary for the success of the mission;

(d) Whether the endstate is definable (NOTE: the political nature of the objective should be
as clearly articulated as possible to guide the commander);

(e) Domestic and Congressional support for the operation exists; and

() Command and control arrangements are acceptable (NOTE: within defined legal
boundaries).

(3) The last phase of the analysis applies when there is a significant possibility that the operation
will commit U.S. forces to combat:

(@) Thereis a clear determination to commit sufficient forces to achieve the clearly defined
objective;

(b) The leaders of the operation possess clear intention to achieve the stated objectives; and

(c) Thereis a commitment to reassess and continually adjust the objectives and composition
of the force to meet changing security and operational requirements.

b. Reducing U.S. costs for UN peace operations. This is the area of greatest Congressional power
regarding control of military operations.”* Funding limitations have helped to check the Security Council’s ability
to intervene in every conflict. In normal Chapter VI operations, member states pay obligatory contributions based
on a standard assessment. In Chapter VIl peace operations, participating States normally pay their own costs of
participation.

c. Policy regarding the command and control of U.S. forces.

(1) Command and control of U.S. forces sometimes causes more debate than the questions
surrounding U.S. participation. The policy reinforces the fact that U.S. authorities will relinquish only “operational
control” of U.S. forces when doing so serves U.S. security interests. The greater the U.S. military role, the less
likely we will give control of U.S. forces to UN or foreign command. Any large-scale participation of U.S. forces
likely to involve combat should ordinarily be conducted under U.S. command and operational control or through
competent regional organizations such as North Atlantic Treaty Organization (NATO) or ad hoc coalitions.

(2) PDD-25 forcefully states that the President will never relinquish command of U.S. forces.
However, the President retains the authority to release designated U.S. forces to the Operational Control (OPCON)
of a foreign commander for designated missions. When U.S. forces are under the operational control of a UN
commander, they will always maintain the capability to report separately to higher U.S. military authorities. This
particular provision is in direct contravention to UN policy. Under UN policy, Soldiers and units under UN control
will only report to and seek orders and guidance through the UN command channels. The policy also provides that
commanders of U.S. units participating in UN operations will refer to higher U.S. authority if given an order
construed as illegal under U.S. or international law, if the order is outside the mandate of the mission to which the
U.S. agreed with the UN, or if the U.S. commander is unable to resolve the matter with the UN commander. As a
practical matter, this means that deployed units are restricted to the mission limits prescribed in the CJCS Execute
Order for the mission. The U.S. reserves the right to terminate participation at any time and/or take whatever
actions necessary to protect U.S. forces.

(3) The Judge Advocate must understand the precise definitions of the various degrees of
command in order to help ensure that U.S. commanders do not exceed the lawful authority conveyed by the

21 J.S. ConsT. art. 1, § 8.
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command and control arrangements of the CJCS execute order.?2 NOTE: NATO has its own doctrinal definitions of
command relationships which are similar to the U.S. definitions. Field Manual 100-8 summarizes the NATO
doctrine as it relates to U.S. doctrinal terms.?® The Command and Control lines between foreign commanders and
U.S. forces represent legal boundaries that the lawyer should monitor.

() COCOM is the command authority over assigned forces vested only in the commanders
of Combatant Commands by 10 U.S.C. § 164, or as directed by the President in the Unified Command Plan (UCP),
and cannot be delegated or transferred. COCOM is the authority of a Combatant Commander to perform those
functions of command over assigned forces involving organizing and employing commands and forces, assigning
tasks, designating objectives, and giving authoritative direction over all aspects of military operations, joint training
(or in the case of USSOCOM, training of assigned forces), and logistics necessary to accomplish the missions
assigned to the command.

(b) OPCON is inherent in COCOM and is the authority to perform those functions of
command over subordinate forces involving organizing and employing commands and forces, assigning tasks,
designating objectives, and giving authoritative direction necessary to accomplish the mission. OPCON includes
authoritative direction over all aspects of military operations and joint training necessary to accomplish missions
assigned to the command. NATO OPCON is more limited than the U.S. doctrinal definition in that it includes only
the authority to control the unit in the exact specified task for the limited time, function, and location.

(c) TACON is the command authority over assigned or attached forces or commands, or
military capability made available for tasking that is limited to the detailed and usually local direction and control of
movements or maneuvers necessary to accomplish assigned missions or tasks. TACON may be delegated to and
exercised by commanders at any echelon at or below the level of combatant command. TACON is inherent in
OPCON and allows the direction and control of movements or maneuvers necessary to accomplish assigned
missions or tasks.

(d) Support isa command authority. A support relationship is established by a superior
commander between subordinate commanders when one organization should aid, protect, complement, or sustain
another force. Support may be exercised by commanders at any echelon at or below the level of Combatant
Command. Several categories of support have been defined for use within a Combatant Command as appropriate to
better characterize the support that should be given.

d. Reforming and Improving the UN Capability to Manage Peace Operations. The policy
recommends eleven steps to strengthen UN management of peace operations.

e. Improving the U.S. Government Management and Funding of Peace Operations. The policy
assigns responsibilities for the managing and funding of UN peace operations within the U.S. Government to DoD.
DoD has the lead management and funding responsibility for those UN operations that involve U.S. combat units
and those that are likely to involve combat, whether or not U.S. troops are involved. DoS will retain lead
management and funding responsibility for traditional peacekeeping that does not involve U.S. combat units.
Regardless of who has the lead, DoS remains responsible for the conduct of diplomacy and instructions to embassies
and our UN Mission.

f.  Creating better forms of cooperation between the Executive, the Congress, and the American
public on peace operations. This directive looks to increase the flow between the Executive branch and Congress,
expressing the President’s belief that U.S. support for participation in UN peace operations can only succeed over
the long term with the bipartisan support of Congress and the American people.

B. Chain of Command Issues
1. U.S. Commanders may never take oaths of loyalty to the UN or other organization.**

2. Force Protection is an inherent aspect of command that is nowhere prescribed in Title 10.

%2 The precise definitions of the degrees of command authority are contained in CHAIRMAN OF THE JOINT CHIEFS OF STAFF, JOINT
Pug. 3-0, JOINT OPERATIONS (11 Aug. 2011).

2 DEP’T OF ARMY, FIELD MANUAL 100-8, THE ARMY IN MULTINATIONAL OPERATIONS (24 Nov. 1997).

? See 22 U.S.C. § 2387.
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3. Limitations under PDD-25: A foreign commander cannot change a mission or deploy U.S. forces
outside the area designated in the CJCS deployment order, separate units, administer discipline, or modify the
internal organization of U.S. forces.

4. In a Chapter VI Peacekeeping Operation, command originates from the authority of the Security
Council to the Secretary-General, and down to the Force Commander. The Secretary-General is responsible to the
Security Council for the organization, conduct, and direction of the force, and he alone reports to the Security
Council about it. The Secretary-General decides the force’s tasks and is charged with keeping the Security Council
fully informed of developments relating to the force. The Secretary-General appoints the Force Commander, who
conducts the day to day operations, all policy matters are referred back to the Secretary-General. In many
operations the Secretary-General may also appoint a civilian Special Representative to the Secretary General
(SRSG) to coordinate policy matters and may also serve as the Head of Mission. The relationship between the
SRSG and the military Force Commander depends on the operation, and the Force Commander may be subordinate
to the SRSG. In some cases the military Force Commander may be dual-hatted and also serve as the Head of
Mission.

5. In most Chapter VII enforcement operations, the Security Council will authorize member states or a
regional organization to conduct the enforcement operation. The authorizing Security Council Resolution provides
policy direction, but military command and control remains with member states or a regional organization.

C. Miission Creep

1. Ensure that the mission, ROE, and fiscal authority are meshed properly. Often, new or shifting
guidance will require different military operations than those initially planned. This kind of mission creep comes
from above; the Judge Advocate, cannot prevent it and must, therefore, help control its impact. For instance, does
the ROE need to be modified to match the changed mission (i.e., a changed or increased threat level) and are there
any status or SOFA concerns? An example might be moving from peacekeeping (monitoring a cease-fire) to peace
enforcement (enforcing a cease-fire).

2. Another potential issue occurs when the unit attempts to do more than what is allowed in the current
mandate and mission. This usually comes from a commander wanting to do good things in his Area of Operations
(AO): rebuilding structures, training local nationals, and other activities which may be good for the local
population, but outside the mission. Acting outside the mission raises a myriad of concerns ranging from possible
Anti-Deficiency Act violations to implicitly violating required neutrality.

D. Status of Forces/Status of Mission Agreement
1. Know the status of U.S. Forces in the AO and train them accordingly.

2. Notify the Combatant Commander and State Department before negotiating or beginning discussions
with a foreign government as required by State Department Circular 175.%

3. Watch for varying degrees of status for supporting units on the periphery of the AO.
4. The SOFA is likely the source for determining who is responsible for paying claims.

5. The necessity for a Status of Forces Agreement (SOFA) [termed a Statue of Mission Agreement
(SOMA) in Chapter VI operations commanded by the UN] depends on the type of operation. Enforcement
operations do not depend on, and may not have the consent of the host authorities, and therefore will not normally
have a SOFA. Most other operations should have a SOFA/diplomatic note/or other international agreement to gain
some protection for military forces from host nation jurisdiction. Agreements should include language which
protects civilians who are employed by or accompany U.S. forces.

6. In most instances, the SOFA will be a bilateral international agreement between the UN (if UN
commanded) or the U.S. and the host nation(s). In UN operations the SOFA will usually be based on the Model
Status of Forces Agreement. The SOFA should include the right of a contingent to exercise exclusive criminal
jurisdiction over its military personnel; excusal from paying various fees, taxes, and customs levies; and the
provision of installations and other required facilities to the Force by the host nation.

7. The SOFA/SOMA may also include:

% Available at http://www.state.gov/s/|/treaty/c175/.
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a. The international status of the UN Force and its members.

b. Entry and departure permits to and from the HN.

c. Required identity documents (e.g., driver’s license).

d. Theright to carry arms as well as the authorized type(s) of weapons.

e. Freedom of movement in the performance of UN service.

f.  Freedom of movement of individual members of the force in the HN.

g. The utilization of airports, harbors, and road networks in the HN.

h. The right to operate its own communications system across the radio spectrum.

i. Postal regulations.

j. The flying of UN and national flags.

k.  Uniform, regulations.

I.  Permissions to operate UN vehicles without special registration.

m. General supply and maintenance matters (imports of equipment, commodities, local procurement
of provisions, and POL).

n. Matters of compensation (in respect of the HN’s property).

8. The UN (and the U.S.) entry into a host nation may precede the negotiation and conclusion of a SOFA.
Sometimes there may be an exchange of Diplomatic Notes, a verbal agreement by the host authorities to comply
with the terms of the model SOFA, even though not signed, or just nothing at all.

9. Two Default Sources of Legal Status.

a. The Convention on the Safety of United Nations and Associated Personnel.?® The treaty entered

into force on 15 January 1999. The convention requires States to release captured personnel, to treat them in
accordance with the 1949 Geneva Convention of Prisoners of War (GC 1V while in custody), and imposes criminal
liability on those who attack peacekeepers or other personnel acting in support of UN authorized operations. The
Convention will apply in UN operations authorized under Chapter V1 or V1. The Convention will not apply in
enforcement operations under Chapter VII in which any of the UN personnel are engaged as combatants against
organized armed forces and to which the law of international armed conflict applies.

b. The Convention on the Privileges and Immunities of the United Nations?’, 1946. Article VI § 22
defines and explains the legal rights of United Nations personnel as “Experts on Mission.” In particular, Experts on
Mission are NOT prisoners of war and therefore cannot lawfully be detained or have their mission interfered with by

any party.
E. Laws of Armed Conflict.

1. Itisthe UN and U.S. position that Chapter VI operations are not international armed conflict (requiring
the application of the Geneva Conventions) as between the peacekeepers and any of the belligerent parties. The
Geneva Conventions may of course apply between the belligerent parties. In Chapter VI operations, the
applicability of the Geneva Conventions will depend on the situation. Are the UN personnel engaged as combatants
against organized armed forces? If the answer is No, then the Geneva Conventions do not apply as between the UN
Forces and the belligerent parties. Whether the Geneva Conventions do or do apply as a matter of law, as a matter
of policy the minimum humanitarian protections contained within Common Article 3 of the Geneva Conventions

will apply.

2. Asa matter of U.S. policy (DoDD 2311.01E), U.S. forces will comply with LOAC during all armed
conflicts, however such conflicts are characterized, and in all other military operations.

% pvailable at http://www.un.org/law/cod/safety.htm.
27 pvailable at http://www.un.org/en/ethics/pdf/convention.pdf.
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3. If participating in UN operations, Judge Advocate s should be aware of “the UN ROE.” Any “UN
ROE” must be read in light of limitations on multinational ROE contained in the U.S. SROE.

F. Rules of Engagement

1. Chapter VI missions (Peace Keeping). The two principal tenets are the use of force for self-defense
and total impartiality. The use of deadly force is justified only under situations of extreme necessity (typically in
self-defense), and as a last resort when all lesser means have failed to curtail the use of violence by the parties
involved. The use of unnecessary or illegal force undermines the credibility and acceptability of a peacekeeping
force to the host nations, the participants in the dispute, and within the international community. It may escalate the
level of violence in the area and create a situation in which the peacekeeping force becomes part of the local
problem. The use of force must be carefully controlled and restricted in its application. Peacekeeping forces
normally have no mandate to prevent violations of an agreement by the active use of force. The passive use of force
employs physical means that are not intended to harm individuals, installations, or equipment. Examples are the use
of vehicles to block the passage of persons or vehicles and the removal of unauthorized persons from peacekeeping
force positions. The active use of force employs means that result in physical harm to individuals, installations, or
equipment. Examples are the use of batons, rifle butts, and weapons fire.

2. Chapter VII missions (Peace Enforcement). Peace enforcement operations, on the other hand, may
have varying degrees of expanded ROE and may allow for the use of force to accomplish the mission (i.e. the use of
force beyond that of self-defense). In peace enforcement, active force may be allowed to accomplish all or portions
of the mission. For more information, see the chapter on Rules of Engagement for tips in drafting ROE, training
ROE, and sample peace operations ROE.

G. Funding Considerations

1. Itis critical that Judge Advocates find positive authority for each fiscal obligation and appropriate
funds to allocate against the statutory authority.  All the same rules that apply to the funding of military operations
continue to apply.

2. During a Chapter VI mission, the Judge Advocate must be familiar with UN purchasing procedures
and what support should be supplied by the UN or host nation. The Judge Advocate should review the Aide-
Memoire/Terms of Reference. Aide-Memoire sets out the Mission force structure and requirements in terms of
manpower and equipment. It provides the terms of reimbursement from the UN to the Contingents for the provision
of personnel and equipment. Exceeding the Aide-Memoire in terms of either manpower or equipment could result
in the UN’s refusal to reimburse for the excess. Not following proper procedure or purchasing materials that should
be provided from other sources may result in the U.S. not being reimbursed by the UN. The UN Field
Administration Manual will provide guidance. In general, the unit must receive a formal Letter of Assist (LOA) in
order to receive reimbursement under 8 7 of the UNPA. The unit can lawfully expend its own O&M funds for
mission essential goods or services which the UN refuses to allow (no LOA issued).

H. The Law Enforcement Paradigm

As noted, if an operation occurring outside the territory of the United States does not meet the criteria (or
occur within a context) which would allow for the applicability of LOAC, then the applicable legal framework is the
ordinary legal regime regulating extraterritorial enforcement jurisdiction, the relevant provisions of international
human rights law, and the absence of any lex specialis to offer State actors greater latitude.

Outside of the LOAC framework, international law greatly restricts the extraterritorial activity of State
actors. In 1927, the Permanent Court of International Justice (PCIJ) noted that “the first and foremost restriction
imposed by international law on a State is that — failing the existence of a permissive rule to the contrary, it may not
exercise its power in any form in the territory of another State.”?® Article 2(7) of the United Nations Charter
provides that, aside from the application of enforcement measures under Chapter VII, nothing in the Charter “shall
authorize the United Nations to intervene in matters which are essentially within the domestic jurisdiction of any
state[.]””* Similarly, the International Court of Justice, in Nicaragua v. United States, noted that “the principle
forbids all States or groups of States to intervene directly or indirectly in internal or external affairs of other States.*

% pClJ, SS Lotus (France v. Turkey), PCIJ Reports, Series A, No. 10, p. 18-19 (1927).

2 UN Charter 2(7).

% Military and Paramilitary Activities in and against Nicaragua (Nicar. v. U.S.), Merits, 1986 ICJ REP. 14 (Judgment of June
27).
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Likewise, the UN General Assembly’s Declaration on Principles of International Law Concerning Friendly
Relations and Cooperation states that “[n]o state or Group of States has the right to intervene, directly or indirectly,
for any reason whatever, in the internal or external affairs of any other state[.]”** Contemporary international law,
therefore, tightly constrains the exercise of extraterritorial enforcement jurisdiction in most contexts.

VI. STRUCTURE FOR ANALYSIS

These diverse operations do not always trigger the application of the traditional LOAC regimes because of a lack of
the legally requisite armed conflict needed to trigger such regimes. ** This has led Judge Advocate s to resort to
other sources of law for the resolution of issues during operations not amounting to armed conflict. These sources
start with binding CIL-based human rights which must be respected by United States Forces at all times. Other
sources include host nation law, conventional law, and law drawn by analogy from various applicable sources. The
sources of law that can be relied on in these various types of military operations depend on the nature of the
operation.

A. The process of analyzing legal issues and applying various sources of law during a military operation
entails four essential steps:

1. Define the nature of the issue;

2. Ascertain what binding legal obligations, if any, apply;

3. ldentify any “gaps” remaining in the resolution of the issue after application of binding authority;
4. Consider filling these “gaps” by application of non-binding sources of law as a matter of policy.**

B. When attempting to determine what laws apply to U.S. conduct in an area of operations, a specific
knowledge of the exact nature of the operation becomes immediately necessary.

C. In the absence of well-defined mission statements, the JA must gain insight into the nature of the mission
by turning to other sources of information.

D. This information might become available by answering several important questions that shed light on the
United States’ intent regarding any specific operation. These include: (1) what has the President (or his
representative) said to the American People regarding the operation;® (2) if the operation is to be executed pursuant
to a United Nations mandate, what does this mandate authorize; and (3) if the operation is based upon use of
regional organization forces, what statement or directives have been made by that organization?

E. After gaining the best possible understanding of the mission’s objective, it is important to determine what
bodies of law should be relied upon to respond to various issues. The Judge Advocate should look to the foregoing
considerations and the operational environment and determine what law establishes legally mandated obligations,
and then utilize the “law by analogy.” Thereafter, he should move to succeeding tiers and determine their

% General Assembly RES/20/2131 , Declaration on the Inadmissibility of Intervention in the Domestic Affairs of States and the
Protection of Their Independence and Sovereignty, 21 December 1965

¥ See Stigall, supra note 3.

* The “trigger” for the law of armed conflict to apply is a conflict “between two or more of the High Contracting Parties [to the
Geneva Conventions], even if the state of war is not recognized between them” or in “all cases of partial or total occupation of
the territory of a High Contracting Party.” See Convention (I) for the Amelioration of the Condition of the Wounded and Sick in
Armed Forces in the Field, Article 2 opened for signature Aug. 12, 1949, 6 U.S.T. 3114, 75 U.N.T.S. 31, reprinted in DIETRICH
SCHINDLER & JIRI TOMAN, THE LAwsS oF ARMED CONFLICTS 373, 376 (3d ed. 1988).

% It must be remembered that the so-called “gaps,” denounced by some, may be the result of intentional omission by the drafters
of binding authorities.

% The importance of clear mandates and missions was pointed out as a critical lesson learned from the Somalia operations. “A
clear mandate shapes not only the mission (the what) that we perform, but the way we carry it out (the how). See Kenneth
Allard, Institute for National Strategic Studies - Somalia Operations: Lessons Learned (1995), at 22. Determining the authorizing
source of the mission is also crucial when determining who is fiscally responsible for different aspects of the mission.

% Similar sources are (1) the justifications that the President or his cabinet members provide to Congress for the use of force or
deployment of troops and (2) the communications made between the United States and the countries involved in the operation (to
include the state where the operation is to occur).

% Regional organizations such as North Atlantic Treaty Organization (NATO), Organization of American States (OAS), and the
African Union (AU).
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applicability. Finally, after considering the application of the regimes found within each of the four tiers, the JA
must realize that as the operation changes, the potential application of the regulation within each of the four tiers
must be constantly reassessed.

VIIl.  SOURCES OF LAW
A. Fundamental Human Rights

1. Fundamental human rights are CIL-based rights, obligatory in nature, and therefore binding on the
conduct of State actors at all times. These protections represent the evolution of natural or universal law recognized
and commented upon by leaders and scholars.® The principle behind this body of law is that these laws are so
fundamental in nature that all human beings are entitled to receive recognition and respect of them when in the
hands of State actors.

2. Besides applying to all people, the most critical aspect of these rights is that they are said to be non-
derogable, that is, they cannot be suspended under any circumstances. As the “minimum yardstick™*® of protections
to which all persons are entitled, this baseline tier of protections never changes. For an extensive discussion of the
United States position on the scope and nature of fundamental human rights obligations, see the Human Rights
Chapter of this Handbook.

B. Host Nation Law

1. After considering the type of baseline protections represented by fundamental human rights law, the
military leader must be advised in regard to the other bodies of law that he should integrate into his planning and
execution phases. This leads to consideration of host nation law. Because of the nature of most non-armed conflict
missions, Judge Advocates must understand the technical and pragmatic significance of host nation law within the
area of operations. Although in theory understanding the application of host nation law during military operations is
perhaps the simplest component, in practice it is perhaps the most difficult.

2. Judge Advocates must recognize the difference between understanding the technical applicability of
host nation law, and the application of that law to control the conduct of U.S. forces during the course of operations.
In short, the significance of this law declines in proportion to the movement of the operation toward the
characterization of “conflict.” Judge Advocates should understand that U.S. forces enter other nations with a legal
status that exists anywhere along a notional legal spectrum. The right end of that spectrum is represented by
invasion folgowed by occupation. The left end of the spectrum is represented by the utter lack of any legal
protection.

3. When the entrance can be described as invasion, the legal obligations and privileges of the invading
force are based upon the list of straightforward rules found within LOAC. As the analysis moves to the left end of
the spectrum and the entrance begins to look more like tourism, host nation law becomes increasingly important, and
applies absolutely at the far end of the spectrum. Accordingly, early decisions regarding the type of things that
could be done to maintain order** had to be analyzed in terms of the coalition force’s legal right to intervene in the
matters of a sovereign state, based in part on host nation law.

4. Weapons search and confiscation policy are examples of this type of deference to host nation law.

% See RESTATEMENT, supra note 15 at § 701, cmt.

* The International Court of Justice chose this language when explaining its view of the expanded application of the type of
protections afforded by article 3, common to the four Geneva Conventions. See Nicar. v. U.S., 1986 1.C.J. 14 (June 27),
reprinted in 25 I.L.M. 1023, 1073.

“0 In essence, stability operations frequently place our military forces in a law enforcement-type role. Yet, they must execute this
role without the immunity from local law that traditional armed conflict grants. In fact, in many cases, their authority may be
analogous to the authority of United States law enforcement officers in the territory of another state. “When operating within
another state’s territory, it is well settled that law enforcement officers of the United States may exercise their functions only (a)
with the consent of the other state ... and (b) if in compliance with the laws of the other state....” See RESTATEMENT, supra note
15, at 8§ 433 and 441.

! United Nations Security Council Resolution 940 mandated the use of “all necessary means” to “establish a secure and stable
environment.” Yet even this frequently cited source of authority is balanced with host nation law.
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5. It is important to note that Public International Law assumes a default setting.** The classical rule
provides that “it is well settled that a foreign army permitted to march through a friendly country, or to be stationed
in it, by permission of its government or sovereign, is exempt from the civil and criminal jurisdiction of that
place.”® However, the modern rule, is that in the absence of some type of immunity, forces that find themselves in
another nation’s territory must comply with that nation’s law.* This makes the circumstances that move military
forces away from this default setting of extreme importance. Historically, military commentators have stated that
U.S. forces are immune from host nation laws in any one of three possible scenarios:*

a. Immunity is granted in whole or part by international agreement;
b. United States forces engage in combat with national forces; or

c. United States forces enter under the auspices of a United Nations-sanctioned security enforcement
mission.

6. The exception represented by the first scenario is well recognized and the least problematic form of
immunity. Yet, most status of forces and stationing agreements deal with granting members of the force immunity
from host nation criminal and civil jurisdiction. Although this type of immunity is important, it is not the variety of
immunity that is the subject of this section. Our discussion revolves around the grant of immunity to the
intervention (or sending) force nation itself. This form of immunity benefits the nation directly,“® providing it with
immunity from laws that protect host nation civilians.

7. Although not as common as a status of forces agreement, the United States has entered into other
forms of jurisdictional arrangements. The Carter-Jonassaint Agreement’ is an example of such an agreement. The
agreement demonstrated deference for the Haitian government by conditioning its acceptance upon the
government’s approval. It further demonstrated deference by providing that all multi-national force activities would
be coordinated with the “Haitian military high command.” This required a number of additional agreements,
arrangements, and understandings to define the extent of host nation law application in regard to specific events and
activities.

8. The exception represented by the second scenario is probably the most obvious. When engaged in
traditional armed conflict with another national power, military forces may, to an extent, disregard the domestic law
of that nation. For example, during the initial phase of OPERATION IRAQI FREEDOM, the coalition invasion
force did not bother to stop at Iraqi traffic lights. The domestic law of Iraq did not bind the invasion force in that
regard.”® This exception is based on the classical application of the Law of the Flag theory.

9. The Law of the Flag has two prongs. The first prong is referred to as the combat exception, described
above, and is exemplified by the lawful disregard for host nation law exercised during such military operations as
OPERATION IRAQI FREEDOM. This prong is still in favor and represents the state of the law.** The second

42 5ee U.S. DEP'T OF ARMY, PAM. 27-161-1, LAw OF PEACE, VOL. |, para. 8-23 (1 Sept. 1979) at 11-1, [hereinafter DA PAm 27-
161-1] for a good explanation of an armed forces’ legal status while in a foreign nation.

3 Coleman v. Tennessee, 97 U.S. 509, 515 (1878).

“ Classical commentaries describe the international immunity of armed forces abroad “as recognized by all civilized nations.”
GERHARD VON GLAHN, LAW AMONG NATIONS 238 (1992) at 225-6 [hereinafter von Glahn]. See also WiLLIaM W. BiSHOP, JR.
INTERNATIONAL LAW CASES AND MATERIALS 659-61 (3d ed. 1962) [hereinafter Bishop]. This doctrine was referred to as the Law
of the Flag, meaning that the entering force took its law with its flag and claimed immunity from host nation law. Contemporary
commentators, including military scholars, recognize the jurisdictional friction between an armed force that enters the territory of
another state and the host state. This friction is present even where the entry occurs with the tacit approval of the host state.
Accordingly, the United States and most modern powers no longer rely upon the Law of the Flag, except as to armed conflict.
DAPAM 27-161-1, supra note 42, at 11-1.

“ Richard M. Whitaker, Environmental Aspects of Overseas Operations, ARMY Law., Apr. 1995, at 31 [hereinafter Whitaker].

6 As opposed to the indirect benefit a sending nation gains from shielding the members of its force from host nation criminal and
civil jurisdiction.

" The entry agreement for OPERATION UPHOLD DEMOCRACY.

“8 This rule is modified to a small degree once the invasion phase ends and formal occupation begins. An occupant does have an
obligation to apply the laws of the occupied territory to the extent that they do not constitute a threat to its security. See Geneva
Convention Relative to the Protection of Civilian Persons in Time of War, 12 August 1949, 6 U.S.T. 3516, arts. 64-78.

9 See L. OPPENHEIM, INTERNATIONAL LAW, VOL. 11, DisPUTES, WAR AND NEUTRALITY 520 (7th ed., H. Lauterpacht, 1955)
[hereinafter Oppenheim]. “In carrying out [the administration of occupied territory], the occupant is totally independent of the
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prong is referred to as the consent exception, described by the excerpt from the United States Supreme Court in
Coleman v. Tennessee™ quoted above, and is exemplified by situations that range from the consensual stationing of
North Atlantic Treaty Organization (NATO) forces in Germany to the permissive entry of multi-national forces in
Haiti. The entire range of operations within the consent prong no longer enjoys universal recognition.

10. To understand the contemporary status of the Law of the Flag’s consent prong, it is helpful to look at
the various types of operations that fall within its traditional range. At the far end of this range are those operations
that no longer benefit from the theory’s grant of immunity. For instance, in nations where military forces have
entered based upon true invitations, and it is clear that the relationship between nations is both mature and normal;>*
there is no automatic immunity based upon the permissive nature of the entrance and continued presence. It isto
this extent that the consent prong of the Law of the Flag theory is in disfavor. In these types of situations, the host
nation gives up the right to have its laws complied with only to the extent that it does so in an international
agreement (some type of SOFA).

11. On the other end of this range are operations that enjoy, at a minimum, a healthy argument for
immunity. A number of operational entrances into foreign states have been predicated upon invitations, but of a
different type and quality than discussed above. This type of entrance involves an absence of complete free choice
on the part of the host nation (or least the de facto government of the host nation). These scenarios are more
reminiscent of the Law of the Flag’s combat prong, as the legitimate use or threat of military force is critical to the
characterization of the entrance. In these types of operations, the application of host nation law will be closely tied
to the mission mandate and specific operational setting. The importance and discussion of these elements takes us to
the third type of exception.

12. The third exception, although based upon the United Nations Charter, is a variation of the Law of the
Flag’s combat exception. Operations that place a United Nations force into a hostile environment, with a mission
that places it at odds with the de facto government, may trigger this exception. The key to this exception is the
mission mandate. If the mandate requires the force to perform mission tasks that are entirely inconsistent with
compliance with host nation law, then, to the extent of the inconsistency, the force would seem immunized from that
law. This immunity is obvious when the intervention forces contemplate the combat use of air, sea, or land forces
under the provisions of the United Nations Charter,>? but the same immunity is available to the extent it is necessary
when combat is not contemplated.

13. The bottom line is that Judge Advocates should understand what events impact the immunity (or lack
thereof) of their force from host nation laws. In addition, military practitioners should contact the unified or major
command to determine the Department of Defense’s position regarding the application of host nation law. They
must be sensitive to the fact that the decisions, which impact these issues, are made at the interagency level.
Morevover, in order to competently advise a commander, Judge Advocates must gain a basic understanding of host
nation legal systems in order to avoid running afoul of host nation law when it applies. For a primer on comparative
legal systems, please review the Comparative Law chapter of the Law of Armed Conflict Deskbook.

C. Conventional Law

This group of protections is perhaps the most familiar to practitioners and contains the protections that are bestowed
by virtue of international law conventions. This source of law may be characterized as the “hard law” that must be
triggered by some event, circumstance, or status in order to bestow protection upon any particular class of persons.
Examples include LOAC treaties (triggered by armed conflict), the Refugee Convention and its Protocol,
weapons/arms treaties, and bi-lateral or multi-lateral treaties with the host nation. Judge Advocates must determine
what conventions, if any, are triggered by the current operation. Often when treaties have not been legally
“triggered,” they can still provide very useful guidance when fashioning law by analogy.

constitution and the laws of the territory, since occupation is an aim of warfare and the maintenance and safety of his forces and
the purpose of the war, stand in the foreground of his interests....”

% Coleman v. Tennessee 97 U.S. 509, 515 (1878).

*! Normal in the sense that some internal problem has not necessitated the entrance of the second nation’s military forces.

2 UN Charter, art. 42.
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D. Law By Analogy®®

1. If the primary body of law intended to guide during military operations (LOAC) is not triggered, the
Judge Advocate must turn to other sources of law to craft resolutions to issues during such operations. This absence
of regulation creates a vacuum that is not easily filled. As indicated earlier, fundamental human rights law serves as
the foundation for some resolutions. However, because of the ill-defined nature of imperatives that can persist in
certain situations, Judge Advocates need a mechanism to employ to provide the command with “specific” legal
guidance in the absence of controlling “specifics.”

2. The license and mandate for utilizing non-binding sources of authority to fill this legal vacuum is
established by the Department of Defense’s Law of War Program Directive (DoD Directive 2311.01E). This
authority directs the armed forces of the United States to apply LOAC during all armed conflicts, no matter how
characterized, and in all other military operations. Because of the nature of non-armed conflict operations, sources
of law relied upon to resolve various issues extend beyond LOAC. These sources include, but are not limited to,
tenants and principles from LOAC, United States statutory and regulatory law, and peacetime treaties. The fit is not
always exact, but more often than not, a disciplined review of the international conventional and customary law or
any number of bodies of domestic law will provide rules that, with moderate adjustment, serve well.

3. Among the most important rules of applying law by analogy is the enduring importance of the mission
statement. Because these rules are crafted to assist the military leader in the accomplishment of his mission, their
application and revision must be executed with the mission statement in mind. Judge Advocates must not permit
rules, promulgated to lend order to mission accomplishment, become missions in and of themselves. There are
many ways to comply with domestic, international, and moral laws, while not depriving the leader of the tools he
must have to accomplish his mission.

4. The logical start point for this law by analogy process is LOAC. For example, when dealing with
treatment of civilians, a logical starting point is the LOAC treaty devoted exclusively to the protection of civilians:
the fourth Geneva Convention. This treaty provides many detailed rules for the treatment of civilians during periods
of occupation, rules that can be relied upon, with necessary modification, by Judge Advocate s to develop treatment
policies and procedures. Protocol I, with its definition of when civilians lose protected status (by taking active part
in hostilities), may be useful in developing classification of hostile versus non-hostile civilians. If civilians who
pose a threat to the force must be detained, it is equally logical to look to the Prisoner of War Convention as a source
for analogy. With regard to procedures for ensuring no detention is considered arbitrary, the Manual for Courts-
Martial is an excellent source of analogy for basic due process type procedures. Finally, Judge Advocates should be
prepared to draw upon relevant principles from the host nation legal system where appropriate.

5. Obviously, the listing of sources is not exclusive. Judge Advocates should turn to any logical source
of authority that resolves the issue, keeps the command in constant compliance with basic human rights obligations,
and makes good common sense. These sources may often include not only LOAC and domestic law, but also non-
binding human rights treaty provisions, and the laws of legal systems similar to the host nation. The imperative is
that Judge Advocate s ensure that any policy- based application of non-binding authority is clearly understood by the
command, and properly articulated to those questioning U.S. policies. Both Judge Advocate s and those benefiting
from legal advice must always remember that “law by analogy” is not binding law, and should not regard it as such.

*% Some might argue that due to potential changes in how U.S. forces apply the law of armed conflict as a result of DoDD
2311.01E, that this section is duplicative and/or confusing. This chapter, and particularly this section, must be read in light of
DoDD 2311.01E.
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APPENDIX

DISPLACED PERSONS

I. TREATMENT OF DISPLACED PERSONS.

A. Ifadisplaced person qualifies for “refugee status” under U.S. interpretation of international law, the U.S.
generally must provide such refugees with same treatment provided to aliens and in many instances to a nation’s
own nationals. The most basic of these protections is the right to be shielded from danger.

1. Refugee Defined. Any Person:

a. who has a well-founded fear of being persecuted for reasons of race, religion, nationality, social
group, religion, or political association;

b. who is outside the nation of his nationality, and, according to United States interpretation of
international law (United States v. Haitian Centers Council, Inc., 113 S. Ct. 2549 (1993)) presents him or herself at
the borders of United States territory, and

c. iswithout the protection of his own nation, either because:
(1) that nation is unable to provide protection, or
(2) the person is unable to seek the protection, due to the well-founded fear described above.

d. Harsh conditions, general strife, or adverse economic conditions are not considered “persecution.”
Individuals fleeing such conditions do not fall within the category of refugee.

B. Main Sources Of Law:

1. 1951 Convention Relating to the Status of Refugees (RC). The RC bestows refugee status/protection
on pre-1951 refugees.

2. 1967 Protocol Relating to the Status of Refugees (RP). The RP bestows refugee status/protections on
post-1951 refugees.

a. Adopts same language as 1951 Convention.
b. U.S. isa party (110 ratifying nations).

3. 1980 Refugee Act (8 USC §1101). Because the RP was not self-executing, this legislation was
intended to conform U.S. law to the 1967 RP.

a. Applies only to displaced persons who present themselves at U.S. borders

b. This interpretation was challenged by advocates for Haitian refugees interdicted on the high seas
pursuant to Executive Order. They asserted that the international principle of “non-refoulment” (non-return) applied
to refugees once they crossed an international border, and not only after they entered the territory of the U.S.

c. The U.S. Supreme Court ratified the government interpretation of “non-refoulment” in United
States v. Sale. This case held that the RP does not prohibit the practice of rejection of refugees at our borders. (This
holding is inconsistent with the position of the UNHCR, which considers the RP to prohibit “refoulment” once a
refugee crosses any international border).

4. Immigration and Nationality Act (8 USC §1253).

a. Prohibits Attorney General from deporting or returning aliens to countries that would pose a threat
to them based upon race, religion, nationality, membership in a particular social group, or because of a particular
political opinion held.

b. Does not limit U.S. authority outside of the U.S. (Foley Doctrine on Extraterritoriality of U.S.
law).

5. Migration and Refugee Assistance Act of 1962 (22 § USC §2601).

a. Qualifies refugees for U.S. assistance.
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b. Application conditioned upon positive contribution to the foreign policy interests of U.S.
C. Return/Expulsion Rule. These rules apply only to individuals who qualify as refugees:

1. No Return Rule (RP art. 33). Parties may not return a refugee to a territory where his life or freedom
would be threatened on account of his race, religion, nationality, social group, or political opinion.

2. No Expulsion Rule (RP arts. 32 & 33). Parties may not expel a refugee in absence of proper grounds
and without due process of law.

3. According to the Supreme Court, these prohibitions are triggered only after an individual crosses a
U.S. border. This is the critical distinction between the U.S. and UNHCR interpretation of the RP which creates the
imperative that refugees be intercepted on the high seas and detained outside the U.S.

D. Freedoms and Rights. Generally, these rights bestow (1) better treatment than aliens receive, and (2)
attach upon the entry of the refugee into the territory of the party.

1. Freedom of Religion (equal to nationals).
Freedom to Acquire, Own, and Convey Property (equal to aliens).
Freedom of Association (equal to nationals).

Freedom of Movement (equal to aliens).

2
3
4
5. Access to Courts (equal to nationals).
6. Right to Employment (equal to nationals with limitations).
7. Right to Housing (equal to aliens).
8. Public Education (equal to nationals for elementary education).
9. Right to Social Security Benefits (equal to nationals).
10. Right to Expedited Naturalization.
E. Detainment.
1. U.S. policy relative to Cuban and Haitian Displaced Persons was to divert and detain.

2. General Principles of International Law forbid “prolonged & arbitrary” detention (detention that
preserves national security is not arbitrary).

3. No statutory limit to the length of time for detention (4 years held not an abuse of discretion).
4. Basic Human Rights apply to detained or “rescued” displaced persons.

F. Political Asylum. Protection and sanctuary granted by a nation within its borders or on the seas, because
of persecution or fear of persecution as a result of race, religion, nationality, social group, or political opinion.

G. Temporary Refuge. Protection given for humanitarian reasons to a national of any country under
conditions of urgency in order to secure life or safety of the requester against imminent danger. NEITHER
POLITICAL ASYLUM NOR TEMPORARY REFUGE IS A CUSTOMARY LAW RIGHT. A number of plaintiffs
have attempted to assert the right to enjoy international temporary refuge has become an absolute right under CIL.
The federal courts have routinely disagreed. Consistent with this view, Congress intentionally left this type of relief
out of the 1980 Refugee Act.

1. U.S. Policy.
a. Political Asylum.

(1) The U.S. shall give foreign nationals full opportunity to have their requests considered on
their merits.

(2) Those seeking asylum shall not be surrendered to a foreign jurisdiction except as directed by
the Service Secretary.

Chapter 4 76
LOAC Across the Conflict Spectrum, Appendix



(3) These rules apply whether the requester is a national of the country wherein the request was
made or from a third nation.

(4) The request must be coordinated with the host nation, through the appropriate American
Embassy or Consulate.

(5) This means that U.S. military personnel are never authorized to grant asylum.

b. Temporary Refuge. The U.S., in appropriate cases, shall grant refuge in foreign countries or on
the high seas of any country. This is the most the U.S. military should ever bestow.

H. Impact Of Where Candidate Is Located.
1. In Territories Under Exclusive U.S. Control and On High Seas:
a. Applicants will be received in U.S. facilities or on aboard U.S. vessels.
b. Applicants will be afforded every reasonable protection.
c. Refuge will end only if directed by higher authority (i.e., the Service Secretary).
d. Military personnel may not grant asylum.

e. Arrangements should be made to transfer the applicant to the Immigration and Naturalization
Service ASAP. Transfers don’t require Service approval (local approval).

f.  All requests must be forwarded in accordance with paragraph 7, AR 550-1, Processing Requests
for Political Asylum and Temporary Refuge (21 June 2004) [hereinafter AR 550-1].

g. Inquiries from foreign authorities will be met by the senior Army official present with the
response that the case has been referred to higher authorities.

h. No information relative to an asylum issue will be released to public, without HQDA approval.

(1) 1AW AR 550-1, immediately report all requests for political asylum/temporary refuge” to the
Army Operations Center (AOC) at armywtch@hgda-aoc.army.pentagon.mil (NIPR) or
armywtch@hqda.army.smil.mil (SIPR).

(2) The report will contain the information contained in AR 550-1.
(3) The report will not be delayed while gathering additional information

(4) Contact International and Operational Law Division, Army OTJAG (or service equivalent).
The AOC immediately turns around and contacts the service TIAG for legal advice.

2. In Foreign Territories:

a. All requests for either political asylum or temporary refuge will be treated as requests for
temporary refuge.

b. The senior Army officer may grant refuge if he feels the elements are met: If individual is being
pursued or is in imminent danger of death or serious bodily injury.

c. If possible, applicants will be directed to apply in person at U.S. Embassy.
d. AW AR 550-1, reporting requirements also apply.

DURING THE APPLICATION PROCESS AND REFUGE PERIOD THE REFUGEE WILL BE PROTECTED.
REFUGE WILL END ONLY WHEN DIRECTED BY HIGHER AUTHORITY.

I.  International Legal Developments and Other Considerations

As there is no comprehensive treaty setting forth all the rights and obligations owed by states vis-a-vis displaced
persons, legal advisors must look to numerous other instruments such as relevant human rights instruments and the
Geneva Conventions for a fulsome understanding of legal rights and obligations in this regard. Two nonbinding
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instruments, however, have been promulgated to assist international actors in identifying rights and duties regarding
displaced persons: the Guiding Principles on Internal Displacement (Guiding Principles) and the Principles on
Housing and Property Restitution for Refugees and Displaced Persons (Pinheiro Principles).’ Judge Advocates
should familiarize themselves with these documents when faced with issues related to displaced persons. In
addition, host nation property law may also become relevant in addressing issues relating to displacement.
Accordingly, Judge Advocates should also familiarize themselves with the host nation legal system to avoid
unnecessary violations of domestic law when advising on such issues.

! For further reading on these instruments and the legal regime governing displaced persons in a post-conflict setting, see Dan E.
Stigall, Refugees and Legal Reform in Iraq: The Iragi Civil Code, International Standards for the Treatment of Displaced
Persons, and the Art of Attainable Solutions, 34 Rutgers L. Rec. 1, 1 (2009).
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CHAPTER 5

RULES OF ENGAGEMENT

REFERENCE

1. CHAIRMAN OF THE JOINT CHIEFS OF STAFF INSTR. 3121.01B, STANDING RULES OF ENGAGEMENT
(SROE)/STANDING RULES FOR THE USE OF FORCE (SRUF) FOR U.S. FORCES (13 June 2005).

*** NOTE: The current SROE are under revision and JAs should obtain the latest version.
*kk

I. INTRODUCTION

A. Rules of Engagement (ROE) are the commanders’ tools for regulating the use of force, making them a
cornerstone of the Operational Law discipline. The legal sources that provide the foundation for ROE are complex
and include customary and treaty law principles from the laws of war. As a result, Judge Advocates (JA) participate
significantly in the preparation, dissemination, and training of ROE; however, international law is not the sole basis
for ROE. Political objectives and military mission limitations are necessary to the construction and application of
ROE. Therefore, despite the important role of the JA, commanders bear ultimate responsibility for the ROE

B. To ensure that ROE are versatile, understandable, easily executable, and legally and tactically sound, JAs
and operators alike must understand the full breadth of policy, legal, and mission concerns that shape the ROE, and
collaborate closely in their development, implementation, and training. JAs must become familiar with mission and
operational concepts, force and weapons systems capabilities and constraints, War-fighting Functions (WF), and the
Military Decision Making Process (MDMP) and Joint Operations Planning and Execution System (JOPES).
Operators must familiarize themselves with the international and domestic legal limitations on the use of force and
the laws of armed conflict. Above all, JAs and operators must talk the same language to provide effective ROE to
the fighting forces.

C. This chapter provides an overview of basic ROE concepts. In addition, it surveys Chairman of the Joint
Chiefs of Staff Instruction (CJCSI) 3121.01B, Standing Rules of Engagement/Standing Rules for the Use of Force
for U.S. Forces, and reviews the JA’s role in the ROE process. Finally, this chapter provides unclassified extracts
from both the Standing Rules of Engagement (SROE) and other operations in order to highlight critical issues and
demonstrate effective implementation of ROE.

NOTE: This chapter is NOT a substitute for the SROE. The SROE are classified SECRET, and as such,
important concepts within it may not be reproduced in this handbook. The operational lawyer must ensure that he or
she has ready access to the complete SROE and study it thoroughly until he or she understands the key concepts and
provisions. JAs play an important role in the ROE process because of our expertise in the laws of war, but one
cannot gain ROE knowledge without a solid understanding of the actual SROE.

Il. OVERVIEW

A. Definition of ROE. Joint Pub 1-02, Dictionary of Military and Associated Terms: “ROE are directives
issued by competent military authority that delineate the circumstances and limitations under which U.S. [naval,
ground, and air] forces will initiate and/or continue combat engagement with other forces encountered.”

B. Purposes of ROE. As a practical matter, ROE serve three purposes: (1) provide guidance from the
President and Secretary of Defense (SECDEF), as well as subordinate commanders, to deployed units on the use of
force; (2) act as a control mechanism for the transition from peacetime to combat operations (war); and (3) provide a
mechanism to facilitate planning. ROE provide a framework that encompasses national policy goals, mission
requirements, and the law.

1. Political Purposes. ROE ensure that national policies and objectives are reflected in the actions of
commanders in the field, particularly under circumstances in which communication with higher authority may not
be possible. For example, in reflecting national political and diplomatic purposes, ROE may restrict the engagement
of certain targets, or the use of particular weapons systems, out of a desire to tilt world opinion in a particular
direction, place a positive limit on the escalation of hostilities, or avoid antagonizing the enemy. Falling within the
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array of political concerns are issues such as the influence of international public opinion (particularly how it is
affected by media coverage of a specific operation), the effect of host country law, and the content of status of forces
agreements (SOFA) with the United States.

2. Miilitary Purposes. ROE provide parameters within which the commander must operate to
accomplish his or her assigned mission:

a. ROE provide a limit on operations and ensure that U.S. actions do not trigger undesired escalation,
i.e., forcing a potential opponent into a “self-defense” response.

b. ROE may regulate a commander’s capability to influence a military action by granting or
withholding the authority to use particular weapons systems or tactics.

c. ROE may also reemphasize the scope of a mission. Units deployed overseas for training exercises
may be limited to use of force only in self-defense, reinforcing the training rather than combat nature of the mission.

3. Legal Purposes. ROE provide restraints on a commander’s actions, consistent with both domestic and
international laws, and may, under certain circumstances, impose greater restrictions than those required by the law.
For many missions, particularly peace operations, the mission is stated in a document such as a UN Security Council
Resolution (UNSCR), e.g., UNSCR 940 in Haiti, UNSCR 1031 in Bosnia, or UNSCR 1973 in Libya. These
Security Council Resolutions also detail the scope of force authorized to accomplish the purpose stated therein.
Mission limits or constraints may also be contained in mission warning or execute orders. Accordingly,
commanders must be intimately familiar with the legal basis for their mission. Commanders may also issue ROE to
reinforce certain principles of the Law of Armed Conflict (LOAC), such as prohibitions on the destruction of
religious or cultural property or minimization of injury to civilians and civilian property.

111. CICS STANDING RULES OF ENGAGEMENT

A. Overview. The current SROE went into effect on 13 June 2005, the result of a review and revision of the
previous 2000 and 1994 editions. They provide implementation guidance on the inherent right of self-defense and
the application of force for mission accomplishment. They are designed to provide a common template for
development and implementation of ROE for the full range of military operations, from peacekeeping to war.

B. Applicability. Outside U.S. territory, the SROE apply to all military operations and contingencies. Within
U.S. territory, the SROE apply to air and maritime homeland defense missions. Included in the new SROE are
Standing Rules for the Use of Force (SRUF), which apply to civil support missions as well as land-based homeland
defense missions within U.S. territory and DoD personnel performing law enforcement functions at all DoD
installations. The SRUF cancel CJCSI 3121.02, Rules on the Use of Force by DoD Personnel Providing Support to
Law Enforcement Agencies Conducting Counterdrug Operations in the United States, and the domestic civil
disturbance ROE found in Operation Garden Plot. The SRUF also supersede DoD Directive 5210.56, Use of
Deadly Force and the Carrying of Firearms by DoD Personnel Engaged in Law Enforcement and Security Duties.”

C. Responsibility. The SECDEF approves the SROE, and through the CJCS may issue supplemental theater-,
mission-, or operation-specific ROE. The J-3 is responsible for SROE maintenance. Subordinate commanders may
also issue supplemental theater, mission, or operation ROE, but must notify the SECDEF through command
channels if SECDEF-approved ROE are restricted.

D. Purpose. The purpose of the SROE is twofold: (1) provide implementation guidance on the application of
force for mission accomplishment, and (2) ensure the proper exercise of the inherent right of self-defense. The
SROE outline the parameters of the inherent right of self-defense in Enclosure A. The rest of the document
establishes rules and procedures for implementing supplemental ROE. These supplemental ROE apply only to
mission accomplishment and do not limit a commander’s use of force in self-defense.?

! For further information regarding SRUF, see CJCSI 3121.01E, Enclosures L-Q (SECRET), and the Domestic Operations
Handbook, available at https://www.jagcnet.army.mil/clamo.

2 Commanders may use supplemental measures for various purposes, including limiting individual self-defense by members of
their unit within the context of exercising the inherent right and obligation of unit self-defense.
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E. The SROE are divided as follows:

1. Enclosure A (Standing Rules of Engagement). This unclassified enclosure details the general
purpose, intent, and scope of the SROE, emphasizing a commander’s right and obligation to use force in self-
defense. Critical principles, such as unit, individual, national, and collective self-defense, hostile act and intent, and
the determination to declare forces hostile are addressed as foundational elements of all ROE. [NOTE: The
unclassified portions of the SROE, including Enclosure A without its appendices, are reprinted as Appendix A to
this Chapter.]

2. Key Definitions/Issues. The 2005 SROE refined the Definitions section, combining the definitions of
“unit” and “individual” self-defense into the more general definition of “inherent right of self-defense” to make clear
that individual self-defense is not absolute. Note, however, that if a subordinate commander imposes more
restrictive ROE, he or she must send a notification through command channels to the SECDEF.

a. Self-Defense. The SROE do not limit a commander’s inherent authority and obligation to take all
appropriate action in self-defense of the unit, including other U.S. forces in the vicinity.

(1) Inherent Right of Self-Defense. Unit commanders always retain the inherent right and
obligation to exercise unit self-defense in response to a hostile act or demonstrated hostile intent. Unless otherwise
directed by a unit commander as detailed below, military members may exercise individual self-defense in response
to a hostile act or demonstrated hostile intent. When individuals are assigned and acting as part of a unit, individual
self-defense should be considered a subset of unit self-defense. As such, unit commanders may limit individual self-
defense by members of their unit. Both unit and individual self-defense include defense of other U.S. military forces
in the vicinity.

(2) National Self-Defense. The act of defending the United States, U.S. forces, and in certain
circumstances, U.S. citizens and their property and/or U.S. commercial assets, from a hostile act, demonstrated
hostile intent, or declared hostile force.

(3) Collective Self-Defense. The act of defending designated non-U.S. citizens, forces, property,
and interests from a hostile act or demonstrated hostile intent. Only the President or SECDEF may authorize the
exercise of collective self-defense. Collective self-defense is generally implemented during combined operations.

(4) Mission Accomplishment v. Self-Defense. The SROE distinguish between the right and
obligation of self-defense, and the use of force for the accomplishment of an assigned mission. Authority to use
force in mission accomplishment may be limited in light of political, military, or legal concerns, but such limitations
have NO impact on a commander’s right and obligation of self-defense. Further, although commanders may limit
individual self-defense,® commanders will always retain the inherent right and obligation to exercise unit self-
defense. However, JAs must be aware that the line between action for mission accomplishment and action in self-
defense is not always clear. Distinctions between mission accomplishment and self-defense, and between offensive
and defensive operations, may vary based on the level of command, array of forces, and circumstances on the
ground.

b. Declared Hostile Force (DHF). Any civilian, paramilitary, or military force or terrorist that has
been declared hostile by appropriate U.S. authority. Once a force is declared “hostile,” U.S. units may engage that
force without observing a hostile act or demonstration of hostile intent; i.e., the basis for engagement shifts from
conduct to status. Once a force or individual is identified as a DHF, the force or individual may be engaged, unless
surrendering or hors de combat due to sickness or wounds. The authority to declare a force hostile is limited, and
may be found at Appendix A to Enclosure A, paragraph 3 of the SROE.

c. Hostile Act. An attack or other use of force against the United States, U.S. forces, or other
designated persons or property. It also includes force used directly to preclude or impede the mission and/or duties
of U.S. forces, including the recovery of U.S. personnel or vital U.S. government property.

d. Hostile Intent. The threat of imminent use of force against the United States, U.S. forces, or
other designated persons or property. It also includes the threat of force to preclude or impede the mission and/or
duties of U.S. forces, including the recovery of U.S. personnel or vital U.S. government property.

% When assigned and acting as part of a unit, and in the context of unit self-defense. See para. I11.E.2.(a).(1).
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e. Imminent Use of Force. The determination of whether the use of force against U.S. forces is
imminent will be based on an assessment of all facts and circumstances known to U.S. forces at the time and may be
made at any level. Imminent does not necessarily mean immediate or instantaneous.

3. Actions in Self-Defense. Upon commission of a hostile act or demonstration of hostile intent, U.S.
forces may use all necessary means available and all appropriate actions in self-defense. If time and circumstances
permit, forces should attempt to deescalate the situation, but de-escalation is not required. When U.S. personnel
respond to a hostile act or demonstration of hostile intent, the force used in self-defense must be proportional. Force
used may exceed that of the hostile act or hostile intent, but the nature, duration, and scope of force should not
exceed what is required to respond decisively.

4. Enclosures B-H. These classified enclosures provide general guidance on specific types of
operations: Maritime, Air, Land, Space, Information, and Noncombatant Evacuation Operations, as well as
Counterdrug Support Operations Outside U.S. Territory.

5. Enclosure I (Supplemental Measures).

a. Supplemental measures found in this enclosure (partially reprinted in Appendix A to this chapter)
enable a commander to obtain or grant those additional authorities necessary to accomplish an assigned mission.
Tables of supplemental measures are divided into those actions requiring President or SECDEF approval; those that
require either President or SECDEF approval or Combatant Commander approval; and those that are delegated to
subordinate commanders (though the delegation may be withheld by higher authority).

(1) The current SROE recognizes a fundamental difference between the two sets of supplemental
measures. Measures that are reserved to the President or SECDEF or Combatant Commander are generally
permissive; that is, the particular operation, tactic, or weapon is generally restricted, and the President, SECDEF, or
Combatant Commander implements the supplemental measure to specifically permit the particular operation, tactic,
or weapon. Contrast this with the remainder of the supplemental measures, those delegated to subordinate
commanders. These measures are all restrictive in nature.

(2) Absent implementation of supplemental measures, commanders are generally allowed to use
any weapon or tactic available and to employ reasonable force to accomplish his or her mission, without having to
get permission first. Only when enacted will these supplemental measures restrict a particular operation, tactic, or
weapon. Finally, note that supplemental ROE relate to mission accomplishment, not self-defense, and never limit a
Commander’s inherent right and obligation of self-defense. However, as noted above, supplemental measures may
be used to limit individual self-defense.

b. Supplemental measure request and authorization formats are contained in Appendix F to
Enclosure I. Consult the formats before requesting or authorizing supplemental measures.

6. Enclosure J (Rules of Engagement Process). The current, unclassified enclosure (reprinted in
Appendix A to this chapter) provides guidelines for incorporating ROE development into military planning
processes. It introduces the ROE Planning Cell, which may be utilized during the development process. It also
names the JA as the “principal assistant” to the J-3 or J-5 in developing and integrating ROE into operational
planning.

7. Combatant Commanders’ Theater-Specific ROE. The SROE no longer provide a separate
Enclosure for specific ROE submitted by Combatant Commanders for use within their Area of Responsibility
(AOR). Combatant Commanders may augment the SROE as necessary by implementing supplemental measures or
by submitting supplemental measures for approval, as appropriate. Theater-specific ROE documents can be found
on the Combatant Command’s SIPR website, often within or linked to by the SJA portion of the site. If you
anticipate an exercise or deployment into any geographic Combatant Commander’s AOR, check with the Combatant
Commander’s SJA for ROE guidance.

8. Enclosures L-Q (SRUF). Much like Enclosure A does for SROE, Enclosure L sets out the basic self-
defense posture under the SRUF. Enclosures M-O provide classified guidance on Maritime Operations Within U.S.
Territory, Land Contingency and Security-Related Operations Within U.S. Territory, and Counterdrug Support
Operations Within U.S. Territory. Enclosures P and Q provide a message process for RUF, as well as RUF
references. JAs utilizing RUF are encouraged to consult the Domestic Operational Law 2011 Handbook for Judge
Advocates, Chapters 11 (Rules for the Use of Force for Federal Forces) and 12 (Rules for the Use of Force for the
National Guard), available at https://www.jagcnet.army.mil/clamo under “Publications.”
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IV. MULTINATIONAL ROE

A. U.S. forces will often conduct operations or exercises with coalition partners. When conducting operations
as part of a multi-national force (MNF), the MNF ROE will apply for mission accomplishment if authorized by
SECDEF order. If not authorized, the CICS SROE apply. Apparent inconsistencies between the right of self-
defense contained in U.S. ROE and multinational force ROE will be submitted through the U.S. chain of command
for resolution. While final resolution is pending, U.S. forces will continue to operate under U.S. ROE. In all cases,
U.S. forces retain the inherent right and obligation to exercise unit self-defense in response to a hostile act or
demonstrated hostile intent.

B. The U.S. currently has combined ROE (CROE) with a number of nations, and is continuing to work on
CROE with additional nations. Some CROE may apply to all operations and others only to exercises. Functioning
within multinational ROE will present various legal challenges. Often times, each nation’s understanding of the
right to self-defense is different, and self-defense provisions will apply differently across the MNF. Each nation will
have different perspectives on the LOAC, and will be party to different LOAC obligations that will affect its ROE.
Ultimately, each nation is bound by its own domestic law and policy that will significantly impact its use of force
and ROE. With or without a multinational ROE, JAs must proactively coordinate with allied militaries to
understand and minimize the impact of differing ROE.

V. ROLE OF THE JUDGE ADVOCATE

A. Judge Advocates at all levels play an important role in the ROE process. The remainder of this chapter will
discuss the four major tasks the JA will confront. Although presented as discrete tasks, they often are interrelated
and occur simultaneously.

B. Determining the current ROE.

1. In operational units, the commander will typically task the Judge Advocate with briefing the ROE to
the commander and staff during the daily operational brief (at least during the first few days of the operation). In
preparing this brief, the JA will want to consult the following sources:

a. The SROE related to self-defense. The rights and obligations of commanders to defend their units
are always applicable, and bear repeating at any ROE briefing. The concepts of hostile act and hostile intent may
require additional explanation.

b. Asapplicable, the enclosures of the SROE that deal with the type of operation (e.g., Maritime,
Space, or Counterdrug operations).

c. Depending on the location of an operation, the Combatant Commander’s specific ROE for his
AOR.

d. The base-line ROE for this particular mission as provided in the OPLAN, as promulgated by
separate message, or as it exists for a particular mission. For current examples of mission-specific ROE, as well as
superseded, rescinded, or cancelled ROE, visit the CENTCOM portal.

e. Any additional ROE promulgated as the operation evolves or changes, or in response to requests
for additional ROE. This is often a challenging area for JAs. During the first few days of an operation, the ROE
may be quite fluid. Judge Advocates should ensure that any ROE message is brought to his or her immediate
attention (close liaison with the JOC Chief/TOC Battle Captain is necessary here). Judge Advocates should
periodically review the message traffic to ensure that no ROE messages were missed, and should maintain close
contact with JAs at higher levels who will be able to advise that ROE changes were made or are on the way.
Adhering to the rules for serializing ROE messages (Appendix F to Enclosure J of the SROE) will help JAs at all
levels determine the current status of the ROE.

2. As the operation matures and the ROE become static, the JA will probably be relieved of the obligation
to provide a daily ROE briefing. However, the JA should continue to monitor ROE and bring notable changes to the
commander’s and his or her staff’s attention.

C. Requesting Supplemental ROE.

1. The SROE provides that commanders at any level may request supplemental ROE. Commanders must
look to their mission tasking and existing ROE when determining courses of action for the mission. The commander
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may decide that the existing ROE are unclear, too restrictive, or otherwise unsuitable for his or her particular
mission. In that case, he or she may request additional ROE.

2. Although the task of drafting an ROE request message (the format is located in Appendix F to
Enclosure 1) is often assigned to the JA, he or she cannot do it alone; the command and staff (especially J/G/S-3)
must provide extensive input. The concept of an “ROE Planning Cell,” consisting of representatives from all
sections of the command, including the JA, is recognized in Enclosure J of the SROE. Such a cell should prove
ideal for the task of drafting an ROE request. The JA, who should have the best grasp of ROE in general and the
SROE in particular, will still play a significant advisory role in this process.

3. Some considerations for drafting an ROE request message.

a. Base-line ROE typically are promulgated at the Combatant Commander-level and higher, and
receive great thought. Be especially careful about requesting supplemental measures that require President or
SECDEF approval, since these items already have received significant consideration. This is not to say that there
are no circumstances for which requesting such a measure is appropriate, only that they will be relatively rare.

b. In the request message, justify why the command requires the supplemental measure(s). As
above, those at higher headquarters who have reviewed the ROE reasonably believe that they have provided the
most suitable rules; it is your job to explain otherwise. For example, your unit may have a mission that earlier ROE
planners could not have foreseen, and that the ROE do not adequately address. If the JA and staff can clearly
explain this circumstance, the approval authority is more likely to approve the request.

c. Remember that the policy of the basic SROE (i.e., self defense) is that the SROE is generally
permissive in nature from the perspective of the tactical level commander. In other words, it is not necessary for the
on-scene commander to request authority to use every weapon and tactic available at the tactical unit level unless a
higher commander has previously imposed a restriction by a supplemental measure. See the discussion in Enclosure
| of the SROE for more details.

d. Maintain close contact with JAs at higher headquarters. Remember that ROE requests rise
through the chain of command until they reach the appropriate approval authority, but that intermediate commands
may disapprove the request. Your liaison may prove instrumental in having close cases approved and in avoiding
lost causes. Also, JAs at higher headquarters levels may determine that your ROE request is not necessary, as
existing ROE already provide the requested authority.

e. Follow the message format. Although it may seem like form over substance, a properly formatted
message indicates to those reviewing it that your command (and you) know and understand the SROE process.

D. Disseminating ROE to Subordinate Units.

1. This process involves taking ROE that higher authority have approved, adding your commander’s
guidance (within the power delegated to her or him), and broadcasting it to subordinate units. To illustrate,
CJCS/Joint Staff ROE, reflecting the guidance of the President or SECDEF, are generally addressed to the
Combatant Commander. The supported Combatant Commander takes those President- or SECDEF-approved
measures, adds appropriate supplemental measures from the group the Combatant Commander may approve, and
addresses these to his subordinate commanders, or to a subordinate Joint Task Force (JTF), as applicable. The
subordinate /JTF commander will take the President/SECDEF- and Combatant Commander-approved ROE, add any
of his own, and distribute his ROE message throughout his force. To illustrate further, suppose that a JTF
commander receives the Combatant Commander’s ROE, and there is no restriction on unobserved indirect fire. The
JTF commander, however, wants to restrict its use by his forces. The JTF ROE message to the field, therefore,
should include the addition of the appropriate supplemental measure restricting unobserved indirect fire. Note,
however, that commanders sometimes place restrictions on the ability to modify, change, or restrict ROE at lower
levels. The SROE requires notification to the SECDEF if the ROE are made more restrictive.

2. Accordingly, the drafting of ROE is applicable at each of these levels. As stated above, a JA cannot do
it alone. The ROE Planning Cell concept is also appropriate to this task. Some applicable considerations include:

a. Avoid strategy and doctrine. Commands should not use ROE as a mechanism through which to
convey strategy or doctrine. The commander should express his battlefield philosophy through the battle order and
personally-communicated guidance to subordinates.
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b. Avoid restating the Law of Armed Conflict. ROE should not restate the LOAC. Commanders may
desire to emphasize an aspect of the LOAC that is particularly relevant to a specific operation (e.g., DESERT
STORM ROE regarding cultural property), but they should not include an extensive discussion of the Hague
Regulations and Geneva Conventions.

¢. Avoid tactics. Tactics and ROE are complementary, not synonymous. ROE are designed to
provide boundaries and guidance on the use of force that are neither tactical control measures nor substitutes for the
exercise of the commander’s military judgment. Phase lines, control points, and other tactical control measures
should not be contained in ROE. These measures belong in the coordinating instructions. Prescribing tactics in
ROE only serves to limit flexibility.

d. Avoid safety-related restrictions. ROE should not deal with safety-related restrictions. Certain
weapons require specific safety-related, pre-operation steps. These should not be detailed in the ROE, but may
appear in the tactical or field SOP.

e. Make ROE UNDERSTANDABLE, MEMORABLE, and APPLICABLE. ROE are useful and
effective only when understood, remembered, and readily applied under stress. They are directive in nature, and
should avoid excessively qualified language. Commands must tailor ROE to both the unit and mission, and make
ROE applicable to a wide range of circumstances presented in the field. Well-formulated ROE anticipate the
circumstances of an operation and provide unambiguous guidance to a Soldier, Sailor, Airman, and Marine before
he or she confronts a threat.

3. Promulgation of ROE. ROE are often sent via formatted messages as found at Appendix F to
Enclosure J of the SROE (discussed above). Mission-specific ROE also may be promulgated at Appendix 6, Annex
C, of JOPES-formatted (joint) Operational Orders, or in Paragraph 3j(6) (Coordinating Instructions) or Appendix 6,
Annex C (Rules of Engagement) of Army operations orders (see FM 5-0, Army Planning and Orders Production
(with Change 1), formerly FM 101-5, Staff Organizations and Operations).

E. Training ROE.

1. Once a unit receives the mission-specific ROE, the question becomes: “How can | as a JA help to
ensure that the troops understand the ROE and are able to apply the rules reflected in the ROE?” A JA can play a
significant role in assisting in the training of individual Soldiers and the staff and leaders of the WF.

2. Itis the commander, not the JA, who is responsible for training the Soldiers assigned to the unit on the
ROE and every other mission essential task. The commander normally turns to the staff principal for training, the
G-3 or S-3, to plan and coordinate all unit training. A JA’s first task may be to help the commander see the value in
organized ROE training. If the commander considers ROE training to be a “battle task,” that is, a task that a
subordinate command must accomplish in order for the command to accomplish its mission, it is more likely that
junior leaders will see the advantages of ROE training. The G-3 or S-3 is more likely to be willing to set aside
training time for ROE training if it can be accomplished in conjunction with other unit training. The task for the JA
is to help the commander and staff realize that ROE are not contained in a discrete subject, but one that pervades all
military operations and is best trained in conjunction with other skill training. Situational training exercises and
other collective training events are opportune times to train ROE along with other training tasks. It is only through
integrated training, where Soldiers are practicing their skills in an ROE-sensitive environment that true training on
ROE issues will occur.

3. There is little specific U.S. Army doctrine detailing how to train Soldiers on the SROE or mission-
specific ROE. However, given that ROE are intended to be a control mechanism for operations in the field, there is
no substitute for individual and collective training programs. Realistic scenario- or vignette-driven training
exercises are much more effective than classroom instruction. Commanders and NCO’s should conduct ROE
training as they have the best understanding of the mission, their objectives, and how to apply ROE in a specific
tactical environment. The JA must be willing to assist in drafting realistic training, and be present when able to
observe training and answer questions regarding ROE application. If Soldiers at the squad and platoon level study
and train to the ROE, they will better apply them as a team in actual missions.

4. Training should begin with individual discussions between Soldiers and NCOs on a one-on-one or
small group basis. Soldiers should be able to articulate the meaning of the terms “declared hostile force,” “hostile
act,” “hostile intent,” and other key basic ROE principles. Once each Soldier in the squad is capable of doing this,
the squad should be put through an “ROE lane,” or Situational Training Exercise (STX). The ROE training should
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not be done in a vacuum. For the greatest value, the STX lane should be centered on a task that Soldiers will
perform during the mission or exercise. This involves the creation of a plausible scenario that a Soldier and his or
her squad may face related to the SROE or the relevant mission-specific ROE. Soldiers move through the lane as a
squad and confront role players acting out the scenario. For example, if the Soldiers are preparing to deploy on a
peacekeeping mission, the STX scenario may call for them to operate a roadblock or checkpoint. A group of
paramilitary role players could approach the checkpoint in a non-threatening manner. As the scenario progresses,
the role players may become more agitated and eventually they may begin shooting at the peacekeepers.

5. The primary goal in STX training is to help Soldiers recognize hostile acts and hostile intent, and
become comfortable with applying the appropriate level of force in response. These concepts can usually best be
taught by exposing Soldiers to varying degrees of threats of force. For example, in some lanes, the threat may be
verbal abuse only. It may then progress to spitting, or physical attacks short of a threat to life or limb. Finally,
significant threats of death or grievous bodily harm may be incorporated, such as an attack on the Soldier with a
knife or club, or with a firearm. Although not specifically in the ROE, the Soldiers might be taught that an
immediate threat of force likely to result in death, or grievous bodily harm (such as the loss of limb or vital organs,
or broken bones) is the type of hostile intent justifying a response with deadly force. Soldiers must understand that,
even where deadly force is not authorized, they may use force short of deadly force in self-defense.

6. In most military operations other than war, deadly force is not authorized to protect property that is not
mission-essential. However, some degree of force is authorized to protect property that is not mission-essential. A
lane may be established in which a role player attempts to steal some MREs. The Soldier must understand that non-
deadly force is authorized to protect the property. Moreover, if the role player suddenly threatens the Soldier with
deadly force to take the non-essential property, the Soldier must understand that deadly force is authorized in
response, not to prevent theft, but to defend himself from the threat by the role player. Once Soldiers understand
what actions they can take to defend themselves, members of their unit, and property, the mission-specific ROE
should be consulted and trained on the issue of collective self-defense.

7. In addition to training Soldiers on the ROE, the staff and war-fighting elements must receive ROE
training as well. This is best accomplished in Field Training Exercises (FTX) and Command Post Exercises (CPX).
Prior to a real-world deployment, ROE integration and synchronization must be conducted to ensure that all
elements understand the ROE and how each system will apply the rules. The JA should ensure that the planned
course of action, in terms of the application of the ROE, is consistent with the ROE.

F. Pocket Cards.

1. ROE cards are a summary or extract of mission-specific ROE. Developed as a clear, concise, and
UNCLASSIFIED distillation of the ROE, they serve as both a training and memory tool; however, ROE CARDS
ARE NOT A SUBSTITUTE FOR ACTUAL KNOWLEDGE OF THE ROE. In fact, the most effective distribution
plan for the ROE card is probably as a diploma from attending ROE training. When confronted with a crisis in the
field, the Soldier, Sailor, Airman, or Marine will not be able to consult his pocket card—he must depend upon
principles of ROE internalized during the training process. Notwithstanding that limitation, ROE cards are a
particularly useful tool when they conform to certain parameters:

a. Maintain brevity and clarity. Use short sentences and words found in the common vocabulary.
Avoid using unusual acronyms or abbreviations. Express only one idea in each sentence, communicating the idea in
an active, imperative format. Although such an approach—the classic “bullet” format—may not be possible in
every case, it should be used whenever feasible.

b. Avoid qualified language. ROE are directives, advising subordinates of the commander’s desires
and mission plan. They should, therefore, be as direct as any other order issued by the commander. However, while
qualifying language may obscure meaning, its use is often necessary to convey the proper guidance. In such a case,
the drafter should use separate sentences or subparagraphs to assure clarity of expression. At the same time, subtle
differences in language or the organization of a card can convey a certain message or tone, or ensure that the tone set
by the card reflects the commander’s intent for the operation.

c. Tailor the cards to the audience. ROE cards are intended for the widest distribution possible.
Ultimately, they will be put in the hands of an individual Soldier, Sailor, Airman, or Marine. Be aware of the
sophistication level of the audience and draft the card accordingly. ALWAYS REMEMBER that ROE are written
for commanders, their subordinates, and the individual service member charged with executing the mission on the
ground. They are not an exercise in lawyering.
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d. Keep the ROE card mission-specific. Though the commander may want to reinforce a few LOAC
principles in conjunction with ROE, the purpose of the card is to remind Soldiers of mission-specific issues that are
not part of the regular ROE training plan, but are specific to a particular mission. For example, items which are
normally on the ROE card include: (1) any forces that are declared hostile; (2) any persons or property that should
or may be protected with up to deadly force; and (3) detention issues, including circumstances authorizing detention
and the procedures to follow once someone is detained. Be aware that such information may be classified.

e. Anticipate changing rules. If the ROE change during an operation, two possible ways to
disseminate the information are: (1) change the color of the card stock used to produce the new ROE card (and
collect the old ones and destroy them); or (2) ensure every card produced has an “as of” date on it. Combined with
an aggressive training and refresher training program, this will help ensure Soldiers are operating with the current
ROE. ROE for a multi-phased operation, where the ROE are known in advance, should be published on a single
card so as to minimize confusion.

NOTE: Examples of ROE cards employed in various missions—from peacekeeping to combat—are
found at Appendix B of this chapter. These are not “go-bys” and cannot be *“cut-and-pasted” for any given
operation, but are intended to provide a frame of reference for the command/operations/JA team as they develop
similar tools for specific assigned operations.

G. Escalation of Force (EOF). Currently, one of the most important topics related to ROE is the concept of
Escalation of Force (EOF). EOF is not integral to the SROE,* and has been developed and emphasized during
recent operations. EOF can take several different forms.

1. Onone level, EOF is simply the modern variant of what used to be called “graduated force measures.”
When time and circumstances permit, Soldiers should attempt to use lesser means of force to respond to a threat.

2. In the last several years, EOF measures have been used as a “threat assessment process” that provide

Soldiers better information on whether an approaching person or vehicle is demonstrating hostile intent. For
example, the proper configuration of a Traffic Control Point (TCP) will allow Soldiers to slow vehicles down using
warnings (e.g., visual signs, loudspeakers, barricades, tire strips, laser pointers, laser dazzlers, warning shots, etc.).
An approaching vehicle’s response to both the physical layout of the TCP and the Soldiers’ actions can yield
valuable clues as to the driver’s intent, such that Soldiers can make more accurate determinations of whether hostile
acts or hostile intent are present.

3. Soldiers can apply EOF concepts at TCPs, during convoy operations or dismounted patrols. However,
the development of specific tactics, techniques, and procedures (TTPs) for use during convoy operations or
dismounted patrols is much more challenging, as it is difficult or impossible to configure the battlespace in the
manner that might be possible at a fixed, permanent TCP.

4. EOF concepts can be incorporated into the MDMP process.

5. References. The best reference for EOF is the Center for Army Lessons Learned (CALL) website
(https://www.call.army.mil), which contains valuable lessons learned regarding EOF, including the Escalation of
Force Handbook and the TCP Operations Handbook. EOF scenarios are currently available for Engagement Skills
Trainer 2000 (EST-2000), a video-based training system in use at many Army installations.

* Arguably, EOF is inherent in the principle of proportionality, while similar concepts may be referenced in Enclosure D.
® Randy Bagwell, The Threat Assessment Process (TAP): The Evolution of Escalation of Force, ARMY Law., Apr. 2008, at 5.
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INSTRUCTION

J-3 CJCSI 3121.01B
DISTRIBUTION: A, C,S 13 June 2005

STANDING RULES OF ENGAGEMENT/STANDING RULES FOR THE USE
OF FORCE FOR U.S. FORCES

References: Enclosures K and Q.

1. Purpose. To provide guidance on the standing rules of engagement (SROE) and establish standing
rules for the use of force (SRUF) for DoD operations worldwide. Use of force guidance contained in this
instruction supersedes that contained in DoD Directive 5210.56.

2. Cancellation. CJCSI3121.01A. 15 January 2000, CJCSI 3121.02, 31 May 2000 and CJCSI
3123.01B, 01 March 2002 are canceled.

3. Applicability.

a. The SROE (enclosures A through K) establish fundamental policies and procedures governing
the actions to be taken by U.S. commanders and their forces during all military operations and
contingencies and routine Military Department functions occurring outside U.S. territory (which includes
the 50 states, the Commonwealths of Puerto Rico and Northern Marianas, U.S. possessions, protectorates
and territories) and outside U.S. territorial seas. Routine Military Department functions include AT/FP
duties, but exclude law enforcement and security duties on DoD installations, and off installation while
conducting official DoD security functions, outside U.S. territory and territorial seas. SROE also apply to
air and maritime homeland defense missions conducted within U.S. territory or territorial seas, unless
otherwise directed by the Secretary of Defense (SecDef).

b. The SRUF (Enclosures L through Q) establish fundamental policies and procedures governing
the actions to be taken by U.S. commanders and their forces during all DoD civil support (e.g., military
assistance to civil authorities) and routine Military Department functions (including AT/FP duties)
occurring within U.S. territory or U.S. territorial seas. SRUF also apply to land homeland defense
missions occurring within U.S. territory and to DoD forces, civilians and contractors performing law
enforcement and security duties at all DoD installations (and off-installation while conducting official
DoD security functions, within or outside U.S. territory, unless otherwise directed by the SecDef). Host
nation laws and international agreements may limit U.S. forces' means of accomplishing their law
enforcement or security duties.

APPETDIXA
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4. Policy. 1AW Enclosures A (SROE) and L (SRUF).

5. Definitions. Definitions are contained in Joint Pub 1-02 and the enclosures. Enclosures K and G list
ROE/RUF references that provide additional specific operational guidance.

6. Responsibilities. The SecDef approves and the Chairman of the Joint Chiefs of Staff (CJCS)
promulgates SROE and SRUF for U.S. forces. The Joint Staff, Operations Directorate (J-3), is
responsible for the maintenance of this instruction, in coordination with OSD.

a. Commanders at all levels are responsible for establishing ROE/RUF for mission accomplishment
that comply with ROE/RUF of senior commanders, the Law of Armed Conflict, applicable international
and domestic law and this instruction.

b. Standing Rules of Engagement (SROE).

(1) Self-Defense. Unit commanders always retain the inherent right and obligation to exercise
unit self-defense in response to a hostile act or demonstrated hostile intent. Unless otherwise directed by
a unit commander as detailed below, military members may exercise individual self-defense in response
to a hostile act or demonstrated hostile intent. When individuals are assigned and acting as part of a unit,
individual self-defense should be considered a subset of unit self-defense. As such, unit commanders
may limit individual self-defense by members of their unit. Both unit and individual self-defense
includes defense of other U.S. Military forces in the vicinity.

(2) Mission Specific ROE.

(@) Supplemental measures allow commanders to tailor ROE for mission accomplishment
during the conduct of DoD operations. There are two types of supplemental measures:

1. Those supplemental measures that specify certain actions that require SecDef
approval (001-099 in Enclosure ).

2. Those supplemental measures that allow commanders to place limits on the use of
force during the conduct of certain actions (100-599 in Enclosure I). Enclosure | provides ROE
supplemental measures guidance.

(b) Supplemental measures may also be used by unit commanders to limit individual self-
defense by members of their unit, when in the context of exercising the right and obligation of unit self-
defense.

(c) Commanders at all levels may use supplemental measures to restrict SecDef-approved
ROE, when appropriate. U.S. commanders shall notify the SecDef, through the CJCS, as soon as
practicable, of restrictions (at all levels) placed on Secretary of Defense-approved ROE/RUF. In time
critical situations, make SecDef notification concurrently to the CICS. When concurrent notification is
not possible, notify the CJCS as soon as practicable after SecDef notification.
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(3) SROE are designed to be permissive in nature. Therefore, unless a specific weapon or tactic
requires Secretary of Defense or combatant commander approval, or unless a specific weapon or tactic is
restricted by an approved supplemental measure, commanders may use any lawful weapon or tactic
available for mission accomplishment.

c. Standing Rules for the Use of Force (SRUF).

(1) Self-Defense. Unit commanders always retain the inherent right and obligation to exercise
unit self-defense in response to a hostile act or demonstrated hostile intent. Unless otherwise directed by
a unit commander as detailed below, military members may exercise individual self-defense in response
to a hostile act or demonstrated hostile intent. When individuals are assigned and acting as part of a unit,
individual self-defense should be considered a subset of unit self-defense. As such, unit commanders
may limit individual self-defense by members of their unit. Both unit and individual self-defense
includes defense of other U.S. Military forces in the vicinity.

(2) Mission Specific RUF.

(@) Commanders may submit requests to the SecDef, through the CJCS, for mission-specific
RUF, as required.

(b) Commanders at all levels may restrict SecDef-approved RUF, when appropriate. U.S.
commanders shall notify the SecDef, through the CJCS, as soon as practicable, of restrictions (at all
levels) placed on Secretary of Defense-approved ROE/RUF. In time critical situations, make SecDef
notification concurrently to the CJCS. When concurrent notification is not possible, notify the CJCS as
soon as practicable after SecDef notification.

(3) Unlike SROE, specific weapons and tactics not approved within these SRUF require SecDef
approval.

7. Summary of Changes. This instruction is a comprehensive update and replacement of the existing
SROE and addresses SecDef guidance, USNORTHCOM establishment and
USSTRATCOM/USSPACECOM reorganization. In addition, SRUF guidance is added to allow this
single instruction to provide guidance for worldwide U.S. military operations. Existing combatant
commander standing ROE/RUF guidance should be reviewed for consistency. Existing SecDef-approved
mission-specific ROE/RUF remain in effect, unless otherwise noted.

8. Procedures.

a. Guidance for the use of force for self-defense and mission accomplishment is set forth in this
document. Enclosure A (less appendixes) is UNCLASSIFIED and is intended to be used as a ROE
coordination tool in developing combined or multi-national ROE, if necessary. Enclosure L is
UNCLASSIFIED and intended to be used with U.S. law enforcement agencies and organizations as a
RUF coordination tool in developing combined RUF, if necessary.
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b. Combatant commander requests for ROE supplemental measures and combatant commander
requests for mission-specific RUF will be submitted to the SecDef, through the CJCS, for approval.

c. Combatant commanders will also provide the following, when applicable:

(1) Notification to the SecDef, through the CJCS, as soon as practicable, of restrictions (at all
levels) placed on Secretary of Defense-approved ROE/RUF. In time critical situations, make SecDef
notification concurrently to the CJCS. When concurrent notification is not possible, notify the CJCS as
soon as practicable after SecDef notification.

(2) Notification of all supplemental measures, not requiring SecDef approval, to the SecDef
through the CJCS, as soon as practicable.

d. Geographic combatant commanders may augment these SROE/SRUF, as necessary, through
theater-specific ROE/RUF in order to reflect changing political and military policies, threats and missions
specific to their respective areas of operations.

e. Ensure that operational ROE/RUF currently in effect are made available on appropriately
classified command web sites.

9. Releasability. This instruction is approved for limited release. DoD components, including the
combatant commands and other Federal agencies may obtain this instruction through controlled Internet
access at http://www.js.smil.mil/masterfile/sjsimd/jel/Index.htm. Joint Staff activities may access or
obtain copies of this instruction from the Joint Staff local area network.

10. Effective Date. This instruction is effective upon receipt for all U.S. commanders and supersedes all
other nonconforming guidance. It is to be used as the basis for all subsequent mission-specific ROE/RUF
requests to SecDef and guidance promulgated by combatant commanders.

11. Document Security. This basic instruction is UNCLASSIFIED. Enclosures are classified as
indicated.

[/signed//
RICHARD B. MYERS

Chairman of the Joint Chiefs of Staff
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ENCLOSURE A
STANDING RULES OF ENGAGEMENT FOR U.S. FORCES

1. Purpose and Scope.

a. The purpose of the SROE is to provide implementation guidance on the application of force for
mission accomplishment and the exercise of self-defense. The SROE establish fundamental policies and
procedures governing the actions to be taken by U.S. commanders during all military operations and
contingencies and routine Military Department functions. This last category includes Antiterrorism/Force
Protection (AT/FP) duties, but excludes law enforcement and security duties on DoD installations, and
off-installation while conducting official DoD security functions, outside U.S. territory and territorial
seas. SROE also apply to air and maritime homeland defense missions conducted within U.S. territory or
territorial seas, unless otherwise directed by the SecDef.

b. Unit commanders at all levels shall ensure that individuals within their respective units
understand and are trained on when and how to use force in self-defense. To provide uniform training
and planning capabilities, this document is authorized for distribution to commanders at all levels and is
to be used as fundamental guidance for training and directing of forces.

c. The policies and procedures in this instruction are in effect until rescinded. Supplemental
measures may be used to augment these SROE.

d. U.S. forces will comply with the Law of Armed Conflict during military operations involving
armed conflict, no matter how the conflict may be characterized under international law, and will comply
with the principles and spirit of the Law of Armed Conflict during all other operations.

e. U.S. forces performing missions under direct control of heads of other USG departments or
agencies (e.g., Marine Corps Embassy Security Guards and other special security forces), operate under
use of force policies or ROE promulgated by those departments or agencies, when authorized by the
SecDef. U.S. forces always retain the right of self-defense.

f. U.S. Forces Operating With Multinational Forces.

(1) U.S. forces assigned to the operational control (OPCON) or tactical control (TACON) of a
multinational force will follow the ROE of the multinational force for mission accomplishment, if
authorized by SecDef order. U.S. forces retain the right of self-defense. Apparent inconsistencies
between the right of self-defense contained in U.S. ROE and the ROE of the multinational force will be
submitted through the U.S. chain of command for resolution. While a final resolution is pending, U.S.
forces will continue to operate under U.S. ROE.

(2) When U.S. forces, under U.S. OPCON or TACON, operate in conjunction with a
multinational force, reasonable efforts will be made to develop common ROE. If common ROE cannot
be developed, U.S. forces will operate under U.S. ROE. The multinational forces will be informed prior
to U.S. participation in the operation that U.S. forces intend to operate under U.S. ROE.
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(3) U.S. forces remain bound by international agreements to which the U.S. is a party even
though other coalition members may not be bound by them.

g. International agreements (e.g., status-of-forces agreements) may never be interpreted to limit
U.S. forces’ right of self-defense.

2. Policy.

a. Unit commanders always retain the inherent right and obligation to exercise unit self-defense in
response to a hostile act or demonstrated hostile intent.

b. Once a force is declared hostile by appropriate authority, U.S. forces need not observe a hostile
act or demonstrated hostile intent before engaging the declared hostile force. Policy and procedures
regarding the authority to declare forces hostile are provided in Appendix A to Enclosure A, paragraph 3.

c. The goal of U.S. national security policy is to ensure the survival, safety, and vitality of our
nation and to maintain a stable international environment consistent with U.S. national interests. U.S.
national security interests guide global objectives of deterring and, if necessary, defeating armed attack or
terrorist actions against the U.S., including U.S. forces, and, in certain circumstances, U.S. persons and
their property, U.S. commercial assets, persons in U.S. custody, designated non-U.S. military forces, and
designated foreign persons and their property.

d. Combatant Commander Theater-Specific ROE.

(1) Combatant commanders may augment these SROE as necessary by implementing
supplemental measures or by submitting supplemental measures requiring SecDef approval to the CJCS.
The mechanism for requesting and disseminating ROE supplemental measures is contained in
Enclosure I.

(2) U.S. commanders shall notify the SecDef, through the CJCS, as soon as practicable, of
restrictions (at all levels) placed on Secretary of Defense-approved ROE/RUF. In time-critical situations,
make SecDef notification concurrently to the CJCS. When concurrent notification is not possible, notify
the CJCS as soon as practicable after SecDef notification.

3. Definitions and Authorities.

a. Inherent Right of Self-Defense. Unit commanders always retain the inherent right and obligation
to exercise unit self-defense in response to a hostile act or demonstrated hostile intent. Unless otherwise
directed by a unit commander as detailed below, military members may exercise individual self-defense
in response to a hostile act or demonstrated hostile intent. When individuals are assigned and acting as
part of a unit, individual self-defense should be considered a subset of unit self-defense. As such, unit
commanders may limit individual self-defense by members of their unit. Both unit and individual self-
defense includes defense of other U.S. military forces in the vicinity.
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b. National Self-Defense. Defense of the United States, U.S. forces, and, in certain circumstances,
U.S. persons and their property, and/or U.S. commercial assets from a hostile act or demonstration of
hostile intent. Unit commanders may exercise National Self-Defense, as authorized in Appendix A to
Enclosure A, paragraph 3.

c. Collective Self-Defense. Defense of designated non-U.S. military forces and/or designated
foreign nationals and their property from a hostile act or demonstrated hostile intent. Only the President
or SecDef may authorize collective self-defense.

d. Declared Hostile Force. Any civilian, paramilitary or military force or terrorist(s) that has been
declared hostile by appropriate U.S. authority. Policy and procedures regarding the authority to declare
forces hostile are provided in Appendix A to Enclosure A, paragraph 3.

e. Hostile Act. An attack or other use of force against the United States, U.S. forces or other
designated persons or property. It also includes force used directly to preclude or impede the mission
and/or duties of U.S. forces, including the recovery of U.S. personnel or vital USG property.

f. Hostile Intent. The threat of imminent use of force against the United States, U.S. forces or other
designated persons or property. It also includes the threat of force to preclude or impede the mission
and/or duties of U.S. forces, including the recovery of U.S. personnel or vital USG property.

g. Imminent Use of Force. The determination of whether the use of force against U.S. forces is
imminent will be based on an assessment of all facts and circumstances known to U.S. forces at the time
and may be made at any level. Imminent does not necessarily mean immediate or instantaneous.

4. Procedures.

a. Principles of Self-Defense. All necessary means available and all appropriate actions may be
used in self-defense. The following guidelines apply:

(1) De-escalation. When time and circumstances permit, the forces committing hostile acts or
demonstrating hostile intent should be warned and given the opportunity to withdraw or cease threatening
actions.

(2) Necessity. Exists when a hostile act occurs or when a force demonstrates hostile intent.
When such conditions exist, use of force in self-defense is authorized while the force continues to commit
hostile acts or exhibit hostile intent.

(3) Proportionality. The use of force in self-defense should be sufficient to respond decisively
to hostile acts or demonstrations of hostile intent. Such use of force may exceed the means and intensity
of the hostile act or hostile intent, but the nature, duration and scope of force used should not exceed what
is required. The concept of proportionality in self-defense should not be confused with attempts to
minimize collateral damage during offensive operations.
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b. Pursuit. Self-defense includes the authority to pursue and engage forces that have committed a
hostile act or demonstrated hostile intent, if those forces continue to commit hostile acts or demonstrate
hostile intent.

c. Defense of U.S. Persons and Their Property, and Designated Foreign Persons.

(1) Within a Foreign Nation's U.S.-Recognized Territory, Airspace or Seas. The foreign nation
has the principal responsibility for defending U.S. persons and property within its territory, airspace or
seas. Detailed guidance is contained in Enclosures B, C and D.

(2) Outside territorial seas. Nation of registry has the principal responsibility for protecting
civilian vessels outside territorial seas. Detailed guidance is contained in Appendix A to Enclosure B
(Maritime Operations).

(3) InInternational Airspace. Nation of registry has the principal responsibility for protecting
civil aircraft in international airspace. Detailed guidance is contained in Enclosure C (Air Operations).

(4) In Space. Detailed guidance is contained in Enclosure E (Space Operations).

d. Piracy. U.S. warships and aircraft have an obligation to repress piracy on or over international
waters directed against any vessel or aircraft, whether U.S. or foreign flagged. For ship and aircraft
commanders repressing an act of piracy, the right and obligation of unit self-defense extend to the
persons, vessels or aircraft assisted. Every effort should be made to obtain the consent of the coastal state
prior to continuation of the pursuit if a fleeing pirate vessel or aircraft proceeds into the territorial sea,
archipelagic waters or airspace of that country.

e. Operations Within or in the Vicinity of Hostile Fire or Combat Zones Not Involving the United
States. U.S. forces should not enter or remain in areas in which hostilities (not involving the United
States) are imminent or occurring between foreign forces, unless directed by proper U.S. authority.

f. Right of Assistance Entry.

(1) Ships and, under certain circumstances, aircraft have the right to enter a foreign territorial sea
or archipelagic waters and corresponding airspace without the permission of the coastal state when
rendering emergency assistance to those in danger or distress from perils of the sea.

(2) Right of Assistance Entry extends only to rescues where the location of those in danger is
reasonably well known. It does not extend to entering the territorial sea, archipelagic waters or territorial
airspace to conduct a search.

(3) For ships and aircraft rendering assistance on scene, the right and obligation of unit
commanders to exercise unit self-defense extends to and includes persons, vessels or aircraft being
assisted. The extension of self-defense in such circumstances does not include interference with
legitimate law enforcement actions of a coastal nation. Once received on board the assisting ship or
aircraft, however, persons assisted will not be surrendered to foreign authority unless directed by the
SecDef.
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ENCLOSURE |
SUPPLEMENTAL MEASURES

1. Purpose and Scope. Supplemental measures enable commanders to tailor ROE for specific missions.
This enclosure establishes the procedures for formulation of, request for, and approval of supplemental
measures. Appendices A through E to Enclosure I list supplemental measures for commanders to use
when requesting and authorizing supplemental ROE measures.

2. Policy. IAW Enclosure A.

a. The goal in formulating ROE is to ensure they allow maximum flexibility for mission
accomplishment while providing clear, unambiguous guidance to the forces affected. ROE must be
properly crafted and commanders properly trained to avoid any hesitation when determining whether and
how to use force.

b. Operational ROE supplemental measures are primarily used to define limits or grant authority for
the use of force for mission accomplishment. However, unit commanders may issue supplemental
measures to limit individual self-defense by members of their units. The use of force for mission
accomplishment may sometimes be restricted by specific political and military goals that are often unique
to the situation. Developing and implementing ROE is a dynamic process that must be flexible enough to
meet changes in the operational situation. In addition to ROE, a commander must take into account the
assigned mission, the current situation, the higher commander's intent and all other available guidance in
determining how to use force for mission accomplishment.

c. The SROE are fundamentally permissive in that a commander may use any lawful weapon or
tactic available for mission accomplishment, unless specifically restricted by approved supplemental
measures or unless the weapon/tactic requires prior approval of the SecDef or a combatant commander.
Thus, other commanders are authorized to employ the full range of supplemental measures set forth in
measures 200 through 699 for mission accomplishment, unless specifically constrained by more
restrictive measures promulgated by higher authority.

d. Although normally used to place limits on the use of force for mission accomplishment,
supplemental measures may also be used specifically to authorize a certain action if clarity is required or
requested.

3. Obijectives. This enclosure establishes the procedures for formulation of, request for, and approval of
supplemental measures. Supplemental measures are intended to:

a. Provide enough of the framework underlying the policy and military guidance to enable the
commanders to appropriately address unforeseen situations when immediate decisions and reactions are
required. Commanders must never forget that ROE are a tool to guide them through their decision-
making process and can never substitute for their sound judgment.
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b. Provide clear and tactically realistic military policy and guidance to commanders on the
circumstances in which use of force can be used for mission accomplishment.

c. Enable subordinate commanders to request additional measures needed to carry out their mission.
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ENCLOSURE J
RULES OF ENGAGEMENT PROCESS

1. Purpose and Scope. Developing and implementing effective ROE are critical to mission
accomplishment. This enclosure provides guidelines for incorporating ROE development into the crisis
action planning (CAP) and deliberate planning processes by commanders and staff at all levels. All
supplemental measures not specifically requiring Presidential, SecDef or combatant commander approval
(001-199) are available for use by commanders unless expressly withheld by higher authority.

2. ROE Development.

a. General Guidelines.

(1) ROE are an operational issue and must directly support the operational concept. Once
assigned a mission, the commander and staff must incorporate ROE considerations into mission planning.
Operations planning and ROE development are parallel and collaborative processes that require extensive
integration.

(2) As missions develop and requirements emerge, it is natural to need to request supplemental
measures from higher headquarters for mission accomplishment. The issues addressed throughout the
planning process will form the basis for supplemental ROE requests requiring SecDef or combatant
commander approval in support of a selected course of action (COA). ROE development is a continuous
process that plays a critical role in every step of crisis action and deliberate planning.

(3) Due to the operational nature of ROE, the Director for Operations (J-3) and his staff are
responsible for developing ROE during crisis action planning. Likewise, the Director for Strategic Plans
and Policies (J-5) should play a large role in ROE development for deliberate planning.

(4) As an expert in the law of military operations and international law, the Staff Judge Advocate
(SJA) plays a significant role, with the J-3 and J-5, in developing and integrating ROE into operational
planning.

(5) ROE should be classified at the lowest level possible to ensure widest distribution to U.S.
forces.

b. Task Steps. The following steps can be used to assist staffs in developing and implementing
ROE during planning.

(1) Mission Analysis.

(@) Review the SROE, including any current combatant commander theater-specific ROE.
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(b) Review supplemental ROE measures already approved for the mission by higher
headquarters, and determine the need for existing authorizations.

(c) Review higher headquarters planning documents for political, military and legal
considerations that affect ROE. Consider tactical or strategic limitations on the use of force imposed by:

1. Higher headquarters in the initial planning documents.

2. U.S. law and policy.

3. International law, including the UN Charter.
4. HN law, policy and agreements.
5. For multinational or coalition operations:

=

Foreign forces ROE, NATO ROE, NORAD ROE and other RUF policies.
b. UN Security Council resolutions or other mission authority.

(d) Internal review of developed ROE by command ROE review team prior to submission
for execution or approval, as appropriate.

(e) Desired End State. Assess ROE requirements throughout pre-conflict, deterrence,
conflict and post -conflict phases of an operation. ROE should support achieving the desired end state.

(2) Planning Guidance.
(a) Review commander's planning guidance for considerations affecting ROE development.

(b) Ensure ROE considerations derived from commander's planning guidance are consistent
with those derived from initial planning documents.

(3) Warning Orders. Incorporate instructions for developing ROE in warning orders, as
required. Contact counterparts at higher, lower and adjacent headquarters, and establish the basis for
concurrent planning.

(4) Course of Action (COA) Development. Determine ROE requirements to support the
operational concept of each proposed COA.

(5) COA Analysis.
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(@) Analyze ROE during the wargaming process. In particular, assess each COA to identify
any ROE normally retained by a higher headquarters that must be delegated to subordinate commanders.
Identify ROE required by decision and decisive points.

(b) Refine ROE to support synchronizing each phase of proposed COAs.

(6) COA Comparison and Selection. Consider ROE during the COA comparison process,
including affects if ROE supplements are not authorized as requested.

(7) Commander's Estimate. Identify Presidential or SecDef-level ROE required to support
recommended COA.

(8) Preparation of Operations Order (OPORD).

(@) Prepare and submit requests for all supplemental ROE measures IAW Enclosure A.
Normally, the OPORD should not be used to request supplemental measures.

(b) Prepare the ROE appendix of the OPORD IAW CJCSM 3122.03 (JOPES Volume II:
Planning Formats and Guidance). The ROE appendix may include supplemental ROE measures that are
already approved.

(c¢) Include guidance for disseminating approved ROE that is consistent with SecDef-
approved guidance. Consider:

1. Developing "plain language” ROE.

2. Creating ROE cards.

3. Issuing special instructions (SPINS).
4. Distributing ROE to multinational forces or coalitions.
5. Issuing ROE translations (for coalitions).

(9) ROE Request and Authorization Process. Commanders will request and authorize ROE, as
applicable, IAW Enclosure A.

(10) ROE Control. The ROE process must anticipate changes in the operational environment and
modify supplemental measures to support the assigned mission. Commanders and their staffs must
continuously analyze ROE and recommend modifications to meet changing operational parameters.

(@) Ensure that only the most current ROE serial is in use throughout the force.
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(b) Catalog all supplemental ROE requests and approvals for ease of reference.

(c) Monitor ROE training.

(d) Modify ROE as required. Ensure that a timely, efficient staff process exists to respond to
requests for and authorizations of ROE changes.

3. Establish ROE Planning Cell. Commanders may use a ROE planning cell to assist in developing
ROE. The following guidelines apply:

a. The J-3is responsible for the ROE planning cell and, assisted by the SJA, develops supplemental
ROE.

b. ROE are developed as an integrated facet of crisis action and deliberate planning and are a
product of the Operations Planning Group (OPG) or Joint Planning Group (JPG), or equivalent staff
mechanism.

c. An ROE planning cell can be established at any echelon to refine ROE derived from the OPG or
JPG planning and to produce the most effective ROE requests and/or authorizations possible.
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Sample ROE Cards'

PeEACE ENFORCEMENT: KFOR (Albania, April 1999)

TASK FORCE HAWK ROE CARD
(The contents of this card are unclassified for dissemination to Soldiers)

NOTHING IN THESE RULES PROHIBITS OUR FORCES FROM EXERCISING THEIR
INHERENT RIGHT OF SELF DEFENSE.

1. AT ALL TIMES, USE NECESSARY FORCE, UP TO AND INCLUDING DEADLY FORCE:
a. Inresponse to an immediate threat of serious bodily injury or death against yourself, other NATO
Forces, or the Friendly Forces of other nations.
b. To prevent the immediate theft, damage, or destruction of: firearms, ammunition, explosives or
property designated as vital to national security.

2. AT ALL TIMES, USE FORCE LESS THAN DEADLY FORCE:
a. Inresponse to a threat less than serious bodily injury or death against yourself, other NATO Forces,
or the Friendly Forces of other nations.
b. To prevent the immediate theft, damage, or destruction of any NATO military property.

3. WHEN THE SITUATION PERMITS, USE A GRADUATED ESCALATION OF FORCE, TO
INCLUDE:

Verbal warnings to “Halt” or “ndalOHnee”

Show your weapons.

Show of force to include riot control formations.

Non-lethal physical force.

If necessary to stop an immediate threat of serious bodily harm or death, engage the threat with

deliberately aimed shots until it is no longer a threat.

PToooT®

4. SOLDIERS MAY SEARCH, DISARM, AND DETAIN PERSONS AS REQUIRED TO PROTECT THE
FORCE. DETAINEES WILL BE TURNED OVER TO APPROPRIATE HOST NATION
AUTHORITIES ASAP.

5. WARNING SHOTS ARE STRICTLY PROHIBITED.

6. TREAT ALL EPWsWITH DIGNITY AND RESPECT. RESPECT THE CULTURAL AND
RELIGIOUS BELIEFS OF ALL EPWs.

7. DO NOT RETAIN WAR TROPHIES OR ENEMY SOUVENIRS FOR YOUR PERSONAL USE.

8. DO NOT ENTER ANY MOSQUE, OR OTHER ISLAMIC RELIGIOUS SITE UNLESS NECESSARY
FOR MISSION ACCOMPLISHMENT AND DIRECTED BY YOUR COMMANDER.

9. IMMEDIATELY REPORT ANY VIOLATIONS OF THE LAW OF WAR, OR THE RULES OF
ENGAGEMENT TO YOUR CHAIN OF COMMAND, MPs, CHAPLAIN, IG, OR JAG OFFICER
REGARDLESS OF WHETHER FRIENDLY FORCES OR ENEMY FORCES COMMITTED THE
SUSPECTED VIOLATION.

10. THE AMOUNT OF FORCE AND TYPE OF WEAPONS USED SHOULD NOT SURPASS THAT
AMOUNT CONSIDERED NECESSARY FOR MISSION ACCOMPLISHMENT. MINIMIZE ANY
COLLATERAL DAMAGE.

! For additional examples of ROE cards from past operations, see www.jagcnet.army.mil/clamo.
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PeEACE ENFORCEMENT: KFOR (Kosovo, June 1999)

Front Side

KFOR RULES OF ENGAGEMENT FOR USE IN KOSOVO

SOLDIER'S CARD

To be carried at all times.

MISSION. Your mission is to assist in the implementation of and to help ensure
compliance with a Military Technical Agreement (MTA) in Kosovo.

SELF-DEFENSE.

a. You have the right to use necessary and proportional force in self-defense.
b. Use only the minimum force necessary to defend yourself.

GENERAL RULES.

a. Use the minimum force necessary to accomplish your mission.

Hostile forces/belligerents who want to surrender will not be harmed. Disarm them
and turn them over to your superiors.

Treat everyone, including civilians and detained hostile forces/belligerents, humanely.
Collect and care for the wounded, whether friend or foe.

Respect private property. Do not steal. Do not take “war trophies.”

Prevent and report all suspected violations of the Law of Armed Conflict to superiors.

=3

+o a0

CHALLENGING AND WARNING SHOTS.

a. If the situation permits, issue a challenge:

- InEnglish: "NATO! STOP OR | WILL FIRE!"
Or in Serbo-Croat: "NATO! STANI ILI PUCAM!"
(Pronounced as: "NATO! STANI ILI PUTSAM!)
Or in Albanian: "NATO! NDAL OSE UNE DO TE QELLOJ!
(Pronounced as: "NATO! N'DAL OSE UNE DO TE CHILLOY!)

b. If the person fails to halt, you may be authorized by the on-scene commander or by
standing orders to fire a warning shot.
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PeEACE ENFORCEMENT: KFOR (Kosovo, June 1999)

Reverse Side

OPENING FIRE.

a. You may open fire only if you, friendly forces or persons or property under your
protection are threatened with deadly force. This means:

(1) You may open fire against an individual who fires or aims his weapon at, or
otherwise demonstrates an intent to imminently attack, you, friendly forces, or
Persons with Designated Special Status (PDSS) or property with designated
special status under your protection.

(2) You may open fire against an individual who plants, throws, or prepares to throw,
an explosive or incendiary device at, or otherwise demonstrates an intent to
imminently attack you, friendly forces, PDSS or property with designated special
status under your protection.

(3) You may open fire against an individual deliberately driving a vehicle at you,
friendly forces, or PDSS or property with designated special status.

b. You may also fire against an individual who attempts to take possession of friendly
force weapons, ammunition, or property with designated special status, and there is no
way of avoiding this.

c. You may use minimum force, including opening fire, against an individual who

unlawfully commits or is about to commit an act which endangers life, in
circumstances where there is no other way to prevent the act.

MINIMUM FORCE.

a. If you have to open fire, you must:
- Fire only aimed shots; and
- Fire no more rounds than necessary; and
- Take all reasonable efforts not to unnecessarily destroy property; and
- Stop firing as soon as the situation permits.

b. You may not intentionally attack civilians, or property that is exclusively civilian or
religious in character, except if the property is being used for military purposes or
engagement is authorized by the commander.
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ARMED CONFLICT: DESERT STORM (IrRAQ, 1991)

DESERT STORM
RULES OF ENGAGEMENT

ALL ENEMY MILITARY PERSONNEL AND VEHICLES TRANSPORTING
THE ENEMY OR THEIR SUPPLIES MAY BE ENGAGED SUBJECT TO THE
FOLLOWING RESTRICTIONS:

A. Do not engage anyone who has surrendered, is out of battle due to sickness or wounds, is
shipwrecked, or is an aircrew member descending by parachute from a disabled aircraft.

B. Avoid harming civilians unless necessary to save U.S. lives. Do not fire into civilian
populated areas or buildings which are not defended or being used for military purposes.

C. Hospitals, churches, shrines, schools, museums, national monuments, and other historical
or cultural sites will not be engaged except in self defense.

D. Hospitals will be given special protection. Do not engage hospitals unless the enemy
uses the hospital to commit acts harmful to U.S. forces, and then only after giving a
warning and allowing a reasonable time to expire before engaging, if the tactical situation
permits.

E. Booby traps may be used to protect friendly positions or to impede the progress of enemy
forces. They may not be used on civilian personal property. They will be recovered and
destroyed when the military necessity for their use no longer exists.

Looting and the taking of war trophies are prohibited.

Avoid harming civilian property unless necessary to save U.S. lives. Do not attack
traditional civilian objects, such as houses, unless they are being used by the enemy for
military purposes and neutralization assists in mission accomplishment.

H. Treat all civilians and their property with respect and dignity. Before using privately
owned property, check to see if publicly owned property can substitute. No
requisitioning of civilian property, including vehicles, without permission of a company
level commander and without giving a receipt. If an ordering officer can contract the
property, then do not requisition it.

I.  Treat all prisoners humanely and with respect and dignity.

J. ROE Annex to the OPLAN provides more detail. Conflicts between this card and the
OPLAN should be resolved in favor of the OPLAN.

O m

REMEMBER

FIGHT ONLY COMBATANTS.

ATTACK ONLY MILITARY TARGETS.

SPARE CIVILIAN PERSONS AND OBJECTS.

RESTRICT DESTRUCTION TO WHAT YOUR MISSION REQUIRES.

N s
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ARMED CONFLICT (MAJOR COMBAT OPERATIONS): OPERATION IRAQI FREEDOM (IrRAQ, 2003)

CFLCC ROE Card

1. On order, enemy military and paramilitary forces are declared hostile and may be attacked
subject to the following instructions:

a. Positive identification (PID) is required prior to engagement. PID is a reasonable
certainty that the proposed target is a legitimate military target. If not PID, contact your next
higher command for decision.

b. Do not engage anyone who has surrendered or is out of battle due to sickness or wounds.

c. Do not target or strike any of the following except in self defense to protect yourself,
your unit, friendly forces, and designated persons or property under your control:

e Civilians
e  Hospitals, mosques, churches, shrines, schools, museums, national monuments, and
any other historical and cultural sites.

d. Do not fire into civilian populated areas or buildings unless the enemy is using them for
military purposes or if necessary for your self-defense. Minimize collateral damage.

e. Do not target enemy infrastructure (public works, commercial communication facilities,
dams). Lines of communication (roads, highways, tunnels, bridges, railways), and economic
objectives (commercial storage facilities, pipelines) unless necessary for self defense or if ordered
by your commander. If you must fire on these objects to engage a hostile force, disable and
disrupt, but avoid destruction of these objects if possible.

2. The use of force, including deadly force, is authorized to protect the following:

e Yourself, your unit, and friendly forces.

e  Enemy prisoners of war.

e  Civilians from crimes that are likely to cause death or serious bodily harm, such as
murder or rape.

e Designated civilians and/or property, such as personnel of the Red Cross/Red Crescent,
UN, and U.S./UN supported organizations.

3. Treatall civilians and their property with respect and dignity. Do not seize civilian property,
including vehicles, unless you have permission of a company level commander and you give a
receipt to the property’s owner.

4. Detain civilians if they interfere with mission accomplishment or if required for self defense.

5. CENTCOM General Order No. 1A remains in effect. Looting and the taking of war trophies
are prohibited.

REMEMBER
e  Attack enemy forces and military targets
e  Spare civilians and civilian property, if possible.
e  Conduct yourself with dignity and honor.
e  Comply with the Law of War. If you see a violation, report it.

These ROE will remain in effect until your commander orders you to transition to post-hostilities
ROE

As of 311334Z JAN 03
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ARMED CONFLICT (STABILITY OPERATIONS): OPERATION IRAQI FREEDOM (IrRAQ, 2005)

MNC-1 ROE CARD

YOU ALWAYS HAVE THE RIGHT TO USE NECESSARY AND PROPORTIONAL
FORCE TO DEFEND YOURSELF

1. You may engage the following individuals based on their conduct:
e  Persons who are committing hostile acts against CF.
e  Persons who are exhibiting hostile intent toward CF.

2. Positive Identification (PID) is required prior to engagement. PID is a reasonable
certainty that the proposed target is a legitimate military target.

3. Escalation of force Measures (EOF). When time and circumstances permit, EOF Measures
assist CF to determine whether hostile act/intent exists in a particular situation. When you are
confronted with a hostile act or demonstration of hostile intent that threatens death or serious bodily
injury, you may use deadly force without proceeding through EOF measures.

4. Warning Shots. In general, CF may only use warning shots in situations where deadly force
is authorized or in EOF situations.

5. The use of force, including deadly force, is authorized to protect the following: (1)
yourself, your unit, and other friendly forces; (2) detainees; (3) civilians from crimes that are likely
to cause death or serious bodily harm, such as murder or rape; (4) personnel or property designated
by the OSC when such actions are necessary to restore order and security.

6. You may DETAIN civilians based on a reasonable belief that the person: (1) is interfering
with CF mission accomplishment; (2) is on a list of persons wanted for questioning, arrest, or
detention; (3) is or was engaged in criminal activity; or (4) must be detained for imperative reasons
of security. Anyone you detain MUST be protected. You MUST fill out a detainee apprehension
card for EVERY person you detain.

Law of Armed Conflict Principles:

a. Use of Force. The use of force will be necessary and proportional to comply with the
LOAC.

b. Only Attack Legitimate Military Targets. All personnel must ensure that, prior to any
engagement, non-combatants and civilian structures are distinguished from proper military targets.

¢.  Minimize Collateral Damage. Military operations will, in so far as possible, minimize
incidental injury, loss of life, and collateral damage.

d. Do not target or strike anyone who has surrendered or is out of combat due to sickness
or wounds.

e. Do not target or strike hospitals, mosques, churches, shrines, schools, museums,
national monuments, and any other historical and cultural sites, civilian populated areas or
buildings UNLESS the enemy is using them for military purposes or if necessary for your self-
defense.

f. Do not target or strike Iraqgi infrastructure (public works, commercial communication
facilities, dams), Lines of Communication (roads, highways, tunnels, bridges, railways) and
Economic Objects (commercial storage facilities, pipelines) UNLESS necessary for self-defense or
is ordered by your commander. If you must fire on these objects, fire to disable and disrupt rather
than destroy.

g. Treatall civilians and their property with respect and dignity. Do not seize civilian
property, including vehicles, unless the property presents a security threat. When possible, give a
receipt to the property’s owner.

e MNC-I General Order No. 1 is in effect. Looting and the taking of war trophies are
prohibited.

e ALL personnel MUST report any suspected violations of the Law of War committed by
any U.S., friendly, or enemy force. Notify your chain of command, Judge Advocate, IG,
Chaplain, or appropriate service-related investigative branch (e.g., CID, NCIS).

These ROE are in effect as of 27 Mar 07
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CHAPTER 6

INTELLIGENCE LAW AND INTERROGATION OPERATIONS

REFERENCES

National Security Act of 1947, 50 U.S.C. §8§ 401-441d.
Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. §§ 1801-1885c.
Classified Information Procedures Act of 1980, 18 U.S.C. App. 3 §§ 1-13.
Congressional Oversight Act, 50 U.S.C. § 413.
Executive Order No. 12333, United States Intelligence Activities, 46 FR 59941 (4 Dec. 1981), as
amended by Executive Order 13284 (2003), Executive Order 13355 (2004) and Executive Order
13470 (2008).
6. Intelligence Reform and Terrorism Prevention Act of 2004 (codified in scattered sections of 50
U.S.C.).
7. Detainee Treatment Act of 2005, Pub. L. 109-148, Div. A, Title X, SEC. 1002-1006; and 42
U.S.C. § 2000dd-2000dd-1.
8. DEeP’T OF DEFENSE, DIR. 2310.01E, THE DEPARTMENT OF DEFENSE DETAINEE PROGRAM (5 Sept.
2006).
9. DepP’T OF DEFENSE, DIR. 2311.01E, DoD LAw oF WAR PROGRAM (9 May 2006, incorporating
Change 1, 15 Nov. 2010).
10. DeP’T oF DEFENSE, DIR. 3115.09, DOD INTELLIGENCE INTERROGATIONS, DETAINEE
DEBRIEFINGS, AND TACTICAL QUESTIONING (11 Oct. 2012)
11. DEeP’T oF DEFENSE, REG. 5240.1-R, PROCEDURES GOVERNING THE ACTIVITIES OF DoD
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13. U.S. DEP’T OF ARMY, FIELD MANUAL 2-22.3, HUMAN INTELLIGENCE COLLECTOR OPERATIONS (6
Sept. 2006).
14. U.S. DEP’T OF ARMY, FIELD MANUAL 3-24, COUNTERINSURGENCY (15 Dec. 2006).
15. Executive Order No. 13491, Ensuring Lawful Interrogations (22 Jan. 2009).
16. U.S. DEPT’ OF DEF., INSTR. 1100.22, POLICY AND PROCEDURES FOR DETERMINING WORK FORCE
Mix (12 Apr. 2010).
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I. INTRODUCTION

A. Overview. Intelligence is information and knowledge about an adversary obtained through observation,
investigation, analysis, or understanding. Information superiority is essential to a commander in conducting
operations and in accomplishing his or her mission. Intelligence collection activities, to include intelligence
interrogations, have become a sophisticated and essential element of mission command. Intelligence collection
activities involve the collection of military and military-related foreign intelligence and counterintelligence, based
on collection requirements. Because intelligence is so important to the commander, operational lawyers must
understand the basics of intelligence law, including how law and policy pertain to the collection of human
intelligence (HUMINT).. The importance of the role of intelligence in current operations worldwide cannot be
overstated, particularly with respect to counterinsurgency (COIN) and counterterrorism (CT) operations, where—as
discussed in detail in chapter 3 of FM 3-24 (Counterinsurgency)—interrogation operations and HUMINT are
essential.

B. Intelligence in General. Intelligence can be either strategic or tactical. Strategic intelligence is
information required for the formation of policy and military plans at the national and international levels. This
intelligence is normally nonperishable and is collected and analyzed for the consumer on a long-term basis. Tactical
intelligence, on the other hand, is information required for the planning and conduct of tactical operations. It is
usually perishable and temporary in nature. In all, there are seven intelligence disciplines: human intelligence
(HUMINT); imagery intelligence (IMINT); signals intelligence (SIGINT); measurement and signature intelligence
(MASINT); open-source intelligence (OSINT); technical intelligence (TECHINT); and counterintelligence (Cl).

C. Legal Basis. The statutory and policy authorities for intelligence law are listed under References above.

109 Chapter 6
Intelligence Law and Interrogation Operations



D. The Intelligence Community. The U.S. intelligence community is made up of 16 intelligence agencies.
The Department of Defense (DoD) has eight of these intelligence agencies: Defense Intelligence Agency (DIA);
National Security Agency (NSA); National Geospatial-Intelligence Agency (NGA); National Reconnaissance Office
(NRO); and the intelligence commands of the Army, Navy, Air Force, and Marine Corps. In December 2004, the
Intelligence Reform and Terrorism Prevention Act separated the head of the U.S. intelligence community from the
head of the Central Intelligence Agency. Today, the head of the U.S. intelligence community and principal advisor
to the President on all foreign and domestic intelligence matters is the Director of National Intelligence (DNI). In
addition to creating the DNI and its corresponding office (ODNI), the 2004 legislation also reprioritized national
intelligence collection efforts. Rather than collecting intelligence based upon geographic regions, ODNI coordinates
collection efforts based upon the type of threat, such as terrorism or nuclear proliferation. Various centers within
ODNI coordinate and prioritize national collection efforts within the established threat areas. Intelligence activities
within DoD include responding to collection taskings from the ODNI as well as: collecting, producing, and
disseminating military and military-related foreign intelligence and counterintelligence; and protecting DoD
installations, activities, and employees.

I1. OPERATIONAL ISSUES

A. Scope. Aspects of intelligence law exist in all operations. It is imperative that operational lawyers
consider intelligence law when planning and reviewing both operations in general and intelligence operations in
particular. The Adaptive Planning and Execution (APEX) Planning Formats and Guidance format puts the
intelligence section at Annex B of the operations plan (OPLAN) / concept plan (CONPLAN). (See this Handbook’s
chapter on Military Decision Making Process and OPLANS, which includes the APEX format and each annex and
appendix.) Annex B is the starting point for the Judge Advocate (JA) to participate in the intelligence aspects of
operational development.

B. Intelligence collection. The authority for and restrictions on collection of intelligence against U.S.
persons stems from Executive Order (E.O.) 12333, as amended, which requires all government agencies to
implement guidance consistent with the Order. The Department of Defense’s implementation of E.O. 12333 is
contained in DoDD 5240.1 and its accompanying regulation, DoD 5240.1-R. Each service has issued
complementary guidance, though they are all based on the text of DoD 5240.1-R. Army Regulation (AR) 381-10 is
the Army guidance. It is important to recognize that certain portions of DoD 5240.1-R, as well as the
complementary service guidance, also apply to intelligence activities relating to non-U.S. persons.

1. DoD 5240.1-R sets forth procedures governing the collection, retention, and dissemination of
information concerning U.S. persons by DoD Intelligence Components. Most importantly, this Regulation requires
that information identifying a U.S. person be collected by a DoD intelligence component only if it is necessary in the
conduct of a function assigned to the collecting component. Army Regulation 381-10 further refines this
requirement by mandating that a military intelligence element may only collect information concerning U.S. persons
if it has the mission and authority to conduct an intelligence activity, and there is a link between the U.S. person
information to be collected and the element’s assigned mission and function.

2. Two threshold questions regarding intelligence collection must be addressed. The first of these
questions involves whether information has been “collected.” Information is collected when it has been received, in
intelligible form (as opposed to raw data), for use by an employee of an intelligence component in the course of his
or her official duties." The second question involves whether the information collected is about a “U.S. person.” A
“U.S. person” is generally defined as a U.S. citizen; permanent resident alien; a corporation incorporated in the U.S.;
or an association substantially composed of U.S. citizens or permanent resident aliens. A person or organization
outside the United States and aliens inside the United States shall be presumed not to be a U.S. person unless
specific information to the contrary is obtained. However, if it cannot be established whether an individual in the
United States is a U.S. person or alien, then the individual will be presumed to be a U.S. person. Military
intelligence elements must exercise great caution in using the non-U.S. person presumption. Any information that
indicates an individual who appears to be an alien might possess U.S. citizenship (or be a permanent resident alien)
must be resolved prior to relying on the presumption in making a collection decision.

! Army Regulation 381-10 adds to this threshold question. See U.S. DEP’T oF ARMY, ReG. 381-10, U.S. ARMY INTELLIGENCE
AcTivITIES (3 May 2007). According to AR 381-10, for information to be collected it must also be “intended for intelligence
use.” 1d. However, Judge Advocates must keep in mind that when there is a conflict between DoD 5240.1-R and AR 381-10, the
DoD regulation controls.
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3. Collection. Once it has been determined that a collection will be against a U.S. person, the analysis
then turns to whether the information may be properly collected. Procedure 22 of DoD 5240.1-R governs this area.
In that regard, the intelligence component must have a mission to collect the information, the information must fit
within one of thirteen categories presented in Procedure 2, and the information must be collected by the least
intrusive means.’

4. Retention. Once collected, the component should determine whether the information may be retained
(Procedure 3 of DoD 5240.1-R). In short, properly collected information may be retained. If the information was
incidentally collected (that is, collected without a Procedure 2 analysis), it may be retained if post-collection analysis
indicates that it could have been properly collected. Information may be temporarily retained for up to ninety days
solely for the purpose of determining its proper retainability.

5. Dissemination. Procedure 4 of DoD 5240.1-R governs dissemination of U.S. person information
outside of the intelligence component that collected and retained it. In general, there must be a reasonable belief the
recipient agency or organization has a need to receive such information to perform a lawful government function.
However, if disseminating to another intelligence component, this determination need not be made by the
disseminating military intelligence element, because the recipient component is required to do so.

C. Special Collection Techniques. DoD 5240.1-R addresses special means of collecting intelligence in
subsequent Procedures. These Procedures describe the permissible techniques, the permissible targets, and the
approval authority for special collection techniques. The JA confronting any of these techniques must consult the
detailed provisions of DoD 5240.1-R and AR 381-10, and should seek clarifying guidance from the Operational
Law Branch of the Office of the Staff Judge Advocate, U.S. Army Intelligence and Security Command (INSCOM).

1. Electronic Surveillance — Procedure 5.

2. Concealed Monitoring — Procedure 6.

3. Physical Searches — Procedure 7.

4. Searches and Examinations of Mail — Procedure 8.

5. Physical Surveillance — Procedure 9.

6. Undisclosed Participation in Organizations — Procedure 10.

According to AR 381-10, paragraph 1-6(a), a legal advisor must review all activities conducted pursuant to
Procedures 5-13. Both INSCOM and the U.S. Army Intelligence Center (USAIC) offer assistance with conducting
these legal reviews as well as training in special collection techniques. The OTJAG International and Operational
Law Division may also be contacted for assistance in interpretations of DoD 5240.1-R and AR 381-10, as well as
questions concerning legal reviews of intelligence operations.

D. Counterintelligence. Counterintelligence is information that is gathered or activities conducted to protect
against espionage and other intelligence activities, as well as international terrorism. Such intelligence activities are
conducted in connection with foreign powers, hostile organizations, or international terrorists. Counterintelligence
is concerned with identifying and counteracting threats to our national security.

1. Within the United States, the FBI has primary responsibility for conducting counterintelligence and
coordinating the counterintelligence efforts of all other U.S. government agencies.* Coordination with the FBI will
be in accordance with the Agreement Governing the Conduct of Defense Department Counterintelligence Activities
in Conjunction with the Federal Bureau of Investigation, between the Attorney General and the Secretary of
Defense, April 5, 1979, as supplemented by later agreements.

2. Outside the United States, the CIA has primary responsibility for conducting counterintelligence and
coordinating the counterintelligence efforts of all other U.S. government agencies.® Procedures for coordinating

% The chapters of DoD 5240.1-R are referred to as procedures. Executive 12333 states, “Elements of the Intelligence Community
are authorized to collect, retain or disseminate...only in accordance with procedures established by [the Secretary of Defense].”
Emphasis added.

% Again, consider AR 381-10, supra note 1, para. 1-5.a., which requires Army elements to have a mission and authority outside of
AR 381-10.

4 E.O. 12333, 1 1.14(a).

®E.O. 12333, 1 1.8(c) and (d).
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counterintelligence efforts are found in Director of Central Intelligence Directive 5/1 (DCID 5/1), and subsequent
Intelligence Community Directives (ICD).

3. The Department of Defense has primary responsibility for conducting military-related
counterintelligence worldwide.® These activities are typically carried out by Service counterintelligence units.
Coordination of effort with the FBI or CIA is still required in most cases.

E. Military Source Operations (MSO). MSO refer to the collection of foreign military and military-related
intelligence by humans from humans. MSO is but one aspect of HUMINT. Only specially trained and qualified
personnel may conduct MSO. Field Manual 2-22.3, chapter 5, discusses MSO in general. Typically, MSO
operations are classified, but help with providing necessary legal support is available from INSCOM, OTJAG, and
USAIC. Key considerations for the Judge Advocate include knowing the different types of source operations,
knowing what training is required to conduct those operations and knowing the necessary approval authorities.

F. Support Issues Concerning Intelligence Operations. Sound fiscal law principles apply to the support of
intelligence operations. Money and property must be accounted for, and goods and services must be procured using
appropriate federal acquisition regulations. Judge Advocates dealing with expenditures in support of intelligence
operations should be familiar with the regulations regarding contingency funding, property accountability, secure
environment contracting, and the annual intelligence appropriations acts. Intelligence Contingency Funds (ICF) are
appropriated funds to be used for intelligence activities when the use of other funds is not applicable or would either
jeopardize or impede the mission of the intelligence unit. Most publications concerning ICF are classified; however,
AFI 14-101" is an unclassified publication that provides a basic understanding of ICF.

G. Intelligence Oversight. A critical aspect of all intelligence operations and activities is overseeing their
proper execution, particularly when they relate to collection of intelligence against U.S. persons. A JA may be
called upon to advise an intelligence oversight officer of an intelligence unit. Executive Order 12333, the
Intelligence Oversight Act (50 U.S.C. § 413), DoD 5240.1-R, and AR 381-10 provide the proper statutory,
Presidential directive, or regulatory guidance regarding intelligence oversight, to include detailed requirements for
reporting violations of intelligence procedures.

11l. HUMAN INTELLIGENCE COLLECTOR OPERATIONS [ARMY FIELD MANUAL (FM) 2-22.3]

A. Army Field Manual (FM) 2-22.3 is a September 2006 manual that provides doctrinal guidance, techniques,
and procedures for interrogators® to support a commander’s intelligence needs. Field Manual 2-22.3 was effectively
incorporated into federal law through the Detainee Treatment Act of 2005 (DTA 2005). Operational JAs working
with units involved in HUMINT collection, particularly interrogations, must be familiar with DTA 2005; Chapters 5
and 8, and Appendices K and M, of FM 2-22.3; Department of Defense Directive (DoDD) 3115.09, Department of
Defense Intelligence Interrogations, Detainee Debriefings, and Tactical Questioning, dated 3 November 2005; and
DoDD 2310.01E, DoD Detainee Program, dated 5 September 2006, which requires that all detainees be treated
humanely. All persons subject to the directive shall apply “the standards articulated in Common Article 3 to the
Geneva Conventions of 1949.”

1. Interrogation. Defined by FM 2-22.3 as “the systematic effort to procure information to answer
specific collection requirements by direct and indirect questioning techniques of a person who is in the custody of
the forces conducting the questioning.” The ONLY personnel who may conduct interrogations are trained and
certified interrogators. There are specific courses that train and certify interrogators. These courses are run
exclusively by USAIC or the Navy-Marine Corps Intelligence Training Center, and are approved by DIA.

2. Tactical Interrogation at Brigade and Below. Tactical Interrogations are interrogations conducted at
the point of capture. Such interrogations are only authorized pursuant to theater specific requirements and
approvals. As with interrogations conducted at a fixed interrogation facility, only trained and certified interrogators
may conduct tactical interrogations . DoD personnel not trained and certified to interrogate may only conduct
“tactical questioning.”

®E.0. 12333, 1 1.11(b).

"U.S. DEP’T oF AIR FORCE, INSTR. 14-101, Intelligence Contingency Funds (30 Apr. 2009).

8 In this chapter, the term interrogator is used generically, but the reader should realize that there are HUMINT collectors and
interrogators. A trained and certified interrogator may conduct interrogations, but may not conduct other HUMINT collector
tasks, whereas a trained and certified HUMINT collector may conduct all HUMINT collector tasks including interrogations.
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3. Tactical Questioning. According to FM 2-22.3, tactical questioning (often times referred to as “TQ”)
is “the expedient initial questioning for information of immediate tactical value.” DoDD 3115.09 defines TQ as
“direct questioning by any DoD personnel of a captured or detained person to obtain time-sensitive tactical
intelligence, at or near the point of capture or detention.” This is the only type of questioning that a non-trained,
non-certified person may conduct with a detainee (note that DoDD 3115.09 requires “DoD personnel who conduct,
support, po participate in tactical questioning shall be trained, at a minimum in the law of war and humane treatment
standards”).

4. Detainee Treatment Act of 2005 (DTA of 2005) (part of the 2006 Department of Defense
Appropriations Act, Pub. Law No. 109-163 and PL 109-148).

a. §1002(a): No person in the custody or under the effective control of the Department of Defense
or under detention in a Department of Defense facility shall be subject to any treatment or technique of interrogation
not authorized by and listed in the United States Army Field Manual on Intelligence Interrogation.

b. 8§1003(a): No individual in the custody or under the physical control of the United States
Government, regardless of nationality or physical location, shall be subject to cruel, inhuman, or degrading
treatment or punishment.

c. §1005: Includes provisions for status review of detainees outside the U.S.

d. Based on enactment of the DTA of 2005, only those approach techniques contained in Chapter 8
and Appendix M of FM 2-22.3 are legal. Unlike most doctrine, this is not merely a recommendation for how to
conduct operations; rather, FM 2-22.3 literally defines the legal limits of interrogation operations.

e. The DTA of 2005 applies to all DoD personnel, both military and civilian, at all times, in all
locations, and to all others conducting interrogation operations in DoD facilities.

5. Field Manual 2-22.3 offers two tests that an interrogator should consider before submitting an
interrogation plan for approval:

a. If the proposed approach technique were used by the enemy against one of your fellow Soldiers,
would you believe the Soldier had been abused?

b. Could your conduct in carrying out the proposed technique violate a law or regulation? Keep in
mind that even if you personally would not consider your actions to constitute abuse, the law may be more
restrictive.

c. If you answer yes to either of these tests, the contemplated action should not be conducted.

B. Training provides interrogators with the basic standards for interrogations in detainee operations. This is
the “THINK” model:

1. Treat all detainees with the same standard.

a. DoDD 2311.01E, DoD Law of War Program, 9 May 2006 (incorporating Change 1 of November
15, 2010): DoD personnel will “comply with the Law of War during all armed conflicts, however such conflicts are
characterized, and in all other military operations.”

b. DoDD 2310.01E, DoD Detainee Program, 5 September 2006: “All detainees shall be treated
humanely, and in accordance with U.S. Law, the Law of War, and applicable U.S. policy.”

c. From an interrogator’s perspective, status may matter in the following situations:

(1) Use of the separation approach technique: not authorized for use against individuals protected
by GC 11l (POW’s)®; and

(2) Use of the incentive approach: may not deny the detainee anything entitled by law (there is a
difference in entitlements between a civilian internee, lawful enemy combatant, unlawful enemy combatant, and a
retained person).

® FM 2-22.3 authorizes separation against “unlawful enemy combatants”. However, that term has been replaced by “unprivileged
enemy belligerents” in official references. Regardless of the term used, the key legal principle is that the separation approach is
not an authorized approach against individuals protected by GC 1.
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2. Humane treatment is the standard. Enclosure 4 of DoDD 2310.01E is called the detainee treatment
policy. It provides the minimum standards of humane treatment for all detainees and applies to detainees from the
point of capture on. This policy requires that:

a. Adequate food, drinking water, shelter, clothing, and medical treatment be given;
b. Free exercise of religion, consistent with the requirements for detention, be allowed:;

c. All detainees be respected as human beings. They will be protected against threats or acts of
violence including rape, forced prostitution, assault, theft, public curiosity, bodily injury, and reprisals. They will
not be subjected to medical or scientific experiments. They will not be subjected to sensory deprivation. This list is
not exclusive.

3. Interrogators interrogate.
a. Pursuant to DoDD 3115.09:
(1) Only trained and certified interrogators may interrogate;

(2) Non-interrogators and non-trained/non-certified interrogators may only ask direct questions,
may not use any other approach/technique, and may not “set the conditions” for an interrogation.

b. Non-interrogators and non-trained/certified interrogators may provide passively obtained
information to trained and certified interrogators for use during interrogations. For example, an MP may tell the
interrogator about leaders in the facility, habits of a detainee, groups that have formed in the facility, and other
information that the MP has observed during the normal performance of his/her duties.

4. Need to report abuses.

a. Pursuant to DoDD 3115.09, all DoD personnel (including contractors) must report any “suspected
or alleged violation of DoD policy, procedures, or applicable law relating to intelligence interrogations, detainee
debriefings or tactical questioning, for which there is credible information.”

b. FM 2-22.3 requires “all persons who have knowledge of suspected or alleged violations of the
Geneva Conventions . . . to report such matters.”

¢. Reports should be made to the chain of command unless the chain of command is involved, in
which case the report should be made to one of the following: SJA, IG, Chaplain, or Provost Marshal.

d. Failure to report may be a UCMJ violation (either Article 92, dereliction of duty, or Article 134,
misprision of a serious offense).

e. Individuals must report violations by anyone, including, but not limited to: another interrogator,
interpreter, host nation personnel, coalition personnel, or representatives of other government agencies (OGAS).

5. Know the approved techniques. Only those techniques listed in Chapter 8 (and appendix M) of FM 2-
22.3 are approved, and therefore lawful, techniques pursuant to the Detainee Treatment Act of 2005.

a. Approved Techniques.

(1) Direct Approach. Interrogator asks direct questions, which are basic questions generally
beginning with an interrogative (who, what, where, when, how, or why) and requiring a narrative answer. These
questions are brief, concise, and simply worded to avoid confusion.

(2) Incentive Approach. Interrogator trades something that the detainee wants in exchange for
information. Incentives do not include anything to which a detainee is already entitled by law or policy.

(3) Emotional Love Approach. In this approach, the interrogator focuses on the anxiety felt by
the detainee about the circumstances in which he finds himself, his isolation from those he loves, and his feelings of
helplessness. The interrogator directs that love towards the appropriate object, focusing the detainee on what he can
do to help himself, such as being able to see his family sooner, helping his comrades, helping his ethnic group, or
helping his country.

(4) Emotional Hate Approach. The emotional hate approach focuses on any genuine hate, or
possibly a desire for revenge, the detainee may feel.
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(5) Emotional Fear-Up Approach. In the fear-up approach, the interrogator identifies a
preexisting fear or creates a fear within the detainee. He then links the elimination or reduction of the fear to
cooperation on the part of the detainee.

(6) Emotional Fear-Down Approach. In the fear-down approach, the interrogator mitigates
existing fear in exchange for cooperation on the part of the detainee.

(7) Emotional-Pride and Ego-Up Approach. This approach exploits a detainee’s low self-esteem.
The detainee is flattered into providing certain information in order to gain credit and build his ego.

(8) Emotional-Pride and Ego-Down Approach. The emotional pride and ego-down approach is
based on attacking the detainee’s ego or self-image. The detainee, in defending his ego, reveals information to
justify or rationalize his actions.

(9) Emotional-Futility. In the emotional-futility approach, the interrogator convinces the detainee
that resistance to questioning is futile. This engenders a feeling of hopelessness and helplessness on the part of the
detainee.

(10) We Know All. With this technique, the interrogator subtly convinces the detainee that his
questioning of the detainee is perfunctory because any information that the detainee has is already known. When the
detainee hesitates, refuses to answer, or provides an incorrect or incomplete reply, the interrogator provides the
detailed answer himself. When the detainee begins to give accurate and complete information, the interrogator
interjects pertinent questions.

(11) File and Dossier. In this approach, the interrogator prepares a dossier containing all
available information concerning the detainee or his organization. The information is carefully arranged within a
file to give the illusion that it contains more data than is actually there. The interrogator proceeds as in the “we
know all” approach, referring to the dossier from time to time for answers. As the detainee becomes convinced that
all the information that he knows is contained within the dossier, the interrogator proceeds to topics on which he in
fact has little or no information.

(12) Establish Your Identity. Using this technique, the interrogator insists the detainee has been
correctly identified as an infamous individual wanted by higher authorities on serious charges, and that the detainee
is not the person he purports to be. In an effort to clear himself of this allegation, the detainee makes a genuine and
detailed effort to establish or substantiate his true identity.

(13) Repetition. The repetition approach is used to induce cooperation from a hostile detainee. In
one variation of this approach, the interrogator listens carefully to a detainee’s answer to a question, and then repeats
the question and answer several times. The interrogator does this with each succeeding question until the detainee
becomes so thoroughly bored with the procedure that he answers questions fully and candidly to satisfy the
interrogator and gain relief from the monotony of this method.

(14) Rapid Fire Approach. In this approach, the interrogator asks a series of questions in such a
manner that the detainee does not have time to answer a question completely before the next one is asked. This
confuses the detainee, who will tend to contradict himself as he has little time to formulate his answers. The
interrogator then confronts the detainee with the inconsistencies, causing further contradictions. More than one
interrogator may be used for this approach.

(15) Silent. The silent technique may be successful when used against either a nervous or
confident detainee. When employing this technique the interrogator says nothing to the detainee, but looks him
squarely in the eye, preferably with a slight smile on his face. It is important for the interrogator to not look away
from the detainee but, rather, force the detainee to break eye contact first.

(16) Change of Scenery. Using this technique, the interrogator removes the detainee from an
intimidating atmosphere such as an “interrogation” room type of setting and places him in a setting where he feels
more comfortable speaking. Change of scenery is not environmental manipulation.

(17) Mutt and Jeff. This technique is also known as “Good Cop, Bad Cop.” The goal of this
technique is to make the detainee identify with one of the interrogators and thereby establish rapport and cooperation
with that individual. Use of this technique requires two experienced interrogators who are convincing actors. The
two interrogators will display opposing personalities and attitudes toward the detainee. NOTE:
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(@) This technique must be approved by first O-6 in chain of command.

(b) No violence, threats, or impermissible or unlawful physical contact are allowed.
(c) No threatening the removal of protections afforded by law is allowed.

(d) This technique requires regular monitoring.

(18) False Flag. The goal of this technique is to convince the detainee that individuals from a
country other than the U.S. are interrogating him, thus tricking the detainee into cooperating with U.S. forces.
NOTE:

(@) This technique must be coordinated with the SJIA and C/J/G/S-2X (primary staff advisor
on Human Intelligence and Counterintelligence, subordinate to C/J/G/S-2).

(b) This technique must be approved by first O-6 in chain of command.
(c) Interrogator must identify the country to be used in the interrogation plan.

(d) Interrogator may not imply or explicitly threaten that non-compliance will result in harsh
interrogation by non-U.S. entities.

(e) Interrogator cannot pose or portray one’s self as a protected person (i.e., doctor, chaplain,
etc.).

b. Restricted Technique.

(1) Separation. This is an approved technique, but the use is restricted by limitations outlined in
Appendix M, FM 2-22.3. The purpose of separation is to deny the detainee the opportunity to communicate with
other detainees in order to keep him from learning counter-resistance techniques or gathering new information to
support a cover story and/or decrease the detainee’s resistance to interrogation. NOTE:

(@) Combatant Commander must approve (after SJA review) the use of the separation
technique in the theater.

(b) First General Officer/Flag Officer (GO/FO) in the chain of command must approve each
specific use of separation.

(c) Interrogation plan shall have an SJA review before submitting to the first GO/FO in the
chain of command.

(d) This technique may only be used on unlawful combatants (unprivileged enemy
belligerents) . According to FM 2-22.3, an unlawful enemy combatant is a person not entitled to combatant
immunity, who engages in acts against the U.S. or its coalition partners in violation of the laws and customs of war
during an armed conflict. For the purposes of the war on terrorism, the term “unlawful enemy combatant” is defined
to include, but is not limited to, an individual who was part of, or supported, the Taliban, al Qaeda forces, or
associated forces that are engaged in hostilities against the U.S. or its coalition partners. Such an individual may
also be referred to as an “unprivileged enemy belligerent.”

(e) Applied on a case-by-case approach when the detainee may possess important
intelligence and other techniques are insufficient.

(f) Only DoD interrogators trained and certified on separation may use this technique.
(g) Sensory deprivation is prohibited, even for field expedient separation.*

(h) There is a thirty-day limit on use of this technique (12 hours if field-expedient use). This
time limit may only be extended with SJA review and GO/FO approval.

(i) Separation must not be confused with quarantine, confinement, or segregation:

1% When physical separation is not feasible, goggles or blindfolds and earmuffs may be utilized as a field expedient method to
generate a perception of separation (see FM 2-22.3, Appendix M, para. M-27). However, JAs must realize that use of other
methods such as tape over the eyes, ears, nose, or mouth, or the use of burlap bags over a detainee’s head, may be considered
inhumane and pose a danger to the detainee.
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(i) Separation is an interrogation technique, subject to the limitations described above.

(ii) Quarantine is directed by medical personnel in response to a detainee with a
contagious medical condition, such as tuberculosis or HIV.

(iii) Confinement is punishment, generally for offenses against camp rules, directed by
the camp commander following some sort of due process proceeding.

(iv) Segregation is an administrative and security provision. Segregation is part of the “5
Ssand T (search, silence, safeguard, segregate, speed to the rear, and tag) technique that capturing units must use
to aid in controlling, sorting, and securing detainees at the point of capture. Military Police or guards also practice
segregation in detention facilities when dealing with detainees who represent an increased security risk or who need
additional oversight beyond that applied to detainees in the general population. An interrogator cannot request
segregation in order to “set the conditions” for an interrogation.

C. Recent Developments.

1. Department of Defense Directive 3115.09, (DoD Intelligence Interrogations, Detainee
Debriefings, and Tactical Questioning) was updated and released on 11 Oct. 2012. This update of the 2008
version incorporates the requirements for videotaping strategic level interrogations previously directed through
DTM 09-031. The updated DoD Directive also incorporates the guidance prohibiting the use of contractor
interrogators contained in DODI 1100.22 (Policy and Procedures for Determining Work Force Mix) and provides
methods and approval processes for exceptions to the Instruction.

2. Executive Order (E.O.) 13491 (Ensuring Lawful Interrogations). This E.O., issued by President
Obama on 22 January 2009, extends the requirement to follow FM 2-22.3 to all U.S. Government agencies (not just
DoD). Further, the E.O. reiterates Common Article 3 as the minimum standard for treatment of individuals under
the effective control of the U.S. Government, and requires all CIA detention facilities to be closed expeditiously and
not operated in the future.

3. Department of Defense Instruction 1100.22 (Policy and Procedures for Determining Work Force
Mix). This DoDlI, published on 12 April, 2010 places significant restrictions on the use of contractors as
interrogators. In general, the use of contractors to conduct interrogations is prohibited without a Secretary of
Defense level approved waiver for reasons vital to national security.

4. Directive-Type Memorandum (DTM) 09-031 (Videotaping of Interrogations of Persons in DoD
Custody). This DTM, Change 2, dated December 2011, establishes procedures for the videotaping of
interrogations, as required by the FY-10 National Defense Authorization Act (NDAA). The DTM specifically
requires all strategic-level interrogations (those occurring at Theater Internment Facility (TIF)-level or higher) to be
recorded and preserved. NOTE: The DTM does not require videotaping by individuals “engaged in direct combat
operations” or by those DoD personnel conducting Tactical Questioning.
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CHAPTER 7

INTERNATIONAL AGREEMENTS AND SOFAS
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I. INTRODUCTION

A. This chapter does not attempt to discuss specific international agreements that may affect military operations.
There are simply too many agreements, and numerous agreements are classified. Instead, this chapter focuses on the
role of the judge advocate (JA) in this area. The operational JA may face the following tasks relating to
international agreements: determining the existence of an agreement, assisting in drafting a request for authority to
negotiate and conclude an agreement, assisting in the negotiation and conclusion of an agreement, and implementing
or ensuring compliance with an agreement.

B. Under domestic law, the United States divides international agreements into two general categories (1)
“Treaties” and (2) “International Agreements Other Than Treaties”. “Treaties” are international agreements whose
entry into force for the United States takes place only after two-thirds of Senate gives advice and consent and the
President submits the required ratification documents. “International Agreements Other Than Treaties” includes
agreements that may enter into force upon signature and do not require the advice and consent of the Senate. The
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executive branch has the constitutional authority to negotiate and conclude an international agreement under one of
three bases: (1) an existing treaty authorizes the agreement; (2) legislation authorizes the agreement; or (3) the
agreement falls under the President’s constitutional authority (“sole executive agreements”).

Il. DETERMINING THE EXISTENCE OF AN INTERNATIONAL AGREEMENT

A. Determining the existence of an international agreement is more challenging than one might think.
Unfortunately, a JA must comb multiple databases and conduct extensive research to determine (1) whether an
agreement exists and (2) how to locate the actual text of the agreement. The sources discussed below may help.

B. The U.S. Department of State (DoS) is the domestic repository for all international agreements to which the
United States is a party.? Federal law (1 U.S.C. § 112a) requires DoS to publish annually a document entitled
Treaties in Force (TIF), which contains a list of all treaties and other international agreements in force as of 1
January of that year.®> Note, however, that TIF is merely a list of treaties and other international agreements. It does
not include the full text of each agreement listed in it. Practitioners must locate the full text of an agreement listed in
TIF using the citation(s) found within the TIF entry for each agreement.* The TIF may include citations to the
United States Treaties and Other International Agreements (UST),” the Treaties and Other International Agreements
(TIAS) series,® or the United Nations Treaty Series (UNTS).” However, many agreements in the TIF have no
citations. A lack of a citation indicates that the agreement is not yet published in one of the treaty series or it may
have an “NP” cite which indicates that the Department of State determined that it will not publish that particular
agreement. Also keep in mind that the TIF and TIAS are unclassified series and do not contain classified
agreements. Consequently, while TIF and the TIAS are a good place to start when looking for an international
agreement, they often fail to offer a complete solution. Here is an excerpt from a TIF:®

TIMOR-LESTE

DEFENSE

Agreement regarding grants under the Foreign
Assistance Act of 1961, as amended, and the
furmshing of defense arficles, related traming to
include traimng related to defense articles under
the International Military and Education Train-
ing program and other defense services from the
United States of America to the Government of
the Democratic Republic of East Timor.

Exchange of notes at Dilf July 8 and 10, 2002.

Entered into force July 10, 2002.

TIAS 02-710.

Status of forces agreement.
Signed at Washington October 1, 2002.
Entered into force October 1, 2002.
TIAS 02-1001.

DEFENSE

Apreement concerming the loan of U.S
Government equipment and provision of logistic
support services to the Economic Community of
West African States (ECOWAS) and 1ts
members i support of the ECOFORCE
peacekeeping operation m Cote d Ivoire.

Exchange of notes at Lome January 22 and

February 5, 2003.
Entered into force February 5, 2003.
TIAS 03-205.

Agreement regarding grants under the Foreign
Assistance Act of 1961, as amended. or succes-
sor legislation. and the furmshing of defense
articles, defense services and related training,
mcluding pursuant to the United States
International Military Education and Training

(IMET) Program.

INTERNATIONAL CRIMINAL COURT

Agreement regarding the surrender of persons to
the Intemational Criminal Court.
Signed at Lome June 13, 2003.
Entered into force January 15, 2004.
TIAS 04-115.

JUDICIAL ASSISTANCE

Procedures for mutual assistance in connection
with matters relating to the Gulfstream
American Corporation, formerly known as
Grumman American Awviation Corporation.
Signed ar Washington January 30, 1979,
Entered into force January 30, 1979.
30 UST 3477; TIAS 9401; 1180 UNTS 199.

PEACE CORPS

Agreement relating to the establishment of a

C. Within DoS, the Country Desk responsible for the country to which the unit is set to deploy may be able to

help. You can find a complete list of phone numbers for each Country Office at

http://www.state.gov/documents/organization/115480.pdf. Since these offices are located in Washington, D.C., they
are usually easily accessible. Somewhat less accessible, but equally knowledgeable, is the Military Group for the

! Volume 11, Foreign Affairs Manual, Chapter 720, Negotiation and Conclusion. (Sep. 25, 2006).

21U.S.C.§112a

% The U.S. Department of State also maintains an online chronological list of U.S. treaty actions. Treaty Actions, U.S. DEP’T OF
STATE, http://www.state.gov/s/l/treaty/c3428.htm (last visited Apr. 28, 2014).
4 A good place to start looking for the official text of an international agreement to which the U.S. is a party is the Department of
State website. Texts of International Agreements to which the US is a Party (TIAS), U.S. DEP’T OF STATE,
http://www.state.gov/s/l/treaty/tias/index.htm (last visited Apr. 28, 2014).
® The United States Treaties and Other International Agreements (UST) is a bound compilation that was published between 1950-
1982 and is since discontinued. We are not aware of an on-line repository for the UST. You can find old publications of the
UST in federal depositary libraries, U.S. DEP’T OF STATE, https://www.state.gov/s/l/treaty/text/index.html (last visited Apr. 28,

2014).

® See Treaties and Other International Acts Series (TIAS), U.S. DEP’T oF STATE, http://www.state.gov/s/I/treaty/tias/index.htm

(last visited Apr. 28, 2014).

7 See United Nations Treaty Collection, UNITED NATIONS, https://treaties.un.org/Home.aspx (last visited Mar. 28, 2014).
8 U.S. DEP’T OF STATE, TREATIES IN FORCE (2013), available at http://www.state.gov/s/l/treaty/tif/index.htm.
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country. A listing for these overseas phone numbers can be found at http://www.usembassy.gov. Either the Country
Desk or the Military Group should have the most current information about any agreements with “their” country.

D. Within the DoD, JAs have a number of other options. First, start with your operational chain of command,
and work your way to the legal office for the combatant command covering the country at issue. Combatant
commands are responsible for maintaining a list of agreements with countries within their area of responsibility.
These lists often are posted on the classified SIPRNET. Other options are the International and Operational Law
Divisions of each service. For example, the Army Office of the Judge Advocate General, International &
Operational Law Division, has an online document library that contains many unclassified international
agreements.® You may also find international agreements elsewhere on the Internet, such as on the United Nations
or NATO websites.

I11. AUTHORITIES

A. General. An international agreement binds the U.S. under international law. The President has
Constitutional powers that authorize the executive branch to negotiate and conclude certain international
agreements. In comparison, Congress has the power to provide advice and consent to the President prior to the
ratification of treaties and the power to regulate international agreements through legislation. Accordingly, any
power the Department of Defense has to negotiate or conclude international agreements is delegated from the
President’s executive power or provided by legislation from Congress. Judge advocates should look for a specific
grant of authority authorizing the Department of Defense to enter into an international agreement.

B. Delegation of Authority.

1. Most international agreements related to DoD interests flow from authority possessed by the Secretary of
Defense (SECDEF) through executive branch delegation or direct Congressional authorization. For example, 22
U.S.C. § 2770a, Exchange of Training and Related Support, provides: “the President may provide training and
related support to military and civilian defense personnel of a friendly foreign country or an international
organization” and goes on to require an international agreement to implement the support. In Executive Order
13637, the President delegated his agreement authority under 22 U.S.C. § 2770a to the SECDEF.® Cross-Servicing
Agreements pursuant to 10 U.S.C. § 2342 authorizes SECDEF to enter into certain agreements with specified
countries for logistics support, supplies, and services.

2. In DoDD 5530.3, SECDEF delegated much of his power to enter into international agreements to the
Under Secretary of Defense for Policy (USD(P)), and delegated specific powers further. Matters that are
predominately the concern of a single Service are delegated to the Service Secretaries. SECDEF delegated
agreements concerning the operational command of joint forces to the Chairman, Joint Chiefs of Staff (CJCS).
Additional special authorities are delegated to various defense agencies.

3. In CJCSI 2300.01D, CJCS delegated much of his authority in this area to the Combatant Commanders.
Re-delegation to subordinate commanders is permitted and as directed by a Combatant Commander’s regulation.
Similarly, the Service Secretaries have published regulations or instructions that delegate some portion of the
Secretaries’ authority.

4. The Department of Defense retains the authority to negotiate agreements which have “policy
significance”. The term “policy significance” is interpreted very broadly. The DoDD 5530.3 provides the following
non-inclusive list of examples of agreements which are considered to have “policy significance”.

8.4. Notwithstanding delegations of authority made in section 13, below, of this Directive, all
proposed international agreements having policy significance shall be approved by the USD(P)
before any negotiation thereof, and again before they are concluded.

8.4.1. Agreements “having policy significance” include those agreements that:

8.4.1.1. Specify national disclosure, technology-sharing or work-sharing arrangements,
co-production of military equipment or offset commitments as part of an agreement for

® The Office of the Judge Advocate General, International & Operational Law Division Document Library, available at
https://www.jagcnet2.army.mil/Sites/io.nsf/homeLibrary.xsp (last visited May 1, 2014).

19 Exec. Order No. 13,637, 78 Fed. Reg. 16, 127 (Mar. 8, 2013), available at https://www.federalregister.gov/articles/2013/03/13/
2013-05967/administration-of-reformed-export-controls (last visited Apr.28, 2014).
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international cooperation in the research, development, test, evaluation, or production of defense
articles, services, or technology.

8.4.1.2. Because of their intrinsic importance or sensitivity, would directly and
significantly affect foreign or defense relations between the United States and another
government.

8.4.1.3. By their nature, would require approval, negotiation, or signature at the OSD or
the diplomatic level.

8.4.1.4. Would create security commitments currently not assumed by the United States
in existing mutual security or other defense agreements and arrangements, or that would increase
U.S. obligations with respect to the defense of a foreign government or area.

5. In general, delegations are to be construed narrowly. Generally, judge advocates should refer
questions about whether an authority has been delegated through their technical chain to the higher authority for
resolution.

C. Seeking Authority: The Circular 175 Procedure®*.

1. Department of Defense strictly prohibits personnel from negotiating or concluding an international
agreement without the prior written approval of the responsible DoD official.*? All approvals must be in writing.

2. There is a specific procedure for requesting authority to negotiate or conclude an international
agreement. The DoD component will send the request to the USD(P). The request must include a draft of the
proposed agreement, a legal memorandum, and a fiscal memorandum. The legal memorandum must trace the
Constitutional or statutory authority to execute each of the proposed obligations and address any other legal
considerations.** When USD(P) does not have the blanket authority to negotiate and conclude an agreement, the
Department of the Defense will submit a Circular 175 packet to the Department of State, Treaties Affairs Office in
accordance with the procedures set forth in Volume 11, Foreign Affairs Manual, Chapter 720.

D. Coordination. In addition to the approval requirements summarized above, Congress created coordinating
and reporting requirements through the Case-Zablocki Act.** Section (c) of that Act provides: “Notwithstanding
any other provision of law, an international agreement may not be signed or otherwise concluded on behalf of the
United States without prior consultation with the Secretary of State.” The Secretary of State published procedures to
implement the Case-Zablocki Act in 22 C.F.R. Part 181" and Volume 11, Foreign Affairs Manual, Chapter 720 (11
FAM 720). 22 C.F.R. Part 181.4(a) specifically deals with the consultation requirement. It initially refers the reader
to Circular 175 procedures, but those procedures are largely digested in the remainder of Part 181.4. Unless
otherwise delegated within DoDD 5530.3, USD(P) has the responsibility to coordinate with DoS. Such coordination
is generally not below the Secretariat or Combatant Commander level.

IV. NEGOTIATING AND CONCLUDING INTERNATIONAL AGREEMENTS

A. Although judge advocates may be involved in the negotiation and conclusion of an international agreement,
it is likely that the State Department will lead the negotiation team. Accordingly, this section is rather summary, but
still important for the following reasons:

1. The international agreement negotiations process is governed by very detailed rules that require
significant interagency coordination.

! The term “Circular 175 procedures” refers to Department of State Circular No. 175, Dec. 13, 1955 governing the proper
process for concluding international agreements that bind the United States government. “Circular 175" or “C175” refers to the
State Department’s procedures for prior coordination and approval of treaties and other international agreements. Although the
current procedures have been codified at 22 C.F.R. 181.4 and 11 FAM 720, the “C175” reference remains as the descriptor for
those procedures. See generally Circular 175 Procedure, U.S. DEP’T OF STATE, http://www.state.gov/s/l/treaty/index.htm (last
visited Apr. 29, 2014).

12 U.S. DEP’T OF DEFENSE, DIRECTIVE 5530.3, INTERNATIONAL AGREEMENTS para. 8.2; 8.4 (11 Jun. 1987) [hereinafter DODD
5530.3].

2 1d. at para. 9.3.

1 U.S.C. § 112b, reprinted as enclosure 4 to DoDD 5530.3.

% Reprinted as enclosure 3 to DoDD 5530.3.
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2. ltisessential for judge advocates to know what constitutes an international agreement and what
constitutes the “negotiation” or “conclusion” of an international agreement to help commanders and staff avoid
inadvertently action without the proper authority.

B. The elements of an international agreement are: (1) an agreement with one or more foreign government
(including their agencies, instrumentalities, or political subdivisions) or international organizations; (2) is signed or
agreed to by representatives of any Department or Agency within the U.S. Government; and (3) signifies the
intention of the parties to be bound under international law. Generally, if a document satisfies the requirements
listed above, it is an international agreement. Oral agreements are also international agreements; however they must
be subsequently reduced to writing. Similarly, the actual status or position of the signer is not as important as the
representation that the signer speaks for his government.

C. Thetitle or form of the agreement is of little consequence. International agreements may take the form of
a memorandum of understanding or memorandum of agreement, an exchange of letters, an exchange of diplomatic
notes (“Dip Notes”), a technical arrangement, a protocol, a note verbale, an aide memoire, etc. Forms that usually
are not regarded as international agreements include contracts made under the FAR, credit arrangements,
standardization agreements (STANAG), leases, agreements solely to establish administrative procedures, and
Foreign Military Sales (FMS) letters of offer and acceptance. There are exceptions, however. A memorandum that
merely sets out standard operating procedures for de-conflicting radio frequencies is generally not an international
agreement, while a “lease” that includes status provisions would likely rise to the level of an international
agreement. Form is not as important as substance.

D. Negotiation.

1. Itis important for judge advocates and their commands to understand that the negotiation of an
international agreement cannot begin without first completing the proper approval and coordination processes
described above. Consequently, it is also important for judge advocates and their commands to understand what
constitutes negotiation. DoDD 5530.3 defines “negotiation” as:

Communication by any means of a position or an offer, on behalf of the United
States, the Department of Defense, or on behalf of any officer or organizational
element thereof, to an agent or representative of a foreign government, including
an agency, instrumentality, or political subdivision thereof, or of an international
organization, in such detail that the acceptance in substance of such position or
offer would result in an international agreement. The term “negotiation”
includes any such communication even though conditioned on later approval by
the responsible authority. The term "negotiation” also includes provision of a
draft agreement or other document, the acceptance of which would constitute an
agreement, as well as discussions concerning any U.S. or foreign government or
international organization draft document whether or not titled "agreement.”
The term "negotiation” does not include preliminary or exploratory discussions
or routine meetings where no draft documents are discussed so long as such
discussions or meetings are conducted with the understanding that the views
communicated do not and shall not bind or commit any side, legally or
otherwise.*®

2. If the proposed agreement has been approved and coordinated, the authorized official may begin
negotiating the agreement with foreign authorities. At this point, the process is much like negotiating any contract.
The objectives of the parties, the relative strengths of their positions, and bargaining skills all play a part. Once the
parties finalize the negotiations, the DoD official may not sign or otherwise concluded the agreement unless they
received the specific approval to do so. The official can request the approval to conclude the agreement through the
same procedures discussed above in Section I11, unless the initial written approval included the authority to both
negotiate and conclude the agreement.

E. Reporting Requirements.

' DODD 5530.3, supra note 12 at encl. 2, para. E2.1.2.
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1. Once an international agreement is concluded, The Department of Defense must comply with procedural
reporting requirements under the Case-Zablocki Act (as implemented in 22 C.F.R. Part 181). The Case-Zablocki
Act requires an agency to transmit the text of a concluded international agreement to the Office of the Assistant
Legal Adviser for Treaty Affairs as soon as possible, but no later than twenty days after the agreement was signed.*’

2. To comply with the Case-Zablocki Act, DoDD 5530.3 requires the DoD component responsible for the
agreement to send the original or a certified copy to the Assistant Legal Adviser for Treaty Affairs and to the DoD
General Counsel Office no later than 20 days after the agreement enters into force. If the agreement is concluded
using delegated authority, the delegating authority must also receive a copy of the agreement.® For example, CJCSI
2300.01D requires the concluding authority to forward a copy of the agreement to the Secretary, Joint Staff. On the
other hand, if the agreement was negotiated and concluded using delegated authority from the Secretary of the
Army, the organizational element is required to forward four copies to HQDA (DAJA-10) within ten days of signing
the agreement.'® Judge advocates should also consult applicable Combatant Commander regulations to ensure
compliance with any additional reporting requirements.

1IV. IMPLEMENTING & ENSURING COMPLIANCE WITH AN INTERNATIONAL AGREEMENT

A. The judge advocate on a staff can expect to be the principal player when implementing or ensuring
compliance with international agreements. Some areas, such as foreign criminal jurisdiction (FCJ), will fall within
the JA’s ambit anyway. Others, such as logistics agreements, are handled by experts in other staff sections with JA
support. In areas in which the United States has been exercising an agreement for a long time, such as the NATO
Acquisition and Cross-Servicing Agreement, the subject-matter experts will require little legal support.
Infrequently-used or newly-concluded agreements may require substantial JA involvement.

B. Common subjects of international agreements include: SOFAs, logistics support, pre-positioning,
cryptological support, personnel exchange programs, and defense assistance programs (to include security
assistance). Deploying judge advocates will most frequently reference SOFAS, or other agreements establishing
jurisdictional protections.?> However, judge advocates will also find logistics support agreements, such as
acquisition and cross-servicing agreements (ACSAS) of critical importance.

1. SOFAs.

a. Historical Background. There is very little historical international law governing the stationing of
friendly forces on a host nation’s territory. Most frequently the countries applied the law of the flag. Since the
friendly forces were transiting a territory with host nation permission, it was understood that the nation of the
visiting forces retained jurisdiction over its members. After World War Il there was a large increase in the number
of forces stationed in friendly countries. Accordingly, countries had an increased need for more formal agreements
to address the anticipated legal issues and to clarify the relationships between the countries and their forces. Today
SOFAs vary in format and length. They range from complex multi-lateral agreements, such as the NATO SOFA
and its accompanying country supplements, to very limited, smaller-scale Diplomatic Notes. In addition to criminal
jurisdiction, SOFAs also typically cover a large variety of topics.?

b. Status/Foreign Criminal Jurisdiction (FCJ). One of the most important deployment issues is
criminal jurisdiction. The general rule of international law is that a sovereign nation has jurisdiction over all persons
found within its borders. There can be no derogation of that sovereign right without the consent of the receiving

71d. at encl. 2, para. E4.a.1; 10 U.S.C. § 112b (a).

'8 DoDD 5530.3, supra note 12, at para. 7.2.

%'U.S. DEP’T OF THE ARMY, REG. 550-51, INTERNATIONAL AGREEMENTS para. 9.a. (2 May 2008) [hereinafter AR 550-51].

2 For example, JAs deploying to the Office of Security Cooperation — Iraq (OSC-I) in Irag, or to a unit in Afghanistan should be
aware of the status of forces arrangements provided in those respective countries. In both countries, through different
arrangements, American servicemembers enjoy complete immunity from foreign criminal jurisdiction. The United States
Department of Defense General Counsel’s Office understands servicemembers deployed to the OSC-I receive Administrative &
Techinical Status (A&T Status), which is covered infra Part IV.B.1.d.(3). See Memorandum from Jeh Charles Johnson, Dep’t of
Defense Gen. Counsel, for The Record on OSC-I Personnel in Iraq (Dec. 31, 2011) (on file with the International and Operational
Law Department, TJAGLCS).

2! standard SOFA provisions typically address the following topics: entry and exit, import and export, taxes, licenses or permits,
jurisdiction, claims, property ownership, use of facilities and areas, positioning and storage of defense equipment, movement of
vehicles, vessels, and aircraft, contracting procedures, services and communications, carrying weapons and wearing uniforms,
official and military vehicles, support activities services, currency and foreign exchange.

Chapter 7 124
International Agreements and SOFAs



state (the host nation). Therefore, in the absence of an agreement, personnel of the sending state (the state sending
forces into the host nation) are subject to the criminal jurisdiction of the receiving state. It is DoD’s policy to protect
to the maximum extent possible, the rights of United States personnel who may be subject to criminal trial by
foreign courts and imprisonment in foreign prisons.?

c. Exception. Combat deployments are an exception to the general rule that unless waived, the
receiving state has jurisdiction over personnel within its territory. U.S. forces are generally subject to exclusive U.S.
jurisdiction during a combat deployment. As the exigencies of combat subside, however, the primary right to
exercise criminal jurisdiction may revert to the receiving state or fall under another jurisdictional structure pursuant
to a negotiated agreement.

d. Types of Criminal Jurisdiction Arrangements. Beyond a complete waiver of jurisdiction by the
receiving state, there are four possible types of arrangements that a deploying judge advocate should understand:
Administrative and Technical Status (A&T status); the NATO formula of Shared Jurisdiction; Visiting Forces Acts;
and the prospect of deploying without any status protections.

(1) Administrative and Technical Status (A&T Status). Some receiving states may consent to
granting U.S. personnel status protections equivalent to those given to the administrative and technical staff of the
U.S. embassy, as defined in the Vienna Convention on Diplomatic Relations. This is often referred to as “A&T
status”. In many cases, the United States can obtain such status by incorporating through reference the status
protections already granted to U.S. military personnel under another agreement. For example, the United States may
seek to expand a defense assistance agreement that includes personnel assigned to the U.S. embassy or to a Military
Assistance Advisory Group (MAAG). A&T status is rarely granted for large-scale and/or long-term deployments.*®
The receiving state typically recognizes the A&T status of the deploying forces through an exchange of diplomatic
notes or the like.

(2) Shared Jurisdiction. Article V11 of the NATO SOFA provides a scheme of shared jurisdiction
between the receiving state and the sending state. This scheme is the model for many other SOFAs as well. All
examples below assume a U.S. Soldier committing an offense while stationed in Germany.

(@ Exclusive Jurisdiction in the Sending State. Conduct that constitutes an offense under the
law of the sending state, but not the receiving state, is tried exclusively by the sending state. For example,
dereliction of duty is an offense under the UCMJ, but not under German law, so exclusive jurisdiction rests with the
United States.

22 U.S. DEP’T OF DEFENSE, DIR. 5525.1, STATUS OF FORCES POLICY AND INFORMATION, para. 3 (7 Aug. 1979;

incorporating through change 2, 2 July 1997; certified current as of 21 Nov. 2003).

2 A significant exception to this is the case of U.S. forces in Afghanistan under OEF authority. In 2002, the U.S. Government
and the Islamic Transitional Government of Afghanistan (ITGA) reached an agreement on the status of U.S. military and DoD
civilians present in Afghanistan. See R. CHuck MAsoN, CONG. RESEARCH SERV. RL34531, STATUS OF FORCES AGREEMENT
(SOFA): WHAT Is IT, AND How Has IT BEEN UTILIZED?, 7-10 (Mar. 15, 2012), available at
http://www.fas.org/sgp/crs/natsec/RL34531.pdf. The agreement covers “cooperative efforts in response to terrorism,
humanitarian and civic assistance, military training and exercises, and other activities,” and accorded designated U.S. personnel
“a status equivalent to that accorded to the administrative and technical staff” of the U.S. Embassy under the Vienna Convention
on Diplomatic Relations of 1961. Id. Consequently, such U.S. personnel are immune from Afghan criminal prosecutions, and
are also immune from Afghan civil and administrative jurisdiction for acts conducted in the line of duty (note that the agreement
does not appear to immunize contractors). 1d. The agreement explicitly authorizes the U.S. government to exercise criminal
jurisdiction over designated U.S. personnel, and prohibits the government of Afghanistan from surrendering such personnel to the
custody of another state, international tribunal, or any other entity without consent of the U.S. government. 1d. The fully elected
Government of the Islamic Republic of Afghanistan has replaced the ITGA and has assumed its legal obligations under this
agreement, which remains in force. 1d. American forces in Afghanistan under International Security Assistance Force (ISAF)
authority fall under a different arrangement. The U.N. Security Council-authorized ISAF has its own agreement with the Afghan
government. That arrangement is detailed in a Military Technical Agreement annex entitled “Arrangements Regarding the Status
of the International Security Assistance Force.” See MASON, at n. 52. The agreement subjects “all ISAF and supporting
personnel” to the “exclusive jurisdiction of their respective national elements for criminal or disciplinary matters,” and
immunizes such personnel “from arrest or detention by Afghan authorities.” Id. Furthermore, Afghan authorities may not turn
over any such designated ISAF personnel “to any international tribunal or any other entity or State without the express consent of
the contributing nation.” Id.

125 Chapter 7
International Agreements and SOFAs


http://www.fas.org/sgp/crs/natsec/RL34531.pdf

(b) Exclusive Jurisdiction in the Receiving State. Conduct that constitutes an offense under
the law of the receiving state, but not the sending state, is tried exclusively by the receiving state. For example, a
given traffic offense may violate German law, but not U.S. law, so Germany has exclusive jurisdiction.

(c) Concurrent Jurisdiction. For conduct that constitutes an offense under the laws of both
the receiving and sending states, there is concurrent jurisdiction, with primary jurisdiction assigned to one party:

(i) Primary Concurrent Jurisdiction in the Sending State. The sending state has primary
jurisdiction in two instances. First, the sending state has primary jurisdictions when the sending state is the victim,
or a person from the sending state (otherwise covered by the SOFA) is the victim. This is known as inter se
(“among themselves”). For example, if a U.S. Soldier assaults another U.S. Soldier, it violates both U.S. and
German law, but primary jurisdiction rests with the United States because the victim is from the sending state.
Second, the sending state has primary jurisdictions when the acts or omissions are committed in the performance of
official duty. For example, if a U.S. Soldier hits and kills a pedestrian while driving to another post for a meeting,
he or she could be charged with a form of homicide by both the United States and Germany. However, since the
offense was committed while in the performance of official duty, the United States retains primary jurisdiction.

(ii) Primary Concurrent Jurisdiction in the Receiving State. In all other cases, primary
jurisdiction rests with the receiving state. However, it is possible for the receiving state to waive its primary
jurisdiction in favor of the sending state, and they often do. The NATO SOFA provides that “sympathetic
considerations” shall be given to requests to waive jurisdiction. For example, if a U.S. Soldier assaults a German
national, it violates both U.S. and German law, and Germany has primary jurisdiction. Upon request, Germany may
waive its jurisdiction, in which case the U.S. may court-martial the Soldier. Supplemental agreements may provide
further detail regarding a waiver of jurisdiction.

(3) Visiting Forces Acts. If the United States does not have an agreement with a host nation,
some nations still extend protections to visiting forces through domestic statutes commonly called Visiting Forces
Acts. Commonwealth nations are those most likely to have Visiting Forces Acts (e.g., Jamaica and Belize). In
general, these statutes provide a two-part test. First, Visiting Forces Acts require that the domestic law of the
receiving state list the sending state in accordance with its domestic law. Second, the jurisdictional methodology is
one of two types: a jurisdictional model similar to the NATO SOFA, or protections equivalent to A&T status. In
any case, it is essential that the judge advocate acquire a copy of the host nation’s Visiting Forces Act before
deploying into that country.

(4) No Protection. U.S. forces may also deploy into a country where they are completely subject
to the host nation’s jurisdiction. While it is U.S. policy to maximize U.S. jurisdiction over its personnel,
jurisdictional protections may not be feasible. However, if a Solider allegedly commits a crime in such a country,
diplomatic negotiations may successfully secure a more favorable treatment for the servicemember. Judge
advocates should remember that a lack of status protections is merely a planning factor for commanders, not a legal
objection.

e. The United States as a Receiving State.

(1) Traditionally, the SOFA issues judge advocates face involve U.S. servicemembers deployed
to other countries. In the post-Cold War era, however, foreign forces began coming to the U.S. for training on a
routine basis. In fact, some NATO nations have units permanently stationed in the United States.?* The status of
these foreign forces in the United States depends on the agreements we have with the sending state. Almost all U.S.
SOFAs are non-reciprocal in nature. For example, the Korean SOFA only applies to U.S. armed forces in the
Republic of Korea (ROK). Therefore, if ROK soldiers are present in the United States, exclusive jurisdiction would
rest with the United States. On the other hand, the United States may have entered into a SOFA that is reciprocal,
such as the NATO SOFA and the Partnership for Peace (PFP) SOFA.

(2) There are a number of complicated issues in the area of jurisdiction over foreign forces in the
United States. Based on our federal system, if the international agreement under which foreign forces are seeking
protection is a treaty, the provisions of the agreement are the supreme law of the land and are binding on both the
Federal and State jurisdictions. Conversely, international agreements that are not treaties (executive agreements) are

 For example, German Tornado Fighters are permanently assigned at Holloman Air Force Base, New Mexico. See, e.g., David
Burge, German Air Force operations leaving Fort Bliss for Holloman, Alamogordo Daily News, Mar. 11, 2013, available at
http://www.alamogordonews.com/news/ci_22768935/german-air-force-operations-leaving-fort-bliss-holloman.
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binding on the Federal government, but not generally on the states. Absent additional legislation, a state prosecutor
is free to charge a visiting service member for a crime under state law, regardless of the provisions of the executive
agreement. State prosecutors are typically willing to defer a prosecution as a matter of national interest, but it is a
delicate diplomatic situation. Judge advocates must also become familiar with the option of a foreign force to
impose discipline on members of their force within the United States. Just as the United States conducts courts-
martial in host nation countries, reciprocal countries may wish to do the same in the United States. DoDI 5525.03
addresses some of these issues.

f. Exercise of FCJ by the Receiving State. If U.S. military personnel are subjected to FCJ under any
of situations described above, the United States must take steps to ensure that the servicemember receives a fair trial.
Detailed provisions are set out in DoDD 5525.1 and implementing service regulations.

g. United Nations Missions. Personnel participating in a United Nations (UN) mission typically will
have status protections. In some cases, the receiving state may grant UN forces “expert on mission” status. This
refers to Article VI of the Convention on the Privileges and Immunities of the United Nations, and grants complete
criminal immunity. Alternatively, the UN may negotiate a Status of Mission Agreement (SOMA). The UN
“Model” SOMA provides the sending state exclusive criminal jurisdiction.

h. Article 98 Agreements and the International Criminal Court (ICC). After the entry into force of
the Rome Statute of the ICC in July 2002, the U.S. began negotiating Article 98 Agreements with other nations.?
These agreements are so named after Article 98 of the ICC Statute, which provides:

(1) The Court may not proceed with a request for surrender or assistance which would require the
requested State to act inconsistently with its obligations under international law with respect to the State or
diplomatic immunity of a person or property of a third State, unless the Court can first obtain the cooperation of that
third State for the waiver of the immunity.

(2) The Court may not proceed with a request for surrender which would require the requested
State to act inconsistently with its obligations under international agreements pursuant to which the consent of a
sending State is required to surrender a person of that State to the Court, unless the Court can first obtain the
cooperation of the sending State for the giving of consent for the surrender.?®

The United States negotiated and concluded many Article 98 Agreements to protect U.S.
servicemembers and other U.S. nationals from being handed over to the ICC. Article 98-type language may be
integrated into a SOFA, diplomatic note, etc. to temporarily protect U.S. troops. However, if a SOFA or other
international agreement grants the United States exclusive or primary jurisdiction for offenses committed in the
course of official duties, U.S. service members are protected from ICC jurisdiction. For example, if the United
States has a SOFA with country X that grants A&T Status to U.S. Soldiers (but no Article 98 Agreement exists), the
host nation is required to recognize the United States’ jurisdiction over the offense. Well before deployment, judge
advocates should check with their technical chain of command regarding the existence of any applicable Article 98
Agreements and the impact of existing SOFAs on potential ICC jurisdiction.

i. Claims and Civil Liability. Claims for damages almost always follow deployments of U.S. forces.
Absent an agreement to the contrary (or a combat claims exclusion), the United States is normally obligated to pay
for damages caused by our forces. It is generally desirable for state parties to waive claims against each other. In
addition, it is not uncommon for a receiving state to agree to pay third party claims caused by U.S. forces in the
performance of official duties, and release Soldiers from any form of civil liability resulting from such acts. For
third party claims not caused in the performance of official duties, the United States may typically pay at its
discretion such claims in accordance with U.S. laws and regulations, i.e., the Foreign Claims Act?’ (FCA).
However, the Soldier may remain subject to host nation civil jurisdiction, which can be mitigated by payments made
under the FCA.

% Although it is not an official U.S. government resource reflective of official U.S. policy, the Georgetown Law Library
maintains a useful online guide to Article 98 agreements. Georgetown Law Library, International Criminal Court - Article 98
Agreements Research Guide, http://www.ll.georgetown.edu/guides/article_98.cfm (current as of Dec. 2009) (last visited Apr. 29,
2014). Official U.S. status regarding an Article 98 agreement is reflected in DoS’s Treaties in Force and Treaty Actions. See
supra Part 1l.

% Rome Statute of the International Criminal Court, art. 98, 17 July 1998, available at http://www.un.org/law/icc/.

7710 U.S.C. § 2734-2736. Keep in mind that the payment of claims under the FCA is based not on legal liability, but on the
maintenance of good foreign relations.
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j.  Force Protection/Use of Deadly Force. The general rule of international law is that a sovereign is
responsible for the security of persons within its territory. This does not, however, relieve the U.S. commander of
his or her responsibility for the safety (i.e., self-defense) of the unit. As part of pre-deployment preparation, the
judge advocate should determine whether the applicable agreement includes provisions regarding force protection
and review the applicable rules of engagement. While the host nation is generally responsible for the security of
persons in its territory, it is common for the United States to be responsible for security internal to the areas and
facilities it uses. For example, Article 111 of the Korean SOFA provides that, in the event of an emergency, the U.S.
armed forces shall be authorized to take such measures in the vicinity of its facilities and areas as may be necessary
to provide for their safeguarding and control.?® The SOFA may also include a provision allowing military police the
authority to apprehend U.S. personnel off the installation.

k. Entry/Exit Requirements. Passports and visas are the normal instruments for identifying a
person’s nationality and verifying that the receiving state authorized their entry. But the issuance of passports and
visa to large numbers of military personnel is expensive, time consuming, and often impractical in an emergency.
The time it takes to process visa requests has a significant impact on operational flexibility. As a result, most
SOFAs authorize U.S. personnel to enter and exit the territory of the receiving state with their military identification
cards and orders, or provide other expedited procedures.

. Customs and Taxes. While U.S. forces must pay for goods and services requested and received,
sovereigns generally do not tax other sovereigns. U.S. forces are normally exempt from paying host nation customs,
duties, and taxes on goods and services imported to or acquired in the territory of the receiving state for official use.
Likewise, receiving states often exempt Soldiers from paying customs or duties for personal items.

m. Contracting. SOFAs will also typically provide U.S. forces the authority to contract on the local
economy for procurement of supplies and services which are not available from the host nation government. As
noted above, the SOFA should also ideally exempt goods and services brought to or acquired in the host country
from import duties, taxes, and other fees. This provision is designed to allow for the local purchase of some or all
items needed, but does not alter or obviate other U.S. fiscal and contracting legal requirements.

n. Vehicle Registration/Insurance/Drivers’ Licenses. SOFAs or other agreements should exempt the
U.S. from third party liability insurance requirements and any requirements for U.S. drivers to receive a license
under the law of the receiving state.

(1) The U.S. Government is “self-insured.” That is, it bears the financial burden of risks of
claims for damages, and the FCA provides specific authority for the payment of claims. As a result, negotiation of
any agreement should emphasize that the United States does not need to insure its vehicles.

(2) Although official vehicles may require marking for identification purposes, receiving states
should not require the United States to register its vehicles. In many countries, vehicle registration is expensive.
Privately-owned vehicles, however, may be required to register with the receiving state upon payment of only
nominal fees to cover the actual costs of administration.

(3) A provision for U.S. personnel to drive official U.S. vehicles with official U.S. drivers’
licenses expedites the conduct of official business. In the alternative to honoring U.S. drivers’ licenses, receiving
states may agree to issue a license based on the possession of a valid U.S. license without requiring additional
examination.

0. Communications Support. When U.S. forces deploy, commanders rely heavily upon
communications to exercise command and control. Absent an agreement to the contrary, host nation law governs
the commander’s use of frequencies within the electro-magnetic spectrum. This includes not only tactical
communications, but also commercial radio and television airwaves. This can greatly impact operations, and should
be addressed early in the planning process.

2. Logistics Agreements.

%8 gee Agreed Minutes, Agreed Understandings, and Exchange of Letters, Facilities and Areas and the Status of United States

Armed Forces in Korea, art. Ill, 17 U.S.T. 1677; T.I.LA.S. 6127; 674 U.N.T.S. 163. Signed at Seoul July 9, 1966. Entered into
force Feb. 9, 1967. available at http://www.usfk.mil/usfk/Uploads/130/US-ROKStatusofForcesAgreement_1966-67.pdf (last

visited Apr. 30, 2014).
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a. Pre-Positioning of Materiel. If the U.S. needs to pre-position equipment or materiel in a foreign
country, an international agreement should contain the following provisions:

(1) Host nation permission for the United States to store stocks there.
(2) Unimpeded United States access to those stocks.

(3) Right of removal, without restriction on subsequent use.

(4) Adequate security for the stocks.

(5) The host nation must promise not to convert the stocks to its own use, nor to allow any third
party to do so (i.e., legal title remains vested in the United States).

(6) Appropriate status protections for U.S. personnel associated with storage, maintenance, or
removal of the stocks.

b. Negotiation. In some cases, the DoD General Counsel has allowed some leeway in negotiating
pre-positioning agreements, provided that host government permission for U.S. storage in its territory and
unequivocal acknowledgment of the U.S. right of removal are explicit. “Legal title” need not be addressed per se, if
it is clear the host government has no ownership rights in the stocks, only custodial interests, and that pre-positioned
stocks are solely for U.S. use. “Access” to the pre-positioned stocks need not be addressed explicitly, unless U.S.
access is necessary to safeguard them. There can be no express restrictions on U.S. use. Prior “consultation” for
U.S. removal of pre-positioned stocks is not favored, and prior “approval” is not acceptable. “Conversion” need not
be specifically addressed, if it is clear that the pre-positioned stocks’ sole purpose is to meet U.S. requirements.
“Security” must be specifically addressed only when stores are at risk due to their value. “Privileges and
immunities” are required only when it is necessary for U.S. personnel to spend significant amounts of time in the
host country to administer, maintain, guard, or remove the stocks.

c. Host Nation Support. When a unit deploys overseas, some of its logistical requirements may be
provided by the host nation. If so, it is desirable to have an international agreement specifying the material the host
nation will provide and on what conditions, such as whether it is provided on a reimbursable basis.

d. ACSA. Chapter 138 of Subtitle A of Title 10, U.S.C. also provides authority for government-to-
government ACSAs for mutual logistics support. Under 10 U.S.C. § 2341-2350, U.S. forces and those of an eligible
country®® may provide logistics support, supplies, and services on a reciprocal basis. Such support, supplies, and
services are reimbursed through: replacement in kind; trade of support, supplies, or services of equal value; or cash.
There are limits on the total amount of liabilities the United States may accrue under this subchapter, except during a
period of active hostilities.* In addition, units cannot use ACSASs as a substitute for normal sources of supply, or as
a substitute for foreign military sales procedures. Prohibited items are those designated as significant military
equipment on the U.S. Munitions List. For additional guidance on ACSAs, see DoD Directive 2010.9, Acquisition
and Cross-Servicing Agreements and the Fiscal Law Chapter of this Handbook.

e. Cryptologic Support. 10 U.S.C. § 421 authorizes SECDEF to use funds appropriated for
intelligence and communications purposes to pay the expenses of arrangements with foreign countries for
cryptologic support. This authority has been frequently used as the basis for agreements to loan communications
security (COMSEC) equipment, such as message processors or secure telephones, to allied forces. Judge advocates
should be prepared to provide advice on related technology transfer issues and issues surrounding the disclosure of
classified information. One of the key provisions of any COMSEC agreement is the assurance that the receiving
state’s forces will not tamper with the equipment in an effort to retro-engineer its technology. See CJCSI 6510.01F,
Information Assurance (IA) and Support to Computer Network Defense (CND), 9 Feb. 2011, for guidance.

2 Eligible countries include all NATO countries, plus non-NATO countries designated by SECDEF. Criteria for eligibility
include: defense alliance with the U.S.; stationing or homeporting of U.S. Forces; pre-positioning of U.S. stocks; hosting
exercises; or staging U.S. military operations.

%0 See 10 U.S.C. § 2347.
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CHAPTER 8

INFORMATION OPERATIONS AND CYBERSPACE OPERRATIONS
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I. INTRODUCTION

A. Overview: Information Operations (10) and Cyberspace Operations (CO), integrate specific capabilities
to affect the decision making of target audiences, while protecting our own decision processes. According to Joint
Pub. 3-13, information is a strategic resource, vital to national security. Military operations depend on information
and information systems for many simultaneous and integrated activities. Success on the battlefield, both immediate
and lasting, often depends on success in the information environment. To understand and provide legal advice in
this complex area, legal advisors must be familiar with basic 10 terminology (section I1); capabilities and legal
issues raised (section I1); and significant international legal authorities (section IV). This chapter addresses these
topics.

B. Sources of Law: As joint doctrine recognizes, “lO planners deal with legal considerations of an extremely
diverse and complex nature.”* These include international law, domestic law and policy, military operational plans
and directives, and even foreign jurisdiction law. As 1O can be conducted across the full spectrum of operations,
legal advisors must know not only the authorities governing particular capabilities, but also how to apply them in
armed conflict and peacetime situations. When preparing legal advice, take note of two important caveats:

1. Changing Guidance: Unlike more established areas of law such as Geneva Conventions obligations,
I0/CO legal guidance is constantly changing. New forums such as cyberspace and social media overlap between
military and diplomatic missions, and individual tactical decisions can become front-page news and cause strategic
effects. In 2010, the Secretary of Defense ordered a Front-End Assessment of strategic communication and

! JOINT CHIEFS OF STAFF, JOINT PUB. 3-13, INFORMATION OPERATIONS at I11-3 (27 Nov. 2012) [hereinafter JoINT Pus. 3-13].
Unless otherwise noted, all references to Joint Pub. 3-13 refer to the 27 Nov. 2012 version thereof.
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information operations, resulting in significant changes to both doctrine and organization.? The Joint Staff
subsequently coordinated rewrites of all 10 joint doctrine publications, including changes to definitions and accepted
terminology for nearly every 10 capability. The Department of Defense (DoD) is also updating its 10 directives and
instructions. Some sources may remain outdated or appear to conflict, and service, theater, or operational guidance
may require update. Legal advisors must make a special effort to collate and sensibly apply these sources.

2. Classified Sources: Many specific sources of operational guidance remain classified (for example,
several Chairman of the Joint Chiefs (CJCS) Instructions specific to 10 capabilities). This chapter cites to, but does
not discuss, some of these sources.® Legal advisors are strongly encouraged to seek out, consult, and safeguard
classified sources applicable to particular capabilities, commands, and operations. Chances are several will apply.

3. Operational Guidance: Specific guidance on 10 is found in standard military planning documents,
particularly in the Operational Plan (OPLAN), Operational Order (OPORD), and/or Execute Order (EXORD).
These documents have standardized formats and annexes, several of which apply directly to 10, and are usually
classified to protect military decision-making and strategies. Legal advisors must have a firm grasp of the planning
process and standard document formats, and of the roles and responsibilities of varying levels of command to
provide input to, promulgate, and execute such orders.* For most 10 questions, legal advisors should start their
research by looking at existing operational guidance for specific operations and information-related capabilities.”

4. Service-Specific Guidance: Finally, legal advisors should be sensitive to differences in service-
specific guidance. For example, FM 3-13 and ADRP 3-0 both discuss 10 and its related capabilities in terms of
“inform and influence activities”—a scheme long used by the Army, but not by joint doctrine. Legal advisors may
frequently be called on in joint settings to advise other services, and should become familiar with their guidance in
order to facilitate communication.

1. BASIC IO/CO TERMINOLOGY

A. Overview: This section defines several basic terms related to 10 generally. The primary source for
definitions is recently published joint doctrine.® Older sources may employ slightly different terms and definitions.

B. Information Operations: “[T]he integrated employment, during military operations, of information-
related capabilities in concert with other lines of operation designed to influence, disrupt, corrupt, or usurp the
decision making of adversaries and potential adversaries while protecting our own.”’

C. Information Environment: “[T]he aggregate of individuals, organizations, and systems that collect,
process, disseminate, or act on information. This environment consists of three interrelated dimensions which
continuously interact with individuals, organizations, and systems. These dimensions are the physical,
informational, and cognitive . . .”® The information environment forms part of the overall operational environment,
which includes “the composite of the conditions, circumstances, and influences that affect employment of
capabilities and bear on the decisions of the commander . . .”°

2 See generally Memorandum from The Secretary of Defense, subject: Strategic Communication and Information Operations in
the DoD (25 Jan. 2011) [hereinafter SECDEF 25 Jan 11 Memo].
3 All sources cited herein are unclassified (U) and unrestricted unless otherwise noted. Some sources restrict access to .mil or
.gov network domains; others are Unclassified//For Official Use Only (U//FOUO) or classified (e.g., SECRET). This chapter
discusses in detail only unrestricted, publicly available and/or previously released information, including unclassified titles and
publication numbers of classified documents.
* See JOINT CHIEFS OF STAFF, JOINT PUB. 5-0, JOINT OPERATION PLANNING (11 Aug. 2011). This document describes the joint
planning process and its plans and orders. Appendix A lists the standard operational plan format and annexes.
> See JOINT PuB. 3-13, supra note 1, ch. 4 (describing how 10 and IRCs are integrated into the joint planning process).
® Due to the myriad disciplines comprising IRCs, each with its own governing directives, this chapter focuses discussion on joint
doctrine and regulations. It does not cite service-specific guidance, other than general references listed in references above.
Lawyers advising service-specific entities will need to seek out and consult applicable service-specific guidance for specific IRCs
and functional communities.
; JOINT PuB. 3-13, supra note 1, at I-1.

Id.
°Id. at I-1 to I-2. Chapter I of Joint Pub. 3-13 discusses the information environment and its domains, and the application of 10
within that environment, in greater detail.
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D. Information-Related Capabilities (IRCs): “[T]he tools, techniques, or activities that affect any of the
three dimensions of the information environment. They affect the ability of the target audience (TA) to collect,
process, or disseminate information before and after decisions are made.”*°

E. Cyberspace: “A global domain within the information environment consisting of the interdependent
network if information technology infrastructures, including the internet, telecommunications networks, computer
systems, and embedded processors and controllers. (See Deputy Secretary of Defense Memo of March 12, 2008)

1. Information operations focus on the integrated application of IRCs as force multipliers to achieve
desired effects, not who owns particular capabilities."* While some IRCs are technology-based, others are not.
Different organizations control individual capabilities, at multiple levels of command, and must come together to
integrate 10 efforts. Legal advisors should have a firm grasp of command and control for 10 (i.e., approval and
coordinating authorities and lead/supporting organizations for particular capabilities), and should reach out to other
lawyers advising these groups and levels to ensure consistent advice across the legal community.

2. Joint Pub. 3-13 eliminates the former*? hierarchy of core, related, and supporting capabilities and
instead lists™® the following fourteen IRCs. Note that Cyberspace Operations are often placed into a separate
category, due to its emerging importance. This list is representative, not exhaustive, of capabilities:

Strategic Communication (SC)

Joint Interagency Coordination Group (JIACG)
Public Affairs (PA)

Civil-Military Operations (CMO)

Cyberspace Operations (CO)

Information Assurance (1A)

Space Operations (Space Ops)

Military Information Support Operations (MI1SO)
Intelligence (Intel)

Military Deception (MILDEC)

Operations Security (OPSEC)

Special Technical Operations (STO)

Joint Electromagnetic Spectrum Operations (JEMSO)
Key Leader Engagement (KLE)

3. Joint Pub. 3-13 also introduces, eliminates, renames, or reorganizes several capabilities. SC and the
JIACG include defense support to public diplomacy and take a whole-of-government approach to 10. CO and
MISO introduce new terms for the former capabilities of computer network operations (CNO) and psychological
operations (PSYOP), respectively. Intel includes counterintelligence (CI), and recognizes the broader intersection
between 10 and Intel efforts. JEMSO, a new term, includes both electronic warfare (EW) and joint electromagnetic
spectrum management operations (JEMSMO). Finally, Joint Pub. 3-13 now recognizes Space Ops, STO, and KLE
IRCs, while it omits physical security, physical attack, and combat camera as these are ends and means.** The next
section discusses each IRC and its specific sources of guidance.

4. Finally, though joint doctrine provides general guidelines on employing IRCs effectively, legal
advisors should always consult operational and tactical guidance contained in approved military plans, orders, and
rules of engagement. These sources specify theater-specific criteria and approval authorities for use of IRCs.

111. SIGNIFICANT LEGAL CONSIDERATIONS IN INFORMATION/CYBERSPACE OPERATIONS
A. Joint Pub. 3-13 warns that:

10 planners deal with legal considerations of an extremely diverse and complex nature. Legal
interpretations can occasionally differ, given the complexity of technologies involved, the
significance of legal interests potentially affected, and the challenges inherent for law and policy
to keep pace with the technological changes and implementation of IRCs. Additionally, policies
are regularly added, amended, and rescinded in an effort to provide clarity. As a result, 10 remains
a dynamic arena, which can be further complicated by multinational operations, as each nation has
its own laws, policies, and processes for approving plans. . . .*> The nature of 10 is such that the

d. at I-3.

" Seeid. at I-5, 11-5; SECDEF 25 Jan 11 Memo, supra note 2, at 2.

12 See JOINT CHIEFS OF STAFF, JOINT PUB. 3-13, INFORMATION OPERATIONS at 111-3 (13 Feb. 2006). The 27 Nov. 2012 edition of
Joint Pub. 3-13 substantially updates the 13 Feb. 2006 version.

13 See JoINT Pus. 3-13, supra note 1, at I-1.

¥ Compare id., ch. 11 (27 Nov. 2012) with JoINT PuB. 3-13, supra note 10, ch. Il (13 Feb. 2008).

15 JoINT PuB. 3-13, supra note 1, at 111-3 (emphasis added).
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exercise of operational authorities requires a detailed and rigorous legal interpretation of authority
and/or legality of specific actions.*®

Section 1V deals with specific authorities for particular 10 capabilities. This section elaborates in greater detail on
the legal authorities for 10 under the United Nations Charter and the Law of Armed Conflict. Regarding the law

generally, the best consolidated assessment is an 10 assessment prepared by the DoD Office of General Counsel in
1999.'" Though dated, many of the issues raised remain the same or similar to those faced by legal advisors today.

B. Authorities and responsibilities:

The authority to employ IRCs, to include Cyberspace Operations, is rooted foremost in Title 10,
United States Code (USC). While Title 10, USC, does not specify 10 separately, it does provide
the legal basis for the roles, missions, and organization of DOD and the Services. Title 10, USC,
Section 164, gives command authority over assigned forces to the Combatant Commander
(CCDR), which provides that individual with the authority to organize and employ commands and
forces, assign tasks, designate objectives, and provide authoritative direction over all aspects of
military operations. Cyberspace operations also form an increasing part of the United States
intelligence gathering capability. When used for the primary purpose of gathering intelligence
(collecting information), the authorities include Executive Order 12333 and National Security
Council Intelligence Directive 6. Finally, the rise of cyberspace operations has given added
emphasis to the issue of “convergence” between Title 10 and Title 50 operations, and the debate
on whether cyberspace operations qualify as “traditional military activities.”

DoD and [CJCS] directives delegate authorities to DoD components. Among these directives,
DODD 3600.01, Information Operations, is the principal 10 policy document. Its joint
counterpart, Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 3210.01, Joint Information
Operations Policy, provides joint policy regarding the use of IRCs, professional qualifications for
the joint 10 force, as well as joint 10 education and training requirements. Based upon the
contents of these two documents, authority to conduct joint 10 is vested in the CCDR, who in turn
can delegate operational authority to a subordinate JFC, as appropriate.*®

C. General considerations for legal advice:*

1. “Could the execution of a particular IRC be considered a hostile act by an adversary or potential
adversary?” (jus ad bellum issues under the United Nations Charter).

2. “Do any non-US laws concerning national security, privacy, or information exchange, criminal and/or
civil issues apply? (foreign domestic law, or host nation or coalition partner bilateral agreements)

3. “What are the international treaties, agreements, or customary laws recognized by an adversary or
potential adversary that apply to IRCs?” (international law)

4. “How is the joint force interacting with or being supported by US intelligence organizations and other
interagency entities?” (domestic law, including intelligence and national security law)

5. lsit “directed at or intended to manipulate audiences, public actions, or opinions in the United States?”
(2013 DoDD 3600.01, para. 3.k. requirement)

D. 10/CO and Jus ad Bellum: The primary jus ad bellum document is the United Nations (UN) Charter, and
the ultimate question, based on UN Charter Articles 2(4), 39, and 51, is whether a particular application of 10
equates to a “use of force” or an “armed attack.”®

1. To determine the legality of any pre-hostilities action under the UN Charter, it is necessary to
determine where that action would fit along the spectrum of force: below the threshold of a use of force under

1d. at 1-1.

7'U.S. Dep’t of Def. Office of Gen. Counsel, An Assessment of International Legal Issues in Information Operations (2d. ed.
Nov. 1999), 76 Int’l Legal Stud. 459 (2002)(Naval War College Int’l Law Dep’t ‘Bluebook’ series, vol. 76 app.) [hereinafter
DoD OGC Assessment].

®d.

¥1d. at 111-3 (listing these four considerations).

2 See THoMAS C. WINGFIELD, THE LAW OF INFORMATION CONFLICT pt. |1 (2000).
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Acrticle 2(4), a use of force under Article 2(4) but shy of an armed attack under Article 51, or an armed attack under
Article 51, giving the victim State the right to respond in self-defense.?* Note that the United States position is
different from the UN Charter in the sense that the United States will invoke its right to self-defense against any
illegal use of force, not just an armed attack. On September 23, 2012, at the USCYBERCOM Legal Conference,
Mr. Harold Koh, then the legal advisor for the Secretary of State, repeated the United States position.

2. Use of force is commonly understood to include a kinetic military attack by one State against the
territory, property, or citizens of another State, i.e., an armed attack, some State activities falling short of an armed
attack may also cross the threshold of the Article 2(4) use of force. For example, some States and scholars consider
the use of economic or political force to be a use of force prohibited by Article 2(4).# “The Article 2(4) prohibition
on the use of force also covers physical force of a non-military nature committed by any state agency.”# This
economic or political force may cross the use of force threshold, but not the Article 51 armed attack threshold.

3. Some aspects of 10/CO crossing the use of force threshold under Article 2(4) may go one step further,
becoming an armed attack and triggering a State’s right to Article 51 self-defense (unlike the economic or political
force mentioned above). “The dilemma lies in the fact that [CO and 10] span the spectrum of consequentiality.
[Their] effects freely range from mere inconvenience (e.g., shutting down an academic network temporarily) to
physical destruction (e.g., as in creating a hammering phenomenon in oil pipelines so as to cause them to burst) to
death (e.g., shutting down power to a hospital with no back-up generators).”

4. Determining when an 10/CO amounts to a use of force or an armed attack is difficult at best.
However, if the deliberate actions of one belligerent cause injury, death, damage, and destruction to the military
forces, citizens, and property of another belligerent, those actions may be considered a use of force, to which the
victim state may be able to respond legally in self-defense.

5. Professor Michael Schmitt back in 1999, offered seven factors to determine whether an I0/CO
amounts to a use of force under the UN Charter.® Professor Schmitt was attempting to differentiate military force
from economic coercion when creating these factors. He repeated these factors when publishing the 2013 TALLINN
MANUAL ON THE INTERNATIONAL LAW APPLICABLE TO CYBER WARFARE, a statement of what the author believed
was current customary international law in cyberspace. According to Schmitt, the best approach to analyze an 10
jus ad bellum issue is to apply a consequence-based analysis, rather than an instrument-based analysis, using the
following factors:

a. Severity: Armed attacks threaten physical injury or destruction of property to a much greater
degree than other forms of coercion.

b. Immediacy: The negative consequences of armed coercion, or threat thereof, usually occur with
great immediacy, while the consequences of other forms of coercion develop more slowly. Thus, the opportunity
for the target State or the international community to seek peaceful accommodation is hampered in the former case.

c. Directness: The consequences of armed coercion are more directly tied to the actus reus than in
other forms of coercion, which often depend on numerous contributory factors to operate. Thus, the prohibition on
force precludes negative consequences with greater certainty.

d. Invasiveness: Inarmed coercion, the act causing the harm usually crosses into the target state,
whereas in economic warfare the acts generally occur beyond the target's borders. As a result, even though armed
and economic acts may have roughly similar consequences, the former represents a greater intrusion on the rights of
the target state and, therefore, is more likely to disrupt international stability.

! See id. at 128.

%2 See THE CHARTER OF THE UNITED NATIONS: A COMMENTARY 118-19 (Bruno Simma ed., 2002). This is the minority view; the
prevailing view and U.S. view is Article 2(4) does not extend to economic and political force. See id. Some scholars suggest that
Article 2(4) prohibits physical force of a non-military nature, e.g., “the cross-frontier expulsion of populations, the diversion of a
river by an up-stream State, the release of large quantities of water down a valley, and the spreading of fire across a frontier.” Id.
BW.G. Sharp, Critical Infrastructure Protections: A New Era of National Security, 12 THE FEDERALIST SOC’Y INT’L AND NAT’L
SECURITY L. NEws 1, 101 (1998).

# Michael N. Schmitt, Computer Network Attack and the Use of Force in International Law: Thoughts on a Normative
Framework, 37 CoLum. J. TRANSNAT’L L. 885, 912 (1999) [hereinafter Schmitt, Thoughts].

% Michael N. Schmitt, The Sixteenth Waldemar A. Solf Lecture in International Law, 176 MiL. L. Rev. 364, 417 (2003)
[hereinafter Schmitt, Solf Lecture]; Schmitt, Thoughts, supra note 25, at 914-15.
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e. Measurability: While the consequences of armed coercion are usually easy to ascertain (e.g., a
certain level of destruction), the actual negative consequences of other forms of coercion are harder to measure.
This renders the appropriateness and vehemence of community condemnation less suspect in cases of armed force.

f.  Presumptive Legitimacy: In most cases, whether under domestic or international law, the
application of violence is deemed illegitimate, absent a specific exception such as self-defense. By contrast, most
other forms of coercion—again in the domestic and international sphere—are presumptively lawful, absent a
prohibition to the contrary. Thus, the consequences of armed coercion are presumptively impermissible, whereas
those of other coercive acts are not (as a very generalized rule).

g. Responsibility: The extent to which the State is responsible for the attack.

6. Professor Schmitt describes an approach to determine whether an 10/CO amounts to an armed attack.
“First, a cyber or [10] attack is an armed attack justifying a forceful response in self-defense if it causes physical
damage or human injury or is part of a larger operation that constitutes an armed attack. Second, self-defense is
justified when a cyber [or 10] attack is an irrevocable step in an imminent (near-term) and unavoidable attack
(preparing the battlefield). Finally, a State may react defensively during the last possible window of opportunity
available to effectively counter an armed attack when no reasonable doubt exists that the attack is forthcoming.”%
Thus, Schmitt recognized the need to anticipatory self-defense in cyberspace, though the definition of “imminent” in
this realm is up for debate. Note that while the seven factors themselves are not widely used today, they formed the
basis for the so-called “effects test” which is in wide use. In fact, during his September 2012 speech to
USCYBERCOM, Harold Koh used aspects of the “effects test” when he stated that a cyber operation was a use of
force when it was the proximate and foreseeable cause of death, injury, or physical damage. Koh also noted that
intent of the attacker and the specific target were also factors. Finally, in his speech, Koh also recognized that the
United States reserved the right to use anticipatory self-defense in cyberspace if the circumstances warranted.

7. Thomas Wingfield provides one approach to determine whether an 10 amounts to an armed attack,
arguing that “an armed attack may occur when a use of force or an activity not traditionally considered an armed
attack is used in such a way that it becomes tantamount in effect to an armed attack.”? He suggests three factors to
consider when looking at whether an activity is tantamount to an armed attack: scope, duration, and intensity.

8. 10/CO on the Offense. Any offensive 10 /CO prior to hostilities must comply with the UN Charter.
While the principles are similar to any other aspect of 10, the areas of electronic warfare (EW) and cyberspace
operations (CO) are probably the most likely to create significant legal issues.

a. How these principles of international law will be applied to EW and CO by the international
community is unclear. Much will depend on how nations and international institutions react to the particular
circumstances in which the issues are raised for the first time. It seems likely that the international community will
be more interested in the consequences of EW or a CO than in the means used. An EW or a CO can cause
significant property and economic damage, as well as human fatalities. For instance, a State could use a CO to
cause: “(1) flooding by opening the flood gates of a dam; (2) train wrecks by switching tracks for oncoming trains;
(3) plane crashes by shutting down or manipulating air traffic control systems; (4) large chemical explosions and
fires by readjusting the mix of volatile chemicals at an industrial complex; (5) a run on banks or a massive economic
crisis by crashing stock exchanges; and any number of other examples that are limited only by the imagination of the
actors. . .. The effect can be the same, if not more severe, as if the destruction was caused by conventional kinetic
means of warfare.”?

b. Though there is little State practice to help determine how the international community will view
offensive 10, “it seems likely that the international community will be more interested in the consequences of a
computer network attack [or other means of 10] than in its mechanism.”* At this point, the method of 10 is less
important than the effects of a particular 10 when establishing the legality of an action.

9. 10/CO on the Defense. As with offensive 10/CO, legal issues with regard to defensive 10/CO are
most likely to occur in the areas of EW and CO. Because equipment necessary for attacks is readily available and
inexpensive, and access to many computer systems can be obtained through the Internet, CO poses a particularly

% Schmitt, Solf Lecture, supra note 26, at 420.
2T WINGFIELD, supra note 21, at 113.

%8 See Sharp, supra note 24, at 101-02.

% DoD OGC Assessment, supra note 18, at 483.
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important defensive challenge. As a result, many U.S. military and non-military information systems are subject to
attack anywhere and anytime. The actor may be a foreign State, an agent of a foreign State, an agent of a non-
governmental entity or group, or an individual acting for purely private purposes. Use of force also applies to all
agencies and agents of a State, such as the organized military, militia, security forces, police forces, intelligence
personnel, or mercenaries. When determining lawful actions in response to EW or CO, attribution, characterization,
and the doctrine of neutrals should guide any U.S. military response.

a. Attribution of attack is very important in determining an appropriate response. However,
identification of an electronic attack or cyberspace operation originator has often been a difficult problem. This is
especially true for a CNA when the intruder has used a number of intermediate relay points, when he has used an
anonymous bulletin board whose function is to strip away all information about the origin of messages it relays, or
when he has used a device that generates false origin information. Locating an originating computer does not
entirely resolve attribution problems, since a computer may have been used by an unauthorized user, or by an
authorized user for an unauthorized purpose.®*® To summarize, two facts of attribution exist. The first is the
technical side, or finding out the physical source (server for example) of the adversary cyberspace operation. The
second aspect of attribution is the legal aspect, determining if a state can held liable for the operation if the source is
not a government actor.

b. Characterization of the intent and motive underlying an attack may also be very difficult, though
equally important when determining an appropriate response. However, factors such as persistence, sophistication
of methods used, targeting of especially sensitive systems, and actual damage done may persuasively indicate both
the intruder’s intentions and the dangers to the system in a manner that would justify an action in defense.*

c. Neutrality. Asageneral rule, all acts of hostility in neutral territory, including neutral lands,
waters, and airspace, are prohibited. A belligerent nation has a right to demand that a neutral nation prevent
belligerents from using its information systems in a manner that violates the nation’s neutrality. If the neutral nation
is unable or unwilling to do so, other belligerent(s) may have a limited right of self-defense to take necessary and
proportionate action against the neutral nation (e.g., jamming) to prevent such use by the enemy.

e Alimited exception exists for communications relay systems. Articles 8 and 9 of 1907 Hague Convention
Respecting Rights and Duties of Neutral Powers and Persons in Case of War on Land (to which the U.S. isa
party) provides that “[a] neutral Power is not called upon to forbid or restrict the use on behalf of belligerents of
telegraph or telephone cables or of wireless telegraph apparatus belonging to it or to Companies or private
individuals,” so long as such facilities are provided equally to both belligerents.

o International consortia (an association or institution for engaging in a joint venture) present special problems.
Where an international communications system is developed by a military alliance, such as the North Atlantic
Treaty Organization (NATO), few neutrality issues are likely to arise. Other international consortia provide
satellite communications and weather data used for both civilian and military purposes. The membership of
these consortia virtually guarantees that not all members of a consortium will be allies in future conflicts.
Consortia such as the International Communications Satellite Organization (INTELSAT), the International
Maritime Satellite Organization (INMARSAT), the Arab Satellite Communications Organization (ARABSAT),
the European Telecommunications Satellite Organization (EUTELSAT), and the European Organization for the
Exploitation of Meteorological Satellites (EUMETSAT) have attempted to deal with this possibility by limiting
system uses during armed conflict. However, INMARSAT nations have determined that the communications
relay provision permits use by UN Security Council authorized forces, even while engaged in armed conflict.

e As stated above, if EW or CO results in widespread civilian deaths and property damage, it may well be that the
international community would not challenge the victim nation if it concluded that it was the victim of an armed
attack, or an equivalent of an armed attack.*> Even if the systems attacked were unclassified military logistics
systems, an attack upon such systems might seriously threaten a nation’s security.

d. Ifa particular EW or CO were considered an armed attack or its equivalent, it would seem to
follow that the victim nation would be entitled to respond in self-defense by EW, CO or by conventional military

% 1d at 19.
4.
2 1d at 16.
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means. For example, a State might respond in self-defense to disable the equipment and personnel used to mount
the offending attack.

e. In some circumstances, it may be impossible or inappropriate to attack the specific means used
where, for example, the personnel and equipment cannot reliably be identified, an attack would not be effective, or
an effective attack might result in disproportionate collateral damage. In such cases, any legitimate military target
could be attacked, as long as the purpose of the attack is to dissuade the enemy from further attacks or to degrade the
enemy’s ability to undertake them (i.e., not in retaliation or reprisal).*

f. It seems beyond doubt that any unauthorized intrusion into a nation’s computer systems would
justify that nation in taking self-help action to expel the intruder and to secure the system against reentry. Though
the issue has yet to be addressed in the international community, unauthorized electronic intrusion may be regarded
as a violation of the victim’s sovereignty, or even as equivalent to a physical trespass into that nation’s territory.
Such intrusions create vulnerability, since the intruder may have access to information and may corrupt data or
degrade the system.

g. Ataminimum, a victim nation of an unauthorized computer intrusion has the right to protest such
actions if it can reliably characterize the act as intentional and attribute it to agents of another nation.

h. Itis far from clear the extent to which the world community will regard an EW or a CO as an
armed attack or use of force, and how the doctrine of self-defense will be applied to either. The most likely result is
an acceptance that a nation subjected to a state-sponsored EA or CO can lawfully respond in kind, and that in some
circumstances it may be justified in using conventional military means in self-defense. Unless nations decide to
negotiate a treaty addressing EW and/or CO, international law in this area will develop through the actions of
nations and through the positions that nations adopt publicly as events unfold.

E. 10/CO and Jus in Bello.

1. While some have termed 10, and particularly CO, as a revolution in military affairs,* use of various
forms of 10 generally require the same legal analysis as any other method or means of warfare.

2. However, 10 pose an interesting dilemma; they potentially could run the gamut from mere
inconvenience to actual death and destruction in the physical realm. This wide disparity in effects from 10 creates a
threshold issue that one must examine before applying the jus in bello principles.® Does the 10 cause injury, death,
damage, or destruction? If so, one must apply jus in bello principles; if not, the principles need not be applied to the
10.

3. Applying jus in bello principles to 10.
a. Military Necessity/Military Objective.

(1) Article 14 of the Lieber Code defines military necessity as “those measures which are
indispensable for securing the ends of war, and which are lawful according to the modern laws and usages of war.”
Once a commander determines he or she has a military necessity to take a certain action or strike a certain target,
then he or she must determine that the target is a valid military objective. The current definition of a military
objective is found in Additional Protocol (AP) 1% to the Geneva Conventions, Article 52(2): “those objects which
by their nature, location, purpose or use make an effective contribution to military action and whose total or partial
destruction, capture, or neutralization, in the circumstances ruling at the time, offers a definite military advantage.”

(2) The U.S. defines definite military advantage very broadly to include “economic targets of the
enemy that indirectly but effectively support and sustain the enemy’s warfighting capability.”*” This broad

®1d. at 17.

3 Michael N. Schmitt, Wired Warfare: Computer Network Attack and Jus in Bello, 846 INT’L REviEw OF THE RED CROSS 365,
365 (2002) [hereinafter Schmitt, Wired Warfare]

*|d. at 381.

3 PROTOCOL ADDITIONAL TO THE GENEVA CONVENTIONS OF 12 AUGUST 1949, AND RELATING TO THE PROTECTION OF VICTIMS OF
INTERNATIONAL ARMED CONFLICTS (PRoOTOCOL 1), June 8, 1977, 1125 U.N.T.S. 3 (1977), entered into force Dec. 7, 1978 (signed
by the United States Dec. 12, 1977, not transmitted to U.S. Senate, see S. Treaty Doc. No. 100-2).

37U.S. NAVAL WAR COLLEGE, ANNOTATED SUPPLEMENT TO THE COMMANDER’S HANDBOOK ON THE LAW OF NAVAL OPERATIONS
8-3 (1997). The United States considers this customary international law. Letter from J. Fred Buzhardt, General Counsel,
Department of Defense, to Edward Kennedy, Senator, U.S. Congress (Sept. 22, 1972), quoted in Arthur W. Rovine,
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definition is important in 10 because most financial institutions rely heavily on information technology and, under
this expansive definition, these economic institutions may become targets for 10.% For example, a nation’s stock
market will generally rely heavily upon information technology like computer systems.

(3) There are specifically protected objects that a force may not target in spite of the fact that they
may be military objectives. For example, one may by unable to conduct an 10 against a food storage or distribution
center.*

b. Distinction/Discrimination.

(1) AP 1, Article 48, sets out the rule: “[p]arties to the conflict shall at all times distinguish
between the civilian population and combatants and between civilian objects and military objectives and accordingly
shall direct their operations only against military objectives.” Additional Protocol | further defines indiscriminate
attacks under Article 51(4) as those attacks that:

(a) are “not directed against a specific military objective” (e.g. Desert Storm SCUD missiles);

(b) “employ a method or means of combat, the effects of which cannot be directed at a
specified military objective” (e.g., area bombing);

(c) “employ a method or means of combat, the effects of which cannot be limited as required”
(use of bacteriological weapons); and

(d) “consequently, in each such case, are of a nature to strike military objectives and civilians
or civilian objects without distinction.”

(2) Article 51(2) of AP I requires that “[t]he civilian population as such, as well as individual
civilians, shall not be the object of attack.”

(3) According to the commentary to AP I, “[t]he immunity afforded individual civilians is subject
to an overriding condition, namely, on their abstaining from all hostile acts. Hostile acts should be understood to be
acts which by their nature and purpose are intended to cause actual harm to the personnel and equipment of the
armed forces.”*® According to AP I, Article 51(3), civilians enjoy the protection against targeting “unless and for
such time as they take a direct part in hostilities.” The ICRC Commentary to AP I, Article 51(3), defines direct
participation as “acts of war which by their nature or purpose are likely to cause actual harm to the personnel and
equipment of the enemy armed forces.”** The United States takes a more expansive and functional view of what
constitutes direct participation in hostilities. For a more in-depth explanation, consult Chapter 2 of this Handbook.

(4) Government agencies other than the U.S. military have the ability to conduct 10. However, if
a civilian takes direct part (defined differently by AP I and the U.S.) in an IO, that civilian becomes an unlawful
enemy combatant and loses the protections afforded to civilians under Geneva Convention 1V.

(5) Dual-use objects pose another dilemma. A dual-use object is one that is used for both military
and civilian purposes. If the object does serve or may serve a military purpose, it may be a valid military target in
spite of its civilian purpose. However, the civilian purpose will weigh heavily in the proportionality analysis that
must be done for a dual-use target.

(6) Indiscriminate attacks are prohibited by Article 51(4), AP 1. This could become an issue for a
CO. For instance, if the CO will release a virus, chances are the spread of that virus cannot be controlled, resulting

Contemporary Practice of the United States Relating to International Law, 67 Am. J. INT'L L. 118, 123 (1973). But see CLAUDE
PiLLouD ET AL., COMMENTARY ON THE ADDITIONAL PRoTOCOLS OF 8 JUNE 1977 TO THE GENEVA CONVENTIONS OF 12 AUGUST
1949, 636 (Yves Sandoz et al. eds., 1987) [hereinafter COMMENTARY] (stating that “it is not legitimate to launch an attack which
only offers potential or indeterminate advantages”).

% Schmitt, Wired Warfare, supra note 35, at 381.

¥ See id. at 385-86. Avrticle 54(2), AP 1, prohibits attacks on “objects indispensable to the survival of the civilian population,
such as food-stuffs.” The U.S. believes that starvation of civilians shall not be used as a method of warfare, however the U.S.
does not subscribe to the belief that starvation of the military would be prohibited. See Michael Matheson, Deputy Legal
Advisor, U.S. Dep’t of State, Address at the Sixth Annual American Red Cross-Washington College of Law Conference on
International Humanitarian Law: A Workshop on Customary International Law and the 1977 Protocols Additional to the 1949
Geneva Conventions (1987) in 2 Am. U.J. INT'L L. & PoLicy 419 (1987).

“0 COMMENTARY, supra note 38, at 618.

*11d. at 619.
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in an indiscriminate attack prohibited by Article 51(4).“> Keep in mind the threshold question: this only applies to a
CO—in this case a virus—that may cause injury, death, damage, or destruction.

(7) A means or method of warfare that is not directed at a specific military objective violates
Avrticle 51(4) as well. For instance, a CO that can be directed at a specific military objective, but is not and rather
affects civilian objects, would be prohibited.” Again one must keep in mind the threshold question.

c. Proportionality.

(1) The test to determine if an attack is proportional is found in AP I, Article 51(5)(b): “[a]n
attack which may be expected to cause incidental loss of civilian life, injury to civilians, damage to civilian objects,
or a combination thereof, which would be excessive in relation to the concrete and direct military advantage
anticipated” violates the principle of proportionality. Note: this principle is only applicable when an attack has the
possibility of affecting civilians. If the target is purely military with no known civilian personnel or property in
jeopardy, no proportionality analysis need be conducted.

(2) One difficulty in applying the proportionality principle to an 10 is determining the proper
valuation system for the balancing test.* For instance, how does one value an 10 that shuts off basic services such
as electricity, water, and/or natural gas?

(3) Another very difficult issue for 10 relates to the knock-on effects from an operation. Knock-
on effects are “those effects not directly and immediately caused by the attack, but nevertheless the product
thereof.”* These knock-on effects are much harder to calculate for 10 than kinetic operations and must be
considered in the proportionality analysis. For example, an 10 that shuts down an electrical grid may have the
intended effect of degrading the command and control of the military, but may also have the effect of shutting down
electricity for civilian facilities with follow-on effects such as: unsanitary water and therefore death of civilians and
the spread of disease because the water purification facilities and sewer systems do not work; death of civilians
because the life support systems at emergency medical facilities fail; or death of civilians because traffic accidents
increase due to a failure of traffic signals.

d. Unnecessary Suffering.

(1) Hague Regulation, Article 22, states that the right of belligerents to adopt means of injuring
the enemy is not unlimited. Furthermore, Article 23(e) states that “it is especially forbidden . . . to employ arms,
projectiles or material calculated to cause unnecessary suffering.”

e. Treachery or Perfidy. AP I, Article 37 prohibits belligerents from killing, injuring, or capturing an
adversary by perfidy. The essence of this offense lies in acts designed to gain advantage by falsely convincing the
adversary that applicable rules of international law prevent engaging the target when in fact they do not. The use of
enemy codes and signals is a time-honored means of tactical deception. However, misuse of distress signals or of
signals exclusively reserved for the use of medical aircraft would be perfidious. Deception measures that thwart
precision-guided munitions would be allowed, while falsely convincing the enemy not to attack a military target by
electronic evidence that it was a hospital would be perfidious. Morphing techniques, while not a violation of the law
of armed conflict generally, if used to create an image of the enemy’s Head of State falsely informing troops that an
armistice or cease-fire agreement exists would be considered perfidy and would constitute a war crime.*

1IV. INFORMATION-RELATED CAPABILITIES

A. Overview: This section discusses each IRC in greater detail. It lists common legal issues, lead proponents,
and capability-specific guidance sources applicable to each capability (in addition to general references listed at the
beginning of this chapter). Given the substantial recent changes in 10 doctrine and organization discussed in section
1.B.1 above, older sources may employ different vocabularies, but remain persuasive until updated or canceled.

B. Information-Related Capabilities enumerated in Joint Pub. 3-13:

42 5ee Schmitt, Wired Warfare, supra note 35, at 389; DoD OGC Assessment, supra note 18, at 472-73.
“3 See Schmitt, Wired Warfare, supra note 35, at 390.

* See id. at 392.

“1d. at 392.

% See DoD OGC Assessment, supra note 18, at 472—-73.
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1. Strategic Communication (SC): “Focused United States Government [USG] efforts to understand
and engage key audiences to create, strengthen, or preserve conditions favorable for the advancement of [USG]
interests, policies, and objectives through the use of coordinated programs, plans, themes, messages, and products
synchronized with the actions of all instruments of national power.”*’

a. Discussion: “SC is a whole-of-government approach, driven by interagency processes and
integration that are focused upon effectively communicating national strategy.” SC focuses on 10’s strategic impact,
i.e., coordinating and synchronizing efforts to ensure 10 objectives complement overall USG objectives.*® “SC
planning must be integrated into military planning and operations, documented in operation plans (OPLANS) or
operation orders (OPORDs), and coordinated and synchronized with [interagency] and multinational partners.”*®
A principal interagency partner is the U.S. Department of State, which is responsible for the related mission to
coordinate public diplomacy.>® Though not without controversy,>* SC remains an important IRC.

b. Common Legal Issue(s): Information fratricide,* i.e. inappropriate messages; Mission overlap
with other agencies, e.g. Department of State public diplomacy. At operational and tactical levels, legal advisors
must ensure 10 support and do not undercut USG and command objectives, as defined in theater or operational
orders, plans, and other guidance. They must also ensure DoD uses its appropriated funds for the correct missions.

c. Proponents: Undersecretary of Defense for Policy (USD(P)) and the Assistant Secretary of
Defense for Public Affairs (ASD(PA)) jointly;>® JIACG representatives on joint staffs.

d. Operational Guidance: Annex Y to the OPLAN addresses Strategic Communications.

e. Sources: NATIONAL FRAMEWORK FOR STRATEGIC COMMUNICATION (2010); UPDATE TO
CONGRESS ON NATIONAL FRAMEWORK FOR STRATEGIC COMMUNICATION (2012); JOINT PuB. 3-61, PUBLIC AFFAIRS
(25 Aug. 2010); JOINT PuB. 5-0, JOINT OPERATION PLANNING (11 Aug. 2011) (Unclassified); JOINT WARFIGHTING
CTR.,>* COMMANDER’S HANDBOOK FOR STRATEGIC COMMUNICATION AND COMM. STRATEGY (24 Jun. 2010).

2. Joint Interagency Coordination Group (JIACG): “A staff group that establishes regular, timely,
and collaborative working relationships between civilian and military operational planners.”>®

a. Discussion: Interagency coordination occurs between DoD and numerous USG and private
entities. Several combatant command (CCMD) staffs include JIACGs to accomplish this coordination, and though
10 is not a JIACG’s primary focus, “the group’s linkage to the 10 cell and the rest of the interagency is an important
enabler for synchronization of guidance and 10.7°°

b. Common Legal Issues: Same as SC, discussed in para. I11.B.1.a. above.

c. Proponents: Combatant Commands (CCMDs).

7 JOINT CHIEFS OF STAFF, JOINT PUB. 5-0, JOINT OPERATION PLANNING at 11-9 (11 Aug. 2011).

“8 See JoINT PuB. 3-13 at I1-5 to 11-6.

“9 JOINT CHIEFS OF STAFF, JOINT PUB. 3-61, PUBLIC AFFAIRS at I-9 (25 Aug. 2010).

%0 5ee 22 U.S.C. § 2732(b)(1) (requiring the Secretary of State to make every effort to “coordinate, subject to the direction of the
President, the public diplomacy activities of Federal agencies”). Joint Pub. 3-13 mentions public diplomacy, but notes without
explanation that the former doctrinal phrase “defense support to public diplomacy” was approved for removal from joint doctrine.
°1 See, e.g., Memorandum from George E. Little, Assistant to the Secretary of Defense for Public Affairs, subject:
Communications Synchronization — A Local Coordination Process (28 Nov. 2012)(critiquing SC as duplicative and purporting to
replace the term with ‘communications synchronization’); Admiral Michael G. Mullen, Strategic Communication: Getting Back
to Basics, 55 JOINT FORCES Q. 2, 4 (4th Q. 2009)(writing as then-Chairman of the Joint Chiefs of Staff, criticizing SC as
“arrogant” and arguing it should “integrate and coordinate™).

%2 «Information fratricide is the result of employing information-related capabilities in a way that causes effects in the information
environment that impede the conduct of friendly operations or adversely affect friendly forces.” U.S. DerP’T oF ARMY, FIELD
MANUAL 3-13, INFORM AND INFLUENCE ACTIVITIES, para. 1-4 (25 Jan. 2013) [hereinafter FM 3-13].

%% See SECDEF 25 Jan 11 Memo, supra note 2, at 2. The memo designates these two offices as “SC co-leads” and tasks USD(P)
to publish a new DoD directive on SC. The directive remains unpublished as of this writing, as does a proposed new joint
doctrine publication on the commander’s communication strategy.

* When U.S. Joint Forces Command stood down, the Joint Warfighting Center merged with other organizations and transitioned
to supervision by the Joint Staff J7. It is now known as the Joint and Coalition Warfighting Center.

% JOINT CHIEFS OF STAFF, JOINT PUB. 3-08, INTERORGANIZATIONAL COORDINATION DURING JOINT OPERATIONS app. D-1 (24 June
2011).

% JoINT PuB. 3-13, supra note 1, at 11-7.
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http://www.jfcom.mil/newslink/storyarchive/2011/pa080111a.html
http://www.dtic.mil/doctrine/new_pubs/jp3_08.pdf

d. Operational Guidance: Annex V to the OPLAN addresses Interagency Coordination.
e. Source: Joint Pub. 3-08, Interorganizational Coordination During Joint Operations (24 June 2011).

3. Public Affairs (PA): “Those public information, command information, and community engagement
activities directed toward both the external and internal publics with interest in the Department of Defense.”’

a. Discussion: “PA and 10 activities directly support military objectives; counter adversary
propaganda, misinformation and disinformation; and deter adversary actions. Although both PA and 10 plan and
execute public information activities and conduct media analysis, 10 may differ with respect to audience, scope, and
intent.”®® PA provides timely, truthful, and accurate information regarding U.S. intentions and actions both to U.S.
and foreign audiences.® Its aims lie in tension with OPSEC (restrict disclosure), MILDEC (deceive the adversary),
and to an extent MISO (provide select information to influence, not merely inform). Thus, planners must closely
cooperate and deconflict efforts, particularly when both PA and 10 target overlapping foreign audiences.®® At the
same time, PA and 10 must maintain sufficient distance within the staff to avoid any appearance of propagandizing
U.S. audiences or undermining the command’s credibility.®

b. Common Legal Issues: Requirement that information be truthful; Prohibitions on use of funds for
publicity or propaganda purposes within the United States or to influence U.S. public opinion.

c. Proponents: ASD(PA); Joint Staff and service public affairs representatives and staffs.
d. Operational Guidance: Annex F to the OPLAN addresses Public Affairs.

e. Sources: 10 U.S.C. § 2241a% (Supp. 2010) (prohibiting DoD use of funds for publicity or
propaganda purposes within the United States); 22 U.S.C. § 1461 and 1461-1a (2006)(similar prohibition,
commonly referred to as the ‘Smith-Mundt Act’, for the Dep’t of State); U.S. DEp’T OF DEF., INSTR. 5400.13,
PusLIC AFFAIRS (PA) OPERATIONS (15 Oct. 2008)(Unclassified); U.S. DEP’T OF DEF., INSTR. 5400.14, PROCEDURES
FOR JOINT PuBLIC AFFAIRS OPERATIONS (22 Jan. 1996)(Unclassified); U.S. DEp’T OF DEF., DIR. S-3321.1, OVERT
PsycHOLOGICAL OPERATIONS CONDUCTED BY THE MILITARY SERVICES IN PEACETIME AND IN CONTINGENCIES
SHORT OF DECLARED WAR (U) (26 July 1984)(Classified Secret); JOINT CHIEFS OF STAFF, JOINT PuUB. 3-61, PuBLIC
AFFAIRS (25 Aug. 2010)(Unclassified).

4. Civil-Military Operations (CMO): “The activities of a commander that establish, maintain,
influence, or exploit relations between military forces, governmental and nongovernmental civilian organizations
and authorities, and the civilian populace in a friendly, neutral, or hostile operational area in order to facilitate
military operations, to consolidate and achieve operational US objectives. Civil-military operations may include
performance by military forces of activities and functions normally the responsibility of the local, regional, or
national government. These activities may occur prior to, during, or subsequent to other military actions. They may
also occur, if directed, in the absence of other military operations. Civil-military operations may be performed by
designated civil affairs, by other military forces, or by a combination of civil affairs and other forces.”®

a. Discussion: CMO interact directly with and benefit the local population. CMO representatives
can “assist in identifying [target audiences]; synchronizing communications media, assets, and messages; and
providing news and information to the local population.” However, CMO remain distinct from 10 in that CMO
target friendly and neutral populations, with potential secondary impacts to adversary audiences. 10 works in the
opposite manner, targeting adversaries with potential secondary impacts to friendly and neutral populations. Thus,
CMO can yield critical information and goodwill, enabling other IRCs and 10, and should closely coordinate with
10 and other IRC planners.®

b. Common Legal Issues: Same as SC, discussed in para. I11.B.1.a. above (at a tactical, local level).

> JoINT PuB. 3-61, supra note 51, at GL-6 (GL refers to Glossary).

*1d. at I1-9.

¥ See id. at I-7 to 1-9.

%0 See JoINT Pus. 3-13, supra note 1, at 11-7.

61 See JoINT PuB. 3-61, supra note 51, at 11-9 (noting PA and 10 “are separate functional areas.”).

82 Added by National Defense Authorization Act for Fiscal Year 2010, Pub. L. 111-84 § 1031(a)(1) (Oct. 28, 2009), 123 Stat.
2190, 2448. In its entirety, the statute mandates: “Funds available to the Department of Defense may not be obligated or
expended for publicity or propaganda purposes within the United States not otherwise specifically authorized by law.” Id.

88 JOINT CHIEFS OF STAFF, JOINT PUB. 3-57, CIvIL-MILITARY OPERATIONS at GL-6 (8 July 2008)(GL is Glossary).

6 See JoINT PuB. 3-13, supra note 1, at 11-8 to 11-9.
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c. Proponents: Assistant Secretary of Defense for Special Operations and Low Intensity Conflict
(ASD(SO/LIC), frequently ASD(SOLIC)); U.S. Special Operations Command (USSOCOM)

d. Operational Guidance: Annex G to the OPLAN addresses Civil-Military Operations.

e. Sources: Humanitarian assistance® fiscal authorities, e.g., 10 U.S.C. § 401 (2006); U.S. DEP’T OF
DEF., INSTR. 2205.02, HUMANITARIAN AND CiviC AsSISTANCE (HCA) AcTIVITIES (2 Dec. 2008); U.S. DEP’T OF
DEF., INSTR. 3000.05, STABILITY OPERATIONS (16 Sep. 2009); CHAIRMAN OF THE JOINT CHIEFS OF STAFF, INSTR.
3110.12D, CivIL AFFAIRS SUPPLEMENT TO THE JOINT STRATEGIC CAPABILITIES PLAN FOR FY 2006 (JSCP
FY 06) (U) (15 Apr. 2007)(Classified Secret); JCS, JOINT PuB. 3-57, CIvIL-MILITARY OPERATIONS (8 July 2008).

5. Cyberspace Operations (CO): “The employment of cyberspace capabilities where the primary
purpose is to achieve objectives in or through cyberspace.”® This term replaces the former doctrinal category of
computer network operations (CNO), and any references to CNO should be interpreted as applying to CO.
Presidential Policy Directive 20, signed in November 2012, defines Cyberspace Operations in terms of categories.
Under PPD 20, cyberspace operations include Cyber Collection, Defensive Cyber Effects Operations (DCEO), and
Offensive Cyber Effects Operations (OCEQ). PPD 20 defines “cyber effects” as “the manipulation, disruption,
denial, degradation, or destruction of computers, information or communications systems, networks, physical or
virtual infrastructure controlled by computers or information systems, or information resident thereon.” Note that
PPD 20 is still classified TOP SECRET, and full definitions of OCEO and DCEO are also classified SECRET. JP
3-12, Cyberspace Operations, dated February 2013 and classified SECRET/REL FVEY, uses a different series of
terms. JP 3-12 uses different terminology than PPD 20 because PPD 20 applies to Government agencies outside
DoD as well. JP 3-12 uses Offensive Cyberspace Operations (OCO), Defensive Cyberspace Operations (DCO), and
Cyberspace Intelligence, Surveillance, and Reconnaissance (ISR). Unclassified versions of JP 3-12 definitions are
listed in Joint Publication 1-02.

a. Discussion: In the past decade, cyberspace operations have received significant attention,
culminating in promulgation of several new strategies and initiatives.®” These documents discuss the growing
cyberspace threat, which a former Secretary of Defense warned could collectively result in a “cyber Pearl Harbor,
and which the Director of National Intelligence recently listed® as the top concern facing the United States. To
combat these threats, the United States continues to develop cyberspace capabilities and policies.” This subsection
summarizes several authorities applicable to military CO for national security. It does not discuss in detail how the
Internet or computing devices work, or the types of threats faced in cyberspace, though both subjects are immensely
helpful for those advising on CO.”* Though no international treaty or domestic statute comprehensively governs

1768

® For a description of DoD Humanitarian Assistance (HA) programs, see the Office of Humanitarian Assistance, Disaster Relief,
and Mine Action (HDM) website, Defense Security Cooperation Agency (last revised 10 Apr. 2013). For more information on
HA fiscal constraints, see the Fiscal Law chapter in this Handbook.

6 JOINT CHIEFS OF STAFF, JOINT PUB. 3-0, JOINT OPERATIONS at GL-8 (11 Aug. 2011)(GL is Glossary).

%7 See generally THE WHITE HOUSE, NATIONAL STRATEGY TO SECURE CYBERSPACE (Feb. 2003); CHAIRMAN OF THE JOINT CHIEFS
OF STAFF, THE NATIONAL MILITARY STRATEGY FOR OPERATING IN CYBERSPACE (U) (Dec. 2006)(Classified Secret, redacted
unclassified version publicly released under FOIA) [hereinafter NMS-CO]; EXEcUTIVE OFFICE OF THE PRESIDENT,

THE COMPREHENSIVE NATIONAL CYBERSECURITY INITIATIVE (Mar. 2, 2010)(Classified; unclassified summary publicly released);
THE WHITE HOUSE, INTERNATIONAL STRATEGY FOR CYBERSPACE: PROSPERITY, SECURITY AND OPENNESS IN A NETWORKED WORLD
(May 2011); U.S. DEP’T OF DEF., STRATEGY FOR OPERATING IN CYBERSPACE (July 2011).

%8 Secretary of Defense Leon Panetta, Remarks by Secretary Panetta on Cybersecurity to the Business Executives for National
Security, New York City (Oct. 11, 2012)(discussing the cyber threat and Department of Defense initiatives in response).

8 See Open Hearing: Current and Projected National Security Threats to the United States: Hearing Before the Select
Committee on Intelligence, United States Senate, 113th Cong. (Mar. 12, 2013) (Statement for the Record of James R. Clapper,
Director of National Intelligence, Worldwide Threat Assessment of the US Intelligence Community, at 1-3).

0 See U.S. Gov’'T ACCOUNTABILITY OFFICE, RPT. No. GAO-11-75, DEFENSE DEPARTMENT CYBER EFFORTS: DoD FACES
CHALLENGES IN ITS CYBER AcTIVITIES (July 2011) (detailing the evolution of DoD’s cyberspace efforts [pre-JoINT Pus. 3-12]).

™ Numerous sources address both systems and vulnerabilities. See, e.g., id. (discussing threats and incidents), The Cybersecurity
Partnership Between the Private Sector and Our Government: Protecting Our National and Economic Security: Hearing Before
the Committee on Commerce, Science, and Transportation and the Committee on Homeland Security and Governmental Affairs,
United States Senate, 113th Cong. (Mar. 7, 2013) (Statement of Gregory C. Wilshusen, Director Information Security Issues), in
U.S. Gov’T ACCOUNTABILITY OFFICE, RPT. No. GAO-13-462T, CYBERSECURITY: A BETTER DEFINED AND IMPLEMENTED
NATIONAL STRATEGY Is NEEDED TO ADDRESS PERSISTENT CHALLENGES (Mar. 7, 2013)(discussing systems and threats); U.S.
Gov’T AcCoUNTABILITY OFFICE, RPT. No. GAO-13-187, CYBERSECURITY: NATIONAL STRATEGY, ROLES, AND RESPONSIBILITIES
NEED TO BE BETTER DEFINED AND MORE EFFECTIVELY IMPLEMENTED (Feb. 14, 2013)(discussing systems, threats, and strategies).
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U.S. military activities in cyberspace, a number of policy and regulatory documents—both classified and
unclassified—provide guidance to legal advisors on applying existing laws to CO.

b. Mission: As part of a whole-of-government approach to cyber security, DoD performs three
limited yet critical missions. The National Military Strategy for Cyberspace Operations states:

US law and national policy assign DOD three main roles: defense of the Nation, national incident
response, and critical infrastructure protection. These missions may be performed simultaneously.
Although partner departments and agencies have responsibilities to secure portions of cyberspace,
only DOD conducts military operations to defend cyberspace, the critical infrastructure, the
homeland, or other vital US interests."

c. Strategy: The DoD Strategy for Operating in Cyberspace outlines five strategic initiatives to fulfill
this mission*—

e Treat cyberspace as an operational domain to organize, train, and equip so that DoD can take full advantage of
cyberspace’s potential.

o Employ new defense operating concepts to protect DoD networks and systems.

e  Partner with other U.S. government departments and agencies and the private sector to enable a whole-of-
government cybersecurity strategy.

o Build robust relationships with U.S. allies and international partners to strengthen collective cybersecurity.

e Leverage the nation’s ingenuity through an exceptional cyber workforce and rapid technological innovation.

d. Legal Position: In addition to the strategies and initiatives discussed above, two recent unclassified
statements of U.S. policy stand out regarding cyberspace: a 2011 DoD report to Congress on cyberspace policy, ™
and the September 2012 speech”® by then-U.S. Department of State Legal Advisor Harold Koh at a U.S. Cyber
Command legal conference. Both references make clear that the United States accepts the application of established
international law of armed conflict legal authorities to CO, though the precise function of some rules remains to be
worked out.

e. Joint Doctrine: Recent joint doctrine rewrites formally separated CO from 10. Joint Pub. 3-13
deletes the term computer network operations (CNO) and its three subcategories of attack (CNA), defense (CND),
and exploitation (CNE) from joint doctrine.”® This terminology has been superseded by the definitions used in PPD
20 and JP 3-12. The new classified Joint Pub. 3-12, Cyberspace Operations, sets forth a comprehensive doctrinal
framework for CO.”” Unclassified definitions of key terms appear in Joint Pub. 1-02:

2 NMS-CO, supra note 69, at 1 (emphasis added). Though DoD published a second strategy statement in 2011 (see generally
U.S. DerP’T OF DEF., STRATEGY FOR OPERATING IN CYBERSPACE, supra note 69) the NMS-CO has not formally been rescinded as
of this writing. The NMS-CO further states, “DoD will execute the full range of military operations (ROMO) in and through
cyberspace to defeat, dissuade, and deter threats against US interests.” Id. at 2. The U.S. Cyber Command mission statement is:
“USCYBERCOM plans, coordinates, integrates, synchronizes, and conducts activities to: direct the operations and defense of
specified [DoD] information networks and; [sic] prepare to, and when directed, conduct full-spectrum military cyberspace
operations in order to enable actions in all domains, ensure US/Allied freedom of action in cyberspace and deny the same to our
adversaries.” U.S. Dep’t of Def., Cyber Command Fact Sheet (Oct. 13, 2010).

"8 See generally U.S. DEP’T OF DEF., STRATEGY FOR OPERATING IN CYBERSPACE, supra note 69 (outlining initiatives).

" U.S. DEP'T OF DEeF., CYBERSPACE PoLICY REPORT: A REPORT TO CONGRESS PURSUANT TO THE NATIONAL DEFENSE
AUTHORIZATION ACT FOR FIsCAL YEAR 2011, SEcTION 934 (Nov. 2011)(answering thirteen questions for Congress on DoD’s
cyber policies and legal positions—aone of the best quick primers for military legal advisors on cyberspace).

" Harold Hongju Koh, Legal Advisor, U.S. Dep’t of State, International Law in Cyberspace: Remarks as Prepared for Delivery
by Harold Hongju Koh to the USCYBERCOM Inter-Agency Legal Conference Ft. Meade, MD, Sept. 18, 2012, 54 HARV. INT'L
L.J. ONLINE 1 (Dec. 2012)(footnoted version of original remarks, with citations to supporting sources).

"® See JoINT Pus. 3-13, supra note 1, at GL-3 (deleting terms); see generally JoiNT PuB. 3-12, supra note 69.

"7 See generally JOINT CHIEFS OF STAFF, JOINT PuB. 3-12, CYBERSPACE OPERATIONS (5 Feb. 2013)(Classified Secret) [hereinafter
JOINT PuB. 3-12].
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e Cyberspace: “A global domain within the information environment consisting of the interdependent network
of information technology infrastructures and resident data, including the Internet, telecommunications
networks, computer systems, and embedded processors and controllers.”’®

e Cyberspace superiority: “The degree of dominance in cyberspace by one force that permits the secure, reliable
conduct of operations by that force, and its related land, air, maritime, and space forces at a given time and
place without prohibitive interference by an adversary.”"

e Offensive cyberspace operations (OCO): “Cyberspace operations intended to project power by the application
of force in or through cyberspace.”®

o Defensive cyberspace operations (DCO): “Passive and active cyberspace operations intended to preserve the
ability to utilize friendly cyberspace capabilities and protect data, networks, net-centric capabilities, and other
designated systems.”®!

o Defensive cyberspace operation response action (DCO-RA): Deliberate, authorized defensive measures or
activities taken outside of the defended network to protect and defend Department of Defense cyberspace
capabilities or other designated systems.”®? (emphasis added)

e Department of Defense information networks (DODIN): “The globally interconnected, end-to-end set of
information capabilities, and associated processes for collecting, processing, storing, disseminating, and
managing information on-demand to warfighters, policy makers, and support personnel, including owned and
leased corpsmunications and computing systems and services, software (including applications), data, and
security.”

e Department of Defense information network (DODIN) operations: “Operations to design, build, configure,
secure, operate, maintain, and sustain [DoD] networks to create and preserve information assurance on the
[DoD] information networks.”

f. Relation to 10: Joint Pub. 3-13 states—

CO are the employment of cyberspace capabilities where the primary purpose is to achieve
objectives in or through cyberspace. Cyberspace capabilities, when in support of 10, deny or
manipulate adversary or potential adversary decision making, through targeting an information
medium (such as a wireless access point in the physical dimension), the message itself (an
encrypted message in the information dimension), or a cyber-persona (an online identity that
facilitates communication, decision making, and the influencing of audiences in the cognitive
dimension). When employed in support of 10, CO generally focus on the integration of offensive
and defensive capabilities exercised in and through cyberspace, in concert with other IRCs, and
coordination across multiple lines of operation and lines of effort.®®

g. Common Legal Issues: U.N. Charter (jus ad bellum analysis whether a cyberspace act constitutes
a threat or use of force under Article 2(4), or an armed attack under Article 51 that justifies actions in self-defense);
Law of Armed Conflict (jus in bello compliance with treaties and customary norms governing weapons, tactics,
targeting, and protection of civilians and civilian property); Neutrality Law (including both a sovereign nation’s
right to remain neutral in armed conflicts and its obligation to prevent use of its territory to stage attacks);
Communications Law (requiring, in peacetime, non-interference with certain state infrastructures and broadcasts);
Intelligence, Privacy, and Free Speech Laws (primarily domestic, restricting the state’s use of certain methods,
targets, or actors to gather information and preserving freedom of expression); Criminal Law (prohibiting certain
activities in cyberspace and encouraging state cooperation in prosecuting hackers); and National Security Law

"8 See JOINT CHIEFS OF STAFF, JOINT PuB. 1-02, DICTIONARY OF MILITARY AND ASSOCIATED TERMS at 70 (8 Nov. 2010)(as
amended through 15 Apr. 2013) [hereinafter JoINT PuB. 1-02] (citing JOINT PuB. 3-12).

™ Id. at 70 (citing JoINT Pus. 3-12). JP 1-02 prefers the adjective ‘cyberspace’ to “cyber.’ Id. at B-4.

8 |d. at 204 (citing JOINT PuB. 3-12).

8 |d. at 76 (citing JOINT PuB. 3-12).

8 |d. at 75 (citing JOINT PuB. 3-12).

8 |d. at 78 (citing JoINT PuB. 3-12). JP 1-02 prefers this term over ‘Global Information Grid.” Id. at B-4.

8 |d. at 78 (citing JOINT PuB. 3-12).

8 JoINT PuB. 3-13, supra note 1, at 11-9.
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(protection of critical infrastructure and assets, including cooperation with other agencies and private entities).
Coordination and deconfliction with other domestic authorities governing use of related capabilities is also critical.

h. Proponents: DoD Chief Information Officer (CI0);®® U.S. Strategic Command (USSTRATCOM),
including its sub-unified command, U.S. Cyber Command (USCYBERCOM, whose Commander is dual-hatted as
Director of the National Security Agency) and four component cyber commands: U.S. Army Cyber Command
(ARCYBER), U.S. 2d Army; U.S. Fleet Cyber Command, U.S. 10th Fleet; U.S. Marine Corps Force Cyberspace
Command (MARFORCYBER); U.S. Air Force Cyber Command (AFCYBER), 24th Air Force; the National
Security Agency and Central Security Service (NSA/CSS); and other agencies as appropriate to their particular
missions and capabilities.

i. Operational Guidance: No specific annex is currently dedicated to CO, though Annex K,
Communication Systems, may discuss aspects of CO.

j. Sources: The recently-codified 10 U.S.C. § 111 note on “Military Activities in Cyberspace”
recognizes DoD’s capability to conduct offensive operations in cyberspace, as directed by the President. ® It
requires that CO comply with the same policy and legal authorities applicable to kinetic capabilities, and with the
War Powers Resolution. In practice, this requires legal review of both capabilities (analogous to weapons reviews
under the law of armed conflict) and training of forces on the appropriate use of those capabilities. In addition to
those sources and areas of law cited above, the following authorities also apply to cyberspace: Executive and DoD
orders, directives, and instructions on protecting critical functions,® infrastructure,®® and networks;* DoD policy
memoranda establishing U.S. Cyber Command®" and governing Interactive Internet Activities;* and other classified
directives, orders, and rules of engagement.

k. International Legal Developments: Three recent developments are important sources for legal
advisors to consult to understand the United States and other nations’” approaches to cyberspace. First, the United
States participates as part of a 15-nation Group of Government Experts, studying existing and potential threats from
cyberspace and possible cooperative measures to address them.® Second, in December 2012, the International
Telecommunications Union, of which the United States is a member, recently adopted a new set of International

8 See U.S. DEP’T OF DEF., DIR. 5144.02, DoD CHIEF INFORMATION OFFICER (DoD CIO) (22 Apr. 2013).
87 Added by National Defense Authorization Act (NDAA) for Fiscal Year 2012, Pub. L. 12-81, div. A, title IX, § 954 (Dec. 31,
2011) (2012 Supp.),125 Stat. 1551. The codified note states in full:

Congress affirms that the Department of Defense has the capability, and upon direction by the President may

conduct offensive operations in cyberspace to defend our Nation, Allies and interests, subject to—

(1) the policy principles and legal regimes that the Department follows for kinetic capabilities, including the

law of armed conflict; and

(2) the War Powers Resolution (50 U.S.C. 1541 et seq.).
Id.; see also H.R. Rep. No. 112-329 pt. 1, at 686 (Dec. 12, 2011)(Conference Report discussion of § 954°s purpose).
8 See, e.g., DEP’T OF DEF., INSTR. 5200.44, PROTECTION OF MISSION CRITICAL FUNCTIONS TO ACHIEVE TRUSTED SYSTEMS AND
NETWORKS (5 Nov. 2012).
% See, e.g., Federal Information Security Management Act (FISMA), 44 U.S.C. § 3541 et seq. (2006); THE WHITE HOUSE,
PRESIDENTIAL PoLicy DIRECTIVE [21] -- CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE (Feb. 12, 2013); EXEC. ORDER.
No. 13,636, FEB. 12, 2013, IMPROVING CRITICAL INFRASTRUCTURE CYBERSECURITY, 78 F.R. 11739 (Feb 19, 2013); Der’T oF DEF.,
DiR. 3020.40, DoD PoLICIES AND RESPONSIBILITIES FOR CRITICAL INFRASTRUCTURE (14 Jan. 2010) (C2, 21 Sep. 2012); Der’T oF
DEF., INSTR. 3020.45, DEFENSE CRITICAL INFRASTRUCTURE PROGRAM (DCIP) MANAGEMENT (21 Apr. 2008).
9 See, e.g., U.S. DEP’T oF DEF., DIR. 8000.01, MANAGEMENT OF THE [DoD] INFORMATION ENTERPRISE (10 Feb. 2009); U.S. Der’'T
OF DEF., DIR. 0-8530.1, ComPuTER NETWORK DEFENSE (CND) (8 Jan. 2001)(U//FOUO); U.S. DepP’T oF DEF., INSTR. O-8530.2,
SuppORT TO CoMPUTER NETWORK DEFENSE (CND) (9 Mar. 2001)(U//FOUOQ); U.S. DerP’T OF DEF., INSTR. 8410.02, NETOPS FOR
THE GLOBAL INFORMATION GRID (GIG) (19 Dec. 2008); U.S. Der’T oF DEF., INSTR. 8410.03, NETWORK MANAGEMENT (NM) (29
Aug. 2012); CHAIRMAN OF THE JOINT CHIEFS OF STAFF, MAN. 6510.01B, CYBER INCIDENT HANDLING PROGRAM (10 July 2010).
%! See Memorandum from The Secretary of Defense, subject: Establishment of a Subordinate Unified U.S. Cyber Command
Under U.S. Strategic Command for Military Cyberspace Operations (23 June 2009).
% Directive-Type Memorandum 08-037, Memorandum from the Deputy Secretary of Defense, subject: Policy for Department of
Defense (DoD) Interactive Internet Activities (8 June 2007)(two-way internet communications) [hereinafter DTM 08-037].
% For a sense of the international dialogue regarding cyberspace, and reports and additional information on the Group, see the
United Nations Office for Disarmament Affairs information security website. See also U.N. Secretary-General, Developments in
the Field of Information and Telecommunications in the Context of Information Security, Rep. of the Secretary-General, 14-21,
U.N. Doc A/66/152 (July 15, 2011)(submission of United States of America regarding cyberspace).
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Telecommunications Regulations and five legally nonbinding resolutions.’* The United States vigorously opposed
these resolutions, in part motivated by differences of opinion on Internet freedom of expression and governance.*®
Third, in 2013, a group of international legal scholars and practitioners, at the invitation of the North Atlantic Treaty
Organization (NATO) Cooperative Cyber Defence Centre of Excellence published their opinions in a manual on the
law governing cyber warfare.®® Legal advisors should continue to monitor international discussions on cyberspace.

I.  U.S. Developments/Issues: PPD 20 represents our current policy in cyberspace, and represents a
change from prior policies. Most of the documents implementing PPD 20 to DoD are classified Top SECRET.
Numerous classified OPORDs and EXORD:s exist in this realm as well that remain US policy. As stated previously
in this chapter, an emerging debate exists on the status of cyberspace operations as “traditional military activities,”
and the issue of convergence between Title 10 and Title 50. In addition, the lines between cyber effects operations
and cyber intelligence have become increasingly blurred in recent years, as many intelligence operations may
nonetheless carry cyber effects. Again, the key factor for determining whether LOAC or Intelligence Law applies is
to look at the primary purpose of the cyberspace operation. Finally, a debate continues in the cyberspace
community over the distinction between cyberspace operations and traditional electronic warfare. Operators often
prefer to have their missions characterized as EW, since the authority levels for traditional EW are far lower than for
cyberspace operations.

m.  Other resources: Numerous additional documents and current news stories can be found on the
following, regularly updated unclassified portals on cyber security—the National Security Council (NSC); DaoD; the
U.S. Department of Homeland Security (DHS); the U.S. Computer Emergency Readiness Team (US-CERT); and
the NATO LibGuide on Cyberspace Security. The Tallinn Manual is also a useful source for determining the
current status of CIL in this field. Finally, the Harold Koh Speech of September 2012 is an excellent source for
looking at United States policy at an UNCLASSIFIED level.

6. Information Assurance (IA): “Actions that protect and defend information systems by ensuring
availability, integrity, authentication, confidentiality, and nonrepudiation.”’

a. Discussion: 1A ensures the reliability of information on DoD information networks and other
means of communication, thereby protecting friendly decision-making. 1A is the primary objective of DODIN
operations (defined above in para. 111.B.5.d) and a core focus of other communications equipment operations.

“lA is necessary to gain and maintain information superiority. The [Joint Forces commander] relies on IA to protect
infrastructure to ensure its availability, to position information for influence, and for delivery of information to the
adversary. Furthermore, 1A and CO are interrelated and rely on each other to support 10.”%

b. Common Legal Issues: Communications Law (compliance with international treaties and
agreements, and domestic statutes and regulations regarding operation of communications systems); Intelligence,
Privacy, and Free Speech Laws (primarily domestic, restricting the state’s ability to gather information and
preserving freedom of expression); Criminal Law (prohibiting certain activities in cyberspace and encouraging state
cooperation in prosecuting hackers); and National Security Law (protection of critical infrastructure and assets,
including cooperation with other agencies and private entities).

c. Proponents: DoD Chief Information Officer (CIO).

d. Operational Guidance: No specific annex is currently dedicated to IA, though Annex K,
Communications Systems, may discuss aspects of IA.

% See INT’L. TELECOMM. UNION, FINAL ACTS OF THE WORLD CONFERENCE ON INTERNATIONAL TELECOMMUNICATIONS [WCIT]
(DuBal, 2012) (Dec. 14, 2012)(text of new regulations and resolutions, proposed to replace the existing 1988 regulations).

% See U.S. Dep’t of State, Media Note: U.S. Intervention at the [WCIT], Dec. 13, 2012 (text of formal U.S. intervention
requested at WCIT); U.S. Dep’t of State, Transcript of Remarks by Terry Kramer, Ambassador, U.S. Head of Delegation, on the
[WCIT] (via Teleconference from Dubai, United Arab Emirates), Dec. 13, 2012 (further explaining U.S. objections).

* See TALLINN MANUAL ON THE INTERNATIONAL LAw APPLICABLE TO CYBER WARFARE (Michael N. Schmitt gen. ed. 2013)
(proposing 95 rules with commentaries). Though not an official publication, and reflecting only the personal opinions of
participants (not their respective nations), the Tallinn Manual included both U.S. experts and an observer from USCYBERCOM.
See id. at x—xiii, 9-10. As of this writing, the United States has neither officially endorsed nor rejected the Manual.

%7 See JoINT PuB. 1-02, supra note 80, at 135 (citing JoINT Pu. 3-12).

% JoINT PuB. 3-13, supra note 1, at 11-9.
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e. Sources: 10 U.S.C. § 2224 (2006), the Defense IA Program;* U.S. Dep’T oF DEF., DIR. 8000.01,
MANAGEMENT OF THE DEPARTMENT OF DEFENSE INFORMATION ENTERPRISE (10 Feb. 2009) (Unclassified); U.S.
DepP’T OF DEF., DIR. 8500.01E, INFORMATION ASSURANCE (IA) (24 Oct. 2002) (Unclassified); U.S. DEp’T OF DEF.,
Dir. 0-8530.1, CompUTER NETWORK DEFENSE (CND) (8 Jan. 2001)(Unclassified//For Official Use Only (FOUQ));
U.S. DEP’T OF DEF., INSTR. 8410.02, NETOPS FOR THE GLOBAL INFORMATION GRID (GIG) (19 Dec. 2008)
(Unclassified); U.S. DEP’T OF DEF., INSTR. 8500.2, INFORMATION ASSURANCE (I1A) IMPLEMENTATION (6 Feb. 2003)
(Unclassified); U.S. DEP’T OF DEF., INSTR. 8510.01, DOD INFORMATION ASSURANCE CERTIFICATION AND
ACCREDITATION PROCESS (DIACAP) (28 Nov. 2007)(Unclassified); U.S. DEP’T OF DEF., INSTR. 8580.1,
INFORMATION ASSURANCE (IA) IN THE DEFENSE ACQUISITION SYSTEM (9 July 2004)(Unclassified); U.S. DEp’T OF
DEF., INSTR. 8581.01, INFORMATION ASSURANCE (IA) POLICY FOR SPACE SYSTEMS USeD BY [DoD] (8 June 2010)
(Unclassified); CHAIRMAN OF THE JOINT CHIEFS OF STAFF, INSTR. 6510.01F, INFORMATION ASSURANCE (1A) AND
SuPPORT TO COMPUTER NETWORK DEFENSE (CND) (9 Feb. 2011)(Unclassified); JOINT PuB. 3-12.

7. Space Operations (Space Ops): “US space operations are comprised of four mission areas: space
force enhancement; space support; space control; and space force application.”*®

a. Discussion: Regarding 10, “[s]pace capabilities are a significant force multiplier when integrated
with joint operations. Space operations support 10 through the space force enhancement functions of intelligence,
surveillance, and reconnaissance; missile warning; environmental monitoring; satellite communications; and
space-based positioning, navigation, and timing.”*™*

b. Common Legal Issues: Space Law (see Chapter 10 on Sea, Air, and Space Law in this Handbook);
may also raise issues similar to CO as discussed above.

c. Proponent: U.S. Strategic Command and its subordinate command, the Joint Functional
Component Command for Space.

d. Operational Guidance: Annex N to the OPLAN addresses Space Operations.

e. Sources: U.S. DEP’T OF DEF., DIR. 3100.10, SPACE PoLicy (18 Oct. 2012)(Unclassified); U.S.
DepP’T OF DEF., DIR. 5101.02E, DoD EXecuUTIVE AGENT (EA) FOR SPACE (25 Jan. 2013)(Unclassified); U.S. DepP’T
OF DEF., DIR. S-3100.13, SPACE FORCE APPLICATION (14 Sept. 2000)(Classified Secret); U.S. DeP’T OF DEF., DIR.
S-3100.14, SPACE FORCE ENHANCEMENT (14 Sept. 2000)(Classified Secret); CHAIRMAN OF THE JOINT CHIEFS OF
STAFF (CJCS), JOINT PuB. 3-14, SPACE OPERATIONS (6 Jan. 2009)(Unclassified). See also Chapter 10 on Sea, Air,
and Space Law of this Handbook.

8. Miilitary Information Support Operations (MISO): “Planned operations to convey selected
information and indicators to foreign audiences to influence their emotions, motives, objective reasoning, and
ultimately the behavior of foreign governments, organizations, groups, and individuals in a manner favorable to the
originator’s objectives.”'%?

a. Discussion: MISO, formerly known as psychological operations (PSYOP), “focuses on the
cognitive dimension of the information environment where its [target audience] includes not just potential and actual
adversaries, but also friendly and neutral populations.”*** MISO may be conducted across the full spectrum of
military operations, “such as stability operations, security cooperation, maritime interdiction, noncombatant
evacuation, foreign humanitarian operations, counterdrug, force protection, and counter-trafficking.”**

b. Common Legal Issues: U.N. Charter (jus ad bellum analysis whether an action or message
constitutes a threat of force under Article 2(4)); Law of Armed Conflict (jus in bello compliance with treaties and

% The NDAA for FY13 added two new requirements to be codified as notes to this section. See National Defense Authorization
Act for Fiscal Year 2013, Public Law 112-239 §§ 933, 941 (Jan. 2, 2013) 126 Stat. 1632, 1884-85, 1889-90 (tasking DoD to
implement a baseline software assurance policy, criteria for cleared defense contractors to report penetration of their networks).
100 CHAIRMAN OF THE JOINT CHIEFS OF STAFF (CJCS), JOINT PUB. 3-14, SPACE OPERATIONS at ix (6 Jan. 2009).
191 JoINT Pus. 3-13, supra note 1, at 11-9.
192 JoINT Pus. 3-13, supra note 1, at 11-9 to 11-10.
103 See Memorandum from The Secretary of Defense, subject: Changing the Term Psychological Operations (PSYOP) to
military Information Support Operations (MISO) (3 Dec. 2010)(describing name change rationale); Id. at 11-10 (quotation).

Id.
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customary norms, e.g., rules on treachery and perfidy,'® as well as prisoner of war and detainee treatment'%);

Communications Law (international law prohibiting harmful interference with radio broadcasts, and domestic or
foreign laws regulating broadcasting); Law of the Sea (restricting pirate radio broadcasts and delineating territorial
boundaries); Intelligence, Privacy, and Free Speech Laws (primarily domestic, restricting the state’s use of certain
methods, targets, or actors to gather information, and preserving freedom of expression); Other U.S. domestic law
restrictions (e.g., attribution vs. covert action,'”” copyright and trademark restrictions, and prohibition on
propaganda directed at U.S. audiences,'% State Department public diplomacy mission); and international
agreements (e.g., on status of forces) or foreign domestic law, which may place limits on activities of military
information support units.

c. Proponents: USD(P) (normally overseen by ASD(SOL/IC)); USSOCOM.'%°

d. Operational Guidance: Generally contained in Appendix 3 to Annex C of the OPORD or OPLAN.
MISO generally proceed according to a specific 10 plan. In creating a MISO plan, one must conduct research and
analysis of critical information, develop themes and actions, and produce and disseminate the MISO product. In
planning the dissemination phase, one must consider the most effective type of MISO product for a particular area;
for example, leaflets, radio broadcasts, TV broadcasts, and/or internet-based products may each work better as
delivery platforms in certain areas of the world than they would in others. Furthermore, MISO products must not
be directed at domestic (i.e. U.S.) audiences. Approved trans-regional or theater-specific plans provide guidance
and parameters for individual products addressing these requirements. Legal advisors assist both in developing
plans and in ensuring products comply therewith.

e. Sources: U.S. DEP’T OF DEF., DIR. S-3321.1, OVERT PSYCHOLOGICAL OPERATIONS CONDUCTED
BY THE MILITARY SERVICES IN PEACETIME AND IN CONTINGENCIES SHORT OF DECLARED WAR (U) (26 July 1984)
(Classified Secret); Directive-Type Memorandum (DTM) 08-037, Memorandum from the Deputy Secretary of
Defense, subject: Policy for Department of Defense (DoD) Interactive Internet Activities (8 June 2007)(two-way
internet communications); CHAIRMAN OF THE JOINT CHIEFS OF STAFF, INSTR. 3110.05E, MILITARY INFORMATION
SUPPORT OPERATIONS SUPPLEMENT TO THE JOINT STRATEGIC CAPABILITIES PLAN (30 Sep. 2011)(U//FOUQO); JOINT

1% Examples of MISO-related conduct violating the prohibitions on treachery and perfidy include advertising a bounty for an
enemy’s death, broadcasting to an enemy that an armistice has been agreed upon when such is not the case, feigning surrender to
facilitate an attack, or threatening an enemy that no survivors will be taken. See CONVENTION RESPECTING THE LAWS AND
CusTtoms oF WAR ON LAND AND ITS ANNEX: REGULATIONS RESPECTING THE LAWS AND CusToms oF WAR ON LAND, arts. 23-24,
Oct. 18, 1907, 36 Stat. 2277, 205 Consol. T.S. 277, entered into force and for the United States Jan. 26, 1910 (permitting ruses of
war but forbidding treacherous conduct or improper use of the Red Cross emblem) [hereinafter Hague IV for the Convention,
Hague Regulations for the Annex]; U.S. DEP’T oF ARMY, FIELD MANUAL 27-10, THE LAW OF LAND WARFARE, paras. 48-55, 467
(18 July 1956) (C1, 15 July 1976) (discussing examples of ruses, treachery, and perfidy) [hereinafter FM 27-10]; see also AP I,
arts. 37-38, 40 (expanding the rules on perfidy, improper use, and threatening an enemy); Matheson, supra note 40, at 422-24
(stating the U.S. position on AP I, including that individual combatants shall not kill, injure, or capture enemy personnel by resort
to perfidy; internationally recognized protective emblems, e.g., the Red Cross, shall not be improperly used; and no order shall be
given to permit no survivors nor may an adversary be threatened with such an order or hostilities conducted on that basis).

1% The Geneva Conventions and Army Regulation 190-8 forbid publishing photographic images of enemy prisoners of war, or
subjecting prisoners of war or others (including detainees or internees) to outrages upon personal dignity, such as humiliating or
degrading treatment. See CONVENTION RELATIVE TO THE TREATMENT OF PRISONERS OF WAR, arts. 3, 13, Aug. 12, 1949, 6 U.S.T.
3316, T.1LA.S. 3364, 75 U.N.T.S. 135, entered into force Oct. 21, 1950, for the United States Feb. 2, 1956 (forbidding outrages
upon personal dignity, including humiliation or degrading treatment; protecting prisoners of war against insults and public
curiosity; art. 3 is common to all four Geneva Conventions); AP I, supra note 37, art. 75 (similar protection for civilian
detainees); U.S. DEP’T OoF ARMY, REG. 190-8, ENEMY PRISONERS OF WAR, RETAINED PERSONNEL, CIVILIAN INTERNEES AND OTHER
DETAINEES, paras. 1.5.d., 1.9 (1 Oct. 1997)(restricting photographing, filming, and video taping of such persons).

197 See 50 U.S.C. § 413b (2006)(defining covert action as “activity or activities of the [USG] to influence political, economic, or
military conditions abroad, where it is intended that the role of the [USG] will not be apparent or acknowledged publicly”, and
requiring Presidential approval for such actions, unless one of four exceptions applies, including “traditional . . . military
activities [TMA] or routine support to such activities”). Legal advisors should consult operational guidance governing attribution,
and ensure MISO (arguably TMA) are military operations, distinct from U.S. State Department public diplomacy efforts.

1% previously, U.S. military forces observed this restriction by policy, motivated by a statute applicable to the U.S. State
Department public diplomacy mission (22 U.S.C § 1461-1a, part of the Smith-Mundt Act). A new statute directed at DoD,
recently codified at 10 U.S.C. 2241a (2010 Supp.), directs: “Funds available to the [DoD] may not be obligated or expended for
publicity or propaganda purposes within the United States not otherwise specifically authorized by law.”

109 See SECDEF 25 Jan 11 Memo, supra note 2, at 2.
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CHIEFS OF STAFF, JOINT PuB. 3-13.2, MILITARY INFORMATION SUPPORT OPERATIONS (7 Jan. 2010) (C1, 20 Dec.
2011) (available via JDEIS, access restricted to .mil or .gov network).

9. Intelligence (Intel): “The product resulting from the collection, processing, integration, evaluation,
analysis, and interpretation of available information concerning foreign nations, hostile or potentially hostile forces
or elements, or areas of actual or potential operations. The term is also applied to the activity which results in the
product and to the organizations engaged in such activity.”*** JP 2-0, 1-02 139

a. Discussion: “Intelligence is a vital military capability that supports 10. The utilization of
information operations intelligence integration (IOI1) greatly facilitates understanding the interrelationship between
the physical, informational, and cognitive dimensions of the information environment,” and a greater understanding
of peoples, cultures, societies, networks, and the flow of information, as well as the predicted and actual reaction of
audiences to particular messages.™*

b. Common Legal Issues: The rules governing intelligence operations are extremely complex and
require careful study. In particular, intelligence laws and regulations may limit the use of certain sources or methods
for analysis or dissemination of 10 products. For example, DoDD 3600.01, para. | now requires that “DoD 10
information gathering programs and activities . . . coordinated and deconflicted with DoD intelligence activities as
set forth in DoD Directive S-5200.37 . . . and DoD 5240.1-R” and that human-derived information gathering
activities in support of 10 “remain separate 