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FOREWORD

The publication of The Handbook of Information and Computer Ethics signifies a
milestone in the field of computer ethics. The field began to emerge as a scholarly
field in the late 1970s and early 1980s. Joseph Weizenbaum�s Computer Power and
Human Reason (1976) was the first extended work to draw attention to the
potentially deep social implications of the new technology. During this period,
privacy had been subject to a number of major studies, including Alan Westin and
Michael Baker�s Data Banks in a Free Society (1972). The first works by philo-
sophers began to appear in the 1980s, and in 1985 Terrell Bynum published a special
issue of Metaphilosophy pulling together these first works and making them more
available to the philosophical community. That year, 1985, was also the year in
which my own Computer Ethics was first published.

Perhaps it is an understatement to say that in the twenty-plus years since the
appearance of these first works, the field of computer ethics has flourished
enormously. Of course, the development of the field has gone hand-in-hand with
the development of computer and information technology. In one of the seminal
articles in the field, Jim Moor identifies malleability as a key feature of computers;
that malleability has meant that computer and information technology has perme-
ated almost every domain of human activity. And, of course, wherever the
technology goes, ethical issues can be found. While the flourishing of the field
of computer ethics is to be celebrated, growth inevitably means pressure to split
the whole into parts. The topics that need to be addressed continue to expand,
and perspectives from a wide range of disciplines are relevant. Thus, there is
pressure for the field to become splintered into subfields (for example, with a
distinction between computer ethics and information ethics); for scholars to
become specialists in one subfield (for example, to choose to become an expert
in privacy or intellectual property or professional ethics); or to have subfields
merged into already existing fields such as media studies, business ethics, infor-
mation sciences, etc.

In this context, the publication of The Handbook of Information and Computer
Ethics is particularly important because it aims to keep the field whole. It is
intended to provide an overview of the issues and controversies in a field that has
become increasingly unwieldy. As a handbook, the volume defines the field as a
whole; it identifies foundational issues, provides theoretical perspectives, and
includes analyses of a range of applied and practical issues. The volume does this
through chapters by individuals who have been working in the field from the
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beginning, as well as works by scholars who have come to the field more
recently. For this reason, I applaud the efforts of Kenneth Himma and Herman
Tavani and welcome the publication of The Handbook of Information and
Computer Ethics.

DEBORAH G. JOHNSON
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PREFACE

In the last 10 years, information and computer ethics has emerged as an important
area of philosophical and social theorizing, combining conceptual, metaethical,
normative, and applied elements. Interest in the area has increased dramatically in
computer science departments, philosophy departments, communications depart-
ments, business schools, information and library schools, and law schools. Infor-
mation ethics has become one of the most important areas of applied philosophy in
terms of professional, student, and popular interest. Many of the most pressing new
ethical issues we face have arisen in connection with the use and development of new
information technologies. For example, debates about the ethics of online music file
sharing have led academics and ordinary citizens to reconsider the arguments for the
legitimacy of intellectual property protection. New developments in information
technology threaten privacy in ways that could not have been imagined 50 years ago,
raising new ethical issues about the rights to privacy and anonymity. The growing
dependence of large-scale economies on the Internet creates new vulnerabilities that
can be exploited by hackers, cybercriminals, and terrorists, raising novel ethical
issues about computer intrusions and security.

The Handbook of Information and Computer Ethics responds to this growing
professional interest in information ethics with 27 chapters that address both tradi-
tional and current issues in information and computer ethics research. Each chapter,
written by one or more of the most influential information ethicists, explains and
evaluates the most important positions and arguments on the respective issues. As a
result, the Handbook reader will be able to come away from each chapter with an
understanding of the major positions and arguments, their strengths and weaknesses,
and the author�s original take on the issue. In addition, each chapter not only contains
useful summaries of the most important research on the topic but also makes an
important new contribution to the literature, and ends with a bibliography that
identifies the most important books and articles on the topic.

Because a number of very good anthologies on information and computer ethics
already exist, one might ask: Why another book of readings on ethical aspects of
information and computer technology? One justification for the book is that, as noted
above, each chapter in the present volume is written in a style that conforms to the
objectives of a handbook and thus provides the conceptual background that is often not
found in papers comprising other volumes. Consider that many papers included in
thosevolumes are compiled fromdisparate sources and, thus, can reflect various styles
and diverse objectives.With one exception, every chapter in this volume is an original
piece that was written specifically for theHandbook. As such, each paper provides an
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accessible but sophisticated overview of the most important positions and supporting
arguments and objections, along with the author�s state-of-the-art take on these
positions, arguments, and objections.

Another justification for this book is that existing anthologies tend to be narrower in
scope than The Handbook of Information and Computer Ethics. For example, many
anthologies cover only a limited set of topics that affect one or more subfields of
information ethics; as a result, theseworks often exclude someof the controversies and
issues that arise in information ethics as a broader field of inquiry. Consider that some
anthologies have focused on Internet- or cyber-specific issues involving information
ethics,1 while others have centered mainly on professional ethics issues affecting
responsibility.2 Other volumes are dedicated to information ethics concerns affecting
specific topical areas such as privacy, security, and property.3 Still other anthologies
have focused on ethical aspects of information technology that converge with ethics-
related concerns affecting medicine and genetics/genomics research.4 And other
anthologies are dedicated to the examination of ethical issues in information technol-
ogy that intersect either with disciplines, such as philosophy, or with new or emerging
fields, suchasnanotechnology.5Soeven though there is no shortageofanthologies that
examine ethical issues centering on these, and related, ethical aspects of information
technology, none addresses the breadth of topics covered in the present handbook.

The Handbook is organized into six main parts, which cover a wide range of
topics—i.e., from foundational concepts and methodological approaches in informa-
tion ethics (at the theoretical level) to specific problem areas involving applied or
practical ethical issues.

At the theoretical level, conceptual frameworks underlying topical areas such as
intellectual property, privacy, and security are examined. These frameworks provide
Handbook readers with some conceptual tools needed to analyze more systematically
the kinds of issues examined in the chapters comprising the remaining sections of the
book. At the practical level, a number of contemporary controversies ranging from
professional-ethical issues to issues of responsibility, regulation, and access are
examined. For example, these chapters examine controversies affecting open-source
software, medical informatics and genetic research, cyber-conflict, risk assessment,
the digital divide, information overload, e-mail spam, online file sharing, plagiarism,
censorship and free speech, and so forth. Thus, Handbook readers will gain an

1See Langford, D. (Ed.). Internet Ethics. Macmillan, 2000; Baird, R., Reagan, R., and Ramsower, S., (Eds.)
Cyberethics. Prometheus, 2000; Spinello, R. and Tavani, H. (Eds.).Readings in CyberEthics, 2nd ed. Jones
and Bartlett, 2004.
2See Bynum, T. and Rogerson, S. (Eds.). Computer Ethics and Professional Responsibility. Blackwell,
2004.
3See Moore, A. (Ed.). Information Ethics: Privacy, Property, and Power. University of Washington
Press, 2005; Himma, K. (Ed.). Internet Security: Hacking, Counter Hacking, and Society. Jones and
Bartlett, 2007.
4See Goodman, K. (Ed.). Ethics, Computing, and Medicine. Cambridge, 1998; Tavani, H. (Ed.). Ethics,
Computing, and Genomics. Jones and Bartlett, 2006.
5See Moor, J. and Bynum, T. (Eds.). Cyberphilosophy. Blackwell, 2002; Allhoff, F., Lin, P., Moor, J. and
Weckert, J. (Eds.). Nanoethics. Wiley, 2007.
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understanding of both the general frameworks and specific issues that define the fields
of information and computer ethics.
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INTRODUCTION

KENNETH EINAR HIMMA and HERMAN T. TAVANI

As noted in the Preface to this volume, The Handbook of Information and Computer
Ethics covers a wide range of topics and issues. The 27 chapters that comprise
this work are organized into six main parts: I. Foundational Issues and Methodo-
logical Frameworks; II. Theoretical Issues Affecting Property, Privacy, Anonymity,
and Security; III. Professional Issues and the Information-Related Professions;
IV. Responsibility Issues and Risk Assessment; V. Regulatory Issues and Chal-
lenges; and VI. Access and Equity Issues.

I FOUNDATIONAL ISSUES AND METHODOLOGICAL FRAMEWORKS

Part I, comprising four chapters, opens with Luciano Floridi�s examination of some
key foundational concepts in information ethics. Floridi points out that the expression
“information ethics,” introduced in the 1980s, was originally used as a general label to
discuss issues regarding information (or data) confidentiality, reliability, quality, and
usage. He also notes that “information ethics” has since come tomean different things
to different researchers working in a variety of disciplines, including computer ethics,
business ethics, medical ethics, computer science, the philosophy of information, and
library and information science. Floridi is perhaps best known among computer
ethicists for his influential methodological (and metaethical) framework, which he
calls Information Ethics or IE. He contrasts his framework with traditional views that
have tended to view IE as either an “ethics of informational resources,” an “ethics of
informational products,” or an “ethics of the informational environment.” Floridi
argues that his alternative view of IE, as a “macroethics,” is superior to the various
microethical analyses of IE that have been suggested.

Floridi�s discussion of foundational issues in IE is followed by Terrell Ward
Bynum�s chapter, “Milestones in the History of Information Ethics.” Bynum is
generally considered to be one of the “pioneers” in computer ethics, helping to
establish the field as an independent area of applied ethics in the 1980s. In Chapter 2,
Bynum argues that the origin of computer and information ethics can be traced to the
work of philosopher/scientist NorbertWiener, who, duringWorldWar II, workedwith
a group of scientists and engineers on the invention of digital computers and radar. His
chapter begins with a discussion of Wiener�s “powerful foundation” for information
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and computer ethics, and then it describes a number of additional “milestones” in the
history of what Bynum describes as a “new and vital branch of ethics.”

Next, Jeroen van den Hoven examines some methodological issues in his chapter,
“Moral Methodology and Information Technology.” One question that has been
considered by some theoreticians in the fields of information and computer ethics is
whether a newand distinctmethodology is needed to handle the kinds of ethical issues
that have been generated. Van den Hoven suggests that we need amethodology that is
“different from what we have seen thus far in applied ethics,” but which does not call
for “cataclysmic re-conceptualizations.” He begins with an overview of some of the
main methodological positions in applied ethics that are relevant for computer ethics,
before sketching out his proposed method that aims at making moral values a part of
technological design in the early stages of its development. This method assumes, as
van den Hoven notes, that “human values, norms, moral considerations can be
imparted to the things we make and use (technical artefacts, policy, laws and
regulation, institutions, incentive structures, plans).”

Part I closes with Batya Friedman, Peter Kahn, andAlan Borning�s chapter, “Value
Sensitive Design and Information Systems.” The authors note that value sensitive
design (VSD) is a theoretically grounded approach to the design of technology that
accounts for humanvalues in a “principled and comprehensivemanner throughout the
design process.” It also includes a tripartite methodology, consisting of conceptual,
empirical, and technical investigations. In explicating VSD, Friedman, Kahn, and
Borning consider three case studies: one concerning information and control of web
browser cookies (implicating the value of informed consent); a second study con-
cerning using high-definition plasma displays in an office environment to provide a
“window to the outside world” (implicating the values of physical and psychological
well-being and privacy in public spaces); and a third study concerning an integrated
land use, transportation, and environmental simulation system to support public
deliberation and debate on major land use and transportation decisions (implicating
the values of fairness, accountability, and support for the democratic process). In the
concluding section of their chapter, the authors offer some practical suggestions for
how to engage in VSD.

II THEORETICAL ISSUES AFFECTING PROPERTY, PRIVACY,
ANONYMITY, AND SECURITY

Part II comprises four chapters that examine conceptual and theoretical frameworks in
information ethics.Unlike the chapters in Part I, however, they examine some topic- or
theme-specific frameworks that underliemanyof the practical issues considered in the
remaining parts of the Handbook. Specifically, the chapters in Part II examine
theoretical and conceptual aspects of intellectual property, informational privacy,
online anonymity, and cyber security. In the opening chapter, AdamMoore discusses
three different kinds of justifications for intellectual property (IP), also noting that we
need to be careful not to confusemoral claims involving IPwith legal ones.His chapter
begins with a brief sketch of Anglo-American and Continental systems of IP that
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focuses on legal conceptions and rights. Moore then examines arguments for the
personality-based, utilitarian, and Lockeanviews of property. He concludes that there
are justified moral claims to intellectual works, that is, “claims that are strong enough
to warrant legal protection.”

Moore�s analysis of IP is followed by Herman Tavani�s examination of some key
concepts, theories, and controversies affecting informational privacy. Beginningwith
an overview of the concept of privacy in general, Tavani distinguishes among four
distinct kinds of privacy: physical, decisional, psychological, and informational
privacy. He then evaluates some classic and contemporary theories of informational
privacy before considering the impact that some specific information technologies
(such as cookies, data mining, and RFID techologies) have had on four subcategories
of informational privacy: consumer privacy, medical privacy, employee privacy, and
location privacy. His chapter closes with a brief examination of some recent proposals
for framing a comprehensive informational-privacy policy.

Next, KathleenWallace examines the concept of anonymity in her chapter, “Online
Anonymity.” Wallace points out that anonymity and privacy are closely related, with
anonymity “being one means of ensuring privacy.” She also notes that anonymity can
bebrought about in avarietyofways and that there aremanypurposes, bothpositive and
negative, that anonymity could serve. For example, on the positive side, it can promote
free expression and exchange of ideas, and it can protect someone from undesirable
publicity. On the negative side, however, anonymity can facilitate hate speech with no
accountability, as well as fraud or other criminal activity. Wallace believes that there
are two thoughts regarding anonymity as a “byproduct” that are worth distinguishing;
it could be the “byproduct of sheer size as when one is among a throng of people who
don�t know one another” or the “byproduct of complex social organization.”

Part II concludes with Kenneth Himma�s chapter, “Ethical Issues Involving
Computer Security: Hacking, Hacktivism, and Counterhacking.” Himma considers
whether and to what extent various types of unauthorized computer intrusions by
private persons and groups (as opposed to state agents and agencies) are morally
permissible. After articulating a prima facie general case against these intrusions,
Himma considers intrusions motivated by malicious intentions and by certain benign
intentions, such as the intent to expose security vulnerabilities.The final sections of his
chapter consider controversies associated with “hacktivism” and “counterhacking”
(or hack backs). Himma�s chapter can also be read in connection with Dorothy
Denning�s chapter on the ethics of cyber conflict.

III PROFESSIONAL ISSUES AND THE INFORMATION-RELATED
PROFESSIONS

Part III comprises five chapters that examine a diverse set of professional-ethics issues
affecting the information and information-related professions—for example, concerns
that affect library professionals, software engineering/development professionals,
(online) research professionals, medical and healthcare professionals, and business
professionals. It opens with Kay Mathiesen and Don Fallis� chapter, “Information
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Ethics and the Library Profession.” Mathiesen and Fallis note that, in general, the
role of the professional librarian is to provide access to information, but they also
point out that librarians vary in their activities depending on the goal of such access,
and on whether they are corporate librarians, academic librarians, or public
librarians. The authors begin their analysis by considering the “mission” of the
librarian as an “information provider” and then focus on some of the issues that arise
in relation to “the role of the librarian as an information provider.” In particular, the
authors focus on questions pertaining to the “selection and organization of infor-
mation,” which, in turn, raises concerns having to do with “bias, neutrality,
advocacy, and children�s rights to access information.”

Mathiesen�s and Fallis�s analysis of ethical challenges facing librarians and the
library profession is followed by an examination of controversies affecting open
source software development and the computing profession in Frances Grodzinsky�s
and Marty Wolf�s chapter, “Ethical Interest in Free and Open Source Software.”
GrodzinskyandWolf beginby comparing free software (FS) andopen source software
(OSS), and by examining the history, philosophy, and development of each. Next, they
explore some important issues that affect the ethical interests of all who use and are
subject to the influences of software, regardless of whether that software is FS orOSS.
The authors also argue that the distinction between FS and OSS is one that is
philosophically and socially important. Additionally, they review some issues affect-
ing the autonomy of OSS software developers and their “unusual professional
responsibilities.”

Next, Elizabeth Buchanan and Charles Ess examine some professional-ethical
issues affecting online research in their chapter, “Internet Research Ethics: The Field
and its Critical Issues.”Buchanan andEss begin by noting that Internet research ethics
(IRE) is an emerging multi- and interdisciplinary field that systematically studies the
ethical implications that arise from the use of the Internet as “a space or locale of, and/
or tool for, research.” The authors believe that no one discipline can claim IRE as its
own. Because Internet research is undertaken from a wide range of disciplines, they
argue that IRE builds on the research ethics traditions developed for medical,
humanistic, and social science research. For Buchanan and Ess, a “central challenge
for IRE is to develop guidelines for ethical research that aim toward objective,
universally recognized norms, while simultaneously incorporating important disci-
plinary differences in research ethics.” The authors consider and review a range of the
most common ethical issues in IRE, and they offer some suggestions for possible
resolutions of specific ethical challenges.

Buchanan and Ess�s analysis of IRE-related ethical issues is followed by Kenneth
Goodman�s chapter, “Health Information Technology: Challenges in Ethics, Sci-
ence, andUncertainty.”Goodman notes that the use of information technology in the
health professions has introduced numerous ethical issues and professional chal-
lenges. The three principal issues that Goodman examines in the context of these
challenges are (1) privacy and confidentiality; (2) the use of decision support
systems; and (3) the development of personal health records.

Part III closes with Bernd Carsten Stahl�s examination of some business-related
ethical concerns in his chapter, “Ethical Issues of Information and Business.” Stahl
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begins his analysis with a brief definition of the concept of business and then
discusses some specific business-ethics issues affecting privacy/employee surveil-
lance, intellectual property, globalization, and digital divides. He considers various
approaches to these and related business-ethical issues, drawing on some of the
debates in computer and information ethics. Stahl notes that in these debates,
different “sets of ethical discourse” have been used. He also notes that in some
instances, these “ethical discourses” overlap and have “the potential to inform each
other.” Stahl�s chapter aims at establishing a link between these discourses.

IV RESPONSIBILITY ISSUES AND RISK ASSESSMENT

The five chapters that make up Part IVexamine a wide range of topics, each of which
touches on one or more aspects of responsibility and risk involving information
technology. In the opening chapter, “Responsibilities for Information on the Internet,”
AntonVedder begins by noting that issues involving responsibility for Internet service
providers (ISPs) are much broader in scope than they are sometimes portrayed in the
research literature, where the emphasis has tended to be more narrowly on concerns
affecting accountability with regard to illegal content. He then examines some
issues affecting the responsibilities involved in the possible negative impact of “the
dissemination of information” on the Internet. Here, he focuses mainly on three
parties: (1) those who put forward information on the Internet, that is, the content
providers; (2) the organizations that provide the infrastructure for the dissemination of
that information— the ISPs; and (3) the receivers or users of the information, that is,
the third parties.

Vedder�s analysis of responsibility for the dissemination of information on the
Internet is followed by Philip Brey�s chapter, “Virtual Reality and Computer
Simulation.” Brey argues that virtual reality and computer simulation have not
received much attention from ethicists, including ethicists in the computing profes-
sion, and that this relative neglect is unjustified because of the important ethical
questions that arise. He begins his chapter by describing what virtual reality and
computer simulations are and then describes some current applications of these
technologies. Brey then discusses the ethics of three distinct aspects of virtual reality:
(1) representation in virtual reality and computer simulations, (2) behavior in virtual
reality, and (3) computer games. He concludes with a discussion of issues affecting
responsibility, such as, responsibility in the development and professional use of
virtual reality systems and computer simulations.

Next, Antonio Marturano examines some issues in genetic research that overlap
with questions in information ethics. In his chapter, “Genetic Information: Epistemo-
logical and Ethical Issues,”Marturano first analyzes some basic information-related
concepts of molecular biology and then considers the ethical consequences of their
misuse. He notes that genetics has utilized many concepts from informatics and that
these concepts are used in genetics at different, but related, levels. At the most basic
level, for example, genetics has taken the very notion of information—central to the
field of informatics — to explain the mechanisms of life. Marturano notes that some
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authors have questioned the application of informational concepts in genetics. He also
believes that it is important to understand theway the information-related concepts of
molecular biology are interpreted to understand the reason why their “incorrect
application—and consequent rhetorical use by geneticists—turns into an ethical
failure.” In this sense, Marturano�s chapter is also concerned with issues affecting
responsibility and the use of informational concepts.

In the next chapter, Dorothy Denning examines some ethical aspects of “cyber
conflict.”Denningbelieves that there are three areas of cyber conflictwhere the ethical
issues are problematic.The first is “cyberwarfare at the state level,”whenconducted in
the interests of national security.Oneof thequestions raised in this context iswhether it
is ethical for a state to penetrate or disable the computer systems of an adversary state
that has threatened its territorial or political integrity. The second area involves
“nonstate actors,” whose cyber attacks are politically or socially motivated. This
domain of conflict is often referred to as “hacktivism,” the convergence of hacking
with activism. Denning notes that if the attacks are designed to be “sufficiently
destructive as to severely harm and terrorize civilians,” they become “cyberterrorism”

—the integration of cyber attackswith terrorism.The third area involves the “ethics of
cyber defense,” particularly what is called “hack back,” “strike back,” or “active
response.” If a system is under cyber attack, can the system administrators attack back
to stop it?What if the attack is coming fromcomputers thatmay themselves bevictims
of compromise? Since many attacks are routed through chains of “compromised
machines,” can a victim “hack back” along the chain to determine the source?
Denning�s chapter, which raises questions about responsibility and risk issues
affecting cyber conflict, can also be read in conjunction with Ken Himma�s analysis
of security-related issues in Chapter 8.

In the closing chapter of Part V, “A Practical Mechanism for Ethical Risk
Assessment—A SoDIS Inspection,” Don Gotterbarn, Tony Clear, and Choon-Tuck
Kwan examine some specific issues and concerns involving risk analysis. The authors
begin by noting that although the need for high quality software may be obvious,
information systems are “frequently plagued by problems that continue to occur in
spite of a considerable amount of attention to the development and applications of
certain forms of risk assessment.”They claim that the narrow formof risk analysis that
has been used, with its limited understanding of the scope of a software project and
information systems, has contributed to significant software failures.Next, the authors
introduce an expanded risk analysis process, which goes beyond the concept of
“information system risk” to include social, professional, and ethical risks that lead to
software failure. They point out that using an expanded risk analysis will enlarge the
project scope considered by software developers.

V REGULATORY ISSUES AND CHALLENGES

Part V includes five chapters that examine a diverse set of issues and challenges
affecting the regulation of information. It opens with John Weckert and Yeslam Al-
Saggaf�s chapter, “Regulation and Governance on the Internet,” which raises the
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question:What, if anything, on the Internet should be governed or regulated?Weckert
andAl-Saggaf note thatwe live in aworldwhere peoplemisbehave, and that forgroups
and societies to function satisfactorily, some restrictions on behavior are required.
Theyalsonote that evenwhere there is nomalicious intent, there canbeaneed for some
centralized body or perhaps “decentralized bodies” to coordinate activities.

Weckert and Al-Saggaf�s analysis is followed by David Levy�s chapter,
“Information Overload.” Levy first provides a preliminary definition of information
overload and then identifies someof the questions surrounding it.He alsodiscusses the
history of the English phrase “information overload” and shows how industrialization
and “informatization” prepared the ground for its emergence. In the closing section of
his chapter, Levy explores some of the consequences, both practical and ethical, of
overload and he considers what can be done in response.

Next, KeithMiller and JamesMoor examine controversies associated with spam in
their chapter “E-mail Spam.” The authors begin their analysis with a short history of
spam, and they note that not every unwanted e-mail can be defined as spam.Miller and
Moor suggest a “just consequentialist” approach to controversies involving e-mail
spam— an approach that takes into account several different characteristics that help
to differentiate spam fromother e-mails. The authors conclude by noting thatwhile the
“struggle against unwantede-mails”will likelycontinue, ethical analysis canbeuseful
in analyzing spam-related issues provided that ethicists are careful to look at
“individual stakeholders as well as systematic stakeholders” (i.e., both micro- and
macro-level issues). They also argue that ethical analysis should start with a “clear
exposition” of the characteristics of the e-mails that will be considered “spam.”

Miller andMoor�s analysis is followed by John Snapper�s discussion of plagiarism
in his chapter, “Plagiarism: What, Why, and If.” Snapper defines plagiarism as an
“expression that incorporates existing work either without authorization or without
documentation, or both,” and he points out that plagiarism can occur irrespective of
possible copyright violation. Drawing some useful distinctions between plagiarism
andcopyright violation, Snapper showshow the twocanoccur simultaneously in some
cases but are completely independent in others.

PartV concludeswithRichardSpinello�s chapter, “Intellectual Property: Legal and
Moral Challenges of Online File Sharing.” Spinello asks whether we should hold
companies such as Napster, Grokster, or BitTorrent morally accountable for the direct
infringement of their users, particularly if they intentionally design the code to enable
the avoidance of copyright liability. He presents the conflicting arguments on both
sides of this provocative debate. Although he focuses primarily on the ethical
dimension of this controversy, Spinello claims that we cannot neglect the complex
and intertwined legal issues. Taking this point into account, he then discusses the
recentMGM v. Grokster (2005) case where both kinds of these issues have surfaced.

VI ACCESS AND EQUITY ISSUES

Part VI, the final section of the Handbook, includes four chapters that examine
controversies affecting either access or equity, or both, with respect to information
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technology. It opens with Kay Mathiesen�s chapter, “Censorship and Access to
Expression,” which can also be read in conjunction with some of the chapters in
Part V that examine regulatory issues and challenges. But since Mathiesen�s chapter
includes an important analysis of issues affecting access to information, within her
broader discussion of censorship, we decided to include it here.Mathiesen argues that
the term “censorship” is commonly used in ways that “go much beyond the strict
confines of First Amendment law.” She also believes that philosophers, even those
who have written much of “freedom of expression,” have not tried to provide a
conceptual analysis of censorship itself. Mathiesen tries to fill in this gap by providing
an acceptable definition of censorship.

Mathiesen�s analysis is followed by Alison Adam�s examination of access issues
affecting gender in her chapter, “The Gender Agenda in Computer Ethics.” Adam�s
chapter is concerned with two interrelated questions: (1) What gender issues are
involved in computer ethics? (2)What contributionmay feminist ethics offer computer
ethics? After briefly introducing the topic of feminist ethics, she reviews existing
research on gender and computer ethics. Adambelieves that this research falls into two
main categories: (i) empirical comparisons of computer ethics decision-making by
men and women; and (ii) other aspects of gender and computing that have been
considered in ethical terms in the literature (which, she notes, usually involve a
consideration of the low numbers of women in computing). She then identifies a
number of gaps where extended discussion from a gender perspective would benefit
several current problem areas within the purview of contemporary computer ethics;
these include topics such as cyberstalking and hacking. In the concluding section of her
chapter, Adam speculates that a gender analysis of computer ethics from the perspec-
tive of theoretical development of feminist ethics may enable the framing of “the
discussion on �cyberfeminism� as a possible locus for a feminist computer ethics.”

Next, Maria Canellopoulou-Bottis and Kenneth Himma examine a different set of
access issues affecting information technology in their chapter, “TheDigitalDivide:A
Perspective for the Future.” Bottis and Himma argue that the digital divide is not any
one particular “gap” between rich and poor or between local and global, but rather
includes a “variety of gaps believed to bear on the world�s inequitable distribution of
resources.” They argue that there is a comparative lack of meaningful access to
information and communication technologies (ICTs),which can beviewed in terms of
several kinds of “gaps”: (1) a gap in access to the ICTs themselves; (2) a gap in having
the skills needed to use these technologies; (3) a gap between rich and poor in their
ability to access information needed to compete in a global economy; and (4) a gap in
education that translates into a “gap in abilities to process and absorb information.”
The authors also point out that there are “nondigital gaps” that contribute to the
distribution of resources. Himma and Bottis believe that the moral importance of the
digital divide as a problem that needs to be addressed is linked to “inequalities
between the rich and the poor — especially between wealthy nations and nations in
absolute poverty.”

In the final chapter of PartVI, and of theHandbook, RafaelCapurro examines some
intercultural issues in information ethics in his chapter, “Intercultural Information
Ethics.” He begins with an examination of the foundational debate of morality in
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general, which is addressed within the background of continental European philoso-
phy (but also “with hints to Eastern traditions”). Next, Capurro presents some ethical
questions about the impact of information and communication technologies on
different cultures in Asia and the Pacific, Latin America and the Caribbean, Africa,
Australia, and Turkey. Then, he addresses special issues such as privacy, intellectual
property, online communities, “governmentality,” gender issues, mobile phones,
health care, and the digital divide.

We believe that the 27 chapters comprising The Handbook of Information and
Computer Ethics addressmost of the rich and diverse issues that arise in and, in effect,
define the field of information/computer ethics. We hope that the Handbook readers
will discover for themselves why this field warrants serious attention by both
professionals and the general public andwhy it is becoming one of themost important
fields of applied ethics.
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CHAPTER 1

Foundations of Information Ethics

LUCIANO FLORIDI

1.1 INTRODUCTION

We call our society “the information society” because of the pivotal role played by
intellectual, intangible assets (knowledge-based economy), information-intensive
services (business and property services, communications, finance, and insurance),
and public sectors (education, public administration, health care). As a social
organization and way of life, the information society has been made possible by a
cluster of information and communication technologies (ICTs) infrastructures.And as
a full expression of techne, the information society has already posed fundamental
ethical problems, whose complexity and global dimensions are rapidly growing and
evolving.Nowadays, a pressing task is to formulate an information ethics that can treat
the world of data, information, and knowledge,1 with their relevant life cycles
(including creation, elaboration, distribution, communication, storage, protection,
usage, and possible destruction), as a new environment, the infosphere,2 in which
humanity is and will be flourishing. An information ethics should be able to address
and solve the ethical challenges arising in the infosphere.

The last statement is more problematic than it might seem at first sight. As we shall
see in some detail in the following sections, in recent years, “Information Ethics” (IE)
has come to mean different things to different researchers working in a variety of
disciplines, including computer ethics, business ethics, medical ethics, computer

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.

1For this distinction, see Floridi (1999b).
2Infosphere is a neologism I coined years ago (see, e.g., Floridi (1999b) or Wikipedia) based on
“biosphere,” a term referring to that limited region on our planet that supports life. It denotes the whole
informational environment constituted by all informational entities (thus including informational agents as
well), their properties, interactions, processes, andmutual relations. It is an environment comparable to, but
different from, cyberspace (which is only one of its subregions, as it were), since it also includes offline and
analogue spaces of information.

3



science, the philosophy of information, social epistemology ICT studies, and library
and information science. This is not surprising. Given the novelty of the field, the
urgency of the problems it poses, and the multifarious nature of the concept of
information itself and of its related phenomena, perhaps aBabel of interpretationswas
always going to be inevitable.3 It is, however, unfortunate, for it has generated some
confusion about the specific nature, scope, and goals of IE. Fortunately, the problem is
not irremediable, for a unified approach can help to explain and relate the main senses
in which IE has been discussed in the literature. This approach will be introduced in
the rest of this section. Once it is outlined, I shall rely on it in order to reconstruct three
different approaches to IE, inSections 1.2–1.4. Thesewill thenbe critically assessed in
Section1.5. InSection1.6, Iwill showhowthe approaches canbeovercomebya fourth
approach, which will be qualified asmacroethical. In Section 1.7 twomain criticisms,
often used against IE as a macroethical theory, are discussed. Section 1.8 concludes
this chapter with some brief, general considerations.

The approach mentioned above is best introduced schematically and by focusing
our attention on a moral agent A. ICTs affect an agent�s moral life in many ways.
Recently (Floridi, forthcoming), I suggested that these may be schematically orga-
nized along three lines (see Fig. 1.1).

Suppose ourmoral agentA is interested in pursuingwhatever she considers her best
course of action, given her predicament. We shall assume that A�s evaluations and
interactions have somemoral value, but no specific value needs to be introduced at this
stage. Intuitively, A can avail herself of some information (information as a resource)
to generate some other information (information as a product) and, in so doing, affect
her informational environment (information as target). This simple model, summa-
rized in Fig. 1.1, may help one to get some initial orientation in the multiplicity of
issues belonging to Information Ethics. I shall refer to it as the RPT model.

The RPT model is useful to explain, among other things, why any technology that
radically modifies the “life of information” is bound to have profound moral
implications for anymoral agent.Moral life is a highly information-intensive activity,
and ICTs, by radically transforming the informational context in which moral issues
arise, not only add interesting new dimensions to old problems, but may lead us to
rethink,methodologically, the very grounds onwhich our ethical positions are based.4

At the same time, themodel rectifies an excessive emphasis occasionally placed on
specific technologies (this happens most notably in computer ethics), by calling our
attention to the more fundamental phenomenon of information in all its varieties and
long tradition.Thiswas alsoWiener�s position,5 and itmight be argued that thevarious
difficulties encountered in the conceptual foundations of information and computer
ethics are arguably connected to the fact that the latter has not yet been recognized as
primarily anenvironmental ethics,whosemain concern is (or shouldbe) the ecological

3On the various senses in which “information” may be understood see Floridi (2005a).
4For a similar position in computer ethics seeManer (1996) on the so-called “uniqueness debate” see Floridi
and Sanders (2002a) and Tavani (2002).
5The classic reference here is toWiener (1954). Bynum (2001) has convincingly argued thatWienermay be
considered as one of the founding fathers of information ethics.
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management and well-being of the infosphere (see Floridi and Sanders (2002b) for a
defense of this position).

Since the appearance of the firstworks in the eighties,6 InformationEthics has been
claimed to be the study ofmoral issues arising from one or another of the three distinct
“information arrows” in the RPT model. We are now ready to map the different
approaches to IE by following each arrow.

1.2 THE FIRST STAGE: IE AS AN ETHICS OF INFORMATIONAL
RESOURCES

According to Froehlich (2004),7 the expression “information ethics” was introduced
in the 1980s by Koenig et al. (1981) and Hauptman (1988), who then went on to
establish the Journal of Information Ethics in 1992. It was used as a general label to
discuss issues regarding information (or data) confidentiality, reliability, quality, and
usage. Not surprisingly, the disciplines involvedwere initially library and information
science and business and management studies. They were only later joined by
information technologies studies.

It is easy to see that this initial interest in information ethics was driven by concern
about information as a resource that should be managed efficiently, effectively, and
fairly. Using the RPT model, this meant paying attention to the crucial role played by
information as something extremely valuable for A�s evaluations and actions,
especially in moral contexts. Moral evaluations and actions have an epistemic
component, as A may be expected to proceed “to the best of her information,” that
is, Amay be expected to avail herself ofwhatever information she canmuster, in order
to reach (better) conclusions about what can and ought to be done in some given

A

infosphere

info-target

info-resource

info-product

FIGURE 1.1 The “External” R(esource) P(roduct) T(arget) model

6An early review is provided by Smith (1996).
7For a reconstruction of the origins of IE see also Capurro (2006).
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circumstances. Socrates already argued that a moral agent is naturally interested
in gaining asmuch valuable information as the circumstances require, and that awell-
informed agent is more likely to do the right thing. The ensuing “ethical in-
tellectualism” analyzes evil and morally wrong behavior as the outcome of deficient
information. Conversely, A�s moral responsibility tends to be directly proportional to
A�s degree of information: any decrease in the latter usually corresponds to a decrease
in the former. This is the sense in which information occurs in the guise of judicial
evidence. It is also the sense in which one speaks of A�s informed decision, informed
consent, or well-informed participation. In Christian ethics, even theworst sins can be
forgiven in the light of the sinner�s insufficient information, as a counterfactual
evaluation is possible: had A been properly informed, Awould have acted differently
and hence would not have sinned (Luke 23:44). In a secular context, Oedipus and
Macbeth remind us how the mismanagement of informational resources may have
tragic consequences.8

From a “resource” perspective, it seems that themoral machine needs information,
and quite a lot of it, to function properly. However, even within the limited scope
adopted by an analysis based solely on information as a resource, care should be
exercised lest all ethical discourse is reduced to the nuances of higher quantity, quality,
and intelligibility of informational resources. The more the better is not the only, nor
always the best, rule of thumb, for the (sometimes explicit and conscious) withdrawal
of information canoftenmakea significant difference.Amayneed to lack (or preclude
herself from accessing) some information in order to achievemorally desirable goals,
such as protecting anonymity, enhancing fair treatment, or implementing unbiased
evaluation. Famously, Rawls� “veil of ignorance” exploits precisely this aspect of
information-as-a-resource, inorder todevelopan impartial approach to justice (Rawls,
1999). Being informed is not always a blessing and might even be morally wrong or
dangerous.

Whether the (quantitative and qualitative) presence or the (total) absence of
information-as-a-resource is in question, it is obvious that there is a perfectly
reasonable sense in which Information Ethics may be described as the study of the
moral issues arising from “the triple A”: availability, accessibility, and accuracy of
informational resources, independently of their format, kind, and physical support.
Rawls� position has been already mentioned. Since the 1980s, other important issues
have been unveiled and addressed by IE understood as an Information-as-Resource
Ethics: the so-called digital divide, the problem of infoglut, and the analysis of the
reliability and trustworthiness of information sources (Froehlich, 1997; Smith, 1997).
Courses on IE, taught as part of Information Sciences degree programs, tend to share
this approach as researchers in library and information sciences are particularly
sensitive to such issues, also from a professional perspective (Alfino and Pierce, 1997;
Mintz, 1990; Stichler and Hauptman, 1998).

One may recognize in this original approach to Information Ethics a position
broadly defended by Van Den Hoven (1995) and more recently by Mathiesen (2004),

8For ananalysis of the so-called IT-heodiceanproblemandof the tragedyof thegoodwill, seeFloridi (2006b).
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who criticizes Floridi and Sanders (1999) and is in turn criticized by Mather (2005).
Whereas Van den Hoven purports to present this approach to IE as an enriching
perspective contributing to thewider debate on amore broadly constructed conception
of IE,Mathiesen appears to present her view, restricted to the informational needs and
states of the individual moral agent, as the only correct interpretation of IE. Her
position seems thus undermined by the problems affecting any univocal interpretation
of IE, as Mather correctly argues.

1.3 THE SECOND STAGE: IE AS AN ETHICS OF INFORMATIONAL
PRODUCTS

It seems that IE began to mergewith computer ethics only in the 1990s, when the ICT
revolution became so widespread as to give rise to new issues not only in the
management of information-as-a-resource byprofessional figures (librarians, journal-
ists, scholars, scientists, IT specialists, and so forth) but also in the distributed and
pervasive creation, consumption, sharing, and control of information, by a very large
and quickly increasing population of people online, commonly used to dealing with
digital tools of all sorts (games, mobiles, emails, CD players, DVD players, etc.). In
other words, the Internet highlighted how IE could also be understood in a second but
closely related sense, in which information plays an important role as a product of A�s
moral evaluations and actions (Cavalier, 2005). To understand this transformation, let
us consider the RPT model again.

It is easy to see that our agent A is not only an information consumer but also an
information producer, who may be subject to constraints while being able to take
advantage of opportunities in the course of her activities. Both constraints and
opportunities may call for an ethical analysis. Thus, IE, understood as Information-
as-a-Product Ethics, will cover moral issues arising, for example, in the context of
accountability, liability, libel legislation, testimony, plagiarism, advertising, propa-
ganda, misinformation, and more generally of pragmatic rules of communication
�a laGrice.The recent debate onP2Psoftware provides a good example, but, once again,
thiswayof looking at InformationEthics is far frombeing a total novelty.Kant�s classic
analysis of the immorality of lying is one of the best known case studies in the
philosophical literature concerning this kind of Information Ethics. Cassandra and
Laoco€on, pointlesslywarning theTrojans against theGreeks�wooden horse, remind us
how the ineffective management of informational products may have tragic conse-
quences. Whoever works in mass media studies will have encountered this sort of
ethical issues.

It is hard to identify researcherswho uniquely support this specific interpretation of
IE, asworks on Information-as-Product Ethics tend to be inclusive, that is, they tend to
build on the first understanding of IE as an ethics of informational resources and add to
it a new layer of concerns for informational products as well (see, e.g., Moore, 2005).
However, the shift from the first to the second sense of IE (from resource to product)
can be noted in some successful anthologies and textbooks, which were carefully
revised when undergoing new editions. For example, Spinello (2003) explicitly
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emphasizes much more the ethical issues arising in the networked society, compared
to the first edition (Spinello, 1997), and hence a sort of IE that is closer to the sense
clarified in this section rather than that in the previous section. And Severson (1997),
after the typical introduction to ethical ideas, dedicates a long chapter to respect for
intellectual property. Finally, it would be fair to say that the new perspective can be
more often found shared, perhaps implicitly, by studies that are socio-legally oriented
and in which IT-professional issues appear more prominently.

1.4 THE THIRD STAGE: IE AS AN ETHICS OF THE INFORMATIONAL
ENVIRONMENT

The emergence of the information society has further expanded the scope of IE. The
more people have become accustomed to living and working immersed within digital
environments, the easier it has become to unveil new ethical issues involving
informational realities. Returning to our initial model, independently of A�s informa-
tion input (info-resource) andoutput (info-product), in the 1990s there appearedworks
highlighting a third sense in which information may be subject to ethical analysis,
namely,whenA�smoral evaluations and actions affect the informational environment.
Think, for example, of A�s respect for, or breach of, someone�s information privacy or
confidentiality.9 Hacking, understood as the unauthorized access to a (usually
computerized) information system, is another good example because it shows quite
clearly the change in perspective. In the 1980s it was not uncommon to mistake
hacking for a problem to be discussed within the conceptual frame of an ethics of
informational resources. This misclassification allowed the hacker to defend his
position by arguing that no use (let alonemisuse) of the accessed information had been
made. Yet hacking, properly understood, is a form of breach of privacy. What is in
question is not what A does with the information, which has been accessed without
authorization, but what itmeans for an informational environment to be accessed byA
without authorization. So the analysis of hacking belongs to what in this section has
been defined as an Information-as-Target Ethics. Other issues here include security
(including issues related todigitalwarfare and terrorism),vandalism (from theburning
of libraries and books to the dissemination of viruses), piracy, intellectual property,
open source, freedom of expression, censorship, filtering, and contents control. Mill�s
analysis “Of the Liberty of Thought and Discussion” is a classic of IE interpreted as
Information-as-Target Ethics. Juliet, simulating her death, and Hamlet, reenacting his
father�s homicide, show how the risky management of one�s informational environ-
ment may have tragic consequences.

Works in this third trend in IE are characterized by environmental and global
concerns.Theyalso continue themergingprocess of InformationandComputerEthics
beguninthe1990s(Woodbury,2003),movingtowardwhatCharlesEsshas labeledICE
(Weckert andAdeney, 1997). Perhaps one of the first works to look at IE as an ethics of
“things” that, as patients, are affected by an agent�s behavior is Floridi (1999a) (but see

9For further details see Floridi (2005c).
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also Floridi, 2003). On the globalization of IE, Bynum and Rogerson (1996) is among
the important references (but see also Buchanan, 1999; Ess, 2006), together with the
regular publication of the InternationalReviewof InformationEthics, edited byRafael
Capurro at the International Centre for Information Ethics (http://icie.zkm.de/).

1.5 THE LIMITS OF ANY MICROETHICAL APPROACH TO
INFORMATION ETHICS

So far we have seen that the RPTmodelmay help one to get some initial orientation in
the multiplicity of issues belonging to different interpretations of Information Ethics.
Despite its advantages, however, themodel can still be criticized for being inadequate,
for at least two reasons.

First, themodel is too simplistic. Arguably, several important issues belongmainly
but not only to the analysis of just one “informational arrow.” The reader may have
already thoughtof several examples that illustrate theproblem: someone�s testimony is
someone�s else trustworthy information; A�s responsibility may be determined by the
information A holds, but it may also concern the information A issues; censorship
affects A both as a user and as a producer of information; misinformation (i.e., the
deliberateproductionanddistributionofmisleading information) is anethicalproblem
that concerns all three “informational arrows”; freedom of speech also affects the
availability of offensive content (e.g., child pornography, violent content, and socially,
politically, or religiously disrespectful statements) thatmight bemorally questionable
and should not circulate. Historically, all this means that some simplifications,
associating decades to specific approaches to IE, are just that, simplifications that
should be takenwith a lot of caution. The “arrows” are normallymuchmore entwined.

Second, the model is insufficiently inclusive. There are many important issues that
cannot easily be placed on themap at all, for they really emerge from, or supervene on,
the interactions among the “informational arrows.” Two significant examples may
suffice: “big brother,” that is, the problem ofmonitoring and controlling anything that
might concern A; and the debate about information ownership (including copyright
and patent legislation) and fair use, which affects both users and producers while
shaping their informational environment.

Both criticisms are justified: the RPT model is indeed inadequate. Yet why it is
inadequate is a different matter. The tripartite analysis just provided helps to structure
both chronologically and analytically the development of IE and its interpretations.
But it is unsatisfactory, despite its initial usefulness, precisely because any interpre-
tation of Information Ethics based on only one of the “informational arrows” is bound
to be too reductive. As the examples mentioned above emphasize, supporters of
narrowly constructed interpretations of Information Ethics as a microethics (i.e., a
one-arrow-only ethics, to use ourmodel) are facedwith the problemof being unable to
cope with a large variety of relevant issues, which remain either uncovered or
inexplicable. In other words, themodel shows that idiosyncratic versions of IE, which
privilege only some limited aspects of the information cycle, are unsatisfactory. We
should not use the model to attempt to pigeonhole problems neatly, which is
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impossible. We should rather exploit it as a useful first approximation to be supersed-
ed, in view of a more encompassing approach to IE as a macroethics, that is, a
theoretical, field-independent, applicable ethics. Philosophers will recognize here a
Wittgensteinian ladder that can be used to reach a new starting point, but then can be
discharged.

In order to climb up on, and then throw away, any narrowly constructed conception
of Information Ethics, a more encompassing approach to IE needs to

(i) Bring together the three “informational arrows”;

(ii) Consider the whole information cycle; and

(iii) Analyze informationally all entities involved (including the moral agent A)
and their changes, actions, and interactions, by treating them not apart from,
but as part of, the informational environment, or infosphere, to which they
belong as informational systems themselves.

As steps (i) and (ii) do not pose particular problems, and may be shared by any of the
three approaches already seen, step (iii) is crucial but involves an “update” in the
ontological conception of “information” at stake. Instead of limiting the analysis to
(veridical) semantic contents—as any narrower interpretation of IE as a microethics
inevitably does—an ecological approach to Information Ethics also looks at infor-
mation from an object-oriented perspective, and treats it as entity as well. In other
words, one moves from a (broadly constructed) epistemological conception of
Information Ethics—in which information is roughly equivalent to news or semantic
content—to one which is typically ontological, and treats information as equivalent
to patterns or entities in the world. Thus, in the revised RPT model, represented in
Fig. 1.2, the agent is embodied and embedded, as an informational agent, in an equally
informational environment.

A simple analogymay help to introduce this newperspective.10 Imagine looking at
the whole universe from a chemical perspective.11 Every entity and process will
satisfy a certain chemical description. To simplify, a humanbeing, for example,will be
90%water and 10% something else. Now consider an informational perspective. The
same entities will be described as clusters of data, that is, as informational objects.
More precisely, our agent A (like any other entity) will be a discrete, self-contained,
encapsulated package containing:

(i) The appropriate data structures, which constitute the nature of the entity in
question, that is, the state of the object, its unique identity and its attributes;
and

10For a detailed analysis and defense of an object-orientedmodeling of informational entities see Floridi and
Sanders (1999), Floridi (2003, 2004).
11“Perspective” here really means level of abstraction; however, for the sake of simplicity the analysis of
levels of abstractions has been omitted from this chapter. The interested reader may wish to consult Floridi
and Sanders (2004a).
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(ii) A collection of operations, functions, or procedures, which are activated by
various interactions or stimuli (i.e., messages received from other objects or
changes within itself) and correspondingly define how the object behaves or
reacts to them.

At this level of analysis, informational systems as such, rather than just living systems
in general, are raised to the role of agents and patients (senders and receivers) of any
action, with environmental processes, changes and interactions equally described
informationally.

Understanding the nature of IE ontologically, rather than epistemologically,
modifies the interpretation of the scope and goals of IE. Not only can an ecological
IE gain a global viewof thewhole life cycle of information, thus overcoming the limits
of othermicroethical approaches, but it can alsoclaima role as amacroethics, that is, as
an ethics that concerns thewhole realm of reality. This is what we shall see in the next
section.

1.6 THE FOURTH STAGE: INFORMATION ETHICS
AS A MACROETHICS

The fourth interpretation of IE, as amacroethics, may be quickly summarized thus: IE
is apatient-oriented,ontocentric, ecologicalmacroethics (Floridi andSanders, 1999).
These are technical expressions that can be intuitively explained by comparing IE to
other environmental approaches.12

A

infosphere

info-target

info-resource

info-product

FIGURE 1.2 “Internal” R(esource) P(roduct) T(arget) model: the Agent A is correctly
embedded within the infosphere.

12For an initial development of Information Ethics and a more technical treatment of some of the themes
discussed in this paper see the following papers, available from http://www.philosophyofinformation.net/
papers.htm: Floridi (1995, 1999a, 2002, 2003, 2005d, 2005c, 2006a, 2006b, forthcoming), Floridi and
Sanders (1999, 2001, 2002b, 2004a, 2004b, 2005).
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Biocentric ethics usually grounds its analysis of the moral standing of bioentities
andecosystemson the intrinsicworthiness of life and the intrinsically negativevalueof
suffering. It seeks todevelop apatient-oriented ethics inwhich the“patient”maybenot
only a human being, but also any form of life. Indeed, Land Ethics extends the concept
of patient to any component of the environment, thus coming close to the approach
defended by Information Ethics. Any form of life is deemed to enjoy some essential
proprieties or moral interests that deserve and demand to be respected, at least
minimally and relatively, that is, in a possibly overridable sense, when contrasted
to other interests. So biocentric ethics argues that the nature and well-being of the
patient of any action constitute (at least partly) its moral standing and that the latter
makes important claims on the interacting agent, claims that in principle ought to
contribute to the guidance of the agent�s ethical decisions and the constraint of the
agent�smoral behavior. The “receiver” of the action, the patient, is placed at the core of
the ethical discourse, as a center ofmoral concern,while the “transmitter”ofanymoral
action, the agent, is moved to its periphery.

Nowsubstitute “life”with “existence” and it should become clearwhat IE amounts
to. IE is an ecological ethics that replaces biocentrism with ontocentrism. It suggests
that there is something even more elemental than life, namely being—that is, the
existence and flourishing of all entities and their global environment—and something
more fundamental than suffering, namely entropy. The latter is most emphatically not
the physicists� concept of thermodynamic entropy. Entropy here refers to any kind of
destruction, corruption, pollution, and depletion of informational objects (mind, not
of information), that is, any form of impoverishment of being. It is comparable to the
metaphysical concept of nothingness. IE then provides a common vocabulary to
understand the whole reality informationally. IE holds that being/information has an
intrinsic worthiness. It substantiates this position by recognizing that any informa-
tional entity has aSpinozian right topersist in its ownstatus, andaConstructionist right
to flourish, that is, to improveandenrich its existenceandessence.As aconsequenceof
such “rights,” IE evaluates the duty of any moral agent in terms of contribution to the
growth of the infosphere and any process, action, or event that negatively affects the
whole infosphere—not just an informational entity—as an increase in its level of
nothingness (or entropy) and hence an instance of evil (Floridi, 2003; Floridi and
Sanders, 1999, 2001).

In IE, the ethical discourse concerns any entity, understood informationally, that is,
not only all persons, their cultivation, well-being, and social interactions, not only
animals, plants, and their proper natural life, but also anything that exists, from
paintings and books to stars and stones; anything that may or will exist, like future
generations; and anything that was but is no more, like our ancestors or old civiliza-
tions. IE is impartial and universal because it brings to ultimate completion the process
of enlargement of the concept of what may count as a center of a (no matter how
minimal) moral claim, which now includes every instance of being understood
informationally, no matter whether physically implemented or not. In this respect,
IE holds that every entity, as an expression of being, has a dignity, constituted by its
mode of existence and essence (the collection of all the elementary proprieties that
constitute it for what it is), which deserves to be respected (at least in a minimal and
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overridable sense) and hence placesmoral claims on the interacting agent and ought to
contribute to the constraint and guidance of his ethical decisions and behavior. This
ontological equality principle means that any form of reality (any instance of
information/being), simply for the fact of being what it is, enjoys a minimal, initial,
overridable, equal right to exist and develop in a way that is appropriate to its nature.
The conscious recognition of the ontological equality principle presupposes a
disinterested judgment of the moral situation from an objective perspective, that is,
a perspective that is as nonanthropocentric as possible. Moral behavior is less likely
without this epistemic virtue. The application of the ontological equality principle is
achieved whenever actions are impartial, universal, and “caring.”

The crucial importance of the radical change in ontological perspective cannot be
overestimated. Bioethics and Environmental Ethics fail to achieve a level of complete
impartiality, because theyare still biased againstwhat is inanimate, lifeless, intangible,
orabstract(e.g.,evenLandEthics isbiasedagainst technologyandartifacts).Fromtheir
perspective,onlywhat is intuitivelyalivedeserves tobeconsideredasapropercenterof
moral claims,nomatterhowminimal, soawholeuniverseescapes their attention.Now,
this is precisely the fundamental limit overcome by IE, which further lowers the
minimal condition that needs to be satisfied, in order to qualify as a center of moral
concern, to thecommonfactor sharedbyanyentity,namely its informational state.And
as any formofbeing is, in anycase, also a coherent bodyof information, to say that IE is
infocentric is tantamount to interpreting it, correctly, as an ontocentric theory.

The result is that all entities, qua informational objects, have an intrinsic moral
value, although possibly quite minimal and overridable, and hence they can count as
moral patients, subject to some equallyminimal degree ofmoral respect understood as
a disinterested, appreciative, and careful attention (Hepburn, 1984). As Naess (1973)
has maintained, “all things in the biosphere have an equal right to live and blossom.”
There seems to be no good reason not to adopt a higher andmore inclusive, ontocentric
perspective. Not only inanimate but also ideal, intangible, or intellectual objects can
have a minimal degree of moral value, no matter how humble, and so be entitled to
some moral respect.

Deep Ecologists have already argued that inanimate things too can have some
intrinsic value. And in a famous article, White (1967) asked “Do people have ethical
obligations toward rocks?” and answered that “Toalmost allAmericans, still saturated
with ideas historically dominant inChristianity. . .the questionmakesno sense at all. If
the time comes when to any considerable group of us such a question is no longer
ridiculous, we may be on the verge of a change of value structures that will make
possible measures to cope with the growing ecologic crisis. One hopes that there is
enough time left.”According to IE, this is the right ecological perspective and itmakes
perfect sense for any religious tradition (including the Judeo-Christian one) for which
the whole universe is God�s creation, is inhabited by the divine, and is a gift to
humanity, ofwhich the latter needs to take care. IE translates all this into informational
terms. If something can be a moral patient, then its nature can be taken into
consideration by a moral agent A, and contribute to shaping A�s action, no matter
howminimally. Inmoremetaphysical terms, IE argues that all aspects and instances of
being areworth some initial, perhapsminimal, and overridable, formofmoral respect.
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Enlarging the conception of what can count as a center of moral respect has the
advantage of enabling one tomake sense of the innovative and epochal nature of ICTs,
as providing a new and powerful conceptual frame. It also enables one to deal more
satisfactorily with the original character of some of its moral issues, by approaching
them from a theoretically strong perspective. Through time, ethics has steadilymoved
fromanarrow to amore inclusive concept ofwhat can count as a center ofmoralworth,
from the citizen to the biosphere (Nash, 1989). The emergence of the infosphere, as a
new environment in which human beings spend much of their lives, explains the need
to enlarge further the conception of what can qualify as a moral patient. IE represents
the most recent development in this ecumenical trend, a Platonist and ecological
approachwithout a biocentric bias, amove from the biosphere to the infosphere.More
than 50 years ago, Leopold defined LandEthics as something that “changes the role of
Homosapiens fromconqueror of the land community to plainmember and citizen of it.
It implies respect for his fellowmembers, and also respect for the community as such.
The land ethic simply enlarges the boundaries of the community to include soils,
waters, plants, and animals, or collectively: the land” (Leopold, 1949, p. 403). IE
translates environmental ethics into terms of infosphere and informational objects, for
the land we inhabit is not just the earth.

1.6.1 Moral Agents

We have seen that thewhole infosphere counts as a patient of moral action, according
to IE. But what sort ofmoral agents inhabit the infosphere? The short answer is that IE
defines as amoral agent any interactive, autonomous, and adaptable transition system
that can perform morally qualifiable actions (Floridi, 2004). As usual, the rest of this
section is devoted to explaining and discussing this definition.

A transition system is interactive when the system and its environment (can) act
upon each other. Typical examples include input or output of a value, or simultaneous
engagement of an action by both agent and patient—for example, gravitational force
between bodies.

A transition system is autonomouswhen the system is able to change state without
direct response to interaction, that is, it can perform internal transitions to change its
state. So an agent must have at least two states. This property imbues an agent with a
certain degree of complexity and independence from its environment.

Finally, a transition system is adaptable when the system�s interactions (can)
change the transition rules by which it changes state. This property ensures that an
agent might be viewed as learning its own mode of operation in a way that depends
critically on its experience.

Allwe need to understand now is themeaning of “morally qualifiable action.”Very
simply, an action qualifies as moral if it can cause moral good or evil. Note that this
interpretation is neither consequentialist nor intentionalist in nature. We are neither
affirming nor denying that the specific evaluation of the morality of the agent might
depend on the specific outcome of the agent�s actions or on the agent�s original
intentions or principles.
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With all the definitions in place, it becomes possible to understand why, according
to IE,artificial agents (not just digital agents but also social agents, such as companies,
parties, or hybrid systems formed by humans and machines, or technologically
augmented humans) count as moral agents that are morally accountable for their
actions.

The enlargement of the class of moral agents by IE brings several advantages.
Normally, an entity is considered a moral agent only if (i) it is an individual agent and
(ii) it is human based, in the sense that it is either human or at least reducible to an
identifiable aggregation of human beings, who remain the only morally responsible
sources of action, like ghosts in the legal machine. Limiting the ethical discourse to
individual agentshinders thedevelopment of a satisfactory investigationofdistributed
morality, a macroscopic and growing phenomenon of global moral actions and
collective responsibilities, resulting from the “invisible hand” of systemic interactions
among several agents at a local level. Insisting on the necessarily human-based nature
of the agent means undermining the possibility of understanding another major
transformation in the ethical field, the appearance of artificial agents that are
sufficiently informed, “smart,” autonomous, and able to perform morally relevant
actions independently of the humans who created them, causing “artificial good” and
“artificial evil” (Floridi and Sanders, 1999, 2001).

We have seen that morality is usually predicated upon responsibility. By distin-
guishing between moral responsibility, which requires intentions, consciousness, and
other mental attitudes, and moral accountability, we can now avoid anthropocentric
and anthropomorphic attitudes toward agenthood. Instead, we can rely on an ethical
outlook based not only on punishment and reward (responsibility-oriented ethics) but
also on moral agenthood, accountability, and censure. We are less likely to assign
responsibility at any cost, forced by the necessity to identify individual, human agent
(s). We can stop the regress of looking for the responsible individual when something
evil happens, sincewe are now ready to acknowledge that sometimes themoral source
of evil or good can be different from an individual or group of humans (note that this
was a reasonable view in Greek philosophy). As a result, we are able to escape the
dichotomy:

(i) [(responsibility implies moral agency) implies prescriptive action], versus

(ii) [(no responsibility implies no moral agency) implies no prescriptive action].

There can be moral agency in the absence of moral responsibility. Promoting
normative action is perfectly reasonable even when there is no responsibility but
only moral accountability and the capacity for moral action.

Being able to treat nonhuman agents asmoral agents facilitates the discussionof the
moralityofagentsnotonly incyberspacebut also in thebiosphere—where animals can
be considered moral agents without their having to display free will, emotions, or
mental states—and in contexts of “distributedmorality,”where social and legal agents
can now qualify as moral agents. The great advantage is a better grasp of the moral
discourse in nonhuman contexts.
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All this does not mean that the concept of “responsibility” is redundant. On the
contrary, the previous analysis makes clear the need for further analysis of the concept
of responsibility itself, especially when the latter refers to the ontological commit-
ments of creators of new agents and environments. The only “cost” of a “mind-less
morality” approach is the extension of the class of agents andmoral agents to embrace
artificial agents. It is a cost that is increasinglyworth paying themorewemove toward
an advanced information society.

1.6.2 The Responsibilities of Human Agents

Humans are special moral agents. Like demiurges, we have “ecopoietic” responsibil-
ities toward thewhole infosphere. So InformationEthics is an ethics addressed not just
to “users” of the world but also to producers, who are “divinely” responsible for its
creation and well-being. It is an ethics of creative stewardship (Floridi, 2002, 2003;
Floridi and Sanders, 2005).

The term “ecopoiesis” refers to the morally informed construction of the environ-
ment, based on an ecologically oriented perspective. In terms of a philosophical
anthropology, the ecopoietic approach, supported by IE, is embodied by what I have
termed homo poieticus (Floridi, 1999b). Homo poieticus is to be distinguished from
homo faber, user and “exploitator” of natural resources, from homo oeconomicus,
producer, distributor, and consumer of wealth, and from homo ludens (Huizinga,
1970), who embodies a leisurely playfulness, devoid of the ethical care and responsi-
bility characterizing the constructionist attitude. Homo poieticus is a demiurge who
takes care of reality to protect it and make it flourish. This reality has been defined
above as the infosphere.

The ontic powers of homo poieticus have been steadily increasing. Today, homo
poieticus can variously exercise them (in terms of control, creation, or modeling)
over himself (e.g., genetically, physiologically, neurologically, and narratively),
over his society (e.g., culturally, politically, socially, and economically), and over
his natural or artificial environments (e.g., physically and computationally). The
more powerful homo poieticus becomes as an agent, the greater his duties and
responsibilities become, as a moral agent, to oversee not only the development of
his own character and habits but also the well-being and flourishing of each of his
ever-expanding spheres of influence, to include the whole infosphere. To move
from individual virtues to global values, an ecopoietic approach is needed that
recognizes our responsibilities toward the environment (including present and
future inhabitants) as its enlightened creators, stewards or supervisors, not just as
its virtuous users and consumers.

1.6.3 Four Moral Principles

What sort of principlesmayguide the actionsofhomopoieticus? IEdetermineswhat is
morally right or wrong, what ought to be done, what the duties, the “oughts,” and the
“ought nots” of a moral agent are, by means of four basic moral laws. They are
formulated here in an informational vocabulary and in a patient-oriented version, but
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an agent-oriented one is easily achievable in more metaphysical terms of “dos” and
“don�ts”:

(1) Entropy ought not to be caused in the infosphere (null law);

(2) Entropy ought to be prevented in the infosphere;

(3) Entropy ought to be removed from the infosphere;

(4) The flourishing of informational entities as well as of the whole infosphere
ought to be promoted by preserving, cultivating, and enriching their properties.

The basicmoral question askedby IE is:what is good for informational entities and for
the infosphere in general? We have seen that the answer is provided by a minimalist
theory: any informational entity is recognized to be the center of some basic ethical
claims, which deserve recognition and should help to regulate the implementation of
any informational process involving it. It follows that approval or disapproval of A�s
decisions and actions should also be based on how the latter affects the well-being of
the infosphere, that is, on how successful or unsuccessful they are in respecting the
ethical claims attributable to the informational entities involved, and hence in
improving or impoverishing the infosphere. The duty of any moral agent should be
evaluated in terms of contribution to the sustainable blooming of the infosphere, and
any process, action, or event that negatively affects thewhole infosphere—not just an
informational object—shouldbe seen as an increase in its levelof entropyandhence an
instance of evil.

The four laws are listed in order of increasingmoral value. Their strict resemblance
to similar principles inmedical ethics is not accidental, since both approaches share an
ethics of care. They clarify, in very broad terms, what it means to live as a responsible
and caring agent in the infosphere.

On the one hand, a process that satisfies only the null law—the level of entropy in
the infosphere remains unchangedafter its occurrence—either hasnomoral value, that
is, it is morally irrelevant or insignificant, or it is equally depreciable and com-
mendable, though indifferent respects. Likewise, a process is increasinglydeprecable,
and its agent source is increasingly blameworthy, the lower is the number-index of the
specific law that it fails to satisfy.Moralmistakesmay occur and entropymay increase
if one wrongly evaluates the impact of one�s actions because projects conflict or
compete, even if those projects aim to satisfy IEmoral laws. This is especially the case
when “local goodness,” that is, the improvement of a region of the infosphere, is
favored to the overall disadvantage of the whole environment. More simply, entropy
may increase because of the wicked nature of the agent (this possibility is granted by
IE�s negative anthropology).

On the other hand, a process is already commendable, and its agent-source
praiseworthy, if it satisfies the conjunction of the null law with at least one other
law, not the sum of the resulting effects. Note that, according to this definition, an
action is unconditionally commendable only if it never generates any entropy in the
course of its implementation; and the best moral action is the action that succeeds in
satisfying all four laws at the same time.

THE FOURTH STAGE: INFORMATION ETHICS AS A MACROETHICS 17



Most of the actions that we judgemorally good do not satisfy such strict criteria, for
they achieve only a balanced positivemoral value, that is, although their performance
causes a certain quantity of entropy, we acknowledge that the infosphere is in a better
state after their occurrence.

1.7 TWO RECURRENT OBJECTIONS AGAINST IE

Since the nineties,13 when IE was first introduced as an environmental macroethics
and a foundationalist approach to computer ethics, some standard objections have
been made that seem to be based on a few basic misunderstandings. The point of
this final section is not that of convincing the reader that no reasonable disagreement is
possible about the value of IE in general and on IE as a macroethics in particular.
On the contrary, several of the theses seen in the previous pages are interesting
precisely because they are also open to discussion. Rather, the goal here is to remove
some ambiguities and possible confusions that might prevent the correct
evaluation of IE in its various interpretations, so that disagreement can become more
constructive.

1.7.1 Does it Make Sense to Talk of Informational Entities and Agents?

By defending the intrinsicmoralworth of informational entities and the importance of
considering artificial agents asmoral agents IE does not refer to themoral value of any
other piece of well-formed and meaningful data such as an e-mail, the Britannica, or
Newton�s Principia (Himma, 2004, Mathiesen, 2004) or some science fiction robot
such as Star Wars� C3PO and R2D2. What IE suggests is that one adopt an
informational approach (technically, a level of abstraction) to the analysis of being
in terms of a minimal common ontology, whereby human beings as well as animals,
plants, artifacts, institutions, and so forth are interpreted as informational entities. IE is
not an ethics of the BBC news or some artificial agent �a la Asimov. Of course, it
remains open to debate whether an informational level of abstraction adopted is
correct. For example, the choice and hence its implications have been recently
criticized by Johnson (2006) and Capurro (2006) has argued against the ontological
options adopted by IE.

1.7.2 Is IE Inapplicable?

Given its ontological nature and wide scope, one of the objections that is sometimes
made against IE is that of being too abstract or theoretical (too philosophical in the
worst sense of theword) to be of much usewhen human agents are confronted by very

13Fourth InternationalConference onEthical Issues of InformationTechnology (Department of Philosophy,
Erasmus University, The Netherlands, March 25–27, 1998); this was published as Floridi and Sanders
(1999).
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concrete and applied challenges (Mathiesen, 2004; Siponen, 2004). IEwouldworkat a
level of metaphysical abstraction too philosophical to make it of any direct utility for
immediate needs and applications. Yet, this is the inevitable price to be paid for any
foundationalist project.Onemust polarize theory and practice to strengthen both. IE is
not immediately useful to solve specific ethical problems (including computer ethics
problems), but it provides the conceptual grounds that then guide problem-solving
procedures. Imagine someone who, being presented with the declaration of human
rights, were to complain that it is too general and inapplicable to solve the ethical
problems she is facing in a specific situation, say in dealing with a particular case of
cyberstalking in the company that employs her. This would be rather out of place. The
suspicion is that some impatience with conceptual explorations may betray a lack of
understanding of how profound the revolution we are undergoing is, and hence how
radical the rethinking of our ethical approaches and principlesmay need to be in order
tocopewith it. IE is certainlynot thedeclarationofhuman rights, but it seeks toobtaina
level of generality purporting to provide a foundation for more applied and case-
oriented analyses. So the question is not whether IE is too abstract—good foundations
for the structure onemaywish to see being built inevitably liewell below the surface—
but whether it will succeed in providing the robust framework within which practical
issues of moral concern may bemore easily identified, clarified, and solved. It is in its
actual applications that IE, as an ethics for our information society, will or will not
qualify as a useful approach; yet building on the foundation provided by IE is a serious
challenge, it cannot be an objection. It is encouraging that IE has already been
fruitfully applied to dealwith the “tragedy of the digital commons” (Greco andFloridi,
2004), the digital divide (Floridi, 2002), the problem of telepresence (Floridi, 2005d),
game cheating (Sicart, 2005), the problem of privacy (Floridi, 2005b), environmental
issues (York, 2005) and software protocols design (Turilli, 2007).

1.8 CONCLUSION

In one of Einstein�s letters there is a passage that well summarizes the perspective
advocated by IE understood as a macroethics: “A human being is part of the whole,
called by us ‘universe,’ a part limited in time and space. He experiences himself, his
thoughts and feelings, as something separated from the rest, a kind of optical delusion
of his consciousness. This delusion is a kind of prison for us, restricting us to our
personal desires and to affection for a few persons close to us. Our task must be to free
ourselves from our prison by widening our circle of compassion to embrace all
humanity and the whole of nature in its beauty. Nobody is capable of achieving this
completely, but the striving for such achievement is in itself a part of the liberation and
a foundation for inner security” (Einstein, 1954). Does looking at reality through the
highly philosophical lens of an informational analysis improve our ethical under-
standing, or is it an ethically pointless (when not misleading) exercise? IE argues that
the agent-related behavior and the patient-related status of informational objects qua
informational objects can be morally significant, over and above the instrumental
function thatmaybeattributed to thembyother ethical approaches, andhence that they
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can contribute to determining, normatively, ethical duties and legally enforceable
rights. IE�s position, like that of anyothermacroethics, is not devoidof problems.But it
can interact with other macroethical theories and contribute an important new
perspective: a process or action may be morally good or bad irrespective of its
consequences, motives, universality, or virtuous nature, but depending on how it
affects the infosphere. An ontocentric ethics provides an insightful perspective.
Without IE�s contribution, our understanding of moral facts in general, not just of
ICT-related problems in particular, would be less complete and our struggle to escape
from our anthropocentric condition, being this Plato�s cave or Einstein�s cage, less
successful.14
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CHAPTER 2

Milestones in the History of Information
and Computer Ethics*

TERRELL WARD BYNUM

2.1 INTRODUCTION

The academic field of information ethics was born—unintentionally and almost
accidentally—in the middle of the Second World War. At that time, philosopher/
scientist Norbert Wiener was working with a group of scientists and engineers who
were involved with him in the invention of digital computers and radar, and the
creation of a new kind of antiaircraft cannon that could (1) perceive the presence of
an airplane, (2) gather information about its speed and trajectory, (3) predict its
future position a few seconds later, (4) decidewhere to aim andwhen to fire the shell,
and (5) carry out that decision. All of these steps were to take place almost
instantaneously—and without human intervention! With remarkable insight and
foresight, Wiener realized that the new science and technology that he and his
colleagues were creating would have “enormous potential for good and for evil.”He
predicted that, after the war, the new information technology would dramatically
change the world just as much as the Industrial Revolution had done in the
nineteenth and early twentieth centuries. Wiener predicted a “second industrial
revolution,” an “automatic age,” that would generate a staggering number of new
ethical challenges and opportunities.

When thewar ended,Wienerwrote a book (Wiener, 1948) about the new science of
“cybernetics” that he and his colleagues had created. Two years later he followed up
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with a second book (Wiener, 1950) about the likely social and ethical impacts of the
new information technologies. With these two books—apparently without realizing
it—Wiener laid the foundations of information ethics and computer ethics. His
thinking was so far ahead of other scholars, however, that many considered him to
be an eccentric scientist who engaged in flights of fantasy about the future. No one
recognized at the time—not even Wiener himself—the profound importance of his
ethical achievements. Nearly two decades would pass before the social and ethical
impacts of computing, which Wiener had predicted in the late 1940s, would become
obvious to theworld.And another decadewould go bybeforeWalterManer coined the
name “computer ethics” to refer to the new branch of applied ethics that Wiener had
founded.

The present essay begins with a discussion of Wiener�s powerful foundation for
information and computer ethics, and then it describes a number of additional
“milestones” in the history of this new and vital branch of ethics.

2.2 NORBERT WIENER�S FOUNDATION OF INFORMATION ETHICS

Wiener (1950), in his groundbreaking book, The Human Use of Human Beings,
explored the likely impacts of information technologies upon central human values,
such as life, health, happiness, security, freedom, knowledge, opportunities, and
abilities. Even in today�s “Internet age” and the search for “global information
ethics,” the concepts and procedures that Wiener employed can be used to identify,
analyze, and resolve social and ethical problems associated with information
technologies of all kinds—including, for example, computers and computer net-
works; radio, television, and telephones; news media and journalism; even books
and libraries. Given the breadth of his concerns and the applicability of his ideas and
methods to every kind of information technology, the term “information ethics” is
an apt name for the field that he founded. Computer ethics, as it is typically under-
stood today, is a subfield of Wiener�s information ethics. The ethical issues that
Wiener analyzed, or at least touched upon, decades ago (see Wiener 1948, 1950,
1954, 1964Q1 ) include computer ethics topics that are still of interest today: computers
and unemployment, computers and security, computers and learning, computers for
persons with disabilities, computers and religion, information networks and globaliza-
tion, virtual communities, teleworking, the responsibilities of computer professionals,
themergingof humanbodies andmachines, “agent” ethics, artificial intelligence, and a
number of other issues (see Bynum, 2000, 2004, 2005, 2006).

Wiener based his foundation for information ethics upon a cybernetic view of
human nature and of society, which leads readily to an ethically suggestive account of
the purpose of a human life. From this, he identified “great principles of justice” that
every society should follow, and he employed a practical strategy for analyzing and
resolving information ethics issues wherever they might occur.

Although these achievements founded information ethics as a field of academic
research, Wiener did not knowingly or intentionally set out to create a new branch of
applied ethics. The field simply emerged from themany ethical remarks and examples
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that he included in his writings on cybernetics. Even though he did coin the name
“cybernetics” (based upon the Greek word for the pilot of a ship) for the new science
that he andhis colleagues had created, he neverthelessdid not invent a special term like
“information ethics” or “computer ethics” for the new branch of applied ethics that
emerged from his work. Even after he published an entire book in 1950 (The Human
Use of Human Beings) on the social and ethical implications of cybernetics and
electronic computers, he did not describe what he was doing as the creation of a new
branch of applied ethics, and he did not provide metaphilosophical commentary on
what hewasdoing andwhy.TounderstandWiener�s foundation for information ethics,
therefore, we must observe what he does in his works, rather than look for metaphi-
losophical explanations about his intentions.

Wiener�s cybernetic account of human nature emphasized the physical structure of
the human body and the tremendous potential for learning and creative action that
human physiology makes possible. To explain that potential, he often compared
human physiology to the physiology of less intelligent creatures like insects:

Cybernetics takes the view that the structure of themachine orof the organism is an index
of the performance that may be expected from it. The fact that the mechanical rigidity of
the insect is such as to limit its intelligence while the mechanical fluidity of the human
being provides for his almost indefinite intellectual expansion is highly relevant to the
point of view of this book . . .. man�s advantage over the rest of nature is that he has the
physiological and hence the intellectual equipment to adapt himself to radical changes in
his environment. The human species is strong only insofar as it takes advantage of the
innate, adaptive, learning faculties that its physiological structure makes possible.
(Wiener, 1954, pp. 57–58, italics in the original).

On the basis of his analysis of humannature,Wiener concluded that the purpose of a
human life is to flourish as the kind of information-processing organisms that humans
naturally are:

I wish to show that the human individual, capable of vast learning and study, which may
occupy almost half of his life, is physically equipped, as the ant is not, for this capacity.
Variety and possibility are inherent in the human sensorium—and are indeed the key to
man�s most noble flights—because variety and possibility belong to the very structure of
the human organism. (Wiener, 1954, pp. 51–52).

Wiener�s understanding of human nature presupposed a metaphysical account of
the universe that considered the world and all the entities within it, including
humans, as combinations of two fundamental things: matter-energy and informa-
tion. Everything is amixture of both; and thinking, according toWiener, is actually a
kind of information processing. Consequently, the brain:

Does not secrete thought “as the liver does bile,” as the earlier materialists claimed, nor
does it put out in the form of energy, as the muscle puts out its activity. Information is
information, not matter or energy. Nomaterialism which does not admit this can survive
at the present day. (Wiener, 1948, p. 155).
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Given Wiener�s metaphysical view, all things in the universe come into existence,
persist, and then disappear by means of the continuous mixing and mingling of
informationandmatter-energy.Livingorganisms, includinghumanbeings, are actually
patterns of information that persist through an ongoing exchange of matter-energy.
Thus, he says of human beings,

We are but whirlpools in a river of ever-flowing water. We are not stuff that abides, but
patterns that perpetuate themselves. (Wiener, 1954, p. 96).

. . .

The individuality of the body is that of a flame . . . of a form rather than of a bit of
substance. (Wiener, 1954, p. 102).

Today we would say that, according to Wiener, humans are “information objects”
whose personal identity and intellectual capacities are dependent upon persisting
patterns of information and information processing within the body, rather than on
specific bits of matter-energy.

2.2.1 Wiener�s Account of a Good Life

To livewell, according toWiener, human beingsmust be free to engage in creative and
flexible actions that maximize their full potential as intelligent, decision-making
beings in charge of their own lives. This is the purpose of a human life. Different
people, of course, have various levels of talent and possibility, so one person�s
achievements will differ from another�s. It is possible, though, to lead a good human
life—to flourish—in an indefinitely large number of ways; for example, as a teacher,
scientist, nurse, doctor, housewife, midwife, diplomat, soldier, musician, artist,
tradesman, artisan, and so on.

Wiener�s view of the purpose of a human life led him to adopt what he called “great
principles of justice” upon which a society should be built—principles that, he
believed, wouldmaximize a person�s ability to flourish through variety and flexibility
of human action. To highlight Wiener�s “great principles,” I call them “The Principle
of Freedom,” “The Principle of Equality,” and “The Principle of Benevolence.”
(Wiener simply stated them, he did not assign names). Using his ownwords yields the
following list of principles (Wiener, 1954, pp. 105–106):

THE PRINCIPLE OF FREEDOM—Justice requires “the liberty of each human being to
develop in his freedom the full measure of the human possibilities embodied in
him.”

THE PRINCIPLE OF EQUALITY—Justice requires “the equality bywhichwhat is just for
A and B remains just when the positions of A and B are interchanged.”

THE PRINCIPLE OF BENEVOLENCE—Justice requires “a good will between man and
man that knows no limits short of those of humanity itself.”
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Wiener�s cybernetic account of human nature and society leads to the view that
people are fundamentally social beings who can reach their full potential only by
actively participating in communities of similar beings. Society, therefore, is essential
to a good human life. But a despotic society could be oppressive, and thereby stifle
human freedom, so Wiener introduced a fourth principle intended to minimize
society�s negative impact upon freedom. (Let us call it “The Principle of Minimum
Infringement of Freedom.”)

THE PRINCIPLE OF MINIMUM INFRINGEMENT OF FREEDOM—“What compulsion the very
existence of the community and the statemay demandmust be exercised in such away as
to produce no unnecessary infringement of freedom.” (1954, p. 106).

Given Wiener�s account of human nature and a good society, it follows that many
different cultures—with a wide variety of customs, practices, languages, and reli-
gions—can nevertheless provide an appropriate context for a good human life.
Because of his view that “variety and possibility belong to the very structure of the
human organism,”Wiener can welcome the existence of a broad diversity of cultures
in the world to maximize the possibility of choice and creative action. The primary
restriction thatWiener would impose on any society is that it should provide a context
where humans can realize their full potential as sophisticated information-processing
agents, making decisions and choices, and thereby taking responsibility for their own
lives. Wiener believed that this is possible only where significant freedom, equality,
and human compassion prevail.

Ethical relativists sometimes cite the wide diversity of cultures in the world—
with different values, laws, codes, and practices—as evidence that there is no
underlying ethical foundation that can apply everywhere.Wiener could respond that
his account of human nature and the purpose of a human life can embrace and
welcome a rich variety of cultures and practices while still advocating adherence to
“the great principles of justice.”These principles offer a foundation for ethics across
cultures; and they still leave room for—indeed, welcome—immense cultural
diversity.

2.2.2 Wiener�s Information Ethics Methodology

When one observes Wiener�s way of analyzing and trying to resolve information
ethics issues, one finds—for example, in his book The Human Use of Human
Beings—that he attempts to assimilate new cases by applying already existing,
ethically acceptable laws, rules, and practices. In any given society, there will be a
nexus of existing practices, principles, laws, and rules that govern human behavior
within that society. These “policies”—to borrow a helpful word from Moor
(1985)—constitute a “received policy cluster” (see Bynum and Schubert, 1997);
and in a reasonably just society, they can serve as a good starting point for
developing an answer to any information ethics question. Wiener combined the
“received policy cluster” with his account of human nature, his “great principles of
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justice,” and his critical skills in clarifying vague or ambiguous language; and he
thereby achieved a very effective method for analyzing information ethics issues:

(1) Identify an ethical question or case regarding the integration of information
technology into society. Typically this will focus upon technology-generated
possibilities that could significantly affect (or are already affecting) life,
health, security, happiness, freedom, knowledge, opportunities, or other key
human values.

(2) Clarify any ambiguous or vague ideas or principles that may apply to the case
or issue in question.

(3) If possible, apply already existing, ethically acceptable principles, laws, rules,
and practices (the “received policy cluster”) that govern human behavior in the
given society.

(4) If ethically acceptable precedents, traditions, and policies are insufficient to
settle the question or dealwith the case, use the purpose of a human life plus the
great principles of justice to find a solution that fits as well as possible into the
ethical traditions of the given society.

If the traditions, precedents, and policies that one starts with are embeddedwithin
a reasonably just society, then this method of analyzing and resolving information
ethics issues will likely provide just solutions that can be assimilated into that
society.

Note that this way of doing information ethics does not require the expertise of a
trained philosopher (although such expertise might prove to be helpful in many
situations). Any adult who functions successfully in a reasonably just society is likely
to be familiar with existing customs, practices, rules, and laws that govern one�s
behavior and enable one to tell whether a proposed action or policywould be ethically
acceptable. As a result, thosewhomust copewith the introduction of new information
technology—whether theyare public policymakers, computer professionals, business
people, workers, teachers, parents, or others—can and should engage in information
ethics by helping to integrate new information technology into society in an ethically
acceptable way. Information ethics, understood in this very broad sense, is too
important to be left only to philosophers or to information professionals.

In the late 1940s and early 1950s, Wiener made it clear that, in his view, the
integration into society of newly invented computing and information technology
would lead to the remaking of society—to “the second industrial revolution”—to “the
automatic age.” It would affect every walk of life, and would be a multifaceted,
ongoing process requiring decades of effort. In Wiener�s words, the new information
technology had placed human beings “in the presence of another social potentiality of
unheard-of importance for good and for evil.” (Wiener, 1948, p.27) Today, the
“information age” that Wiener predicted half a century ago has come into existence;
and themetaphysical and scientific foundation for information ethics that he laid down
can still provide insight and effective guidance for understanding and resolving many
ethical challenges engendered by information technologies of all kinds.
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2.3 COMPUTER ETHICS DEVELOPMENTS AFTER WIENER
AND BEFORE MANER

The information ethics achievements of Norbert Wiener in the 1950s and early 1960s
were much broader than the more specific field of computer ethics, as we think of it
today. Thus, Wiener�s information ethics ideas and methods apply not only to
computer ethics, in the narrow sense of this term, but also to other specific areas
such as “agent” ethics, Internet ethics, the ethics of nanotechnology, the ethics of
bioengineering, even journalism ethics, and library ethics.

In the specific field of computer ethics, there were some developments that
occurred in the 1960s and early 1970s before Walter Maner coined the name
“computer ethics” and offered a definition of the field. (See the discussion of Maner
below.) In the mid-1960s, for example, Donn Parker—a computer scientist at SRI
International—began to notice and study unethical and illegal activities of computer
professionals. Parker (1968) gathered example cases of computer crimes, and he
published the article, “Rules ofEthics in InformationProcessing,” inCommunications
of the ACM. He also headed the development of the first Code of Professional Conduct
for the Association for Computing Machinery, which eventually was adopted by the
ACM in 1973. Later, he published a number of books and articles on computer crime
(see Parker, 1979; Parker et al., 1990).

During the late 1960s, JosephWeizenbaum—acomputer scientist atMIT—created
a simple computer program that he called ELIZA. He wanted it to provide a rough
imitation of “a Rogerian psychotherapist engaged in an initial interview with a
patient.” Weizenbaum was surprised and upset by the reactions that people had to
his simple program. Some psychiatrists, for example, considered ELIZA to be
evidence that computers soon would perform automated psychotherapy; and some
computer scientists at MIT, who knew how the ELIZA programworked, nevertheless
became emotionally involved with it and shared their intimate thoughts with it.
Because of such reactions to his simple computer program, Weizenbaum was
concerned that an “information-processing model” of human beings was reinforcing
an already growing tendency among scientists, and even the public, to see humans as
“mere machines.” In response, Weizenbaum (1976) wrote the book Computer Power
andHuman Reason in which he forcefully expressed his worries. This book and some
speeches he gave around the country inspired a number of scholars to think about the
social and ethical impacts of computing.

2.4 WALTER MANER�S COMPUTER ETHICS INITIATIVE

Until the mid-1970s, notwithstanding the works ofWiener, Parker, andWeizenbaum,
the name “computer ethics”wasnot in use, andnoone, it seems, expressed a belief that
those scholars had beenworking in a newbranch of applied ethics. This changed in the
mid-1970s, when Walter Maner, a faculty member in Philosophy at Old Dominion
University, noticed in his medical ethics class that ethical problems in which
computers became involved often were made worse or were significantly altered by
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the addition of computing technology. Indeed, it seemed to Maner that computers
might even create new ethical problems that had never been seen before. Additional
examination of this phenomenon in areas other than medicine led Maner to conclude
that a new branch of applied ethics, modeled upon medical ethics or business ethics,
should be recognized by philosophers. He coined the name “computer ethics” to refer
to this proposed new field, and he developed an experimental course designed
primarily for students of computer science. The course was a success, and Maner
started to teach computer ethics on a regular basis.

On the basis of his teaching experiences and his research in the proposed new field,
Maner (1978) created a Starter Kit on Teaching Computer Ethics and disseminated
copies of it to attendees of workshops that he ran and speeches that he gave at
philosophy conferences and computing conferences in America. In 1980, Helvetia
Press and the National Information and Resource Center on Teaching Philosophy,
headed by the present author, published Maner�s computer ethics “starter kit” as a
monograph (Maner, 1980). It contained curriculummaterials and pedagogical advice
for university teachers to develop computer ethics courses. It also included suggested
course descriptions for university catalogs, a rationale for offering such a course in a
university, a list of course objectives, some teaching tips, and discussions of topics like
privacy and confidentiality, computer crime, computer decisions, technological
dependence and professional codes of ethics.

During the early 1980s, Maner�s Starter Kit on Teaching Computer Ethics was
widely disseminated to colleges and universities in America and elsewhere. He also
continued to conduct workshops and teach courses in computer ethics. As a result, a
number of scholars, especially philosophers and computer scientists, were introduced
to computer ethics because of Maner�s trailblazing efforts.

2.5 DEBORAH JOHNSON�S INFLUENTIAL TEXTBOOK
AND THE START OF THE ‘‘UNIQUENESS DEBATE’’

As Maner was developing his new computer ethics course, he began to describe the
proposed new field as one that studies ethical problems that are “aggravated,
transformed or created by computer technology.” Some old ethical problems, he
said, are made worse by computers, while others are unique problems never seen
before computing was invented. A colleague in the Philosophy faculty at Old
Dominion University, Deborah Johnson, got interested in Maner�s proposed new
field of ethical research. She was especially struck by his claim that computer
technology generates wholly new ethical problems, because she did not believe that
this is true. She did grant, though, that computing technology could alter old ethical
problems in interesting and important ways and thereby “give them a new twist.”
Maner and Johnson had a number of discussions about this proposed new field, and
about some allegedly new ethical cases. These early conversations launched a
decades-long series of comments and publications on the nature and uniqueness of
computer ethics—the “uniqueness debate”—a series of scholarly exchanges that
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attracted other scholars and led to a number of helpful contributions to computer ethics
(see Bynum, 2006, 2007; Floridi and Sanders, 2004; Gorniak-Kocikowska, 1996;
Himma, 2003; Johnson, 1999, 2001;Maner, 1980, 1996, 1999;Mather, 2005; Tavani,
2002, 2005).

After leaving Old Dominion University, Johnson joined the staff of Rensselaer
Polytechnic Institute and secured a National Science Foundation grant to prepare a
set of teachingmaterials in computer ethics. These turned out to be very successful,
and she incorporated them into a textbook,Computer Ethics, published in 1985. On
page 1 of that book, she noted that computers “pose new versions of standard moral
problems and moral dilemmas, exacerbating the old problems, and forcing us to
apply ordinary moral norms in uncharted realms.” She did not, however, grant
Maner�s claim that computers createwholly new ethical problems. Her bookwas the
first major textbook in computer ethics, and it quickly became the primary text used
in university computer ethics courses. It set the research agenda in computer ethics,
covering topics such as the ownership of software and intellectual property,
computing and privacy, responsibility of computer professionals, and the just
distribution of technology and human power. In later editions (1994, 2001),
Johnson added new ethical topics, such as “hacking” into people�s computers
without their permission, computer technology for personswith disabilities, and the
Internet�s impact upon democracy.

Also in later editions in her textbook, Johnson added to the ongoing “uniqueness
debate” with Maner and others regarding the nature of computer ethics issues. For
example, she noted that computing technology led to the creation of new types of
entities, such as software and electronic databases, and new ways to “instrument”
human actions. One can indeed raise new specific ethical questions about such
innovations—for example, “Should ownership of software be protected by law?” or
“Do huge databases of personal information threaten privacy?” but she argued in both
later editions that such questions are merely “new species of old moral issues” like the
protectionofhumanprivacyor theownershipof intellectual property.Theyarenot, she
said,wholly newethical problems requiring additions to traditional ethical theories, as
Maner had claimed.

2.6 JAMES MOOR�S CLASSIC PAPER AND HIS INFLUENTIAL
COMPUTER ETHICS THEORY

The year 1985 was a “watershed year” in the history of computer ethics, not only
because of Johnson�s agenda-setting textbook, but also because of the publication of
Moor�s classic paper, “What is computer ethics?”, which was the lead article in a
special issue of the journalMetaphilosophy.1Moor�s essay contained an account of the

1That special issue (October 1985) was published as the monographComputers and Ethics (Bynum, 1985Q2 ),
and it contained several other computer ethics articles, including an important one by Pecorino and Maner
on teaching computer ethics (Pecorino and Maner, 1985).
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nature of computer ethics that was broader andmore ambitious than those ofManer or
Johnson. It went beyond descriptions and examples of computer ethics problems and
offered an explanation ofwhy computing technology raised somany ethical questions
compared to other technologies. Computing technology is genuinely revolutionary,
said Moor, because it is “logically malleable”:

Computers are logicallymalleable in that they canbe shaped andmolded to doany activity
that can be characterized in terms of inputs, outputs, and connecting logical operations . . ..
Because logic applies everywhere, the potential applications of computer technology
appear limitless. The computer is the nearest thingwe have to a universal tool. Indeed, the
limits of computers are largely the limits of our own creativity. (Moor, 1985, p. 269).

Because of logicalmalleability, computing technology enables human beings to do
an enormous number of new things that they neverwere able to do before. Since noone
did them before, the question arises whether one ought to do them. In a significant
number of cases like this, one may discover that no laws or standards of good practice
or ethical rules have been created to govern them. Moor identified such situations as
“policy vacuums,” some of which might generate “conceptual muddles”:

A typical problem in computer ethics arises because there is a policy vacuum about how
computer technology should be used. Computers provide us with new capabilities and
these in turn give us new choices for action. Often, either no policies for conduct in these
situations exist or existing policies seem inadequate. A central task of computer ethics is
to determine what we should do in such cases, that is, formulate policies to guide our
actions . . .. One difficulty is that along with a policy vacuum there is often a conceptual
vacuum. Although a problem in computer ethics may seem clear initially, a little
reflection reveals a conceptual muddle. What is needed in such cases is an analysis
that provides a coherent conceptual framework within which to formulate a policy for
action. (Moor, 1985, p. 266).

Manypeople foundMoor�s account of computer ethics tobe insightful and ahelpful
way to understand and deal with emerging computer ethics issues. His account of the
nature of computer ethics quickly became the most influential one among a growing
number of scholars across America who were joining the computer ethics research
community.

In 1996, in his ETHICOMP96 keynote address (see Moor, 1998), Moor enhanced
his computer ethics theory with additional ideas. One of these was his notion of the
“informationalization” of a task. This occurs when one uses computers to do an “old”
jobmore efficiently. Eventually, however, computing begins to do the old job in a new
way, and information processing becomes an integral part of the task. The resulting
informationalizationofa task can sometimes alter themeaningsofold termsandcreate
conceptual muddles that need to be clarified.

Another significant addition to Moor�s theory, also introduced in the ETHI-
COMP96 address, is the notion of “core values.” Some human values—such as life,
health, happiness, security, resources, opportunities, and knowledge, for example—
are so important to the continued survival of any community that virtually all
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communities do value them. If a community did not value these things, it soon would
cease to exist. In later papers, Moor used the concept of core values very effectively to
address computer ethics issues, such as privacy (Moor, 1997), and to add an account of
justice, which he called “just consequentialism” (Moor, 1999), to the rest of his
computer ethics theory.2

Moor�s way of analyzing and resolving computer ethics issues was both creative
and very practical. It provided a broad perspective on the nature of the Information
Revolution; and, in addition, by using powerful ideas like “logical malleability,”
“policyvacuums,”“conceptualmuddles,”“corevalues,”and “just consequentialism,”
Moor provided a very effective problem-solving method:

(1) Identify a policy vacuum generated by computing technology.

(2) Eliminate any conceptual muddles.

(3) Use the core values and the ethical resources of just consequentialism to revise
existing, but inadequate policies or to create new policies that will fill the
vacuum and thereby resolve the original ethical issue.

2.7 THE PROFESSIONAL-ETHICS APPROACH OF DONALD
GOTTERBARN

In the early 1990s, a different understanding of the nature of computer ethics was
advocated byDonaldGotterbarn. He believed that computer ethics should be seen as a
professional ethics devoted to the development and advancement of standards of good
practice and codes of conduct for computing professionals. Thus in 1991, in the article
“Computer ethics: responsibility regained,” Gotterbarn said:

There is little attention paid to the domain of professional ethics—the values that guide
the day-to-day activities of computing professionals in their role as professionals. By
computing professional I mean anyone involved in the design and development of
computer artefacts . . .. The ethical decisions made during the development of these
artifacts have a direct relationship to many of the issues discussed under the broader
concept of computer ethics. (Gotterbarn, 1991).

With this understanding of the nature of computer ethics in mind, Gotterbarn
actively created and participated in a variety of projects intended to advance
professional responsibility among computing professionals. Even before 1991, for
example, Gotterbarn had been working with a committee of the ACM creating the
third version of that organization�s “Code of Ethics and Professional Conduct”
(adopted by the ACM in 1992). Later, he worked with others in the ACM and the
Computer Society of the IEEE (Institute of Electrical and Electronic Engineers)

2Moor developed his “just consequentialism” theory by combining his notion of “core values”withBernard
Gert�s theory of justice in his book Morality: Its Nature and Justification (Gert, 1998).
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developing licensing standards for software engineers. He became Chair of the ACM
Committee on Professional Ethics, and he headed a joint taskforce of the IEEE and
ACM to create the “Software Engineering Code of Ethics and Professional Practice”
(adopted by those organizations in 1999). In the late 1990s, he created the Software
Engineering Research Institute (SEERI) at East Tennessee State University (see http://
seeri.etsu.edu/); and in the early 2000s, together with Simon Rogerson from De
Montfort University in the UK, Gotterbarn created a computer program called SoDIS
(Software Development Impact Statements) to assist individuals, companies, and
organizations in the preparation of ethical “stakeholder analyses” to determine the
likely ethical impacts of software development projects (Gotterbarn and Rogerson,
2005). These and many other important projects that focused upon professional
responsibility made Gotterbarn one of the most important thinkers among those who
are advancing the professionalization and ethical maturation of computing practi-
tioners (see Anderson et al., 1993; Gotterbarn, 1991, 2001; Gotterbarn et al., 1997).

2.8 COMPUTING AND HUMAN VALUES

A common ethical thread that runs through much of the history of computer ethics,
fromNorbertWiener onward, is concern for the protection and advancement of central
humanvalues such as life, health, security, happiness, freedom, knowledge, resources,
power, andopportunity.Most of the specific examples and cases thatWiener dealtwith
in his relevant books (Wiener, 1950, 1954, 1964) are examples of defending or
advancing such values, for example, preserving security, resources and opportunities
for factory workers by preventing massive unemployment from robotic factories, or
avoiding threats to national security from decision-making, war-game machines.
Moor called suchcentral humanvalues “corevalues,”andhenoted that they are crucial
to the long-term survival of any community (Moor, 1996).

The fruitfulness of the “human-values approach” to computer ethics is reflected in
the fact that it has served as the organizing theme of some major computer-ethics
conferences. For example, in 1991 theNational Conference onComputing andValues
(see the section below on “exponential growth”), was devoted to examining the
impacts of computing upon security, property, privacy, knowledge, freedom, and
opportunities.3 In the late 1990s, a new approach to computer ethics, “value-sensitive
computer design,” emerged based upon the insight that potential computer-ethics
problemscanbe avoided,while new technology is under development, byanticipating
possible harm to humanvalues and designing new technology from the very beginning
in ways that prevent such harm. (see Brey, 2000; Flanagan et al., 2007; Friedman,
1997; Friedman and Nissenbaum, 1996; Introna, 2005a; Introna and Nissenbaum,
2000.)

3Materials from that conference can be found on the Web site of the Research Center on Computing &
Society: http://www.southernct.edu/organizations/rccs/
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2.9 LUCIANO FLORIDI’S INFORMATION ETHICS THEORY

In spite of the helpfulness and success of the “human-values approach” to computer
ethics, some scholars have argued that the purview of computer ethics—indeed of
ethics in general—shouldbewidened to includemuchmore than simplyhumanbeings
and their actions, intentions and characters. One such thinker is Luciano Floridi, who
has proposed a new general ethics theory that is different from traditional human-
centered theories such as utilitarianism, Kantianism, or virtue ethics. This new ethical
theory is INFORMATION ETHICS

4 (IE) developed by Floridi (with some of his colleagues
inOxfordUniversity�s InformationEthics ResearchGroup) in the late 1990s and early
2000s (see Floridi, 1999, 2006; Floridi and Sanders, 2004).

Floridi and his colleagues developed IE as a “foundation” for computer ethics.
On the one hand, it is a “macroethics” that is similar to utilitarianism, Kantianism,
contractualism, or virtue ethics, because it is intended to be applicable to all ethical
situations. On the other hand, it is different from these more traditional Western
ethical theories because it is not intended to replace them, but rather to supplement
them with further ethical considerations that go beyond the traditional theories,
and that can be overridden, sometimes, by traditional ethical considerations
(Floridi, 2006).

The name INFORMATION ETHICS is appropriate to Floridi�s theory, because it treats
everything that exists as “informational” objects or processes:

(All) entities will be described as clusters of data, that is, as informational objects. More
precisely, (any existing entity) will be a discrete, self contained, encapsulated package
containing:

(i) the appropriate data structures, which constitute the nature of the entity in question,
that is, the state of the object, its unique identity and its attributes; and

(ii) a collection of operations, functions, or procedures, which are activated by various
interactions or stimuli (that is, messages received from other objects or changes
within itself) and correspondingly define how the object behaves or reacts to
them.

At this level of abstraction, informational systems as such, rather than just living systems
in general, are raised to the role of agents and patients of any action, with environmental

4In this essay, I use the convention of writing the name of Floridi�s new ethical theory in SMALL CAPS to
distinguish it from the much broader, and less rigorously developed, information ethics theory of Wiener.
Although there are some similarities, Floridi�s theory and Wiener�s have very different metaphysical
foundations. Thus,Wiener�s theory is a kind of materialism grounded in the laws of physics, while Floridi�s
theory presupposes a Spinozian, perhaps even a Platonic, metaphysics (Floridi, 2006). In Floridi�s theory,
but not in Wiener�s, nonhuman entities such as rivers, databases, and stones have “rights” that ought to be
respected. Floridi�s “entropy” is not the entropy of physics, as it is inWiener; Floridi�s “information” is not
the “Shannon information” of physics, as it is in Wiener, and Floridi�s world includes nonmaterial Platonic
entities that have no place in Wiener�s universe.
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processes, changes and interactions equally described informationally. (Floridi, 2006,
9–10).

Since everything that exists, according toFloridi�s theory, is an informational object
or process, he calls the totality of all that exists—the universe considered as awhole—
“the infosphere.” Objects and processes in the infosphere can be significantly
damaged or destroyed by altering their characteristic data structures. Such damage
or destruction Floridi calls “entropy,” and it results in partial “impoverishment of the
infosphere.” Entropy in this sense is an evil that should be avoided or minimized, and
Floridi offers four “fundamental principles” of INFORMATION ETHICS:

(i) Entropy ought not to be caused in the infosphere (null law).

(ii) Entropy ought to be prevented in the infosphere.

(iii) Entropy ought to be removed from the infosphere.

(iv) The flourishing of informational entities as well as the whole infosphere
ought to be promoted by preserving, cultivating, and enriching their
properties.

Floridi�s IE theory is based upon the idea that everything in the infosphere has at least a
minimumworth that shouldbeethically respected, even if thatworthcanbeoverridden
by other considerations:

IE suggests that there is something evenmore elemental than life, namely being—that is,
the existence and flourishing of all entities and their global environment—and something
more fundamental than suffering, namely entropy . . . . IE holds that being/information
has an intrinsic worthiness. It substantiates this position by recognizing that any
informational entity has a Spinozian right to persist in its own status, and a Construc-
tionist right to flourish, that is, to improve and enrich its existence and essence. (Floridi,
2006, p. 11, italics in the original).

By construing every existing entity in the universe as “informational,” with at
least a minimal moral worth, Floridi is able to supplement traditional ethical
theories and go beyond them by shifting the focus of one�s ethical attention away
from the actions, characters, and values of human agents toward the “evil” (harm,
dissolution, and destruction)—“entropy”—suffered by objects and processes in
the infosphere. With this approach, every existing entity—humans, other ani-
mals, plants, organizations, even nonliving artifacts, electronic objects in cyber-
space, pieces of intellectual property—can be interpreted as potential agents that
affect other entities, and as potential patients that are affected by other entities.
In this way, Floridi treats INFORMATION ETHICS as a “patient-based” nonanthropocentric
ethical theory to be used in addition to the traditional “agent-based” anthropocentric
ethical theories like utilitarianism, Kantianism and virtue ethics.

Floridi�s IE theory, with its emphasis on “preserving and enhancing the in-
fosphere,” enables him to provide, among other things, an insightful and practical
ethical theory of robot behavior and the behavior of other “artificial agents” like
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softbots and cyborgs5 (see Floridi and Sanders, 2004). His IE theory is an impressive
component of a much more ambitious project covering the entire new field of the
philosophy of information.

2.10 CONCLUDING REMARKS: THE EXPONENTIAL GROWTH
OF COMPUTER ETHICS

The paragraphs above describe some key contributions to “the history of ideas” in
computer ethics; but the history of computer ethics includes much more. Just as
important to the birth andgrowth of a discipline is cooperation among a “criticalmass”
of scholars, as well as the creation of courses to teach, conferences to attend, research
centers for planning and conducting research projects, and journals and other places to
publish the results of the research. This concluding section of the present essay
describes some milestones in that important aspect of the history of computer ethics.

The year 1985was a pivotal year for computer ethics. Johnson�s new textbook, plus
the Computers and Ethics issue of the journal Metaphilosophy (October 1985)—
especiallyMoor�s article “What is computer ethics?”—provided excellent curriculum
materials and a conceptual foundation for the field. In addition, Maner�s earlier
trailblazing efforts (and, to some extent, similar efforts by the present author) had
created a “ready-made audience” of enthusiastic computer science and philosophy
scholars. The stage was set for exponential growth.

Rapid growth of computer ethics occurred in the United States during the decade
between 1985 and 1995. In 1987, for example, the Research Center on Computing &
Society (RCCS, see www.southernct.edu/organizations/rccs/) at Southern Connecti-
cut State Universitywas created. Shortly thereafter, theDirector of RCCS (the present
author) joined with Walter Maner to organize a national computer ethics conference
that would bring together computer scientists, philosophers, public policy makers,
lawyers, journalists, sociologists, psychologists, business people, and others. The goal
of the conference was to examine and push forward some of the major subareas of

5If one assumes, as Floridi does, that everything in the universe deservesmoral respect, and things other than
humans can damage—through their behavior and interactionswith theworld—other beings that havemoral
worth, then ethics needs some way to understand “evil” behavior (i.e., behavior that damages things of
value) and “good” behavior (i.e., behavior that causes things of value to flourish, or at least does not damage
them). Floridi�s IE is an effort to make moral sense of these possibilities. Consider, for example, possible
rules of behavior formachines,which already exist today, andwhichwill exist by themillions in a fewyears,
that gather information about the world, make decisions based on that information, and carry out those
decisions: Specific examples include machines that automatically inject patients with medicine when the
machine detects the need for such medicine; or machines that fly airplanes by constantly checking how the
flight is going andmaking adjustments so that the planes get to their destinations safely. If suchmachines do
this in a way that makes theworld a better place and fosters the flourishing of things of value, their behavior
is good. If not, their behavior is bad. What are the rules that good machines—indeed good agents of any
kind—ought to obey to be considered good rather than evil? This is a vital ethical question, whose
importancewill grow exponentially in the next few decades. Floridi is developing a carefully argued theory
to try to fill this need (and many other needs as well, given the pace and increasing complexity of the
“information revolution”).
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computer ethics, such as computer security, computers and privacy, ownership of
software and intellectual property, computing for persons with disabilities, and the
teaching of computer ethics. More than a dozen of the most important thinkers in
the field joinedwith Bynum andManer to plan the conference, which was named “the
National Conference on Computing and Values” (NCCV). Funded by grants from the
National Science Foundation, NCCV occurred in August 1991 on the campus of
Southern Connecticut State University; and it was considered awatershed event in the
history of the subject. It included 65 speakers and attracted 400 attendees from 32
American states and 7 other countries. It generated a wealth of new computer ethics
materials—monographs, video programs, and an extensive bibliography—that were
disseminated to hundreds of colleges and universities during the following two years.

At the same time, professional ethics advocates such as Donald Gotterbarn, Keith
Miller, and Dianne Martin—and organizations such as Computer Professionals for
Social Responsibility (www.cpsr.org), the Electronic Frontier Foundation (www.eff.
org), and the Special Interest Group on Computing and Society (SIGCAS) of the
ACM—spearheaded developments relevant to computing and professional responsi-
bility. For example, the ACM adopted a new version of its Code of Ethics and
Professional Conduct (1992), computer ethics became a required component in
undergraduate computer science programs that were nationally accredited by the
Computer Sciences Accreditation Board (1991), and the important annual
“Computers, Freedom, and Privacy” conferences (www.cfp.org) began (1991).

In 1995, rapid growth of computer ethics spread to Europewhen the present author
joinedwith SimonRogerson ofDeMontfortUniversity inLeicester, England to create
the Centre for Computing and Social Responsibility (www.ccsr.cse.dmu.ac.uk) and to
organize the first computer ethics conference in Europe, ETHICOMP95. That
conference attracted attendees from 14 different countries, mostly European, and
was a major factor in generating a “critical mass” of computer ethics scholars in
Europe. For a decade thereafter, every 18 months, another ETHICOMP conference
was held in a different European country, including Spain (1996), the Netherlands
(1998), Italy (1999), Poland (2001), Portugal (2002), Greece (2004) and Sweden
(2005). In 1999, with assistance from Bynum and Rogerson, the Australian scholars
JohnWeckert and Chris Simpson created the Australian Institute of Computer Ethics
(see aice.net.au) and organized AICEC99 (Melbourne, Australia), which was the first
international computer ethics conference south of the equator. In 2007 Rogerson and
Bynumalso headedETHICOMP2007 inTokyo, Japan, and anETHICOMP “Working
Conference” in Kunming, China to help spread interest in computer ethics to Asia.

The personmost responsible for the rapid growth of computer ethics in Europewas
Simon Rogerson. He not only created the Centre for Computing and Social Respon-
sibility atDeMontfortUniversity and coheaded theETHICOMPconferences, but also
he (1) added computer ethics to De Montfort University�s curriculum, (2) created a
graduate program with advanced computer ethics degrees, including the Ph.D., and
(3) cofounded and coedited (with Ben Fairweather) two computer ethics journals—
The Journal of Information, Communication and Ethics in Society in 2003 (www.
troubador.co.uk/ices/, Rogerson and Fairweather, 2003); and the electronic ETHI-
COMP Journal in 2004 (www.ccsr.cse.dmu.ac.uk/journal/). Rogerson also served on
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the Information Technology Committee of the British Parliament, and participated in
several computer ethics projects with agencies of the European Union.

Other important computer ethics developments in Europe in the late 1990s and
early 2000s included, for example, (1) Luciano Floridi�s creation of the Information
Ethics Research Group at Oxford University in the mid 1990s; (2) Jeroen van den
Hoven�s founding of the CEPE (Computer Ethics: Philosophical Enquiry) series of
computer ethics conferences, which have occurred alternately in Europe andAmerica
since 1997; (3) Van denHoven�s (1999) creation of the journalEthics and Information
Technology; (4) Rafael Capurro�s creation of the International Center for Information
Ethics (icie.zkm.de) in 1999; (5) Capurro�s (2004) creation of the journal Interna-
tional Review of Information Ethics; and Stahl�s (2005) creation of The International
Journal of Technology and Human Interaction.

In summary, since 1995 computer and information ethics developments have
exponentially proliferated with new conferences and conference series, new organi-
zations, new research centers, new journals, textbooks, Web sites, university courses,
university degree programs, and distinguished professorships. Additional “subfields”
and topics in computer ethics continually emerge as information technology itself
growsandproliferates.Recent new topics includeonline ethics,“agent”ethics (robots,
softbots), cyborg ethics (part human, part machine), the “open source movement,”
electronic government, global information ethics, information technology and genet-
ics, computing for developing countries, computing and terrorism, ethics and nano-
technology, to nameonly a fewexamples. (For specific publications and examples, see
the list of selected resources below.)

Compared to many other scholarly disciplines, the field of computer and informa-
tion ethics is very young. It has existed only since themid-1940swhenNorbertWiener
created it. During the first three decades, it grew very little because Wiener�s insights
were far ahead of everyone else�s. In the past 25 years, however, computer and
information ethics has grown exponentially in the industrialized world, and today the
rest of theworld has begun to take notice. As the “information revolution” transforms
theworld in the comingdecades, computer and information ethicswill surely growand
flourish as well.
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CHAPTER 3

Moral Methodology and Information
Technology

JEROEN VAN DEN HOVEN

Computer ethics is a form of applied or practical ethics. It studies the moral questions
that are associated with the development, application, and use of computers and
computer science. Computer ethics exemplifies, like many other areas of applied and
professional ethics, the increasing interest amongprofessionals, public policymakers,
and academic philosophers in real-life ethical questions. Posing ethical questions
about privacy, software patents, responsibility for software errors, equal access, and
autonomous agents is one thing; answering them is another. How should we go about
answering them, and how can we justify our answers? How should we think about
practical ethical issues involving computers and information technology (IT)?

I think the way we ought to proceed in the ethics of IT is not very different from
the way we ought to proceed in other departments of ethics of technology and
engineering1, although there are certainly differences between the moral problems
occasioned by different types of technology and there are certainly specific properties
of computers that need to be accommodated in our moral thinking about them. IT, for
example, is (1) ubiquitous and pervasive (in a way in which even automobiles are not)
and IT (2) comes closest to being a “universal technology,” because of its “logical
malleability.”2 We can use it to simulate, communicate, recreate, calculate, and so
much more; it can be applied to all domains of life. IT is also (3) a metatechnology, a
technology that forms an essential ingredient in the development and use of
other technologies. IT may also be called (4) a constitutive technology; computing

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.

1I will not discuss theways inwhichmoral problems involving computers and IT can be construed as having
a special moral status. The uniqueness question has been extensively discussed; see for example Tavani
(2002).
2An apt expression introduced by Jim Moor to capture the incredible flexibility of digital computers and
Turing machines (Moor, 1985).
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technology coconstitutes the things towhich it is applied. If IT is used, for example, in
health care, health care will change in important ways as a result of it; if it is used in
science and education, science and education will never be the same again; if the
Internet and the World Wide Web are introduced into the lives of children, their lives
will be very different from the childhood of people who grew up without online
computer games, MSN, chat rooms, Hyves, and Second Life. Finally, (5) we tend to
forget that IT is about information.3 Information has special properties that make it
difficult to accommodate it in conceptual frameworks concerned with tangible,
material goods—their production, distribution, and use. Peer-to-peer network envir-
onments, for example,make the idea of “fair use” difficult or even impossible to apply.
Theubiquitous combinationof coupleddatabases, datamining, and sensor technology
may start to cast doubt on the usefulness of our notion of “privacy.” Ethical analysis
and reflection, therefore, is not simply business as usual. We need to give computers
and software their place in ourmoralworld.We need to look at the effects they have on
people, how they constrain and enable us, how they change our experiences, and how
they shape our thinking. This is howwe proceeded in the case of the car, the television,
the atombomb, and this is howwewill proceed in the case of ubiquitous brain scanning
and use of carbon nanotubes, of artificial agents, and the applications of advanced
robotics. The commonalities in themoral questions pertaining to these topics aremore
important than the differences between them. The properties of IT may require us to
revisit traditional conceptualizations and conceptions of privacy, responsibility,
property; but they do not require a new way of moral thinking or a radically new
moral methodology, which is radically different from other fields of technology and
engineering ethics.4Neuroscience, nanotechnology, andgene technologywill provide
uswith problemswe have not dealt with before, but ourmoral thinking has revolved in
the past, and will revolve in the future, around a familiar and central question: howwe
ought to make use of technology to benefit mankind, and how to prevent harm to
human beings, other living creatures, the environment, and other valuable entities we
decide to endow with moral status.5

In this chapter I will sketch a conception of method for Ethics and Information
Technology, which is different from what we have seen thus far in applied ethics, but
which does not call for cataclysmic re-conceptualizations.

First, I will give an overview of some of the main methodological positions in
applied ethics relevant for computer ethics. Second, I will sketch the proposed
conception of method of ethics of technology, which puts emphasis on design
ex ante and not on analysis and evaluation ex post. It does not focus on acting with,

3Luciano Floridi has drawn attention to this feature and has provided a detailed and comprehensive
treatment of it in his work.
4Luciano Floridi�s approach to the ethical issues of ITwould imply a somewhat different approach. See his
contribution to this volume and Floridi (1999).
5This is of course a very general and simple way of talking about the ultimate rationale of moral thinking,
which does not make it less true. Furthermore, underneath the simplicity lies intricacy; a wealth of
distinctions and observations can be made with respect to more specific questions as Kamm (2007), for
example, shows in her book.
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but ondesign andproductionof, information technology, broadly conceivedas a socio-
technical system. It aims at making moral values a part of technological design in the
early stages of its development, and assumes that human values, norms, and moral
considerations can be imparted to the things we make and use (technical artifacts,
policy, laws and regulations, institutions, incentive structures, plans). It construes
technology as a formidable force, which can be used to make theworld a better place,
especially when we take the trouble to reflect on its ethical aspects in advance, in a
stage of developmentwhenwe can still make a difference and can shape technology in
accordance with our considered moral judgments and moral values. Surely, taking
design issues into account ex antewill not eliminate the need to evaluate the use of the
associated technologies.

Iwill place this proposed conceptionofmethod in the context of the development of
applied ethics in the last decades, and finally compare it with other conceptions of
method in computer ethics, Disclosive Computer Ethics (Brey), Information Ethics
(Bynum, Floridi), Hermeneutical method (Maner), Professional Codes (Gotterbarn,
Rogerson, Berleur), Virtue Ethics (Chuck Huff, Frances Grodzinsky), and Computa-
tional Approach (Van den Hoven, Lokhorst, Wiegel).

3.1 APPLIED ETHICS

Ethics has seen notable changes in the course of the past 100 years. Ethics was in the
beginning of the twentieth century predominantly a metaethical enterprise. It focused
onquestions concerning themeaningof ethical terms, suchas “good”and “ought,”and
on the cognitive content and truth of moral propositions containing them. Later,
ordinary language philosophers continued themetaethicalworkwith different means.
In the sixties, however, the philosophical climate changed. Ethics witnessed an
“Applied Turn.”Moral philosophers started to look at problems and practices in the
professions, in public policy issues, and public debate. Especially in the USA,
philosophers gradually started to realize that philosophy could contribute to social
and political debates about, for example, the Vietnam War, civil rights, abortion,
environmental issues, animal rights, and euthanasia, by clarifying terms and structur-
ing arguments. Ever since the sixties, applied ethics has been growing. Every
conceivable profession and cluster of issues has established in the meanwhile a
special or applied ethics named after itself—from “library ethics” to “sports ethics” to
“business ethics.”The format of the explicitmethodological accountprovided inmany
applied and professional ethics textbooks usually refers to the application of norma-
tive ethical theories, such as utilitarianism, Kantianism, or Rawlsian Justice as
Fairness, to particular cases. Textbooks often start with a chapter on deontological
theories and teleological theories, which are supposed to be applied to the problems in
the field. The application process itself, however, is often left un(der)specified.

There has been a longstanding and central debate in practical ethics about
methodology. The debate has been between those who think that general items, for
example, rules and principles or universal moral laws, play an important or even
central role in ourmoral thinking (this point of view is often referred to as generalism)
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and those who think that general items play no special or important role in our moral
thinking. The latter think that people typically discuss particular and individual cases,
articulate contextual considerations, the validity of which expires when they are
generalized or routinely applied to other cases. This view is often referred to as
particularism.

Every form of applied ethics, including computer ethics, needs to position itself in
this debate.

3.1.1 Generalism

According toGeneralism, “thevery possibility ofmoral thought and judgment depends
on the provision of a suitable supply of moral principles.”6 The simplest way to be a
generalist is to think that there are fairly accurate general moral rules or principles that
may be captured and codified, for example, in codes of conduct, which can be applied
to particular cases. According to this simple reading of the generalist view, doing
practical ethics is amatter of drafting codes of conduct or formulatingmoral principles
or moral rules and drawing up valid practical syllogisms. However, general rules will
necessarily contain general terms, and since general terms have an open texture that
gives rise to vagueness, application may create difficulties and ambiguities.

Alternatively, one could say that a case is “subsumed” under a covering moral law
or rule to derive an action guiding or an evaluative conclusion.

(i) For all actions x, if Ax, then x is permitted (obligatory)

(ii) Aa,
therefore,

(iii) Action a is permitted (obligatory)Q1

According to this view, let us refer to these two views (code application and
subsumption) asTheEngineering View, inwhich justification inmorality is construed
analogous to explanation in physics. In the natural sciences, the so-called “deductive-
nomological model” for a long time was the dominant view of explanation. The fact
that a piece ofmetal expands (the explanandum) is explained by deducing the sentence
or the proposition that expresses this fact from two premises (forming the explanans),
one being a law of nature (all metal expands when heated) and the other stating the
relevant facts (this piece of metal was heated). The presuppositions of this model in
ethics would seem to be that ethical theory constitutes a distinct body of knowledge of
universally valid moral principles, and secondly that relatively uncontroversial
empirical descriptions of cases can be given, and that the application of this body
of moral knowledge takes place through logical deduction, which is held to be value
neutral and impartial. We can easily see what the shortcomings of this simple
“engineering model” in ethics are. One problem is that the deductive application of
moral rules and principles to cases is not an adequate account of what is actually done

6Dancy (2004), p. 7.
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when people, professionals, or philosophers try to clarify practical moral problems or
attempt to justify particular prescriptions or evaluations.

Another problem is that wemay arrive at contradictory conclusions because two or
more competing principles apply to the same case. TheACMCode of Ethics includes,
for example, the imperatives “avoid harm to others” and “respect privacy.”But, as we
knowwe may avoid harm to Tom by disrespecting Harry�s privacy, or respect Harry�s
privacyby lettingTomcome toharm.Both theharmprinciple and theprivacyprinciple
apply, but it is unclear which of the two should have priority. If a lexical ordering of
principles could be established, or if priority rules could be drawnup, then the problem
of the collision of principleswouldnot occur andpurely deductive application could in
principle succeed. Unfortunately, no such ordering can be established without raising
the justification problem at another level. Therefore, at some point the Engineering
Model is bound to fall back on intuitive balancing of conflicting norms, and thus the
rigor and appeal of logical deduction disappear.

There are, however, other problemswith the Engineering View. They are related to
the logic and to the epistemic status of the premises. The logic of the Engineering
Model fails to capture the phenomenon of belief revision, exceptions, ceteris paribus
clauses, and default logic, which characterizes much of ordinary moral discourse. It
furthermore fails to address the problemof open-textured concepts and vague notions.
For example, if we are discussing E-democracy, different conceptions of democracy
couldbe at stakeand ever newones could be thought of (vandenHovenand coworkers,
2005). These different conceptions, betweenwhich wemaywaver or shuttle back and
forth,may issue in different constraints on the design of political information systems.
Concepts such as “democracy” are sometimes referred to as “essentially contested
concepts” to indicate that controversy concerning themeaning of the termhas become
part of the meaning of the term. The most interesting part of the applied ethics,
therefore, lies in thearticulationof a relevant and interesting conception of democracy
and in the specification of associated moral constraints on political information
systems in the age of information, and not so much in the application of a given
conception of democracy.

An important criticism of all generalist positions is the objection formulated by
Elizabeth Anscombe.7 She has pointed out that rule-based approaches are all
vulnerable to the problem of acting under a description: “An act-token will fall under
many possible principles of action (. . .) how can we tell which act description is
relevant for moral assessment?” 8 Should we, Onora O�Neill asks in her discussion of
Anscombe�s problem, “(. . .) assess an action under the description that an agent
intends it, or under descriptions others think salient, or under descriptions that nobody
has noted?” (O�Neill, 2004, p. 306). And how do we evaluate the actions of persons
who, according to us, fail to see the morally significant descriptions of what s(he)
does?McDowell claims that insteadof establishing rulesofmoral salience, asBarbara
Herman has suggested, people should have capacities to appreciate salient features of
the situation, or “capacities to read predicaments correctly.”

7Anscombe (1958), p. 124.
8O�Neill (2004) p. 306.
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Bernard Gert gives an example of how the description of the case is of crucial
importance.9 He analyzes Nissenbaum�s analysis of moral permissibility of copying
software for a friend. Gert remarks that the disagreement about this issue may be
caused by the fact that one of the partners to the disagreement has too narrow a
description of the kind of violation to launch ethical thinking in the right direction.
Some may describe it as “helping a friend,” some as “illegally copying a software
program,”or as “violating amorally acceptable law togain somebenefit.”On thebasis
of the latter description, Gert claims that “no impartial rational person would publicly
allow the act” (Gert, 1999, p. 62).

3.1.2 Particularism

Particularists in ethics oppose the search for universally valid moral rules. They
consider universally valid principles an intellectual mirage. Jonathan Dancy defines
particularism in Ethics Without Principles as follows: “The possibility of moral
thought and judgment does not depend on the provision of a suitable supply of moral
principles.”10 Persons engaged in moral thinking, deliberation, and decision-making
typically discuss individual cases; theygive examples, tell stories and cautionary tales,
and apply their powers of perception and moral judgment to specific individual
situations and cases with which they are confronted. They exercise their practical
wisdom, the faculty referred to by Aristotle as phronesis, which allows one to size up
situations and to identify the morally relevant and salient features of particular
situations. For particularists, the desideratum of situational adequacy, that is, the
regulative ideal of doing justice to situations and persons in a particular historical
context, is of paramount importance. The imposition of general principles and abstract
concepts is bound to distort the rich, human, historical reality.

There are important objections to particularism, of which two deserve closer
examination in this context. The first is that theory and thinking in terms of moral
principles and rules seems to be part of our moral practices. Trying to find general
principles tomatch one�s judgments and intuitions in a particular case to extend them to
other cases, or to explain them to others, seems a natural thing to do and is simply part
and parcel of moral life, especially in the public policy and political arena. Our moral
thinking in some cases simply depends on our ability to articulate the covering moral
rules or principles.Onlywhen an exaggerated distinction between theory (or principle)
and practice (or example) is introduced, can one make the latter seem superior at the
expense of the former.

Another related problem with particularism is that it “black-boxes” moral justifi-
cation. It makes it difficult to provide (an account of) public justification of moral
judgments. As Robert Nozick has argued, 11 adopting principles can have “symbolic
utility” and enhance public scrutiny of the nature and strength of one�s commitment to
themoral claimsonemakes.Particularistmethodology, in its unwillingness toproduce

9Gert (1999), p. 57–64.
10Dancy (2004), p. 7.
11Nozick (1993).
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moral justifications in terms of general principles, runs the risk of dissolving in an in-
transparent and somewhat mysterious, intellectual power of moral intuition, practical
wisdom, or the mental faculty of moral perception and judgment. This makes it more
difficult to imagine what a public particularist justification looks like. One possible
particularist reply would be that getting to the right moral solution is better compared
to the exercise of skills and abilities to accomplish something, for example, the ability
of a marksman to hit the bull�s-eye or that of a craftsman�s picking the best piece of
wood. The obvious objection to this reply is that this type of situation is so different
from moral decision-making in public affairs and the professions that the analogy
breaks down when stretched beyond moral reflection about intimate and highly
personal problems. In the professions and public life, we hold people accountable and
may legitimately ask them to explainwhy they thinkwhat they didwas right and invite
them to provide the general policy or rule they think applies in this case. We like
to think of those who are responsible for the well-being of others as committed to
certain principles, which limit options open to them to serve their self-interest.
According to generalists, we expect them to justify their actions in terms of certain
fairly general and self-binding principles. Furthermore, endorsing a principle com-
municates tootherswhoonewants tobe,whereone stands, andwhatothersmayexpect
one to do.

Because justification to others requires at least this amount of transparency, it
minimally presupposes the truth of the principle of supervenient application of
moral reasons. This principle states that there can be no moral difference between
cases without a relevant empirical difference between them. If, for example, privacy
considerations argue against disseminating information about Tom and Dick, then
the same privacy considerations forbid the release of information about Harry
ceteris paribus. Identical cases ought to be treated identically. One�s moral
judgment in a particular case, therefore, establishes a pro tanto principle, namely,
that unless one is able and willing to explain how two cases differ in their nonmoral
properties, one is committed to judging them in the same way from a moral point of
view.

Particularists have argued on the basis of the abundance of exceptions to principles
that this is an absurd idea. In real life outside philosophy textbooks, there are no
identical cases, situations, persons. An obligation that arises in one case could never
carry over to another case, because of the uniqueness of each individual case. This
much has to be admitted to the particularist that although the properties that make
“blowing the whistle” the right thing to do in Tom�s case are also present in Harry�s
case, this does not imply that blowing the whistle is the right thing to do for Harry,
because there may be other properties present in Harry�s case that “cancel out” the
force of the rightness-conferring properties of Tom�s case.

I think the generalist can concede this point without giving up on generalism. The
principle of supervenience should not be construed as implying that one�s judgment
creates an absolute nondefeasible and exceptionless universal principle. Rather it
should be construed as implying that each serious moral judgment gives rise to a
legitimate expectation on the part of others that the onewhomakes themoral judgment
accepts a commitment to explain why he or she does not apply the same principle, or

APPLIED ETHICS 55



judge similarly, in a case that seems identical. If one thinks that Tom�s information
ought not to be made freely available, because that would violate his right to privacy,
one thereby does not incur a definite obligation to apply the same reasoning to Harry
although their cases seem identical or at least relevantly similar. One does incur,
however, an obligation to explainwhyone thinksHarry�s case is different so as tomake
thewarranted judgment that privacyconstraints are inapplicable toHarry�s case. If one
agrees, for example, that considerations of national security override privacy of
medical data, and that doctors therefore have to provide intelligence officers with
access to patient record systems, one is not committed to accepting that the same
applies to library loan systems. There is, however, a reasonable presumption that one
would apply it in the sameway. There is furthermore a legitimate expectation that one
is committed to explaining what the differences between patient record systems and
library loan systems are, so as to merit their different treatment in terms of providing
access for national security purposes. Thus construed, the principle of supervenience
of moral reasons constitutes the part that deserves to be salvaged from the generalist
position, because it supplies the logic that propels moral dialogue by establishing
prima facie and pro tanto defeasible general rules.

3.1.3 Reflective Equilibrium

There is a methodological alternative to both pure generalism and pure particularism
that combines the strengths of both and accommodates in one model the rationale for
generalizing modes of moral thinking (supervenience, consistency, transparency,
avoidance of self-serving moral strategies, public justification) and the rationale of
particularist modes of moral thinking (all moral judgments have exceptions, are only
contextually valid, moral situations and persons are unique, people frequently use
references to particular and unique features of situations).

The model combines elements of both methodological extremes. It is an
approach that is referred to as the “Method of Reflective Equilibrium (RE).”
James Griffin12 observes about this method in his article “How we do ethics now”
that “The best procedure for ethics . . . is the going back and forth between intuitions
about fairly specific situations on the one side and the fairly general principles that we
formulate to make sense of our moral practice on the other, adjusting either, until
eventually we bring them all into coherence. This is, I think, the dominant view about
method in ethics nowadays.”RE incorporates elements of both the universalist and the
particularist views. It allows for appeals to considered judgments and intuitions
concerning particular cases, and it acknowledges the appropriateness of appeals to
general principles that transcend particular cases. It accommodates the particularist
objections to the Engineering View of moral justification, without giving up the
principle of the supervenient application of moral reasons as explained above. It is
dynamic and supports the nonmonotonicity of everyday moral reasoning.

12Griffin (1993).
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REwas suggested as amethod ofmoral inquiry for the first timeby JohnRawls.The
so-calledWide Reflective Equilibrium (WRE) that Norman Daniels later proposed 13

aims at producing coherence in a broader set of beliefs held by amoral agent or a group
of moral agents, namely, (1) a subset of considered moral judgments, (2) a subset of
moral principles, and (3) a subset of relevant background theories. The general
procedure involved in achieving a mutual fit between them is that of shuttling back
and forth between considered moral judgments about a case and our moral principles,
adjusting each in the light of the other and in the light of relevant background theories,
to arrive at reflective equilibrium. This state is called “reflective” becausewe know to
which principles our judgments conform, and it is referred to as an “equilibrium”

because principles and judgments coincide. The shortcomings of the construal of
application in the Engineering Model are remedied by the idea of coherence or “fit,”
suitably interpreted. According to a coherence approach of justification, there are no
foundations in the sense of absolutely epistemically privilegedpropositions. The set of
our moral beliefs is like a “web of beliefs,” to use Quine�s expression.14 All
propositions hang together and give mutual support. And as in a web, there is no
apparent beginning. There are only relations of noncontradiction, consonance, and
connectedness (not necessarily construed in terms of first-order predicate logic). A
story told by someonemay fit perfectlywith the experiences of someone else, and they
may both exemplify the central theme of a novel. Furthermore, no proposition is
immune to revision. Some propositions in our web of moral beliefs, however, may be
so well entrenched that they will stick forever. We cannot imagine under what
circumstances we would, for example, retract the belief that the Nazi ideology was
morally perverted; nor canwe imagineunderwhat circumstanceswewouldgiveup the
arithmetical proposition 2þ 2¼ 4. In this respect there is no difference between
particular judgments and general principles. They may all at some point come up for
revision.

It is clear that coherence conceptions of moral justification are more congenial to
the phenomena of belief revision and defeasible reasoning than are approaches
modeled after the engineering model. This is a second important virtue of WRE. It
incorporates a doctrine of intellectual responsibility; in matters that are of great
importance to us—and moral issues are of great importance to us by definition—we
not only want to reduce the chances of failures, misrepresentations, and mistakes, but
we also feel that we are under an obligation of a higher order to reduce the number of
dangling, loose, and unjustified beliefs, to try to connect them to other relevant belief
we have, and to perspicuously represent our attempts to do so. Furthermore, we also
want to make clear to others that we consider ourselves fallible and exposed to
criticism. Thebestway to do so is to take a stand andmakegeneral claims. In the public
domain and the professions, accountability for one�s moral judgments is premised on
communicative transparency and the attempted articulation of principles.

13Daniels (1979).
14Quine and Ullian (1970).
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3.2 THE DESIGN TURN IN APPLIED ETHICS

A further development in applied ethics takes the methodology of computer ethics
beyond thesemethodological debates concerning generalism and particularism.After
a focus on normative ethical theory and its application and justification, emphasis is
now placed by some authors on the design of institutions, infrastructure, and
technology, as shaping factors in our lives and in society.

Until now technology, engineering, and designwere treated inmoral philosophy as
a mere supplier of thought experiments and counter-examples to arguments and
theories. Traditional moral philosophy is full of science fiction and adventure, full of
lifeboats and runaway trains, brains in vats, android robots, pleasure machines, brain
surgery, and pills that will make one irrational on the spot.

Let us look in somewhat more detail at a famous and central thought experiment
used inmetaethics and normative theory to sharpenmoral intuitions. Suppose you are
at the forking path of a downhill railway track and a trolley cart is hurtling down and
will pass the junction where you stand. There is a lever that you can operate. If you do
nothing, the trolleywill kill fivepeoplewho are tied down to the track further downhill.
If youpull the lever, the trolleywill bediverted to theother trackwhere there is onlyone
person tied to the track. Is it morally permissible to pull the lever?

If an engineer were to remark after a philosophy paper on the trolley problem
that one needed adevice thatwould allowone to stop the train before it reached the fork
in the track, and sensors to inform one about living creatures on the track, and
preferably a smart combination of both, the presenter would probably remark that in
that case the whole problem would not arise and the intervention misses the
philosophical point of the philosophical thought experiment. The philosopher is
right, strictly speaking.

If moral philosophy were to get sidetracked by focusing on these examples in the
real world, it would be surely more interesting to try and think about how we could
comeupwith alternativedesignsof the situation and systems so as to prevent (1) loss of
lives and (2) tragic moral dilemmas, instead of looking at actors in tragic and
dilemmatic situations where they have to make choices at gunpoint with very little
or no relevant information. The trolley problemwas indeed designed to raise other and
primarily theoretical issues in ethics, but if moral theories are developed on thought
experiments that abstract from the design history and the degrees of freedompresent at
stages before the tragic dilemma came into being, the resulting theories inherit the
ahistorical and design orientation that in real-life cases often contains the beginning of
the solution.

Dilemmasand thought experiments inmedical ethics and traditional computer ethics
also suffer from this shortcoming. The professional—medical or IT—is confronted
with the following dilemmaD; this presents him or her with two options A and B, what
should the professional do? The first reaction is to start wracking our brains and start to
try utilitarian calculations andKantian approaches as antidotes to them, but in any case,
the situation is taken as given. What is suppressed and obfuscated is the fact that the
technologically infused situation—often a computer-supported cooperative work
setting—and therefore much broader than just the software and hardware together,
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but more like what Clark refers to as theWideware, that the professional is confronted
with is the result of hundreds of design decisions. Everymoral analysis of the situation,
which abstracts from this historical design and development antecedents, commits the
“fallacy of the path-dependent dilemma.” Computer ethicists should probe beyond the
technical status quo and ask how the problem came into being, andwhat are the designs
and architectural decisions that have led up to it.

As far as the institutional dimensions ofmoral situations are concerned, this type of
question is nowbeing addressedmore often. The central question nowmore often than
before is which institutional andmaterial conditions need to be fulfilled if wewant the
outcomes of our applied ethical analyses to be successful in their implementation.
How can we increase the chances of changing the world in the direction in which our
moral beliefs—held in wide reflective equilibrium—point? How can we design the
systems, institutions, infrastructures, and ITapplications in the context of which users
will be able to do what they ought to do and which will enable them to prevent what
ought to be prevented.

This notable shift in perspective might be termed “The Design Turn in Applied
Ethics.”Thework of JohnRawls, again I think, gave rise for the first time to talk about
design in ethics. Thinking about social justice can in the context of his theory be
described as formulating and justifying the principles of justice in accordance with
which we should design the basic institutions in society.

Thomas Pogge, Russell Hardin, Cass Sunstein, Robert Goodin, and Dennis
Thompson have taken applied ethics a step further down this path. They not only
want to offer applied analyses, they alsowant to think about the economic conditions,
institutional and legal frameworks, and incentive structures that need to be realized if
our applied analyses are to stand a chance in their implementation and thus contribute
tobringingabout real anddesirablemoral changes in the realworld.Design in thework
of these authors is primarily focused on institutional design, but the Design Turn
clearly brings into view the design ofWideware, socio-technical systems, technologi-
cal artifacts, and socio-technical systems.

At this point an interesting parallel development needs to be noted in IT, and
probably also in other engineering disciplines: a shift from attention to technology
simpliciter, to technology in organizational and human and values context. In the first
phaseof its development in the fifties, and sixties, the social andorganizational context
did not matter much in the production of IT applications. Hardly anyone bothered to
ask about users, use and usability, and the fit with the organizational context.
Computers were a new and fascinating technology—solutions looking for problems.
In the second stage of development in the seventies and eighties, after many failed
projects, worthless applications, and bad investments, one gradually started to realize
that there were human users, with needs and desires, and real organizations with
peculiar properties. It occurred tomany at that time that itwould bewise and profitable
to try andaccommodate user requirements and conditions on thework floor in the early
stages of the development of applications. The social and behavioral sciences came to
the aid of IT in this period. But this is still a minimal way of taking the needs and
interests of users, organizations, and society into account, namely, asmere constraints
on the successful implementation of systems.
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In the nineties it gradually started to dawn on the IT profession not only that the
reality of real organizations and real users does matter to the development and use of
information technology, but also the fact that human beings, whether in their role as
consumers, citizens, or patients, have values, moral preferences, and ideals, and that
there are moral and public debates in society about liability, about equality, property,
and privacy that need to be taken into account.We are now entering a third phase in the
development of IT,where the needs of humanusers, thevalues of citizens and patients,
and some of our social questions are considered in their own right and are driving IT,15

and are no longer seen as mere constraints on the successful implementation of
technology.

3.3 VALUE SENSITIVE DESIGN

These two separate developments in ethics (theory–application–design) and in IT
(technology–social and psychological context–moral value) come together in the idea
of Value Sensitive Design (VSD).16 VSD was first proposed in connection with
information and communication technology, and that is still its main area of applica-
tion. Therewere several important ideas and proponents of those ideas that led up to it.

Work by TerryWinograd, Batya Friedman,17 John Perry, Ben Shneiderman,18 and
Helen Nissenbaum in Stanford in the early nineties showed that software could easily
come to contain biases, arbitrary assumptions, and peculiar worldviews of makers,
which could affect users in various ways. Research by Nissenbaum and Introna19 on
biases in search technology is a good example of this approach. Secondly, legal
scholars around the same time observed that regulation in society was taking place by
means of computer code and software. Code started to function as law and lawswould
in the future literally be en-coded, as Larry Lessig20 pointed out. Advocates of the
so called Privacy Enhancing Technology at the Dutch and Canadian Data Protection
Offices observed that this was probably the only way in which we could deal with
privacy compliance and law enforcement issues, given the increasing number of laws
and regulations and the vast amount of data that are processed in our society. It is
impossible to have lawyers check manually whether certain data practices are in
breachofor in compliancewith the law.The software in the long runwouldhave to take
care of that on our behalf, and not only in the privacy area.

15One of the interesting examples of that approach to date is the Californian Institute CITRIS (Center for IT
Research in the Interest of Society) endowed with 320million U.S. dollars. The CITRIS research agenda is
determined by social problems and their solution.
16There is a rapidly expanding literature on Values and Design or VSD. See Web sites of Friedman (http://
projects.ischool.washington.edu/vsd/), Nissenbaum (http://www.nyu.edu/projects/valuesindesign/), and
Camp (designforvalues.org).
17Friedman (1998), p. 334.
18Shneiderman (2002).
19Nissenbaum and Introna, pp. 169–85.
20See his comprehensive Web site http://www.lessig.org/
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Rob Kling�s Social Informatics had been instrumental in making work in social
studies in science and technology available in the ICT field and highlighted the social
shaping of technology. At Rensselaer Polytechnic, LangdonWinner famously argued
that “artefacts have politics,” 21 which means that artifacts can be designed in such a
way that they servepolitical purposes, andDeborah Johnsonhad articulated the ethical
issues in computing. All these developments contributed to Value Sensitive Design in
IT.

If the discourse on user autonomy, patient centeredness and citizen centeredness,
his privacy, her security is to bemore than an empty promise, these values will have to
be expressed in the design, architecture, and specifications of systems. If we want
our information technology—and the use that is made of it—to be just, fair, and safe,
we must see to it that it inherits our good intentions. Moreover, it must be seen
that to have those properties, we must be able to demonstrate that they possess
these morally desirable features, compare different applications from these value
perspectives, and motivate political choices and justify investments from this
perspective.

Value Sensitive Design assumes that values and normative assumptions can
somehow be incorporated, embodied in designs. What does it mean to say that? Let
us look at some examples.

(1) PACS

ICT applications in hospitals may have unforeseen effects with moral im-
plications. The so-called Picture Archive Systems (PACS) have now been
introduced. This may change traditional and robust knowledge practices.
Before the introduction of PACS, typically a team of doctors would stand
around a neon-lit glass wall from which X-ray photos hang. Colleagues
typically provided their interpretation of what they are looking at. One doctor
might correct the opinion of a colleague or give his dissenting opinion. The
radiologist might tell about the new X-ray equipment. This gathering consti-
tuted an epistemic or knowledge practice, and a pretty interesting one for that
matter; it allowed for discursive checking, correcting, and supplying infor-
mation, which can be scrutinized by others. This practice may now become
less common because of the introduction of picture archive systems for
digitized medical images. The unit cost for high-resolution medical image
viewers on the desks of individual doctors is going down. This architectural
decision to provide individual doctors with relatively cheap high-resolution
viewers may give rise to a different epistemic practice that is highly individu-
alistic, and provides less opportunity for critical valuable intercollegiate
discussions. If no one is aware of this change, it will not be compensated
for in the design of the relevant Computer Supported Cooperative Work
systems that come with the new Picture Archive System.

21Winner (1980).
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(2) Sinks

Jenkins and McCauley (2006) describe a software application where the
choice for a particular algorithm has political and moral consequences.22 In
their paper, “GIS, sinks, fill, and disappearing wetlands: unintended con-
sequences in algorithm development and use,” they describe how Geographic
Information Systems (GIS) software has become an important computational
tool in several fields. On the basis of the output from this software, GIS users
make important decisions to plan and manage landscapes (e.g., cities, parks,
forests) with real consequences for the ecosystems. Jenkins and McCauley
discuss a programming decision in a GIS algorithm originally used to discern
flow direction in hydrological modeling—the mapping of streams and rivers.
Topographic depressions (sinks) are “filled” in the algorithm to map water
flow downstream; otherwise, the GIS algorithm cannot solve the problem of
accurately calculating and representing the flow direction. Unfortunately,
sinks are often “isolated” wetlands that provide essential habitat for many
species not commonly found elsewhere. Thus, the algorithmic filling of sinks
can make these wetlands “disappear” in GIS output and land-use decisions
based on this output. This outcome occasioned by the choice of the algorithm
may have potentially devastating real-world consequences for numerous
wetlands because land-use plans made in ignorance cannot adequately
conserve these unique habitats and the vital ecosystem services that wetlands
provide.

(3) Real-Time Emergency Medicine

Darcy and Dardalet23 describe a telemedicine application. An emergency
medicine application consisting of a real-time broadband audio-video link
realized through a camera mounted in the helmet of firefighters with an
emergency medicine center was developed in France. Technically, the system
was designed according to the specifications. In the testing it turned out,
however, that nothing was done to prepare for the situation where medical
professionals were instructing firefighters to perform certain tasks or to priori-
tize their tasks, in ways that diverged from the firefighters� own conception of
their work and responsibilities. Roles and responsibilities need to be accom-
modated in protocols, and protocols need to be implemented in the telemedicine
application. Without a proper initial value analysis and the implementation of
the results in the application, the systems are worthless to the users.

If we shift our attention from general moral philosophy to the various fields of applied
and practical ethics, such as environmental ethics, engineering ethics, computer
ethics, and medical ethics, we find that the bulk of the work that goes on there is

22Jenkins and McCauley, paper at SAC2006, ACM conference, Dijon.
23Darcy and Dardalet (2003).“Rescuing the emergency: Multiple expertise and IT in the emergency field.”
In: Methods of Information in Medicine.
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still traditional applied and professional ethics, that is, thinking about codes of
conduct, the problem of dirty hands, the many hands, the many dirty hands, utilitari-
anism, deontological theories, virtue ethics, applied to video games, hacking, spam-
ming, physician-assisted suicide. Now these issues are of course important, but if we
focuson themexclusively,wemiss exactly theopportunity thatValueSensitiveDesign
perspective brings to the fore, that is, a proactive integration of ethics—the frontload-
ing of ethics—in design, architecture, requirements, specifications, standards, pro-
tocols, incentive structures, and institutional arrangements.

3.4 OTHER CONCEPTIONS OF METHOD IN COMPUTER ETHICS

Philip Brey has proposed a conception of method in computer ethics that is related to
the Value Sensitive Design conception. Brey is concerned with disclosing and
exposing the values that are embedded in IT systems and software. He proposes
“disclosive computer ethics” and contrasts it with what he calls the standard model of
applied ethics (what we called the Engineering Model above). Traditional applied
ethics focuses on existing moral controversies and practices and on use, although it
should also explore uncharted terrain and focus on the technology and its design. Brey
cites many examples of studies (and other ones that I have described above) that have
exposed hidden or embedded values in information systems or IT applications and
proposes a two-tiered approachofdisclosivecomputer ethics. First, a central value that
gets a loose and commonsense definition is used to identify a problem. This gives rise
to tentative conclusions. In a second stage, more specific theories and conceptions of
the relevant value are used to shed light on the problem; these may then be used to
inform design of technology and policy. In the first instance the values are used as
“fishing nets” or “search lights” and only later are the problems thus collected
investigated and analyzed in detail to produce informative conclusions. Disclosive
computer ethics takes place, according to Brey, at three levels: In the first disclosure
level, the system is analyzed on the basis of a particular value (e.g., privacy); on the
second theoretical level it is further developed and refined in the light of the IT case at
hand. The third level is the application level where ethical theories are applied. The
second stage is the philosophical stage. The disclosive and application stages require
detailed domain knowledge. 24

Walter Maner,25 Simon Rogerson, Donald Gotterbarn, Jacques Berleur,26 and
Keith Miller27 have experimented with checklists (referred to by Maner as Heuristic
Method); checklist-based decisions support systems, steps models, and code of
conduct approaches. These are all pragmatic approaches that offer moral guidance
to ITprofessionals and are useful for teaching ethics in a structuredway to students and

24See also Brey (2000).
25“Heuristic Method for Computer Ethics.” See URL http://csweb.cs.bgsu.edu/maner/heuristics/
maner.pdf
26Berleur and Brunnstein (1996).
27Collins and Miller (1995), pp. 39–57.
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practitioners. They may provide tools to sensitize professionals to ethical issues. The
problems that were raised against generalism, however, apply to them as they have a
tendency to focus on the problems that are relatively obvious and easy to articulate.

Chuck Huff 28 and Frances Grodzinsky29 have argued for a virtue ethics approach.
Huff studied moral exemplars in the IT profession. This should be seen as a modern
reinstatement of a neo-Aristotelian approach, which focuses on moral character traits
and moral dispositions. Practical wisdom and the ability to intuitively identify salient
and morally relevant characteristics of the situation play an important role in
Aristotelian ethics. Clearly this accommodates part of the features of our moral lives:
we size up the situation and immediately recognizewhat is important andwhat not and
almost instantaneously formmoral judgments. But this approach assumes that there is
a relatively robust set of cases—the training set—that allow individuals to become
expert judges. Furthermore, in traditional societies, experience in dealing with
standard distributive or retributive justice issues can be handed down from generation
togeneration.Whennew technology is involvedandweare facingnewproblemsevery
day, the acquisition of and buildup of dispositional properties may become problem-
atic to the point that virtues ethics loses its attractiveness as amethodological approach
to practical problems.

Also, nontraditional and nonstandard conceptions of computer ethics have been
proposed. Revisionist conceptions of method in computer ethics are implied in the
work of Floridi and Bynum.30 Their work suggests a redescription of moral phenom-
ena as we know them. Floridi31 has extensively discussed the informational and
theoretical dimensions of IT problems. His Information Ethics is presented as an
ecological ethics, which is ontocentric in the sense that it construes being/information
as themost fundamental andmorally relevant category (more important than life). The
principle of Entropy (not quite the same as the notion Entropy in Thermodynamics) is
more central than suffering. He claims that the moral status of actions with or without
IT concerns their informational status. He expands existing theories by arguing that
information objects have moral significance and are hence deserving of respect. He
says that “all entities, evenwhen interpreted as only clusters of information, still have a
minimal moral worth qua information objects and so may deserve to be respected.”
Computer ethics should thus be concernedwith finding outwhat increases entropyand
which actions and events counteract it and increase negentropy. Although this
conception and redescription of our moral phenomena seems to capture part of what
itmeans to say thatwedetest anddislikewantondestruction, killing, andpain andwhat
we like about life, organization, order, and structure and system, often we do not
consider these categories at all in our moral reflections. We do not think it is wrong to
kill our fellow human beings precisely because it fails to counteract the principle of
Entropy. This does not enter into our considerations under this description, and it
therefore does not, at present, seem to be the reason why we refrain from killing our

28Huff and Rogerson.
29Grodzinsky (1999).
30Bynum (2007).
31See for Luciano Floridi�s work: URL www.ethicsofinformation.net
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neighbors. Even after having taken classes in Thermodynamics, information theory,
and cosmology, we would probably resist this redescription of our moral lives.
Morality is about the “heartbreakingly human” aspects of the universe, as Cora
Diamond has called them.32

Van den Hoven and Lokhorst33 andWiegel et al.34 have argued that hybrid deontic
logics can be used to model our moral considerations on the one hand and implement
them in software on the other. In designing a hospital information system, deontic
epistemic action logic (DEAL) can be used to model moral constraints that apply to
information flows.Claims such as “it is not permitted to see to it that John knows that p”
can be modeled in this way, as can, for example, expressions such as “if p, and John
knows that q, then John has an obligation to see to it that all know that q.” In this way a
privacy-enhancing hospital information system could be designed that would be
morally transparent, efficient, auditable, and effective, in the sense in which paper-
based policies and human oversight could never be effective in large IT systems with
personal data.35

These are all very different approaches to computer ethics. They all seem to capture
an aspect of our moral thinking about problems in moral lives in the twenty-first
century. They all represent valuable contributions to the methodology of computer
ethics. The danger lies in thinking that they are uniquely correct and exclude all others.
In the context of computer ethics, I think it is important not to repeat the mistakes that
have been made in the history of normative ethics, that is, thinking that all moral
problems can be solved bymeans of the application of one theory, one principle; to use
artificial, technologically and empirically naive cases for testing normative theories;
and also to think that there is only one correct theory or theoretical orientation
(Kantianism, utilitarianism, etc.) that provides unique correct answers to all moral
questions. We may be able to identify some answers as morally wrong, but that is
probably as far as we can get. [Furthermore, in a global context, while dealing with
deep cultural and religious divides, ethics probably need to take the form of—as
AnthonyAppiahobserved, followingVanNeuman�s characterizationof learningmath
as a matter of getting used to it—“getting used to each other�s way of life and ways of
thinking,” without necessarily getting involved in deep and analytically deep argu-
ments with each other.] Also, probably we need to become more of moral entrepre-
neurs thanmany computer ethicists have allowed themselves to be in the past.36What
Bill Joy, Larry Lessig, and Peter Singer have achieved for our thinking about,
respectively, converging technologies, freedom in the age of the Internet, and animal
rights has no counterpart in the purely academic world. We also need to deal with
design and redesign of economic and institutional arrangements as they relate to
technology. But first and foremost we need to realize that information technology

32See for a discussion Himma (2004).
33Van den Hoven and Lokhorst (2002). Reprint of Metaphilosophy, 33(3), 376–387.
34Wiegel et al. (2005).
35Others have now also started to experiment with logic-based approaches to Computer Ethics. See, for
example, a report on http://www.nyu.edu/projects/nissenbaum/papers/economist.pdf
36See Posner (1999).
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shapes the spaces of action of people, imposes constraints and affordances, and
requires us to address the development and design of technology at a stagewhen ethics
can still make a difference in the light of our ethical beliefs held in a wide reflective
equilibrium.
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CHAPTER 4

Value Sensitive Design and Information
Systems

BATYA FRIEDMAN, PETER H. KAHN JR., and ALAN BORNING

Value Sensitive Design is a theoretically grounded approach to the design of
technology that accounts for humanvalues in a principled and comprehensivemanner
throughout the design process. It employs an integrative and iterative tripartite
methodology, consisting of conceptual, empirical, and technical investigations. We
explicate Value Sensitive Design by drawing on three case studies. The first study
concerns information and control of web browser cookies, implicating the value of
informed consent. The second study concerns using high-definition plasma displays
in an office environment to provide a “window” to the outside world, implicating the
values of physical and psychological well-being and privacy in public spaces. The
third study concerns an integrated land use, transportation, and environmental simu-
lation system to support public deliberation and debate on major land use and trans-
portation decisions, implicating the values of fairness, accountability, and support
for the democratic process, as well as a highly diverse range of values that might be
held by different stakeholders, such as environmental sustainability, opportunities for
business expansion, orwalkableneighborhoods.Weconcludewithdirect andpractical
suggestions for how to engage in Value Sensitive Design.

4.1 INTRODUCTION

There is a longstanding interest in designing information and computational systems
that support enduring human values. Researchers have focused, for example, on the
value of privacy (Ackerman and Cranor, 1999; Agre and Rotenberg, 1998; Fuchs,
1999; Jancke et al., 2001; Palen and Grudin, 2003; Tang, 1997), ownership and
property (Lipinski and Britz, 2000), physical welfare (Leveson, 1991), freedom from

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
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bias (Friedman and Nissenbaum, 1996), universal usability (Shneiderman, 1999,
2000;Thomas, 1997),autonomy (Suchman,1994;Winograd, 1994), informedconsent
(Millett et al., 2001), and trust (Fogg and Tseng, 1999; Palen and Grudin, 2003;
Riegelsberger and Sasse, 2002; Rocco, 1998; Zheng et al., 2001). Still, there is a need
for an overarching theoretical and methodological framework with which to handle
the value dimensions of design work.

ValueSensitiveDesign is one effort toprovide sucha framework (Friedman, 1997a;
Friedman and Kahn, 2003; Friedman and Nissenbaum, 1996; Hagman et al., 2003;
Nissenbaum, 1998; Tang, 1997; Thomas, 1997). Our goal in this chapter is to provide
an account of Value Sensitive Design, with enough detail for other researchers and
designers to critically examine and systematically build on this approach.

We begin by sketching the key features ofValue SensitiveDesign and then describe
its integrative tripartitemethodology, which involves conceptual, empirical, and tech-
nical investigations, employed iteratively. Then we explicate Value Sensitive Design
by drawing on three case studies. One involves cookies and informed consent in web
browsers; the second involves HDTV display technology in an office environment;
and the third involves user interactions and interface for an integrated land use,
transportation, and environmental simulation. We conclude with direct and practical
suggestions for how to engage in Value Sensitive Design.

4.2 WHAT IS VALUE SENSITIVE DESIGN?

Value Sensitive Design is a theoretically grounded approach to the design of
technology that accounts for humanvalues in a principled and comprehensivemanner
throughout the design process.

4.2.1 What is a Value?

In a narrow sense, the word “value” refers simply to the economic worth of an object.
For example, the value of a computer could be said to be $2000. However, in the work
described here, we use a broader meaning of the term wherein a value refers to what a
person or group of people consider important in life.1 In this sense, people find many
things of value, both lofty and mundane: their children, friendship, morning tea,
education, art, awalk in thewoods, nicemanners, good science, awise leader, clean air.

This broader framing of values has a long history. Since the time of Plato, for
example, the content of value-oriented discourse has ranged widely, emphasizing
“thegood, theend, the right, obligation,virtue,moral judgment, aesthetic judgment, the
beautiful, truth, and validity” (Frankena, 1972, p. 229). Sometimes ethics has been
subsumed within a theory of values, and other times, conversely, with ethical values
viewed as just one component of ethics more generally. Either way, it is usually agreed

1TheOxford EnglishDictionary definition of this sense of value is “the principles or standards of a person or
society, the personal or societal judgment of what is valuable and important in life” (Simpson and Weiner,
1989).
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(Moore, 1903,1978) that values should not be conflated with facts (the “fact/value
distinction”), especially insofaras factsdonot logicallyentailvalue. Inotherwords,“is”
doesnot imply“ought” (thenaturalistic fallacy). In thisway,valuescannot bemotivated
only by an empirical account of the external world but depend substantively on the
interests and desires of human beings within a cultural milieu. In Table 4.1 in Section
4.6.4, we provide a list of humanvalues with ethical import that are often implicated in
system design, along with working definitions and references to the literature.

4.2.2 Related Approaches to Values and System Design

In the 1950s, during the early periods of computerization, cyberneticistWiener (1953,
1985) argued that technology could help make us better human beings and create a
more just society. But for it to do so, he argued, we have to take control of the
technology.We have to reject the “worshiping [of] the new gadgets which are our own
creation as if theywere ourmasters” (p. 678). Similarly, a few decades later, computer
scientist Weizenbaum 1972 wrote,

What is wrong, I think, is that we have permitted technological metaphors. . . and
technique itself to so thoroughly pervade our thought processes that we have finally
abdicated to technology the very duty to formulate questions. . .. Where a simple man
might ask: “Do we need these things?”, technology asks “what electronic wizardry will
make them safe?” Where a simple man will ask “is it good?”, technology asks “will it
work?” (pp. 611–612)

More recently, supportinghumanvalues through systemdesign has emergedwithin
at least four important approaches. Computer Ethics advances our understanding of
keyvalues that lie at the intersectionof computer technologyandhuman lives (Bynum,
1985; Johnson and Miller, 1997; Nissenbaum, 1999). Social Informatics has been
successful in providing socio-technical analyses of deployed technologies (Johnson,
2000; Kling et al., 1998; Kling and Star, 1998; Orlikowsi and Iacono, 2001; Sawyer
and Rosenbaum, 2000). Computer-Supported Cooperative Work (CSCW) has been
successful in the design of new technologies to help people collaborate effectively in
the workplace (Fuchs, 1999; Galegher et al., 1990; Grudin, 1988; Olson and Teasley,
1996). Finally, Participatory Design substantively embeds democratic values into its
practice (Bjerknes and Bratteteig, 1995; Bødker, 1990; Carroll and Rosson (in this
volume); Ehn, 1989; Greenbaum and Kyng, 1991; Kyng andMathiassen, 1997). (See
Friedman and Kahn, 2003 for a review of each of these approaches.)

4.3 THE TRIPARTITE METHODOLOGY: CONCEPTUAL, EMPIRICAL,
AND TECHNICAL INVESTIGATIONS

Think of an oil painting byMonet or C�ezanne. From a distance it looks whole, but up
close you can seemany layers of paint upon paint. Some paints have been appliedwith
careful brushstrokes, others perhaps energetically with a palette knife or fingertips,
conveyingoutlines or regionsof color.Thediverse techniques are employedoneon top
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of the other, repeatedly, and in response to what has been laid down earlier. Together
they create an artifact that could not have been generated by a single technique in
isolation of the others. This, too, applies with Value Sensitive Design. An artifact or
design emerges through iterations upon a process that is more than the sumof its parts.
Nonetheless, the parts provide us with a good place to start. Value Sensitive Design
builds on an iterativemethodology that integrates conceptual, empirical, and technical
investigations; thus, as a step toward conveying Value Sensitive Design, we describe
each investigation separately.

4.3.1 Conceptual Investigations

Who are the direct and indirect stakeholders affected by the design at hand? How are
both classes of stakeholders affected? What values are implicated? How should we
engage in trade-offs among competing values in the design, implementation, and use
of information systems (e.g., autonomy vs. security, or anonymity vs. trust)? Should
moral values (e.g., a right to privacy) have greater weight than, or even trump,
nonmoral values (e.g., aesthetic preferences)? Value Sensitive Design takes up these
questions under the rubric of conceptual investigations.

In addition, careful working conceptualizations of specific values clarify funda-
mental issues raised by the project at hand, and provide a basis for comparing results
across research teams. For example, in their analysis of trust in online system design,
Friedman et al. (2000a), drawing on Baier (1986), first offer a philosophically
informed working conceptualization of trust. They propose that people trust when
they are vulnerable to harm from others, and yet believe that those others would not
harm them even though they could. In turn, trust depends on people�s ability to make
three types of assessments. One is about the harms they might incur. The second is
about the goodwill others possess toward them that would keep those others from
doing them harm. The third involveswhether or not harms that do occur lie outside the
parameters of the trust relationship. From such conceptualizations, Friedman et al.
were able to define clearly what they meant by trust online. This definition is in some
cases different from what other researchers have meant by the term. For example, the
Computer Science and Telecommunications Board, in their thoughtful publication
Trust in Cyberspace (Schneider, 1999), adopted the terms “trust” and “trustworthy” to
describe systems that perform as expected along the dimensions of correctness,
security, reliability, safety, and survivability. Such a definition, which equates “trust”
with expectations for machine performance, differs markedly from one that says trust
is fundamentally a relationship between people (sometimes mediated by machines).

4.3.2 Empirical Investigations

Conceptual investigations can only go so far. Depending on the questions at hand,
many analyses will need to be informed by empirical investigations of the human
context in which the technical artifact is situated. Empirical investigations are also
often needed to evaluate the success of a particular design. Empirical investigations
can be applied to any human activity that can be observed, measured, or documented.
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Thus, the entire range of quantitative and qualitative methods used in social science
research is potentially applicable here, including observations, interviews, surveys,
experimental manipulations, collection of relevant documents, and measurements of
user behavior and human physiology.

Empirical investigations can focus, for example, on questions such as: How do
stakeholders apprehend individual values in the interactive context? How do they
prioritize competing values in design trade-offs? How do they prioritize individual
values and usability considerations? Are there differences between espoused practice
(what people say) comparedwith actual practice (what people do)?Moreover, because
the development of new technologies affects groups as well as individuals, questions
emerge of how organizations appropriate value considerations in the design process.
For example, regarding value considerations, what are organizations� motivations,
methods of training and dissemination, reward structures, and economic incentives?

4.3.3 Technical Investigations

As discussed in Section 4.5, Value Sensitive Design adopts the position that technolo-
gies in general, and information and computer technologies in particular, provide
value suitabilities that follow from properties of the technology; that is, a given
technology is more suitable for certain activities and more readily supports certain
values while rendering other activities and values more difficult to realize.

In one form, technical investigations focus on how existing technological proper-
ties and underlying mechanisms support or hinder human values. For example, some
video-basedcollaborativework systemsprovide blurredviewsof office settings,while
other systems provide clear images that reveal detailed information about who is
present and what they are doing. Thus, the two designs differentially adjudicate the
value trade-off between an individual�s privacy and the group�s awareness of
individual members� presence and activities.

In the second form, technical investigations involve the proactive design of systems
to support values identified in the conceptual investigation. For example, Fuchs (1999)
developed a notification service for a collaborative work system in which the
underlying technical mechanisms implement a value hierarchy whereby an in-
dividual�s desire for privacy overrides other group members� desires for awareness.

At times, technical investigations—particularly of the first form—may seem similar
to empirical investigations insofar as both involve technological and empirical activity.
However, they differ markedly in their unit of analysis. Technical investigations focus
on the technology itself. Empirical investigations focus on the individuals, groups, or
larger social systems that configure, use, or are otherwise affected by the technology.

4.4 VALUE SENSITIVE DESIGN IN PRACTICE: THREE CASE STUDIES

To illustrate the integrative and iterative tripartite methodology of Value Sensitive
Design,wedrawon three case studieswith real-world applications, one completed and
two under way. Each case study represents a unique design space.
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4.4.1 Cookies and Informed Consent in Web Browsers

Informed consent provides a critical protection for privacy, and supports other human
values such as autonomy and trust. Yet currently there is amismatch between industry
practice and the public�s interest. According to a recent report from the Federal Trade
Commission (2000), for example, 59% of Web sites that collect personal identifying
information neither inform Internet users that they are collecting such information nor
seek the users� consent. Yet, according to a Harris poll (2000), 88% of users want sites
to garner their consent in such situations.

Against this backdrop, Friedman, Felten, and their colleagues (Friedman et al.,
2000b; Millett et al., 2001) sought to design web-based interactions that support in-
formed consent in a web browser through the development of new technical mechan-
isms for cookie management. This project was an early proof-of-concept project for
Value Sensitive Design, which we use here to illustrate several key features of the
methodology.

4.4.1.1 Conceptualizing the Value One part of a conceptual investigation
entails a philosophically informed analysis of the central value constructs. Accord-
ingly, Friedman et al. began their project with a conceptual investigation of informed
consent itself. They drew on diverse literature, such as the Belmont Report, which
delineates ethical principles and guidelines for the protection of human subjects
(Belmont Report, 1978; Faden and Beauchamp, 1986), to develop criteria for in-
formed consent in online interactions. In brief, the idea of “informed” encompasses
disclosure and comprehension. Disclosure refers to providing accurate information
about the benefits and harms that might reasonably be expected from the action under
consideration. Comprehension refers to the individual�s accurate interpretation of
what is being disclosed. In turn, the idea of “consent” encompasses voluntariness,
comprehension, and agreement. Voluntariness refers to ensuring that the action is not
controlled or coerced. Competence refers to possessing the mental, emotional, and
physical capabilities needed to be capable of giving informed consent. Agreement
refers to a reasonably clear opportunity to accept or decline to participate. Moreover,
agreement should be ongoing, that is, the individual should be able to withdraw from
the interaction at any time. (See Friedman et al., 2000a for an expanded discussion of
these five criteria.)

4.4.1.2 Using a Conceptual Investigation to Analyze Existing Technical
Mechanisms With a conceptualization for informed consent online in hand,
Friedman et al. conducted a retrospective analysis (one form of a technical investiga-
tion) of how the cookie andweb-browser technologyembedded inNetscapeNavigator
and Internet Explorer changed with respect to informed consent over a 5-year period,
beginning in 1995. Specifically, they used the criteria of disclosure, comprehension,
voluntariness, competence, and agreement to evaluate howwell each browser in each
stageof its development supported theusers� experienceof informedconsent.Through
this retrospective analysis, they found that while cookie technology had improved
over time regarding informed consent (e.g., increased visibility of cookies, increased
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options for accepting or declining cookies, and access to information about cookie
content), as of 1999 some startling problems remained. For example, (a) while
browsers disclosed to users some information about cookies, they still did not
disclose the right sort of information, that is, information about the potential harms
and benefits from setting a particular cookie. (b) In Internet Explorer, the burden to
accept or decline all third-party cookies still fell to the user, placing undue burden on
the user to decline each third-party cookie one at a time. (c) Users� out-of-the-box
experience of cookies (i.e., the default setting) was no different in 1999 than it was in
1995—to accept all cookies. That is, the novice user installed a browser that accepted
all cookies and disclosed nothing about that activity to the user. (d) Neither browser
alerted a user when a site wished to use a cookie and for what purpose, as opposed to
when a site wished to store a cookie.

4.4.1.3 Iteration and Integration of Conceptual, Technical, and
Empirical Investigations On the basis of the results derived from these con-
ceptual and technical investigations, Friedman et al. then iteratively used the results to
guide a second technical investigation—a redesign of the Mozilla browser (the open-
source code for Netscape Navigator). Specifically, they developed three new types of
mechanisms: (a) peripheral awareness of cookies; (b) just-in-time information about
individual cookies and cookies in general; and (c) just-in-time management of
cookies (see Fig. 4.1). In the process of their technical work, Friedman et al.
conducted formative evaluations (empirical investigations) that led to a further design
criterion, minimal distraction, which refers to meeting the above criteria for informed
consent without unduly diverting the user from the task at hand. Two situations are of
concern here. First, if users are overwhelmed with queries to consent to participate in
events with minor benefits and risks, they may become numbed to the informed
consent process by the time participation in an eventwith significant benefits and risks
is at hand. Thus, the users� participation in that event may not receive the careful
attention that is warranted. Second, if the overall distraction to obtain informed
consent becomes so great as to be perceived to be an intolerable nuisance, users are
likely to disengage from the informed consent process in its entirety and accept or
decline participation by rote. Thus, undue distraction can single-handedly undermine
informed consent. In this way, the iterative results of the above empirical investiga-
tions not only shaped and then validated the technical work, but impacted the initial
conceptual investigation by adding to the model of informed consent the criterion of
minimal distraction.

Thus, this project illustrates the iterative and integrative nature of Value Sensitive
Design, and provides a proof-of-concept for Value Sensitive Design in the context of
mainstream Internet software.

4.4.2 Room with a View: Using Plasma Displays in Interior Offices

Janice is in her office, writing a report. She is trying to conceptualize the higher-level
structure of the report, but her ideas will not quite take form. Then she looks up from
her desk and rests her eyes on the fountain and plaza area outside her building. She
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FIGURE 4.1 (a) Screen shot of theMozilla implementation shows the peripheral awareness
of cookies interface (at the left) in the context of browsing the web. Each time a cookie is set, a
color-coded entry for that cookie appears in the sidebar. Third-party cookies are red; others are
green. At the user�s discretion, he or she can click on any entry to bring up the Mozilla cookie
manager for that cookie. (b) Screen shot after the user has clicked on an entry to bring up the
just-in-time cookie management tool (in the center) for a particular cookie.
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notices thewater bursting upward, and that a small groupof people are gathering by the
water�s edge. She rests her eyes on the surrounding pool of calm water. Her eyes then
lift toward the clouds and the streaking sunshine. Twenty seconds later she returns to
her writing task at hand, slightly refreshed, and with an idea taking shape.

What is particularly novel about this workplace scenario is that Janice works in an
interior office. Instead of a real window looking out onto the plaza, Janice has a large-
screenvideoplasmadisplay that continuouslydisplays the local real-timeoutdoor scene
in real-time. Realistic? Beneficial? This design space is currently being researched by
Kahn, Friedman, and their colleagues, using the framework of Value Sensitive Design.

In their initial conceptual investigation of this design space, Kahn et al. drew on the
psychological literature that suggests that interaction with real nature can garner
physiological and psychological benefits. For example, in one study, Ulrich (1984)
found that postoperative recovery improved when patients were assigned to a room
with a view of a natural setting (a small stand of deciduous trees) versus a view of a
brown brick wall. More generally, studies have shown that even minimal connection
with nature—such as looking at a natural landscape—can reduce immediate and long-
term stress, reduce sickness of prisoners, and calm patients before and during surgery.
(See Beck andKatcher, 1996; Kahn, 1999; Ulrich, 1993 for reviews.) ThusKahn et al.
hypothesized that an “augmented window” of nature could render benefits in a work
environment in terms of the human values of physical health, emotional well-being,
and creativity.

To investigate this question in a laboratory context, Kahn et al. are comparing the
short-term benefits of working in an office with a view out the window of a beautiful
nature scene versus an identical view (in real time) shown on a large video plasma
display that covers the window in the same office (Fig. 4.2a). In this latter condition,
they employed a high-definition television (HDTV) camera (Fig. 4.2b) to capture real-
time local images. The control condition involved a blank covering over the window.
Their measures entailed (a) physiological data (heart rate), (b) performance data (on
cognitive and creativity tasks), (c) video data that captured each subject�s eye gaze on
a second-by-second level, and time synchronized with the physiological equipment,
so that analyses can determine if physiological benefits accrued immediately
following an eye gaze onto the plasma screen, and (d) social-cognitive data (based
on a 50-min interview with each subject at the conclusion of the experimental con-
dition wherein they garnered each subject�s reasoned perspective on the experience).
Preliminary results show the following trends. First, participants looked at the plasma
screen just as frequently as they did the real window, and more frequently than they
stared at the blank wall. In this sense, the plasma display window was functioning
like a real window. But, when participants gazed for 30 s or more, the real window
provided greater physiological recovery from low-level stress as compared to the
plasma display window.

From the standpoint of illustrating Value Sensitive Design, we would like to
emphasize five ideas.

4.4.2.1 Multiple Empirical Methods Under the rubric of empirical investiga-
tions, Value Sensitive Design supports and encourages multiple empirical methods to
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be used in concert to address the question at hand. As noted above, for example, this
study employed physiological data (heart rate), two types of performance data (on
cognitive and creativity tasks), behavioral data (eye gaze), and reasoning data (the
social-cognitive interview). From a value-oriented perspective, multiple psychologi-
cal measures increase the veracity of most accounts of technology in use.

4.4.2.2 Direct and Indirect Stakeholders In their initial conceptual investi-
gation of the values implicated in this study, Kahn et al. sought to identify not only
direct but also indirect stakeholders affected by such display technology. At that early
point, it became clear to the researchers that an important class of indirect stakeholders
(and their respective values) needed to be included, namely, the individuals who, by
virtue ofwalking through the fountain scene, unknowingly had their images displayed

FIGURE 4.2 Plasma display technology studies. (a) The Watcher, (b) The HDTV Camera,
(c) The Watched .
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on the video plasma display in the “inside” office (Fig. 4.2c). In other words, if this
application of projection technology were to come into widespread use (as web cams
and surveillance cameras have begun to), then it would potentially encroach on the
privacy of individuals in public spaces—an issue that has been receiving increasing
attention in the field of computer ethics and public discourse (Nissenbaum, 1998).
Thus, in addition to the experimental laboratory study, Kahn et al. initiated two
additional but complementary empirical investigations with indirect stakeholders: (a)
a survey of 750 people walking through the public plaza and (b) in-depth social
cognitive interviews with 30 individuals walking through the public plaza (Friedman
et al., 2006). Both investigations focused on indirect stakeholders� judgments of
privacy in public space, and in particular having their real-time images captured and
displayed on plasma screens in nearby and distant offices. The importance of such
indirect stakeholder investigations is being borne out by the results. For example,
significant gender differences were found in their survey data: morewomen than men
expressed concern about the invasion of privacy through web cameras in public
places. This finding held whether their imagewas to be displayed locally or in another
city (Tokyo), or viewed by one person, thousands, or millions. One implication of this
finding is that future technical designs and implementations of such display technol-
ogies need to be responsive toways inwhichmen andwomenmight perceive potential
harms differently.

4.4.2.3 Coordinated Empirical Investigations Once Kahn et al. identified
an important group of indirect stakeholders, and decided to undertake empirical
investigations with this group, they then coordinated these empirical investigations
with the initial (direct stakeholder) study. Specifically, a subset of identical
questions were asked of both the direct stakeholders (the Watchers) and indirect
stakeholders (the Watched). The results show some interesting differences. For
example, more men in the Watched condition expressed concerns that people�s
images might be displayed locally, nationally, or internationally than men in the
Plasma Display Watcher condition. No differences were found between women in
theWatcher Plasma Display Condition and women in theWatched condition. Thus,
the Value Sensitive Design methodology helps to bring to the forefront values that
matter not only to the direct stakeholders of a technology (such as physical health,
emotional well-being, and creativity), but also to the indirect stakeholders (such as
privacy, informed consent, trust, and physical safety). Moreover, from the stand-
point of Value Sensitive Design, the above study highlights how investigations of
indirect stakeholders can bewoven into the core structure of the experimental design
with direct stakeholders.

4.4.2.4 Multiplicity of and Potential Conflicts Among Human Values
Value Sensitive Design can help researchers uncover the multiplicity of and potential
conflicts among human values implicated in technological implementations. In the
above design space, for example, values of physical health, emotional well-being, and
creativity appear topartially conflictwithother valuesofprivacy, civil rights, trust, and
security.
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4.4.2.5 Technical Investigations Conceptual and empirical investigations
can help to shape future technological investigations, particularly in terms of how
nature (as a source of information) can be embedded in the design of display
technologies to further human well-being. One obvious design space involves build-
ings. For example, ifKahnet al.�s empirical results continue to emerge in linewith their
initial results, then one possible design guideline is as follows: we need to design
buildings with nature in mind, and within view. In other words, we cannot with
psychological impunity digitize nature and display the digitized version as a substitute
for the real thing (andworse, then destroy the original). At the same time, it is possible
that technological representations of nature can garner some psychological benefits,
especiallywhen (as in an inside office) direct access to nature is otherwise unavailable.
Other less obvious design spaces involve, for example, airplanes. In recent discussions
with Boeing Corporation, for example, we were told that for economic reasons
engineers might like to construct airplanes without passenger windows. After all,
windows cost more to build and decrease fuel efficiency. At stake, however, is the
importance of windows in the human experience of flying.

In short, this case study highlights howValue SensitiveDesign can help researchers
employ multiple psychological methods, across several studies, with direct and
indirect stakeholders, to investigate (and ultimately support) a multiplicity of human
values impacted by deploying a cutting-edge information technology.

4.4.3 UrbanSim: Integrated Land Use, Transportation,
and Environmental Simulation

In many regions in the United States (and globally), there is increasing concern about
pollution, traffic jams, resource consumption, loss of open space, loss of coherent
community, lack of sustainability, and unchecked sprawl. Elected officials, planners,
and citizens in urban areas grapple with these difficult issues as they develop and
evaluate alternatives for such decisions as building a new rail line or freeway, estab-
lishing an urban growth boundary, or changing incentives or taxes. These decisions
interact in complex ways, and, in particular, transportation and land use decisions
interact strongly with each other. There are both legal and commonsense reasons to
try to understand the long-term consequences of these interactions and decisions.
Unfortunately, the need for this understanding far outstrips the capability of the
analytic tools used in current practice.

In response to this need, Waddell, Borning, and their colleagues have been
developing UrbanSim, a large simulation package for predicting patterns of urban
development for periods of 20 years or more, under different possible scenarios
(Borning et al., 2008;Noth et al., 2003;Waddell et al., 2002, 2003). Its primarypurpose
is to provide urban planners and other stakeholders with tools to aid in more informed
decision-making, with a secondary goal to support further democratization of the
planning process. When provided with different scenarios, packages of possible
policies and investments,UrbanSimmodels the resulting patterns of urban growth and
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redevelopment, transportation usage, and resource consumption and other environ-
mental impacts.

As of early 2007, UrbanSim has been applied (either experimentally or in some
cases transitioning to operational use) in the metropolitan regions in the United States
around Detroit, El Paso, Eugene/Springfield, Oregon (Fig. 4.3), Honolulu, Houston,
Salt Lake City, and Seattle; and internationally in Amsterdam, Paris, Tel Aviv, and
Zurich. Additional projects have been launched in Burlington, Durham, Phoenix, and
San Francisco, and internationally in Melbourne, Australia. Value Sensitive Design
has played a central role in the ongoing design and implementation of interactions
around UrbanSim indicators. UrbanSim illustrates important aspects of Value Sensi-
tive Design in addition to those described in the previous two case studies.

FIGURE 4.3 Results from UrbanSim for Eugene/Springfield, Oregon, forecasting land use
patterns over a 14-year period. These results arise from the simulated interactions among
demographic change, economic change, real estate development, transportation, and other
actors and processes in the urban environment. Map (a) shows the employment density in 1980
(number of jobs located in each 150· 150mgrid cell). Darker red indicates higher density.Map
(b) shows the predicted change from1980 to 1994 (where darker red indicates a greater change).
Map (c) shows the predicted employment density in 1994. In a historical validation of the
model, this result was then comparedwith the actual 1994 employment,with a 0.917 correlation
over a one-cell radius.
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4.4.3.1 Distinguishing Explicitly Supported Values from Stakeholder
Values In their conceptual investigations, Borning et al. (2005) distinguished
between explicitly supported values (i.e., ones that they explicitlywant to embed in the
simulation) and stakeholder values (i.e., ones that are important to some but not
necessarily all of the stakeholders). Next, Borning et al. committed to three specific
moral values to be supported explicitly.One is fairness, andmore specifically freedom
from bias. The simulation should not discriminate unfairly against any group of
stakeholders, or privilege one mode of transportation or policy over another. The
second value is accountability. Insofar as possible, stakeholders should be able to
confirm that their values are reflected in the simulation, evaluate and judge its validity,
and develop an appropriate level of confidence in its output. The third value is
democracy. The simulation should support the democratic process in the context of
land use, transportation, and environmental planning. In turn, as part of supporting the
democratic process, Borning et al. decided that the model should not a priori favor
or rule out any given set of stakeholder values, but instead should allow different
stakeholders to articulate the values that are most important to them, and evaluate the
alternatives in light of these values.

4.4.3.2 Handling Widely Divergent and Potentially Conflicting Stake-
holder Values From the standpoint of conceptual investigations, UrbanSim as a
design space poses tremendous challenges. The research team cannot focus on a few
key values, as occurred in the Web Browser project (e.g., the value of informed
consent), or the Roomwith a View project (e.g., the values of privacy in public spaces
and physical and psychological well-being). Rather, disputing stakeholders bring to
the table widely divergent values about environmental, political, moral, and personal
issues. Examples of stakeholder values are environmental sustainability, walkable
neighborhoods, space for business expansion, affordable housing, freight mobility,
minimal government intervention, minimal commute time, open space preservation,
property rights, and environmental justice. How does one characterize the wide-
ranging and deeply held values of diverse stakeholders, both present and future?
Moreover, how does one prioritize the values implicated in the decisions? And, how
can one move from values to measurable outputs from the simulation to allow
stakeholders to compare alternative scenarios?

As part of addressing these questions, the research group implemented a web-
based interface that groups indicators into three broad value categories pertaining
to the domain of urban development (economic, environmental, and social) and
more specific value categories under that. To allow stakeholders to evaluate
alternative urban futures, the interface provides a large collection of indicators:
variables that distill some attribute of interest about the results (Gallopin, 1997).
(Examples of indicators are the number of acres of rural land converted into urban
use each year, the degree of poverty segregation, or the mode share between autos
and transit.) These categories and indicators draw on a variety of sources, including
empirical research on people�s environmental concepts and values (Kahn, 1999;
Kahn and Kellert, 2002), community-based indicator projects (Hart, 1999; Palmer,
1998), and the policy literature. Stakeholders can then use the interface to select
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indicators that speak to values that are important to them from among these
categories.

This interface illustrates the interplay among conceptual, technical, and empirical
investigations. The indicators are chosen to speak to different stakeholder values,
responding to our distinction between explicitly supported values and stakeholder
values in the initial conceptual investigation. The value categories are rooted empiri-
cally in both human psychology and policy studies, not just philosophy, and then
embodied in a technical artifact (the web-based interface), which is in turn evaluated
empirically.

4.4.3.3 Legitimation Aswe continued our work on VSD and UrbanSim, in our
conceptual investigations we identified legitimation as a key instrumental value
(Borning et al., 2005; Davis, 2006). UrbanSim�s legitimacy is crucial for its effective
use in the planning process—stakeholders who do not see its use as legitimate may
disengage from its use, or if they remain in the process may never accept the analyses
that it informs. Our conceptualization of legitimation draws primarily on the work of
Habermas (1979, 1984). Since the legitimacyof an urban planning process depends on
a huge number of factors—most of which are outside of UrbanSim�s scope—we
concern ourselves with the legitimation potential of the modeling system. Again
following Habermas, communicative action plays a key role in legitimation potential.
The implicit validity claims of an utterance in a communicative act lead to a set of
testable design goals for the system regarding comprehensibility, validity, transpar-
ency, and freedom from bias, which we then used in structuring our empirical
investigations.

4.4.3.4 Technical Choices Driven by Initial and Emergent Value
Considerations Most of the technical choices in the design of the UrbanSim
software are in response to the need to generate indicators and other evaluation
measures that respond to different strongly held stakeholder values. For example, for
some stakeholders, walkable, pedestrian-friendly neighborhoods are very important.
But being able to model walking as a transportationmodemakes difficult demands on
the underlying simulation, requiring a finer-grained spatial scale than is needed for
modeling automobile transportation alone. In turn, being able to answer questions
about walking as a transportation mode is important for two explicitly supported
values: fairness (not toprivilegeone transportationmodeover another) anddemocracy
(being able to answer questions about a value that is important to a significant number
of stakeholders). As a second example of technical choices being driven by value
considerations, UrbanSim�s software architecture is designed to support rapid evolu-
tion in response to changed or additional requirements. For instance, the software
architecture decouples the individual component models as much as possible,
allowing them to evolve and new ones to be added in a modular fashion. Further,
the architecture separates out the computation of indicator values from the models,
making it easy towrite new indicators as needed, rather than embedding the indicator
code in the component models themselves. For similar reasons, the UrbanSim team
uses theYPagile software developmentmethodology (Freeman-Benson andBorning,
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2003),which allows the system to evolve and respond quickly to emerging stakeholder
values and policy considerations.

4.4.3.5 Designing for Credibility, Openness, and Accountability The
credibility of the system is of great importance, particularly when the system is being
used in a politically charged situation, and is thus the subject of intense scrutiny. The
research group has undertaken a variety of activities to help foster credibility,
including using behaviorally transparent simulation techniques (i.e., simulating
agents in the urban environment, such as households, businesses, and real estate
developers, rather than using some more abstract and opaque simulation technique),
and performing sensitivity analyses (Franklin et al., 2002) and a historical validation.
In the historical validation, for example, the group started the model with 1980 data
from Eugene/Springfield, simulated through 1994, and compared the simulation
output with what actually happened. One of these comparisons is shown in Fig. 4.3.
In addition, our techniques for fostering openness and accountability are also
intended to support credibility. These include usingOpen Source software (releasing
the source code along with the executable), writing the code in as clear and
understandable a fashion as possible, using a rigorous and extensive testing
methodology, and complementing the Open Source software with an Open Process
that makes the state of our development visible to anyone interested. For example, in
our laboratory, a battery of tests is run whenever a new version of the software is
committed to the source code repository. A traffic light (a real one) is activated by the
testing regime—green means that the system has passed all tests, yellow means
testing is under way, and red means that a test has failed. There is also a virtual traffic
light, mirroring the physical one, visible on the web (www.urbansim.org/fireman).
Similarly, the bug reports, feature requests, and plans are all on theUrbanSim project
Web site as well. Details of this Open Process approach may be found in Freeman-
Benson and Borning (2003).

For interactions around indicators, one project has been carefully documenting the
available indicators and their limitations (Borning et al., 2005), including using “live
documentation” that directly includes the source code used to compute the indicator
values and tests of that source code. Another project has involved partnering with
different community organizations to produce “Indicator Perspectives” that provide
different views on which indicators are most important, and how they should be
evaluated. Finally, Janet Davis�s PhD dissertation (Davis, 2006) describes the design
and implementation of “personal indicators,” which help users answer the question
“how will this policy affect me and my family?” in addition to the more region-level
results from the existing indicator sets.

Thus, in summary, Borning et al. are using Value Sensitive Design to investigate
how a technology—an integrated land use, transportation, and environmental com-
puter simulation—affects human values on both the individual and organizational
levels, and how human values can continue to drive the technical investigations,
including refining the simulation, data, and interaction model. Finally, employing
Value SensitiveDesign in a project of this scope serves to validate its use for complex,
large-scale systems.
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4.5 VALUE SENSITIVE DESIGN�S CONSTELLATION OF FEATURES

Value Sensitive Design shares and adopts many interests and techniques from related
approaches tovalues and systemdesign—computer ethics, social informatics, CSCW,
and Participatory Design—as discussed in Section 4.2.2. However, Value Sensitive
Design itself brings forward a unique constellation of eight features.

First, Value Sensitive Design seeks to be proactive to influence the design of
technology early in and throughout the design process.

Second, Value Sensitive Design enlarges the arena in which values arise to include
not only theworkplace (as traditionally in the field of CSCW), but also education, the
home, commerce, online communities, and public life.

Third, Value Sensitive Design contributes a unique methodology that employs
conceptual, empirical, and technical investigations, applied iteratively and integra-
tively (see Section 4.3).

Fourth, Value Sensitive Design enlarges the scope of human values beyond those
of cooperation (CSCW) and participation and democracy (Participatory Design) to
include all values, especially those with moral import. By moral, we refer to issues
that pertain to fairness, justice, human welfare, and virtue, encompassing within
moral philosophical theory deontology (Dworkin, 1978; Gewirth, 1978; Kant,
1785/1964; Rawls, 1971), consequentialism (Smart and Williams, 1973; see
Scheffler, 1982 for an analysis), and virtue (Campbell and Christopher, 1996; Foot,
1978;MacIntyre, 1984). Value Sensitive Design also accounts for conventions (e.g.,
standardization of protocols) and personal values (e.g., color preferences within a
graphical user interface).

Fifth, Value Sensitive Design distinguishes between usability and human values
with ethical import.Usability refers to characteristics of a system thatmake itwork in a
functional sense, including that it is easy to use, easy to learn, consistent, and recovers
easily from errors (Adler and Winograd, 1992; Nielsen, 1993; Norman, 1988).
However, not all highly usable systems support ethical values. Nielsen (1993), for
example, asks us to imagine a computer system that checks for fraudulent applications
of peoplewho are applying for unemployment benefits by asking applicants numerous
personal questions, and then checking for inconsistencies in their responses. Nielsen�s
point is that even if the system receives high usability scores some peoplemay not find
the system socially acceptable, based on the moral value of privacy.

Sixth, Value Sensitive Design identifies and takes seriously two classes of
stakeholders: direct and indirect. Direct stakeholders refer to parties—individuals
or organizations—who interact directly with the computer system or its output.
Indirect stakeholders refer to all other parties who are affected by the use of the
system. Often, indirect stakeholders are ignored in the design process. For example,
computerized medical record systems have often been designed with many of the
direct stakeholders inmind (e.g., insurance companies, hospitals, doctors, andnurses),
but with too little regard for the values, such as the value of privacy, of a rather
important group of indirect stakeholders—the patients.

Seventh, Value Sensitive Design is an interactional theory—values are viewed
neither as inscribed into technology (an endogenous theory) nor as simply transmitted
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by social forces (an exogenous theory). Rather, the interactional position holds that
while the features or properties that people design into technologies more readily
support certain values and hinder others, the technology�s actual use depends on the
goals of the people interactingwith it.A screwdriver, after all, iswell suited for turning
screws, and is also amenable to use as a poker, pry bar, nail set, cutting device, and tool
to dig up weeds, but functions poorly as a ladle, pillow, or wheel. Similarly, an online
calendar system that displays individuals� scheduled events in detail readily supports
accountability within an organization, but makes privacy difficult. Moreover, through
human interaction, technology itself changesover time.Onoccasion, such changes (as
emphasized in the exogenousposition) canmean the societal rejection ofa technology,
or that its acceptance is delayed. Butmore often it entails an iterative process whereby
technologies are first invented, and then redesigned based on user interactions, which
then are reintroduced to users, further interactions occur, and further redesigns
implemented. Typical software updates (e.g., of word processors, browsers, and
operating systems) epitomize this iterative process.

Eighth, Value Sensitive Design builds from the psychological proposition that
certain values are universally held, although how such values play out in a particular
culture at a particular point in time can vary considerably (Kahn, 1999; Turiel, 1998,
2002). For example, even while living in an igloo, Inuits have conventions that
ensure some forms of privacy, yet such forms of privacy are not maintained by
separated rooms, as they are in mostWestern cultures. Generally, the more concretely
(act-based) one conceptualizes a value, the more one will be led to recognize cultural
variation; conversely, the more abstractly one conceptualizes a value, the more one
will be led to recognize universals. Value Sensitive Design seeks to work both the
concrete and abstract levels, depending on the design problemat hand.Note that this is
an empirical proposition, based on a large amount of psychological and anthropologi-
cal data, not a philosophical one. We also make this claim only for certain values, not
all— there are clearly some values that are culture-specific.

The three case studies presented inSection 4.4 illustrate the different features in this
constellation. For example, UrbanSim illustrates the goal of being proactive and
influencing the design of the technology early in and throughout the design process
(Feature1), andalso involves enlarging the arena inwhichvalues arise to includeurban
planning and democratic participation in public decision-making (Feature 2). The
cookies work is a good illustration of Value Sensitive Design�s tripartite methodology
(Feature 3): conceptual, technical, and empirical investigations, applied iteratively
and integratively, which were essential to the success of the project. Each of the three
projects brings out a different set of humanvalues (Feature 4): among others, informed
consent for the cookies work; physical and psychological well-being and privacy in
public spaces for Room with a View; and fairness, accountability, and democracy for
UrbanSim, as well as thewhole range of different, sometimes competing, stakeholder
values. The cookies project illustrates the complex interaction between usability and
humanvalues (Feature 5): early versions of the system supported informed consent at
the expense of usability, requiring additional work to develop a system that was usable
and provided reasonable support for informed consent. The Room with a View work
considers and takes seriously both direct and indirect stakeholders (Feature 6): the
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occupants of the inside office (theWatchers) and passersby in the plaza (theWatched).
Value SensitiveDesign�s position that values are neither inscribed into technology nor
simply transmitted by social forces (Feature 7) is illustrated by UrbanSim: the system
by itself is certainly notneutralwith respect todemocratic process, but at the same time
does not on its own ensure democratic decision-making on land use and transportation
issues. Finally, the proposition that certain values are universally held but play out
invery different ways in different cultures and different times (Feature 8) is illustrated
by the Room with a View project: the work is informed by a substantial body of work
on the importance of privacy in all cultures (e.g., the deep connection between
privacy and self-identity), but concerns about privacy in public spaces play out in a
specific way in the United States, andmight do so quite differently in another cultural
context.

We could draw out additional examples that illustrate Value Sensitive Design�s
constellation of features, both from the three case studies presented in Section 4.4 and
in other projects but we hope that this short description demonstrates the unique
contribution that Value Sensitive Design can make to the design of technology.

4.6 PRACTICAL SUGGESTIONS FOR USING VALUE SENSITIVE
DESIGN

One natural question with Value Sensitive Design is, “How exactly do I do it?” In this
section we offer some practical suggestions.

4.6.1 Start with a Value, Technology, or Context of Use

Any of these three core aspects—value, technology, or context of use—easily
motivates Value Sensitive Design. We suggest starting with the aspect that is most
central to your work and interests. In the case of informed consent and cookies, for
example, Friedman et al. beganwith a value of central interest (informed consent) and
moved from that value to its implications for web browser design. In the case of
UrbanSim, Borning et al. beganwith a technology (urban simulation) and a context of
use (the urban planning process); upon inspection of those two, values issues quickly
came to the fore.

4.6.2 Identify Direct and Indirect Stakeholders

As part of the initial conceptual investigation, systematically identify direct and
indirect stakeholders.Recall that direct stakeholders are those individualswho interact
directly with the technology or with the technology�s output. Indirect stakeholders are
those individuals who are also impacted by the system, though they never interact
directly with it. In addition, it is worthwhile to recognize the following:

. Within each of these two overarching categories of stakeholders, there may be
several subgroups.
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. A single individual may be a member of more than one stakeholder group or
subgroup. For example, in theUrbanSim project, an individualwhoworks as
an urban planner and lives in the area is both a direct stakeholder (i.e.,
through his or her direct use of the simulation to evaluate proposed
transportation plans) and an indirect stakeholder (i.e., by virtue of living
in the community for which the transportation plans will be implemented).

. An organizational power structure is often orthogonal to the distinction between
direct and indirect stakeholders. For example, there might be low-level
employees who are either direct or indirect stakeholders and who don�t have
control over using the system (e.g., workers on an assembly line). Participa-
tory Design has contributed a substantial body of analysis to these issues, as
well as techniques for dealing with them, such as ways of equalizing power
among groupswith unequal power. (See the references cited in Section 4.2.2.)

4.6.3 Identify Benefits and Harms for Each Stakeholder Group

Having identified the key stakeholders, systematically identify the benefits and harms
for each group. In doing so, we suggest attention to the following points:

. Indirect stakeholders will be benefited or harmed to varying degrees, and in
some designs it is probably possible to claim every human as an indirect
stakeholder of some sort. Thus, one rule of thumb in the conceptual
investigation is to give priority to indirect stakeholders who are strongly
affected, or to large groups that are somewhat affected.

. Attend to issues of technical, cognitive, and physical competency. For example,
children or the elderly might have limited cognitive competency. In such a
case, care must be taken to ensure that their interests are represented in the
design process, either by representatives from the affected groups them-
selves or, if this is not possible, by advocates.

. Personas (Pruitt and Grudin, 2003) are a popular technique that can be useful for
identifying the benefits and harms to each stakeholder group. However, we
note twocaveats. First, personashave a tendency to lead to stereotypes because
they require a list of “socially coherent” attributes to be associated with the
“imagined individual.” Second, while in the literature each persona represents
a different user group, in Value Sensitive Design (as noted above) the same
individual may be amember ofmore than one stakeholder group. Thus, in our
practice, we have deviated from the typical use of personas that maps a single
persona onto a single user group, to allow for a single persona to map onto
multiple stakeholder groups.

4.6.4 Map Benefits and Harms onto Corresponding Values

With a list of benefits and harms in hand, one is in a strong position to recognize
corresponding values. Sometimes themapping is one of identity. For example, a harm
that is characterized as invasion of privacymaps onto the value of privacy. Other times
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the mapping is less direct, if not multifaceted. For example, in the Room with a View
study, it is possible that a direct stakeholder�s mood is improved when working in an
office with an augmented window (as compared with no window). Such a benefit
potentially implicates not only the value of psychological welfare but also creativity,
productivity, and physical welfare (health), assuming there is a causal link between
improved mood and these other factors.

In some cases, the corresponding values will be obvious, but not always. Table 4.1
provides a table of humanvalueswith ethical import often implicated in systemdesign.
This table may be useful in suggesting values that should be considered in the
investigation.

4.6.5 Conduct a Conceptual Investigation of Key Values

After the identification of key values in play, a conceptual investigation of each can
follow. Here it is helpful to turn to the relevant literature. In particular, the philosophi-
cal ontological literature can help provide criteria for what a value is, and thereby how
to assess it empirically. (e.g., Section 4.4.1.1 described how existing literature helped
provide criteria for the value of informed consent.)

4.6.6 Identify Potential Value Conflicts

Values often come into conflict. Thus, once key values have been identified and
carefully defined, a next step entails examining potential conflicts. For the purposes of
design, value conflicts should usually not be conceived of as “either/or” situations, but
as constraints on the design space. Admittedly, at times, designs that support onevalue
directly hinder support for another. In those instances, a gooddeal of discussion among
the stakeholdersmay bewarranted to identify the space ofworkable solutions. Typical
value conflicts include accountability versus privacy, trust versus security, environ-
mental sustainability versus economic development, privacy versus security, and
hierarchical control versus democratization.

4.6.7 Integrate Value Considerations into One�s Organizational
Structure

Ideally, Value Sensitive Design will work in concert with organizational objectives.
Within a company, for example, designers would bring values to the forefront, and in
the process generate increased revenue, employee satisfaction, customer loyalty,
and other desirable outcomes for their companies. In turn, within a government
agency, designers would both better support national and community values and
enhance the organization�s ability to achieve its objectives. In the real world, of
course, human values (especially those with ethical import) may collide with
economic objectives, power, and other factors. However, even in such situations,
Value Sensitive Design should be able to make positive contributions, by showing
alternate designs that better support enduring human values. For example, if a
standards committee were considering adopting a protocol that raised serious
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privacy concerns, a Value Sensitive Design analysis and design might result in an
alternate protocol that better addressed the issue of privacywhile still retaining other
needed properties. Citizens, advocacy groups, staffmembers, politicians, and others
could then have amore effective argument against a claim that the proposed protocol
was the only reasonable choice.

4.6.8 Human Values (with Ethical Import) Are Often Implicated
in System Design

We stated earlier that while all values fall within its purview, Value Sensitive Design
emphasizes values with ethical import. In Table 4.1, we present a list of frequently
implicatedvalues.This table is intendedas aheuristic for suggestingvalues that should
be considered in the investigation; it is definitely not intended as a complete list of
human values that might be implicated.

Two caveats: First, not all of these values are fundamentally distinct from one
another. Nonetheless, each value has its own language and conceptualizations within
its respective field, and thus warrants separate treatment here. Second, as noted above,
this list is not comprehensive. Perhaps no list could be, at least within the confines of a
paper. Peacefulness, respect, compassion, love, warmth, creativity, humor, originality,
vision, friendship, cooperation, collaboration, purposefulness, devotion, loyalty, di-
plomacy, kindness, musicality, harmony—the list of other possible moral and non-
moral values couldget very long very quickly.Our particular list comprisesmanyof the
values that hinge on the deontological and consequentialist moral orientations noted
above: human welfare, ownership and property, privacy, freedom from bias, universal
usability, trust, autonomy, informed consent, and accountability. In addition, we have
chosen several other values related to system design: courtesy, identity, calmness, and
environmental sustainability.

4.6.9 Heuristics for Interviewing Stakeholders

As part of an empirical investigation, it is useful to interview stakeholders to better
understand their judgments about a context of use, an existing technology, or a
proposed design. A semistructured interview often offers a good balance between
addressing the questions of interest and gathering new and unexpected insights. In
these interviews, the following heuristics can prove useful:

In probing stakeholders� reasons for their judgments, the simple question “Why?”
can go a good distance. For example, seniors evaluating a ubiquitous computing video
surveillance system might respond negatively to the system. When asked “Why?” a
responsemight be, “I don�t mindmy family knowing that other people are visitingme,
so theydon�tworry that I�malone—I just don�twant them toknowwho is visiting.”The
researcher canprobe again, “Whydon�t youwant them toknow?”Ananswermight be,
“I might have a new friend I don�t want them to know about. It�s not their business.”
Here the first “why” question elicits information about a value conflict (the family�s
desire to know about the senior�s well-being and the senior�s desire to control some
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information); the second “why” question elicits further information about the value of
privacy for the senior.

Ask about values not only directly, but also indirectly, based on formal criteria
specified in the conceptual investigation. For example, suppose that you want to
conduct an empirical investigation of people�s reasoning and values about “X” (say,
trust, privacy, or informed consent), and that you decided to employ an interview
methodology. One option is to ask people directly about the topic. “What is X?” “How
doyou reason aboutX?” “Canyougiveme an example fromyour own life ofwhenyou
encountered a problem that involved X?” There is some merit to this direct approach.
Certainly, it gives people the opportunity to define the problem in their own terms. But
you may quickly discover that it comes up short. Perhaps the greatest problem is that
people have concepts about many aspects of the topic on which they cannot directly
reflect. Instead, you will usually be better served by employing an alternative
approach. As is common in social cognitive research (see Kahn, 1999, Chapter 5,
for a discussion of methods), you could interview people about a hypothetical
situation, or a common everyday event in their lives, or a task that you have asked
them to solve, or a behavior in which they have just engaged. But, no matter what you
choose, the important point is a priori to conceptualize what the topic entails, if
possible demarcating its boundaries through formal criteria, and at a minimum
employing issues or tasks that engage people�s reasoning about the topic under
investigation.

4.6.10 Heuristics for Technical Investigations

Whenengaging invalue-oriented technical investigations, the followingheuristics can
prove useful:

Technical mechanisms will often adjudicate multiple if not conflicting values,
often in the form of design trade-offs.We have found it helpful to make explicit how
a design trade-off maps onto a value conflict and differentially affects different
groups of stakeholders. For example, the Room with a View study suggests that
real-time displays in interior offices may provide physiological benefits for those in
the inside offices (the direct stakeholders), yet may impinge on the privacy and
security of those walking through the outdoor scene (the indirect stakeholders), and
especially women.

Unanticipated values and value conflicts often emerge after a system is developed
and deployed. Thus, when possible, design flexibility into the underlying technical
architecture so that it can be responsive to such emergent concerns. In UrbanSim, for
example, Borning et al. used agile programming techniques to design an architecture
that can more readily accommodate new indicators and models.

The control of information flow through underlying protocols, and the privacy
concerns surrounding such control, is a strongly contested area. Ubiquitous comput-
ing, with sensors that collect and then disseminate information at large, has only
intensified these concerns. We suggest that underlying protocols that release infor-
mation should be able to be turned off (and in such a way that the stakeholders are
confident they have been turned off).
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4.7 CONCLUSION

There is a growing interest and challenge to address values in design. Our goal in this
chapter has been to provide enough detail about Value Sensitive Design so that other
researchers and designers can critically examine, use, and extend this approach. Our
hope is that this approach can contribute to a principled and comprehensive consider-
ation of values in the design of information and computational systems.
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CHAPTER 5

Personality-Based, Rule-Utilitarian, and
Lockean Justifications of Intellectual
Property

ADAM D. MOORE

5.1 INTRODUCTION: WHAT IS INTELLECTUAL PROPERTY?

Arguments for intellectual property rights have generally taken one of three forms.
Personality theorists maintain that intellectual property is an extension of individual
personality. Rule-utilitarians ground intellectual property rights in social progress and
incentives to innovate. Lockeans argue that rights are justified in relation to labor and
merit. While each of these strands of justification has weaknesses, there are also
strengths.

In this article, I will present and examine personality-based, rule-utilitarian, and
Lockean justifications for intellectual property. Care is needed so that we do not
confuse moral claims with legal ones. The brief sketch of Anglo-American and
Continental systems of intellectual property below, focuses on legal conceptions and
rights,while the arguments that follow—personality based, utilitarian, andLockean—
are essentially moral. I will argue that there are justified moral claims to intellectual
works—claims that are strong enough to warrant legal protection.

5.1.1 What Is Intellectual Property?1

Intellectual property is generally characterized as nonphysical property that is the
product of cognitive processes and whose value is based upon some idea or collection

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.

1 Intellectual property falls under the umbrella of intangible property. Intangible property is a broader notion
including lists of customers, purchasing summaries, medical records, criminal records, and the like. A
longer version of this section appears in Moore (2004, 2001, pp. 9–35).
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of ideas.2 Typically, rights do not surround the abstract nonphysical entity, or res, of
intellectual property, rather, intellectual property rights surround the control of
physical manifestations or expressions. Systems of intellectual property protect rights
to ideas by protecting rights to produce and control physical embodiments of those
ideas.

Within the Anglo-American tradition intellectual property is protected by the legal
regimes of copyright, patent, and trade secret.3 Copyright protection extends to
original works of authorship fixed in any tangible medium of expression.4 Works
that may be copyrighted include literary, musical, artistic, photographic, and
cinematographic works, maps, architectural works, and computer software. There
are five exclusive rights that copyright owners enjoy and three major restrictions on
the bundle.5 The five rights are the right to reproduce the work, the right to adapt it or
derive otherworks from it, the right to distribute copies of thework, the right to display
the work publicly, and the right to perform it publicly. Each of these rights may be
parsed out and sold separately. All five rights lapse after the lifetime of the author plus
70years—or in the case ofworks for hire, the term is set at 95 years frompublication or
120 years from creation, whichever comes first.6

The domain or subject matter of patent protection is the invention and discovery of
new and useful processes, machines, articles of manufacture, or compositions of
matter.7 Patents yield the strongest form of protection, in that a 20 years exclusive
monopoly is granted over any expression or implementation of the protected work.8

The bundle of rights conferred on patents owners are the right to make, the right to
use, the right to sell, and the right to authorize others to sell the patented item.9

Moreover, the bundle of rights conferred by a patent exclude others from making,
using, or selling the invention regardless of independent creation.

2For a similar view see Hughes, J. (1997, p. 107).
3Trademark and the law of ideas will not be discussed.
4See 17 U.S.C. Section 102 (1988).
5The three major restrictions on the bundle of rights that surround copyright are limited duration (17 U.S.C.
Section 302), fair use (17 U.S.C. Section 107 and District Judge Leval�s opinion in New Era Publications
International v. Henry Holt and Co., 695 F.Supp 1493 (S.D.N.Y., 1988)), and the first sale rule (17 U.S.C.
Section 109(a)). The first sale rule prevents a copyright holder who has sold copies of the protected work
from later interfering with the subsequent sale of those copies.
6The U.S. Constitution requires the limited term of copyright and patent. The Constitution empowers
Congress to “promote the Progress of Science and useful Arts, by securing for limited Times to Authors and
Inventors the exclusiveRight to their respectiveWritings andDiscoveries”U.S. Const. art. I, Section 8, cl. 8
(emphases added).
7See 35U.S.C. Section 154 (1984 and Supp., 1989). Patentsmay be granted when the subjectmatter satisfies
the criteria of utility, novelty, and nonobviousness. See 35U.S.C. Sections 101–107. Unlike copyright, patent
law protects the totality of the idea, expression, and implementation. See 35 U.S.C. Sections 101–107.
8Patent Act, 35 U.S.C. Section 101 (1988). The 1995 version of the Patent Act has added 3 years to the term
of patent protection—from 17 to 20. See 35 U.S.C. Section 154(a)(2).
9See 35 U.S.C. Section 154 (1984 and Supp., 1989).
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A trade secret may consist of any formula, pattern, device, or compilation of
information that is used in one�s business.10 The twomajor restrictions on the domain
of trade secrets are the requirements of secrecy and competitive advantage. Although
trade secret rights have no built in sunset, they are extremely limited in one important
respect.Owners of trade secrets haveexclusive rights tomakeuse of the secret but only
as long as the secret is maintained. If the secret is made public by the owner then trade
secret protection lapses and anyone canmakeuse of it.Moreover, owner�s rights donot
exclude independent invention or discovery. Trade secrecy laws rely entirely on
private measures, rather than state action, to maintain exclusivity. Furthermore, the
subject matter of trade secret is almost unlimited in terms of the content of the
information that is potentially subject to protection. Within the secrecy requirement,
owners of trade secrets enjoy management rights and are protected from
misappropriation.

Continental Systems of Intellectual Property:Article 6 bis of theBerneConvention
articulates the notion of “moral rights” that are included in continental European
intellectual property law.

Independently of the author�s economic rights, and even after the transfer of the said
rights, the author shall have the right to claim authorship of thework and to object to any
distortion, mutilation or other modification of, or other derogatory action in relation to,
the said work, which would be prejudicial to his honor or reputation.11

This doctrine protects the personal rights of creators, as distinguished from their
economic rights, and isgenerallyknown inFrance as “droitsmorals”or“moral rights.”
These moral rights consist of the right to create and to publish in any form desired, the
creator�s right to claim the authorship of hiswork, the right to prevent anydeformation,
mutilation, or other modification thereof, the right to withdraw and destroy the work,
the prohibition against excessive criticism, and the prohibition against all other
injuries to the creator�s personality.12 Much of this doctrine has been incorporated
in the Berne Convention. M.A. Roeder writes,

When the artist creates, be he an author, a painter, a sculptor, an architect or a musician,
he does more than bring into the world a unique object having only exploitive
possibilities; he projects into the world part of his personality and subjects it to the
ravages of public use. There are possibilities of injury to the creator other than merely
economic ones; these the copyright statute does not protect.13

10See The Restatement (Third) of Unfair Competition Sections 39–45 (1995) (containing the most current
information about the law of trade secrets).
11Berne Convention, Article 6 bis.
12Generally these moral rights are not recognized within the Anglo-American tradition. See Crimi v.
Rutgers Presbyterian Church, 194 Misc. 570 (N.Y.S., 1949). Recently, given the inclusion of the United
States in the Berne Convention treaty, there has been a move toward indirect recognition. See Gilliam v.
American Broadcasting Companies, Inc., 538 F. 2d 14 (2d Cir., 1976), Wojnarowicz v. American Family
Association, 745 F. Supp. 130 (S.D.N.Y. 1990), and the Berne Convention Implementation Act of 1988.
13Roeder, M.A. (1940). The doctrine of moral right: a study in the law of artists, authors, and creators.
Harvard Law Review, 53, 554.
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The suggestion is that individuals can have intellectual property rights involving
their personality, name, and public standing.

5.2 PERSONALITY-BASED JUSTIFICATIONS OF INTELLECTUAL
PROPERTY

Personality-based defenders maintain that intellectual property is an extension of
individual personality. For Hegel the external actualization of the humanwill requires
property.Hegelwrites, “Thepersonmust givehimself an external sphere of freedom in
order to have being as Idea.”14 Personality theorists, like Hegel, maintain that
individuals have moral claims over their own talents, feelings, character traits, and
experiences. Control over physical and intellectual objects is essential for self-
actualization—by expanding our self outward beyond our own minds and mixing
with tangible and intangible items—we both define ourselves and obtain control over
our goals and projects. Property rights are important in two ways according to this
view. First, by controlling andmanipulating objects, both tangible and intangible, our
will takes form in the world and we obtain a measure of freedom. Second, in some
cases, our personality becomes infused with an object—moral claims to control
feelings, character traits, and experiences may be expanded to intangibleworks. Josef
Kohler echoes this view,

Personalitymust be permitted to be active, that is to say, to bring itswill to bear and reveal
its significance to the world; for culture can thrive only if persons are able to express
themselves, and are in a position to place all their inherent capacities at the command of
their will.15

Thewriter can demand not only that no strangework be presented as his, but that his own
worknot be presented in a changed form. The author canmake this demand evenwhen he
has given up his copyright. This demand is not so much an exercise of dominion over my
own work, as it is of dominion over my being, over my personality which thus gives me
the right to demand that no one shall share in my personality and have me say things
which I have not said.16

14Hegel, G.W.F. (1991).Wood,A. (Ed.).Elements of the Philosophy of Right, p. 73. See alsoVonHumboldt,
W. (1969). Coulthard, J. and Burrow J.W. (Eds.) The Limits of State Action, Cambridge: University Press,
Cambridge; Kant, I. (1983). Von der Unrechtm€assigkeit des B€uchernachdrucks. In: Macfie, R.A. (Ed.),
Copyrights and Patents for Inventions, p. 580 and Kohler, J. (1969). Philosophy of Law, In: Albrecht, A.
(Ed.). A.M. Kelley, New York.
15Kohler, J. (1921). Philosophy of law, p. 80.
16Kohler, J. (1907).Urheberrecht an Schriftwerken und Verlagsrecht 15 (quoted in Damich E. (1986). The
right of personality, p. 29).
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5.2.1 Problems for Personality-Based Justifications of Intellectual
Property

There are at least four problems with this view.17 First, it is not clear that we own our
feelings, character traits, and experiences. Although it is true that we have possessed
these things or that they are a part of each of us, an argument is needed to establish
the relevant moral claims. Second, even if it could be established that individuals
own or have moral claims to their personality it does not automatically follow that
such claims are expanded when personalities become infused in tangible or
intangible works. Rather than establishing property claims perhaps we should view
this as an abandonment of personality—similar to the sloughing off of hair and skin
cells. Third, assuming that moral claims to personality could be expanded to
tangible or intangible items we would still need an argument justifying property
rights. Personality-based moral claims may warrant nothing more than use rights or
prohibitions against alteration. Finally, there are many intellectual innovations in
which there is no evidence of the creator�s personality. A list of costumers or a new
safety pin may contain no trace of personality. “There may be personality galore in a
map of Tolkien�s Middle Earth, but not much in a roadmap of Ohio.”18 Thus,
personality-based theories may not provide a strong moral foundation for legal
systems of intellectual property.

5.2.2 The Personality Theorist�s Rejoinder

While acknowledging the force of these worries there does seem to be something
intuitively appealing about personality-based theories. Suppose, for example, that
Smith buys a painting at a garage sale—a long lost Jones original. Smith takes the
painting home and alters the paintingwith amarker—drawing horns andmustaches on
the figures in the painting. The additions are so clever and fit so nicely into the painting
that Smith hangs it in awindowonabusy street. There are at least twoethicalworries to
consider in this case. First, the alterations by Smith may cause unjustified economic
damage to Jones. Second, and independent of the economic considerations, Smith�s
actions may damage Jones� reputation. The integrity of the painting has been violated
without the consent of the author perhaps causing long-term damage to his reputation
and community standing. If these claims are sensible, then it appears that we are
acknowledging personality-based moral “strings” attaching to certain intellectual
works.

Moreover, personality-based theories of intellectual property often appeal to other
moral considerations. Hegel wrote, “The purely negative, but most basic, means of
furthering the sciences and arts is to protect those who work in them against theft and

17Further analysis of the problems for personality-based theories can be found in Hughes (1997, pp. 149–
164), Palmer, T. (2005, pp. 143–147) and Schroeder, J.L. (2006). Unnatural rights: Hegel and intellectual
property. University of Miami Law Review, 60, 453.
18Hughes (1997, p. 151).
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provide them with security for their property. . .”19 Perhaps the best way to protect
personality-based claims to intangibleworks is to adopt amore comprehensive system
designed to promote progress and social utility. Given this, let us consider incentives
based arguments for intellectual property.

5.3 THE RULE-UTILITARIAN INCENTIVES BASED ARGUMENT
FOR INTELLECTUAL PROPERTY20

In terms of “justification,”modern Anglo-American systems of intellectual property
are typically modeled as rule-utilitarian.21 It is argued that adopting the systems of
copyright, patent, and trade secret, leads to an optimal amount of intellectual works
beingproduced and a correspondingoptimal amount of social utility. These systemsor
institutions are not comprised by mere rules of thumb. In particular cases, conferring
rights to authors and inventors over their intellectual products may lead to bad
consequences. Justification, in terms of social progress, occurs at the level of the
system or institution. Granting a copyright to Smith and Jones, for example, may not
maximize overall social utility, but the system as a whole may yield a better outcome
when compared to other systems.

Given that intellectual works can be held by everyone at the same time, cannot be
used up or easily destroyed, and are necessary for many lifelong goals and projects it
would seem that we have a prima facie case against regimes of intellectual property
that would restrict such maximal use. Tangible property, including concrete expres-
sions of intellectual works, is subject to exclusive physical domination in a way that
intellectual or intangible property is not. For example, Smith�s use of a car excludesmy
concurrent use, whereas his use of a theory, process of manufacture, or recipe for

19Hegel (1991). Elements of the Philosophy of Right, pp. 99–100, cited in Balganesh, S. (2004). Copyright
and free expression: analyzing the convergence of conflicting normative frameworks. Chicago-Kent
Journal of Intellectual Property, 4, note 54.
20A longer version of this section appears in Moore (2004, 2001, pp. 37–70).
21See generally, Oppenheim, C. (1951). Evaluation of the American patent system. Journal of the Patent
and Trademark Office Society 33; National Patent Planning Commission: First Report 783–784 (1943);
Report of the President�sCommission (1966); Palmer, T. (1997). Intellectual property: a non-PosnerianLaw
and economics approach. In: Adam, D.M. (Ed.), Intellectual Property: Moral, Legal, and International
Dilemmas. Rowman and Littlefield, p. 179; Moore, A.D. (Ed.) (2005). Are patents and copyrights morally
justified? The philosophy of property rights and ideal objects. Information Ethics: Privacy, Property, and
Power. University of Washington Press, p. 123; Leonard, G.B. (1989). The University, scientific research,
and the ownership of knowledge. In: Weil, V. and Snapper, J. (Eds.), p. 257, Edwin, C.H. (1997). Justifying
intellectual property. In: Adam D. Moore (Ed.), Intellectual Property: Moral, Legal, and International
Dilemmas. Rowman and Littlefield, p. 30; Mackaay, (1990). Economic incentives in markets for
information and innovation. The Harvard Journal of Law and Public Policy, 12, 867; Miners, R. and
Staaf, R. (1990). Patents, copyrights, and trademarks: property or monopoly? The Harvard Journal of Law
and Public Policy 12, 911; Croskery, P. (1993) Institutional Utilitarianism and intellectual property. The
Chicago-Kent Law Review 68, 631; and Machlup, F. (1962). Production and Distribution of Knowledge in
The United States.
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success, does not. Thus intellectualworks can be seen as nonrivalrous commodities. If
this is true, we have an immediate prima facie case against rule-utilitarian justifica-
tions of intellectual property rights.22

The rejoinder, typically given, is that granting use, possession, and control rights, to
both ideas and expressions of ideas is necessary as incentive for the production of
intellectual works. Ideas themselves may be independently valuable but when use,
possession, and control, are restricted in a freemarket environment thevalue of certain
ideas increases dramatically. Moreover, with increased value comes increased in-
centives, or so it is argued.

On this view, a necessary condition for promoting the creation of valuable
intellectual works is granting limited rights to authors and inventors. Absent certain
guarantees, authors, and inventorswould not engage in producing intellectual property.
Although success is not ensured by granting rights, failure certainly is, if others who
incur no investment costs can seize and produce the intellectual effort of others.

Manyutilitarians argue that private ownershipofphysicalgoods is justifiedbecause
of the tragedyof thecommonsorproblemswith efficiency.Systemsofprivateproperty
are more efficient, or so it is argued, than systems of common ownership. It should be
clear that this way of arguing is based on providing incentives. Owners of physical
goods are given an incentive to maintain or increase the value of those goods, because
the costs of waste, and the like, are internalized.

The incentives based rule-utilitarian argument for systems of intellectual property
protection is very similar. In this case, the government grants rights as an incentive for
the production of intellectual works, and production of this sort, in turn, maximizes
social progress. It is important to note, that on this view, rights are granted to authors
and inventors, not because they deserve such rights or have mixed their labor in an
appropriate way, but because this is the only way to ensure that an optimal amount of
intellectual products will be available for society. A more formal way to characterize
this argument is:

Premise 1. Society ought to adopt a system or institution if and only if it leads to
or, given our best estimates, is expected to lead to the maximization of overall
social utility.

Premise 2. A system or institution that confers limited rights to authors and
inventors over what they produce is a necessary incentive for the production of
intellectual works.

Premise 3. Promoting the creation and dissemination of intellectual works
produces an optimal amount of social progress.

Therefore, Conclusion 4. A system of intellectual property should be adopted.

The first premise, or the theoretical premise, is supported by utilitarian arguments
that link theories of the good and theories of the right in a particular way. The rule
utilitarian determines a correct moral rule in reference to the consequences of

22See Hettinger (1997, p. 30).
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everyone adopting it.23 By adhering to a rule-based component it is argued that the
problems that face act utilitarianism, problems of justice,24 special obligations,25

integrity,26 and excessive demands,27 are circumvented. Moreover, by grounding the
theory solely in a consequent component, unlike deontic theories, rule utilitarians
argue that the theory is given firm footing. In combining the most promising aspect of
act utilitarianism (consequences are all that matter) with the most promising aspect of
deontology (its rule following component), rule utilitarians hope to arrive at a
defensible moral theory.

The second premise is an empirical claim supported by the aforementioned
considerations concerning incentives. The view is that it is empirical fact that authors
and inventors will not engage in the appropriate activity unless certain guarantees are
in place. What keeps authors and inventors burning the midnight oil, and thereby
producing an optimal amount of intellectual works, is the promise of massive profits.
The arguments supporting the third premise claim that cultural, technological, and
industrial progress is necessary for an optimal amount of social utility. It follows that a
system of intellectual property protection should be adopted.

23This premise could be defended by the act utilitarian in the following way. Consider the adoption of an
institution of intellectual property protection as an act of congress or government. Members of congress, in
voting to adopt some set of rules, are acting so that social utility is maximized—they are adopting a set of
rules and attaching sanctions for violating these rules. The sanctions change the consequences of many
actions and thus may change what is the correct action for others.
This way of defending the first premise of the argument is not without problems. Although such a view
would provide a way to side-step an external critique of rule utilitarianism (seeMoore (2004, 2001, pp. 37–
70, Chapter 3: “Against Rule-Utilitarian Intellectual Property”)), it would not answer any of the internal
problems discussed. Moreover, it is not as if, by moving from rule utilitarianism to act utilitarianism, the
defender of this view obtains firmer footing—alas there are many damaging criticisms of act-utilitarianism
as well. For a lucid account of the many problems with act utilitarianism and rule utilitarianism see
Williams, B. (1973). A critique of utilitarianism. Utilitarianism: For & Against, pp. 75–150; Rawls, John.
(1971). A Theory Of Justice, pp. 22–34; McCloskey, H. J. (1984). Respect for human moral rights versus
maximizing good. In: Frey, R.G. (Ed.),Utility and Rights, pp. 121–136; David, L. (1965).Forms and Limits
of Utilitarianism (1965); Nozick, R. (1974). Anarchy, State, and Utopia; Smart, J.J.C. (1967). Extreme and
restricted utilitarianism. In: Philippa Foot (Ed.), Theories of Ethics; and Scheffler, S. (1984). The Rejection
of Consequentialism.
24Generally speaking, the problem of justice for act utilitarianism is found in cases where doing something
unjust maximizes overall utility. For example, what if framing an innocent person would lead to the best
consequences for everyone affected? Act utilitarianism would seem to require such an unjust act—that is,
we would have a moral obligation to frame the innocent person and this seems wrong.
25The problem of special obligations is that sometimes we have obligations that stand independent of the
consequences. For example, it may be best for all concerned that a teacher give everyoneA�s, but the teacher
has a special obligation to award grades based on merit.
26In general terms, the problem of integrity is that act utilitarianism requires individuals to treat their own
life-long goals and projects impartially. As a good utility maximizer we each should be willing to abandon
our goals and projects for the sake of maximizing overall social utility. The problem is that we cannot be
impartial in this way.
27The problem of excessive demands is that act utilitarianism demands toomuch of us. Since everythingwe
do and allow has consequences, every action or inaction is moral or immoral. But this seems wrong.
Whether I wake up at 10:00 or 10:05 seems to be outside the realm of morality, assuming of course that I
have no prior obligations.
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5.3.1 Problems for the Rule-Utilitarian Incentives Based Argument

Putting aside general attacks leveled at rule utilitarianism, which will not be consid-
ered in this article, a serious challenge may be raised by questioning the truth of the
second premise (hereafter P2). It will be argued that P2 is false or at least highly
contentious, and so even granting the truth of the first and third premises, the
conclusion does not follow. Given that the truth of P2 rests on providing incentives,
what is needed are cases that illustrate better ways, or equally good ways, of
stimulating production without granting private property rights to authors and
inventors. Itwouldbebetter to establish equally powerful incentives for theproduction
of intellectual property that did not also require initial restricted use guaranteed by
rights.

5.3.2 Alternatives to Patents

One alternative to granting patent rights to inventors as incentive is government
support of intellectual labour. This would result in government funded research
projects, with the results immediately becoming public property. It is obvious that
this sort of funding can and does stimulate the production of intellectual property
without allowing initial restricted control to authors and inventors. The question
becomes: can government support of intellectual labor provide enough incentive to
authors and inventors so that an equal or greater amount of intellectual products are
created compared to what is produced by conferring limited property rights? Better
resultsmay also be had if fewer intellectualworks of higher qualitywere distributed to
more people. If so, then P2 is false and intellectual property rights should not be
granted on grounds of utility.

In response to this kind of charge, defenders of the argument based on incentives
have claimed that government support of intellectual labor does not andwill not create
the requisite incentives. It is onlybyholdingout thepromiseofhugeprofits that society
obtainsmaximal progress for all.Governmentsmaybeable toprovide some incentives
by paying authors and inventors in advance, but this kind of activity will never
approach the incentive created by adopting a system that affords limited monopoly
rights to intellectual property.28

Another reply typically given, is the standard argument against centralized
planning. Governments are notoriously bad in the areas of predicting the demand
of future markets, research and development, resource allocation, and the like.
Maximizing social utility in terms of optimizing the production of intellectual works
is best left in the hands of individuals, businesses, and corporations.29

28For an argument pointing the other direction see Calandrillo, S.P. (1998). An economic analysis of
intellectual property rights: justifications and problems of exclusive rights, incentives to generate
information, and the alternative of a government-run reward system. Fordham Intellectual Property,
Media, & Entertainment Law Journal, 9 (Fall, 1998): 301.
29For example see Nozick, R. (1974). Anarchy, State, and Utopia, p. 45 and Hayek, F. (1940). Socialist
calculation: the competitive solution. Economica, 7, 125–149.
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Rather than a government supported system of intellectual property Steven Shavell
and Tanguy Van Ypersele argue for a reward model.30 Reward models may be able to
avoid the problems of allowingmonopoly control and restricted access and at the same
time provide incentives to innovate. Shavell and Van Yperselewrite, “Under a reward
system innovators are paid for innovation directly by the government (possibly on the
basis of sales), and innovations pass immediately into the public domain.”31 Inno-
vators would still burn the midnight oil chasing that pot of gold and governments
would not have to decidewhich projects to fund or determine the amount of the reward
before its “social value”was known. Taxes or collecting percentages of the profits of
these innovations may provide the funds necessary to pay the reward.

Two other benefits are also obvious. One criticism of the patent system is that
monopoly power allows monopoly prices. Under a reward system, consumers would
avoid these prices and likely purchase other goods and services. A second criticism is
that patents hinder subsequent innovations and improvements of intellectual works—
big firms may be able to control or manipulate an entire industry. “A famous example
of this occurred when James Watt, holder of an early steam engine patent, denied
licenses to improve it to JonathanHornblower andRichardTrevithick,whohad towait
for Watt�s patent to expire in 1800 before they could develop their high pressure
engine.”32 As with monopoly pricing, a reward system avoids this social cost because
the intellectual works pass immediately into the public domain.

Certainly the promise of huge profits is part of what drives authors and inventors to
burn the midnight oil, but the promise need not be guaranteed by ownership. Fritz
Machluphasarguedthatpatentprotectionisnotneededasanincentiveforcorporations,
in a competitive market, to invest in the development of new products and processes.
“Theshort-termadvantageacompanygetsfromdevelopinganewproductandbeingthe
first toputitonthemarketmaybeincentiveenough.”33Consider, forexample, theinitial
profitsgeneratedbythesalesofcertainsoftwarepackages.Themarketshareguaranteed
by initial sales, support services, and the like, may provide adequate incentives.
Moreover, given the development of advanced copy-protection schemes software
companies can protect their investments and potential profits for a number of years.

5.3.3 Alternatives to Copyrights

A reward model may also bemore cost effective than copyright protection, especially
given the greater access that reward models offer. Alternatively, offering a set of more

30Shavell, S. and Van Ypersele, T. (2001). Rewards versus intellectual property rights. Journal of Law and
Economics, 44, 525–547. See also: Polanvyi, M. (1943). Patent reform. Review of Economic Studies, Vol.
11, p. 61.;Wright, B. (1998). The economics of invention incentives: patents, prizes, and research contracts.
American Economic Review, 73, 1137. Michael Kremer offers an auction model where the government
would pay inventors the price that obtains from the public sale of the innovation. See Kremer, M. (1998).
Patent buyouts: a mechanism for encouraging innovation. Journal of Economics Quarterly, 113, 1137.
31Shavell, S. and Van Ypersele, T. (2001). Rewards versus intellectual property rights. p. 525.
32Shavell, S. and Van Ypersele, T. (2001). Rewards versus intellectual property rights. p. 543.
33Machlup, F. (1962, pp. 168–169).
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limited rights may provide the requisite incentives while allowing greater access.
Many authors, poets, musicians, and other artists, would continue to create works of
intellectual worth without proprietary rights being granted—many musicians, crafts-
man, poets, and the like, simply enjoy the creative process and need no other incentive
to produce intellectual works.

Conversely, though, it may be argued that the production of many movies, plays,
and television shows, is intimately tied to the limited rights conferred on those who
produce these expressions. But this kind of reply is subject to the same problem that
befell patent protection. The short-term advantage a production company gets from
creating a new product and being the first to market, coupled with copy-protection
schemes, may be incentive enough. And even if the production of movies is more
dependent on copyright protection than academic writing or poetry readings, all that
can be concluded is that incentives may be needed for the optimal production of the
former but not the latter. If correct, a system that afforded different levels of control
depending on the subjectmatter of the intellectualworkwould likely be better than our
current model.

The justification typically given for the “fair use” rule is that the disvalue of limiting
the rights of authors is overbalanced by the value of greater access.34 Perhaps more
limitations could be justified in this way—maybe all that is needed is a prohibition
against piracy or a prohibition against the direct copying andmarketing of intellectual
works. Needless to say, even if the incentives argument is correct, the resulting system
or institution would be quite different than modern Anglo-American systems of
intellectual property.35

Another worry that infects copyright, but not reward models, is the conversion of
intellectual works into a digital form. A basic rule of rule-utilitarian copyright (and
patent law) is that while ideas themselves cannot be owned, the physical or tangible
expressions of them can.36 Ideas, as well as natural laws and the like, are considered to
be the collective property of humanity.37 It is commonly assumed that allowing
authors and inventors rights to controlmere ideaswould diminish overall social utility
and so an idea/expression distinction has been adopted.

Nevertheless digital technologyandvirtual environments are detaching intellectual
works fromphysical expression.This tensionbetweenprotectingphysical expressions
and the status of on-line intellectual works leads to a deeper problem. Current Anglo-
American institutions of intellectual property are constructed to protect the efforts of
authors and inventors and, at the same time, to disseminate information as widely as

3417 U.S.C. Section 107. See also, Folsom v. Marsh, 9 F. Cas. 342 (C.C.D. Mass. 1841) (No. 4,901).
35For arguments calling for the elimination of copyright and patent protection see Palmer, T.G. (2005, p.
123).
3617 U.S.C. Section 102(b) (1988) states, “in no case does copyright protection for an original work of
authorship extend to any idea, procedure, process, system, method of operation, concept, principle, or
discovery, regardless of the form in which it is described, explained, illustrated, or embodied in suchwork”.
37See 17U.S.C. Section 102(b); International New Service v. Associated Press 248U.S. 215, 39 S.Ct. 68, 63
L.Ed. 211 (1918); Miller v. Universal City Studios, Inc., 224 USPQ 427 (1984, CD Cal); and Midas
Productions, Inc., v. Baer 199 USPQ 454 (1977, DC Cal).
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possible. But when intellectual works are placed on-line there is no simple method of
securing both protection and widespread access.

The current reaction to these worries has been to strengthen intellectual property
protection in digital environments, yet it is unclear that such protection will yield
greater social utility.Reward systems or further limiting copyrightswould likely avoid
the disutility of restricting access in digital environments.

Raymond Shih Ray Ku has argued that copyright is unnecessary in digital
environments. “With respect to the creation of music. . . exclusive rights to reproduce
and distribute copies provide little if any incentive for creation, and that digital
technology make it possible to compensate artists without control.”38 In brief, Shih
Ray Ku argues that copyright protects the interests of the publisher—large, up-front
distribution costs need to paid for and copyright does the job. Digital environments,
however, eliminate the need for publishers with distribution resources. Artists, who
receive little royalty compensation anyway,may distribute their workworldwidewith
little cost. Incentives to innovate are maintained, as they have been, by touring,
exhibitions, and the like. Thus, if ShihRayKu is correct the incentives based argument
would lead us away, not toward, copyright protection for digital intellectual works.

5.3.4 Trade Secret and Social Utility

Trade secret protection appears to be the most troubling from an incentives-based
perspective. Given that no disclosure is necessary for trade secret protection, there are
no beneficial trade-offs between promoting behavior through incentives and long-
term social benefit. From a rule-utilitarian point of view the most promising aspect of
granting intellectual property rights is the widespread dissemination of information
and the resulting increase in social progress.Trade secret protection allowsauthors and
inventors the right to slow the dissemination of protected information indefinitely—a
trade secret requires secrecy.39 Unlike other regimes of intellectual property, trade
secret rights are perpetual. This means that so long as the property holder adheres to
certain restrictions, the idea, invention, product, or process of manufacture may never
become common property.

5.3.5 What are Long-Term Benefits?

Empirical questions about the costs and benefits of copyright, patent, and trade secret
protection are notoriously difficult to determine. Economistswho have considered the
question indicate that either the jury is out, so-to-speak, or that other arrangements
would be better. George Priest claims that “The ratio of empirical demonstration to
assumption in this literature must be very close to zero . . . (recently it) has demon-
strated quite persuasively that, in the current state of knowledge, economists know
almost nothing about the effect on social welfare of the patent system or of other

38Ku, R.S.R. (2002). The creative destruction of copyright: Napster and the new economics of digital
technology. University of Chicago Law Review, 69, 263.
39See the Restatement (Third) of Unfair Competition Section 39–45 (1995).
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systems of intellectual property.”40 This echoesMachlup�s sentiments voiced 24 years
earlier and Clarisa Long�s view “Whether allowing patents on basic research tools
results in anet advanceordeterrenceof innovation is a complexempirical question that
remains unanswered.”41 If we cannot appeal to the progress enhancing features of
intellectual property protection, then the rule utilitarian can hardly appeal to such
progress as justification.

5.3.5.1 The Utilitarian Rejoinder The rule utilitarian may well agree with
manyof these criticisms and yet stillmaintain that intellectual property rights, in some
form, are justified. Putting aside the last criticism, all of theworries appear to focus on
problems of implementation. So we tinker with our system of intellectual property
cutting back on some legal protections and strengthening others. Perhaps we include
more personality-based restrictions onwhat can be donewith an intangiblework after
the first sale, limit the term of copyrights, patents, and trade secrets to somethingmore
reasonable, and embrace technologies that promote accesswhile protecting incentives
to innovate. We must also be careful about the costs of changing our system of
intellectual property.

As with personality-based theories of intellectual property there seems to be
something intuitive and appealing about rule-utilitarian arguments. If we view rights
as rules of thumb or strategic rules—the following of which promotes human flourish-
ing—then we have good moral reasons to adopt legal systems that protect intellectual
property. Fine grained empirical evidence may be lacking regarding the benefits and
costs of this or that particular rule of copyright or patent law, but there is good evidence
that institution of property is better than a “no ownership” or “no protection” view.

Institutions of private property are generally beneficial because the internalization
of costs discourages value-decreasing behavior. If Fred forgets to put oil in his car he
will pay the costs of his forgetfulness. If Ginger does not market her super efficient
electric motor other inventors may produce rival inventions and she will pay the costs
of her inactivity—her invention will likely decrease in economic value. Moreover, by
internalizing benefits,

property rights encourage the search for, the discovery of, and the performance of
“social” efficient activities. Private property rights greatly increase people�s incentives to
engage in cost-efficient conservation, exploration, extraction, invention, entrepreneurial
alertness, and the development of personal and extra-personal resources suitable for all
these activities . . . These rights engender a vast increase in human-made items, the value
and usefulness of which tend, on the whole, more and more to exceed the value and
usefulness of the natural materials employed in their production.42

40Priest, G. (1986). What economists can tell lawyers about intellectual property. In: Palmer; J. (Ed.),
Research in Law and Economics: The Economics of Patents and Copyrights, Vol. 8, p. 21.
41Machlup, F. (1962); Long, C. (2000). Patent law and policy symposium: re-engineering patent law: the
challenge of new technologies: Part II: judicial issues: patents and cumulative innovation. Washington
University Journal of Law and Policy, 2, 229.
42Mack, E. (1995). The self-ownership proviso: a new and improved Lockean proviso. Social Philosophy&
Policy, 12, 207–208.
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If this is true, the upshot is that the rule utilitarian has the resources to argue for
specific institutions of property relations. Put another way, it is likely, especially in
light of tragedy of the commons problems and the like, that the institution of private
property yields individuals better prospects than any competing institution of property
relations.43

It could be argued that there can be no tragedy of the commons when considering
intellectual property. Given that intellectual property cannot be destroyed and can be
concurrently used by many individuals, there can be no ruin of the commons.44 Upon
closer examination I think that there can be a tragedy of the commons with respect to
intellectual property. To begin, wemay ask “What is the tragedy?”Well generally, it is
the destruction of some land or other object and the cause of the destruction is scarcity
and commonaccess.But the tragedy cannot be thedestructionof landor somephysical
object because, as we all well know, matter is neither created nor destroyed. The
tragedy is the loss of value, potential value, or opportunities. Where there was once a
green field capable of supporting life for years to come there is now a plot of mud, a
barrenwasteland, or a polluted stream. If access is not restricted to valuable resources,
the tragedy will keep occurring. A prime example is the Tongan coral reefs that were
being destroyed by unsavory fishing practices.45 It seems that the best way to catch the
most fish along the reefwas topoor bleach into thewater bringing the fish to the surface
and choking the reef.

The tragedy in suchcases is not only the lossof current valuebut alsoof futurevalue.
Unless access is restricted in such a way that promotes the preservation or augmenta-
tion of value, a tragedywill likely result. Now suppose that intellectualworkswere not
protected—that if they “got out” any one could profit from them. In such cases
individuals and companies would seek to protect their intellectual efforts by keeping
them secret. Contracts, noncompetition clauses, and nondisclosure agreements could
be employed to protect intellectual works even within a system of no protection.
Secrecy was the predominant form of protection used by Guilds in the middle ages
and the result can be described as a tragedy or a loss of potential value. If authors
and inventors can be assured that their intellectual efforts will be protected, then the
informationcanbedisseminatedand licensesgranted so that othersmaybuildupon the
information and create new intellectualworks. The tragedy of a “noprotection rule”or
a system with few protections is secrecy, restricted markets, and lost opportunities.46

This view is echoed by Roger Meiners and Robert Staaf.

43Demsetz, H. (1967). Toward a theory of property rights.AmericanEconomic Review, 47, 347–359, argues
that an institution of property rights is the answer to the negative externalities that befall the commons. For
general discussions, outside of Demsetz, extolling the virtues of private ownership over various rival
institutions seeHarden,G. (1968). The tragedy of the commons. Science, 162, 1243–48; Anderson andHill,
(1975). The evolution of property rights: a study of the AmericanWest. Journal of Law and Economics, 18,
163–179.
44While intellectual works cannot be destroyed they may be lost or forgotten—consider the number of
Greek or Mayan intellectual works that were lost.
45The example comes from Schmidtz, D. (1990). When is original acquisition required. The Monist, 73,
513.
46Not all secrecy is a bad thing. Surely, keeping sensitive personal information to oneself is justified.
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The same story has been told about patents. If inventions lost their exclusivity and
became part of the commons, then in the short run there would be over grazing. The
inventor could not exclude others, and products that embody previously patentable ideas
would now yield a lower rate of return. There would be lower returns to the activity of
inventing, so that innovative minds would become less innovative. In the case of open
ranges, common rights destroy what nature endows, and in the long run keeps the land
barren because no one will invest to make the land fertile. Similarly, common rights
would make the intellectual field of innovations less productive relative to a private
property right system.47

If true, the ruleutilitarianhasprovided theoutlines ofanargument for protecting the
intellectual efforts of authors and inventors. Although this result does not yield a
specific set of rules, it does provide a general reply to the epistemological worry that
confronts incentives-based justifications of intellectual property.

5.4 THE LOCKEAN JUSTIFICATION OF INTELLECTUAL PROPERTY48

A final strategy for justifying intellectual property rights begins with the claim
that individuals are entitled to control the fruits of their labor. Laboring,
producing, thinking, and persevering, are voluntary and individuals who engage
in these activities are entitled to what they produce. Subject to certain restrictions,
rights are generated when individuals mix their labor with an unowned object.
“The root idea of the labor theory is that people are entitled to hold, as property,
whatever they produce by their own initiative, intelligence, and industry.”49 The
intuition is that the person who clears land, cultivates crops, builds a house,
nurtures livestock, or creates a new invention, obtains property rights by engaging
in these activities.

Consider a more formal version of Locke�s famous argument.50 Individuals own
their ownbodies and labor—that is, theyare self-owners.Whenan individual labors on
an unowned object her labor becomes infused in the object and for the most part, the
labor and the object cannot be separated. It follows that once a person�s labor is joined
with an unowned object, and assuming that individuals exclusively own their body and
labor, rights to control are generated. The idea is that there is a kind of expansion of
rights. We each own our labor and when that labor is mixed with objects in the
commons our rights are expanded to include these goods.

47Miners, R. and Staaf, R. (1990). Patents, copyrights, and trademarks: property or monopoly. Harvard
Journal of Law and Public Policy, 13, 919.
48 A longer version of this section appears in Moore, A.D. (2004, 2001, pp. 71–194).
49Becker (1977). Property Rights: Philosophic Foundations (Routledge & Kegan, Paul, London), p. 32.
50There are several distinct strands to the Lockean argument. See Becker, (1977, pp. 32–56).
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Locke�s argument is not without difficulties.51 David Hume argued that the idea
of mixing one�s labor is incoherent—actions cannot be mixed with objects.52 Nozick
asked why doesn�t mixing what I own (my labor) with what I don�t own a way of
losing what I own rather than gaining what I don�t?53 P. J. Proudhon argued that if
labor was important why shouldn�t the second labor on an object ground a property
right in an object as reliable as the first labor.54 Jeremy Waldron and others have
argued that mixing one�s labor with an unowned object should yield more limited
rights than rights of full ownership?55 Another worry is what constitutes the
boundary of one�s labor? If one puts up a fence around 10 acres of land does one
come to own all of the land within or merely the fence and the land it sits on?56 And
finally, if the skills, tools, and inventions used in laboring are social products, should
not society have some claim on the laborer�s property?57

Among defenders of Lockean-based arguments for private property, these chal-
lenges havenot goneunnoticed.58Rather then rehearse these points and counterpoints,
Iwould like to present amodified version of the Lockean argument—one that does not
so easily fall prey to the objections mentioned above.

Consider the simplest of cases. After weeks of effort and numerous failures,
suppose I come up with an excellent recipe for spicy Chinese noodles—a recipe that I
keep inmymind and do not write down.Would anyone argue that I do not have at least
someminimalmoral claim to control the recipe? Suppose that you sample some ofmy
noodles and desire to purchase the recipe. Is there anythingmorally suspiciouswith an
agreement betweenus that grants youa limited right to usemy recipe provided that you
do not disclose the process? Alas, you didn�t have to agree to my terms and, no matter
how tasty the noodles, you could eat something else.

Here at the microlevel we get the genesis of moral claims to intellectual works
independent of social progress arguments. Like other rights and moral claims,
effective enforcement or protection may be a matter left to governments. But
protection of rights is one thing, while the existence of rights is another.

51 Simmons, A. J. (1992). The Lockean Theory of Rights, Princeton University Press, Princeton, 267–269.
52Hume,D. (1983).Treatise ofHumanNature, 3.2.3.: “wecannot be said to join our labor to any thing except
in a figurative sense.” See also, Waldron, J. (1983). Two worries about mixing one�s labor. Philosophical
Quarterly, 33(37), 40.
53Nozick, R. (1974). Anarchy, State, and Utopia, p. 175.
54Proudhon, P.J. (1966).What is Property?Howard Fertig, NewYork, p. 61, and Plamenatz, J. (1963).Man
and Society. Longmans and Green, London, p. 247.
55Perry, G. (1978). John Locke. Allen & Unwin, London, p. 52, and Waldron, (1983) Two worries about
mixing one�s labor, 42.
56Nozick, R. (1974). Anarchy, State, and Utopia, p. 174; Mautner, T. (1982). Locke on original
appropriation. American Philosophical Quarterly, 19, 261.
57Rawls J. (1971). A Theory of Justice, p. 104; Hettinger, E.C. (1997, pp. 22–26); Grant, R. (1987). John
Locke�s Liberalism. University of Chicago Press, Chicago, p. 112. This worry is addressed in Moore, A.D.
(2004, 2001, pp. 169–173).
58For example, Simmons A.J. (1992). The Lockean Theory of Rights, provides a complex analysis of
Lockean property theory and attempts to answer many of these problems.
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We may begin by asking how property rights to unowned objects are generated.
This is known as the problem of original acquisition and a common response is given
by John Locke. “For this labor being the unquestionable property of the laborer, no
man but he can have a right to what that is once joined to, at least where there is
enough and as good left for others.”59 Locke claims that so long as the proviso that
enough and as good is left for others is satisfied, an acquisition is of prejudice to no
one.60 Although the proviso is generally interpreted as a necessary condition for
legitimate acquisition, I would like to examine it as a sufficient condition.61 If the
appropriation of an unowned object leaves enough and as good for others, then the
acquisition is justified. Suppose that mixing one�s labor with an unowned object
creates a prima facie claim against others not to interfere that can only be overridden
by a comparable claim. The role of the proviso is to stipulate one possible set of
conditions where the prima facie claim remains undefeated.62 Another way of stating
this position is that the proviso in addition to X, where X is labor or first occupancy or
some other weak claim generating activity, provides a sufficient condition for original
appropriation.

Justification for the view that labor or possession may generate prima facie claims
against others could proceed along several lines. First, labor, intellectual effort, and
creation are generally voluntary activities that can be unpleasant, exhilarating, and
everything in-between. That we voluntarily do these things as sovereign moral agents
may be enough to warrant noninterference claims against others. A second, and
possibly related justification, is based on desert. Sometimes individuals who volun-
tarily do or fail to do certain things deserve someoutcome or other. Thus, studentsmay
deserve high honor grades and criminals may deserve punishment. When notions of
desert are evoked claims and obligations are made against others—these nonabsolute
claims and obligations are generated bywhat individuals do or fail to do. Thus in fairly
uncontroversial cases of desert, we are willing to acknowledge that weak claims are
generated, and if desert can properly attach to labor or creation, then claims may be
generated in these cases as well.

Finally, a justification for the view that labor or possession may generate prima
facie claims against others could be grounded in respect for individual autonomy and
sovereignty. As sovereign and autonomous agents, especially within the liberal
tradition, we are afforded the moral and legal space to order our lives as we see fit.
As long as respect for others is maintained we each are free to set the course and
directionofourown lives, to choosebetweenvarious lifelonggoals andprojects, and to
develop our capacities and talents accordingly. Simple respect for individuals would

59Locke, J. (1690). The Second Treatise of Government, Section 27 (italics mine).
60Ibid., Section 33, 34, 36, 39.
61BothWaldron, J. (1979). Enough and as good left for others.PhilosophicalQuarterly, 319–328, andWolf,
C. (1995). Contemporary property rights, Lockean provisos, and the interests of future generation. Ethics
105, 791–818, maintain that Locke thought of the proviso as a sufficient condition and not a necessary
condition for legitimate acquisition.
62This view is summed up nicely byWolf, C. (1995). Contemporary property rights, Lockean provisos, and
the interests of future generation. 791–818.
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prohibitwresting from their hands an unowned object that they acquired or produced. I
hasten to add that at this pointwe are trying to justifyweak noninterference claims, not
full blown property rights. Other things being equal, when an individual labors to
create an intangiblework, thenweakpresumptive claims of noninterference havebeen
generated on grounds of labor, desert, or autonomy.

SupposeFred appropriates agrainof sand fromanendlessbeach andpaints a lovely,
albeit small, picture on the surface. Ginger, who has excellent eyesight, likes Fred�s
grain of sand and snatches it away from him. On this interpretation of Locke�s theory,
Ginger has violated Fred�s weak presumptive claim to the grain of sand. We may ask,
what legitimate reason could Ginger have for taking Fred�s grain of sand rather than
picking up her own grain of sand? If Ginger has no comparable claim, then Fred�s
prima facie claim remains undefeated. An undefeated prima facie claim can be
understood as a right.63

5.4.1 A Pareto-Based Proviso

The underlying rationale of Locke�s proviso is that if no one�s situation is worsened,
then no one can complain about another individual appropriating part of the commons.
Put another way, an objection to appropriation, which is a unilateral changing of the
moral landscape, would focus on the impact of the appropriation on others. But if this
unilateral changingof themoral landscapemakesnooneworseoff, there is no roomfor
rational criticism.

The proviso permits individuals to better themselves so long as no one is worsened
(weakPareto superiority).Thebase level intuitionof aPareto improvement iswhat lies
behind the notionof the proviso.64 If noone is harmedby an acquisition andone person
is bettered, then the acquisition ought to be permitted. In fact, it is precisely because no
one is harmed that it seems unreasonable to object to a Pareto-superiormove.Thus, the
proviso can be understood as a version of a “no harm, no foul” principle.

It is important to note that compensation is typically built into the proviso and the
overall account of bettering and worsening. An individual�s appropriation may
actually benefit others and the benefit may serve to cancel the worsening that occurs
from restricted use. Moreover, compensation can occur at both the level of the act and
at the level of the institution.

This leads to a relatedpoint. Somehaveargued that there are serious doubtswhether
a Pareto-based proviso on acquisition can ever be satisfied in aworld of scarcity.Given

63For a defense of this view of rights see Rainbolt, G. (1993). Rights as normative constraints. Philosophy
andPhenomenological Research, 93–111, and Feinberg, J. (1986).FreedomandFulfillment: Philosophical
Essays. Princeton University Press.
64One state of theworld, S1, is Pareto superior to another, S2, if and only if no one isworse off in S1 than in S2,
and at least one person is better off in S1 than in S2. S1 is stronglyPareto superior to S2 if everyone is better off
in S1 than in S2, andweaklyPareto superior if at least one person is better off and no one is worse off. State S1
is Pareto optimal if no state is Pareto superior to S1: it is strongly Pareto optimal if no state is weakly Pareto
superior to it andweakly Pareto optimal if no state is strongly Pareto superior to it. Throughout this article I
will use Pareto superiority to stand for weak Pareto superiority. Adapted from Cohen, G.A. (1995). The
pareto argument For inequality. Social Philosophy & Policy, 12, 160.

122 PERSONALITY-BASED, RULE-UTILITARIAN, AND LOCKEAN JUSTIFICATIONS



that resources are finite and that acquisitions will almost always exclude, your gain is
my loss (or someone�s loss). On this model, property relations are a zero-sum game. If
thiswere an accurate description, then noPareto superiormoves could bemade and no
acquisition justified on Paretian grounds. But this model is mistaken. An acquisition
by another may worsen your position in some respects but it may also better your
position in other respects.Minimally, if the bettering andworsening cancel each other
out, a Pareto superior move may be made and an acquisition justified. Locke
recognizes this possibility when he writes,

Let me add, that he who appropriates land to himself by his labor, does not lessen, but
increase the common stock of mankind: for the provisions serving to the support of
human life, produced by one acre enclosed and cultivated land, are ten times more than
thosewhich are yielded by an acre of land of equal richness lyingwaste in common.65

Furthermore, it is evenmore of a stretch tomodel intellectual property as zero-sum.
Given that intellectual works are nonrivalrous—they can be used bymany individuals
concurrently and cannot be destroyed—my possession and use of an intellectual work
does not preclude your possession and use of it. This is just to say that the original
acquisition of intellectual or physical property does not necessitate a loss for others. In
fact, if Locke is correct, such acquisitions benefit everyone.

Consider the case where Ginger is better off, all things considered, if Fred
appropriates everything compared to how she would have been had she appropriated
everything (maybe Fred is a great manager of resources). Although Ginger has been
worsened in some respects she has been compensated for her losses in other respects.
David Gauthier echoes this point in the following case. “In acquiring a plot of land,
even the best land on the island, Eve may initiate the possibility of more diversified
activities in the community as a whole, and more specialized activities for particular
individuals with ever-increasing benefits to all.”66

Before continuing, I will briefly consider the plausibility of a Pareto-based
proviso as a moral principle.67 First, to adopt a less-than-weak Pareto principle
would permit individuals, in bettering themselves, to worsen others. Such provisos
on acquisition are troubling because at worst they may open the door to predatory
activity and at best they give antiproperty theorists the ammunition to combat the
weak presumptive claims that labor and possession may generate. Part of the
intuitive force of a Pareto-based proviso is that it provides little or no grounds for
rational complaint. Moreover, if we can justify intellectual property rights with a
more stringent principle, a principle that is harder to satisfy, then we have done
something more robust, and perhaps more difficult to attack, when we reach the
desired result.

65Locke, J. (1960). The Second Treatise of Government, Section 37.
66Gauthier (1986). Morals By Agreement. Oxford University Press, p. 280.
67I have in mind Nozick�s Robinson Crusoe case in Anarchy, State, and Utopia, p. 185.
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To require individuals, in bettering themselves, to better others is to require them to
give free rides. In the absenceof social interaction,what reasoncanbegiven for forcing
one person, if she is to benefit herself, to benefit others?68 If, absent social interaction,
no benefit is required then why is such benefit required within society? The crucial
distinction that underlies this position is between worsening someone�s situation and
failing to better it69 and I take this intuition to be central to a kind of deep moral
individualism. Moreover, the intuition that grounds a Pareto-based proviso fits well
with theview that labor and possibly themere possession of unowned objects creates a
prima facie claim to those objects. Individuals are worthy of a deep moral respect and
this grounds a liberty to use and possess unowned objects.

5.4.2 Bettering, Worsening, and the Baseline Problem

Assuming a just initial position and that Pareto-superior moves are legitimate, there
are two questions to consider when examining a Pareto-based proviso. First, what are
the terms of being worsened? This is a question of scale, measurement, or value. An
individual could be worsened in terms of subjective preferences:satisfaction, wealth,
happiness, freedoms, opportunities, and so on. Which of these count in determining
moral bettering and worsening? Second, once the terms of being worsened have been
resolved, which two situations are we going to compare to determine if someone has
been worsened? In any question of harm we are comparing two states—for example,
“now” after an acquisition compared to “then” or before an acquisition. This is known
as the baseline problem.

In principle, the Lockean theory of intangible property being developed is
consistent with a wide range of value theories. So long as the preferred value theory
has the resources to determine bettering andworseningwith reference to acquisitions,
then Pareto-superior moves can be made and acquisitions justified on Lockean
grounds. For now, assume an Aristotelian Eudaimonist account of value exhibited
by the following theses is correct.70

68The distinction between worsening someone�s position and failing to better it is a hotly contested moral
issue. See Gauthier (1986).Morals By Agreement. Oxford University Press, p. 204; Kagan, S. (1989). The
Limits of Morality.Oxford University Press. Chapter 3; Harris, J. (1973–1974). The Marxist conception of
violence. Philosophy & Public Affairs, 3, 192–220; Kleinig, J. (1975–1976). Good samaritanism.
Philosophy & Public Affairs, 5, 382–407; and Mack, E. (1979–1980). Two articles: Bad Samaritanism
and the causation of harm. Philosophy & Public Affairs, 9, 230–259; and Causing and Failing to Prevent
Harm. Southwestern Journal of Philosophy, 7, (1976): 83–90.
69This view is summed up nicely by Fressola, A. “Yet, what is distinctive about persons is not merely that
they are agents, but more that they are rational planners—that they are capable of engaging in complex
projects of long duration, acting in the present to secure consequences in the future, or ordering their diverse
actions into programs of activity, and ultimately, into plans of life.” Fressola, A. (1981). Liberty and
property. American Philosophical Quarterly, 18, 320.
70For similar views see Rawls J. (1971). A Theory of Justice. Harvard University Press, Cambridge.
Chapter VII; Aristotle,Nicomachean Ethics, bks. I and X; Kant (1785). The Fundamental Principles of The
Metaphysics of Morals, Academy Edition; Sidgwick (1907). Methods of Ethics, 7th edition. Macmillian,
London; Perry, R.B. (1962). General Theory of Value. Longmans, Green, New York; and Lomasky, L.
(1987). Persons, Rights, and the Moral Community. Oxford University Press, New York.
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(1) Human well-being or flourishing is the sole standard of intrinsic value.

(2) Human persons are rational project pursuers, and well-being or flourishing is
attained through the setting, pursuing, and completion of life goals and
projects.

(3) The control of physical and intangible object is valuable. At a specific time
each individual has a certain set of things she can freely use and other things
she owns, but she also has certain opportunities to use and appropriate things.
This complex set of opportunities along with what she can now freely use or
has rights over constitutes her position materially—this set constitutes her
level of material well-being.

Although it is certainly the case that there ismore tobetteringandworsening thanan
individual�s level ofmaterialwell-being, including opportunity costs, I will not pursue
this matter further at present. Needless to say, a full-blown account of value will
explicate all the ways in which individuals can be bettered and worsened with
reference to acquisition. Moreover, as noted before, it is not crucial to the Lockean
model being presented to defend some preferred theory of value against all comers.
Whatever value theory that is ultimately correct, if it has the ability to determine
bettering and worsening with reference to acquisitions, then Pareto-superior moves
can be made and acquisitions justified on Lockean grounds.

Lockeans as well as others who seek to ground rights to property in the proviso
generally set the baseline of comparison as the state of nature. The commons, or the
state of nature, is characterized as that state where the moral landscape has yet to be
changed by formal property relations. For now, assume a state of nature situation
where no injustice has occurred and where there are no property relations in terms of
use, possession, or rights. All in this initial state have opportunities to increase their
material standing. Suppose Fred creates an intangible work (perhaps a new gathering
technique) and does not worsen his fellows—alas, all they had were contingent
opportunities and Fred�s creation and exclusion adequately benefits them in other
ways. After the acquisition, Fred�s level of material well-being has changed. Now he
has a possession that he holds legitimately, as well as all of his previous opportunities.
Along that comes Ginger who creates her own intangiblework and considers whether
her exclusion of it will worsen Fred. But what two situations should Ginger compare?
Should the effects of Ginger�s acquisition be compared to Fred�s initial state, where he
had not yet legitimately acquired anything, or to his situation immediately before
Ginger�s taking? If bettering and worsening are to be cashed out in terms of an
individual�s level of well-being with opportunity costs and this measure changes over
time, then thebaselineof comparisonmust also change. In the current casewecompare
Fred�s level of material well-being when Ginger possesses and excludes an intangible
work to his level of well-being immediately before Ginger�s acquisition.

At this point I would like to clear up a common confusion surrounding the baseline
of comparison. What if a perverse inventor creates a genetic-enhancement technique
that will save lives, but decides to keep the technique secret or charge excessive prices
for access? Those individuals who had, before the creation, no chance to survive now
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have a chance and areworsened because of the perverse inventor�s refusal to let others
use the technique.71

In this case the baseline implies cannot be correct. On this view, to determine
bettering and worsening we are to compare how individuals are before the creation
of somevalue (in this case the genetic enhancement technique) to how theywould be
if they possessed or consumed that value. But we are all worsened in this respect by
any value that is created and held exclusively. I am worsened by your exclusive
possession of your car because I would be better off if I exclusively controlled the
car—even if I already owned hundreds of cars. Any individual, especially thosewho
have faulty hearts, would be better off if they held title to my heart compared to
anyone else�s holding the title. I am also worsened when you create a new
philosophical theory and claim authorship—I would have been better off (suppose
it is a valuable theory) if I had authored the theory, so you haveworsenedme. Clearly
this account of the baseline makes the notions of moral bettering and worsening too
broad.72

A slightly different way to put the Lockean argument for intellectual property
rights is:

Step 1: The Generation of Prima Facie Claims to Control—suppose Ginger creates a
new intangible work—creation, effort, and so on, yield her prima facie claims to
control (similar to student desert for a grade).

Step 2:Locke�s Proviso—if the acquisition of an intangible objectmakes no one (else)
worse off in terms of their level of well-being compared to how they were
immediately before the acquisition, then the taking is permitted.

Step 3:FromPrimaFacieClaims toProperty Rights—When are prima facie claims to
control an intangible work undefeated? Answer: when the proviso is satisfied.
Alas, no one else has been worsened—who could complain?

Conclusion: So long as no harm is done—the proviso is satisfied—the prima facie
claims that labor and effort may generate turn into property claims.73

71Wewill also have to suppose that the systemof intellectual property protection in this case allowsmultiple
patents assuming independent creation or discovery. If the perverse inventor�s intellectual property
excluded others from independent creation or discovery then worsening has occurred — the chance or
opportunity that someone would find a cure and help will have been eliminated.
72This sort of baseline confusion infects Farrelly, C. (2002). Genes and social justice: a reply to Moore.
Bioethics, 16, 75. For a similar, yet still mistaken, view of the baseline see Waldron, J. (1993, p. 866) and
Gordon, W. (1993, p.1564, p.1574).
73Ken Himma in correspondence has suggested that this argument could succeed without defending initial
prima facie claims to control. “Suppose I have no prima facie claim to X, but my taking X leaves no one
worse off in any respect. Since they have no grounds to complain, what could bewrongwithmy taking it? If,
however, there is a prima facie claim onmy part, muchmorewould be needed to defeat it than just pointing
out that someone is madeworse off by it. That�s how [moral] claims work it seems tome—andwhy they�re
needed: to justify making others worse off.” My worry, though, is that without establishing initial prima
facie claims to control therewould be nomoral aspect to strengthen into rights by application of the proviso.
In any case, this is an interesting line of inquiry.
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If correct, this account justifies moral claims to control intangible property like
genetic enhancement techniques, movies, novels, or information.When an individual
creates an intangibleworkand fixes it in some fashion, then labor andpossessioncreate
a prima facie claim to the work. Moreover, if the proviso is satisfied the prima facie
claim remains undefeated and moral claims or rights are generated.

Consider the following case. Suppose Fred, in a fit of culinary brilliance, scribbles
downanew recipe for spicyChinese noodles and then forgets the essential ingredients.
Ginger,who loves spicyChinese food, sees Fred�s note and snatches it away fromhim.
On my view of Locke�s theory the proviso has been satisfied by Fred�s action and
Ginger has violated Fred�s right to control the collection of ideas that comprise the
recipe.Wemay ask, what legitimate reason couldGinger have for taking Fred�s recipe
rather than creating her own? If Ginger has no comparable claim, then Fred�s prima
facie claim remains undefeated.

We can complicate this case by imagining that Fred has perfect memory and so
Ginger�s theft does not leave Fred deprived of that he created. It could be argued that
what is wrong with the first version of this case is that Fred lost something that he
created and may not be able to recreate—Ginger herself felt betters, without
justification, at the expense of Fred. In the second version of the case Fred has not
lost and Ginger has gained and so there is apparently nothing wrong with her actions.
But fromamoral standpoint, the accuracyof Fred�smemory is not relevant to his rights
to control the recipe and so this case poses no threat to the proposed theory.74

Intellectual property rights that are hard to protect have no bearing on the existence
of the rights themselves. Similarly, it is almost impossible to prevent that a trespasser
from walking on your land has no bearing on your rights to control. In creating the
recipe and not worsening Ginger, compared to the baseline, Fred�s presumptive claim
is undefeated and thus creates a duty of noninterference on others. In both versions of
this case Fred has lost the value of control and the control of the value that he created.

Rather than creating a recipe, suppose Fred writes a computer program and Ginger
simultaneously creates a program that is, in large part, a duplicate of Fred�s. To
complicate things further, imagine that each will produce and distribute the software
with the hopes of capturing the market and that Fred has signed a distribution contract
that will enable him to swamp themarket and keep Ginger from selling her product. If
opportunities to better oneself are included in the account of bettering and worsening,
then it could be argued that Fred violates the proviso because in controlling and
marketing the software he effectively eliminates Ginger�s potential profits. The
problem this case highlights is that what individuals do with their possessions can
affect the opportunities of others in a negativeway. If so, then worsening has occurred
and no duties of noninterference have been created. In cases of competition it seems
that the proviso may yield the wrong result.

This is just to say that the proviso, as I have interpreted it, is set too high or that it is
overly stringent. In some cases where we think that rights to intellectual property
should be justified it turns out, on the theory being presented, that they are not. But
surely this is no deep problem for the theory. In the worst light, it has not been shown

74If Fred�s personality has become infused in the intellectual work, Ginger�s taking is even more suspect.
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that the proviso is not sufficient but only that it is overly stringent. And givenwhat is at
stake—the means to survive, flourish, and pursue lifelong goals and projects—
stringency may be a good thing. Nevertheless, the competition problem represents
a type of objection that poses a significant threat to the theory being developed. If
opportunities are valuable, then any single act of acquisition may extinguish one or a
number of opportunities of one�s fellows. Obviously this need not be the case every
time, but if thisworseningoccursona regular basis, then the proposed theorywill leave
unjustified a large set of acquisitions that we intuitively think should be justified.

Before concluding, I would like to briefly discuss a strategy for answering the
competition problem and related concerns. Continuing with the Fred and Ginger
example, it seems plausible to maintain that her complaints are, in a way, illicit. The
very opportunities thatGinger has lost because of Fred�s business savvy are dependent
on the institutionof property relations that allowsFred to beat her tomarket.Moreover,
her opportunities include the possibility of others undercutting her potential profits.
Contingent opportunities areworth less than their results and so compensation will be
less that it would seem.As noted earlier, compensation forworsening could proceed at
two levels. In acquiring some object, Fred, himself, could better Ginger�s position, or
the system that theyboth operatewithin couldprovidecompensation.This is just to say
that it does notmatter whether the individual compensates or the system compensates,
the agent in question is not worsened.

5.5 CONCLUSION

In this article, three strategies for justifying intellectual property rights have been
presented. Although plausible in some respects, personality-based theories seem the
weakest because, I would argue, they are the least well developed. There is something
ethically wrongwith distorting someone else�s intellectual work without consent. But
this is just a beginning and a lot of work needs to be done to turn this intuition into a
general defense of intellectual property.

Rule-utilitarian incentives-based justifications of intellectual property are stronger,
although much depends on empirical claims that are difficult to determine. Neverthe-
less, the rule utilitarian has the resources to defendmoral claims to intellectual works.
If these moral claims are to be codified in the law, then we have good reason to adopt a
system of intellectual property protection.

For reasons not presented in this article, Iwould argue that theLockean justification
of intellectual property sketched in the final section is the strongest of the three.75 If no
one is worsened by an acquisition, then there seems to be little room for rational
complaint. Locke wrote, “Nobody could think himself injured by the drinking of
another man, though he took a good draught, who had a whole river of the samewater
left him to quench his thirst . . .”76 Given allowances for independent creation and that

75For a critique of rule-utilitarian incentive based justifications of intellectual property see Moore, A.D.
(2004, 2001, pp. 36–70); Chapter 3: “Against Rule-Utilitarian Intellectual Property.”
76Locke, J. (1960). The Second Treatise of Government; Chapter 5, Section 33.
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the frontier of intellectual property is practically infinite, the case for Locke�s water
drinker and the author or inventor are quite alike.What is objectionable with the theft
and pirating of computer software, musical CD�s, and other forms of intellectual
property is that in most cases a right to the control something of value and the value of
control has been violated without justification. Although the force of this normative
claim is easily clouded by replies like, “but they still have their copy” or “I wouldn�t
havepurchased the information anyway” it doesnot alter the fact that akindof theft has
occurred. Authors and inventors who better our lives by creating intellectual works
have rights to control what they produce. How these moral claims take shape in our
legal systems is a topic for further discussion.77
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CHAPTER 6

Informational Privacy: Concepts,
Theories, and Controversies

HERMAN T. TAVANI

This chapter examines some key concepts, theories, and controversies affecting
informational privacy.1 It is organized into five main sections. Section 6.1 includes
an overview of the concept of privacy in general, whereas Section 6.2 briefly analyzes
four distinct kinds of privacy: physical, decisional, psychological, and informational
privacy. Section 6.3 critically evaluates some classic and contemporary theories of
informational privacy, including the restricted access and control theories. This is
followed in Section 6.4 by a consideration of the effect that some specific information
technologies have had for four subcategories of informational privacy: consumer
privacy, medical privacy, employee privacy, and location privacy. Section 6.5
examines the value of privacy as both an individual and societal good, and it considers
some proposals for framing a comprehensive informational privacy policy.

6.1 THE CONCEPT OF PRIVACY

Wedemand recognition of our right to privacy, we complainwhen privacy is invaded, yet
we encounter difficulties immediately [when] we seek to explain what we mean by
privacy,what is the area, the content of privacy,what is outside that area, what constitutes
a loss of privacy, a loss to which we have consented, a justified loss, an unjustified loss.

—H.J. McCloskey (1985, p. 343)

McCloskey identifies someof the difficulties one faceswhen attempting to give a clear
and coherent account of privacy. Yet gaining an adequate understanding of privacy is

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.

1This chapter draws from and expands uponmaterial in some of my previously publishedworks on privacy,
including Tavani (2004a, 2007a, 2007b, 2007c).
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important because of the role that concept has played and continues to play in social
and political thought. For example, DeCew (1997) points out that the concept of
privacy has been “central” in most discussions of modern Western life (even though
philosophers and legal scholars have only recently tried to elucidate what is meant
by privacy). Regan (1995, p. 43) notes that in theWest, this concept has its roots in the
political thinking of Thomas Hobbes and John Locke and in “the liberal form of
democratic government that derived from that thinking.”2 Other authors, such as
Flaherty (1989), believe that the roots of privacy as a concept can be traced back to
Roman law and Biblical literature. B.Moore (1984) argues that aspects of privacy can
also be found in primitive societies and tribes in the non-Western world, whereas
Westin (1967) suggests that elements of privacy can even be found in behavior in the
animal world.3

It would seem that privacy is not simply a static concept, but instead has a dynamic
component. Moor (2006, p. 114) argues that privacy is “an evolving concept” and that
its “content” is often influenced by the “political and technological features of the
society�s environment.” In a later section of this chapter, wewill see how the concept of
privacy has evolved significantly in the United States since the eighteenth century.
Some theorists, such asRegan, claim that the concept of privacy has existed throughout
American history. Yet this concept has also been contested in American jurisprudence,
as there is no explicit mention of privacy in the U.S. Constitution. Many Americans
now believe that their privacy is severely threatened by the kinds of technologies that
have been developed and used in recent years, and some even speak of “the end of
privacy.”4 However, Regan (p. 212) argues that the current threat to privacy is not so
much the result of recent technologies as it is our failure to “conceptualize privacy” in a
way that “sustains public interest and support.”5 But what, exactly, is privacy, and how
is it best defined?We briefly examine some answers to these questions that have been
proposed by prominent privacy theorists and philosophers.

6.1.1 Unitary, Derivative, and Cluster Definitions of Privacy

Parent (1983a) claims that we cannot frame an adequate definition of privacy unless
we are first familiar with the “ordinary usage” of that term. He goes on to argue,
however, that this familiarity in itself is not sufficient because our common ways of
talking and using language are “riddled with inconsistencies, ambiguities, and
paradoxes” (Parent, p. 269). So he believes that while we need a definition of privacy
that is “by and large consistent with ordinary language,” it must also enable us “to talk

2Kemp and A.D. Moore (2007) describe some ways in which John Stuart Mill�s account of liberty also has
influenced contemporary views of privacy in the West.
3Westin (p. 8) notes that animal studies have suggested “that virtually all animals seek periods of individual
seclusion or social group intimacy . . . in which an organism lays private claims to an area . . . and defends
against intrusion by members of its own species.”
4See, for example, Spinello (1997), who states that our privacy may “gradually be coming to an end.”
5Solove (2002) also argues that privacy needs to be better conceptualized, or “reconceptualized.”
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consistently, clearly, and precisely about the family of concepts to which privacy
belongs.”Yet if onewere to consult a dictionary for a definition of privacy, she would
likely find that the concept is typically described in terms of notions such as secrecy,
solitude, security, confidentiality, and so forth, andoften defined inways that canmake
it difficult to distinguish privacy from these concepts. So if Parent is correct, privacy
needs to be better differentiated from this group of concepts, as well as from those of
anonymity, liberty, autonomy, and so forth, beforewecan frame anadequate definition
of privacy. However, onemight ask how privacy is distinguishable from this family of
related concepts. In other words, how is it possible to define privacy in a way that is
sufficiently independent of its cognate concepts? Parent suggests that privacy can be
defined as a unitary, or univocal, concept.6 McCloskey (1985) also believes that a
unitary definition is possible. For example, he says that we can “distinguish concepts
from privacy, which have been confused with privacy, and thereby make clearer the
core notion of privacy” (p. 343).

While Parent andMcCloskey believe that privacy can be as understood as a unitary
concept that is basic and thus capable of standing on its own, others have argued that
privacy isbest understoodas a“derivative”concept.Thisview is especially apparent in
cases where privacy is conceived of in terms of a right. For example, Thomson (1975)
believes that one�s “right to privacy” can be derived from other, more fundamental,
rights such as one�s rights to property and to bodily security. Thomson�s defenders,
such as Volkman (2003) who argues that matters of privacy can be adequately
accounted for by unpacking our natural rights to life, liberty, and property,7 also
describevariousways inwhich aprivacy right canbederived fromoneormorebasic or
fundamental rights. But Thomson�s critics, includingScanlon (1975) andParent argue
that it is just as plausible to derive other rights from privacy as it is to derive a right to
privacy from rights that are alleged to be more basic or fundamental.

Even if Thomson�s critics are correct in claiming that privacy is not necessarily
derivable fromother,more basic, concepts or fromother rights,we can still askwhether
privacy canbe adequately understood as a unitary concept. For example, some theorists
reject both the unitary and derivative accounts of privacy. DeCew (p. 61), who argues
that it is not possible to give a “unique, unitary definition of privacy that covers all the
diverse privacy interests,” also believes that theview that privacy is totally derived from
other interests is “equally untenable.” She suggests that privacy, which is a “broad and
multifaceted” notion, is best understood in terms of a “cluster concept.”8

It is perhaps worth noting at this point that the debate about how privacy is best
defined is closely related to the question ofwhether privacy should be viewed as a full-
fledged right, or simply in termsof one ormore interests that individuals have.Perhaps
not surprisingly, one�s answer to this question can significantly influence one�s belief
about how privacy should be defined.

6He defines privacy as “the condition of not having undocumented personal information about us possessed
by others” (Parent, p. 269).
7Volkman believes that privacy claims are already built into a “neo-Lockean theory of natural rights.”
8Nissenbaum (2004) and van den Hoven (2004) also endorse a “cluster account” of privacy.
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6.1.2 Interest-Based Conceptions Versus Rights-Based Conceptions
of Privacy

Whereas Thomson and Scanlon analyze privacy from the perspective of a rights-based
concept (as we saw in the preceding section), other philosophers and legal theorists
approach privacy in terms of various interests. The U.S. Supreme Court, in its 1977
ruling in Whalen v. Roe, recognized privacy as representing two different kinds of
interests that individuals have: (i) avoiding disclosure of personal matters (i.e., info-
rmation) and (ii) independence inmaking certain kinds of important decisions. DeCew
(p. 22), who believes that privacy can be understood as an “umbrella term” for a “wide
variety of interests,” notes that in recent years there has been “a shift away from
reasoning that takes a rights-oriented approach toward more arguments that use a
utilitarian cost-benefits analysis which balances the concept of privacy and the benefits
to public safety and crime control.” Some theorists suggest that it ismore useful to view
privacy in terms of an interest rather than as a right. However, many who support an
interest-based conception of privacy also note that privacy interests must be balanced
againstmanyother, often competing, interests.Clarke (1999, p. 60), for example, points
out that such competing interests can include those of “the individuals themselves, of
other individuals, of groups, and of society as a whole.”

What kind of interest is a privacy interest, and what does that interest protect?
According toClark (p. 60), privacyprotects the interest individuals have in “sustaining
a personal space, free from interference by other people and organizations.”Alterna-
tively,Alfino (2001, p. 7) argues that privacy protects a “fundamental interest” one has
in “being able to lead a rational, autonomous life.” In his view, privacy does not simply
protect one�s “spatial interests,”nordoes itmerely protect one�s“reputational interest”
from potential harm that might result in a privacy intrusion, it also protects one�s
interest in being able “to think and plan (one�s) conduct. . . and to lead a rational life.”
Other authors suggest that privacy protects a “tangible property interest” that
individuals have with respect to their personal information. For example, Hunter
(1995) argues that one way to give individuals control over information about
themselves is to vest them with a “property interest” in that information. From this
perspective, personal information can beviewed as a kind of property that a person can
own and negotiate with in the economic or commercial sphere.9

Some who defend an interests-based conception of privacy have suggested that
privacy protection schemes can simply be stipulated (as a procedural matter) as
opposed to having to be grounded in the kinds of philosophical and legal theories
needed to justify rights. Discussions involving privacy in terms of an explicit right—
moral, legal, or otherwise—have often become mired in controversy. Following
DeCew (p. 27), who leaves open the question of how extensively privacy “ought to
be protected” (as a right), we can agree with her claim that privacy is “an interest
which also can be invaded.”Unfortunately, a detailed analysis of arguments affecting

9Branscomb (1994) has defended a “property-interest” conception of personal information, whereas
Spinello (2006) describes some of the difficulties that can arise in framing privacy policies based on such
an account of personal information. However, wewill not pursue this debate here, because it is not central to
our objectives in this chapter.
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rights-based versus interests-based conceptions of privacy is beyond the scope of this
chapter; our purpose in mentioning this distinction here has been to show how these
two competing conceptions of privacy often influence definitions of that notion.

6.2 FOUR DISTINCT KINDS OF PRIVACY: PHYSICAL/ACCESSIBILITY,
DECISIONAL, PSYCHOLOGICAL/MENTAL, AND INFORMATIONAL
PRIVACY

As noted in the preceding section, the meaning of privacy in the United States has
evolved considerably since the eighteenth century.10 Initially, privacywas understood
in terms of freedom from (physical) intrusion—as implied, for example, in the Fourth
Amendment to the U.S. Constitution. Privacy later came to be interpreted by the U.S.
courts as freedom from interference in making important decisions, especially with
respect to one�s choices involving reproduction andmarriage. (Avariation of this view
interprets privacy as including freedom from interference involving one�s ability to
think and express one�s thoughts without external pressures to conform.) Since the
latter half of the twentieth century, privacyhas increasingly come to be associatedwith
concerns about protecting one�s personal information, which is now easily collected
and stored electronically and easily exchanged between electronic databases.
Although our main focus on privacy in this chapter centers on issues affecting access
and control of personal information – i.e., informational privacy – we also briefly
examine the three alternative views.

6.2.1 Privacy as Nonintrusion Involving One�s Physical Space:
Physical/Accessibility Privacy

“Physical privacy” and “accessibility privacy” are relatively recent expressions used to
refer to a conceptionofprivacy that emerged in the late nineteenth century in response to
an influential article on privacy by Samuel Warren and Louis Brandeis that appeared
in theHarvard Law Review in 1890. Floridi (1999, p. 52) defines “physical privacy” as
the freedom a person enjoys from sensory intrusion, which is “achieved thanks to
restrictions on others� ability to have bodily interactions with (that person).” Note the
emphasis hereonprivacyasphysicalnonintrusion.Because the conceptionofprivacyas
freedom from unwarranted intrusion focuses on the kind of harm that can be caused
throughphysical access to a personor through access to a person�s physical possessions,
some have used the expression accessibility privacy to describe this view.11

As noted in the preceding paragraph, the origin of the physical/accessibility viewof
privacy is often traced toWarren and Brandeis (1890), who argued that privacy could

10Etzioni (1999, pp. 188-189) describes three distinct stages of conceptual development regarding privacy
in America: (1) pre-1890 (when the concept of privacy was understood primarily in relation to property
rights; (2) 1890–1965 (the period in which “the right to privacy”was developed, mainly from tort law; and
(3) post-1965 (a period in which the right to privacy has been significantly expanded).
11See, for example, DeCew (1997), Floridi (1999, 2006), and Tavani (2004a, 2007a).

FOUR DISTINCT KINDS OF PRIVACY 135



be understood as “being let alone” or “being free from intrusion.” This conception of
privacy was also articulated in a later work by Brandeis (1928), when, as a U.S.
Supreme Court Justice, he wrote the dissenting opinion inOlmstead v. United States.
Justice William Brennan (1972) also appealed to this view of privacy in his majority
opinion forEisenstadt v. Baird. AlthoughWarren andBrandeis are often creditedwith
having made the first explicit reference to privacy as a legal right in the United States,
DeCew points out that the phrase “the right to be let alone” had been used by Justice
Thomas Cooley in his Treatise on the Law of Torts in 1880 (approximately one decade
before the seminal article byWarren andBrandeis).12 AndRegan notes that as early as
1886, the Supreme Court recognized that the Fourth Amendment protected privacy
interests (in its decision in Boyd v. United States).13

The conception of privacy in terms of physical nonintrusion or being let alone has
been criticized because of its tendency to conflate two different concepts that need to
be distinguished—namely, having privacy and being let alone. To see this flaw,
consider a situation in which one might not be let alone and yet enjoy privacy. If a
student approaches her professor,who is on his or herway to teach a class, and asks her
professor a question about a previous class assignment, the student has not, strictly
speaking, let her professor alone; however, she has also not violated her professor�s
privacy. Next, consider a situation inwhich onemight be let alone but still not have his
or her privacy intact. If a student surreptitiously follows her professor one day and
records each of her professor�smovements on and off campus, she has in one sense “let
her professor alone” (physically) but, arguably, has also intruded upon her professor�s
privacy. So, even though theremay be something intuitively appealing about a viewof
privacy in terms of protecting against unwarranted physical access to people and to
their physical possessions, we can question whether physical/accessibility privacy,
based on the notions of physical nonintrusion and being let alone, in and of itself offers
an adequate conception of privacy. We next examine a view of privacy in terms of
noninterference in one�s making choices.

6.2.2 Privacy as Noninterference Involving One�s Choices: Decisional
Privacy

Privacy is sometimes conceived of as freedom from interference in one�s personal
choices, plans, and decisions; many now refer to this view as decisional privacy.14

Floridi (p. 52) defines decisional privacy as “freedom from procedural inter-
ference. . .achieved thanks to the exclusion of others from decisions (concerning,
e.g., education, health care, career, work, marriage, faith). . ..” In this view, one has
decisional privacy to the extent that one enjoys freedom from interferences affecting
these kinds of choices. Inness (1992, p. 140) endorses a view similar to this when she

12DeCew also notes that the first occurrence of the term “privacy” itself in U.S. jurisprudence can be found
in the U.S. Supreme Court case DeMay v. Roberts (1881).
13Regan (p. 36) also points out that inKatz v. United States (which overruledOlmstead v. United States), the
Court ruled that the Fourth Amendment cannot be translated into a general right to privacy.
14See, for example, Floridi (1999, 2006) and Tavani (2004a, 2007a).
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defines privacy as protecting a realm of “intimate decisions,” as well as “decisions
concerning matters that draw their meaning and value from the agent�s love, liking,
and caring” (italics added).

Whereas the nonintrusion account defines privacy in terms of being let alone with
respect to invasions involvingphysical space (including invasions affecting one�s home,
papers, effects, and so forth), the noninterferenceview focuses on the kinds of intrusions
that can affect one�s ability tomake important decisionswithout external interferenceor
coercion. This view of privacy is often traced to the 1965 U.S. Supreme Court case
Griswold v. Connecticut, which ruled that a married person�s right to get counseling
about contraceptive techniques could not be denied by state laws. This (privacy) right
was later extended to include unmarried couples as well, in Eisenstadt v. Baird (1972),
where Brennan (1992, p. 453) referred to individuals having the right to be free from
unwarrantedgovernment interference“intomatters so fundamentally affecting aperson
as the decisionwhether to bear or beget a child” (italics added). The view of privacy as
freedom from external interference affecting one�s personal choices and decisions
has since been appealed to in legal arguments in a series of controversial court cases,
such as cases involving abortion and euthanasia. For example, a variation of the non-
interferenceviewofprivacywasappealed to in the landmarkSupremeCourt decisionon
abortion,Roe v.Wade (1973), as well as in a state court�s decision involvingKaren Ann
Quinlan�s right to be removed from life-support systems and thus her “right to die.”

As in the (physical) nonintrusion account of privacy, conceptual difficulties also
arise in the noninterference view (i.e., with regard to one�s freedom to make choices
and decisions). For example, it is possible for someone to be interferedwith inmaking
a decision and yet for that person still to enjoy privacy. Imagine that I decide to walk
across a busy intersection and someone interferes with me, as I am about to enter the
street, to protectme from being hit by an oncoming vehicle that I had not seen. Hasmy
privacy been violated in the process of this interference? It would seem not.
Conversely, it is also possible for one not to be interfered with in decision-making,
but for that person also not to haveprivacy. For example, someonewho snoops through
a trash receptacle ofmine to obtain information aboutmy sales receipts has not, strictly
speaking, interferedwithme, but that person has violatedmyprivacy. So itwould seem
that the noninterference (or decisional) account of privacy, like that of the (physical)
nonintrusionview, is not adequate, and thus neither view in itself captures the breadth
of what is covered by the concept of privacy.

6.2.3 Privacy as Nonintrusion/Noninterference Involving One�s
Thoughts and One�s Personal Identity: Psychological/Mental Privacy

What, exactly, is meant by expressions such as “psychological privacy” and “mental
privacy”?Regan refers to “psychological privacy” in connectionwith protecting one�s
intimate thoughts,15 whereas Floridi uses the expression “mental privacy” to describe
“freedom from psychological interference.” According to Floridi (p. 52), an individ-
ual, S, has mental privacy when there is a “restriction on others� ability to access and

15Regan is particularly concerned with the way that polygraph testing can threaten psychological privacy.
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manipulate S�mind.”Avariation of this view can also be found in Alfino (2001), who
believes that the harm caused by a privacy intrusion lies not so much in whether
the intruder has gained information about that person but, in the fact that the “very act
of the intrusion” prevents the victim from thinking or concentrating on her “life and
actions.”16 For example,Alfino asks us to consider the case of someone being stared at
or followed, “even as a harmless prank or joke.” In this case, he argues that the
“violation to our privacy involves theway in which the offending conduct prevents us
from concentrating or thinking clearly” (Alfino, pp. 6–7). Rosen (2000, p. 8) seems to
endorse a similar conception of privacy when he notes that people need “sanctuaries
from thegaze of the crowd” to flourish.AndBenn (1971, p. 26) also supports a position
similar to this when he argues that “(r)espect for one as a person. . .implies respect for
him as one engaged in a kind of self-creative enterprise, which could be disrupted,
distorted, or frustrated even by so limited an intrusion as watching.”

Some theorists who embrace the psychological/mental view also see privacy as
essential for protecting the integrity of one�s personality. For example, Freund (1971)
defines privacy in terms of an extension of personality or personhood. Warren and
Brandeis (1890) seem to suggest a position along these lines when they state that the
principle of respect for privacy is that of “inviolate personality.”17 It would also seem
that Hofstadter andHorowitz (1964) view privacy in a similarwaywhen they describe
it in terms of a right to protect “against unwarranted appropriation or exploitation of
one�s personality.”18A related viewof privacy,which is concernedwith protecting the
“core self” and individuality, can be found inWestin (1967) and inMcCloskey (1985,
pp. 349–350), who states that “the private” relates to the person�s “unique self,”which
is a “thinking, feeling, and self-conscious being, typically aware of its self-identity.”
For each of these thinkers, one�s having privacy is essential either (a) for a person�s
awareness to think and be conscious of one�s self or (b) for the protection of the
integrity of one�s personality.19

Like the physical and the decisional accounts of privacy, the psychological/mental
viewofprivacyhasalsobeencriticized. Inparticular, criticshavepointedout flaws in the
personality-based aspect of this view. For example, A.D. Moore (2008) notes
that although personality-based conceptions of privacy tend to indicate why privacy
is valued andwhy it is considered important, they do not actually definewhat privacy is.

16Alfino believes that our conception of privacy in our everyday thinking is “misplaced” whenever we
confuse “practical needs to prevent access to personal information” with “fundamental moral needs to
protect our ability to think.”
17DeCew (pp. 16–17) believes that Warren and Brandeis�s discussion of “inviolate personality” indicates
their concern for values that today are often described in terms of “personhood” and “self-identity.”
18Aspects of a personality theory of privacy can also be found in Reiman (1976). Arguably, Floridi�s
ontological theory of informational privacy (described in Section 6.3) can also be viewed as a personality
theory of privacy (Tavani, 2007c).
19Some theorists argue that having privacy not only enables an individual to protect his individuality, self-
identity, personality, and thoughts, but also allows him to express his thoughts. For example, Schoeman
(1992) claims that privacy enhances one�s control over “self-expression.”DeCew (p. 77) refers to this view
as “expressive privacy,” pointing out that privacy “protects a realm for expressing one�s self-identity or
personhood.”
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6.2.4 Privacy as Having Control Over/Limiting Access to One�s
Personal Information: Informational Privacy

As noted above, our main focus in this chapter is on issues affecting informational
privacy. Parent (1983b), who rejects accounts of privacy based on nonintrusion and
noninterference, has suggested that the only legitimate use of the term “privacy” is to
refer to “informational privacy.” But what, exactly, is informational privacy? Floridi
(p. 52) defines it as “freedom from epistemic interference” that is achievedwhen there
is a restriction on “facts” about someone that are “unknown.”Which kinds of personal
information are affected in this privacy category? According to DeCew (p. 75), such
information can include data about “one�s daily activities, personal lifestyle, finances,
medical history, and academic achievement.”Assuch, informational privacyconcerns
can affect personal data that is both stored in and communicated between electronic
databases (database privacy) andpersonal informationcommunicatedbetweenparties
using e-mail, telephony, and wireless communication devices. Some authors have
further differentiated a category of “communications privacy”—see, for example,
Johnson and Nissenbaum (1995) and Regan (1995)—to separate the latter kinds of
informational privacy concerns from the former.However, in this chapter,wewill treat
both kinds of privacy concerns as instances of one generic category of informational
privacy.20

Thepracticeofcollectingandusingpersonal information is hardlynew.Forexample,
Regan (p. 69) points out that in the eleventh century,William the Conqueror compiled a
“DomesdayBook” that included data about each of his subjects, which he used to “plan
taxation and other state policies.” Others note that the practice of gathering personal
information for census records by governments goes back at least as far as the Roman
era. So, we might ask why the current use of technology by governments and other
organizations to collect personal information should be viewed as something contro-
versial. Moor (1997, p. 27) points out that information has become “greased” as it can
easily slide to many “ports of call.” He also argues that because of the “explosive”
generation and use of computer technology, the concept of privacy has now become
“informationally enriched” (Moor, 2004, p. 43). However, one still might ask whether
current practices involving the collection and use of personal information by govern-
mental and nongovernmental organizations, aswell as by individuals and organizations
in thecommercial sector, havemerelyexacerbatedexistingprivacyconcerns, orwhether
they have also introduced new kinds of privacy worries that are qualitatively different
from traditional concerns.Arguments for bothpositions havebeenadvanced.Webriefly
examine some claims that would seem to support each side in this debate.

I have argued elsewhere that the effect that computer/information technology has
had for personal privacy can be analyzed in terms of four factors: (1) the amount of
personal information that can be collected, (2) the speed atwhichpersonal information

20Regan (pp. 7–8) points out that concerns about “informational privacy” first appeared in the U.S.
Congressional agenda in 1965, in response to a proposal for establishing a National Data Center. Worries
about Big Brother and concerns about the emergence of a “dossier society” led to the establishment of the
Privacy Protection Study Commission, which eventually resulted in the passing of the Privacy Act of
1974.
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can be exchanged, (3) the duration of time that the information can be retained, and
(4) the kind of information that can be acquired.21 Whereas (1)–(3) are examples of
privacy concerns that differ quantitatively from traditional worries, (4) introduces a
qualitatively different kind of information about persons to merit our concern.

First, consider that theamountof personal information that could be collected in the
precomputer era was determined by practical considerations, such as the physical
space required for storing the data and the time and difficulty involved in collecting the
data. Today however, digitized information is stored electronically in computer
databases, which takes up very little storage space and can be collected with relative
ease. This is further exacerbated by the speed at which information can be exchanged
between databases. In the precomputer era, records had to be physically transported
between filing destinations; the time it took to move them depended upon the
transportation systems, for example, motor vehicles, trains, airplanes, and so forth,
that carried the records. Now, of course, records can be transferred between electronic
databases in milliseconds through high-speed cable lines. With respect to concerns
about the duration of information, that is, how long information can be kept, consider
that before the information era, information was manually recorded and stored in file
cabinets and then in large physical repositories. For practical reasons, that information
could not be retained indefinitely.

Informational privacy concerns affected by the amount of personal data collected,
the speed atwhich the data is transferred, and the durationof time that data endures can
all beviewed as issues that differquantitatively fromearlier privacy concerns, because
of the degree to which those concerns have been exacerbated. However, the kind of
personal information that can now be collected, processed, and manipulated via
computers and information technology represents a qualitative difference regarding
concerns about the collection and flow of one�s personal information. Consider that
every time one engages in an electronic transaction, such as making a purchase with a
credit card or withdrawing money from an ATM, “transactional information”22 about
that person is collected and stored in several computer databases. This kind of
information, made possible by electronic technology, can also be easily transferred
electronically across commercial networks to agencies that request it. Personal
information, retrieved from transactional information that is stored in computer
databases, has been used to construct electronic dossiers, containing detailed infor-
mation about an individual�s commercial transactions, including purchases made and
places traveled—information that can reveal patterns in a person�s preferences and
habits.23

21See Tavani (2004a, 2007a). Along somewhat similar lines, Floridi (2005) has argued that informational
privacy concerns have tended to be examined in terms of a scheme that he calls the 2P2QHypothesis, which
focuses on issues affecting Processing, Pace, Quantity, and Quality. In this scheme, privacy issues are
examined from the perspectives of four characteristics: processing capacities, pace (or speed), quantity of
data, and quality of data.
22See Burnham (1983) for an account of why “transactional information” can be viewed as a qualitatively
different kind of information affecting concerns about personal privacy.
23For a more detailed analysis of the effect that these four factors have had for informational privacy issues,
see Tavani (2007a).
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Concerns involving specific technologies that threaten informational privacy, such
as, cookies, datamining, andRFID (Radio Frequency Identification), are examined in
Section 6.4. First, however, we look at some philosophical theories of informational
privacy that aim at helping us to better understand which conditions need to be taken
into consideration for adequately protecting an individual�s personal information.

6.3 THEORIES OF INFORMATIONAL PRIVACY

Since the latter half of the twentieth century, several informational privacy theories
have been advanced. According to Floridi (2005, p.194), these theories tend to fall
into two broad categories: the “reductionist” and the “ownership-based” accounts.
He points out that in the reductionist scheme, informational privacy is valued
because it protects against certain kinds of undesirable consequences that may result
from a breach of privacy. Here, privacy is conceived of as a “utility” in that it can
help to preserve human dignity. Floridi notes that those who embrace ownership-
based theories, on the contrary, tend to believe that privacy needs to be respected
because of each person�s rights to bodily security and property24—that is, because in
this view, a person “owns” his or her information. Although Floridi�s analysis via
these two broad categories may be appropriate for privacy theories in general, it is
not clear that they accurately capture the debate about informational privacy in the
computer ethics literature. Alternatively, I have argued that most analyses of issues
affecting informational privacy have invoked variations of the “restricted access”
and the “control” theories.25 We briefly examine both theories, as well as some
related informational privacy theories.

6.3.1 The Restricted Access Theory

According to the restricted access theory, one has informational privacy when she is
able to limit or restrict others from access to information about herself.26 In this
framework,“zones”of privacy (i.e., specific contexts) need to beestablished to limit or
restrict others from access to one�s personal information.27 Variations of this theory
have been defended by Bok (1983), Gavison (1980), Allen (1988), and others.28

24In his analysis of the ownership-based theory, Floridi seems to have Thomson (1975) in mind.
25See Tavani (2004a, 2007a).
26One might point out that the “accessibility privacy” view examined in Section 6.2.1 also focuses on
concerns involving access. However, we should note that whereas accessibility privacy describes issues
affecting physical access to persons (and their possessions), the restricted access theory of informational
privacy is concerned with issues affecting access to information about persons.
27In writing the majority opinion inGriswold v. Connecticut, Douglas (1965) used the expression “zone of
privacy” to refer to the areas protected by the right to privacy “emanating” from the Constitution and its
Amendments in the “penumbral” right to privacy that he defended.
28See, for example, Parent (1983b, p. 269), who seems to endorse a variation of the restricted access theory
whenhe argues that a person�s privacy “is diminished exactly to the degree that others possess . . . knowledge
about him.”
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According to Bok (p. 10), “privacy is the condition of being protected from unwanted
access by others, “including access to one�s personal information.” Gavison (p. 428)
describes privacy as a “limitation of others� access” to information about individuals.
AndAllen (p. 3) defines privacy as “a degree of inaccessibility of persons, theirmental
states, and information about them to the senses and surveillance of others.”

Arguably, one of the insights of the restricted access theory is in recognizing the
importance of zones and contexts that need to be established to achieve informational
privacy. Also, therewould seem to be something intuitively appealing in linking one�s
informational privacy with limited access to information about that individual.
However, this theory can be criticized on at least two distinct grounds. First, some
critics argue that the restricted access view fails to draw an adequate distinction
between “private” and “public” contexts or zones in which access to personal
information is restricted. As a result, Elgesem (2004, p. 427) believes that on the
restricted access account “we will have to admit that we always have some degree of
privacy, since there will always be billions of people who have physically restricted
access to us.” Second, the restricted access theory can be interpreted as conflating
privacy and secrecy, because it suggests that the more one�s personal information can
be withheld (or kept secret) from others, the more privacy one has.29 This confusion
would seem to be apparent in the account offered byGavison (p. 428), who argues that
an individual, X, enjoys “perfect privacy” when “no one has information about X.”

An additional problem for the restricted access theory is that it tends to ignore, or
at least seriously underestimate, the role of control or choice that is also required for
one to enjoy privacy as it pertains to one�s personal information. For example, this
theory does not explicitly acknowledge the point that someone who has privacy can
elect to grant others access to information about herself, as well as to restrict or limit
their access. In other words, one can control the flow of her personal information,
rather than simply limiting or restricting it.

6.3.2 The Control Theory

According to the control theory, one�s having privacy is directly linked to one�s having
control over information about oneself. This view of privacy has been articulated and
defended by Fried (1990), Rachels (1975), and many others.30 For Fried (p. 54),
privacy “is not simply an absence of information about us in theminds of others, rather
it is the control over information we have about ourselves” (italics added). Rachels
(p. 297) notes that there is a connection between “our ability to controlwho has access
to information about us and our ability to create and maintain different sorts of
relationships” (italics added).

29See my critique of this view in Tavani (2000, 2007b), where I refer to the restricted access account as the
“limitation theory of privacy.”
30See, for example, Westin (1967, p. 7) who seems to endorse the control theory when he describes privacy
as the “claimof individuals . . . to determine for themselveswhen, how, and towhat extent information about
them is communicated to others,” andMiller (1971, p. 25) who describes privacy as “the individual�s ability
to control the circulation of information relating to him.” See also A.D. Moore (2003), who embraces a
variation of the control theory.

142 INFORMATIONAL PRIVACY: CONCEPTS, THEORIES, AND CONTROVERSIES



One of the control theory�s principal insights is in recognizing the role that
individual choice plays in privacy theory. Consider, for example, the choice that an
individual who has privacy can exercise in electing either to grant or to restrict others
from access to information about him. So, this account of informational privacywould
seem to have an advantage over the restricted access theory. However, the control
theory is also flawed; it can be criticized with respect to two points on which it is not
altogether clear. First, this theory does not clearly specify the degree of control (i.e.,
howmuchcontrol) that onecan expect tohaveover his or her personal information.For
example, the control theory seems to imply that onemust have total or absolute control
over one�s personal information to have privacy. But this would seem impossible to
achieveonpractical grounds, becausewe are often required to disclose certain kinds of
information about ourselves in ordinary day-to-day transactions, especially in com-
mercial transactions.

Second, the control theory is not clear with regard to the kind of personal infor-
mation over which one can expect to have control. It would not seem reasonable that
one could expect to have control over every kind of personal information affecting
oneself.31 For example, suppose I happen to see you at a concert that we are both
attending. Here, you have no control over the fact that I have gained information about
your attending this public event (even if, for some reason, you do not wantme to know
this piece of information about you). The fact that I now have this particular
information would hardly seem to be a violation of your privacy, as would seem to
be implied in the standard interpretationof the control theoryof privacy. So, this theory
needs to provide a clearer account of both the degree of control and the kindof personal
information over which one can expect to have control to enjoy privacy.32

Another difficulty for the control theory is that it seems to imply that one could, in
principle, disclose every piece of personal information about oneself and yet still claim
to have privacy. In this sense, the control theory tends to confuse privacy with
autonomy, where someone has autonomously decided to abdicate all informational
privacy interests by disclosing all private facts about herself from which she had an
interest or right to exclude other people.However, thiswould seem to run counter to our
intuitions about privacy.

We have seen that neither the control nor the restricted access theories provide an
adequate account of informational privacy. Yet each theory has something important
to say with respect to the question of why privacy protection regarding personal
information is important. Can these two theories be reconciled or synthesized in away
that incorporates the respective insights of each into one comprehensive privacy
theory? One attempt at doing this has been made byMoor (1997), who has put forth a

31Perhaps the kind of personal information over which one can expect to have control is limited to “non-
public personal information” (or what some now refer to as NPI), which includes information about
sensitive and confidential data such as financial and medical records. This kind of information can be
contrastedwith personal information that is public in nature, or “public personal information” (PPI), such as
information about where a person works, lives, shops, dines, and so forth. For a more detailed discussion of
some of the key differences between PPI and NPI, see Tavani (2004a, 2007a).
32For an expanded discussion of these two challenges for the control theory of privacy, see Tavani (2007b).
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framework thatwe refer to as theRestrictedAccess/LimitedControl (RALC) theoryof
privacy.33

6.3.3 The Restricted Access/Limited Control (RALC) Theory

RALC distinguishes between the concept of privacy, which it defines in terms of
restricted access, and the management of privacy, which is achieved via a system of
limited controls for individuals.34 So, like the restricted access theory, RALC stresses
the importance of setting up zones that enable individuals to limit or restrict others
fromaccessing their personal information.Unlike the restricted access theory, and like
the control theory,RALC recognizes the important role that individual control plays in
privacy theory. Unlike the control theory, however, RALC does not build the concept
of control into the definition of privacy; nor does it require that individuals have total or
absolute control over their personal information to have privacy. Instead, only limited
controls are needed to manage one�s privacy.

In the RALC framework, one has privacy “in a situationwith regard to others” if, in
that situation, one“is protected from intrusion, interference, and informationaccess by
others” (Moor, 1997, p. 30; italics added). Moor provides several examples of
“situations.” For instance, he notes that they can include the “storage and access of
information” (e.g., information stored or manipulated in a computer), as well as an
“activity in a location” (Moor, 1990, p. 76). He also notes, however, that not all
situations deserve normative privacy protection. In making this point, Moor draws an
important distinction between two kinds of situations, namely, “naturally private” and
“normatively private” situations. In naturally private situations, one is “naturally”
protected or shielded from observation, intrusion, and access by others. In this type of
situation, one�s privacy can be lost, but not necessarily violated because no norms—
legal or ethical—have been established to protect one�s privacy. Here, individuals are
shielded or blocked off from others by natural means. For example, if someone is
jogging around a track field in a rural area at 3:00 a.m., he might be free from
observance by others. If, however, the jogger happens to be seen a fewminutes later by
someone deciding to take an early morning walk, the jogger could be said to have lost
privacy in a descriptive sense. But the jogger�s privacy has not been violated in that
(naturally private) situation. Next, consider some normatively private situations,
which can include “activities” such as voting, “information” such as medical records,
and “locations” such as a person�s house (where outsiders are expected to knock and
get permission to enter) (Tavani and Moor, 2001). In each of these situations, people
are normatively protected by privacy policies and laws. In these situations, one�s
privacy cannot only be lost but also violated.

33Initially, Moor (1997) called his theory the “control/restricted access theory.”With Moor�s permission, I
refer to it as the Restricted Access/Limited Control (RALC) framework (based on a later version of that
theory articulated in Tavani and Moor [2001]). For a more detailed analysis of RALC, see Tavani (2007b).
34Additionally, RALC provides a justification for privacy protection. However, we will not examine that
feature of RALC in this section.
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We noted that although RALC defines privacy in terms of protection from
observation, intrusion, and information gathering by others (through situations or
zones that are established to restrict access), the notion of “limited control” also plays
an important role, namely, in the management of one�s privacy. In the RALC
framework, an individual enjoys some degree of controlwith respect to considerations
involving choice, consent, and correction. For example, people need some control in
choosingwhich situations are andwhich are not acceptable to themwith respect to the
level of access granted to others. In managing their privacy, people can also use the
consent process. For example, they can waive their right to restrict others from access
to certain kinds of information about them. The correction process also plays an
important role in the management of privacy because it enables individuals to access
their information with an ability to amend it if necessary.35 So, in the RALC scheme,
individuals canmanage their privacyvia these kinds of limited controls and thus donot
need to have absolute or total control over all of their information.

Oneway in which limited controls work in the RALC framework can be illustrated
in an example involving personal medical information. Moor notes that although
individuals do not have complete control over who has access to their information
within a medical setting, normative zones of protection have been established to
restrict most others from accessing that information. In situations involving one�s
medical information, doctors, nurses, insurance providers, administrative assistants,
and financial personnelmay each have legitimate access to various pieces of it (Tavani
and Moor, 2001). Others, however, have no legitimate right of access to that
information. Thus, normative privacy policies, such as those implemented in medical
settings, provide individuals with some control regarding who has access to informa-
tion about themselves in particular contexts.

In drawing a distinction between naturally private and normatively private situa-
tions, we saw that RALC is able to distinguish between a mere loss of privacy (in a
natural setting) and a violation of privacy (in a situation that is normatively protected).
In this sense, RALCwould seem to be an improvement over both the restricted access
and control theories. However, critics might challenge certain aspects of the RALC
framework. Among the potential objections they might raise, two are worth identify-
ing and briefly describing: (1) the notion of a “situation” is too vague, and (2) the
distinction between natural and normative situations can be drawn arbitrarily. With
regard to (1), Moor intentionally leaves the concept “situation” broad or
“indeterminate” so that it can cover a wide range of contexts. For example, a situation
can be as specific as “one�s attending a private viewing of a particular work of art in a
friend�s home,” or it can be as broad or general as “individuals attending professional
sporting events in large public stadiums.” There can even be “situations within
situations,” such as a situation involving two people having a private conversation
within the context of a public restaurant (another situation). In any event, the concept
of a situationneeds to be sufficiently broador indeterminate forRALCor anyadequate
theory of privacy to capture the wide range of human activities and relationships that

35For example, consumers need to be able to (a) access information about their credit history and credit
scores and (b) challenge and correct any erroneous information contained in those records and documents.
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are candidates for being private. Other terms or phrases such as “circumstances” or
“states of affairs” or “events” could be used. But thesewill be equally vague as generic
terms and will need to be filled out in detail just as the notion of a situation needs to be
described in terms of specific features of a given context.

Regarding (2), one might ask how the RALC theory can tell us which kinds of
situations deserve normative protection and which do not – that is, whether there are
clearly identifiable standards for determining if a particular kind of personal infor-
mation applicable in a given context deserves normative protection. RALC gives us a
framework for understandingwhat privacy is, but to decidewhether a situation should
be private requires the application of some ethical analysis. Often this is done by
comparing the consequences of requiring or not requiring some situations to be
private.Requiringbanks tokeep their patrons� financial records private from thepublic
hasmuchbetter consequences than not requiring it.Moor (1999) argues thatwe justify
ethical policies in terms of the goods and evils caused or avoided along with
considerations of justice. People of good faith can have disagreements about what
should be private and what not. But note that often the disagreements hinge on what
they think the expected consequences would be. Also note that the same personmight
advocate different policies for similar situations that vary by a key ethical difference.
For example, Moor (1997) asks us to consider the following question: Should infor-
mation about college faculty salaries be a normatively private situation?He points out
that we can have good reasons for not declaring information about the salaries of
professorswho teach at large public colleges, especiallywhere the salaries are paid out
of taxpayer dollars, to be a normatively private situation; but he also notes that we can
have good reasons for declaring that same kind of information as normatively private
in other contexts, such as in the case of small private colleges. In this sense, he shows
why there is nothing inherent in information pertaining to faculty salaries per se that
tells us whether this kind information should be protected as a normatively private
situation. In the RALC framework, it will ultimately depend on whether we have
agreed that a normatively private situation or zone needs to be established to protect
information about individuals, and not on the nature of the particular kind of
information itself.

Thus far, we have examined someways that RALC improves upon the control and
restricted access theories of informational privacy by incorporating key elements of
both theories. We have also seen how RALC can respond to two kinds of potential
objections fromcritics.However,muchmoreneeds tobe said aboutRALCand the role
it plays in protecting privacy. We revisit the RALC theory in Section 6.5.3, where we
examine some proposals for framing comprehensive policies that protect informa-
tional privacy.

6.3.4 Three ‘‘Benchmark Theories” of Informational Privacy

Some benchmark theories—that is, outlines or sketches of privacy theories, as opposed
to full-fledged theories—have also recently been advanced to address controversies
affecting informational privacy. We briefly examine three examples of such theories:
(1) “privacy as contextual integrity,” articulated by Nissenbaum (2004); (2) an
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“ontological interpretation of informational privacy” proposed by Floridi (2005); and
(3) a framework called “categorial privacy,” introduced by Vedder (2004).

6.3.4.1 Privacy as Contextual Integrity Nissenbaum (2004) proposes an
“alternative benchmark theory of contextual integrity” that links adequate privacy
protection to “norms of specific contexts.” Her framework requires that the processes
used in gathering and disseminating information are “appropriate to a particular
context” and that they comply with the “governing norms of distribution” for that
context (Nissenbaum, p. 119). This theory expands upon her earlier work on the
problem of “privacy in public” (Nissenbaum, 1997, 1998), where she notes that
normative protection does not generally extend to personal information gathered about
us in the public sphere. She points out that privacy norms (i.e., explicit privacy laws and
informal privacy policies) protect personal information considered to be intimate and
sensitive – for example, information such asmedical records and financial records – but
typically do not extend to personal information about us in public places (such as
where we shop, dine, recreate). Nissenbaum (1997) questions an assumption that, she
believes, informs many normative privacy theories and policies, namely, “there is a
realm of public information in which no privacy norms apply.” She notes that in the
past, information about what one did in public might not have required the kind of
protection it now warrants. However, current technologies make it possible to gather,
combine, aggregate, and disseminate that kind of information in ways that were not
previously possible. As a result, Nissenbaum believes that public information about
persons, which we can no longer assume to be innocuous, needs normative protection.

Many of the issues underlying the problem of privacy in public are further
illustrated in her theory of contextual integrity, which offers a procedure for resolving
as well as identifying these issues. At the core of Nissenbaum�s framework are two
principles: (a) the activities people engage in take place in a “plurality of realms”
(i.e., spheres or contexts), and (b) each realm has distinct set of norms that govern its
aspects. These norms both shape and limit or restrict our roles, behavior, and
expectations by governing the flow of personal information in a given context.36

Nissenbaum (2004) distinguishes between two types of informational norms: norms
of appropriateness and norms of distribution. Norms of appropriateness determine
whether a given type of personal information is either appropriate or inappropriate to
divulge within a particular context – that is, these norms “circumscribe the type or
nature of information about various individuals that, within a given context, is
allowable, expected, or even demanded to be revealed” (Nissenbaum, p. 138). Norms
of distribution, on the contrary, restrict the flow of information within and across
contexts. When either norm has been “breached,” a violation of privacy occurs;
conversely, the contextual integrity of the flow of personal information is maintained
when both kinds of norms are “respected” (Nissenbaum, p. 125).

Nissenbaum believes that her theory of contextual integrity contrasts with, and
improves upon, alternative privacy theories in two important respects. First, personal

36The contextual integrity model proceeds on the assumption that “no areas of life are not governed by
norms of information flow” (Nissenbaum, p. 137).
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information that is revealed or disclosed in a particular context is always “tagged”
with that context and thus never “up for grabs.”Nissenbaum argues that this is not the
case in alternative accounts of personal information gathered in public places, because
those theories lack the appropriate “mechanisms” to prevent the “anything goes”
approach to this kind of personal information.37 Second, the “scope of informational
norms” is always “internal to a given context.”Nissenbaum (p. 125) notes that in this
sense, the norms are “relative” or “non-universal.” She also notes that in her bench-
mark theory of contextual integrity, “context-relative qualifications” can be “built
right into the informational norms” of any given context, unlike other normative
theories of privacy where these qualifications tend to be treated as “exceptions or
tradeoffs” (Nissenbaum, p. 138).38

Like the RALC framework (examined in the preceding section), Nissenbaum�s
theory showswhy it is always the context inwhich information flows, not the nature of
the information itself, that determines whether normative protection is needed. As we
saw in the example of information pertaining to faculty salaries in our analysis of
RALC, therewas nothing inherent in the information about the professors� salaries per
se that enabled us to determinewhether it was appropriate to protect that information;
rather, it was the particular context, for example, the norms governing the distribution
of information in the context of a large public university versus a small private college,
that determined the appropriateness.

Nissenbaum�s model can be applied to a wide range of contemporary technologies
to determinewhether theybreach the informational privacy norms that govern specific
contexts. For example, I have argued elsewhere (Tavani, 2007b) that Nissenbaum�s
account of the problem of privacy in public, in conjunction with her framework of
contextual integrity, can help us to better understand the kinds of privacy threats posed
by data mining technology (described in Section 6.4.2). For an interesting discussion
of how Nissenbaum�s theory of contextual integrity can be applied to privacy issues
involving “vehicle-safety communications technologies,” see Zimmer (2005).

6.3.4.2 An “Ontological Interpretation” of Informational Privacy
Floridi (2005) has recently articulated a view that he calls “the ontological
interpretation of informational privacy.” He grounds this model in his overall
framework of Information Ethics (IE), a “macroethical” theory for analyzing
particular “microethical” issues in computer ethics (CE) such as privacy (Floridi,
1999).39 Floridi argues that because information has moral worth, the information
entities that comprise the “infosphere” deserve moral consideration (and thus, by

37Nissenbaum (1998) points out that when it comes to questions about how to protect personal information
in public contexts, or inwhat she calls “spheres other than the intimate,”most normative accounts of privacy
have a theoretical “blind spot.”
38In this sense, she believes that her theory allows for the possibility of “context-relative variation” as an
“integral part of contextual integrity.”
39His IE framework includes the concept of the “infosphere,” comprising the totality of information entities/
objects. Floridi�s infosphere expands upon the notion of the “ecosphere” (or “biosphere”) by including
inanimate entities (i.e., information entities) as well as biological life-forms.
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extension, privacy protection). Unfortunately, it is not possible in the limited space of
this section to describe Floridi�s IE framework in the detail it deserves.40 For our
purposes, however, we can critically examine Floridi�s account of privacy without
necessarily having to embrace (or reject) his overall IE framework.41

Floridi draws a distinction between “pre-digital” and digital ICTs (Information and
Communication Technologies), noting that examples of pre-digital (or older) ICTs
include tools such as telescopes and telephones. He believes that pre-digital ICTs have
tended to reduce informational privacy in the infosphere because they reduce
“ontological friction” (Floridi, 2006, p. 110). Ontological friction refers to “the forces
that oppose the information flow within (a region of) the infosphere.” For Floridi,
“informational privacy is a function of the ontological friction of the infosphere”
(Floridi, 2005, p. 187, italics in original). Because digital ICTs are “ontologizing
devices” that can “re-ontologize the infosphere” by increasing ontologizing friction in
it, Floridi believes that digital ICTs can increase informational privacy. He also
believes that because digital ICTs can “change the nature of the infosphere,” they
change the “very nature of privacy” as well as our appreciation of it. Thus, Floridi
claims that informational privacy “requires an equally radical reinterpretation,” – that
is, one that takes into account the “essentially informational nature of human beings
and of their operations as informational social agents.”

Floridi (1999, p. 53) argues that privacy is “nothing less than the defence of the
personal integrity of a packet of information” (i.e., the individual) and that an invasion
of an individual�s informational privacy is a “disruption of the information environ-
ments that it constitutes.” He goes on to assert that a violation of privacy “is not a
violation of ownership, of personal rights,” but instead is “a violation of the nature of
information itself.” So in Floridi�s account, a violation of privacy is not tied to an
agent�s personal rights (e.g., rights involving control and ownership of information);
rather, it is linked to conditions affecting the information environment that the agent
constitutes. According to Floridi, an agent “is her or his information.”For example, he
points out that the sense of “my” in “my information”

is not the same as �my� in �my car� but rather the same as �my� as in �my body� or �my
feelings�; it expresses a sense of constitutive belonging, not of external ownership, a
sense in which my body, my feelings, and my information are part of me but are not my
(legal) possessions (Floridi, 2005, p. 195).

Becauseeachperson is“constitutedbyhis orher information,”Floridi concludes that
a breach of one�s informational privacy is “a form of aggression towards one�s personal
identity” (Floridi, 2005, p. 194, italics in original). He also argues that there is no diffe-
rencebetweenone�s“informational sphere” andhisorherpersonal identity, becauseone
is one�s information. In equating privacyprotectionwith theprotectionofone�s personal
identity, however, Floridi�s theory seems to conflate informational privacywith another

40For an excellent overview of Floridi�s IE theory, see the account by Bynum in Chapter 2 of this volume.
41I have argued elsewhere (Tavani, 2007c) that Floridi�s privacy theory can be analyzed independently of his
ontological framework of IE.
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kind of privacy, namely, psychological privacy, or what he calls “mental privacy.”
Furthermore, Floridi tends to undermine a fundamental distinction hemakes elsewhere
(Floridi, 1999, p. 52) in differentiating informational privacy frommental privacy. So in
Floridi�s scheme, itwould seem that informational privacy andmental privacy reduce to
the same thing. If this is the case, Floridi�s theory also could be construed to be a
“personality theoryofprivacy” asmuchas it is an“ontological theoryofprivacy.” In this
sense,hisprivacy theorycanbeanalyzedindependentlyofits connectionwithhisoverall
IE (macroethical) framework and the ontological concepts that comprise it.

Floridi�s ontological theory can be interpreted as providing a fresh and interesting
perspective on informational privacy, despite potential objections that might arise in
response to concerns about the roles that concepts such as the infosphere and
“ontological friction” play in it. For one thing, his theory presents a clear and
straightforward case for why a violation of one�s privacy need not be tied to one�s
loss of control/ownership of personal information. However, his theory is less clear
with respect to two important points: (1) when a privacy violation (as opposed to a
mere loss of privacy) occurs in the infosphere and (2) which kinds of information
entities deserve privacy protection. With regard to (1), we saw that Floridi suggests
that a “disruption” of the information environment results in a violation of privacy,
but he does not tell us what counts as an actual violation of privacy (in a normative
sense) versus a loss of privacy (in a descriptive sense) in the infosphere. Perhaps if
Floridi were to incorporate into his privacy theory the notion of a “situation” (a la
RALC) or a “context” (in Nissenbaum�s sense of the term), he could respond to
this challenge. Regarding (2), we should note that Floridi describes privacy as a
“fundamental right of information entities,” but he does not say anything about
which information entities enjoy this right and which do not. Perhaps an answer to
this challenge can be found in Floridi�s account of notions such as “agency” and
“informational social agents in the infosphere.” However, an analysis of these
concepts is beyond the scope of this section.

Perhaps Floridi will respond to the kinds of challenges described in the preceding
paragraphs in future work on privacy theory within the context of his overall IE
framework.42 We should note, however, that Floridi may intend for his (ontological)
privacy theory to work in conjunction with, and thus supplement, other informational
privacy theories rather than replace those theories altogether.43

6.3.4.3 Categorial Privacy Vedder (2004) argues that we need a new category
of privacy, distinct from both “individual privacy” and “collective privacy”, which he
calls “categorial privacy.”He believes that this new privacy category is needed because
of the way individuals can easily become associated with and linked to newly created
groups that are made possible by technologies such as KDD (Knowledge Discovery in

42I have argued elsewhere (Tavani, 2007c) that Floridi�s theory would benefit from addressing these
challenges.
43Floridi (2006) suggests this possibility when he says that a “mature theory” will coordinate with other
privacy theories. This interpretation is compatiblewith Floridi�s overall IE theory, which he sees as working
in conjunction with other macroethical theories rather than replacing them.
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Databases) and datamining (described in Section 6.4.2). Vedder argues that individuals
who eventually become identified with some of these newly created groups lack
adequate privacy protection because current privacy laws protect only “personally
identifiable information” that applies to individuals themselves.He points out that these
laws do not protect individuals once their personally identifiable information has
become aggregated, as it is, for example in the data mining process. Thus, Vedder
believes that a new normative category of privacy protection must be established to
protect individuals from misuses of their personal data in aggregated form, especially
because such data can be used to make important decisions about individuals.

Of course, we can ask whether a new category of privacy protection is necessary,
even if Vedder�s analysis of current privacy laws as inadequate is correct.We examine
Vedder�s framework of categorial privacy in detail in Section 6.4.2, in our analysis of
privacy threats posed by data mining technology.

In concluding this section,we should note that other kinds of benchmark theories of
informational privacy also have been advanced in the information ethics literature.
Unfortunately, however, considerations of space will not allow us to examine those
theories in the detail that some might warrant. We next examine four categories of
informational privacy in terms of some challenges that specific technologies pose for
them.

6.4 SOME TECHNOLOGY-BASED CONTROVERSIES AFFECTING
FOUR CATEGORIES OF INFORMATIONAL PRIVACY: CONSUMER,
MEDICAL, EMPLOYEE, AND LOCATION PRIVACY

Informational privacy concerns can affect many aspects of an individual�s life – from
commerce to healthcare to work to recreation. For example, we speak of consumer
privacy,medical/healthcare privacy, employee/workplace privacy, and (more recently)
“location privacy.”We briefly examine some examples of each vis-�a-vis threats posed
by specific information/computer technologies.44

6.4.1 Consumer Privacy and the Threat from Cookies Technology

What expectations should consumers have about retaining their privacy when
engaging in consumer transactions online, as millions of people currently do in e-
commerce activities? For one thing,manyonline consumersmaynot realize thatwhen
interacting withWeb sites they are subject to privacy-related threats posed by cookies
technology.Cookies are text files thatWeb sites send to and retrieve from the computer
systems of Web users.45 Cookies technology enables Web site owners to collect
information about users� online browsing preferences when users interact with their
sites. This technology is controversial, in part, because of the novel way that

44Many examples used in Sections 6.4.1–6.4.4 are taken from my discussion of privacy in Tavani (2007a).
45Cookies are not only used by commercial Web sites; users who interact with Web sites solely for
recreational (and other noncommercial) purposes are also subject to cookies.
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information about users is collected, stored on the hard drives of the user�s computer
system, and later retrieved from the user�s system and resubmitted to a Web site the
next time the user accesses that site.

Both critics and defenders of cookies technology have advanced arguments. Critics
tend to worry about the kinds of consumer profiles that can ultimately be created via
cookies.46 They also point out that the exchange of data between the user andWeb site
typically occurs without the user�s knowledge and consent and that unlike alternative
data-gatheringmechanisms, cookies technologyactually stores thedata it collects about
a particular user on that user�s computer system.Consequently,many critics believe that
practices involving the monitoring and recording of an individual�s activities while
visiting a Web site, and the subsequent downloading of that information onto a user�s
computer (without informing the user), violate that individual�s privacy. Among those
whodefendtheuseofcookiesaremanyownersandoperatorsofonlinebusinesses.Some
arguethatcookies technologyactuallyperformsaservicefor repeatusersofaWebsiteby
customizing the user�s means of information retrieval. They point out, for example, that
cookies provide users with a list of preferences in future visits to that Web site.

It is worth noting that some technology-based solutions to problems generated by
cookies have been proposed and implemented. These include privacy-enhancing
technologies (or PETs) that assist Internet userswhowish to identify, block, or disable
cookies on a selective basis. PETs such as PGPcookie.cutter, for example, have been
particularly helpful to users with olderWeb browsers; many current browsers provide
users with a built-in feature to disable cookies, so that users can either opt in or opt out
of cookies. Of course, this feature is useful only to users who (a) are aware of cookies
technologyand (b) knowhow toenable/disable that technologyon theirWebbrowsers.
Even with this technology, however, users cannot necessarily opt out of cookies for
every site they visit. For example, some Web sites will not allow users access unless
they accept cookies. So, online consumers may be forced to accept cookies to interact
with certain e-commerce sites. We revisit some issues affecting cookies and PETs in
Section 6.5.3 in our discussion of informational privacy policies.

6.4.2 Medical/Healthcare Privacy and the Threat from Data Mining
Technology

Are concerns about medical and healthcare privacy, especially the protection of a
patient�s medical records, exacerbated by information technology? If so, are new
policies and laws needed to address these concerns? Privacy advocates have raised
concerns about the ways in which a person�s medical and healthcare data can be
manipulated and abused with the aid of information/computing technologies. These
concerns have helped to influence the enactment of somemedical/healthcare-specific
privacy laws such as the Health Insurance Portability and Accountability Act

46A controversy arose when DoubleClick.com, an online ad marketing firm that used cookies technology,
tried to acquireAbacus, a database company. IfDoubleClick had succeeded, it could havemerged records in
the “off-line” database of Abacus� customers with information about the consumer profiles it had acquired
online via cookies. For an analysis of this case, see Tavani (2004a, 2007a).
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(HIPAA), which includes standards for protecting the privacy of “individually
identifiable health information” from “inappropriate use and disclosure.” However,
critics, such asBaumer et al. (2006), note that it is not clearwhetherHIPAAadequately
addresses concerns affecting “nonconsensual secondary uses” of personal medical
information, which has been exacerbated by technologies such as data mining.

How, exactly, does data mining contribute to privacy concerns affecting the (non-
consensual) secondaryusesofpersonal information? Inanswering thisquestion,we first
briefly describe what data mining is and then show why it can be controversial with
respect to themanipulationofpersonal data.Datamining is a technique that searches for
patterns indatathatcanrevealorsuggest informationaboutpersons thatwouldotherwise
not beeasilyattainable.Unlike thekindofpersonaldata that resides in explicit records in
databases, information acquired about persons via data mining is often derived from
implicit patterns in the data.47 The patterns, in turn, can suggest the existence of “new
groups” that can also include certain “facts,” relationships, or associations about the
persons included in them.Unlike profiles involving traditional or conventional groups –
for example, the group of females, the group of historians, the group of libertarians (and
even) thegroup of peoplewho drive blue cars, and so forth – groups generated fromdata
mining can be based on profiles that include nonobvious information. Because people
may not be aware that they have been assigned to such groups, and because decisions
about them can bemade on the basis of their associationwith those groups, datamining
has been considered a controversial practice.

Most people who are assigned to traditional groups would not be surprised if they
were told that they have been identified with such groups or categories (such as the
group of females, historians, and so forth). However, individuals assigned to some of
the new groups generated by the use of data mining tools might be very surprised to
discover their association with these groups and to learn of some “new facts” about
them that can be suggested by virtue of their identification with these groups. For
example, Custers (2006) notes that a data mining application might reveal an
association that suggests a “fact” about a person who drives a red car – namely, that
suchaperson is amemberof thegroupofpeoplewhobothdrive redcars andhavecolon
cancer. In this case, the owner of a red carmay bevery surprised if hewere to learn that
he belongs to a group of individuals likely to have or to develop colon cancer merely
because of statistical correlation that would seem to have no obvious basis in reality.

Typically, the new groups that are based on arbitrary and nonobvious statistical
information,viadatamining, arederived frompersonaldata after it hasbeenaggregated.
But asVedder (2004)points out, oncean individual�s data is aggregatedandgeneralized,
theindividualhasnosayinhowthatdataisfurtherprocessed—forexample,howitisused
in secondary applications.48 This is because normative requirements for protecting

47For an account of why datamining technology threatens informational privacy inways that go beyond the
kinds of privacy threats posed by earlier computing/information technologies, see Tavani (1999).
48One controversy here involves the question of informed consent. If an individual,X, consents to having his
personal information used in procedure A, andA implies B (say an aggregation of data involvingA), does it
follow that X has consented to have his or her information used in B?O�Neill (2002) describes this problem
as the “opacity” of informed consent.
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personaldataapplyonly to thatdataqua individualpersons.49Vedder argues that current
privacy laws offer individuals virtually no protection with respect to how information
about them acquired through data mining activities is subsequently used, even though
important decisions canbemadeabout those individuals on thebasis ofpatterns found in
themined personal data.Whereas an individual has a legal right to access and rectify her
personaldataasitappliesstrictlytothatindividual,shedoesnotenjoythesamerightswith
respect to personal information that is derived from that data.50 For example, that kindof
informationcanbeusedbyotherswithout theirhaving toobtain theexplicit consent todo
sofromtheindividualwhosedatahasbeenaggregated.51Considerthatinformationabout
an individual�s having a statistical probability of acquiring a certain disease merely
because of an associationwith an arbitrary group profile generated bydatamining could
result in that individual’s being the victim of stigmatization and discrimination. As we
noted in Section 6.3.4.3, Vedder has argued that a new category of privacy protection,
called “categorial privacy,” is needed to protect individuals from the kind of privacy
threats made possible by the use of data mining technology (in both medical and
nonmedical contexts).

6.4.3 Employee/Workplace Privacy and the Threat from Surveillance
Technologies

In the past, it was not uncommon for organizations to hire people to monitor the
performance of employees in the workplace. Now, however, there are “invisible
supervisors” – i.e., computers – that can continuously monitor the activities of
employees around the clockwithout failing to record a single activity of the employee.
Introna (2004) points out that 45% ofmajor businesses in theUnited States record and
review employee communications and activities on the job. These include an employ-
ee�s phone calls, e-mail, and computer files.52 Introna believes that surveillance
technology, which has become less expensive, has also become “less overt and more
diffused.”He also points out that current technology has created the potential to build
surveillance features into the “very fabric of organizational processes.”Consider that
this technology is nowbeingused tomeasure such things as the number of keystrokes a
worker enters per minute, the number of minutes he or she spends on the telephone
completing a transaction (such as selling a product or booking a reservation), and the
number and length of breaks he or she takes.

One controversial practice affecting workplace surveillance has involved the
monitoring of employee e-mail. Should employees expect that they can send and

49Vedder (p. 463) argues that because personal data is commonly defined and understood as data and
information relating to an “identified or identifiable person,” our privacy laws are based on “too narrow a
definition of personal data.”
50This factor has prompted Fulda (2004, p. 472) to raise the following question: “Is it possible for data that do
not in themselves deserve legal protection to contain implicit patterns that do deserve legal protection . . .?”
51For an analysis of some of the problems in achieving “valid informed consent” for research subjects in the
context of data mining and genetic/genomic research, see Tavani (2004b).
52Introna notes that additional forms of monitoring and surveillance, such as reviews of phone logs or
videotaping for security purposes, bring the overall figure on “electronic oversight” to 67.3%.
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receive private e-mail messages on an employer�s computer system? While many
companies have developed explicit policies regarding the use of e-mail, as well as the
use of other employer-owned computer system resources, not all organizations have
done so. As a result, it is not always clear which kinds of privacy protection employees
can expect in e-mail conversations.

Rudinow and Graybosch (2002) describe two controversial cases affecting e-mail
monitoring: one involving a major hospital chain in the United States that uses
software to scan employee e-mail for keywords that may indicate “inappropriate”
content, and another involving a major corporation that uses software to reject
incoming e-mail messages that havewhat that company determines to be “offensive”
content. Do practices such as these violate employee privacy rights and expectations?
If so, under which conditions (if any) should e-mail monitoring be morally permissi-
ble? A thoughtful analysis of these questions is offered by Spinello (2002), who
believes that individuals havea “prima facie right” to the confidentiality of their e-mail
communications. He also believes, however, that this rightmust be carefully balanced
with a corporation�s “information requirements” and its “need to know.”

Issues affecting e-mail privacy in particular, and employee/workplace privacy in
general,meritmuchmorediscussionthancanbeprovidedhere.Nonetheless, it shouldbe
clearfromouranalysisthusfarwhytheconcernsbrieflyidentifiedherearerepresentative
ofsomeof the important challenges for informationalprivacy in the twenty-first century.

6.4.4 Location Privacy and the Threat from RFID Technology

Recent technologies have made it possible to track a person�s locations at any given
point in time. For example,Global PositioningSystem (GPS) technologies canbeused
to pinpoint a person�s location within a few meters. And Highway Vehicle Transpor-
tation schemes, such as E-ZPass, record the date and exact time a vehicle passes
through a toll plaza. In response to concerns raised by these and related technologies,
privacy analysts have recently introduced a new category called location privacy. One
technology that is closely associated with this kind of privacy concern is RFID, which
consists of a tag (microchip) and a reader. The tag has an electronic circuit, which
stores data, and an antenna that broadcasts data by radio waves in response to a signal
from a reader. The reader also contains an antenna that receives the radio signal, and it
has a demodulator that transforms the analog radio signal into suitable data for any
computer processing that will be done (Lockton and Rosenberg, 2005).

Although the commercial use of RFIDs was intended mainly for the unique
identification of real-world objects (e.g., tracking items sold in supermarkets), which
would not seem to be controversial, the tags can also be used to monitor those objects
after they are sold. RFID technology can also be used for tracking the owners of the
items that have these tags. As Nissenbaum (2004, p.135) worries:

Prior to the advent of RFID tags, customers could assume that sales assistants, store
managers, or company leaders recorded point-of-sale information. RFID tags extend the
duration of the relationships, making available to. . .others a range of information about
customers that was not previously available.
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So, on the one hand, RFID tags can function as “smart labels” that make it much
easier to track inventory and protect goods from theft or imitation. On the other hand,
these tags pose a significant threat to individual privacy. Thus, someprivacy advocates
worry about the accumulation of RFID transaction data by RFID owners and how that
data will be used in the future. For example, organizations such as the Electronic
Privacy Information Center (EPIC) and the American Civil Liberties Union (ACLU)
have expressed concerns about the kinds of privacy threats made possible by RFID-
based systems.

Many ranchers in theUnited States nowuseRFID technology to track their animals
by inserting tags into their animals� ears. In the not-too-distant future, major cities and
municipalities might require RFID tags for pets. Policies requiring RFID tags for
humans, especially for children and the elderly, may also be established in the future.
Currently, some nursing homes in the United States provide their patients with
RFID bracelets. Adam (2005) notes that chips (containing RFID technology) can be
implanted in children so that they can be tracked if abducted; however, sheworries that
wemay come to rely too heavily on these technologies to care for children. So, despite
some of the benefits of RFID, a number of social concerns affecting location privacy
will need to be resolved as we continue to implement this technology.

Thus far, we have examined some specific kinds of informational privacy threats
posed by the development and implementation of a range of diverse technologies –
i.e., from cookies to data mining to RFID. In an earlier section of this chapter, we
examined some theories of informational privacy that attempt to explain what privacy
is, why it is important, andwhy it should be protected. In the next section, we examine
some relatively recent proposals that have been advanced for framing comprehensive
policies for protecting informational privacy.

6.5 FRAMING APPROPRIATE POLICIES FOR PROTECTING
INFORMATIONAL PRIVACY

Can we establish policies that are sufficiently comprehensive in scope to protect
informational privacy, given the threats posedby thekindsof information technologies
described in the preceding section? Before answering that question, I believe that it is
useful to consider two more basic questions: (1) What kind of value is privacy? (2)
Why is privacy valued, and thus worth protecting?

6.5.1 What Kind of Value is Privacy?

Philosophers generally distinguish between intrinsic values—that is, where some
things arevalued for their own sake—and instrumental values,where things arevalued
because they provide ameans for achieving some end or ends. Van denHoven (2005),
in his analysis of privacy as a value, distinguishes between “intrinsicalist” and
“functionalist” accounts. Whereas the former view privacy as valuable in itself, the
latter argue that privacy serves other values and that its importance should thus be
explained in terms of those values (e.g., security, autonomy, and so forth).
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Because it is difficult to interpret and defend privacy as something that has intrinsic
value, it would seem that, by default, privacymust be viewed as an instrumental value.
However, Fried (1990) and Moor (2004) have both put forth accounts that attempt to
straddle the divide between intrinsic and instrumental values of privacy. Fried believes
that privacy is unlike most instrumental values, which serve simply as one means
among others to achieve some end. Instead, he argues that privacy is essential for
certain important human ends, that is, it is necessary to achieve trust and friendship.
Fried also notes that we tend to associate instrumental values with contingent, or
“non-necessary,” conditions. But owing to the fact that privacy is necessary for
achieving certain human ends, it cannot be regarded as something that is merely
contingent (likemost instrumental values). In Fried�s scheme, we do not simply value
privacy to achieve important human ends; rather, those ends would be inconceivable
without privacy.

Moor also suggests that privacy is more than simply an instrumental value, but he
uses a strategy that is different from Fried�s to make this point. Moor argues that
privacy can be understood as the articulation, or expression, of a “core value”—
namely, security—which he believes is essential across cultures for human flourish-
ing.53 He also points out that as information technology insinuates itself more and
more into our everyday lives, it increasingly threatens our privacy. As a result,
individual privacy is much more difficult to achieve in highly technological societies.
And because privacy expresses the core societal value of security, the possibility
of fully realizing human flourishing in an information society is threatened. Thus,
in Moor�s scheme, privacy is a value that would seem to have more than mere
instrumental worth.

6.5.2 Why is Privacy Valued?

Some privacy theorists, includingWestin (1967), believe that privacy is essential for
freedom and democracy. Others, such as Henkin (1974) and Johnson (1994), believe
that privacy is essential for autonomy.54 Moor (2006) and DeCew (1997) each use
the metaphor of a “shield” to show why privacy is an important human value.
For example, Moor (p. 114) describes privacy as a “kind of shield that protects
individuals from the harmful demands and idiosyncrasies of society, and in some
cases protects other members of society from individuals.” DeCew argues that
because privacy acts as a shield to protect us in various ways, its value lies in the
“freedom and independence” it provides for us. In her view, privacy also serves as a
shield that protects us from certain kinds of “intrusions and pressures arising from
others� access to our persons and to details about us” as well as from pressure to
conform (DeCew, p. 74).

We should also note, however, that some authors have focused their analyses on
what theybelieve tobe a“darker side”ofprivacy.For example,MacKinnon (1989) and
Allen (2003), bothwriting from the feminist perspective,worry that privacyclaimscan

53See also Moor (1999) for an account of the core values needed for human flourishing.
54Also, see Benn (1971) for a description of the relationship between privacy and autonomy.
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easily be used to shield abusive situations in families.55 Others who have been critical
of privacy as a positive value include Posner (1978) and Etzioni (1999). Posner (p. 22)
worries that privacy can be used by individuals to “manipulate theworld” around them
through the “selective disclosure of facts about themselves,” or it can be used as a
“cloak” to avoid disclosing information altogether. Etzioni believes that privacy can
promote an individualist agenda that can be harmful to the social good.56

If thesecritics are correct, itwould seemthatprivacy is something thatmainlybenefits
individuals,andthatitdoessoattheexpenseofsocietyasawhole.However,Regan(1995,
p. 212) argues that privacy not only is avalue to the individual as an individual, but also is
important to society in general. She points out that often we mistakenly frame debates
about privacy in terms of how to balance privacy interests as individual goods against
interests involving the larger social good. Regan believes that there are three bases for
understanding the social importance of privacy. First, privacy is a common value in that
virtually all societies and “all individuals value some degrees of privacy and have some
commonperceptions about privacy.” Second, privacy is a public value in that it has value
“notjusttotheindividualasanindividualortoallindividualsasindividualsincommonbut
alsoto thedemocraticpoliticalsystem.”And, third,privacy isbecomingwhatRegancalls
a collective value in that “technology and market forces are making it hard for any one
person to have privacy without all persons having a similar minimum level of privacy”
(Regan, p. 213).

Regannotes that instead of trying to understand the importance of privacy to society,
we have instead focused on the importance of privacy to the individual. One result of
this has been that the philosophical basis that has been used to ground privacy policy
has oversimplified the importance of privacy to the individual and has failed to
recognize its broader social importance (Regan, p. 221). She believes that if privacy
were understood in its broader dimensions, that is, as something not solely concerned
with individual goods but as contributing to the broader social good, then privacy
would have a greater chance of receiving the appropriate consideration it deserves in
policy debates involving the balancing of competing values and interests. Because
manyof the interests competingwith privacy havegenerally been recognized as “social
interests,”Regan believes that privacy “has been on the defensive.” She concludes that
we need policies that take into account privacy�s value as an important social good.

6.5.3 Framing a Comprehensive Policy for Protecting Informational
Privacy

Generally, policy proposals for protecting informational privacy have called for either
(a) strong privacy legislation (and governmental regulation) or (b) better industry self-
regulation. Although most privacy advocates have preferred the former, many in the
commercial sector have tended to support the latter. Others, however, have argued that

55See DeCew (p. 83) for a description of howMacKinnon�s views can be interpreted to support the “darker
side of privacy.”
56For a sympathetic analysis of some of Etzioni�s views on privacy, especially as they intersect with issues
affecting security, see Himma (2008).
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a “technological solution” is possible via privacy-enhancing technologies (or PETs),
defined in Section 6.4.1. Some proposals see PETs as providing a crucial role because
they can “empower” users to take greater control of their privacy. Although not
everyone agrees that PETs provide the “silver bullet” that their proponents suggest,57

these tools have nonetheless played a prominent role in some recent proposals for
privacy policies.

A number of comprehensive informational privacy policies have been proposed
during the last decade. Most have called for some combination of legislation and
industry self-regulation. Additionally, some proposals have called for a privacy
oversight commission (see, e.g.,Clarke,1999) similar to those established in countries
such as Canada. A proposal by Clarke also calls for the establishment of a “privacy
watchdog agency” aswell as the use of sanctions, which he believes are needed for his
(or any) privacy protection policy to be successful. A similar kind of policy has been
proposed by Wang et al. (1998), who believe that governments, businesses, and
individuals each have a key role to play. Like Clarke, Wang et al. call for the
establishment of independent privacy commissions that would (i) oversee the imple-
mentation and enforcement of various privacy laws and (ii) educate the public about
privacy issues. Whereas businesses would be responsible for promoting self-regula-
tion for fair information practices and for educating consumers about online privacy
policies, individuals themselves would be responsible for using privacy-enhancing
technologies and security tools.

Another kind of comprehensive proposal, put forth by DeCew (2006), would
require federal guidelines mandating the “priority of privacy.” In this scheme, the
collection and storage of data require “maximal privacy protection as the default”
(DeCew, p. 128). Calling for a “presumption in favor of privacy,” the model proposed
byDeCewwould try topreserve the anonymityofdatawhereverpossible. Itwouldalso
establish “fair procedures” for obtaining the data. For example, it would require that
the personal data collected has both “relevance and purpose,” and it would specify the
“legitimate conditions of authorized access.” This scheme would also require com-
mitments for developing “systematic methods for maintaining data quality,” that is,
ensuring that “data collected for one purpose not be used for another purpose, or be
shared with others without the consent of the subject” (DeCew, pp. 127–128). The
retention time of the data would also be limited to what is “necessary for the original
purpose of the data collection.” DeCew�s model would also require that people are
educated, consulted, and allowed to give consent or refusal through a process of
“dynamic negotiation,” where individuals could continuously negotiate with busi-
nesses. In this sense, individuals would have some say as to whether or not data about
them is collected and, if so, how that data is subsequently used. Unlike the current
default practice in many e-commerce transactions, individuals would have to specifi-
callyopt in tohave their data collected andused, rather thanbeing required toexplicitly
opt out.

Although none of the models we have examined thus far is easily implemented,
each shows why a comprehensive policy is needed to ensure adequate privacy

57For a critical analysis of PETs, see Tavani and Moor (2001).
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protection. Each proposal also supports the view that an adequate privacy policy
should be as open and transparent as possible. Perhaps the RALC framework, which
we examined in Section 6.3.3, can inform the design of a privacy policy that aspires to
be both transparent and comprehensive. In our analysis of RALC, we saw that
individuals could only be ensured of having their privacy protected in “situations”
or zones that were declared “normatively private.” Additionally, RALC requires that
the rules for establishing a normatively private situations be “public” and open to
debate and that the rulesmust be known to all those in or affected by a situation (Moor,
1997). These rules are explicitly articulated in RALC�s Publicity Principle, which
states “Rules andconditionsgoverningprivate situations shouldbe clearandknown to
the persons affected by them” (Moor, p. 32; italics in original).

Consider how this principle might be incorporated into a privacy policy involving
cookies technology (described in Section 6.4.1). An adequate policy would need to
spell out clearly the rules affecting the privacy expectations and requirements for users
who interact with Web sites that use cookies. First, users would need to be informed
that the site they are considering accessing uses cookies. The users would also need to
be told whether information about them acquired via cookies could be used in
subsequent contexts. At the same time, online businesses might wish to inform
consumers about some of the financial benefits, for example, in the form of consumer
rebates and discounts, they could expect to receive if they accepted cookies. When all
of the informationabout thepotential implicationsof cookieshas beendisclosed, users
could make an informed decision about whether to accept or reject them. So the
Publicity Principle could be an integral component for a privacy policy affecting a
technology such as cookies.

Not only can RALC�s Publicity Principle help us to frame a clear and explicit
privacy policy for cookies technology, it can also be incorporated into policies
affecting the use of other kinds of information technologies that threaten personal
privacy. For example, the same principle used in determining whether personal
information accessible to cookies technology should be declared a normatively
private situation (following an open debate in the public forum) can also be applied
in the case of technologies such as data mining (described in Section 6.4.2) and
peer-to-peer (P2P) computer networks.58 In this sense, RALC�s Publicity Principle
can play a key role in informing the kinds of clear, open, and comprehensive policies
that are needed to protect informational privacy.

6.6 CONCLUDING REMARKS

We have examined various definitions and conceptions of privacy, with a principal
focus on controversies affecting informational privacy. In our analysis of informa-
tional privacy,we critically examined some traditional and contemporary theories.We
also examined some ways in which some relatively recent information/computer

58For a discussion of howRALC can be used to frame a policy affecting data mining, which closely follows
the strategy here involving cookies, see Tavani (2007b). And for a description of how RALC can be
incorporated into a privacy policy for P2P networks, see Grodzinsky and Tavani (2005).
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technologies have introduced informational privacy concerns that affect four broad
categories: consumer privacy, medical privacy, employee privacy, and location
privacy. Finally, we considered some proposals for comprehensive policies that aim
at protecting informational privacy.
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CHAPTER 7

Online Anonymity

KATHLEEN A. WALLACE

The termanonymity has been used to denote a number of related things: namelessness,
detachment, unidentifiability, lack of recognition, loss of sense of identity or sense of
self, and so on. Anonymity can also be brought about in a variety of ways and there are
manypurposes, both positive and negative, that anonymity could serve, such as, on the
positive side, promoting free expression and exchange of ideas, or protecting someone
from undesirable publicity or, on the negative, hate speech with no accountability,
fraud or other criminal activity. Anonymity and privacy are also considered to be
closely related, with anonymity being one means of ensuring privacy.

7.1 ANONYMITY AS A FEATUREOF COMPLEX SOCIAL STRUCTURES

Before turning to a discussion of the concept of anonymity itself, it is worth noting that
recent concerns about anonymity may be an expression of a widespread feature of
contemporary social organization and of the extent to which technological features of
that organization affect with whomwe interact, how we interact with one another, and
howwethinkofourselvesas related, sociallyandethically, toothers.Anonymitymaybe
deliberately sought or something that occurs spontaneously from the sheer complexity
of modern life. The idea of a kind of naturally occurring, “spontaneous anonymity” is
embodied in characterizations of someone as a member of an anonymous mass or in
expressions suchas“the logicofanonymity inmodern life.”Thereare two ideasatwork
here.One is the thought that anonymitycouldbe thebyproductof sheer sizeaswhenone
is among a throng of people who don�t know one another. The other is the thought that
anonymity could be the byproduct of complex social organization, where society is
organized such that one�s social locations are dispersed and not necessarily connected
with one another; for example, one�s work environment may be disconnected from or
not overlapped with one�s familial locations. Theworry embodied in a phrase like “the
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logicofanonymity inmodern life” seems tobe that sheer complexity, sheer size, or both
render someone, as a particular individual, largely unknown to others and that when
individuals are not known as individuals to others this can lead to depersonalization,
stereotyping, and prejudicial attitudes.1 Such spontaneously occurring social anonym-
itymay be involved in the problemof accountability for institutional decisionsmadeby
“manyhands.”2At thesametime,suchanonymitymayalsoenhance thedevelopmentof
individuality in so far as it frees one from the possible stifling effects of close and/or
traditional social relations. Anonymity may also occur in more local and intimate
contexts too, but one reason that there may be so many contemporary expressions of
concern about anonymity and its effects on social relationships, responsible decision-
making, and accountabilitymay be due to aworry about the apparent easewithwhich it
is thought to occur spontaneously, so to speak in modern life.

The Internet as a social environment may be of concern in so far as it has the
capacity to increase the scope of natural or spontaneous anonymity as a by-product
of or endemic to the nature of online communicative relations. For instance, in
comparison to face-to-face and telephonic communications, social and person cues
are reduced in online communications, and people can easily adopt pseudonyms and
personae in chat rooms, blogs, and so on. However, the idea that in “cyberspace”
anonymity is given (whereas in “real space” anonymity has to be created), may be
mistaken. With the development of modern information technologies, there seems
to be an increase in the easewith which anonymity may be assumed and, at the same
time, an increase in the ease with which it may be undermined. Examples of the
former would be the capacity for anonymizing communication by using e-mail
accounts that do not require giving any personal information or which allow giving
false information, or by using chained remailers that encrypt and send portions of
messages.3 Regarding the latter, it may be that with techniques of data mining and
data correlation, clickstream tracking, or the patterns of users� web-browsing,
anonymity in cyberspace is, in some respects, only apparent; in other words, the
online user and the user of other electronic devices, such as cell phones with GPS
tracking capability, may be easily identifiable to others, although the user may not
realize it.4 In addition, as a new social environment, the Internet may offer newways
of self-identification, expression, and interaction with identifiable others.5

To the extent that anonymity is possible, worries about the undermining of identity,
self-cohesion and community have been expressed. For example, Dreyfus has

1This seems to be the kind of anonymity that Natanson (1986) has in mind in his development of Schutz�s
concept of typification.Gordon (1997), also extendingSchutz�s notion of typification, articulates a notion of
“perverted anonymity” as a way of conceptualizing one kind of prejudice experienced by dark-skinned
people of African origin.
2Thompson (1987).
3See Froomkin (1995), Kling et al. (1999). Lance Cottrell designed one remailer protocol calledMixmaster
and has since gone on to foundAnonymizer, Inc. Seewww.anonymizer.com andwww.livinginternet.com/i/
is_anon.htm (each last visited on September 24, 2006).
4As noted by Hayne and Rice (1997) and Spears and Lea (1994).
5Sites such as MySpace and Facebook may be instances of such development.
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suggested that the anonymity that is possible on the Internet creates the possibility of
detached, desituated spectators who are unable to make lasting commitments (Drey-
fus, 2001). The thought seems to be that the Internet makes it easy to move from one
communicative context or relationship to another with no lasting social ties having
been established. In so far as commitments are fundamental to the formation and
sustenance of a self, the Internet might be thought to undermine self-identity and
involvement in community and social interaction.

Goold, making the following point specifically with respect to closed circuit
televisions, has suggested that the anonymity or nonidentifiabilty of an observer or
monitor threatens privacy, specifically the dignity and autonomy that depend on some
degree of privacyoverwhoknowswhat about us.6Extending thatworry to the Internet,
monitoring of online communications where themonitor is invisible or anonymous to
the user, but the user knows or suspects that such monitoring is occurring, may inhibit
free expression and inquiry. The ability to engage in free, political speechmay in some
contexts, for example, under repressive political regimes, depend on the capacity to
make anonymous or pseudonymous utterances. Yet, in some contexts, anonymous
monitoring is important for criminal investigation and public security. On the other
hand, anonymity for the user is often associated with privacy and the ability to make
sensitive inquiries without public exposure, for instance, anonymity may facilitate
counseling, online or through other means, such as the telephone, and crisis outreach.

Ferguson (and others) has argued that a right to anonymity is an adjunct to a right to
privacy, where privacy is understood as applying to acts or communications that pose
no risks to others.7 von Hirsch has argued that expectations of anonymity, meaning
nonidentifiability, protect a sense of dignity and autonomy as we go about our lives in
public spheres (von Hirsch, 2000).

7.2 THE CONCEPT OF ANONYMITY

Anonymity has sometimes been taken to mean “un-name-ability” or “namelessness,”
but that is somewhat too narrow a definition.8 While a name is often a key and clear
identifier of a person, that is not always the case.Aname could be ambiguous (because
it is not unique), or theremaybecontexts inwhich someother tag (e.g., a social security
number) is a less ambiguous identifier of a person. Moreover, someone could be
clearly and unambiguously identified without naming her, for example, by giving
enough other identifying information such that the person can be uniquely picked out
even without having been named. For example, in the case of the CIA agent whose

6Goold�s (2002) suggestion is made in the context of a discussion of closed circuit television cameras
(CCTV) in public spaces, where CCTV raises theworries articulated by Foucault regarding the disciplinary
implications of surveillance and panoptic practices.
7Ferguson (2001) defined anonymity as “a condition where actors conceal or withhold their names from an
action they have performed” (p. 231), but as I will suggest anonymity should be understood more broadly
than only the withholding of a name. See also Feldman (1994, 1997).
8Others have made this point as well. See, for example, Nissenbaum (1999).
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identity was revealed to the press by someone in the Bush administration: that Valerie
Plame�s name was not uttered by those who revealed her identity does not mean that
they did not clearly identify her.

Anonymity presupposes social or communicative relations.9 In other words, it is
relative to social contexts in which one has the capacity to act, affect or be affected by
others, or inwhich the knowledge or lackof knowledge ofwho a person is is relevant to
their acting, affecting, or being affected by others.10 A hermit may be “nameless” or
unknown, but is not “anonymous.” Rather a hermit is an unrelated, socially discon-
nectedagentwhose lifeandactionsdonot, for themostpart, affectorarenot affectedby
the lives of others in a social environment (more on this below). Itmight be difficult for
someone to be a complete hermit in the sense that one�s actions are never known by,
affect, or are affected by others, but it is conceivable. In any case, while isolation is not
necessarily the same as anonymity, itmay be ameans of achieving anonymity. Isolated
existencemaybeamechanismforensuringanonymity11withrespect tosomeaction,as
for instance, in the case of theUnabomber,12 but is not by itself the same as anonymity.

Marx has offered the following conceptualization of anonymity: “To be fully
anonymous means that a person cannot be identified according to any of...seven
dimensions of identity knowledge.”13 The seven dimensions singled out by Marx—
legal name, locatability, linkable pseudonyms, nonlinkable pseudonyms, pattern
knowledge, social categorization, and symbols of eligibility-noneligibility14—identify
some of themost well recognized ways andmethods bywhich one can be anonymous.

In contrast, I have defined anonymity as “noncoordinatability of traits in a given
respect.” (Wallace, 1999, p. 25)Anonymity—ornoncoordinatability of traits such that
the person (or persons) is (are) nonidentifiable—obtains when it is known that
someone (or some people) exists, but who it is (or they are) is unknown; the action
or trait in virtue of which someone is known or believed to exist is not coordinatable15

9Wallace (1999), Kling et al. (1999).
10Wallace (1999). Others make this point as well. For example, “anonymity is fundamentally social.
Anonymity requires an audience of at least one person. One cannot be anonymous on top of a mountain if
there is no form of interaction with others and if no one is aware of the person” (Marx, 1999, p. 100).
11And vice versa. We should perhaps note that either of these could be involuntary or imposed as well as
chosen and sought.
12The Unabomber, now known to be Theodore Kaczynski, sent bombs to individuals in the United States,
most of whomhad some associationwith computer technology, over a 17 year period from 1979 to 1995.At
first, it was not even known whether it was a single individual or a group of individuals who was the
anonymous actor. He was identified after he succeeded in having some of his writing published in major
newspapers under the identity “Unabomber” and his brother recognized the ideas expressed and thewriting
as those of his brother, Theodore Kaczynski.
13Marx (1999).
14Marx (1999), p. 100.
15While the term “coordinate” might be associated with its use in “coordination problems,” I prefer
“coordinate” to “associate” because I want to suggest the idea that traits are colocated and co-ordered
(although such ordering is not limited to temporal succession or seriality). For example, someone�s familial
traits (e.g., the fact that she has no siblings) may be coordinated with some personality traits (the traits may
each be determinant conditions of the other). Anonymity obtains when others are unable to trace such
relations between traits so as to be able to identify, to pick out, the person.
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with other traits of the person(s).16 The “Unabomber”was able to remain anonymous
for as long as he did because he was socially isolated. But his anonymity consisted in
the lack of coordination between his agency qua “sender of bombs to computer
scientists” and his other socially recognizable traits and locations in social networks of
action. The definition of anonymity that I am offering differs fromMarx�s in so far as
by my definition (1) there has to be some potentially identifying trait that is known,
even though it is not otherwise known to whom the trait refers and (2) there is no
inherent limit on the kind of trait by virtue of which someone could be anonymous (or,
for that matter, known).

By “location” I mean not merely geographical or physical location but “position
in a network of social relations.”By “trait” I mean any feature, action, or location of
a person that can serve to get reference going. One might think of a trait as
expressible in a referential use of a definite description;17 thus, wherever there is
anonymity, we have some description that refers to an object, presumably a person,
an agent, that cannot be identified in a more specific way that would enable us to
identify that person. A trait could be what is sometimes thought of as a property or
attribute of an object or person, but it could also be something less strongly
characteristic of a person. For example, a number assigned to a person and their
blood sample would not typically be thought of as a characteristic of a person, but it
could suffice for reference in some context.18

Alternatively, a property that is characteristic of a person could be known, but
anonymity could still also obtain. Thus, “sender-of-bombs-to-computer-scientists” is
an attribute of TheodoreKaczynski (and a trait that could form the content of a definite
description referring to the Unabomber), but as long as it was noncoordinatable with
other traits, the Unabomber was not identifiable as Theodore Kaczynski. Thus, the
Unabomberwas initially known only as “sender of bombs to computer scientists,” and
that trait could not be coordinated with other traits (such as name, address,
employment).

16It is possible to be mistaken in a belief that there is someonewho exists. For example, if a pseudonym is
used that suggests there is a single person as actor or author when in fact the product or action is produced
or performed bymany people. In addition, it could also be the case that an action is only indirectly known
or experienced because one experiences only the effects of the action and is not aware of the actual cause
of those effects and thus is not aware of the agent. This would constitute an additional layer of
inaccessibility or noncoordinatability between the agent who seeks to remain anonymous and others.
17Russell (1956). In the case of anonymity, the idea is that there is a trait (action, feature, location) of a
person (or of persons) that is known and that gets reference going, butwithout actually identifying the object
of reference. (It is possible, of course, to bemistaken about the object of reference, for example, in thinking
that it is a single individual, when it might be a group of persons. And, with definite descriptions, it is
possible to have a definite description that is false but that still refers to an object, but that is a distinct issue
concerning definite descriptions. The main point here is that for a person or group of persons to be
anonymous, there is some trait of that person [or group] that gets reference going.) Comments from Ken
Himma and Tony Dardis, and discussions on this point with Jeroen van den Hoeven, Eric Steinhart, Tony
Dardis, and John Weckert were helpful on this point.
18Marx (1999) would categorize this use of numbers, or “opaque identifiers” as nonidentifiability through a
pseudonym, either linked or not linked to other identifying information. The degree of nonidentifiability
would depend on the degree and kind of linkages.
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Anonymity then is nonidentifiability by others by virtue of their being unable to
coordinate some known trait(s) with other traits such that the person cannot be
identified; it is a form of nonidentifiability by others to whom one is related or with
whomone shares a social environment, even if only or primarily byvirtue of the effects
of one�s actions. Anonymity defined as nonidentifiability by virtue of noncoordinat-
ability of traits is a general definition of anonymity that is intended to encompass any
specific form of anonymity.

This approach to anonymitypresupposes amodel ofa person (or a groupofpersons)
as a unique combination of interrelated traits; each trait is a position in a network of
relations, or, “order.”19 (“Order” is a generic term for designating any such network.)
Anonymity is the noncoordination or noncoordinatability of traits such that a person
cannot be picked out. To return to the Unabomber example; the Unabomber, qua
resident of Montana was located in a variety of economic orders, political orders,
cultural orders, and so on. The Unabomber as son (brother, uncle, nephew, etc.) is
located in a familial order, as bomb maker is located in an order of persons
knowledgeable about explosives, as someone fluent in English is located in the order
of English language speakers, as writer of his “Manifesto” is located in an order of
authors of political tracts, and so on.20AsUnabomber, hewas anonymous because that
trait (maker and sender of bombs) could not be coordinated with other traits such that
he as a person (as a unique interrelation of traits) was not identifiable to others.
However, when his “Manifesto” was published, he was located in another order (of
authors of published writings) by which another trait of his became known, and that
was coordinatable with his familial traits (through his family�s recognition of the
ideas); there was then sufficient coordinatability among traits that the Unabomber
became identifiable, initially to his family members and then through them to others.

This example illustrates how someone could be anonymous in one respect (e.g.,
with respect to public authorities) and not in another (e.g., with respect to family
members): the Unabomber became identifiable (not anonymous) to family members
while remaining anonymous to law enforcement officials and thewider public. It also
illustrates howanonymity (noncoordinatability of traits) in a given respect can depend
on voluntary cooperation of others to whom one is not anonymous. Thus, if Theodore
Kaczynski�s family members had chosen to remain silent and not bring their suspi-
cions to the attention of lawenforcement officials, theUnabombermay have remained
anonymous to those officials and the wider public for some indefinite period of time.

19For clarification, identical twins are not literally identical even though they have many genetic and
biological traits in common, each is a unique combination of traits. Even if there were exactly similar
counterparts in otherworlds, location in anotherworld is irrelevant to the issue of anonymity that is a kind of
identifiability or nonidentifiability relative to a world.
20“Being an English speaker” or “being a resident of Montana” is each a trait in so far as each characterizes
or is a determinate feature of the person. A trait doesn�t have to be unique; it could be trivial, although in
some context it could be the salient feature of someone (for example, suppose some context in which the
person happens to be the sole English speaker or the sole resident of Montana. In this sense, “being an
English speaker” or “being a resident of Montana” is no different as far as being a trait goes from “having
brown eyes”).
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Identifiability depends on there being relations between the traits of a person that
are coordinatable by others such that the person can be picked out, identified. In one
sense, a person is identifiable by virtue of every trait or location that she or he has. The
Unabomber is identifiable as bomber, resident of Montana, son, brother, and so on.
Each trait can potentially identify a person in so far as it is continuouswith (connected
to, located in, provides access to) the unique interrelation of traits that constitutes the
person. It is these relations thatmechanisms of anonymity render noncoordinatable by
(and hence, inaccessible to) others. Thus, theUnabomberwas anonymous because his
social isolation made it practically impossible to coordinate the Unabomber qua
bomber with enough other traits of the person so as to be able to identify the unique
interrelation of traits of that person.21 Similarly, in anonymous HIV testing, a
randomly assigned number linking a person with a blood sample is not coordinated
or coordinatablewith other traits of the person.22Theperson is identifiable as “number
x” in the order of—with respect to—testing of blood samples, but is anonymous in so
far as that trait of the person cannot be coordinated with other traits of the person.

Anonymity is achievable because there areways in which persons can deliberately
set up mechanisms by which to block the coordination of their traits with others. But
anonymity may also occur “spontaneously,” as noted earlier. In some contexts, for
instance in complex modern life, where persons may occupy many social orders that
do not overlap or are not connectedwith one another, traits that identify a person in one
social order may not be readily coordinatable with traits that are salient in another
social order. For example, a trait like familial location is a location or position in a
network of kinship relations (schematically represented by family trees). Familial
location is typically a clear identifier of a person, that is, provides access to the overall
integrityof thepersonbecause, typically, it is related to other locations of a person such
as first nameand surname, place andyear of birth, other familymemberswith relations
to and knowledge of the person. Hence, knowledge of someone�s familial location is
likely to provide access to further traits of the person. Typically, this trait can readily
pick out a person because it is immediately related to or coordinated with other traits

21Note: one doesn�t have to knowall of someone�s traits in order to identify to be able to identify her.What is
sufficient for identificationmay be highly variable, depending on the context, other background knowledge,
cognitive abilities of the persons involved, and so on.
22This, a randomly assigned number, would be what Nissenbaum refers to as an “�opaque� identifier, a sign
linking reliably to a person. . . that on the face of it, carries no information about the person.” (Nissenbaum,
1999).Onewould be further identifiable by one�s facewere anHIV counselor or technician to recognize one
on the street (assuming one had not used a disguise). Facial (and other physical) traits are another type of
location. Amethod of randomassignment of numbers for securing anonymityworks best either where there
is little likelihood of other overlapping locations of the persons involved or where overlapping locations are
likely to provide only fleeting encounters that are not easily coordinated with other locations of the persons
involved. Thus, it may work well in a large, urban environment but less well in a small town. In electronic
communication, such as that which takes place on the Internet, traces of any communication are virtually
inevitable. Whether they are coordinatable with other traits of a user/communicator would depend on the
scope of linkages established in sets of databases as well as the scope of “data mining.” The possibility of
systematic coordinatability of traits on the Internet may be stronger than it is in the large urban environment
and if it is, then that would pose interesting ethical questions concerning the desirability of linked databases
and the practices and methods of data mining.
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across awide rangeof locations or social relations.However thatmaynot always be the
case; for example, itmaynot be readily coordinatedwith one�s actions in the context of
being a New York City subway rider, or with one�s actions in the context of
employment if that is socially remote from one�s family. Conversely, if the only
known trait of someonewas that shewas aNYC subway rider, that trait by itself would
most likely be not coordinatable with other locations of the person.23

In the United States most persons are located in the order of the social security
system, which like familial location and unlike location in the order of English
speakers, is immediately related to many other locations of a person. Knowledge of a
social security number can provide access to many other locations of a person (e.g.,
marital, financial, health [records, insurance]). This highly coordinated connection of
traits is why identity theft involving social security numbers (or any other tag that has
easily coordinated trait connections) is so problematic as far as identity is concerned;
the other problems with identity theft concern theft, fraud, potential damage to one�s
credit record by virtue of fraudulent purchases, and so on.

It is not the uniqueness of a trait alone that enables the picking out of a person, but
rather the coordination of a trait with other traits. For example, “sender-of-bombs-to-
computer-scientists”maybeaunique trait, but it couldnotby itselfpickout a particular
person until it was coordinated with other traits of the person. By itself, it did not
provide access to other traits of the person until the paths of coordination with other
traits became traceable.

This approach to anonymity also allows for the following: that someone could be
known in one (some) respect(s) and anonymous in another. For example, an anony-
mous donor could be known in other ways by the recipient, even though the donorqua
donor is anonymous to the recipient. Ted Kazinski, we may suppose, was known for
many years to his family, before they ever suspected that he might be the Unabomber,
as son, brother, eccentric, and so on, evenwhile, unbeknownst to them, hewas also the
Unabomber. Or, suppose a detective investigating a murder has a best friend, Boris,
whom the detective knows well in a variety of respects and contexts. However,
suppose, unbeknownst to the detective, Boris is also themurderer in the crime that the
detective is investigating.24 Ted Kazinski was known and identifiable to his family
members as son, brother, eccentric, and so on, but was anonymous qua Unabomber.
Similarly, Boris is known and identifiable to his detective friend as friend, bowling
buddy, and soon, butwasanonymousquamurderer. (Thedetectiveknowsmany things
about his friend Boris, that themurderer is anonymous to him, but doesn�t know that it
is Boris qua murderer who is anonymous.)

Whether a trait provides the possibility of access to other traits and hence, to further
identification of a person depends on the relations of that trait to other traits of the
personand the extent towhich aprospective identifier hasor canhaveaccess, or has the

23It is also possible that someone could be such an unusual subway rider that atypicality in the order of
subway riders would allow for further identification of the person. For example, a regular rider of the
Broadway line in NYC might be able to locate some unusual characters for whom that subway line is their
“panhandling beat.”
24I borrow this example from Bo€er and Lycan (1986), p. 7.
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skills to get access, to traits and their connections. Methods of securing anonymity,
partial or (nearly) complete, seek to cut off access to other connected traits, seek to
isolate a trait or the location of a person from its connections to other traits or locations.
The appropriateness of the method in any given context depends on the capabilities of
the relevant others, the scope of anonymity sought, and the context(s) in which it is
sought. Adults and childrenmay have different cognitive abilities or practices and this
may be important to whether anonymity in a particular respect is achievable. For
example, an adult at a children�s Christmas party who is dressed up as Santa Claus
might be anonymous to the children, but not to the adults, if the former could not, but
the latter could coordinate the traits of the disguisewith other traits of the person such
as to recognize who the adult is.25 In such a case, the degree and scope of anonymity
could be fairly limited. Cognitive abilities might be relevant differentiating factors
in online situations involving children; among adults different degrees of technical
ability and familiarity with internet protocols and capacities could be relevant
differentiating factors that could contribute to appropriate use and understanding of
online anonymity.

In addition, in some contexts, including online contexts, anonymity may also
depend on participants� and providers� voluntary observance of normative restraints,
for example, legal or moral restraints governing access to confidential information.26

This would be another way in which anonymity might depend on the voluntary
cooperation of others in sustaining the noncoordinatability of traits and hence the
nonidentifiability of the person.

Anonymity is never complete unknowability. For anonymity to obtain there is
always someknowledge or identifier of the person, even if it is only invirtue of a single
trait or location that cannot be coordinated with other locations. As I have noted, an
identifier can be relatively opaque, meaning that the known trait, by itself, does not
carry much attributively true information about a person, for example, a bank account
number or blood sample number. Or, an identifier can be attributively true about a
person, but still noncoordinated with other traits, for example, the trait “sender-of-
bombs-to-computer-scientists.” Anonymity does not mean that there are no other
connected traits, but that in the relevant context(s) coordinatability of those traits by
others is severed or shielded (even if in some cases, others voluntarily enable the
severing by observing normative restraints). The isolation of the trait (or traits) from
other traits—the noncoordinatability of traits—is what renders a person anonymous.

I havebeen arguing that themain characteristic ofanonymity is noncoordinatability
of traits such that a person is (or persons are) nonidentifiable by others in at least some
respect(s).27 However, anonymity is to be distinguished from simply being unknown.
Anonymity applies to an agent or a recipient of an action, when an action, event, or
utterance has occurred and either the agent of the action or the recipient of the action
cannot be further identified (except as doer or recipient of action, respectively). If there

25John Weckert proposed this example. In this case, anonymity is achieved through pseudonymity or
disguise.
26Walter Sinnott-Armstrong raised this point.
27Wallace (1999). See also Marx (1999).
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is no specifiable respect inwhich there is a personwho is unidentifiable to others, then
the person is not anonymous, but simply unknown. For example, if I am sitting in a
hotel room in a city where no one knows me, I might be unknown and have all the
negative feelings of being unknown (e.g., feeling small, insignificant, invisible), but I
am not really anonymous. I become anonymous if, for example, I do something that
cannot be traced back tome, where I cannot be identified as the author of the action.28

Or, as another example, an unknownwritermay feel unrecognized, unappreciated, and
so on, but being unknown or not knowing that someone exists at all or in some respect
(s) is different from being anonymous. An anonymous author has a trait(s) or product
(s), for example, a book (that is not coordinatablewith other traits of the author) that is
located in social orders, whereas the unpublished, and hence, unknown, writer does
not. For example, if the trait “author (or writer) ofWaverly” were not coordinated by
the reading public with the person otherwise known as Sir Walter Scott then Scott
wouldhavebeen anonymous to his readers. In so far asScott�s name, familial relations,
address, and the like would not be known to readers, readers would be unable to
coordinate a known trait (“author ofWaverly”)with enough other traits of the author to
be able to identify the person as such. The extent towhich such coordination could not
(or could notwithout a great deal of effort) bemade is the extent towhich anonymity is
sustainable. Thus, anonymity is to be distinguished from total unknowability. With
anonymity, typically, there is some trait which is known, for example, that a book has
been authored, but the authorship cannot be coordinatedwith other traits of the author;
the identity of the anonymous author is unknown toothers except as author of the book.

Another sense in which unknowability is to be distinguished from anonymity is
when there are, or were, unknown but accessible facts about someone. So, consider
again an unknown writer. Suppose a writer has published something but with an
obscure press or publishing house, or the piece has gone out of print, havingmadenoor
little continuing impact on any community of readers. In such a case, wewould say the
writer is unknown, because some facts are unknownor havedisappeared in the dross of
history, rather than thewriter is anonymous. A spy or a “peeping tom”whose action(s)
is unknown by anyone except the spy or peeping tomwould not be anonymous by this
definition of anonymity. If andwhen the action becomes known by someone, then it is
possible to refer to the anonymous (unidentifiable) personwho is the agent. Anonymi-
ty presupposes some known fact, action, utterance, or event with respect towhich and
in some context some person(s) is (are) not further identifiable; anonymity is a way of
referring to a person(s). The performing of an action such as spying, even when it is
unknown and hidden, may create the possibility of the action becoming known, but
until it is known reference (to an anonymous agent) can�t get going.

It might be thought that anonymity can be sought for its own sake, as in cases of
persons who just want to be unknown as a matter of strong psychological preference.
Thismight simply be awayof expressing a strong desire for privacy, or a desire to have
a high degree of control over one�s social relations, or a desire for minimal (or the
ability to minimize) social relations. Social isolation could be a means to anonymity

28Thanks to Ken Himma for this example.
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(as it was in the case of the Unabomber), but by the approach being suggested here, by
itself unknownness by virtue of social isolation is not the same as anonymity.

7.3 ANONYMITY AND ETHICAL ISSUES IN INFORMATION
TECHNOLOGY

I will discuss only a fewout of themany possible types of cases where anonymitymay
be importantly relevant to understanding and evaluating the ethics of online activities
and the capacities of information technology. See also Bynum (2001). I will then turn
to a more general analysis of the purposes and ethics of anonymity.

7.3.1 Data Mining, Tracking, and User�s Presumption of Anonymity

Activities of computer users are tracked and compiled in databases, as well as are
attributes or characteristics (e.g., names, social security numbers, phone numbers) of
individuals. Depending on the extent of coordinatability and routes of access between
sets of databases, they can provide sophisticated and detailed ways of identifying
individuals for explicitmarketing, eavesdropping, andother purposes.Oneproblem in
this area is that the user may assume that her activities are anonymous, that is, not
coordinatable with her as an individual or with other distinguishing traits of her as an
individual. In fact, computer-mediated or online communication may encourage the
impression that one is anonymous, even though one�s activities may be relatively
easily coordinated, leading to identifiability by marketers, researchers, government
officials, and soon.29Theuser in such acase presumablydesires anonymity as awayof
ensuringprivacy, that is, nondisclosureofone�s person (interests, activities, associates,
and the like) to others. One problem here is not with anonymity itself, but that
anonymity is not in fact the casewhen it is presumed to be present. Ethical issues may
arise here if deliberate deceptive practices encourage such mistaken presumptions
about anonymity and privacy, especially when those presumptions occur in contexts
that lead to theunwaryusermaking choices or engaging in actions thatmakeher or him
vulnerable to unwanted exposure or intrusive monitoring.

29Computer-mediated communication can facilitate the impression of anonymity for a variety of reasons:
because a user is often isolated, or at least alone in some respect[s] during computer use; because apart from
chat rooms and other simultaneous user participation areas there may be an absence of immediate feedback
from specific others; because of use of account names or numbers that are not immediately correlatablewith
one�s name; because of ubiquitous cookies; because of many users� lack of sophistication inmanaging their
computer-mediated communications; and so on. The case of AOL Internet User No. 4417749, who was
revealed to be Thelma Arnold through detailed compilation of the searches she conducted, is a good
example of the user who presumes and acts on the presumption of anonymity. The number was supposed to
provide a shield of anonymity, but the record of searches published by AOL provided a discernible route to
Ms. Arnold. (The New York Times, August 9, 2006, http://www.nytimes.com/2006/08/09/technology/
09aol.html?_r¼1&oref¼slogin, visited August 12, 2006. AOL�s publication of data is a distinct issue from
the user�s beliefs about her anonymity (and privacy). The AOL publication of search records may itself be a
case of a provider failing to observe appropriate normative restraints.)
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A related issue concerns encryption technology for the content of messages and
interactions. Such technology could protect only the content of messages and inter-
actions, but not patterns of communication. Thus, while one might have privacy with
respect to the content of one�s messages, one might not be anonymous with respect to
the patterns of communications. In tracking terrorists or other criminal activities, the
online capabilities for such tracking might be legitimate from the point of view of
national security and public safety. At the same time, depending on the scope of such
monitoring and tracking, since a good deal could be inferred from the monitoring of
such patterns, the privacy of ordinary individuals could be compromised.

This kind of online tracking is similar to other forms of electronic tracking. For
example, cellphone users or car ownersmaybe assigned anonymous trackingnumbers
so that they are not identifiable as the particular individuals that they are. However,
through the linking ofmultiple samples enough path informationmay be accumulated
such that an individual user could be reidentified. This is not to say that accumulation
of somepath informationmaynot be justifiedwith respect to promoting a public good;
for example, itmight be helpful in epidemiological research or in improving roadways
and vehicles.30 But, associatedwithmonitoringmay be risks to things thought to be of
value to an individual good life. For instance, individuals may curtail free and
autonomous self-expression, or develop repressive or suspicious relationswith others.
It may be difficult to formulate a general rule that would sort out when a practice is
morally permissible from the point of view of the public good and when a practice is
too intrusive from the point of view of an individual�s prudential or moral interests in
privacy or poses too great a threat to what is taken to be basic to living an individually
good life.

There areboth technical aswell as ethical andpolitical issues in this area that call for
further analysis and evaluation. For example, to what extent should “invisible”
surveillance be allowed, where the observer is anonymous to the observee and where
the observee is unaware of the surveillance or of the possibility of surveillance and
personal identification through tracking of path information? If no one were aware of
surveillance, then the surveillantwouldbe (as in the previous discussion of the peeping
tom) unknown, but not anonymous. If someone, even if not the observee, knows that
surveillance is going on but doesn�t knowwho the surveillant is, then the surveillant is
anonymous to thosewho know of the surveillance. So, for instance, members of a law
enforcement agencymight know that surveillance is goingon, butmight not knowwho
the surveillant is, and the person(s) being surveiledmight not know that they are being
surveiled.The surveillantwouldbeanonymous to themembers of the lawenforcement
agency, butwould be unknown to the observee. If the observee knows that surveillance
is happening, but not who is doing it, then the surveillant is anonymous to the observee
as well. On one hand, it might be argued that such surveillance is consistent with a
morally legitimate interest that a government has in protecting citizens from potential
criminal or terror activity. On the other hand, the individual�s morally legitimate
interests in free speech, privacy and, anonymity might be sufficiently impacted such
that one could argue that they outweigh a government�s interests in protecting citizen

30See, for example, Gruteser and Hoh (2005).
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security. If people know about the practice in general, but not in any specific instance,
then in online contexts, this in turn could impact the very freedom of communication
that the Internet was thought to encourage by impacting how and with whom one
interacts.31

Commercial andmarketingapplications of online trackingmight be thought to help
businesses, as well as consumers. By establishing a consumer�s patterns of prefer-
ences, marketers can do selective advertising or make suggestions for purchases that
are consistent with a user�s expressed paths of interest and buying patterns. Given the
robustness of clickstream data, this is readily done. And it is routinely done by
businesses and even somepolitical organizationswhere there are repeat users, someof
whom choose to set up well-defined profiles in order to filter advertising and simplify
their online experiences. However, this is a contested practice. Asmuch as itmay be in
a business�s self-interest, that interest may be outweighed by individuals� protected
moral interests in privacy and freedom of expression, especially where that practice
was not chosen or agreed to by the individual. There is also the worry that users� self-
selection of online profiles or subscription to highly selective political discussion lists
may limit exposure to alternative viewpoints and ideas and thus, undermine the free,
critical exchangeof ideas that is thought to be essential to robust democratic processes.
Moreover, differences in users� cognitive ability and computing skills, as well as their
understanding of the implications of setting up such profiles or of subscribing to
particular discussion lists, all raise a variety of ethical and social issues regarding how
online communication and activity alters the nature of social relations, individual
expression, economic activity, and political participation. Finally, to the extent that
people tracking capabilities are available to the ordinary user, the scope of
“monitoring” is not limited to governmental or commercial interests, and could
enhance the capacity for immoral behaviors such as stalking and harrassment. In so far
as such information is obtainable by individuals, there is also a trend toward
“disintermediation” (Bennett, 2001, p. 207), or “decline of the middleperson,” that
is, interpretive expert. While in some respects, direct access to information may be a
good thing and may promote openness, equality, and democracy, it may also blur real
distinctions of power and expertise.

7.3.2 Anonymity and Attribution Bias

The idea that anonymity removes the influence of bias is supported by some practices.
For example, the nowwidespread practice of “blind” auditions for orchestral positions
has greatly contributed to more equitable evaluation of applicants such that women
and persons of color now have decent chances of being selected for orchestral
membership. In computer-mediated communications for group brainstorming, ano-
nymity can contribute to decreased evaluation apprehension, conformance pressure
and domination and status competition, and increased private self-awareness, all of

31Bennett (2001) argues that due to the surveillance capacities of the Internet, the Internet as a “form of life”
is gradually shifting away from the assumptions of anonymity upon which it was originally founded.
Bennett also discusses the problem of invisible monitoring and tracking (e.g., at p. 203).
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which can lead to increased exploration of alternatives and surfacing of assumptions.
Anonymity can also, however, lead to loafing, disinhibition, deindividuation32 and
contribute to decreased effectiveness and satisfaction (Hayne andRice, 1997, p. 431;33

Spears and Lea, 1994). For example in a context where high social presence and
informational richness is needed or desirable, reduction in social cues associated with
computer-mediated communication may be associated with misunderstanding, lack
of consensus, feelings of impersonality (Hayne and Rice, 1997, p. 434; citing Kiesler
et al. 1984; Rice, 1984) and dissatisfaction with a social or decisional process.

One particular risk to note is that anonymizing practices might inadvertently
contribute to bias due to the strong human tendency for attribution, that is, to want to
identify who is communicating or acting. The tendency to make attributions of
authorship or agency can lead to bias and poor decisions if attributions turn out to
be inaccurate. A study by Hayne and Rice (1997) showed that in computer-mediated
communications in which participants� comments were rendered technically anony-
mous (author identifying tags were removed), participants frequently attempted
attribution, but were mistaken most (nearly 90%) of the time. The concern that this
phenomenon raises is that to the extent that attribution is mistaken but also functions
as a basis for participants to evaluate other participants� comments and contributions,
the anonymizing practice could lead to biased decision making (even though the
bias may itself be based on an error in attribution) or encourage irresponsible (even if
unintentional) behavior. A similar sort of problem may occur in other anonymous
practices, such as blind review of journal submissions, student papers, and the like,
where the community of contributors and evaluators may be small enough such that
participants will seek to make attributions, often be mistaken, and the mistaken
attributions contribute to bias in the evaluations. Therefore, where anonymity for the
sake of eliminating bias is desirable, one cannot assume that technical anonymity by
itself guarantees the removal of bias. Rather, if technical anonymity allows for biased

32In discussions of “deindividuation” the idea is that in a group the individual is “anonymous” and
experiences a loss of self-awareness as a distinct individual self and identity. The term “anonymous” in such
a context may or may not be coincident with the definition of anonymity as nonidentifiability by virtue of
noncoordinatability of traits. If the terms refer to an individual�s experienced sense of blurring between
individual and group, it would not be coincident. If, however, group membership or participation leads to
nonidentifiability in the sense of noncoordinatability of traits by others, then the meaning would be
coincident. An example of the latter might be where an agent is not identifiable as the author of an act
because groupmembershipmakes it impossible or difficult to coordinate authorship of an actwith a specific
individual; acting as a hooded member of the Ku Klux Klan might be such an instance where group
membership (along with artifices of disguise) renders an individual agent anonymous to others outside the
group (and perhaps even to other group members), while at the same time contributing to the individual�s
sense of group identity.
33Spears and Lea (1994) have suggested that whether anonymity attenuates or increases group conformity
depends on whether it is personal or individual identity that is salient or social identity that is salient: “If
group identity is not salient, the isolation of CMC [computer-mediated communications] may further
weaken the salience of group identity and thus undermine both conformity to in-group norms, and the
tendency to engage in intergroup behavior. In these circumstancesCMCmayweaken the power of the group
over the individual. However, if one identifies with one group or another, the deindividuating conditions of
isolation can strengthen the salience of this identification, so that people aremore likely to conform to group
norms and engage in intergroup behavior” (445).
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misattribution, then, at least in some contexts, there may need to be additional steps
introduced to mitigate this possibility.

7.3.3 Anonymity and Expression of Self

One functionofanonymitymightbe to allowan individual to act or to expressherself in
ways that would not be possible or recognized if the identity of the individual were
known. For example, awomanwriter in taking amale pseudonym (here, a pseudonym
might indeed function to ensure anonymity34) might enable recognition of her work
which would otherwise have not been published at all (e.g., George Eliot, George
Sand). Or, as noted above, the ability of women and persons of color to successfully
compete for orchestral positions has been considerably advanced by the introduction
of blind auditions, whereby applicants play behind a screen and thus, for the purposes
of the audition, are anonymous to the conductor or panel of musicians performing the
evaluations.

Computer-mediated or online communication may facilitate communication,
participation and exploration of the self, or the development of free political speech
that might not otherwise be possible or recognized. Regarding the expression of self,
the proliferation of personal websites and creation of personal profiles, especially,
among teenagers, may be indicative of new avenues of self-expression and risk-free
experimentation with adopting various personae in the development of personality.
MySpace and Facebook are two such currently prominent examples of how the
capabilities of the Internetmay ameliorate the “facelessness” ofmodern life that some
find worrisome. The development of such sites and creation of personal profiles are
indicative of complicated attitudes that individuals may have about privacy and
anonymity in different contexts and perhaps also at different stages of their lives. They
are also indicativeof someof theways inwhich the Internet andonline communication
are altering social patterns of communication and interaction and restructuring social
relations. One consequence might be that relationships become more episodic and
one�s social contacts morewidely geographically dispersed. In addition, while instant
messaging allows for speedyanddirect response, itmay tend todiscourageorweedout
more thoughtful responses. It may even in some cases lead to misunderstanding.
Sometimes the meaning of a communication is not immediately apparent and only
becomes so as the recipient of the communication reflects on it and allows interpreta-
tion to take place. Instantmessagingmight tend to displace the occurrence of thismore
extended reflective, interpretive process. On the other hand, the rapidity of response
may allow for speedier clarifications of meaning and hence avoid misunderstandings.

Wide access to the sites containing personal profiles may also expose individuals
in ways that may be harmful to them, for example, in the context of job seeking
when employers check their personal sites, or if the profiles open them up to
cyberstalking. One can imagine how anonymity might figure into both the

34A pseudonym need not function as an anonymizing practice; for example, the mystery writier Ruth
Rendell uses the pseudonym “Barbara Vine” in order to take on a particular authorial voice and it is widely
known that she does so.
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facilitation of cyberstalking and protection from cyberstalking. For the agent who is
the cyberstalker, the capacity for anonymity with respect to action on the Internet
could increase the degree and extent of cyberstalking. For the recipient of such
stalking, anonymity on the Internet might be an important device for protection
from such stalking. While online communication may not alter the basic ethical
issues involved in stalking, it may both enhance methods of protection for the
stalked and the scope of the abilities of the stalker.

It might be argued that online communication is detrimental in principle because it
represents a decline in or loss of face-to-face interaction. If face-to-face communica-
tion is important for human flourishing, then as amoralmatter, online communication
that diminishes such contact might be morally problematic. Online personal com-
munication and explorationmay also be a source of exploitation of intimacy and trust.
Another issue might involve equity in access; if it were the case that there were a
disparity between different groups of people, for example, between genders, races or
ethnicities, in their access to computer-mediated communication (CMC), and that
styles of communication in CMCmay favor some subcultures and styles over others,
then, anonymity could serve to render underrepresented participants even more
invisible or be a device for suppressing their individual identities in order to be able
to participate or conversely, to avoid unwanted attention (Spears and Lea, 1994,
p. 450).

Regarding the expression of free political speech, it may be that in some contexts
anonymity enables such political speechwithout fear of retribution and the capacity to
do so via the Internet may be an important development in human rights.35 (Unfortu-
nately, it alsomakes it easier for child pornographers and pedophiles to communicate,
aswell as for racial or ethnic supremacists to formhate groups.) In a global context, the
possibility of mass distribution of such speech may also enhance its effectiveness, for
example, by engaging citizens in other countries to urge their governments to bring
political pressure tobear onoppressive regimes.At the same time, theremaybe the risk
that some behavior or speech that passes as political also serves to inflame passions for
irrational and destructive behaviors. There might nonetheless be a presumption in
favor of anonymous political speech, at least in the US context, as part of a First
Amendment right of freedom of speech and association.36

7.3.4 Globalization of Online Activity

Online communication and self-expression may facilitate forms of interaction that
could be beneficial to human and cultural experience, albeit in different ways and in
different respects. However, there are risks. Given the international character of the
Internet, there might also be concerns raised about anonymous speech in so far as it
could create problems for enforcement of libel and intellectual property law. For

35For example, Lance Cottrell established the Kosovo Privacy Project enabling individuals to use
anonymizer services to report from within the 1999 Kosovo war zone without fear of retaliation (www.
livinginternet.com/i/is_anon.htm, last visited September 24, 2006).
36See McIntyre v. Ohio Elections Commission, 115 S.Ct. 1511 (1995); Froomkin (1999).
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instance, Internet libel could be spread worldwide and be effectively indelible since it
could be stored in innumerable, untraceable computers.37

In a global context, the Internet may contribute to the blurring of jurisdictional
boundaries—raising such questions as: where does speech, hacking, fraud, or any
other type of online activity occur; where do its effects occur; and which government
has jurisdiction over what behavior? The Internet may, at least for a time, render legal
remedies for illegal online activities difficult to precisely adjudicate and execute. For
instance, in light of the international character of the Internet, legal rules imposed by a
particular nation may have less and less importance.38 But the Internet may also be a
force that pushes for more international cooperation. One worry might be that too
much intergovernmental cooperation is threatening to democratic processes if it
entails nonaccountability to an electorate, but discussion of this particular issue is
beyond the scope of this article.

7.3.5 Anonymity and Identity Theft

In identity theft, typically some important identifying tags of a person are stolen, for
example, social security number, credit card information, banking information, name
and address, and so on. The thief may use the stolen identifying tags for her or himself,
ormay sell or transfer them to others,who thenuse them.Theuses themselves typically
involve fraud or theft, for example, using credit card information to make expensive
consumer purchases, or using bank information to transfer orwithdraw sums ofmoney.

How is this kind of theft related to anonymity? Does it constitute a form of
anonymity? The thief might be anonymous (not identifiable) in so far as the theft is
performed in such a way that there are no paths of accessibility from the action (the
theft) to the person who performed the action (the thief). Thus, qua thief the thief is
anonymous. This is not different in principle from any other kind of theft or crime,
where a criminal aims to leave no traceable trail back to her or himself.39 The use of
such information to perform another act, for example, fraud, credit card purchase, and
the like, is a case of deliberately misdirecting identification. That is, the user of such
information is able to steal and defraud by, in part, assuming the identity of someone
else and hencemisdirecting identification away fromher or himself to that other party.

Identity theft involves stealing identifying information and, in effect, using it as
a pseudonym to misdirect identification and render the actual agent anonymous. In
most cases, identity theft is for the sake of theft, access to credit and money, and
not for the sake of taking over someone�s identity. However, the reason it is called
identity theft is precisely because it seeks to accomplish theft by making the
transaction appear to be legitimate by virtue of the assumed identity (a kind of
pseudonym in order to achieve anonymity). Of course, in physical world transac-
tions, one could often use cash to ensure anonymity with respect to a particular
transaction (provided there are also no cameras or other means by which one could

37Froomkin (1999), p. 114.
38Froomkin (1999), p. 124.
39Recall the earlier discussion of the Unabomber.
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be identified). But, if the idea is to steal or defraud and to do so online, then
identity theft permits thieves to adopt a persona or pseudonym to perform the theft
and by doing so allows them to steal anonymously. The extent to which the actual
purchaser, the one using someone else�s identifying information, is unidentifiable
(anonymous) will depend on how well the user makes sure that there are no
traceable paths back to the actual user. It could be argued that the basic action of
theft and the ethical issues are not different in principle from the use of other ruses
or disguises in perpetrating criminal activity, which, by misdirecting identification,
provide anonymity (nonidentifiability) to the thief. However, by using someone
else�s identifying information and thus implicating them in the transaction, and by
producing considerable aggravation for the person whose identifying information
has been stolen and used, it could also be argued that the action is not only theft,
but a kind of false accusation of another. If so, the latter would be a distinct ethical
issue from that of ordinary theft. Other cases where identity theft is more
transparently a kind of false accusation is where it is performed for the deliberate
purpose of setting someone up, either as the “fall guy” for financial or consumer
fraud or for some other nefarious activity. One can imagine, for instance, a terrorist
using identity theft to misdirect identification so as to enable the terrorist to keep
the authorities busy elsewhere, rather than with the actual terrorist, potentially
leading to serious harm (arrest, detention, and so on) to an innocent person. The
collection of identifying tags, their security in databases and the extent to which
innocent people could be inconvenienced, and perhaps quite seriously harmed, by
breaches of security are ongoing concerns in computer assisted technology, in so
far as any of these collections are vulnerable to theft.

7.4 PURPOSES AND ETHICS OF ANONYMITY

Anonymity may serve or be sought for a variety of purposes: to shield someone from
accountability for action, to ensure privacy, to prevent discrimination or stigmatiza-
tion, to facilitate communication, to avoid reprisals, and so on. It is useful to identify
the general categories into which purposes or goals of anonymity can be grouped. I
have suggested that there are three (Wallace, 1999):

(1) anonymity for the sake of furthering action by the anonymous person, or agent
anonymity;

(2) anonymity for the sake of preventing or protecting the anonymous person from
actions by others, or recipient anonymity;

(3) anonymity for the sake of a process, or process anonymity.

Any given case of anonymity may serve any or all of these purposes; in other words,
they are notmutually exclusive. Inmost cases, itwill probably be amatter of looking at
the primary purpose or goal that the anonymity serves.

(1)With anonymity for the sake of enabling action the action could be good, bad, or
neutral, and presumably ethical evaluation of any given case will depend on the
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particular action or range of action that anonymity enables. For example, the
Unabomber presumably sought and maintained anonymity primarily for the sake of
being able to send bombs to computer scientists with impunity and thus, would be an
example of “agent anonymity.” The anonymity aims to prevent punishment for his
action, and in that sense it also serves to protect him from actions of others, for
example, law enforcement agents. An identity thief and the user of the identifying
information of others would be another example of agent anonymity. Other examples
of anonymity serving the purpose of enabling or furthering action might include
anonymous donors, anonymous authors, anonymous bidders at art auctions, anony-
mous sources in news reporting, and police work.40 Internet-based discussion groups
and chat rooms may involve both spontaneous anonymity and deliberately assumed
anonymity of participants with respect to communicative expression, in which cases
the action is speech or expression.41 In this sort of case, the act (speech or expression)
may be ethically valuable (e.g., free political speech that promotes the creation of an
informed public) or not (e.g., hate speech).

(2) Anonymity could serve the primary purpose of preventing actions by others or
moregenerallyprotecting theanonymousperson frombeing the recipient ofactions by
others, hence, for short, “recipient anonymity.” For example, in HIV testing,42 test
results are anonymous for the purpose of protecting the potentiallyHIV-positive client
fromstigmatization, loss of employment andhealth insurance, and soon.43 (In so far as
such anonymity is also for the sake of encouraging testing in high risk populations, its
purpose might also be to ensure the reliability of a public health process.)

(3)Anonymity could alsobe for the sakeof preserving thevalidityof a process.This
is the type of case where the anonymity is primarily or also for the purpose of some
other goal than enabling or protecting particular (anonymous) person(s). For example,

40Again, in any of these cases, anonymity might also serve to protect persons from actions (e.g., public
attention) of others, as well as enable the action itself.
41An internet chat room pseudonymous identity would be a case where a pseudonym does function as a
mechanism for achieving anonymity, even though as we noted earlier, pseudonyms need not function so.
42Individuals and their blood samples are given a number and in some cases the individual is asked to leave a
first name. It need not be their own name.The individual is toldwhen to return to the testing clinic for her/his
results. The individual provides no other personal information, such as name, address, telephone number,
social security number, credit card numbers, employer, with which the assigned number could be
coordinated. If the individual does not appear to obtain her/his results, she/he cannot be traced by clinic
counselors. This arrangement provides for anonymity, at least in a large urban environment, because even
when one meets face-to-face with a clinic counselor and hence could theoretically be recognized by a
counselor on the street, such chance encounters are highly unlikely when counselor and individual do not
already know one another and the HIV testing is their only contact and reason for contact. Since there is no
other personal information connected to the blood sample, the test results on that blood sample cannot be
traced to the particular individual other than through the number tag.
43Such anonymity might, in any instance, also serve to further actions of the person and hence be a case of
“agent anonymity” as well. For example, suppose the HIV-positive person was also homosexually active
and was more concerned to have that activity be the uncoordinatable trait. In such an instance being HIV-
positive would be a strong signifier for such activity and thus anonymity with respect to HIV tests results
would also serve the purpose of being anonymous with respect to sexual activity, although this might at the
same time allow infected persons to infect others, spreading the disease.
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test taking, research studies, peer review of work, anonymous online brainstorming,
and the judicial arena are all areas in which anonymity has been thought to serve the
purposes of neutrality and impartiality. Thus, in double-blind peer review or blind
evaluation of tests, the purpose of anonymity between the participants may be for the
primary purpose of maintaining fairness of the process, the objectivity or impartiality
of the evaluations, and the like.44 At the same time, it may serve the purpose of
protecting persons from bias (recipient anonymity) in the process of being evaluated
(even though, as noted earlier, theremay be a risk of attribution bias in some contexts).
College classes that set up anonymous discussion “rooms” on a LAN, where students�
comments cannot be coordinated with their student authors, may be supposed to
promote freedom of expression and freedom to experiment without worry of grading
or knowledge of their comments by the instructor. It might be thought that the process
of the free exchangeof ideaswarrants the risksof irresponsible, discriminatory, or even
harrassing comments. This would be an instance of process anonymity. Similarly,
anonymity may encourage people to post requests for information to public bulletin
boards that they might not be willing to make if they could be identified. Anonymity
might serve to protect the individual, but it might also serve a larger public health
process of providing information about communicable diseases.

It may also be possible to act anonymously and for the action to have effects in the
lives of others, without those affected being able to identify the specific action itself or
the (anonymous) actor. For example, someone could take steps that are decisive in
another person being fired or promoted and the person affected could not be able to
correctly identify the causes of her dismissal or promotion. In such a case, the action is
not directly known, but is only indirectly experienced.45Another examplemight be the
use of secret evidence, where both an accuser and the specific accusation are unknown
to a defendant;46 both the action and the agent would be unknown to the person

44Any particular instance of anonymity could serve all three purposes. For example, in test taking, the name
of a test taker might bemade noncoordinatable by an evaluator with an answer sheet in order to prevent bias
that might be harmful to the test taker. In so far as the prevention of bias also serves as a way of ensuring the
validity or objectivity of test results, anonymity may also serve to promote impartiality more generally.
Evaluators might also be anonymous both to encourage uncontaminated evaluation as well as to protect
evaluators from reprisals from disgruntled test takers.
45Some action is known, that is, being dismissed or promoted, but some agentially caused event may not be
known. If the latter is not known by anyone, then the agentwould be unknown, rather than anonymous. If the
latter is known in at least some respect by someone (even if not the affected employee) but the agent is not
identifiable, then the agent would be anonymous to thosewho know of the action. Thus, suppose coworkers
anonymously submit complaints about another coworker to a manager, and suppose that in light of those
complaints as well as other problems with the worker, the manager decides not to renew the worker�s
contract, but without telling the worker about the complaints. The coworkers would be anonymous to the
manager, but unknown to theworker whose contract was not renewed. An example of the former possibility
(dismissal or promotion but without anyone knowing of an agential cause) would be if someone secretly
planted incriminating information in someone�s personnel record or conversely secretly raised someone�s
evaluations such that the employee was dismissed or promoted and the employee and others never had any
idea that the records had been falsified. In such a case, since the action is not known, reference to an
anonymous agent can�t get going, and therefore, the action and the agent would be simply unknown.
46Recent cases of this involve the U.S. Federal Government using secret evidence as grounds for the
deportation of immigrants. (See New York Times, 8/15/1998, New England Edition, pp. A1 and A11.)
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affected. However, there may be a borderline sense in which these examples might
qualify as potentially anonymous. For there is still an action or effects or traces of an
action(s), even though the action(s) may not be not clearly identifiable, let alone
coordinatablewith other traits of the agent. These cases seem to be distinct from cases
where there is no agent, or person who is the agent; for example, suppose a computer
program were to initiate a series of calculations or actions, unforeseen by program-
mers, which affected others, and it were also not clear exactly what the actions were
that the program had taken. This should be distinguished from anonymity that should
be understood as applicable to persons and not simply to unidentifiable causes.
However, it may be impossible tomake precise distinctions, for example, in computer
design and programming, where it may be difficult to draw a clear line between the
program itself and the action of the person qua programmer or designer, especially
when programs themselves do some programming.47

Groups of persons, as well as individual persons, may seek or have anonymity.
Group anonymity can have a variety of purposes. For example, with a group like
AlcoholicsAnonymousanonymitymay serve severalpurposes simultaneously: itmay
help provide a “safe” therapeutic setting; it may help to prevent critical or prejudicial
judgment (stigmatization) or action by others against those attempting to recover from
alcoholism as well as to possibly render noncoordinatable by members of the group
their own other locations, again for similar reasons; all these would be instances of
recipient anonymity. In a pedophile association or the KuKlux Klan, anonymity may
serve both the purpose of enabling action (agent anonymity) and the purpose of
shielding members from accountability and prosecution for their actions (recipient
anonymity). Group anonymity can also mean that members are anonymous to one
another in so far as their other traits are rendered noncoordinatable with their group
membership and activities by the other members of the group. This may also be a
characteristic of persons who participate in online chat rooms and the like.

Whatever be the purpose(s) of a given instance of anonymity, it raises the issue of
accountability, whatever other issues, such as attribution bias, noted above, may be
involved or at stake. We might label the issue of accountability the Ring of Gyges
scenario. In Plato�s parable,48Gyges finds a ring thatmakes him invisiblewhenever he
wears it. (I�m not suggesting that we rely on magical means of anonymizing; rather I
am suggesting that Plato�s parable makes vivid the risk in anonymity.) Plato�s point is
that the successfully unjust (immoral or unethical) person seeks and relies on strategies
that enable her to avoid accountability for her actions. The Ring of Gyges scenario is
when someone�s ability to be invisible— anonymous— allows unethical or criminal
action with impunity.

Anonymity, then, carries with it the risk of minimizing accountability for action.
Just as it might encourage freedom of expression, it might also raise the specter of

47Some of these difficultieswould involvewhatMoor calls invisible programming values (Moor, 1985). For
discussions about whether a program would count as an actor or agent, see Moor (1979), Snapper (1985),
Bechtel (1985), Nissenbaum (1996), Szolovits (1996).
48Plato, Republic, II, 359b–360e.
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secret informers and malicious denunciations.49 The Unabomber or identity thief
would be clear cases of anonymity that illustrate the Ring of Gyges scenario
(harassment activity by members of a Ku Klux Klan might be a case at a group
level). Even when the initial primary purpose is to protect from harmful actions by
others or to promote positively valued activity, anonymity also provides space for
action with impunity and hence, the Ring of Gyges scenario.50 This does not
necessarily entail that anonymity is something that should be avoided, but it does
urge caution and minimally suggests that wherever anonymity is appropriate, there
ought to be safeguards to mitigate the risk of the Ring of Gyges scenario.

In addition to accountability, other general ethical issues associated with anonym-
ity may be conceptualized in different ways, depending on the type of ethical theory
invoked. Anonymity itself may be problematic for some ethical approaches that stress
the importance of recognition of the other in their fullness as a person.51 A care ethics
might be concerned that anonymity depersonalizes the person too much such that
she/hewouldn�t be anobject of care.52 Itmightbe argued that the Internet, byproviding
the means for enhanced knowledge and awareness, enhances our ability to care about
poverty and sufferingpersons around theglobe.On theotherhand, a care ethicistmight
argue that for a person to be an object of care, it is not sufficient that there be some
general sense of “caring about” an issue or population of persons, but that a person be
someone forwhomonedoes theworkof“caring for,”and that canonlybedone in so far
as theperson is individuated and their specific care needs recognized.To the extent that
the Internet removes us from persons in this way, it may undermine “caring for.” From
the point of view of such theories that emphasize face-to-face contact, a loss of full
presence in the social interaction, or the absence or hiddenness of the person, might be
in principle undesirable, because the fundamental ethical relation (recognition, care)
cannot be reliably established. On the other hand, since anonymity may in some
contexts enable recognition of at least some aspects of the person thatmight otherwise
go either unnoticed or be perverted by bias and discrimination, a wholesale condem-
nation of it on these grounds seems unwarranted. The care ethics worry might be less
easily addressed, since the argument there is that having intimate knowledge of the
person being cared for is necessary in order to enact the duties of care. Care ethics
might also give voice to some concerns about social distancing effects of the Internet.
However, care ethics might also both highlight the problem of disparities between
those who are able to fully participate in a technology and thosewho are permanently
disabled, and, at the same time, offer ethical justifications for using technology to
enhance the care for and capabilities of those who are disabled.

49Froomkin (1999) makes the same point (p. 114).
50For example, presumably an anonymous whistle-blower seeks anonymity in order to protect herself from
reprisal, for example, being fired or harassed. At the same time, such anonymity could provide space for
slanderous or false charges of incompetence by a disgruntled employee.
51Consider, for example, Buber�s I-Thou relationship, Hegelian-based recognition ethical theories and
Levinas�s notion of the Face as the central ethical concept.
52Gilligan (1982) coined the term “care ethics” in her seminal work, In a Different Voice. For a succinct
discussion of the central issues in care ethics see Tronto (1993).
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Other ethical theories might interpret anonymity as desirable, permissible, or
perhaps even, in some context, obligatory. For example, in a Kantian-based ethics,
respecting privacy might be important in so far as doing so embodies a principle of
respect for persons and their autonomy. Therefore, to the extent that anonymity is a
means to privacy, then an ethics that takes respect for persons as a basic ethical
principle would have a place for anonymity in so far as it embodied and cohered with
such respect. A moral value of respecting persons might be advanced by anonymity
that aims to preserve privacy, where issues of noninvasiveness or autonomy or both
might be involved. Thus, it might be argued that others (people, groups, or corpora-
tions) do not have a right to have access to some (perhaps many) locations of a person
and therefore, that mechanisms that ensure anonymity are devices that promote or
ensure minimal conditions of respect of persons.53

A consequentialist-based ethics would evaluate practices of anonymity in relation
to the desirability of their consequences, that is, the benefits and harms that some
particular practice promoted. Such an approachwould not have a principled objection
to anonymity, but would evaluate more specific instances and practices in terms of
their harms and benefits.

There may also be other ethical issues involved that are not directly about
anonymity itself. Thus, when anonymity depends on a third party, for example, when
someone represents an agent without revealing the identity of the agent, there are
contractual and trust issues between the representative and the person(s) represented.
Some of these issues may be present in the online setting as well, for instance, when a
service provider or a business represents itself to a user as ensuring anonymity or
security of personal information.

Because there are many forms of anonymous communication and activity, and a
variety of purposes that anonymitymay serve, it may be important to distinguishwhat
type of communication or activity is involved, rather than have a single legal policy or
ethical stance toward anonymity (Allen, 1999).
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CHAPTER 8

Ethical Issues Involving Computer
Security: Hacking, Hacktivism, and
Counterhacking

KENNETH EINAR HIMMA

This chapter considers whether and to what extent various types of unauthorized
computer intrusions by private persons and groups (as opposed to state agents and
agencies) are morally permissible;1 this chapter does not cover other security-related
issues, such as issues at the intersection of computer security and privacy, anonymity,
and encryption.2 The first section articulates a prima facie general case against these
intrusions. The second considers intrusions motivated by malicious intentions and by
certain benign intentions, such as the intent to expose security vulnerabilities. The
third considers hacktivism,while the fourth considers counterhacking (or hackbacks).

Certain assumptions about “hacker” and related terms should be made explicit.
Although these terms were once used to refer to accomplished programmers and their
achievements, they are now used to refer to unauthorized computer intrusions and the
persons who commit them. Thus construed, “hacking” is used, without moral
judgment, to refer to acts in which one person gains unauthorized entry to the

Portions of this chapter appeared inmy articles “Hacking as politicallymotivated digital civil disobedience:
Is hacktivismmorally justified?” and “The ethics of hacking back: active response to computer intrusions,”
which were originally published in Himma, K.E. (2007) Internet Security: Hacking, Counterhacking, and
Society. Jones & Bartlett. I�m grateful to the publishers for permission to reprint those portions here.

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.

1Public acts (i.e., those performed by state agencies) raise radically different issues. States are frequently
permitted to do things that private individuals are not—such as incarcerating persons.
2For a discussion of these other issues, see Tavani, H. (2007). “The conceptual and moral landscape of
computer security” In: Himma, K.E. (Ed.), Internet Security: Hacking, Counterhacking and Society. Jones
& Bartlett, Sudbury, MA. In that essay, Tavani also differentiates ethical issues affecting three distinct
aspects of computer security: data security, system security, and network security.
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computers of another person, and “hacker” is used to refer to someone who has
committed such acts. Although some programmers bemoan the change in meaning,
this chapter acquiesces to current usage.

8.1 THE PRIMA FACIE CASE AGAINST HACKING

At first glance, it might seem obvious that hacking is wrong. Although the more
malicious of these acts involve serious wrongs because of the harm they cause, all are
wrong because they constitute a digital trespass onto the property of another person.
Unauthorized entry into some other person�s computer seems not relevantly different
than uninvited entry onto the land of another person. Real trespass is morally wrong,
regardless ofwhether it results in harm,because it violates theowner�s property right to
control the uses towhich her land is put and hence to exclude other people from its use.
Similarly, digital trespass is wrong, regardless of whether it results in harm, because it
violates the owner�s property right to exclude other people from the use of her
computer, which, like land, is physical (as opposed to intangible) property.

There are twoproblemswith this argument. First, assuming that hacking is a species
of trespass, it doesn�t follow that all hacking is wrong because not all trespasses are
wrong. It is permissible to trespass onto your land if doing so is the onlyway to capture
amurderer fleeing the crime scene; committing aminor trespass ismorally justified as
the only way to secure the great good of stopping a killer. If hacking is trespass, then
hacking necessary to secure some good that significantly outweighs the evil involved
in trespass would also be justified.

Second, and more importantly, it is not clear that the concept of trespass properly
applies to digital intrusions. The term “trespass” has largely been reserved—at least in
moral usage—to refer to acts inwhichonepersonenters uponphysical space ownedby
another, but ahacker is not in any literal sense enteringuponaphysical spaceownedby
another person. Perhaps digital intrusion is more like using heat sensors to seewhat is
going on inside a house, which is not usually characterized as “trespass,” than like
coming into the house without permission.

Even so, it seems clear that digital intrusions impinge upon legitimate interests of
computer users. It seems clear, for example, that an unauthorized computer intrusion
impinges upon the victim�s property rights. Someone who gains access to my
computer without my permission is appropriating a physical object in which I have
a legitimate property interest; it is, after all,my computer—and I have, at thevery least,
a presumptive moral right to exclude other people from appropriating my computer.

If this is correct, then an unauthorized computer intrusion also impinges upon
privacy rights. Someone who hacks into my computer without my permission gets
access to something in which I have a legitimate expectation of privacy. If I may
legitimately exclude others from my computer, then it is reasonable to regard my
computer as a private space in which I can store sensitive information. Indeed, insofar
as a computer user has a legitimate expectation of privacy in the contents stored on her
computer, an unauthorized intrusion impinges upon the victim�s privacy rights—
regardlessofwhether there is, in fact, anysensitive information storedon thatmachine.
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Moral rights are not, however, absolute. If I may trespass to capture a fleeing killer,
thenaperson�s right toproperty canbeoutweighedbymore important rightswhen they
conflict; property rights are weaker, for example, than the right to life. Similarly, a
person�s privacy rights can be outweighed by other more important interests; a person
might, for example, be obligated to disclose sensitive information if needed to ensure
another person�s safety. Thus, the mere fact that a person has property and privacy
rights in her computer does not imply that all unauthorized intrusions are
impermissible.

Even so, the burden rests on the hacker to show that a particular intrusion ismorally
permissible.Thiswill involve showing that any legitimate property or privacy interests
are outweighed, as an ethical matter, by interests that can be secured only by
committing the intrusion. Insofar as an intrusion involves causing damage to the
files of the user, the intrusion can be justified only to the extent that it serves
correspondingly greater interests.

Nevertheless, intrusions intended to cause harm out ofmalice are generally wrong.
Although it is sometimespermissible to inflict harmonanother personwhennecessary
to secure a greater good, amalicious intention does not seek a greater good. This is not
to say that it is necessarilywrong for oneparty tohack into another party�s computer for
the purpose of causing harm. Presumably, it is permissible to hack into the computers
of known terrorists to delete files associated with a terrorist plot; given that innocent
lives are at stake, this sort of digital harm seems clearly permissible. But these
motivations are not malicious; the motivation here is to secure the greater good of
saving lives, which justifies inflicting the comparatively minor harm of deleting files
intended to advance an egregiously wrongful plot.

8.2 OVERCOMING THE PRIMA FACIE CASE: HACKING MOTIVATED
BY BENIGN PURPOSES

Many hackers believe benign intrusions not calculated to cause damage can be
justified on the strength of a variety of considerations. Such considerations include
the social benefits resulting from such intrusions; speech rights requiring the free flow
of content; and principles condemning waste. These arguments are considered in this
section.3

8.2.1 The Social Benefits of Benign Intrusions

Hackers point out that benign intrusions have a number of social benefits. First, by
gaining insight into the operations of existing networks, hackers develop knowledge
that can be used to improve those networks. Second, the break-ins themselves call
attention to security flaws that can be exploited by malicious hackers or, worse,
terrorists. These are benefits that conduce to the public good and are thereby justified.

3I should acknowledge, at the very outset, that the discussion in this section has been deeply influenced by
Spafford, E. (1992).
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None of these benefits justifies benign intrusions. Even if we assume that privacy
and property rights might sometimes yield to such utilitarian considerations, these
social benefits can be achievedwithout infringing upon anymoral rights. For example,
hackers candevelop these techniques and technologies in settingswhere the consent of
all parties has been obtained. In cases where hackers seek entry to the machines of
ordinary, noncommercial users, they can solicit the consent of other like-minded
individuals to allow them to attempt to circumvent the relevant security measures. In
cases where hackers seek entry to the machines of larger commercial users, they can
seek employment at those firms or advise persons already employed at those firms. It is
wrong to infringe privacy and property interests to achieve social benefits that can be
achieved without infringing those rights.

There is, however, a deeper problem with this strategy of argument. If, as is
commonly believed, the privacy and property interests of computer owners in their
machines rise to the level of moral rights, then an appeal to social benefits cannot
justify hacking. It is part of theveryconcept ofa right that the infringement (as opposed
to violation) of a right cannot be justified solely by an appeal to the desirable
consequences of doing so. The mere fact that someone could do a lot of social good
by stealing, say, a billion dollars from Bill Gates cannot justify stealing that sum if
Gates has a property right to all of that money. As Ronald Dworkin famously puts the
point, rights trump consequences.4

The social benefits argument, then, fails because it is the wrong kind of argument.
The property and privacy rights computer owners have in their machines can
justifiably be infringed by an unauthorized intrusion only if required to secure
some more important right that outweighs those privacy and property rights. If
rights trump consequences, then hackers must identify some stronger reason that
justifies an intrusion: the appeal to social benefits, by itself, is insufficient to justify the
intrusions.

8.2.2 Benign Intrusions as Preventing Waste

Hackers have also defended benign intrusions on the ground that they make use of
computing resources that would otherwise go to waste. On this line of reasoning, it is
morally permissible to do what is needed to prevent valuable resources from going to
waste; benign hacking activity is justified on the strength of a moral principle that
condemns squandering valuable resources in a world of scarcity in which there are far
more human wants than resources to satisfy them.

This argument, unlike the social benefits argument, is the right kind of
argument because it attempts to identify a moral principle that might limit other
rights, like the right to property. Here it is crucial to note that rights are often limited
by other moral principles; the right to life, for example, is limited by a moral
principle that allows persons to kill if necessary to save their own lives from a
culpable threat.

4See Dworkin, R. (1978). Taking Rights Seriously. Harvard University Press, Cambridge, MA.
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Nevertheless, the argument fails. If one person has a property right in some object
X, it is wrong for other persons to appropriate Xwithout permission to prevent X from
being wasted. As Spafford aptly puts this point:

I am unable to think of any other item that someone may buy and maintain, only to have
others claim a right to use it when it is idle. For instance, the thought of someonewalking
up tomy expensive car and driving off in it simply because it is not currently being used is
ludicrous. Likewise, because I am away at work, it is not proper to hold a party at my
house because it is otherwise not being used. The related positions that unused
computing capacity is a shared resource, and that my privately developed software
belongs to everyone, are equally silly (and unethical) positions.

If it is wrong to appropriate someone�s car without her permission to prevent waste,
then there is no general moral principle that justifies infringing property rights to
prevent waste and hence none that would justify hacking to prevent waste.

8.2.3 Benign Intrusions as Exercising the Right to a Free Flow
of Content

This argument is grounded in the idea that themoral right to free expression entails that
there shouldbeno restrictions on the free flowof content; as this latter idea is sometimes
put, information (or content generally)wants to be—or, better, ought to be—free. But if
restrictions on the free flow of content are wrong in virtue of violating the right to free
expression, then security measures designed to keep hackers out of networks violate
their rights to free expression because they inhibit the free flow of content.

This argument also attempts to identify a moral principle that might limit other
rights—indeed, one grounded in a putatively stronger right than privacy and property
rights, namely the right of free expression. So strong is the right of free expression, on
this analysis, that it entails a moral principle that would prevent any other right from
permitting restrictions on the free flow of content.

It is, however, no more successful than the others in justifying hacking. The claim
that there are no morally legitimate restrictions on the free flow of content precludes
there being any right to informational privacy that entitles persons to exclude others
from information in which they have a reasonable expectation of privacy; efforts that
exclude others from information, by definition, impede the free flowof content. If we
have any right to informational privacy (in, say, our medical records), as seems
plausible, then the right to free expression permits restrictions on the free flow of
content.

Further, the claim that there are nomorally legitimate restrictions on the free flowof
content is inconsistent with there being anymoral intellectual property (IP) rights. Of
course, moral IP rightsmight bemuchweaker than the right defined by IP law. But the
idea that there are any moral IP rights is inconsistent with the claim that there are no
morally legitimate restrictions on the free flowof content. Ifwehaveanymoral IP right
to exclude people from the contents of at least some of our creations, then the right of
free expression permits restrictions on the flow of content.
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But even if it were true that there are no legitimate restrictions on the free flow of
content, it doesn�t follow that people have carte blanche to get content any way
possible. For example, it is clearlywrong tobreak into someone�s house inorder togain
information about what websites she visits. Even assuming that the right of free
expression entails that other people are entitled to that information, there are limits on
what persons can do to exercise that right. In ordinary circumstances, one cannot
violate another person�s property to exercise the right to free expression. If, as seems
reasonable, hacking violates the legitimate property interests of a person in her
computer (which is physical tangible property), then it is wrong regardless of whether
the hacker is otherwise entitled to information on the victim�s computer.

8.3 HACKTIVISM: HACKING AS POLITICALLY MOTIVATED ACTIVISM
AND CIVIL DISOBEDIENCE

Recently a more plausible justification of hacking as protected free expression
has emerged. According to this argument, attacks on government and corporate sites
can be justified as a form of civil disobedience (CD) (Manion and Goodrum, 2000).
SinceCD ismorally justifiable as a protest against injustice, it is permissible to commit
digital intrusions to protest injustice. Insofar as it is permissible to stage a sit-in in a
commercial or governmental building to protest, say, laws that violate human rights, it
is permissible to intrude upon commercial or government networks to protest such
laws. Thus, digital intrusions that would otherwise be morally objectionable are
morally permissible if they are politically motivated acts of electronic CD—or
“hacktivism,” as such intrusions have come to be called.

8.3.1 CD and Morality

As a conceptual matter, CD involves (1) the open, (2) knowing (3) commission of
some nonviolent act (4) that violates a law L (5) for the expressive purpose of
protesting or calling attention to the injustice of L, some other law, or the legal system
as a whole. An act need not target a law or system that is unjust as an objective moral
matter to be properly characterized as “civil disobedience.” It is enough that the actor
is motivated by a belief that the law or system is unjust and that the act is contrived to
protest it and call attention to its injustice. Since acts of CD are deliberately open so as
to call attention to the putative injustice of the law or legal system, they are fairly
characterized as “political expression.”

It is tempting to think that acts ofCD, aspolitical expression, aremorally justified as
an exercise of the moral right to free expression. On this line of analysis, the right to
free expression entails a right to express one�s political views about the legitimacy of
the law.Since theverypoint ofCDis to call attention to the illegitimacyof the law, it is a
morally justified exercise of the right to free expression.

This line of reasoning is problematic. First, the claim that X has a right to express p
does not imply that expressing p is morally permissible. One might have a right to
express all sorts of ideas it is morally wrong to express. For example, onemight have a
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right to express racist ideas even though expressing these ideas is wrong. Rights like
the right to free expression are negative rights that are constituted by obligations on the
part of other persons or entities.My right to free expression, for example, is constituted
byanobligationon thepart of othersnot to coercively interferewithmyspeech.But the
claim that X has an obligation not to interferewithmy saying p does not imply thatmy
saying p is morally permissible; it just means that X should not use coercive means to
prevent me from saying p.

Second, CD might be expressive, but it is primarily conduct. CD, by its nature,
involves disobeying something with the status of law. It is one thing to assert a law is
unjust; it is another thing to deliberately and openly behave in a manner that violates
the law; the former is a pure speech act, while the latter is conduct. CD might be
expressive conduct, but it is primarily conduct and secondarily expression.

Expressive conduct is subject to more stringent moral limits than those to which
pure speech is subject. The reason for this has to do with the effects of these different
kinds of act. As a general matter, pure speech acts are primarily calculated to affect
only mental states. Speech acts intended to advance some view are calculated only to
alter or reinforce the belief structure in the audience. In contrast, while conduct might
frequently be intended to have only such effects, conduct tends to have effects on other
important interests. Someone who expresses anger with you by hitting you not only
affects your beliefs, but also causesyouphysical and emotional injury. Injury is just not
a reasonably likely outcome from pure speech acts of just about any kind.

This is not to deny that violating the lawmight sometimes bemorally permissible in
certain circumstances. Legal and political philosophers are nearly unanimous in
believingnot only that there is nogeneralmoral obligation to obey the law, but also that
there is no generalmoral obligation to obey the lawof even reasonably just states; even
reasonably just states, likemorallywicked states,might sometimes enact legal content
so wicked it does not generate a moral obligation to obey.

The circumstances in which one is permitted or obligated to disobey the law,
however, will be comparatively rare in a morally legitimate democratic system with a
body of law that is largely, though not perfectly, just for a number of reasons. First,
citizens have alternative channels through which to express their political views in
democratic systems with rights to free speech that can be exercised in a variety of
ways—including blogs potentially reaching billions of people. Second, one of the
virtues of democracy is that it affords each person an equal voice in determining what
becomes law. Someonewho violates democratically enacted law arrogates to herself a
larger role than what she is entitled to in a democracy. It is prima facie problematic to
circumvent legitimate democratic procedures in this way. Third, legitimate democratic
states have latitude to enforce some unjust laws. Although some laws, like Jim Crow
laws, are so unjust that it was wrong for states to coercively enforce them, a state may
permissibly enforce some bad laws that do not reach some threshold level of injustice
(e.g., tax laws that are not perfectly fair). But the state can be justified in coercively
enforcing a law only insofar as a citizen is morally culpable in disobeying the law. This
suggests that citizens are sometimes morally obligated to obey even bad laws.

Even so, the idea that there are limits on the scope of a legitimate state�s permission
to coercively enforce law indicates that CD is sometimes morally justified. In cases
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where a legitimate state has enacted a sufficientlyunjust law that falls outside the scope
of its coercive authority, citizens have a qualified moral permission to disobey it. That
is, in cases where the state is not justified in coercively enforcing a law, citizens may
permissibly disobey that law because it does not give rise to any moral obligation to
obey.

But this permission is qualified by a number of factors. The agent should be in
cognitive possession of plausible justification for the position motivating the act of
CD, and the position itself should be reasonable. Here it is important to note that the
mental state of someonewho commits an act of CD is not entirely unproblematic from
a moral point of view. While such a person�s motivations might be laudable, she will
likely have another mental state that is not unproblematic from a moral point of view.
Someone who commits an act of CD is usually acting on the strength of a conviction
that is deeply contested in the society—and, indeed, one that is frequently a minority
position.

This, by itself, canobviouslybe laudable inmanycircumstances.Thecourage to act
on one�s convictions and the willingness to sacrifice for them are both virtues. We
encourage a child, for example, not to follow the crowd when it is wrong or foolish,
knowing that such behaviorwill frequently result in unpleasant social consequences to
the child, such as ridicule or ostracism. One who is willing to risk ridicule and
ostracism in order to honor her moral convictions is courageous and deserves praise.

There are, however, moral limits on the costs one can impose on innocent third
parties on the strength of an even a laudable motivation. After passage of a citizen
initiative banning affirmative action by the state inWashington, protestersmarched on
a Washington highway in order to shut down traffic, something they succeeded in
doing for hours. Those protesters deliberately caused significant inconvenience to
other persons (many of whom voted against the initiative) after having their position
rejected at the polls. Although their position might have been the correct one, their
willingness to cause such inconvenience to others on the strength of a view that might,
ormight not, havebeen particularlywell reasoned ismorally problematic—even if, all
things considered, their conduct was morally permissible.

Themental state of someonewho deliberately imposes detriment on innocent third
parties on the strength of a moral conviction that lacks adequate epistemic support is
morally problematic in at least twopossibly relatedways. First, it evinces disregard for
the interests of innocent third parties, a failure to appreciate the importance of other
people. Second, it evinces anarrogant judgment about the importanceand reliability of
one�s own judgments. It seems, at thevery least, arrogant for one person to deliberately
subject another to a risk of harmon the strength of an idea that lacks adequate support.5

5This primarily applies to individuals; the state is in a somewhat different position because, inmany cases, it
cannot avoid taking a position on a contested issue by refraining from acting. If it refrains from prohibiting
abortion, for example, the absence of a prohibition presupposes (at least to the extent that we presume the
state is trying to dowhat ismorally legitimate) that abortion does not result inmurder. If it prohibits abortion,
the prohibition presupposes either that a woman does not have a privacy right in her body or that abortion
results in murder. Citizens are rarely in such a position.
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One sign that amoral conviction lacks adequate epistemic support is that it is deeply
contested among open-minded, reasonable persons of conscience in the culture. The
idea that there are many open-minded reasonable persons of conscience on both sides
of an issue suggests that both positions are reasonable in the sense that they are backed
by good reasons that lack an adequate rebuttal. Insofar as a disagreement is reasonable
in this sense, neither side can claim to have fully adequate support.6

Agents must also be willing to accept responsibility under the law for their acts of
CD.Willingness to accept responsibility goes beyondmerely openly defying the law;
one might openly defy a law but attempt to evade apprehension by the police by, say,
leaving the country. Intuitively, there is a world of difference, for example, between
someonewho defaces a billboard in front of 15 police officers to protest its content and
someone who does so in a clandestine manner hoping to avoid detection. One seems
fairly characterized as vandalism while the other, even if ultimately unjustified, does
not.

This last factor is especially important in evaluating hacktivism. Many theorists
worry that it can be difficult to distinguish hacktivism from cyberterrorism. Huschle
(2002) argues that hacktivists should make it a point to accept responsibility for their
actions precisely to ensure that their acts are not mistaken for cyberterrorism, which
could cause much more disruption than was intended to result from their acts. As
Manion and Goodrum (2000) put the point:

The justification of hacktivism entails demonstrating that its practitioners are neither
“crackers”—those who break into systems for profit or vandalism—nor are they
cyberterrorists—those who use computer technology with the intention of causing
grave harm such as loss of life, severe economic losses, or destruction of critical
infrastructure. Hacktivism must be shown to be ethically motivated (pp. 15–16).

The acceptance of responsibility and the legal consequences of disobedience
signals that the act is motivated by a principled stand, a feature that operates to
legitimize these acts. Moreover, the willingness of the agent to accept responsibility
signals that the breach of the public peace is exceptional rather than part of a general
pattern of misconduct and hence need not give rise to the feelings of vulnerability and
insecurity to which breaches of the public peace typically give rise.

The foregoing discussion suggests a useful framework for evaluating acts of CD
thatweigh themoral benefits and costs. The following considerationsweigh in favor of
finding that an act of CD in a legitimate democratic state is morally permissible. First,
the act is committed openly by properly motivated persons willing to accept
responsibility for the act. Second, the position is a plausible one in play among
open-minded, reasonable persons in the relevant community. Third, persons commit-
ting an act ofCDare in possession of a thoughtful justification for both the position and

6Not all disagreement is reasonable, of course. It seems clear, for example, that personswho disagreed in the
1960s and 1970s with the idea that race-based segregation is wrong lacked even minimal support for a
position that had been all but conclusively refuted by that juncture. Sometimes there are a lot of
unreasonable, narrow-minded persons who simply refuse to see the light.
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the act. Fourth, the act does not result in significant damage to the interests of innocent
third parties. Fifth, the act is reasonably calculated to stimulate and advance debate on
the issue.

In contrast, the following considerations weigh in favor of finding that an act of CD
against an otherwise legitimate state is morally wrong. First, the act is not properly
motivated or committed openly by persons willing to accept responsibility. Second,
the position is implausible and not in play among most thoughtful open-minded
persons in the community. Third, the people who have committed an act of CD lack a
thoughtful justification for the position or the act. Fourth, the act results in significant
harm to innocent third parties. Fifth, the act is not reasonably calculated to stimulate or
advance debate on the issue.

The civil rights sit-ins of the 1960s are paradigms for justified acts of CD
under the above framework. Someone who refuses to leave segregated lunch
counters until police arrive to remove her is clearly committing an open act and
is willing to accept the consequences. The view that segregation is wrong was not
only in play among open-minded, reasonable persons of conscience, but had
pretty much won the day by the time the mid-1960s arrived. The people who
committed these acts justified themby reference to a principle of equality that open-
minded, reasonable persons of conscience in the culture had nearly universally
accepted. Lunch counter sit-ins had significant effects only on the owners
who wrongly implemented policies of segregating blacks and whites. These
sit-ins helped to call attention to the ongoing racial injustices in the southern
United States.

In contrast, acts of vandalism by anarchists during the 1999 World Trade Organi-
zation (WTO) protests in Seattle were not justified acts of CD under this framework.
Anarchists who broke windows typically fled the scene as soon as the police arrived.
Anarchism isnot inplay among reasonable, open-mindedpersons in the community. If
televised interviews with many of them were any indication, they generally lacked a
thoughtful justification for their views;most of them I sawwere strikingly inarticulate.
The cost of replacing a large plate-glass storefront window is in excess of $10,000—a
morally significant cost to innocent store owners. These acts of vandalism tend to
alienate people and entrench them further in their opposition to anarchism, rather than
provoke reasoned discussion.

8.3.2 What is Hacktivism?

For our purposes, “hacktivism” can be defined as “the commission of an unauthorized
digital intrusion for the purpose of expressing a political or moral position.” Qua
digital act, hacktivism is nonviolent in nature.Qua activism, hacktivism does not seek
to achieve its political purposes, unlike terrorism, by inspiring terror among the
population; it attempts to achieve these purposes by stimulating discussion anddebate.
Hacktivism is thus conceptually distinct from cyberterrorism—though the bound-
aries, aswewill see, sometimes seem toblur.Hacktivism is distinct fromother formsof
benign hacking (e.g.,motivated by adesire for knowledge) in that it ismotivated by the
laudable desire to protest injustice.
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Not all digital activismcounts as hacktivismorCD. Posting aWeb site in theUnited
States with a petition to end thewar in Iraq would be a form of digital activism, on this
definition, but would not count as hacktivism because it does not involve an
unauthorized digital intrusion. Nor, for that matter, would such an act count as an
act of electronic CD because the posting of such content online breaks no laws; CD
necessarily involves violating a valid law.

In contrast, the following count as both hacktivism and CD: (1) a denial-of-service
(DoS) attack launched against the WTOWeb site to protest WTO policies;7 (2) the
altering of the content of a government Web site to express outrage over some policy
of that government;8 and (3) the unauthorized redirection of traffic intended for a
KKK Web site to Hatewatch.9 Each of these acts would involve some unauthorized
digital intrusion and hence would, since presumably intended as a piece of political
activism, count as hacktivism.

8.3.3 Is Hacktivism Morally Justified as CD?

The issue of whether hacktivism is justified CD must be addressed on a case-by-case
basis. Some hacktivists, for example, make no attempt to conceal their identity and
accept responsibility, while others conceal their identities to evade detection. Some
acts do not involve significant damage to innocent third parties (e.g., defacing a
governmental Web site to protest its policies), while others do [e.g., shutting down
commercial Web sites with distributed denial-of-service (DDoS) attacks]. Open acts
of hacktivism that do not impact innocent third parties have a different moral quality
than clandestine acts that harm innocent third parties.

One of the key issues in evaluatingwhether an act of hacktivism ismorally justified
is the extent to which the act harms the interests of innocent third parties. In thinking
about this issue, it is important to reiterate that the context being assumed here is a
morally legitimatedemocratic system that protects the right of free expressionand thus
affords persons a variety of avenues for expressing their views that do not impact the
interests of innocent third parties.

How much harm is caused depends on whether the target is a public, private,
commercial, or noncommercial entity. Attacks on public noncommercial, purely
informativeWeb sites, for example, tend to cause less damage than attacks on private,
commercialWeb sites. The reason is that attacks on commercialWeb sites can result in
significant business losses passed on to consumers in the form of higher prices or to
employees in the formof layoffs. If the informationonapublicWebsite is nonessential

7In 1999, the Electrohippies attacked a WTOWeb site for such reasons. For a summary of notable hacker
attacks, see “Timeline of hacker history,” Wikipedia; available at http://en.wikipedia.org/wiki/
Infamous_Hacks.
8In 1996, hackers changed the content of the Department of Justice Web site, replacing “Justice” with
“Injustice.”
9Anonymous hackers did exactly this in 1999. Intriguingly, a Hatewatch press release characterized the act
as “vandalism.” See Hatewatch Press Release: Activism versus Hacktivism, September 4, 1999. Available
at http://archives.openflows.org/hacktivism/hacktivism01048.html.
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(i.e., unrelated to vital interests), an attack on thatWeb site is likely to result in nothing
more serious than inconvenience to citizens who are not able to access that
information.10

This should not be taken to suggest that hacktivist intrusions upon public entities
cannot result in significant harm to third parties. One can conceive of a depressingly
large variety of acts that might very well cause significant damage to innocent third
parties. A digital attack on a public hospital servermight verywell result in deaths. Of
course, thesemore serious acts are probably notmotivated byexpressivepurposes and,
if so, would not count either as CD or as hacktivism as these notions are defined here.

Acts of hacktivism directed at private individuals can also havemorally significant
effects.ADoSattack, for example, that effectively denies access to a citizen�sWeb site
can impact her moral rights. A DoS attack on a citizen’s site impacts her ability to
express her views and hence infringes hermoral right to free expression.An attempt to
gain access to files on a citizen�s computer impacts her rights to privacy, as well as her
property rights in her computer.

How much harm is done also depends on the nature of the attack.11 As a general
matter, some digital attacks are less likely to cause harm than others. Defacement of a
Web site—or “E-graffiti” as sympathetic theorists sometimes call it—seems far less
likely to cause significant harm than attacks that simply deny access to a Web site.
Changing “Department of Justice” on a government Web site to “Department of
Injustice” is not likely to result in significant harm to third-party interests. At most, it
will cause embarrassment to the government agency running the site.

This should not, however, be taken to suggest that defacement of a Web site can
never result in significant damage to innocent third parties. Publishing sensitive
information about individuals, like social security numbers, as “E-graffiti” on a
governmentWebsite couldobviously result in significantdamage to those individuals.
As is true of physical graffiti, one must look to the specific circumstances to evaluate
the damage caused by digital graffiti to ensure an accurate assessment.

Nevertheless, it is reasonable to think that, as a general matter, DoS and DDoS
attacks are likely to cause more damage, other things being equal, than defacement of
Web sites. These attacks are calculated to denyaccess of third parties to the content of a
Web site, effectively shutting it down by overwhelming the server with sham requests
for information.While there are undoubtedly exceptions to any generalizations about
the comparative harm caused by defacement of Web sites and DoS attacks, it seems
reasonable to think that shutting down a Web site is a more harmful act than merely
defacing it. For this reason, DoS attack will be harder to justify, as a general matter, as
permissible electronic CD than defacement.

10The Electrohippies justify attacks on various public Web sites precisely on such grounds: “Neither the
Whitehouse nor 10 Downing Street Web site are [sic] essential services. For the most part they merely
distribute the fallacious justifications in Iraq, aswell as trying to promote the image of the twoprimemovers
behindwar in Iraq:Messrs. Bush andBlair” (Electrohippies, 2003). The idea here is that the harm caused by
attacks that ultimately deny access to publicWeb sites that are not providing essential services results in no
significant harm to innocent third parties.
11For a helpful discussion of various tactics, seeAuty (2004) .Mydiscussion in this and the last section owes
an obvious debt to Auty�s discussion.

202 ETHICAL ISSUES INVOLVING COMPUTER SECURITY



Indeed, a coordinated and sustained DDoS attack on the largest commercial Web
sites could result in an economic downturn that affects millions of people. Al Qaeda is
exploring the possibility of large-scale cyberattacks on public and commercial
networks precisely because a large enough attack might suffice toweaken confidence
in E-commerce to such an extent as to precipitate a recession—or worse. Here it is
worth noting that an increaseof the unemployment rate in theUnitedStates from5%to
6% means the loss of approximately one and a half million jobs—a consequence of
great moral significance.

Another important factor in evaluating an act of CD is that the persons committing
the act arewilling to accept responsibility for those acts.Manion andGoodrum (2000),
for example, assert that “willingness (of participants) to accept personal responsibility
for outcome of actions” is a necessary, though not sufficient, condition for the
justification of an act of CD: “In order for hacking to qualify as an act of civil
disobedience, hackers must be clearly motivated by ethical concerns, be nonviolent,
and be ready to accept the repercussions of their actions” (p. 15).

There is a difference between claiming responsibility for an act and beingwilling to
accept the legal consequencesof that act.One can claim responsibilitywithout coming
forward to accept the legal consequences of one�s act. One can do this by giving some
sort of pseudonym instead of one�s real name or by attributing the act to a group that
protects the names of its members. Although such a claim of responsibility signals an
ethical motivation, this is not tantamount to being willing to accept responsibility.

The heroic civil rights activists of the 1960swho staged sit-inswent beyondmerely
claiming responsibility; they accepted, even invited, prosecution. It was part of their
strategy to call attention to the injustice of Jim Crow laws in the South by voluntarily
subjecting themselves to prosecution under those very laws. These courageous
activists did not anonymously claim responsibility for the sit-ins from a safe distance:
they would continue the protests until the police arrived to arrest them.

Some noteworthy hacktivists evince a similar willingness to accept responsibility
for their actions. As Manion and Goodrum (2000) observe:

Examined in the light, the hack by Eugene Kashpureff clearly constitutes an act of civil
disobedience. Kashpureff usurped traffic from InterNIC to protest domain name policy.
He did this nonanonymously and went to jail as a result (p. 15).

But this is the exception and not the rule. There are a variety of hacktivist groups,
including Electrohippies, MilwOrm, and Electronic Disturbance Theatre, but these
groups typically claim responsibility for acts as a group without disclosing the
identities of any members. For example, MilwOrm and another group claimed
responsibility for the defacement of approximately 300 Web sites (they replaced the
existing content with a statement against nuclear weapons and a photograph of a
mushroom cloud), but did not disclose the identities of members who belong to the
group. Hacktivists typically attempt to conceal their identities to avoid exposure to
prosecution—even when claiming responsibility.

Anonymous hacktivist attacks impose significant costs on social well-being. First,
such attacks, regardless of motivation, contribute to an increasing sense of anxiety
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among the population about the security of the Internet, which has become increas-
ingly vital to economic and other important interests. Second, these attacks require an
expenditure of valuable resources, which could be allocated inmore productiveways,
to protecting computers against intrusions—costs that are passed on to consumers.

In any event, it is worth noting that terrorists typically claim responsibility as a
group, but attempt to evade the consequences of their actions by concealing their
identities and locations. It is important, of course, not to make too much of this
similarity: terrorists deliberately attempt to cause grievous harm to innocent people
while hacktivists do not. The point, however, is merely to illustrate that there is a
morally significant difference between claiming responsibility and accepting respon-
sibility.Accepting responsibility is, other thingsbeing equal, needed to justify an act of
hacktivism.

A third factor to consider is that themotivating agenda behind electronic CD, other
things being equal, is not as transparent as themotivating agenda behind ordinary CD.
Whereas the protesterswho shut down theWashington state highway carried signs and
alerted the press they were protesting a specific measure, the point of many putative
acts of hacktivism is not clear. ADDoS attack, for example, directed against Amazon.
com could mean any number of things—some of which have nothing to do with
expressing a political view (e.g., a recently discharged employee might be taking
revenge for her dismissal). The absence of a clearmessage is problematic fromamoral
standpoint.

Acts of hacktivism are frequently motivated to protest the violation of human
rights by oppressive nondemocratic regimes and are directed at servers maintained
and owned by governmental entities in those regimes. It is worth noting that, strictly
speaking, many such acts will not count as CD. The reason is that many of these
attacks will be from people who live outside the repressive regime and are not
subject to the legal consequences within the regime. But insofar as these legal
consequences are draconian and drastically out of proportion to what is morally
appropriate, acceptance of responsibility is not necessary for such acts to be
justified. Accordingly, these attacks that originate from outside the target nation
might be justified hacktivism, but they will not be justified as CD.

Other features suggesting that such acts are justified as follows. First, the primary
impact of such acts is on the parties culpable for committing violations of human
rights. Defacing a governmental Web site that does not provide essential services or
information is not likely to have any significant effects on innocent citizens. Second,
the targeted regimes do not respect a right of free expression and forcefully repress
political dissent. It is reasonable to think that the moral calculus of CD is
considerably different in states that systematically deny citizens the opportunity
to express dissent without fear of reprisal. Third, such acts of CD are frequently
successful in calling attention to the injustice and stimulating debate. Finally, the
position is probably amajority position among people in this culture andworldwide.
It is fairly clear that, in Western cultures, support for universal human rights is, far
and away, a majority position. But it is also reasonable to think that such support is
also a majority position in non-Western cultures. In nations where citizens are
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denied human rights, those citizens frequently demand them. When liberated from
oppressive regimes, moreover, citizens tend to behave in ways that were suppressed
under those regimes. Women, for example, in Afghanistan adopted a Western style
of dress and rejected the oppressive burqa after the Taliban was removed from
power. People almost universally want speech rights, equality, and a right to be free
from torture or political persecution.

But, unlike the human rights agenda, other positions commonly motivating
hacktivism are fairly characterized as fringe positions not generally in play among
thoughtful, open-mindedmembers of the community.Consider, for example, themain
tenets of the “hacker ethic” as summarized by Levy (1984):

(1) Access to computers should be unlimited and total.

(2) All information should be free.

(3) Mistrust authority—promote decentralization.

(4) Hackers should be judged by their hacking, not by bogus criteria such as
degrees, age, race, or position.

(5) You create art and beauty on a computer.

(6) Computers can change your life for the better.

Although tenets 4 through6 are largely uncontroversial (and so obvious that theydo
not need to be stated), these are not the tenets that motivate acts of hacktivism. The
tenets that are most likely to motivate acts of hacktivism are the first three tenets.

It is hard to know what to say about tenet 3 beyond pointing out that it is overly
general (Should all doctors be mistrusted? Always?); however, tenets 1 and 2 are
clearly fringe positions not in play among open-minded, thoughtful people. Tenet 1
implies that people have no property rights in their own computers and hence may not
permissibly exclude others from their machines—an implausible position that,
consistently applied to other forms of property, would vitiate ownership in homes
and automobiles. Tenet 2 implies that people have no privacy rights in highly intimate
information about themselves. Although many people are rightly rethinking their
positions about information ethics in response to the new technologies, tenets 1 and 2
are too strong to be plausible because they are inconsistent with bedrock views about
privacy and property rights. For this reason, neither is in play among open-minded,
reasonable persons in the community. This operates against thinking hacktivism
expressing the hacker ethic is justified.

Nevertheless, it is not enough, according to the framework described above, that an
act of hacktivism is motivated by a plausible position in play among thoughtful,
reasonably conscientious persons; it is anecessary condition for anact of hacktivism to
be justified that the actor be in cognitive possession of a reasonably plausible
justification for that position.

As a general matter, hacktivists give little reason to think they are in possession of a
reasoned justification supporting the positions they take. Occasionally, they will
articulate their position with some sort of slogan, but rarely provide the position with
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the critical support it needs. Consider, for example, Manion�s and Goodrum�s (2000)
discussion of one such motivation:

In order to determine the motivations of hacktivists, one place to look is what hacktivists
themselves say in their motivation . . .. In June, 1998 the hacktivist group “MilwOrm”

hacked India�s Bhabha Atomic Research Centre to protest against recent nuclear tests.
Later, in July of that year, “MilwOrm” and the group “Astray Lumberjacks,” orches-
trated an unprecedented mass hack of more than 300 sites around the world, replacing
web pages with an antinuclear statements(sic) and images of mushroom clouds. Not
surprisingly, the published slogan ofMilwOrm is “Putting the power back in the hands of
people” (Manion and Goodrum, 2000, p. 16).

One should say much more by way of justification for hacking 300 sites than just a
vague slogan like “Putting the power back in the hands of people.”Thevictims of such
an attack, as well as the public whose peace has been breached, have a right to know
exactly what position is motivating the attack and why anyone should think it is a
plausible position.

The foregoing argument should not, of course, be construed to condemn all acts of
hacktivism.Nothing in the foregoing argumentwould condemnnarrowly targeted acts
of electronic CD properly motivated and justified by a well-articulated plausible
position that do not result in significant harm to innocent third parties. Acts of
hacktivism that have these properties might be justified by the right to free expres-
sion—though, again, it bears emphasizing here that such acts will be much harder to
justify in societies with morally legitimate legal systems.

But, as a general matter, hacktivists have not done what they should to make sure
their acts are unproblematic from a moral standpoint. In their zealousness to advance
theirmoral causes, theyhavecommitted acts that seemmore problematic fromamoral
point of view than the positions they seek to attack. If, asManion andGoodrum (2000)
suggest, hacktivists havebeenmisunderstoodbymainstreammedia and theorists, they
have only themselves to blame.

8.4 HACKING BACK: ACTIVE RESPONSE TO COMPUTER
INTRUSIONS

Victims of digital intrusions are increasingly responding with a variety of “active
responses.” Some are intended to inflict the same kind of harm on the attacker as the
attack is intended to haveon thevictim.Conxion, for example, overloaded the network
from which the Electrohippies staged a DoS attack by redirecting the incoming
packets back to the network instead of dropping them at the router.12 Some, however,
are not intended to inflict harm on the attacker�s network. The point of a traceback is to
identify the parties responsible for the intrusion by tracing its path back to the source.

12See Radcliff, D. (2000). Should you strike back? ComputerWorld.Available from http://www.computer-
world.com/governmenttopics/government/legalissues/story/0,10801,53869,00.html.
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This section considers whether and towhat extent it is morally permissible for private
parties to adopt these active responses.

8.4.1 The Active Response Spectrum

The term “active response” is intended to pick out digital intrusions that come in
response to a hacker�s intrusion and are intended to counter it; these responses are
sometimes called “counterhacking” or “hacking back.” As such, active response
measures have the following characteristics. First, they are digitally based; assaulting
someone who is committing a digital trespass is not active response. Second, they are
implemented after detection of an intrusion and are intended to counter it by achieving
investigative, defensive, or punitive purposes. Third, they are noncooperative in that
they are implemented without the consent of at least one of the parties involved in or
affected by the intrusion. Finally, they have causal impacts on remote systems (i.e.,
those owned or controlled by some other person).

“Benign” responses involve causal interaction with remote systems outside the
victim�s network, but are neither intended nor reasonably likely to damage those
systems. One example of a benign response is a traceback. As noted above, tracebacks
attempt to identify the parties responsible for an digital intrusion by following its path
in reverse; they causally impact remote systems but without damaging them.

“Aggressive” responses are those calculated to interfere with the availability,
integrity, confidentiality, or authenticity of remote systems. Aggressive measures are
those intended or highly likely to result in something that the target would regard as
harm or damage. An example of an aggressive response is a DoS counterattack of the
sort launched by Conxion against Electrohippies.

8.4.2 Relevant Moral Principles

8.4.2.1 A Principle Allowing Force in Defense of Self and Others It is
generally accepted that a person has a moral right to use proportional force when
necessary to defend against an attack. If, for example, A starts shooting at B without
provocation and B cannot save her own life without shooting back at A, it is
permissible for B to shoot at A. The first principle considered here, then, can be
stated as follows:

The Defense Principle: It is morally permissible for one person to use force to defend
herself or other innocent persons against an attack provided that (1) such force is
proportional to the force used in the attack or threat; (2) such force is necessary
either to repel the attack or threat or to prevent it from resulting in harm; and
(3) such force is directed only at persons who are the immediate source of the attack
or threat.

Although the term “force” has traditionally been used to refer to violent physical
attacks in which one person attempts to inflict physical harm on another person, it is
construed here as applying to both physical and digital attacks.
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Each element of the Defense Principle states a necessary condition for the justified
use of force. First, the Defense Principle justifies the use of no more force than is
proportional to the attack. Second, forcemust be necessary in the sense that the victim
cannot either stop the attack or prevent further harm to herself without resorting to its
use. Third, the Defense Principle will justify the use of force only against the direct
sources of the attack. In limited cases, this might permit the use of force against
innocent persons.Manypeoplehave the intuition that apersonmaydirect force against
an attacker known to be insane andhence not responsible for her actions.Nevertheless,
the Defense Principle will never justify directing force against an innocent bystander.
Under no circumstances, then, would it allow a person to defend against an attack by
interposing an innocent bystander between herself and the attacker.

8.4.2.2 APrincipleAllowingOtherwiseWrongfulActs toSecureGreater
Moral Good It is also generally accepted thatmorality allows the infringement (as
opposed to violation) of an innocent person�s rights when it is necessary to secure a
significantly greater good.13 For example, if A must enter onto the property of B
without her permission to stop amurderer from escaping, it is morally permissible for
A to do so. Though such an act constitutes a trespass and hence infringes B�s property
rights, it does not violate B�s property rights because it is morally justified. This
suggests a second general principle relevant in evaluating an active response:

The Necessity Principle: It is morally permissible for one person A to infringe a right r
of a personB if andonly if (1)A�s infringing ofrwould result in greatmoral value; (2) the
good that is protected by r is significantly less valuable, morally speaking, than the good
Acan bring about by infringingr; (3) there is no otherway forA to bring about thismoral
value that does not involve infringing r; and (4) A�s attitude toward B�s rights is
otherwise properly respectful.

As construedhere, theNecessityPrinciple applies in the context of physical anddigital
attacks and hence potentially justifies the use of physical or digital force that would
ordinarily be impermissible.

Each element of the Necessity Principle states a necessary condition for being
justified in doing something that would otherwise be wrong. First, the act is not
justified unless it results in a significantly greater good than the interest infringed by
the act. Second, the act is justifiedonly if there is nootherway tobring about thegreater
good. Third, the act must be performed with an otherwise respectful attitude.

The Necessity Principle augments the Defense Principle by allowing some action
that would infringe the rights of even innocent bystanders: the Necessity Principle
seems to allow one person A to infringe the right of an innocent bystander B if

13By definition, to say that a right has been “infringed” is to say only that someone has acted in a way that is
inconsistent with the holder�s interest in that right; strictly speaking, then, the claim that a right has been
infringed is a purely descriptive claim that connotes nomoral judgment as towhether or not the infringement
is wrong. In contrast, to say that a right has been “violated” is to say that the right has been infringed by some
act and that the relevant act is morally wrong. Accordingly, it is a conceptual truth that it can be permissible
for an individual or entity to infringe a right, but it cannot be permissible to violate a right.
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necessary to defendA or some other person from a culpable attack that would result in
a significantly greater harm than results from infringing B�s right. But insofar as the
Necessity Principle requires the achievement of a significantly greater good, it will not
allow a person to direct at an innocent bystander force that is proportional to the force
of the attack.

8.4.2.3 Two Nonstarters: Retaliation and Punishment It might be
thought that victims of an attack have a moral right to retaliate against or punish
their attackers by inflicting a proportional harm on their attackers. If, for example, A
hits B in the face and then turns and runs away in an obvious attempt to escape, it is
morally permissible, on this view, for B to catch A and hit him back in the face; such a
measure is permissible either as retaliation or as punishment. Applied to the present
context, such a principlewould permit the victim of a digital attack to counterattack as
a means of “evening the score.”

Active response cannot be justified as retaliation. The act of inflicting injury on
another person for no other reason than to even the score is “revenge,” and revenge is
generally regarded asmorallywrongbecause it is nopart of the concept of revenge that
harmbe inflicted to give a person his just deserts. From the standpoint of someonewho
is retaliating, thepoint of the retaliatory act is not to restore thebalanceof justice after it
has been disturbed by a wrongful act. Rather, the point is simply to even the score: he
did this tome, so I did it back to him.As far as ordinary intuitions go,morality does not
allow the infliction of harm on another person without regard for whether that harm is
deserved or serves some greater purpose than satisfying a desire for vengeance.

Nor can active response be justified as punishment. In a society with a morally
legitimate government, it is morally impermissible for private citizens to punish
wrongdoing. Mainstream political theorists are nearly unanimous in holding that it is
the province of a legitimate government – and not of private persons – to punish
wrongdoers after they are found guilty in a fair trial with just procedures. Indeed,
vigilantism is universally condemned as morally wrong. Both lines of argument are
nonstarters.

8.4.3 An Evidentiary Restriction for Justifiably Acting Under Ethical
Principles

As was noted in the discussion of hacktivism, a person must have adequate reason to
believe she is justified in acting under a moral principle to be justified in acting under
that principle. There is thus another general principle relevant with respect to
evaluating an active response—one that is epistemic in character:

The Evidentiary Principle: It is morally permissible for one person A to take action
under a moral principle P only if A has adequate reason for thinking that all of P�s
application-conditions are satisfied.

The Evidentiary Principle implies that one has a duty to ensure that one is
epistemically justified in acting under the relevant moral principle. If one person
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A takes aggressive action against another personBwithout sufficient reason to believe
the application-conditions of the relevant moral principles have been satisfied, A
commits a wrong against B.

Accordingly, the victim of a digital attack can permissibly adopt active response
only if she has adequate reason to think the application-conditions of one of the
relevant principles are satisfied. Under the Defense Principle, shemust have adequate
reason to believe that (1) whatever force is employed is proportional to the force used
in the attack; (2) such force is necessary either to repel the attack or to prevent it from
resulting in harm of some kind; and (3) such force is directed only at persons
immediately responsible for the attack. Under the Necessity Principle, she must have
adequate reason to believe that (1) the relevant moral value significantly outweighs
the relevantmoral disvalue; (2) there is no otherway to achieve the greatermoral good
than to do A; and (3) doing A will succeed in achieving the greater moral good.

8.4.4 Evaluating Active Response Under the Relevant Principles

It is important to realize that the risk that active responseswill impact innocent persons
and theirmachines is not purely “theoretical.”Sophisticated attackers usually conceal
their identities by staging attacks from innocent machines that have been compro-
mised through avariety ofmechanisms.Most active responseswill have to be directed,
in part, at the agent machines used to stage the attack. Accordingly, it is not just
possible that any efficacious response will impact innocent persons, it is nearly
inevitable—something that anyone sophisticatedenough to adopt anactive response is
fairly presumed to realize.

Given that innocent persons enjoyageneral (thoughnot unlimited)moral immunity
against forceful attack, the likelihood of impacting innocent persons with an active
response is of special ethical concern. For this reason, the impacts of active responses
on innocent parties will occupy a central role in evaluating those responses.

8.4.4.1 Aggressive Measures As a general matter, aggressive active defense
cannot be justified by the Defense Principle. Consider, again, Conxion�s response to
the Electrohippies DoS attack. Instead of simply dropping the incoming packets at the
router,Conxion sent those packets back to theElectrohippies� server, overwhelming it.
Since dropping the packets at the router would have ended the harmful effects of the
attack, Conxion�s response was not “necessary” and hence not justified under the
Defense Principle.

Additional issues are raised by aggressive response to attacks staged from innocent
agent machines. Since the identity of the culpable attacker is unknown in such cases,
any aggressive response will invariably be directed at the innocent agents compro-
mised by the attacker, which compounds the harms done to the owners of those
machines. Even if it is permissible to use force against innocent attackers, the owners
of those machines are not really “attackers” in the sense that an insane person who
assaults another person is. If those owners are really “bystanders,” the Defense
Principle will not allow aggressive response to attacks in which it is evident that the
attacker�s identity has been concealed.
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Moreover, aggressive responsewill not be justified under theDefense Principle if it
is not necessary to prevent the harm or to stop the attack. If there is any nonaggressive
way for the victim to avoid the attack or the damage caused by it, then an aggressive
response cannot be justified under the Defense Principle. This, however, does not
mean that the victim is obligated to escape the attack by anymeans possible. Although
it is always possible to escape a digital attack by taking the target offline, such
measures can result in significant damage (if, e.g., the target is a web-based business)
that the Defense Principle does not require victims to accept. Victims have a duty to
escape attacks only insofar as this can be done without incurring injuries that are
comparable to those caused by the attack itself.

Aggressive response is problematic under the Necessity Principle for a different
reason. The Necessity Principle allows acts that would otherwise bewrong if they are
necessary to achieve a significantly greater moral good. Even if we assume that an
aggressive response is clearly necessary to achieve the moral good of preventing the
damage caused by an attack and that this good significantly outweighs the harms done
to the owners of the agent machines, there is an evidentiary problem: for all we can
know, an aggressive response might result in unpredictable harms that outweigh the
relevant moral goods.

The problem here arises because machines can be linked via a network to one
another in a variety of unpredictable ways, making it impossible to identify all the
harmful effects of an aggressive response in advance. Suppose, for example, that an
attacker compromises machines on a university network linked to a university
hospital. If hospital machines performing a life-saving function are linked to the
network, an aggressive response against that network might result in a loss of
human life. Even worse, suppose an attacker compromises machines used by one
nation�s government to attack private machines in another nation. If the two nations
are hostile toward each other, an aggressive response by the private victim could
raise international tensions—a particularly chilling prospect if the two nations are
nuclear powers.

The point is not that we have reason to think that these scenarios are likely; rather, it
is that we do not have any reliable way to determine how likely they are. A victim
contemplating an aggressive response has no reliableway to estimate the probabilities
of such scenarios in the short time available to him or her. Since the victim cannot
reliably assess these probabilities, she lacks adequate reason to think that the
application-conditions of the Necessity Principle are satisfied. Thus, under the
Evidentiary Principle, she may not justifiably adopt aggressive measures under this
principle.

8.4.4.2 Benign Measures Benign measures are typically concerned with
identifying culpable attackers (e.g., tracebacks) and are neither intended nor
obviously likely to result in physical damage to affected machines. Even so,
benign responses are problematic insofar as they causally impact remote machines.
Of course, this does not pose any obvious moral problems when the remote
machines are located within the victim�s network or when the victim has permis-
sion to impact these machines. But unauthorized effects on innocent agent
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machines are presumptively problematic since they infringe the property rights of
an innocent person.

Benign responses do not defend against attacks and hence cannot be justified by
the Defense Principle, but they seem to secure an important moral good under the
Necessity Principle. Criminal attacks are regarded as offenses against the general
public because they violate the legitimate expectations of the public and thereby
breach the peace. Like the victim, the public has a compelling reason to ensure that
the criminal offender is brought to trial and punished to restore the peace—a good
of considerable moral significance. To the extent that tracebacks can reliably be
used to identify an attacker, they function to secure the important moral good of
restoring the public peace by bringing wrongdoers to justice. Accordingly, re-
sponses motivated by such an objective are intended to secure an important moral
value.14

Moreover, it also seems clear that such goods are important enough to justify
comparatively minor infringements of the property rights of innocent persons. If the
onlyway that a private security officer can apprehend a robbery suspect is to commit a
trespass against the property of an innocent person, it seems clear that she is justified in
doing so under the Necessity Principle. The moral value of bringing the offender to
justice and thereby restoring thepublic peacegreatly outweighs themoral disvalueof a
simple trespass onto the land of an innocent party.

The problem with benign responses, however, is that it will frequently be unclear
whether they are reasonably calculated to succeed in identifying culpable parties. As
noted above, any reasonably sophisticated hacker will attempt to conceal her identity
by staging the attack from innocent agent machines. Indeed, it is possible for a
sophisticated attacker to further insulate herself from discovery by compromising one
set of innocent machines to control another set of innocent machines that will be used
to stage the attack—a process that can be iterated several times. In such cases, the
attacker will interpose several layers of innocent machines between herself and the
victim.But thegreater the number of layers betweenattacker andvictim, the less likely
benign responses will succeed in identifying the culpable party. Although benign
response can be highly effective in identifying the culpable parties in attacks staged
directly from the hacker�smachine, the probability of success drops dramatically with
each layer of machines between attacker and victim. Indeed, it is fair to say that the
likelihood of identifying the culpable parties in sophisticated attacks by benign
responses is morally negligible.

This seems to imply that the victim of a digital attack cannot permissibly adopt
benign responses under theNecessity Principle. Unless she has some special reason to
think that the attack is being staged directly from the hacker�s own machines without
the use of benign agent machines or networks, she will not have adequate reason to
think that benignmeasureswill succeed in identifying the culpable parties andwill not

14Not all benign responses aremotivated by a desire to prosecute thewrongdoer.Many firmswould prefer to
avoid prosecution to avoid the unfavorable publicity that might result from the disclosure of security
breaches. The above reasoning would not justify benign responses in these cases.
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be ethically justified, under the Evidentiary Principle, in acting upon the Necessity
Principle.

Nevertheless, it is important to emphasize that the analysis here is limited to current
traceback technologies with their limitations. Many researchers are making consid-
erable progress in improving the reliability and efficacy of traceback technologies.15

Indeed, one might reasonably expect researchers to eventually improve these tech-
nologies to the point where they are sufficiently efficacious in identifying culpable
parties that they can generally be justified under the Necessity Principle as bringing
about the greater moral good of identifying culpable parties to an attack.

8.4.5 The Relevance of Consent

The preceding analysis presupposes that the victim of a digital attack does not have
express or implied permission to causally impact the machines of innocent owners.
Onemight think that owners of agent machines somehow consent to being affected by
active response measures. If owners of affected machines have consented to such
effects, then they have waived any general moral immunity from active response.

Clearly, there is no general reason to think that owners of agent machines have
explicitly or expressly consented to either having their machines used for an attack or
being targeted by aggressive countermeasures. In the absence of any other reason to
think aggressive countermeasures against these machines are permissible, victims
would be committing a wrong against the owners under the Evidentiary Principle
should they direct aggressive countermeasures at these machines.

In some rare instances, persons can be presumed to have “tacitly” or “impliedly”
waived a right on the basis of some nonexpressive behavior not intended to effect a
waiver. Indeed, in some instances, a person�s failure to object to someact canbe treated
as tacit consent to that act. For example, there is little disagreement about the justice of
the legal rule that treats an attorney�s failure to object to something opposing counsel
has done as having waived the objection.

Accordingly, onemight argue it is reasonable to infer that owners of agentmachines
used in adigital attack haveconsented to being targeted byactive response.On this line
of analysis, the failure of such owners to protect against unauthorized entry with a
firewall is reasonably construed as consent to entry in cases where it is needed to
investigate or defend against a digital attack staged from theirmachines.On this line of
reasoning, someone who fails to take such precautions is reasonably thought to be
sufficiently indifferent about the prospects of intrusions that she may be presumed to
consent to them.

There are a couple of problems with this line of reasoning. First, it would not only
imply consent to the victim�s intrusion, but would also imply consent to the attacker�s
intrusion—a result that is sufficiently implausible towarrant rejecting any claims that
imply it. Second, failure to implement a firewall is no more reasonably construed as
consent to entry than failure to lock the door to one�s car is reasonably construed as
consent to enter one�s car. Onemight forget to take such precautions for any number of

15See http://footfall.csc.ncsu.edu, which documents some intriguing advancements in these technologies.
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reasons without being indifferent about unwanted entries. Moreover, in the case of
computer intrusions, one might simply not know about the available security options.

A somewhat more plausible argument for treating failure to take adequate security
precautions is grounded in ethical principles that impute a duty of reasonable care to
protect others from foreseeable harm. In cases where one person�s negligence poten-
tially puts another person at risk, considerations of fairness require imputing some
responsibility or disadvantage to the former person that must ordinarily be voluntarily
accepted. If, for example, you negligently disclose my whereabouts to someone who
wants culpably to harmme, youmight therebyobligate yourself to do something forme
that you ordinarily would not be obligated to do—perhaps hide me in your home.

One might, then, argue that persons who fail to take reasonable precautions to
prevent unwanted computer intrusions and whose computers are used to stage an
attack have tacitly consented to aggressive and benign active defense measures
directed at their computers by the victims of those attacks. Since their negligence
has wrongfully put innocent persons at risk, they have released the victims of the
attacks from any duties they otherwise might have had to refrain from benign or
aggressive active defense.

If ordinary intuitions and practices are correct, this line of reasoningwill not justify
directing aggressivemeasures at owners of compromisedmachines. Ethical principles
of negligence are not generally thought to justify aggression against negligent parties;
they would not, for example, justify me in attacking a person who has negligently
injured me or damaging her property. Rather they are thought to require a person to
compensate parties for injuries proximately caused by her failure to take reasonable
precautions to protect such parties from injury; this, of course, is how such principles
are interpreted and applied by the courts under tort law.

Whether ethical principles regardingnegligencemight justify benign responses is a
much more difficult issue that cannot be addressed here. Admittedly, there is little in
ordinary practices that would justify an inference that these principles allow benign
responses. There are simply no obvious analogs in ordinary practices to digital attacks
staged from innocent machines.

Even so, the idea that the owner of a compromised agent machine might have
waived any immunity she would have otherwise had to benign responses is not
obviouslyunreasonable. If, for example, it is reasonable to think that suchpersonshave
a duty, at the very least, to contribute to compensating the victim of a digital attack for
injuries sustained during the attack, it also seems reasonable to think that such persons
have a duty to permit victims to commit an intrusion for the purpose of tracing the
attack back to its source. If, during the course of an attack, the victim had adequate
reason to think that (1) benign responses would successfully identify the attacking
party and (2) owners of compromised machines negligently failed to take reasonable
precautions to prevent their machines from being used in a digital attack, she might
very well be justified in directing benign responses against those machines.

For all practical purposes, however, the argument ismoot. Since victimswill rarely
be able to gather, during the course of a digital attack, adequate evidence for thinking
either that benign responses would be successful or that owners of compromised
machines have failed to take reasonable precautions, they will not be able to justify
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adopting these responses under ethical principles of negligence. For this reason, the
Evidentiary Principle seems to preclude adopting benign responses on the strength of
ethical principles of negligence—assuming, of course, that these principles are even
applicable.

8.4.6 The Inadequacy of Law Enforcement Efforts

There is one last argument that can bemade in defense of the idea that it is permissible
for private individuals to undertake various active defense measures.16 The argument
rests on the idea that the statemay legitimately prohibit recourse to self-helpmeasures
in dealing with a class of wrongful intrusions or attacks only insofar as the state is
providingminimally adequate protection against such attacks. If (1) digital intrusions
are resulting in significant harm or injury of a kind that the state ought to protect
against and (2) the state�s protective efforts are inadequate, then private individuals,
on this line of reasoning, are entitled to adopt active defense measures that conduce to
their own protection.

Both antecedent clauses appear to be satisfied. Depending on the target and
sophistication of the attack, an unauthorized digital intrusion can result in significant
financial losses to companies. For example, an extended distributed denial of service
attack that effectively takes Amazon.com offline for several hours might result in
hundreds of thousands of dollars of business going to one of its online rivals. In the
worst-case scenario, these financial losses can result in loss of value to shareholders
and ultimately loss of jobs. It seems clear that the harms potentially resulting from
digital intrusions fall within a class that the state ought to protect against.

Further, there is good reason to think that the state�s protective efforts are
inadequate. At this point in time, law enforcement agencies lack adequate resources
to pursue investigations in the vast majority of computer intrusions. But even when
resources allow investigation, the responsemight come after the damage is done. Law
enforcement simply has not been able to keep pacewith the rapidly growing problems
posed by digital attackers.

Thereare avarietyof reasons for this.Mostobviously, the availabilityof resources for
combating cybercrime is constrained by political realities: if the public is vehemently
opposed to tax increases thatwould increase the resources for investigating cybercrime,
then those resourceswill not keeppacewithan increasing rate of intrusions.But, equally
importantly, there are special complexities involved in investigating and prosecuting
digital intrusions. First, according to Mitchell and Banker, investigation of digital
intrusions is resource-intensive: “whereas a typical (non-high-tech) state or local law
enforcement officer may carry between forty and fifty cases at a time, a high-tech
investigator has a full time handling three or four cases a month.” Second, most
sophisticated attacks will pose jurisdictional complexities that increase the expense of
law enforcement efforts because such attacks will frequently involve crossing jurisdic-
tional lines. For example, an attacker in one country might compromise machines in
another country in order to stage an attack on a network in yet a third country.

16See Mitchell and Banker (1998).
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Although such considerations show that the growing problem associated with
digital intrusions demands an effective response of some kind, they fall well short of
showing that it is permissible, as a general matter, for private parties to undertake
benign or aggressive active defense measures. The underlying assumption is that
private individuals can adequately do what the state cannot—namely, protect them-
selves adequately from the threats posed by digital intrusion.

At this time, however, there is very little reason to think that this underlying
assumption is correct. For starters, invasive benign measures intended to collect
information are likely to succeed in identifying culpable parties only in direct attacks
staged from the attacker�s own computer; such measures are not likely to succeed in
identifying parties culpable for intrusions that are staged from innocent machines.
Since an attacker sophisticated enough to stage an attack likely to result in significant
damage is also likely to be sophisticated enough to interpose at least one layer of
innocent machines between her and her target, there is little reason to think that
invasive investigatorymeasures are likely to achieve their objectives in precisely those
attacks that are likely to result in the sort of damage that the state is obligated to protect
against.

Moreover, aggressive measures are not likely to conduce to the protection of
the victim in any reasonably sophisticated attack. As noted above, aggressive
countermeasures are not usually calculated to result in the cessation of the attack
and can frequently result in escalating the attack; for this reason, such counter-
measures are not likely to succeed in purely defensive objectives. Unfortunately,
they cannot succeed in achieving legitimate punitive objectives in attacks staged
from innocent machines. Punitive measures directed at the innocent agents do
nothing by way of either punishing the ultimate source of the attack or deterring
future attacks. A reasonably sophisticated attacker who knows her target will
respond with aggressively punitive measures will simply evade the effects of those
measures by interposing an additional layer of innocent machines between her and
her target.
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CHAPTER 9

Information Ethics and the Library
Profession

KAY MATHIESEN and DON FALLIS

9.1 INTRODUCTION

Libraries as organized depositories of documents have existed at least from the time of
the Sumerians (Fourie and Dowell, 2002, pp. 15–16). Librarianship as a distinct
profession, however, is relatively a recent development.With the advent of the printing
press, collections of works became larger and more complex, thus creating a greater
need for someone devoted to organizing and cataloging such collections. Even then,
those who collected, organized, and preserved books and other documents were
scholars and their activities as “librarians”were not distinct from their scholarlywork.
Not until the nineteenth century did librarianship become a separate profession
(Gilbert (1994), p. 383).

While in general we can say that the role of the librarian is to provide access to
information, librarians vary in their activities dependingon thegoal of such access. For
a corporate librarian, the goal of providing access is to enable and enhance the
activities of the corporation. For an academic librarian, the goal of providing access is
to enable and enhance the activities of the university community (e.g., research and
teaching). For a public librarian, the goal of providing access is to respond to the
information needs of all members of the community.

Given the complex communities served by public libraries, many of the most
interesting ethical issues arise in the context of the public library. Thus, in this paper,
we will largely focus on the public library. Nevertheless, the issues discussed here
should be of interest to anyone in the library profession. Indeed, they should be of
interest to anyone involved in the activities of collecting, organizing, categorizing,
preserving, and providing access to information. This would include, for example,
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manyof thepeople atGoogleor atWikipedia,who are traditionally not consideredpart
of the library profession.

We begin this chapter by considering the mission of the librarian as an information
provider and the core value that gives this mission its social importance. Of course,
librarians face the standard ethical issues that arise in any profession, but our focus here
will be on those issues that arise in relation to the role of the librarian as an information
provider. In particular, we will be focusing on questions of the selection and organiza-
tion of information, which bring up issues of bias, neutrality, advocacy, and children�s
rights to access information.1 All these issues bring up important challenges to what is
commonly seen as the core value of librarianship—intellectual freedom. For example,
in providing access to information librarians must make selections among materials.
How can they do this in ways that fully enable their patrons� access to information?
Some have suggested that the solution is for the librarian to remain neutral.We explore
what is meant by neutrality and the benefits and possible costs of taking the “neutral
point of view.” We then turn to the ethical issues that arise in the organization and
categorization of materials. In particular, we discuss the question of what sorts of
“labeling” of the content in libraries are appropriate.We end by addressing what is one
of the most vexed issues that arises in public libraries. Ought the librarian make any
distinctions between children and adults in providing access to information?

9.2 THE CORE VALUE OF THE LIBRARY PROFESSION

In the following sections, we consider the challenges that confront the librarian in
carrying out his or her professional duties, in particular with regard to selection of
materials and the organization of these materials. Since the ethical obligations of
librarians as professionals will at least partly be determined by the role that librarians
play in society,weneed to understand themission andvalues of the librarian in order to
understand what those ethical obligations are.2 Thus, in this section, we characterize
themission of the library profession and discuss the corevalues related to thatmission.

In taking this approach, we are following a number of notable figures in library and
information science who have claimed that its values are essential to defining the
profession (see Baker, 2000; Finks, 1989; Gorman, 2000; Ranganathan, 1931;
Tyckoson, 2000). Many of these authors provide lists of values to which librarianship
is committed. Former American Library Association (ALA) President Gorman
(2000), for example, suggests the following list of the “CoreValues of Librarianship”:
stewardship, service, intellectual freedom, rationalism, literacy and learning, equity of

1Wedo not, for instance, consider issues of privacy or intellectual property. For a discussion and overviewof
these issues in relation to the library profession, see Fallis (2007).
2There is significant amount of discussionwithin library and information science about the nature and status
of librarianship as a profession (see Arant and Benefiel, 2002; Dilevko and Gottlieb, 2004; Maynard and
McKenna, 2005; Walker and Lawson, 1993), particularly in response to the rise of new information
technologies (see Diamond and Dragich, 2001). The sociologist Andrew Abbott, who has written on the
sociology of professions (Abbott, 1988), provides an insightful analysis of the changing profession of
librarianship (Abbott, 1998).
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access to recorded knowledge and information, privacy, and democracy. The Ameri-
can Library Association (1999) also provides its own list of core values: “access,
confidentiality/privacy, democracy, diversity, education and lifelong learning, intel-
lectual freedom, preservation, the public good, professionalism, service, and social
responsibility.”

But one drawback of the list approach is that it fails to explain how these different
values are related to each other. This is particularly problematic given that it is possible
that pursuing some values, such as confidentiality or preservation, may conflict with
others, such as access. One would need to understand how preservation is related to
access in a structure of values in order to know how such conflicts should be resolved.
A second drawback is that some values are not on this list, such as a respect for the
intellectual property rights of authors and creators. Finally, in listing values, the
theoretical framework that explains and supports these many values is often left out.3

Thus, such lists may serve as a starting point, but they do not take us very far in serious
reflection on the core values of librarianship.

Such serious reflection needs to start with a focus on the point of having libraries
and librarians in the first place—that is, the mission of the librarian. Gorman (2000,
p. 23) puts it succinctly, “When it comes down to it, libraries exist to make the
connection between their users and the recordedknowledge and information theyneed
andwant.”The imperatives thatmight follow from the idea of the librarian as a kind of
matchmaker between books (or “information”) and readers is spelled out most
eloquently by Shiyali Ramamrita Ranganathan in his famous Five Laws of Library
Science (1931):

(1) Books are for use.

(2) Every person his or her book.

(3) Every book its reader.

(4) Save the time of the reader.

(5) The library is a growing organism.

Ranganathan�s aphoristic list of these laws is a bitmystifying at first, but their scope
and depth reveal themselves as one reads Ranganathan�s work. With the first law,
“Books are for use,”Ranganathan emphasizes that thegoal of the librarian shouldbe to
make sure that books and other information resources are actually accessed and read.
Ranganathan appeals to the first law as a grounding principle for accessibility (e.g.,
browsability, lack of fees), but also when considering such issues as library location,
hours, furniture, and staffing. According toRanganathan, the primary consideration is
whether such features will encourage or discourage “use.”This law grounds laws 2, 3,
and 4. If our goal is to promote access to books or informationmore generally, thenwe
will connect particular users to the books theyneed andwant (law2, “Every reader his/
her book”). We will also do what we can to promote people knowing about and using

3The ALA (2006a) Code of Ethics and Library Bill of Rights have similar limitations. For criticisms of the
ALA Code of Ethics and Library Bill of Rights on these grounds, see Frick�e et al. (2000).
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the books and information sources that are available (law 3, “Every book, its reader”).
And, finally, if there are barriers between a user and the information—if it is too
difficult or takes too long to access the information—then personswill be less likely to
get the information they need and theymost certainlywill be likely to get lower quality
information4 (law 4, “Save the time of the reader”).

As becomes clear when one unpacks Ranganathan�s laws, taking on the job of
providingaccess to information is quite a bitmore involved than itmight at first appear.
It is neither enough to simply fill a buildingwith a bunch of books and othermedia nor
sufficient to just provide an internet connection. If this was all there was to it, there
would indeed be little use for librarians at all. Focusing on this point, Ortega y Gasset
(1961 [1935]) andWengert (2001) argue that librariansmust not just “provide” access,
but must shape the access by carefully selecting information. People do not typically
just want or need any old information; they need and want quality information, for
example, information that is on topic, comprehensible, current, interesting, accurate,
and well-written (to name just a few features). And, they want to be able to find this
information quickly and easily. This brings up the further goal (beyond just providing
access) of evaluating, selecting, and organizing information so as to provide access to
quality information.

Ortega y Gasset goes so far as to propose that librarians should serve as “a filter
interposed between man and the torrent of books” (1961 [1935], p. 154). His view is
rather controversial and is worth describing in more detail. He characterizes the
librarian as the individual who handles books for society. Ortega y Gasset points out
that books serve the function of preserving the knowledge of other people. Without
books, we would all have to start from scratch in learning to deal with the world
(cf. Diamond (1997), pp. 215–238).

Books and librarians have, thus, facilitated the progress of society. Ortega y
Gasset warns that recently things have reached the point where books have turned
against us. There are now too many books (and, according to Ortega y Gasset, too
many bad books) for people to sort through for themselves.5 As a result, librarians
need to focus on activities (e.g., carefully organizing and selecting and even
publishing books) that save patrons from having to slog through this mass of books
for themselves.

Like Ortega y Gasset, Wengert (2001) is concerned with the fact that there is too
much (and too much bad) information out there. He also thinks that librarians can
play an important role in improving this situation. However, his view is not as
extreme as Ortega y Gasset�s view. For example, he does not think that librarians
should take charge of the production of books. In fact, Wengert seems to think that
librarians can ameliorate this problem without restricting access to any materials.
Basically, librarians just have to direct people to, and make accessible, those
information resources that are likely to be useful to people. Wengert argues that
library professionals are “teachers.”They are “experts who instruct others on how to

4See Mann (1993), on the “principle of least effort.”
5Ortega was writing prior to the development of the Internet. This problem of “information overload” has
clearly become more pressing in the last few decades.
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better achieve the projects that they have in mind” (2001, p. 486). They do this by
directing people to information resources that are likely to be useful in carrying out
these projects. Wengert�s view fills in some of what we mean when we say that the
mission of the librarian is to provide access to information. In particular, it
highlights the fact that merely “exposing someone to data might not provide that
person with information” or knowledge.6 Librarians are particularly well placed to
help people gain the knowledge they seek. While librarians may not be “subject
specialists” in all of the areas that a patron might have an interest, they are
“information specialists.” In other words, they have learned how to identify
well-reviewed, current, and highly regarded sources of information. Librarians are
trained in how to evaluate information resources and they spend their time finding
the best information resources so that patrons do not have to sort through everything
themselves.7

At one time, “moral” qualitywould have been included inwhat the librarian should
be evaluating information for. Indeed, in his 1908 presidential address to theAmerican
Library Association, Arthur Bostwick (1908, pp. 257–259) pictured the librarian as a
moral guidewhose job is to educate and cultivate themasses. He argued that librarians
ought to evaluateworks based on their possible “moral teachingor effect” aswell as on
their “beauty, fitness, and decency.” However, librarianship has since moved away
from a paternalistic conception of guiding the public taste and morals to a more
libertarian conception that peoplewill be better citizens to the extent that they are free
to pursue their own intellectual interests.8Thus, thegoals of the library aremore linked
to the idea of “intellectual freedom” than of education and “moral uplift.”And, indeed,
most authors writing on values and librarianship argue that intellectual freedom is the
central value of librarianship (ALA, 2006a;Doyle, 2001;Krug, 2003;Oppenheim and
Pollecutt, 2000).

A number of authors have provided arguments for why libraries serve an
essential function in promoting intellectual freedom. Mark Alfino and Linda
Pierce (2001), for example, argue that, “information itself is morally neutral but,
in the context of guided inquiry, it supports the development of personal autonomy
and personal agency” (p. 481). In response to the view that intellectual freedom is
an individualistic value, it is important to emphasize the important social value of
intellectual freedom. Pierce and Alfino, for example, appeal to what Post (1993)
has called the “collectivist” justification of free speech. They argue that “there is an
analogy between the ability of a person to become self-governing and the ability of
a community to self-govern” (p. 480). Thus, Alfino and Pierce argue that librarians

6While we do not wish to take a position on the controversies concerning how to define information, for the
purposes of this discussion, we will use information to mean “meaningful data” (see Fetzer (2004)). Thus,
we are not limiting “information” to content that is accurate (see Floridi (2005)), for this would exclude too
much of what information professionals do.
7Indeed, there is much evidence that patrons do not wish to sort through all the information for themselves
(see Mann (1993)).
8Doyle (2001) provides a brief history of intellectual freedom in American libraries. Until fairly recently,
libraries were quite paternalistic.
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ought to take “an active role” as “public intellectuals,” not just “valuing intellectual
integrity, personal growth of the patron,” but also “the development of their
community�s reflective skills” (p. 476). Such reflective skills are best promoted
in an environment of intellectual freedom where persons are free to express their
views and to access the views of others. Libraries, and free public libraries in
particular, are fundamental to providing this environment. And, librarianship really
is a noble profession insofar as it is devoted to fostering such an environment.
Librarians are suited to do this job due to their training in how to find and evaluate
information resources. They can promote the development of reflective skills both
by providing access to a broad range of quality resources, and by providing
information about how to sort through the resources that are available.9

The view that the central value of librarianship is intellectual freedom is generally
accepted by most writers in library and information science. However, there is quite a
bit of debate on how to understand this value. The ALA Office of Intellectual
Freedom�s (OIF) position, for example, has been criticized by a number of authors
as being too extreme.10 The OIF defines intellectual freedom as “the right of every
individual to both seek and receive information from all points of view without
restriction. It provides free access to all expressions of ideas throughwhich any and all
sides of a question, cause, or movement may be explored” (ALA, 2006b). It further
elaborates this definition as requiring absolutely unfettered access to all materials for
everyone, including children. As Himma (2004) notes, one may be concerned about
having such controversial positions guiding the activities of those employed by
“publicly-funded state institutions.” He argues that, “The idea that libraries ought
to be defending the most expansive conception of free speech is hard to defend on
democratic grounds. Most people in this society are in favor of some content-based
censorship and believe that obscenity, disclosure of national secrets, corporate and
commercial speech, and speech likely to create an imminent threat to public safety are
all legitimately restricted by the state” (p. 22). While we share a number of Himma�s
objections to the OIF�s positions on intellectual freedom, we do not think this should
lead us to reject theview that intellectual freedom is the corevalue of librarianship.We
can focus on intellectual freedom as the core value of librarianship, without necessar-
ily committing ourselves to the OIF�s particular understanding of what intellectual
freedom entails.11

9.3 SELECTION, BIAS, AND NEUTRALITY

Enabling maximal intellectual freedom might imply providing access to all legally
available information. But, since libraries are unlikely to ever be able to provide free

9There are a number ofways librariansmight do this—via reference interviews or free classes on how to find
quality information on the internet, for example.
10See Baldwin (1996), Frick�e et al. (2000), Himma (2004), and Sheerin (1991).
11We will note some particular objections to the ALA�s position on children�s access to information in
section IV.

226 INFORMATION ETHICS AND THE LIBRARY PROFESSION



access to all information, someselectiondecisionsmust bemade.12Even if libraries go
totally online and thus no longer face issues of space limitations, budget limitations
will require that they select some resources andnot select others.Atkinson (1996) calls
for the use of professional judgment in such decisions. He argues against Asheim
(1982) and in support of Ortega y Gasset (1961 [1935]) that “Selection—filtering, to
useOrtega�sword—far frombeing an ethical transgression. . .is (and always has been)
the core service; indeed, the greatest ethical transgression the library could ever
commit would be to avoid selection—that is, not to prescribe” (p. 246).

Given this unavoidable job of selection, ethical issues arise. Are there some
rationales for, or procedures for, selection or “deselection” that are professionally
objectionable? In particular, how dowe avoid selecting in a biased manner that might
interfere with patrons� intellectual freedom (by, e.g., excluding works that promote a
point of view that the selector disagrees with)?

One might ask, where is the ethical issue? Just give the patrons what they want.
Indeed, according to Orr (2003, p. 586), “Most public librarians would agree that their
collections should be designed with what might be called a client-centered approach.
In other words, the public library collection should fit with the needs of its users.”But,
this solution is not thepanacea that itmight appear tobe.While noonewouldargue that
patron demand and interest should be ignored, there is also the argument that librarian
expertise may find better sources of information on a topic than the public is aware of.
Furthermore, even once we have found out what our patrons want in general—
mysteries, how-to-books—and in particular—Harry Potter, Anne Coulter—therewill
still be many selection decisions left to make.

So, librarians must make selections, but in so doing they face the possibility of
personal or political bias entering into the process. If collections are biased toward, or
away from, certain points of view, the patron may end up being subtly swayed in the
direction of the selector�s bias, threatening the patron�s intellectual freedom. Some
have argued that librarians can avoid bias in selection by simply remaining neutral
between different points of view. Finks (1989, p. 353), for example, argues that

At the center of the librarian�s commitment to humanity�s search for truth and
understanding is the goal of remaining always neutral in the battle of competing ideas.
No matter how precious to us any faith or philosophy or social movement might be, we
have to keep our distance and maintain our impartiality as we help to insure that all the
people can hear all the arguments and establish for themselves what is right or true.

This sounds good, but how can we do it? In particular, what does it mean to be
“neutral” when making selection decisions? If being a professional means anything,
it means making decisions based on one�s professional judgment. Thus, any account
of neutrality in selection must be distinct from mere nonjudgment. One way to

12In what follows when we discuss “all information” we will mean all legal information (excluding such
things as state secrets, obscenematerial, etc.). For the purposes of this essay, wewill assume that the current
law determines the proper boundaries of intellectual freedom. We are indebted to Ken Himma for this
suggestion.
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understand the call for neutrality is that the selector must put aside or “bracket” his or
her own personal beliefs and values when evaluating an information source for the
purposes of making a selection decision.13 This fits with the idea that in the context of
our professional activities we ought to place our professional obligations over the
merely “personal” ones.14 According to Finks (1991, p. 90), “librarians are obligated
to restrain any personal tendencies that are in conflict with the best interests of their
agency and occupation.” For example, if I am making selections for the religion
collection ofmypublic library, I should not usemypersonal religious beliefs tomake a
determination about which books to include. One way to understand the idea of
“personal”beliefs is that they are beliefs andvalues that are not part of the organization
or community that you serve. If your library does not have a mission to support
Christianity, then your selections should not either, even if you are a passionately
committed Christian. The concern about the threats to intellectual freedom, which
might be posed by the injection of personal bias into the selection decision, can at least
be partly corrected by librarians adopting and using explicit collection development
policies (cf. Evans (2000), p. 73).

Itmight be helpful here to compare the neutrality of the librarian to something like a
referee�s neutrality. The referee is neutral with regard to the teams—he does not make
calls based on which team he prefers. But, he is not neutral with regard to the rules of
the game—he is a partisan and a defender of the rules. So, we need to determine the
rules of the game for selecting information resources. The suggestion of the collection
development literature is “information quality.”15 Itwouldnot be a “personal”value to
refuse to include a book or to remove a book because it is low quality (e.g., because it
was factually flawed, dated, unsupported, poorly written, falling apart, vastly inferior
to similar texts, etc.). Even the great advocate of neutrality, Finks (1989, p. 353),
believed itwasappropriate tobeanadvocate ofvalidity, honesty, accuracy, andquality,
“We strive to seize and cherish those items. . . that speakwith validity, that reflect with
honesty the heart of our experience, and that reach certain standards of accuracy and
quality.” In other words, we should select the “good stuff.”

But to sayweought to select thegood stuff is not enough. Theprocess of selection is
not simply about choosing quality individual works, but about providing a quality
collection overall. This requires that we be concerned not just about how individual
books are selected, but about how a whole collection is designed. Alfino and Pierce
(2001, p. 482) argue that, “Part of the librarian�s mission might be to model a holistic
�diet� of information, but one that will require substantive judgment, not strict
neutrality.” This ideal of selection is not one that simply says “pick the good stuff,”

13Of course, there are serious questions about whether it is possible to be neutral in this way. Our “personal
beliefs”may affect our decisions in ways that we are not completely consciously aware of. Thanks to Ken
Himma for emphasizing this.
14This principle is also embedded in the current ALA Code of Ethics: VII. “We distinguish between our
personal convictions and professional duties and do not allow our personal beliefs to interfere with fair
representation of the aims of our institutions or the provision of access to their information resources.”
15In her list of selection criteria, Johnson (2004, p. 107) explicitly includes “quality of scholarship.” In
addition, she includes several of the traditional dimensions of information quality, such as “currency” and
“completeness and scope of treatment” (as well as “veracity”).
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but one that says “provide a full range of information.”Amodel for thismight bewhat
the editors of Wikipedia (2006) call the “neutral point of view,” which requires that,
“where there are or have been conflicting views, these should be presented fairly.16

None of the views should be given undue weight or asserted as being the truth, and all
significant published points of view are to be presented, not just the most popular
one.17

There are clear advantages to taking a “neutral point of view” approach when
designing a collection. It promotes both the education and intellectual freedom of
those served by the library. By supplying a range of points of view, patrons are more
likely to be able to find the works that interest or appeal to them. They are thus free to
pursue their intellectual interests through using a library. By providing the range of
points of view, the library also allowsusers to see the rangeofpoints of viewandbeliefs
within the culture. This seems to be a natural interpretation of what Finks (1989,
p. 353) was after when he argued that librarians should remain “neutral in the battle of
competing ideas” and “ensure that all the people can hear all the arguments and
establish for themselves what is right or true.”

However, it is important to distinguish the “neutral point of view” from the
“balance” concept of neutrality. It has been noted by those working in journalism
that balance can lead to a false impression. It may simply reinforce the preexisting
prejudices of the culture or it may treat a well-established theory or fact as if it was a
mere “opinion.” In consideringMindich�s (2000) historyof theoriginsof objectivity in
journalism, Cunningham (2003) writes, “Mindich shows how �objective� coverage of
lynching in the 1890s by The New York Times and other papers created a false balance
on the issue and failed �to recognize a truth, that African-Americans were being
terrorized across the nation.�”More recently, it has been argued that many scientific
issues, such as globalwarming, end up being distorted by a commitment to such “false
balance.” As Hansen (2006), the Director of the NASA Goddard Institute for Space
Studies, points out, “even when the scientific evidence is clear, technical nit-picking
by contrarians leaves the public with the false impression that there is still great
scientific uncertainty about the reality and causes of climate change.”18 If a librarian
thinks that he or she must always balance a book in the collection that says pwith one
that says not p, then he or she may be creating a false impression of “equal weight.”

Some have argued that, even if one accurately represents the “weight” that various
views havewithin society, onemay end promoting the power system of the status quo,
such as racism and sexism. If the society as a whole is racist, then accurately
representing the balance of views in our library will mean that our library has many

16The “Neutral Point ofView” is one of the content policies thatWikipedia requires their contributors follow
(along with “verifiability” and “no original research”).
17Interestingly, this policy did not originate withWikipedia. As early as the 17th century, librarians such as
Gabriel Naud�e in France and John Durie in England recommended that the collection as a whole should be
representative of all points of view (Gilbert (1994), p. 384). According toNaud�e, “A library arranged for the
public must be universal, and it cannot be so if it does not contain all the principal authors . . .” (from his
Advice on Establishing a Library to Cardinal Richelieu of 1627) [cited in Gilbert ((1994)), p. 384].
18See also Mooney (2004).
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more racist than nonracist voices. Iverson (1998), for example, writes that, “systemic
racism in our society typically limits access to resources to all but the privilegedwhite
middle class, by doing so society effectively �censors� many voices. Consequently,
librarians responsible for acquisitionsmaybe recreating racist censorship in their daily
practices of selecting from lists of materials produced by mainstream publishing
houses and other organizations that perpetuate these patterns.”And, as Shera (1970, p.
164) put it, “there are times when silence is not neutrality but assent. . .” Theworry, of
course, is that in trying to correct for these societal “patterns” the librarian will mold
the collection to his or her own views. One might argue that as unfortunate as such
societal prejudices are, it is not the job of the librarian to try to correct them via his or
her collection development decisions.19

9.4 CLASSIFICATION AND LABELING

Libraries by their very nature shape the ways in which we access information. If they
did not do this, they would have little use. A big room with all the books and other
information stuffed in at randomwith noway of sorting through it would be relatively
useless. As we saw in the previous section, selection is an unavoidable part of the
librarian�s job; the same is true of organization. However, once one sorts and organizes
material or provides particular ways for the information seeker to sort the material
herself, one is shaping what information that seeker will get and how the seeker will
perceive this information. This shaping may be intentional, or it may simply be an
artifact of theway inwhich the sorting systemhas been set up.Nevertheless, a library is
an intermediary between the person who wishes to access some information and the
information. The question is what sorts of shaping are appropriate and which are
inappropriate.

In traditional library cataloging and classification, the categories and organization
of the information objects are the creations of library professionals. Librarians
determine what would be the most useful categories to use in organizing material.
This may either be by devising a categorical scheme ahead of time (“faceted
classification”) or by using the works within the subject area to guide the creation
of the categories (“enumerative classification”) (Hunter, 1988; Mann, 1993). Not all
classifications require such intentional acts of categorization by human beings,
however. Classification schemes can also arise from “the ground up,” as a result of
theways in which large numbers of people actually label and use information objects.
Language itself can be seen as one such classification scheme. The terms used and the
categories of objects picked out by those words are the result of the collective activity
of human beings. Advances in computer technology have allowed a similar sort of
process to create ways to categorize information.20

19Thisworry about balance and neutrality as opposed to commitment to social justice has also arisen inwhat
has been called the “social responsibility debate” in librarianship (Alcock, 2003; Berninghausen, 1972;
Joyce, 1999; Wedgeworth, 1973).
20Modern “ground up categorization” via ad hoc labeling and tagging systems (e.g., del.icio.us, flickr) has
been termed “folksonomy” (Vander Wal, 2007).
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Just like selection, organizing and classifying materials shape routes of access. It
makes some information easier to find and access than others; it provides descriptors
formaterials guiding information seekers to particular sources. For example, take two
books on space flight. One book may be put in the fiction section and be cataloged
under the “science fiction” subject heading, while the other will go into the science
section and be cataloged under the “outer space–exploration” subject heading.21 The
ALAcharacterizes such classification as, “Viewpoint-neutral directional aids,”which
“facilitate access by making it easier for users to locate materials” (2005). Neverthe-
less, even though such organization and classification is only intended to aid people in
finding information, the organization of information itself shapes how people under-
stand and receive the information that they access. Indeed, studies have shown that
labeling or categorizing affects even such seemingly direct perceptual experiences as
how things smell or taste (Hardman, 2005).22

Given the cognitive effects of categorization, some have argued that we should be
particularly careful that our categorizations do not promote or reinforce bias. In
Prejudices and Antipathies: A Tract on the LC Subject Heads Concerning People,
Berman (1993) famously tackled what he saw as bias in the Library of Congress
subject headings (LCSH). He argued that racism, sexism, Christocentrism, and
other biases were inherent in these subject headings. For example, he notes that in
1966 the LCSH had subject headings for “Negro criminals” and “Jewish criminals,”
but not for Dutch, Irish, or Italian criminals (p. 35). If one lives in a racist or sexist
society, it is not surprising that the categories devised to help people find informa-
tion will themselves be racist or sexist. As Abbott (1998) notes, “even indexing and
retrieval can ultimately be defined as political; like selection, they have a natural
slant toward the culturally standard—standard in language, in values, and so on.”
One may argue that a commitment to social justice gives us a good reason to avoid
perpetuating cultural standards that are racist or sexist. Furthermore, there are
arguments based solely on providing access to information that would give us a
reason to change racist labels; those so labeled within the collection may be turned
off and not wish to use the library.

There are worries, however, that the classification system is not the place to try to
revise our language. If one uses “politically correct” categories or words that are not
commonly or traditionally used, one may make it difficult for persons seeking
information to find it either because (a) the person is herself using a “politically
incorrect” term or (b) the person wants to research how people use (or used) this
“politically incorrect” term. It may be that two of our goals are in conflict. On one
hand, we want people to be able to find the information they want and on the other
hand, we want to avoid perpetuating damaging and/or misleading stereotypes. But,
when people think in stereotypes, theywill bemore likely to find the information they
want if this information is categorized by such stereotypes. Furthermore, one might

21The purpose of such classification is notAristotle�s, that is, to “provide an inventory of everything there is,
thus answering the most basic of metaphysical questions: �What is there?�” (Thomasson, 2004), but to
provide “directional aids” for information seekers.
22Of course, we do not necessarily recommend eating, or even smelling, the books in the library.
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worry that to suggest that librarians correct for such biases is simply an invitation for
them to substitute their own (particular) worldview for the “culturally standard”
one.23

We cannot avoid categorizingmaterials in order to organize them and better enable
access, but it might be argued that we could do more. We could provide patrons with
more information about works than merely what is needed to find theworks. Is it ever
permissible to categorize or label a work in order to give the reader information about
the content, which is notmerely descriptive or “directional”?24 TheAmerican Library
Association says no. The ALA (2005) “opposes labeling as a means of predisposing
people�s attitudes toward library materials.” If, as we noted above, the mere fact of
labeling something changes how people perceive it, by labeling materials one is
biasing (for good or bad) the reader�s perception of that work. Such biasing may
interfere with the patron accessing the work (because they would be embarrassed to
check out something that said “propaganda” on it, for instance). It might also interfere
with the author�s ability to “speak for herself” without the intermediary commentary
by the librarian.

Several authors have taken a position on labeling contrary to the ALA�s position
(cf.Hitchcock,2000;NestaandBlanke,1991;Pendergrast,1988).Theysuggest that it is
permissible to put (nondirectional) labels on librarymaterials when there is a clear risk
that thesematerials will mislead readers. For example,Mark Pendergrast has proposed
labeling out-of-date medical texts. Also, Henry Blanke has proposed labeling blatant
governmentpropaganda.25Such labelswould arguably remove the riskof readersbeing
misled without restricting access by removing these books from the collection.

Of course, there are other strategies, which will also make it less likely that readers
will bemisled. For example, readersmight be given instruction on how to evaluate the
reliability of information (cf. Fallis, 2004). Such a strategywould arguably be less of a
threat to intellectual freedom than informative labeling.26 However, it is not immedi-
ately clear why providing readers with more information about the contents of a book
in the formof labels is completely unacceptable. Such informationmight possibly bias
readers for or against that book to some degree. But libraries engage in a number of
other activities that have the potential to bias readers. Most notably, as discussed
above, biased selection decisions can easily create a biased collection. Nevertheless,
recall that in the previous section,we pointed out that librarians can avoid arbitrariness
in selection by crafting and abiding by a collection development policy that is

23Again, we are indebted to Ken Himma for emphasizing this point.
24Of course, directional aids, such as subject headings can function as a sort of label, which predisposes
people�s attitudes toward the content. For example, Holocaust denial literature used to be assigned
“Holocaust, Jewish (1939–1945)—Errors, inventions, etc.” as a subject heading (Wolkoff (1996), p. 92).
25Note that it may be clear to experts in evaluating information, such as librarians (e.g., because they note its
source, have access to reviews and critiques, can compare it to othermore authoritative sources), that awork
is propaganda without it being clear to the average person that the work is propaganda.
26Of course, even teaching standard evaluation techniques has the potential to bias readers. It is just biases
the reader against a whole class of books (e.g., those whose author is anonymous) rather than one specific
book.

232 INFORMATION ETHICS AND THE LIBRARY PROFESSION



committed to neutrality. It is not clearwhy librarians couldnot adopt similar policies to
ensure the neutrality of informative labeling.

9.5 CHILDREN’S ACCESS TO INFORMATION

Some of themost vexed issues that confront public libraries have to dowith children�s
access to information.Much of the American public believes that children ought to be
protected from certain sorts of speech. According to a recent poll, “by a 57% to 35%
margin, American adults believe that protecting children from indecency is more
important than freedom of speech” (Rasmussen Reports, 2007). This concern about
the importance of protecting children from certain sorts of speech extends to libraries.
According to a not uncommon view, “libraries are supposed to be places where
children learn, where they are protected, where responsible adults offer reasonable
guidance” (Otis, 2001). And such concerns are borne out in action. Challenges to
library materials most commonly concern children�s access. The most common
initiator of a challenge to materials in public libraries is a parent and the challenges
are most commonly in regard toworks that the challenger considers sexually explicit,
containing offensive language, unsuitable for agegroup, or tooviolent (ALA, 2000). It
is clearly the desire to “protect” children from such works that motivates adults to
suggest that the works be moved or removed.

The American Library Association, however, takes the position that libraries
should never impose any limitations to access to information based on age.27

According to the Library Bill of Rights, “a person�s right to use a library should not
be denied or abridged because of origin, age, background, or views. . .The �right to use
a library� includes free access to, andunrestricteduse of,all the services,materials, and
facilities the library has to offer” (2004). TheALAargues that it is the job of the parent,
not the librarian, to determine what children should read.

Librarians and governing bodies should maintain that parents—and only parents—have
the right and the responsibility to restrict the access of their children—and only their
children—to library resources. Parents who do not want their children to have access to
certain library services, materials, or facilities should so advise their children. Librarians
and library governing bodies cannot assume the role of parents or the functions of
parental authority in the private relationship between parent and child (ALA, 2004).

One might take from this that the ALA�s position is a “parents� rights” position. On a
parents� right position, the library cannot usurp the role of the parents in shaping their
child�s access to information. But this parents� rights interpretation would not be born
out by the ALA�s other positions and statements, in particular, their statement on
privacy.

TheALA holds that children have the same rights to privacy in their library records
as adults. According to the ALA (2006c), “The rights of minors to privacy regarding

27For criticisms of this position, see Etzioni (2001), Frick�e et al. (2000), and Sheerin (1991).
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their choice of library materials should be respected and protected.” This right to
privacy, according to the ALA, extends to the right to have children�s circulation
records kept from the parents.While the idea that children have a right to privacy is not
controversial, this right is not typicallyunderstood as a right childrenhaveagainst their
parents. Much information that is typically treated as private, such as medical
information and grades, is typically shared with parents. The standard argument for
protecting the patron record is that, if a patron knows that others may have access, it
will have a chilling effect and make them loath to check out materials of which they
think othersmay disapprove (Garoogian, 1991). If parents have a right to control their
children�s access to information, then there should be no such worry; so the argument
for restricting access in the case of parents and their children does not apply. It thus
seems that the ALA must believe that children have a basic right to information
regardless of whether the parent wants the child to access such information or not.

Indeed, this view is clearly articulated in theALA�s other positions. TheALAholds
that childrenandadults have the sameaccess rights in relation to thirdparty restrictions
(e.g., the government, libraries). In otherwords, they argue that age is not relevantwith
regard towhat persons should be allowed to access (ALA, 2004). Theyalso hold that in
no case should the library restrict access tominors even if the parent requests that such
restrictions be put in place. They do hold that parents have a duty to guide their
children, but when it comes to restricting access to information this duty is a purely
private one. In other words, they argue that it is not the business of anyone else in the
society to aid parents in restricting their children�s access to information.

So, what can be said in favor of this view? When defending its position, the ALA
(2004) frequently appeals to the U.S. Constitution to support their position and state
that “children have first amendment rights.” This blanket statement, however, fails to
capture the more complex state of constitutional law with regard to children�s first
amendment rights. While the U.S. Supreme Court has determined that children have
some first amendment rights, theyhavealso held that these rights aremore limited than
those of adults. Indeed, the Court has argued that there is a role for the state in
“protecting”children fromcertain sorts of content. So, for example, inGinsbergv.New
York (390 U.S. 629 (1968)), the court held that those under 17 “have amore restricted
right than that assured to adults to judge and determine for themselves what sex
material they may read and see.” The court also argued that the state has a role in
supporting the parents in carrying out their parental responsibilities. “Constitutional
interpretation has consistently recognized that the parents� claim to authority in the
rearing of their children is basic in our society, and the legislature could properly
conclude that those primarily responsible for children�s well-being are entitled to the
support of laws designed to aid discharge of that responsibility.” Furthermore, it was
held that “the state has an independent interest in protecting thewelfare of children and
safeguarding them from abuses.” On this view, there is a legitimate role for the state,
and perhaps for such state institutions as the public library, in protecting minors from
content that is thought to be harmful to minors.

Merely appealing to theU.S. SupremeCourt�s decisions, however, does not resolve
the philosophical and ethical issues involved. It may be that the Supreme Court is
simply wrong about children�s information rights. We do wish to point out, however,
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that contrary to what is implied in the ALA�s statement on access to minors, the
position that children have full first amendment rights is incorrect. It is our view that
while the ALA is welcome to engage in advocacy to forward its view about the
importance of intellectual freedom, it owes a duty to itsmembers to provide themwith
accurate information about the current state of the law.28

In any event, we need a more philosophically informed consideration of the
question of what limits, if any, there should be to children�s access to information.
An argument that children have the identical intellectual freedom rights as adults
would be difficult to make. First, unlike adults, children have a special need to be
protected, even from their own choices. Joel Feinberg, for example, has argued that
they have “the right to be protected against harms that befall children because of their
childlikevulnerability andwhoseparticular harmfulness is a functionofa fact that they
befall children” (Archard, 2006). William W. Van Alstyne, a professor at Duke
University School of Law and the author of a leading textbook on the First Amend-
ment, puts it a bit more bluntly. “There isn�t any doubt that at some age it is
preposterous that a child has a right to go to a store and buy matches,” he said. “At
that point, the child has neither the experience nor gray matter to act in his own best
interests” (quoted in Kaplan ( 2006)). Thus, if some information is harmful to a child,
we may have an ethical obligation to protect that child from that information.

Of course, children have a right to protection that can provide a justification for
limiting their access to information only if we have good reason to think that some
information is likely to be harmful to them. There is not complete agreement that
speech such as pornography, violence, and bad language influence the behavior of
children, or that such influence generally leads to harm.Many argue that the evidence
is sufficient to show the likelihood of harmwith regard to violent content, for example
(cf. Etzioni (2004)). Others, such asHeins (2004, p. 245) argue that the evidence is not
in. She cites aLancet (1999) editorial to the effect that “it is inaccurate to imply that the
published work strongly indicates a causal link between virtual and actual violence.”
Whether limitations on access are justifiable will certainly depend on the empirical
evidence.29

Second, it is not clear that the arguments for the importance of free access to
information fully apply to children. Indeed, no less an advocate of intellectual freedom
than Mill (1859/1975 [1859], p. 166) says that his arguments for unfettered access to
information only apply to those in the “maturity of their faculties.” There is evidence
that children�s cognitive abilities and capacities for independent decision-making and
self-control are significantly limited as compared to adults (Casey et al., 2005). Many
of the standard arguments for why persons have a right to access information, such as
arguments basedon autonomy, free choice, etc.,whichdependon the sorts of cognitive
capacities that children lack, do not easily transfer to the case of children.

28For a view that the ALA should not take on such advocacy roles as part of their professional duties, see
Himma (2004).
29For a further discussion of harm as a justification for limiting access to information, see Mathiesen
“Censorship and Access to Expression”, this volume.
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Even so, some argue that we cannot use age as a criterion for what information
someonegets access to, becausewecannot drawa simple relationshipbetween age and
cognitive capacity or level of maturity. According to the ALA (2004), for example,
“librarians cannot predict what resourceswill best fulfill the needs and interests of any
individual user based ona single criterion such as chronological age, educational level,
literacy skills, or legal emancipation.”While there is typically a substantial difference
in levels of cognitivedevelopment andmaturity between a4year old, a 12year old, and
a 16 year old, there may also be very large differences between two 16 year olds.
Chronological age is only a rough proxy for developmental stage. Interestingly, even
thosewho argue very strongly for children�s information rights, such as Heins (2004),
agree that the idea of intellectual freedomhas “littlemeaning”before around7years of
age, or “the age of reason” (252).30 Of course, many might dispute setting the line at
7 years of age. Clearly there is no one “correct” standard for what is the age at which
children are sufficiently adult to merit full intellectual freedom. But, this does not
mean that such standards are completely arbitrary. Where we draw the lines may
depend on our information about normal cognitive development in children or the age
at which children are expected to take on adult roles and responsibilities in a particular
society.

But we may argue that, even if children do not have the cognitive development to
ground full intellectual freedom, there is still an important justification for trying to
provide as full a range of information as possible in support of that children�s future
intellectual freedom. Arguably, in order to develop capacities for understanding,
evaluating, and deliberating about information, children need some degree of liberty
to make their own information choices as well as access to a broad range of
information. Such liberty by itself without adult guidance, however, may inhibit
rather than promote the development of an autonomous self.31 If librarians really
care about the current and future intellectual freedom of minors, then merely
providingminors with access to all possible content is probably not what is required.
This is not to say that individual librarians ought to be making on-the-fly decisions
about what individual children should or should not read. What it does say is that
promoting the intellectual freedom of children may require quite different sorts of
responses than it does in the case of adults.

9.6 CONCLUSION

Since the mid-twentieth century library and information professionals have moved
away from a paternalistic conception of their mission as “public uplift” to one of
protecting and promoting intellectual freedom (cf. Doyle (2001), pp. 45–50). Librar-
ians continue today to see their central value as the promoting of intellectual freedom.

30Nevertheless, she argues that such children would not be able to understand the information that some
want to censor, and so such censorship would be pointless.
31Indeed, evenHeins (2004), an advocate for children�s freedom to access information, argues that access to
information must be combined with programs that teach children how to evaluate this information.
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Aswehave seen, however, thosewhowish to promote this value facemanychallenges.
How do librarians provide a “value added service” that selects and guides patrons to
quality information while not biasing the collection toward a particular viewpoint?
How should librarians respond to the fact of social injustice within the society it
serves?What is the appropriate response of the library to the societal desire to protect
children fromcertain types of information? In reflecting on these questions, the ethical
theorist must grapplewith some very deep underlying questions about the importance
to access to information in a complex, democratic society.
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CHAPTER 10

Ethical Interest in Free and Open
Source Software

FRANCES S. GRODZINSKY and MARTY J. WOLF

10.1 INTRODUCTION

Free Software (FS), a concept developed byRichard Stallman in the 1980s, has served
as a foundation for important and related movements that have become possible
because of the Internet. The most important of these has been the Open Source
Software (OSS) movement. OSS, a concept rooted in software methodology and
analyzed by Eric Raymond, broke from the FS ethos in 1998. This paper will compare
FS and OSS, examining their histories, their philosophies, and development. It will
also explore important issues that affect the ethical interests of all who use and are
subject to the influences of software, regardless of whether that software is FS orOSS.
Wewill argue that the distinctionbetweenFSandOSS is a philosophically and socially
important distinction.Tomake this pointwewill review thehistoryofFSandOSSwith
a particular emphasis on four main people: Richard Stallman, Linus Torvalds, Eric
Raymond, and Bruce Perens. In addition, we will review the differences between
GNU1 General Public License (GPL) version 2 (v2) and the current draft of the GPL
version 3 (v3), and the related controversy in the OSS community. The GPL is the
primary mechanism used by the software community to establish and identify
software as free software. In section 10.3, we will examine the motivation and
economics of OSS developers. We will review issues of quality with respect
to OSS, autonomy of OSS software developers, and their unusual professional
responsibilities. The final important issue we address is consideration of OSS as a
public good.

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.

1GNU is a recursive acronym for GNU�s not Unix.
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10.2 ON THE DISTINCTION BETWEEN FS AND OSS

10.2.1 The History of Free and Open Source Software

Free software stems from the close ties that early software developers had with
academia. As the software industry began to mature, the bond with academia and its
ideals of sharing research results weakened. After spending many years as an active
participant in the hacker culture, Richard Stallman grew frustrated as more and more
softwarewasnot free—not free in a financial sense, but free in away that allowed for its
inspection, running, and modification. Stallman took a stand and began the GNU
project in 1984. The goal of the project was to establish a software development
community dedicated to developing and promoting free software. He established the
Free Software Foundation (FSF) to support his plan to create an operating system
complete with all of the tools needed to edit, compile, and run software. This effort
resulted in a large collection of free software. As part of this work, he codified his
notion of free software in the GNUGeneral Public License. Stallman was (and still is)
vocal in articulating a moral argument for free software and developing free software
as a viable alternative to nonfree software. In the early 1990s, Linus Torvalds was
instrumental in further strengthening theviability of free softwarewhenhe licensedhis
Linux operating system kernel under the GPL. When this kernel was bundled with
GNU�s software tools, Stallman�s goal of a completely free operating system was
achieved.

Although there was an active and productive worldwide community surrounding
the GNU/Linux operating system, free software failed to gain much traction in the
corporate setting. Eric S. Raymondwas instrumental in demystifyingmany aspects of
free software in his essay “The cathedral and the bazaar.” This essay motivated
Netscape to considermaking their browser software free. However, business concerns
took hold, and they were unwilling to make the move completely. After consultation
withRaymondandothers,Netscape released the source code for their browser asOpen
Source Software. It was at this time that Raymond andBruce Perens founded theOpen
Source Initiative (OSI). They established a definition of open source software (The
Open Source Definition, 2006), distinguishing it from free software.Whereas the two
notions are closely related, free software is quite rigid in its definition. There are four
basic freedoms, including the freedom to modify and redistribute the software, that
cannot be impinged upon. Authors of OSS, however, can place certain restrictions on
modifications to and the distribution of themodified software. The history of both free
and open software is more fully developed in numerous places, including Grodzinsky
et al. (2003). In the next sections we explore deeper distinctions between the free
software and open-source software communities. These two communities, although
deeply intertwined and closely related, have distinct goals that clearly manifest
themselves in the discussion surrounding the release of a draft of the next version
(version 3) of the GPL.

10.2.1.1 Free Software Richard Stallman first articulated the ideals of the Free
Software movement in 1985 in The GNU Manifesto (Stallman, 1985). In it he
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articulates his motivations for starting the GNU2 project and lays the groundwork for
the GNU General Public License. In particular, he notes that “[e]veryone will be
permitted tomodify and redistributeGNU, but no distributorwill be allowed to restrict
its further redistribution” (Stallman, 1985). It is this notion that served as the
foundation for the definition of free software.3 He argues that all computer users
would benefit from the GNU project and the GPL because effort would not bewasted
redeveloping software; everyone would be able to make changes to suit his/her own
needs; educational institutionswould be able to use the software to help students learn
about software; and no onewould be burdenedwith the responsibility of decidingwho
owns which piece of software and exactly what one is allowed to do with it.

Stallman�s exact position on the ethics of free software is unclear. He articulates his
responsibility as a software developer in theManifesto: “thegolden rule requires that if
I likeaprogramImust share itwithother peoplewho like it” (Stallman, 1985). In a later
essay he extends that responsibility by arguing that “programmers have a duty towrite
free software” (Stallman, 1992). He also seems to articulate a view that selling
software is morally wrong. “Software sellers want to divide the users and conquer
them, making each user agree not to sharewith others” (Stallman, 1985). However, in
this early paper it is unclear whether he is considering all software or just
“infrastructure” software, for example, operating systems, networking software,
software development tools, because many of his arguments focus solely on GNU.
Later, though, he states his position more pointedly and goes even further, claiming
that “proprietary software developers” who obstruct the use of that software by users
“deserve a punishment rather than a reward” (Stallman, 1992).

In theManifesto, he alsodealswith someof the earlyobjections to free software.We
mention those with substantial ethical importance here. The first objection centers on
programmers being rewarded for their creativity. He makes a distinction between
deserving a reward and asking for a reward. He states that “[i]f anything deserves a
reward, it is social contribution,” and that “[t]here is nothing wrong with wanting pay
for work” (Stallman, 1985). However, he insists “themeans [of charging for software]
customary in the fieldof software todayarebasedondestruction” (Stallman, 1985).He
argues that by asking users to pay for software,4 certain people will not be allowed to
use the software, resulting in reduced benefit to humanity. “Extracting money from
users of a program by restricting their use of it is destructive because the restrictions
reduce the amount and theways that the programcan be used. This reduces the amount
ofwealth that humanity derives from theprogram” (Stallman, 1985). In a later essayhe
makes the assumption that “a user of software is no less important than an author or
even the author�s employer” (Stallman, 1992). He acknowledges that not everyone

2GNU is a piece of software designed to have the same functionality as Unix and be completely compatible
with Unix.
3Note that free refers to freedom, not price.
4Early in this movement, Stallman lacked clarity regarding free software. He often merged the notions of
“no cost” and “freedom.” Similarly, he seems to confuse the notions of softwarewith restrictive proprietary
licenses and charging for software.
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may agreewith him on this point.5 However, he argues that thosewho do are logically
required to agree with his conclusions.

A second objection to free software that Stallman deals with in theManifesto is that
a programmer has a right to control the results of his/her creative endeavor. Stallman
argues that by controlling one�s software, one exerts “control over other people�s lives;
and it is usually used to make their lives more difficult” (Stallman, 1985). When
Stallman talks about control here, he is talking about the fact that under proprietary
software licenses, users of software are typically restricted from making copies for
others and making modifications to the software to meet their own needs. A potential
software user, though, needs to weigh the difficulties faced without the software
against the difficulties faced when the software is used. Assuming the user purchases
the software with full knowledge of the terms and conditions, the user has not been
taken advantage of as Stallman suggests.

Stallman brings a social justice bent to this objection as well. “All intellectual
property rights are just licenses granted by society because it was thought . . . that
society as a wholewould benefit by granting them” (Stallman, 1985). Stallman seems
to be of the opinion that once you buy a piece of software, you should have rights to
control it, much like you would when you purchase a book. He notes that the notion of
copyright did not exist in ancient times; it was created in response to technological
developments (i.e., the printing press) and was used to prevent businesses from
exploiting authors. Society benefited from copyright because authors, knowing they
could control the mass production of their works, had sufficient incentive to produce
creativeworks. Stallman sees proprietary software developers taking advantage of the
copyright systembecause thepublic is unawareof the trade-offs itmade in establishing
the system. He makes the case that the general population has not examined why it
values intellectual property rights. “The idea of natural rights of authors was proposed
and decisively rejected when the US Constitution was drawn up. That�s why the
Constitution only permits a system of copyright and does not require one; that�s why it
says that copyright must be temporary. It also states that the purpose of copyright is to
promote progress—not to reward authors. Copyright does reward authors somewhat,
and publishers more” (Stallman, 1994). His point is that society has not thought
thoroughly about copyright for some time, and this issue is not being dealt with
honestly bycopyright holders. “Atexactly the timewhen the public�s interest is tokeep
part of the freedom to use it, the publishers are passing laws which make us give up
more freedom.You see copyrightwasnever intended tobe anabsolutemonopolyonall
theuses ofa copyrightwork. It covered someuses andnot others, but in recent times the
publishers have been pushing to extend it further and further” (Stallman, 2001).

5There are those who clearly disagree with Stallman. Himma denies that user interests necessarily win out
over creator interests.Heargues that content creators invest themostprecious resourcesof their lives, timeand
effort, in creating content, while the most important interests of users in such content is frequently, but not
always, that they merely want the content. Although the fact that someone wants something is of moral
significance,Himmaargues that, from the standpoint ofmorality, the content creator�s interest in her time and
effort (and hence in the content she creates) wins out over mere desires of others (Himma, 2006, 2008).
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Ultimately, Stallman sees the social value of an individual modifying and sharing a
program as more valuable to society than the author�s intellectual property rights.

By the time that version 2 of the GPL was introduced in 1991, Stallman was much
clearer in his pursuit of the four freedoms that are essential for free software (although
this definition did not appear until 1996):

(1) Freedom to run the program, for any purpose.

(2) Freedom to study how the program works, and adapt it to your needs.

(3) Freedom to redistribute copies so you can help your neighbor.

(4) Freedom to improve the program, and release your improvements to the
public, so that the whole community benefits.

In addition to the four freedoms,GPLv2 also introduced a notion called “copyleft.”
Copyleft is a play on the word “copyright,” but, more importantly, it leverages
copyright law to propagate the four software freedoms. In particular, it requires that
derivative works also be licensed under the GPL. Thus, once a piece of software is
made free by the GPL, it and all of its derivative works will always be free. Thus, the
GPL is themainmechanism for establishing andpropagating software freedom.Later,
wewill consider the viewpoint that copyleft is coercive because the legalweight of the
copyright system is used to force others to propogate free software.

With the clear articulation of the four freedoms (and amechanism to spread them),
Stallman was in a position to argue more clearly for free software. In Why Software
Should Be Free, he clearly explains the social cost of software having owners
(Stallman, 1992). He is careful to separate out the act of creating software from the
act of distributing software. He argues that once software is created, society is harmed
in threewayswhen software is not distributed freely: software is used by fewer people,
software users are unable to adapt or fix the software, and the software cannot be used
to learn from to create new software. He uses a utilitarian argument to suggest that
proprietary software is an unethical choice. The purchase of software is zero-sum—
wealth is transferred between two entities. “But each time someone chooses to forego
use of the program, this harms that person without benefiting anyone” (Stallman,
1992). He goes on to claim that the decision by some not to purchase software harms
society because those people do not derive the benefit of that software. Stallman�s
point is subtle here. Distributing software, unlike distributingmaterial goods, requires
no new raw materials or packaging and the incremental distribution costs to allow
widespread use are zero or very small.

Stallman also argues that the typical proprietary license damages social cohesion
because it restricts one neighbor from helping another. Such a license demands that a
person give up the right to copy the software in the event that a neighbor would benefit
from its use.Thedamage comesbecause people “know that theymust break the laws in
order to be good neighbors” (Stallman, 1992). He thinks that the software copyright
system reinforces the notion that wemust not be concerned with advancing the public
good. “[T]he greatest scarcity in the United States is not technical innovation, but
rather the willingness to work together for the public good” (Stallman, 1992).
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Arelated,weaker claimbyStallman is that proprietary programmers suffer harm in
knowing that everyone, quite possibly even themselves, cannot use the software in the
case that the owner is the author�s employer. Stallman has two additional arguments
regarding the social cost of keeping software proprietary. The first is a slippery slope
argument that proprietary software begins to destroy the ethic ofmaking contributions
to society. This argument is suspect. It is no secret that Bill Gates has made enormous
sums of money from proprietary software. The Bill and Melinda Gates Foundation is
evidence that theGates� ethic ofmaking contributions to the greater good is still intact.

Stallman also argues that there is a social cost of frustration and lost capital because
of proprietary software. Writing replacement software is frustrating for the program-
mer and more expensive than modifying and improving existing software (Stallman,
1992). This argument is weak, because there is social value in having two competing
piecesofsoftware thatare functionallyequivalent. It seemsthat theapparent robustness
and security of GNU/Linux has prompted Microsoft to take robustness and security
more seriously in the Windows operating system. Also, there are numerous software
categorieswhere therearecompetingFSpackages.Forexample,bothKDEandGnome
(both desktop software) have their ardent supporters. Each provides the same func-
tionality (at least on a high level) and allows users and other developers to choose
software that most appropriately meets their needs.

In a later essay, Why Software Should Not Have Owners, Stallman analyzes
arguments for software ownership (Stallman, 1994). He notes that “[a]uthors often
claim a special connection with programs they have written” (Stallman, 1994) and
because of that special connection, in ethical analyses, software authors� positions
should bear more weight. Proponents of this argument claim that this connection
comes from extending rights associated with material objects to software. Stallman
asserts thatmaterial objects are fundamentally different fromsoftware and that there is
no evidence that software is deserving of the same protection. The fundamental
difference stems from the scarcity of material objects relative to the (infinite)
abundance of software. As mentioned earlier, it is easy and cheap to make copies
of source code without depriving the holder of the source code access to the original
copy. Again appealing to an act utilitarian analysis he notes, “[W]hether you run or
change aprogramIwrote affects youdirectly andmeonly indirectly.Whether yougive
a copy to your friend affects you and your friend much more than it affects me”
(Stallman, 1994). Itmight be argued that the last statement is not true. The holder of the
original is deprived of the profit that would have been made through selling the
software, but this is largely an economic argument.

10.2.1.2 Open Source Software The free software community grew
substantially after the introduction of the Internet and Linus Torvalds� contribution
of Linux as free software. It quietly made gains, without garnering widespread
attention, until 1998, when Eric Raymond and Bruce Perens teamed to create the
Open Source Initiative. In 1997, Raymond gave the first thorough analysis of
the software development process employed by the free software community in
“The cathedral and the bazaar” (Raymond, 2001). He argued that the process is
effective at producing superior software and considers numerous reasons that make it
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effective (which we explore further in Section 10.3). It was at this time that many
suggested that most free software developers were either unaware of or motivated by
something other than the free software ethos promoted by Stallman. (See Bonaccorsi
andRossi, 2004 andHertel et al., 2003 for subsequent verification of this observation.)
In that same year, Perens published the Debian Social Contract to articulate the
developers� commitment to open source software and its users (Perens, 2002). One
thing that distinguishes the Debian Social Contract from the GPL is that the needs of
the users trump the priority of software freedom as defined by the GPL. Item 4 states,
“Wewill not object to non-freeworks that are intended to be used onDebian systems.”
It is clear that Raymond and Perens sought to shape free software into an acceptable
choice for businesses by defining open source software so that there are no restrictions
on distributing it with proprietary software.

The business case that Raymond and Perens firstmadewas toNetscape, attempting
to convince them tomake the source code for Netscape Navigator available to the free
software community and remove restrictive proprietary licensing terms. In the process
it became clear that the business issue was not so much making the source code
available to others, but losing control over derivative works. The GPL�s copyleft
prevented the business from ever “closing” the source code. Raymond, the pragmatist,
wasmotivated by purely practical terms (thewidespread distribution of source code is
an effective software development technique). Because software freedom was not of
particular interest to many free software developers and losing control over derivative
works was a risk that business was not willing to take, the requirement to spread
software freedom (the notion of copyleft) was weakened and the notion of “Open
Source Software” was developed. The Debian Social Contract, which contained the
Debian Free Software Guidelines, became the basis of the Open Source Definition.
The OSI now publishes licenses that meet the Open Source Definition and declares
software distributed under any of these licenses as “OSI Certified.”

Onphilosophicalgrounds,Stallman isamostardentcriticofOpenSourceSoftware.
Hehas twomainobjections. The first has to dowith theweakeningof the notionofFree
Software. While making the source code available with the executable version will
allow a user to achieve most of the four software freedoms, there are ways to license
software and the source code that will allow certain users to keep their modifications
private (in the sense of source code) while releasing only the executable version.
Stallmansees theability todothisasaviolationof the tenetsoffreesoftware.Putting the
needs of any particular user/developer ahead of the concept of software freedom is
unacceptable.He isalsounabashed inhisobjection to theuseof the term“opensource.”
He argues that obscuring “free software” behind the “open source software”moniker
hides the ideals that free software promotes (Stallman, 1998). When people use open
source software for pragmatic reasons, there is no reason to believe that they truly
understand the ethical importance of free software. Stallman believes that peoplewho
use free software and understand the social implications attached to its use and
development aremuchmore likely to include the social implications in their delibera-
tions surrounding a switch to proprietary software. As evidence, he recounts a number
of incidenceswhere executives in the open source industry publicly indicated a lack of
appreciation of the ideal of free software. He attributes this unawareness to the use
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of the term “open source” rather than the use of the term “free.”We do note, however,
that Stallman does not object to most of the practices of the Open Source Software
community.Thefact that thesourcecodeonanopensourceproject isavailable toall is a
necessary, but not sufficient, part of software freedom.

Chopra and Dexter also offer analysis of the distinction between FS and OSS
(Chopra and Dexter, 2005). They start by noting that software now plays an essential
role in the social and political lives of many people and ask the question of whether
(open source) software developers are morally obligated to apply copyleft to their
work.After taking “as abedrockprinciple that freedom is amoral good”and “[t]hat the
only justifiable violation of this freedom is the restraint of a person whose actions
interfere with the liberty of another,” they conclude that FS is the morally superior
choice to OSS. Their argument centers around four points. First, they note that the
restrictionsof copyleft only affect the act of distribution.That is,most freedomsare not
affected by copyleft. Next they observe that copyleft does not restrict the ability of the
licensee to earn a living, because someone can still be hired to make modifications to
copyleft code. Although it is certainly the case that software authors can still make a
living developing software, it is not the case that copyleft does not impinge on the
methods that they can use to do so. The requirements of copyleft demand that source
code be made available, all but ensuring that the author cannot make a living off the
distribution of copylefted code. Chopra and Dexter go on to argue that there is no
coercion in copyleft.6 They state that all choices by the original developer and
subsequent modifiers of the source code are made with full knowledge of the terms
of the license, and, thus, all involved support the notion of free software and perpetuate
that notion. Numerous studies of free software developers seem to indicate the
contrary (Bonaccorsi andRossi, 2004;Hertel et al., 2003).Most developers participate
for reasons other than promoting free software. It is not unreasonable to conclude that
some of them grudgingly contribute to free software. A contributor may be in a
position of not wanting to give up distribution rights (as is required by copyleft), yet
wanting to make the source code available. Such a contributor must choose one or the
other, but not both. Finally, Chopra and Dexter state that OSS developers take the
position that developing software is “just engineering” and “free software is not a
social or moral imperative.” They seem to discount the fact that there may be times
when free software may not be worth anything to society. This may be best
demonstrated by the fact that FS was largely unknown until the start of the OSS
movement. Without the OSSmovement, free software might not havemoved into the
mainstream and business would not have considered it as a viable alternative to
proprietary software. By introducing the notion ofOSS, the FS community is now in a
position to have its ideals considered by a wider audience.

10.2.2 Critiques of Free and Open Source Software

One of the sharpest ethical attacks on free software came from BertrandMeyer. In the
essay “The ethics of free software,”Meyer lumps both free software and open source

6We include Watson�s critique of this point in the next section.
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software into the samecategory (Meyer, 2001).Unfortunately, his analysis beginswith
some assumptions that are inconsistent with those of Stallman and Raymond. In
particular, he assumes that software is the legitimate property of someone and that
“free software” is defined in terms of being no-cost, unrestricted in its use, and freely
available in terms of the source code. These assumptions make his analysis more
indirect. Nonetheless, he has a number of points that require consideration. The first is
his assumption that software is the legitimate property of someone. Stallman rejects
this notion by arguing that the analogy between real property rights and intellectual
creations is weak: “Our ideas and intuitions about property for material objects are
about whether it is right to take an object away from someone else. They don�t directly
apply tomaking a copy of something” (Stallman, 1992). Yet Meyer believes we must
consider the software developers who have “contribute[d] their time, energy and
creativity to free software” (Meyer, 2001). Stallman does not object to the remunera-
tion of the developers. His objection is the restrictions placed on software users
because they do not have access to the source code. Meyer sees giving source code
away as “an immediate business killer” (Meyer, 2001).

Meyer�s second ethical critique stems from the fact that much free software is a
“copycat” of some proprietary piece of software. He points out that making software
that mimics proprietary software is not unethical, but failing to acknowledge the
original proprietary piece of software is an ethical lapse on the part of the developer.
Meyer states that “much of the hardwork and creativity goes into specifying a system”

and that the implementation is really not a place that brilliance is demonstrated.
Because, by necessity, the interface is publicly available, it serves as a basis for
competitors, both proprietary and free, to begin their work. Although such a lack of
attribution may be an ethical lapse, it is not one that speaks to the ethics of free
software, but to the ethics of the developer of a particular software package.

Brett Watson offers a critique of both free and open source software that takes an
interesting perspective. InPhilosophies of Free Software and Intellectual Property, he
claims that when “one takes the stance that copyright is evil,” leveraging copyright
to promote the ethical notion of freedom is in itself unethical (Watson, 1999). In
particular, Watson objects to the entire notion of copyleft. It becomes a burden,
impinging on the freedom of the developer. There should be no requirement of
quid pro quo; the fact that a developer is in a position to take advantage of the software
written byothers does notmean the samedevelopermust return his contributions to the
software development community. Watson calls copyleft a coercive system and on
those grounds objects to the notion of copyleft. In some sense, he tries to take the
argument to a different level. If one is truly concerned about freedom (rather than just
software freedom), then onemust not try to control the behavior of others. “Advocates
of a non-coercive systemmay themselves dislike being coerced, and by application of
�the golden rule� hence refrain from coercing others” (Watson, 1999).

Watson also considers the use of copyright to promote a noble cause, in this case
software freedom that is embodied by the GPL. He argues that there is no reason to
limit the promotion to this one noble cause and that we might expect to see other
licenses that promote additional noble causes. In fact, he suggests that the only logical
conclusions are licenses that include either none or all of an author�s noble causes.
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Watson does acknowledge the fact that for the GPL to be effective, authors must
choose to adopt it. The GPL is designed in such a way that it contains the least
restrictive set of clauses needed to promote software freedom. Anymore than that and
it becomes controversial (aswe shall see in the discussion surrounding version 3 of the
GPL), andmembers of the free software communitywill not adopt it for their software.

Perhaps Watson�s most insightful critique of free software is that in some sense
copyleft is not really about freedom, it is more about making sure that someone does
not earn money off someone else�s hard work—even though that person had
voluntarily and knowingly given the work away to others. (In some sense copyleft
is like preventing the purchaser of a Habitat for Humanity home from selling it at a
profit and keeping the money.) Watson points out that if someone takes a piece of
software, modifies it, and then tries to sell it without source code, the original piece of
software is still available for all to look at and use. The freedom of the original piece of
software is unaltered in this process. Stallman would counter that the software
modifier in this scenario has done society an injustice by not making the source code
for the modified software available. He does not have any qualms with putting legal
barriers inplace toprevent this sort ofantisocial behavior.Watson, on thecontrary, sees
copyleft as impinging on the autonomy of the software developer, thus reducing
freedom. He suggests a scenario in which a developer has no particular attachment to
the software and what becomes of it. “[I]t may be flattering to such an author that
someone elsewishes to create a derivedwork, regardless of whether that derivedwork
will be free or proprietary” (Watson, 1999).

Watson thinks the world would be a better place if there were no copyright
restrictions whatsoever. Without copyright, there is a chance that all software will
trulybe free—no restrictions at all.However,Watson is a realist in recognizing that this
ideal will never be achieved and acknowledging that copyleft is a pragmatic way to
maximize most freedoms.

10.2.3 The Controversy Regarding GPL Version 3

In 2006, the Free Software Foundation released drafts of version 3 of the GPL for
commentary by theworldwide free software community. In response to technological
and legal developments that have occurred since the adoption of GPLv2, GPLv3
articulates the notion of software freedom in a much more nuanced way. One of the
more controversial aspects has been the language that deals with the issue of Digital
RestrictionsManagement. The preamble of the first draft of GPLv3 clearly stated that
“Digital Restrictions Management is fundamentally incompatible with the GPL” and
that it “ensures that the software it covers will neither be subject to, nor subject other
works to, digital restrictions fromwhich escape is forbidden” (GPLv3,1st draft, 2006).

It is worth noting that most of the proprietary software industry uses the acronym
DRM to refer to “Digital Rights Management.” Digital rights management refers to
software that copyright holders use to manage creative content and to control the
copying of electronic versions of that material. The Free Software Foundation clearly
takes a different interpretation of the matter of whose rights are being interfered with
by such software. This really comes as no surprise because Stallman has been
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concerned about this issue for some time. In the essay entitled Linux, GNU, and
Freedom, he noted some troubling developments with respect to software freedom
within the Linux kernel (Stallman, 2002). He stated that the Linux kernel distributions
at that time contained nonfree software that probably made it illegal for them to be
distributed. This nonfree software came in two forms as part of device driver software.
There were special numbers that needed to be placed in the device registers by the
driver and a binary form of a substantial piece of software. To deal with this threat of
DRM, GPLv37 has a section entitled “No denying users� rights through technical
measures” with the following terms:

No covered work constitutes part of an effective technological “protection” measure
under section 1201 of Title 17 of the United States Code.8 When you convey a covered
work, you waive any legal power to forbid circumvention of technical measures that
include use of the covered work, and you disclaim any intention to limit operation or
modification of the work as a means of enforcing the legal rights of third parties against
the work�s users.

There is another section that deals with theDRM threat by addressing the potential for
DRM present in hardware rather than software. The term deals with the requirements
for the distribution of source code when object code (the executable version) is the
primary distribution mechanism.

The Corresponding Source conveyed in accord with this section must be in a format that
is publicly documented, with an implementation available to the public in source code
form, and must require no special password or key for unpacking, reading or copying.

This part of GPLv3 would apply to software that a device (say, a cell phone)
manufacturer puts on the device. It would allow the user of the apparatus (or anyone,
for thatmatter) toobtain the source code even though itwasnot included in thepackage
with the device.

While the language is still fluid as we write this, GPLv3 contains clear language
regarding software users� freedoms and suggests pushing those freedoms to other
realms. Many within the OSS community are ambivalent about the promotion of
software freedom as expressed in GPLv2. However, many OSS developers are
concerned about using a software license to push freedom in other realms. Linus
Torvalds, the original developer of Linux and holder of the copyright to much of the
core of Linux, is quite straightforward about his objection: “The Linux kernel is under
the GPL version 2. Not anything else. . . .And quite frankly, I don�t see that changing”
(Torvalds, 2006a). He is particularly concerned about the first provision noted above.
In reference to it, he says, “I believe that a software license should cover the software it
licenses, not how it is used or abused—even if you happen to disagree with certain
types of abuse” (Torvalds, 2006b). In that same post hegoes on to suggest that there are

7All quotes from GPLv3 are taken from the second draft, the most current draft at the time of this writing.
8This is a reference to the Digital Millennium Copyright Act.
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some uses of DRM that might be for the greater good. Curiously, Torvalds has caught
Stallman in a contradiction—GPLv3 restricts the use of FS in DRM, yet Software
Freedom 0 demands the freedom to run a program for any purpose.

The FSF is very clear about the importance of the anti-DRM clauses in GPLv3.
EbenMoglen, director of the FSF, in a speech to FSFmembers said that the anti-DRM
clauses inGPLv3 are there because the FSF is “primarily fighting to protect ourwayof
making software” (Moglen, 2006). Because DRM technologies are often used to
control access to content other than software (e.g., movies and music), there are those
that view the anti-DRMclauses as an attackon the content developer�s rights to control
the distribution of that content. Essentially, the content developer�s right to control his/
her creations is “collateral damage” that the FSF iswilling to accept in its promotion of
software freedom. This view is consistent with Stallman�s focus on the rights of all
users. In the same speechMoglen says, “What we are playing for is the same thing as
always: rights of users.”He expresses grave concern about giving up control of many
aspects of our personal lives to DRM technology as more and more of the functions
within our homes are based on computing technology.

In addition to the controversy surrounding the anti-DRM terms in GPLv3, GPLv3
has raised a practical issue with ethical consequences. In addition to offering GPLv2
for others to use, the FSF offers boilerplate language to use when software is licensed
underGPLv2. This language allows a redistributor ofGPL�d software to license itwith
either version 2 or any later version of the GPL. A number of years ago (there is some
controversy about exactly when and for which files), Torvalds and other major kernel
developers began removing the “or later” clause from the software they wrote.
Torvalds has said, “Conversion isn�t going to happen” in reference to a possible
conversion from GPLv2 to GPLv3 (Torvalds, 2006a). This is a clear demonstration
that Torvalds� conviction to software freedom is more pragmatic than that of
Stallman�s, yet his strong belief in GPLv2 suggests that it is not as pragmatic as
Raymond�s and Perens�.

10.3 WHY OSS FLOURISHES

The social contract articulated in the Open Source Software Definition is fairly clear
about what OSS offers to others. But what do OSS developers expect in return? What
motivates developers to contribute to an open source project? Is it altruism, that is, do
they consider it a “pro bono” project that contributes to the public good? Is it a reaction
against corporate greed? Does it make them feel part of a select community with
special talents? Clearly all of these play a part inOSSdevelopermotivation to abide by
this contract. Beyond that, however, there is also a sense that developers see their
involvement as “enlightened self-interest” (Kollock, 1999).

The analysis of motivations of OSS developers can best be traced through the
writings of Eric S. Raymond and Bruce Perens, cofounders of the OSI initiative. The
OSI initiative was developed in 1998 and attained general public notice through the
publication of Eric Raymond�s “The cathedral and the bazaar” (1998, revised 2001),
Homesteading the Noosphere (2000), and The Magic Cauldron (1999, revised 2002).
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The impetus for Raymond�s initial publication was the emergence of Linux, Linus
Torvalds� bazaar-like operating system project. In “The cathedral and the bazaar,”
Raymond, skeptical that Torvalds� method would work on other large open-source
projects, applied it to a project of his own. The results are detailed in the article. The
next twoarticles are further attempts to identify themotivations ofOSSdevelopers and
theeconomics associatedwith theOSScommunity.Perens inTheEmergingEconomic
Paradigm of Open Source (revised 2006) updates the economic analysis started by
Raymond in TheMagic Cauldron.Yochai Benklar in “Coase�s Penguin, or, Linux and
the Nature of the Firm” is interested in the more general question of “large-scale
collaborations in the digital information market that sustain themselves without
reliance on traditional managerial hierarchies or markets” (Benklar, 2002).

All of these articles attempt to explain the customs and taboos of the OSS
community as well as the sustainability of open source in an exchange market.
Although theremaybeallusions to issues ofmoral obligation, that is,whether software
developers have an obligation to make their source code available, in the explanation
of customs and taboos, Raymond declares that he is presenting an economic-utility
argument rather than a moral analysis. While Raymond and Perens take the approach
of examining software production within the OSS community, Benklar observes the
phenomena as a nonpractitioner and extends his observations to other domains.

10.3.1 The Motivations of OSS Developers

In “The cathedral and the bazaar” (1998), Raymond details how the success of GNU/
Linux had changed his perception of what the open source community could
accomplish.

The fact that this bazaar style seemed to work, and work well, came as a distinct shock.
As I learned my way around, I worked hard not just at individual projects, but also at
trying to understand why the Linux world not only didn�t fly apart in confusion but
seemed to go from strength to strength at a speed barely imaginable to cathedral-builders.

Previously,Raymondenvisaged largeoperating systemsas beingdevelopedonly in
the cathedral style of traditional software development. Open source projects, to him,
were small and fast, built on rapid prototypes. He decided to test the Linux method of
development for himself by developing a POP client for e-mail. He was searching for
themotivations that drew hackers into large projects aswell as the sustainability of the
projects.

UsingTorvalds�model of “release early and often,”Raymond discovered that there
were several features that drew hackers to his project and why this seemingly chaotic
model worked. The essay is organized around the lessons learned from the Torvalds
model: Primarily, programmers join a community because there is a program that they
need for their own personal use and they arewilling to put it out to theOSS community
at large. “When you start community building, what you need to be able to present is a
plausible promise. Your program doesn�t have to work particularly well. It can be
crude, buggy, incomplete, and poorly documented. What it must not fail to do is
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convince potential co-developers that it can be evolved into something really neat in
the foreseeable future” (Raymond, 2001).

Raymond observes that programmers who participate in this bazaar style of
development know the value of reusable code; can start over and throw away the
first solution; can keep an open mind and find interesting projects that they want to
code; treat users as codevelopers and listen to them; keep the beta test base large so that
problems will find a solution; use smart data structures; and can ask a different
question, or try a different approach when a wall is hit (Raymond, 2001). These
lessons, verified in his own project, confirm Torvalds� methodology. The initial
publication of this essay in 1997 drew criticisms that Raymond answered in the
2001 revision.Most traditionalists objected to the dynamic change of project groups in
the bazaar style of development. They equated it to a lack of sustainability in the
project. Raymond answered these objections by citing the development of Emacs, a
GNUediting tool that sustained a unified architectural visionover 15years (Raymond,
2001).

Ultimately, Raymond concludes that “perhaps in the end the open-source culture
will triumphnot because cooperation ismorally right or software �hoarding� ismorally
wrong (assuming you believe the latter, which neither Linus nor I do), but simply
because the commercialworld cannotwin an evolutionary arms racewith open-source
communities that can put orders of magnitude more skilled time into a problem”

(Raymond, 2001). Raymond emphasizes that one of the strengths of the OSS
community is that programmers select projects based on interest and skills. He refines
this argument in Homesteading the Noosphere, where he contrasts the OSS commu-
nity, a gift culture that is marked by what you give away in terms of time, energy and
creativity, with that of an exchange culture that is built on control of the scarcity of
materials. In OSS there are always resources of machines and people, and those who
try to participate in this culture understand that they are obligated to share their source
code. He points out that the culture of OSS only “accepts themost talented 5% or so of
the programming population” (Raymond, 2000).

In this article, Raymond explains that although members of the OSS community
believe that open-source software is a good andworthy thing, the reasons for this belief
vary. He asserts that there are various subcultures within the OSS community: those
representing zealotry (OSS as an end in and of itself); those representing hostility to
any and all commercial software companies, and any cross product of these two
categories (Raymond, 2000). He cites Stallman as an example of a member of the
hacker culturewho is both “very zealous and very anticommercial” (Raymond, 2000).
And, by extension, the FSF supportsmany of his beliefs. He contrasts the FSFwith the
pragmatists whose attitudes are only mildly anticommercial and who, in the early
1980s and1990s,were representedby theBerkeleyUnixgroup. The real shift in power
within the hacker culture occurred with the advent of Linux in the early 1990s and the
release of the Netscape Source in 1998. When the corporate world took an interest in
OSS, thepragmatists became themajorityof thehacker culture.By themid-1990s, this
manifested itself in programmers who identified more with Torvalds than with
Stallman, and who were less zealous and hostile. The OSS community became more
polycentric, developing their own non-GPL licensing schemes.
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TheOSSdevelopmentmodel seems toverify that it is economical andproductive to
recruit volunteers from the Internet. In general, OSS developers fall into one of two
broad categories: hobbyists who enjoy writing software and those who work for a
corporation or agency that requires its developers to make contributions to either free
or open source software projects. Regardless, there are norms dealing with taboos and
ownership customs that act asmoral guidelineswithin theOSScommunity.The taboos
are against forking projects (breaking off and working on another version of the
project), distributing changes without the approval of the project owners, and
removing someone�s name from the credits of a project without prior permission.
Owners of OSS projects are likened to the homesteaders of the wild frontier. Home-
steaders are those who assume ownership of a project by cultivating the idea and
interesting the hacker community, by taking it over from another “owner”who passes
it to them, or by picking up a project with no clear chain of ownership and making it
their own (Raymond, 2000). In the last case, customdemands that youactively look for
the owner and announce that you intend to take over the project. Raymond observes
that hackers have been following these norms for years, and that they have evolved.
Even in the OSS community there has been movement to “encourage more public
accountability, more public notice, and more care about preserving the credits and
change histories of projects in ways that (among other things) establish the legitimacy
of the present owners” (Raymond, 2000).

In his Lockean analogy, Raymond suggests that the expected return from the
programmer�s labor comes in the form of reputation among others within the
community not only as an excellent programmer, but also as a keeper of the customs
associated with homesteading. The recognition of reputation can come only from
those already recognized within the culture, and criticism is always directed at the
project andnot at the person. “The reputation incentives continue tooperatewhether or
not a craftsman is aware of them; thus, ultimately, whether or not a hacker understands
his own behavior as part of the reputation game, his behavior will be shaped by that
game” (Raymond, 2000).While one could argue that reputationmight translate into an
economic benefit in a traditional market, what you give away leads to social status
within the OSS community. “In the hacker community, one�s work is one�s statement.
There�s a very strict meritocracy (the best craftsmanship wins) and there�s a strong
ethos that quality should (indeedmust) be left to speak for itself. The best brag is code
that �justworks,� and that anycompetent programmer can see is good stuff” (Raymond,
2001). Therefore, Raymond points out that “the reputation gamemay provide a social
context within which the joy of hacking can in fact become the individual�s primary
motive” (Raymond, 2000).

The noosphere in the essay title refers to “the territory of ideas, the space of all
possible thoughts” (Raymond, 2001). Raymond is clear to point out that the noosphere
is not cyberspace, where all virtual locations are “owned” by whoever owns the
machines or the media. He comments that there is anger against companies, such as
Microsoft, because these commercial companies restrict their source code to only their
programmers, thereby reducing the noosphere available for development by and for
everyone (Raymond, 2001). Within the OSS community itself, there are also certain
elements that are not forthcoming with their code, and, in fact, at times will mislead
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otherOSS programmers. These are crackerswho do not seem to respect thevalues and
customs of the legitimate OSS community, nor feel morally obligated to participate in
the gift culture that OSS embraces. Their philosophy is to hoard rather than share, and
they clearly do not embrace the trust that is necessary in a peer review process. For
Raymond, sharing good craftsmanship that helps people rewards the developer with
personal satisfaction and extends the noosphere.

10.3.1.1 Autonomy One perceived attraction for OSS developers is the
autonomy of the programmer. Although developers who embrace OSS do gain a
measure of autonomy not available to those working on commercial software, the
claim for complete autonomy does not appear to be valid. For the most part, OSS
developers work as volunteers from the perspective of the project, and can join or quit
an effort strictly on their own initiative. These volunteers are not coerced into
participation and contribute willingly. Therefore, one might assume that the OSS
developer can be depicted as a libertarian ideal, unshackled by corporate controls.
However, there are several types of control inOSS, evenwhen no single developer is in
charge of an OSS project. An OSS developer cannot be sure that his/her contribution
will be accepted into the continuously evolving canonical version.A contributionmay
be embraced or rejected, and if accepted may later be changed or replaced. The
developer is free to contribute or not, but any single developer cannot claim ultimate
control over the use of his/her contribution. In Homesteading the Noosphere, Eric
Raymond states, “the open-source culture has an elaborate but largely unadmitted set
of ownership customs. These customs regulate those who can modify software, the
circumstances under which it can be modified, and (especially) who has the right to
redistribute modified versions back to the community” (Raymond, 2001).

The developers of an open source project must take special care to avoid the
symptomsof groupthink.Anewcomer to open sourcedevelopment brings very little in
terms of reputation when he/she proposes a new piece of code or a new tack on
development for a project. Project leaders who are less open to new ideas and ways of
doing thingsmaymiss the innovation of the newcomer�s idea.Not onlywill the project
lose the good idea, but it will also face the potential of losing a good developer. Thus,
open source project leaders and developers must show a great willingness to take in
new ideas, evaluate them thoughtfully, and respond constructively to nurture both the
idea and the developer of the idea.

Project leaders must exercise similar abilities when a subgroup comes with an idea
that is controversial. Care must be taken that the larger group does not ride roughshod
over the smaller group�s idea. Again, in addition to losing out on a good idea and
potentially driving people away from the project, doing so will discourage future
innovators from taking their ideas forward. Note that the proprietary software
development model is not subject to this argument. The innovative developer who
meets resistant project leaders or management is typically free to leave the organiza-
tion, and he/she regularly does. In fact there are social norms that actually encourage
this type of behavior; we call these people entrepreneurs.

So it appears that the autonomy experienced by an open source developer is much
like the autonomy experienced by a university faculty member—freedom to choose
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which projects to work on. Thus, an open source developer has increased autonomy
compared to a corporate developer. Whereas the corporate developer might find a
supportive social structure to takeaproject in anewdirection, the social structure in the
Open Source community works to suppress this type of entrepreneurial endeavor.

10.3.2 Economic Foundations for OSS

In The Magic Cauldron, Raymond explores the economic foundations of OSS. He
continues the discussion touched upon in Homesteading the Noosphere of how OSS,
largely a gift culture, can economically sustain itself in an exchange economy and
presents his analysis fromwithin this context. Themotivation for this essay came from
the realization that most OSS developers are now working in a mixed economic
context. Raymond distinguishes between the “use value” of a program, which is its
economic value, and the “sale value,“which is its value as a final good. He dispels the
myths about the “factory model” of software, in which software is analogous to a
typical manufactured good, because most software is not written for sale but rather in-
house for specific environments. He states, “First, codewritten for sale is only the tip of
the programming iceberg. In the premicrocomputer era it used to be a commonplace
that 90% of all the code in the world was written in-house at banks and insurance
companies. This is probably no longer the case—other industries are much more
software-intensive now, and the finance industry�s share of the total must have
accordingly dropped—but we�ll see shortly that there is empirical evidence that
approximately 95% of code is still written in-house” (Raymond, 2002). Raymond
examines the contradiction that software is really a service industry that is masquerad-
ing as a manufacturing industry. Consequently, he maintains that consumers lose
because price structures replicate a manufacturing scenario even though they do not
reflect actual development costs. In addition, vendors do not feel obligated to offer
support, as their profit does not come from help center service. Open source offers an
economic challenge to this model. “The effect ofmaking software �free,� it seems, is to
force us into that service-fee-dominated world—and to expose what a relatively weak
prop the sale value of the secret bits in closed-source software was all along”
(Raymond, 2002). If one conceives of OSS as a service model, then consumers would
benefit. Raymond cites the example of ERP (Enterprise Resource Planning) systems
that base their price structure on service contracts and subscriptions and companies
such as Bann and Peoplesoft, thatmakemoney from consulting fees (Raymond, 2002).

In seeking to create an economicmodel forOSS,Raymond tackles the notion of the
commons, which at first glancemight seem to apply to a cooperative community such
asOSS.He rejects themodel of the commons, callingOSS an inverse commonswhere
software increases in value as users add their own features, “The grass grows taller
when it�s grazed upon” (Raymond, 2002). Maintenance costs and risks are distributed
among the coders in the project group.

According to Raymond, sale value is the only thing threatened by a move from
closed to open source. He cites twomodels in which developer salaries are funded out
of use value: the Apache case of cost sharing and the Cisco case of risk spreading. He
demonstrates that by encouraging a group ofOSS programmers towork cooperatively
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to build abettermodel in a shorter time thanone couldbuild it onone�s own, companies
getmore economic value, andmitigate the riskof losing employeeswhodeveloped the
programandmight change jobs.WithOSS, the companynowhas a sustainable pool of
developers. Because most of this software has no sale value, but rather supports the
infrastructure of the company, OSS developers are getting paid to support use value of
software. This model has emerged with the Linux for-profit companies such as Red
Hat, SuSE, and Caldera (Raymond, 2002). Raymond stresses that a large payoff from
open source peer review is high reliability and quality (see Section 10.3.3). Another
salient point that Raymond makes is that because the shelf life of hardware is finite,
support stops. For those users who continue to use the hardware, having access to the
source codemakes their lives a lot easier. In a sense, he says, you are “future-proofing”
by using OSS.

Bruce Perens takes up the discussion of the economics of OSS in his article The
Emerging Economic Paradigm of Open Source. Perens examines three paradigms of
economic development: the retail paradigm, in which the developer hopes to recover
costs from the sale of the finished product; the in-house or contract paradigm, inwhich
programmers are paid for creating custom software; and the open source paradigm.As
an advocate for the third paradigm, Perens points out theweaknesses in the other two.
For retail, he states that because of its low efficiency (funding software development
via retail softwarepurchases is lower than5%) this paradigmcanonlybe economically
feasible if products are developed for a mass market.Whereas the second paradigm is
more efficient (50–80%) as it directs “most of each dollar spent toward software
development,” this software only has a success rate of 50%because the software often
fails to meet the customer�s goals (Perens, 2006).

These weaknesses disappear with the Open Source paradigm, as contributors are
developing a useful product that companies or individuals need. Like Raymond, he
emphasizes that the remuneration to the open source software developermay not be as
direct as that of the commercial developer; yet, because more than 70% of software is
developed as service for customers, there is still a monetary return for OSS pro-
grammers (Perens, 2006). Perens distinguishes between technology that makes a
companyproductmore desirable to its customers (differentiating) and technology that
supports the infrastructure and is general enough so that competitors can knowabout it
(nondifferentiating). Most software is nondifferentiating. Thus, for companies that
need software to support their infrastructure, and when that software does not
differentiate the business, the OSS community offers reliability, peer review, and
sustainability. If a company is not large enough or does not have enough experience to
develop software competitively, then open source is a smart alternative. Open source
programmers are finding that, more than a hobby, they can get paid by companies such
asRedHat, O�Reilly, andVALinux Systems towork full time on open source projects.
An additional bonus is the absence of advertising costs in OSS software. “The major
expense is the time-cost of employee participation” in mature OSS projects (Perens,
2006). In addition, new and creative additions to the software are constantly being
developed. Perens describes various ways of using open source within a company:
GNU/Linux distribution companies, companies that develop a single open source
programas theirmain product such asMySQL,hardwarevendors such as IBMandHP,
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end-user businesses such as e-Bay, the government, and academics (see Perens).
Perens asserts that OSS is self-sustaining because “[i]t is funded directly or indirectly
as a cost-center itemby the companies that need it” (Perens, 2006).BothRaymondand
Perens conclude that companies will be willing to pay for the creation of open source
for nondifferentiating software. If a company wishes to produce a retail piece of
software, then the OSS paradigm will not work. Because the majority of software is
nondifferentiating, there will be opportunity for open source collaboration.

10.3.3 The Quality of OSS

Quality software, in the traditional sense, is software that meets requirement speci-
fications, is well-tested, well-documented, and maintainable (Schach, 2002). Advo-
cates of OSS claim that its developers/users are motivated to do quality work because
they are developing software for their own use; their reputations among their peers are
at stake. Critics of OSS claim that volunteers will not do professional-quality work if
there is no monetary compensation. This has become a rather outdated argument. As
we have seen above, there are many who are employed by companies to write open
source code and others who are paid to customize it. Critics also claim that
documentation and maintenance are nonexistent. Although it is true that documenta-
tion and maintenance are concerns, OSS advocates maintain that OSS meets users�
requirements, is tested by its developers, and is constantly being upgraded. Docu-
mentation evolves asmore andmoreusers become interested in the software anduse it.
For example, books on Linux can be found everywhere.

The question of whether OSS is of higher or lower quality than comparable
commercial software is essentially an empirical rather than philosophical question.
The answer to this question is not readily available, but we can cite some anecdotal
evidence on this issue. The Apacheweb server is OSS that competes with commercial
web servers. The web server market is a potentially lucrative one, and we expect
commercial software developers to compete in thatmarketwith high-quality software.
Yet, despite commercial alternatives, the OSS Apache server is by far the most used
web server. Since August 2002, regular surveys have demonstrated that over 60% of
web servers on the Internet are Apache (Netcraft, 2006). At least in this market
segment, it appears that OSS is sufficiently and consistently high quality for many
users. Of course, Apache is free and other servers are not; the cost motivation might
explain some of Apache�s popularity. But if the Apache server were of significantly
lower quality than commercial alternatives, then it would be surprising to see its
widespread use. This raises the question ofwhethermarket dominance and popularity
shouldbeabenchmark for softwarequality.Does the fact thatMicrosoftWindows runs
on some 90%of home computers assure us of its quality? Popularity and qualitymight
be linked if it canbe shown that there is a level of expertise about software quality in the
people making the choices. System administrators have more expertise than an
average user of a home computer system. Therefore, when a majority of these
professionals choose an OSS alternative, it deserves notice.

Another piece of evidence is a study byCoverity, a companywhose software is used
to detect numerous types of known software defects (Chelf, 2006). In March 2006 the
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company released a report describing its results of analyzing 32 OSS packages. The
defect rate ranged from 0.051 to 1.237 (defects per 1000 lines of code) with an average
of 0.434. The defect rate in the better-known packages (Linux, Apache, MySQL, Perl,
Python, andPHP)was an even lower at 0.290.Coverity also published the defects that it
found, and in a month over 1000 of the initial 7500 defects had been fixed. Since that
time, 17 more OSS packages have been added to the analysis, and of the 49 total
packages, 11 have none of the defects for which Coverity searches and the remaining
38packages have an average defect rate of 0.232 (Accelerating, 2006). This is evidence
that some OSS developers take code quality seriously and strive to improve it.

The nature of proprietary software makes a fair comparison difficult. Published
defect rates for commercial software vary widely, anywhere from 1 to 30, but it seems
safe to say that the evidence suggests that at least these popular OSS packages have
defect rates that are on par with their commercial counterparts. An earlier study that
compared three unnamed proprietary software packages to Linux, Apache, and gcc
(the GNU Complier Collection) concluded that the open source projects “generally
have fewer defects than closed source projects, as defects are found and fixed more
rapidly” (Paulson et al., 2004). A final piece of corroborating evidence is that even
though Coverity offers a free analysis for proprietary code that competes with any of
the OSS projects, no similar results are available.

10.3.4 The Ethical Responsibilities of Software Developers

Both open source and proprietary developers share the professional ethical responsi-
bility to develop solid, well-tested code. However, the influences on open source
software developers to maintain this ethic differ substantially. Proprietary software
establishes a strong distinction between developers and consumers. An interesting
aspect of OSS is that this distinction can be less pronounced, suggesting that ethical
models for analyzing that relationship need to be different.

Most obviously, when developers and users of OSS neither get nor give payment,
financialself-interest isnolongeramajorconcern.Developersarenot“using”consumers
to get their money. Users are not trying to negotiate an unfair deal for software. Instead,
both developers and consumers in OSS are cooperating freely in the OSS project.

The social pressure in the open source community to avoid code forking provides
incentives for project leaders to ensure that the code is the best it can be. On the
contrary, when an open source developer believes there is too much risk associated
with a particular piece of code, he/she can rewrite it and release it. Although there is a
reputation risk in doing so, there is the opportunity to publicly demonstrate that the
forked product is superior.

Because a developer (or group of developers) typically runs an OSS project and is
responsible for making decisions about the design of the software and the quality of the
code, he/she is ultimately responsible for the “penumbra”9 (all peoplewho are under the

9In the case of proprietary software, software developers and others in the corporate structure share the
burden of care for users and the penumbra. In the case of OSS, that responsibility falls entirely upon the
software developers.
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influence of a piece of software whether they realize it or not (Collins et al., 1994)).
Curiously, the interests of the penumbra are closely tied to the life of an OSS project.
When a project is in its early stages, the initial users are often the developers and they
may be more tolerant of glitches and defects than is acceptable for the penumbra.
However, as the project matures, its longevity becomes closely tied to quality. If the
quality is not high enough, the project will likely terminate quickly becausewithout any
marketingmoneybehind theproject, itwill not develop the stronguser support it takes to
make an OSS project successful. As an OSS project increases its market share, those
OSSdevelopers are increasinglyobligated toconsider their responsibilities to thepeople
who use and are affected by the software. A critique of OSS is that sometimes OSS
developers have pointed to the low price and claimed, “you get what you pay for”when
the software is unreliable. Obviously, the ethical principle of consideration of the public
good is clear: OSS developers have professional responsibilities, even though they are
different from traditional professionals in how their work is rewarded.

OSS developers have a built-in “informed consent” advantage: by definition, OSS
gives users the freedom to examine the source code of the application. Although the
source codemay only be understandable to someOSS users, this transparency of code
(rare in commercial projects) is a fundamentally open stance that encourages a trust
relationship between developers and users. OSS literature advocates a level of
cooperation and “community” forOSS participants that is not encouraged or observed
in, for example, users of shrink-wrapped commercial applications. Thus, the relation-
ship between the developers and the users inOSS is bestmodeled as a trust relationship
between two overlapping groups: the OSS developers on the one hand and the OSS
users on the other. Trust is built in twoways.As the user base grows, nonusers can trust
that the large group of users who find the software to be of sufficient quality suggests
that the software isworthyof consideration.Trust is alsobuilt from the lackof financial
coercion on either side. Users can explore the software without paying for it; if the
users don�t find the software reliable, theycan choose not to use itwithout any financial
loss. It is in thebest interest of thedeveloper to create reliable code in part to sustain his/
her reputation within the open source community (see Grodzinsky et al., 2003) and in
the user community. Thus, both groups gain when reliability increases and when the
groups cooperate in improving the software.

10.3.5 Open Source and Accountability

In her article entitled “Computing and accountability,” Helen Nissenbaum cites four
barriers to accountability: (1) the problem ofmany hands, (2) defects, (3) computer as
scapegoat, and (4) ownership without liability. She asserts that these barriers can
lead to “harm and risks for which no one is answerable and about which nothing is
done” (Nissenbaum, 1994). We will examine how OSS may have addressed barriers
(1) and (2). Both (3) and (4) are general issues. Number (4) is interesting because
almost all software disclaims any warranties. However, OSS does have the advantage
of informed consent mentioned above.

“Where a mishap is the work of �many hands,� it can be difficult to identify who is
accountable because the locus of decision-making is frequently different from the
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mishap�s most direct causal antecedent; that is, cause and intent do not converge”
(Johnson andNissenbaum, 1995).When a developer contributes irresponsible code to
an open source project, however, it is unlikely to be accepted. In addition, current best
open source development practices attribute code to specific authors. So, there is built-
in individual accountability for each code segment and the overall software package.
Therefore, the many hands problem can be reduced in OSS because parts of code can
be ascribed to various developers and their peers hold them accountable for their
contributions.

Nissenbaum argues that accepting defects as a software fact of life raises account-
ability issues. “If bugs are inevitable, then how canwe hold programmers accountable
for them?” she asks. The open source approach to software development treats the
defect problemwith a group effort to detect and fix problems. The person who finds a
defect inOSSmay not be the person to fix it. Becausemany adept developers examine
OSS code, defects are found and corrected more quickly than in a development effort
in which only a few developers see the code (Paulson et al., 2004). In this group effort,
accountability is not lost in the group, but is instead taken up by the entire group. The
question of whether or not this group accountability is as effective as individual
responsibility is, again, empirical. The Coverity study offers strong anecdotal evi-
dence that someOSS developers take defects seriously and work diligently to remove
them (Chelf, 2006).

Don Gotterbarn is also concerned about issues of professional accountability in
OSS (Wolf et al., 2002). In addition to worries about sufficient care in programming
and maintaining OSS, Gotterbarn points out that an OSS licensing agreement forces
theauthors of the software to relinquishcontrol of the software. If someoneputsOSS to
amorallyobjectionable use, then thedevelopers haveno right towithdraw the software
from that use.10

Gotterbarn�s objection has some theoretical interest, for the OSS licensing agree-
ments clearly state that no one who follows the OSS rules can be blocked from using
the software. But if we accept the idea that software developers have a moral duty to
police the use of the software they distribute, especially when the software is utility
software, we fall into a practical and theoretical thicket. How is a vendor to know the
eventual use of software, especially when the software is utility software (such as an
operating system or a graphics package)? Are software developers empowered to
judge the ethics of each customer or perspective customer? These responsibilities are
overreaching ethically, and far too ambitious in a practical sense.

Furthermore, the relinquishment of control argument has practical significance
only if existing competing software models include effective control over the use of
software. (That is, should OSS be held to a higher standard than commercial software
in relation to ethical responsibility for downstreamuse?)We are unaware of any action
by existing commercial software vendors to police the uses to which their software is
put. Commercial software vendors are certainly concerned that people who use their
software have paid for it. Once paid, vendors slip quietly away.

10Curiously, GPLv3 deals with this issue head-on for a single objectionable use: DRM.
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10.4 IS OSS A PUBLIC GOOD?

Stallman (2001) notes that the notion of copyright was developed in response to the
(corporate) ability to mass-produce creative works, and societies establish copyright
laws to promote the production of creative works. He argues that the notion of free
software, and by extension open source software, is a return to the pre-printing press
days when anyone (with time) could make a copy of a book. A similar notion of freely
sharing ideas has also persisted in academia as well. Academia has long had the
tradition of sharing ideas without direct payments. Scholarly journals do not pay
authors (and in fact may charge them for pages printed). Law has not protected
mathematical formulae and formal descriptions of natural laws. Copyright covers the
expression of ideas, but not the ideas themselves; patent has (at least traditionally)
protected the practical application of ideas, but not the physical laws underlying the
ideas. So, if software is viewed as an extendedmathematical object, akin to a theorem,
then OSS could be a natural extension of the long tradition of free ideas in
mathematics. Does that make it a public good?

PeterKollock, a sociologist at theUniversityofCalifornia atLosAngeles, examines
the idea of online public goods in his paper entitled “The economies of online
cooperation: gifts and public goods in cyberspace” (Kollock, 1999). He defines public
goods as those things that are nonexcludable and indivisible.Because theOpenSource
Definition prohibits discrimination against persons or groups or against fields of
endeavor, it supports thedefinitionofapublic goodbeingnonexcludable. Public goods
in cyberspace can benefit the users of cyberspace irrespective of whether they have
contributed to these goods or whether these goods have come from groups or
individuals. The fact that one person using OSS does not affect its availability to the
whole supports Kollack�s idea of indivisibility. He maintains that “[a]ny piece of
informationpostedtoanonlinecommunitybecomesapublicgoodbecausethenetwork
makesit available to thegroupasawholeandbecauseoneperson�s �consumption�of the
information does not diminish another person�s use of it” (Kollock, 1999). If a user
downloadsacopyofGNU/Linux, for example, shedoesnotdiminish its availability for
other users. So by this definition, we argue that OSS is a public good.

Is there an active interest among developers to create a public good? Are OSS
developers actuallymotivated todogoodbycontributing software to thepublic, andby
maintaining it in a group effort? Some developers argue that they can customize OSS,
and if others find the customizations useful, then they have provided a public good.
However, there could be another possible motivation for OSS. It might be a philo-
sophical or instinctive animus toward existing commercial software developers.
Bertrand Meyer recites with dismay the many negative statements by OSS advocates
about commercial software development and developers (Meyer, 2001). Some see
“Microsoft bashing” as a central theme of the OSS movement. Because most
Microsoft products compete directly with OSS packages, some friction between
OSS advocates and the largest commercial software corporation seems inevitable. But
if OSS development is motivated primarily by its opposition to commercial software
producers, then its ethical underpinnings are less benign than if OSS is motivated
primarily by an altruistic desire to help computer users.Because theOSSmovement is,
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bydesign, decentralized and evolving, it seems impossible to gaugewith anyprecision
the motivations of all its members (Hertel et al., 2003). But the often-repeated disdain
for commercial businesspractices seemsmore in tunewith thehacker culture thanwith
a cultureofaltruism.So,wewouldargue that, for themost part, the altruism involved in
the creation of a public good in the case of OSS is more of a by-product of developers
who are interested in creating tools that are of use for themselves. Customization and
expansion of Linux, for example, came from developers whowanted applications for
their own use and then shared their code.

Nowhere can OSS be considered more of a public good than in the academic
community. Computer Science departments are expected to be on the cutting edge of
technology in their curricular offerings. The price of commercial software, even with
educational discounts, often straps a department�s budget. Academic institutions have
strong financial motivations to adopt open source software. GNU compilers, for
example, have largely replaced proprietary versions. GNU/Linux is appearing as the
operating system of choice, often replacing Solaris. As more and more applications
run on GNU/Linux, universities will have less incentive to buy from Unix platform
vendors. They will buy cheaper hardware and run GNU/Linux. One caveat to this
scenario is the availability of staff who can support the GNU/Linux platform and the
availability of documentation for OSS.

Service learning, a concept that is becoming part of the mission of many higher
education institutions, also influences the choice between open source software and
proprietary software. Consider a scenario in which a software engineering class is to
produce a piece of software for a local charity. The choice between open source
alternatives and proprietary alternatives is not to be taken lightly. Seemingly, open
source software makes good sense for both the students and the charitable
organization. The cost is low and, presumably, the quality is sufficient. Yet there
are long-term costs that are faced by the charity (as well as any businessmaking such
a choice). How expensive will it be to maintain the software? Is there enough open
source expertise available to maintain it? And, finally, what documentation and user
training can be expected if OSS is the software of choice? Some ongoing support to
these charities might be an opportunity for the university to openly support OSS as a
public good.

10.5 CONCLUSION

The distinction between Free Software and Open Source Software has had a positive
effect on the software development community and on the larger online community as
well. Regardless of the motivation of individual developers, it is difficult to find fault
with their willingness to give their creative contributions to the world to study and
adapt as theworld sees fit. Stallman�s increasingly clear focus on freedom for all users
of software and hardware has forced discussion on issues thatmany people today have
not considered. Elevating discussion of the social purpose of copyright to an
international level is valuable. Raymond and Perens� ability to articulate the necessary
and sufficient aspects of software freedom that contribute to developing quality
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software has been an important part of improving the quality of software that society
uses. There is some suggestion that, regardless ofwhether the quality of FS andOSS is
high, the mere possibility that it is higher than that of some proprietary software has
prompted some proprietary software developers to adopt techniques and processes
that lead to better software, again benefiting everyone. Finally, the Free Software
movement can be credited with providing an impetus for establishing notions of
freedom for other types of digital media, such as the Creative Commons (creative-
commons.org).
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CHAPTER 11

Internet Research Ethics: The Field
and Its Critical Issues

ELIZABETH A. BUCHANAN and CHARLES ESS

11.1 INTRODUCTION TO INTERNET RESEARCH ETHICS:
BACKGROUND AND MAJOR ISSUES IN THE LITERATURE

Internet research ethics (IRE) is an emerging multi- and interdisciplinary field that
systematically studies the ethical implications that arise from the use of the Internet as
a space or locale of, and/or tool for, research. No one discipline can claim IRE as its
own, as various disciplines since the 1990s have used the Internet for research and, to
some extent, grappled with the ethical implications of such research. Indeed, because
Internet research is undertaken from a wide range of disciplines, IRE builds on the
research ethics traditions developed for medical, humanistic, and social science
research; this means in turn that a central challenge for IRE is to develop guidelines
for ethical research that aim toward objective, universally recognized norms, while
simultaneously incorporating important disciplinary differences in research ethics—a
challenge frequently met in IRE through pluralistic approaches that conjoin shared
norms alongside such irreducible differences. Indeed, at the heart of IRE is an inter-
twined convergence as IRE seeks to draw from the insights of applied ethics, research
methods, information and computer ethics, and comparative philosophy, especially
vis-�a-vis the possibility of developing a global IRE that simultaneously preserves
irreducible differences defining diverse cultural traditions while developing a more
global IRE for Internet research undertaken by researchers around the world.

We begin this chapter by examining the historical emergence of IRE, and then turn
to the philosophical dimensions of IRE, including its normative foundations and basic
questions. We then review a range of the most common ethical issues in IRE, along
with suggestions for possible resolutions of specific ethical challenges. Finally, we
consider some of the most current issues in IRE, including the complex interactions
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between methodologies and ethics, and also whether or not a genuinely global IRE
may emerge—one that would hold together shared norms alongside irreducible
differences between diverse national and cultural ethical traditions.

11.2 IRE: A BRIEF HISTORY

Throughout the1990s, disparatedisciplinesbegan inpiecemeal fashion toexamine the
ethical complexities and implications of conducting research online. In the view of
many, itwas at best uncertainwhether or not such research ethics guidelines as theU.S.
Belmont Report and such federal human subjects protections as codified in the U.S.
Code of Federal Regulations (CFR) (2005) “fit” or were applicable. For example,
White (2003) has posed the question, “Representations or People,” to highlight and
explore how disciplinary perspectives from the arts and humanities, film studies, and
cultural studies (as generallyoriented toward representations) contrastwith thehuman
subjects protections models (which stress understanding research participants as
people) presented through theCFR.Evenearlier, broader debates began to take serious
academic form when one of the first journal issues devoted entirely to Internet
Research Ethics (IRE) appeared in 1996, in a special issue of The Information Society,
followed by a workshop on IRE in 1999 funded by the National Science Foundation
and theAmericanAssociation for theAdvancement of Science; theAAAS/NSF report
(Frankel and Siang, 1999) remains a benchmark to which IRE literature refers.

Furtherevidenceof the recognitionanddevelopmentof IREcamethrough the release
of the Association of Internet Researchers (AoIR) Ethics Working Group�s report on
Ethical Decision-Making and Internet Research, chaired by one of the authors of this
chapter, Charles Ess (AoIR, 2002). Researchers, policy makers, and such entities as
institutional review boards, which were seeing an extraordinary increase in the number
of Internet-based research protocols, then continued to build on these foundations,
especially as they confronted new ethical challenges in new venues of Internet research
(Buchanan, 2003, 2004; Buchanan and Ess, 2003, 2005). Prominent professional
societies, too, such as the American Psychological Association, convened a Board of
Scientific Affairs Advisory Group on Conducting Research on the Internet, releasing a
report in 2004 inAmerican Psychologist (Kraut et al., 2004).And finally, three books in
the field of IRE were published in 2003 and 2004 (Buchanan, 2004; Johns et al., 2004;
Thorseth, 2003). Thesewere all, indeed, important moments in the development of IRE
as a discrete research phenomenon, and possibly toward establishment of IRE as a
unique field, but more importantly, these publications promoted further serious consid-
eration of the ethical implications of research in online or virtual environments.

11.2.1 Philosophical Foundations: Sources, Frameworks,
and Initial Considerations

IRE in Western countries emerged initially from models of human subject research
and human subject protections in the life sciences (i.e., medical ethics, bioethics,
etc.) and social sciences (e.g., psychology) (Kraut et al., 2004).Moreover, especially
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the work of the AoIR ethics committee sought insight and guidance from three
sources: (1) professional ethics, including codes for computer-related professions,
such as the Association for Computing Machinery (1992); (2) ethical codes in the
social sciences and the humanities, where our colleagues in the humanities insisted
on understanding human beings online as amateur artists or authors who are
producing a work that usually needs only copyright protection, in contrast with
the social science view of human beings online as “subjects” to be protected in
keeping with the standard human subjects protections of anonymity, informed
consent, and so on (Bruckman, 2002); and (3) the growing body of information
and computing ethics (ICE), (Ess, 2006; Floridi, 2003).

Philosophers who examine extant statements on research ethics from diverse
disciplines and diverse countries will recognize that these make use of at least two
familiar Western ethical frameworks, namely, deontology and utilitarianism. As a
brief reminder, deontology is affiliated frequently with Kant and argues for the ethical
priority of always respecting human beings as autonomous beings (i.e., free and
thereby capable of establishing their own moral norms and rules). In one of the well-
known formulations of the Kantian Categorical Imperative, this requires us to never
treat others only as a means. Treating human autonomies as ends in themselves then
entails a number of rights, duties, obligations, and principles; these include those
emphasized in human subjects protections, namely, rights to privacy, confidentiality,
anonymity, and informed consent.

Researchers thence have the obligation to respect and protect these rights,
regardless of the “costs” of doing so, for example, of having to develop comparatively
more complicated and/or costly research design to protect such rights, or even the
ultimate cost of giving up an otherwise compelling and potentially highly beneficial
research project because it unavoidably violates these basic rights and duties. By
contrast, utilitarianism, as a species of consequentialism in ethics, seeks to justify
ethical choicevia akindofmoral accounting that comparespotential benefits andcosts
of a given choice in hopes of thereby promotingmaximumhuman happiness, however
defined (e.g., as physical pleasure for sentientbeings for JeremyBentham,aspleasures
both intellectual and physical for J. S.Mill, and so forth). For example, this calculus is
expressed in the U.S. CFR (2005) concerning human subjects research, including the
requirement that “risks to subjects are reasonable in relation to anticipated benefits, if
any, to subjects, and the importance of the knowledge thatmay reasonably be expected
to result” (Section 46.111.a.2): potential benefits can thus be used to justify risking the
moral costs of subjects� suffering pain and/or violating subjects�basic rights.Although
some deontologists might be able to agree, we will further see that analogous human
subjects protection codes from other countries (including the European Union Data
Privacy Protection Acts (Directive 95/46/EC, 1995; Directive 2006/24/EC, 2006) and
the Norwegian research codes (NESH, 2003, 2006)) rather insist on an absolute
protection of basic rights and protections. In this way, they hold to a more strongly
deontological view that such rights and protections must be preserved. irrespective of
the potential benefits.

Although philosophers will, of course, debate these characterizations of deontology
and utilitarianism, these distinctions have proven useful in the development of IRE in
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two ways. First, for researchers and other nonphilosophers with no formal training in
ethics, these distinctions help them “make sense” of their ethical experience and
intuitions. And doing so thus helps these colleagues articulate their intuitions in ways
that philosophers will recognize as incorporating more objectivist orientations in
ethics. These distinctions thus provide a useful (and badly needed) bridge between
researchers from disciplines in the humanities and social sciences on the one hand and
philosophers and applied ethicists on the other hand. Second, as the examples given
above suggest, these distinctions have proven helpful in articulating important
differences between national and cultural ethical traditions, and thereby fostering the
development of pluralistic approaches that most ambitiously will fulfill the goal of a
global ICE to foster shared ethical approaches in IRE that at the same time recognize
and foster differences essential to specific national cultures and individual identity
(Ess, 2006). So, for example, a number of ethicists and political scientists have
identified consequentialist approaches, including utilitarianism, as characteristic
of ethical decision-making in the professional ethics and human subjects protec-
tions codes in Anglo-American spheres. As we have begun to see, U.S. (and UK)
codes characteristically justify research on the basis of its anticipated outcomes, that
is, as these promise to benefit society at large in some ways – thereby requiring
researchers only to minimize, not eliminate, risks to research subjects. But, of course,
deontologists point out that “the greatest good for thegreatest number” can justify even
the most absolute violation of the rights of “the few,” as both general examples (e.g.,
slavery) and specific infamous examples in the history of research (e.g., the Tuskegee
Institute syphilis study, Pence, 1990, pp. 184–205) make all too clear. Moreover, the
research ethics of countries such as Norway can be accurately characterized as
deontological, as they emphasize that the rights of human subjects must never be
compromised, irrespective of the potential benefits (NESH, 2003, 2006).1 Indeed,
this contrast between more utilitarian Anglo-American approaches and more deonto-
logical European approaches has been noted by earlier researchers (see Burkhardt
et al., 2002; Reidenberg, 2000).

Beyond the frameworks of deontology and utilitarianism, contemporary ethical
approaches in IRE include feminist and communitarian frameworks that highlight the
role and ethical significance of personal relationships and care between researchers
and their “subjects.” Such frameworks in fact offer versions of “the Golden Rule” as
they ask researchers to consider how they themselves would feel if they found

1[Editor�s note] The distinction being drawn here, primarily for the sake of opening dialogue between
philosophers and researchers without extensive philosophical training, is, of course, more complex from an
informed philosophical standpoint. For example, an act utilitarian is a consequentialist who indeed would not
be able to justify putting human subjects protections and basic rights at risk for the sake of potential research
benefits. But a rule utilitarian, by contrast, is a consequentialist who could also insist on a more absolute
protection of rights, and so on, inways attributed here to deontological approaches. The author’s experience is
that these basic distinctions have worked well in opening up needed dialogue between philosophers and
researchers, dialogue that has resulted, in fact, in the development of ethical guidelines (AoIR, RESPECT)
endorsed by researchers. But of course, wewould hope that further dialogue and debate, including attention to
these more sophisticated ethical distinctions, will ensue, ideally with the result of still more philosophically
robust codes and guidelines that likewise incorporate the insights and expertise of researchers.
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themselves treated in the ways they proposed to treat their subjects. In addition,
feminist and communitarian approaches, especially as articulated in Scandinavia,
emphasize that the individual “subject” is not simply an autonomous individual, but is
rather a human being whose sense of identity and value are intrinsically interwoven
with his/her “web of relations.”Thismeans that the researcher is not simply obliged to
protect, for example, the anonymity and confidentiality of a solitary subject, but rather
is required to protect the anonymity and confidentiality of both the subject and of his/
her close friends and intimate partner(s) (Johns et al., 2004; NESH, 2006).Manifestly,
how we respond to a given ethical issue within research will depend in large measure
on which of these diverse ethical frameworks we presume to be primary (cf. AoIR,
2002; Ess, 2003).

For example, although arguments prevailed in the 1990s against applying human
subjects protection models to online contexts, these models predominate in contem-
porarydiscussions of IRE and the three extant ethical guidelines specifically devoted to
ethical issues in online research (AoIR, 2002; Kraut et al., 2004; NESH, 2003). These
models take both national and international declarations of human rights as their
foundation (Michelfelder, 2001; Reidenberg, 2000); they are thusmarked by a deonto-
logical insistence on protecting the integrity and dignity of humanpersons first of all by
emphasizing rights to informedconsent, privacy, confidentiality, andanonymity.Aswe
will see more fully in the subsequent paragraphs (A Global Internet Research
Ethics?), comparable rights to privacy and data privacy protection inAsia, by contrast,
rest onmuchmoreutilitarian arguments that justify privacy and data privacyprotection
primarilybecause they contribute to thegreater social goodsof economic development.

We can see similar contrasts aswe nowconsider someof themost central issues and
topics in IRE.

11.2.2 Specific IRE Issues

The IRE literature of the last decade or so has focused on several topics that arise most
frequently in online research.Wenowdiscuss these “classic” problems in some detail,
and then will turn to more recent and emerging issues. For the sake of conceptual
clarity, we present these as discrete issues, but the specificity and characteristics of
Internet technologies andespeciallyof interdisciplinary researchonlinemean that IRE
issues are usually intertwined and consequently more complex.

11.2.2.1 Anonymity/Confidentiality Years ago, an often passed-around
cartoon of the Internet read, “On the Internet, no one knows you are a dog.” There
was a sense of anonymity, of freedom from one�s “physical” reality when in the
disembodied space of the Internet. Researchers grappled with this newfound reality,
while of course acknowledging that a fundamental tenet of research is to protect
anonymity and identity.Adequate provisions are designed and embraced to protect the
privacy of subjects and maintain confidentiality. Through the process of informed
consent, researchers convey their commitment to their subjects or participants to
protect their privacy and their identity should revealing something about them cause
undue harm, embarrassment, or some other tangible loss. The Belmont Report, for
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instance, demands that privacy of subjects be protected and confidentiality of data be
maintained. In online environments, researchers must wonder about the relationships
between a screen persona and the onground individual, and to ensure appropriate
protections, the researcher should consider a number of issues. Mechanisms must be
in place to provide a truly secure online interaction to guarantee anonymity when
promised. If this secure environment is not possible, the researcher should explore
what type of Internet locations/media are/is safest. Questions surround such
“anonymous” surveys, as with SurveyMonkey or QuestionPro, tools that are growing
in use across disciplines.

Ultimately, the researcher must describe how subjects�/participants� identities
are protected. One may suggest that encryption is enough. Then, consider how
research data are to be stored, given the prevalence of networked computing.
Hacking and data corruption are indeed possibilities. These are, of course, data
integrity issues, and often researchers do not have the control over an online site
needed to secure the interaction from hackers or other forms of data corruption or
interference. For instance, a researcher may promise to maintain confidentiality
over the data she collects; confidentiality is defined by the U.S. model as pertaining
to the treatment of information already revealed. There is an expectation that “the
data will not be divulged to others in ways that are inconsistent with the under-
standing of the original disclosure without permission” (The Belmont Report). In
online research, an ethical breachmay occur not because of researcher negligence or
fault, but by or through circumstances beyond his or her control. Online researchers
must consider all possibilities of potential breaches, as datamay be collected online,
and the researcher is not the only one to have access to it; others in an online forum,
archiving sites, or other backups may exist that reveal the source of some data. The
researcher may not be in control of this.

Moreover, can a research participant be anonymous online? One may have a
“different” online identity, but that identity still corresponds to an individual in a
physical environment. If an electronic persona is portrayed in research onan electronic
support group for amedical condition,will theparticipant be identifiable? If so, atwhat
risk? Is there the potential for significant harms to the subjects through identification,
especially if the topics at hand are sensitive in one ormoreways?One could imagine a
research report using screen names that can be searched online and identified fairly
easily. Thus, though the researcher may have attempted to protect privacy and
maintain anonymity and confidentiality, such technological tools as search engines
and archives of online discussions may provide enough context and information to
make identification not only possible, but harmful. Thus, researchers must consider
how they name, describe, or anonymize their online subjects or participants to the
extent it could be possible.

11.2.2.2 Copyright A key decision for Internet researchers is often discipline-
based, that is, do we treat our “subjects” as subjects (as is characteristic of the social
sciences) and thereby invoke familiar human subjects protections, and/or do we treat
our “subjects” as posters, as authors (as is characteristic of the humanities)? If the latter
is the case, then far from emphasizing the need for anonymity and confidentiality, we
are rather dealing with posters who intend to act as public agents online. Moreover,
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U.S. law treats anything posted online as protected by copyright. Hence, researchers
pursuing more humanistically based approaches will need to consider several ques-
tions related to copyright. For example, will any of their citations of these materials
count as “fair use” of thematerials they encounter online?Howwill they acknowledge
copyright holders, and/or acquire permission for direct citations, especially if the
author(s) use pseudonyms or their work is only available on archives whose e-mail
addresses are no longer valid ? These considerations force researchers to wrestle with
both a set of (deontological) rights (i.e., authorship as protected by copyright, etc.) and
costs that must be considered in more utilitarian approaches (e.g., the time and labor
required to trackdownostensible authors, to certify that theyare indeed theauthors and
thus copyright-holders of a specific text, to acquire consent in ways that overcome the
possibility, heightened in the online context, of ensuring that the consent comes from
the proper author).

Furthermore, to satisfy review boards or ethics boards, researchers typically state
how long they will retain the data. But it is unclear how long e-data lasts, under what
circumstances, and in what context. When researchers tell their participants that they
will destroy any data after a specified period of time, it maymean nothing in an online
context where researchers are not in control of the copyright or ownership.

11.2.2.3 Revealing Identities Online identities are complex, social identities
that exist in various forms of online environments. Some choose to use their real
names, whereas others choose pseudonyms, screen names, avatars, masks, and so
on. Researchers in online settings study these identities through surveys, ethno-
graphies, action research, and participant observation, and consideration has been
centered around the representation of such identities in research reports. Should
they use screen names that individuals choose for some usually personally signifi-
cant reason, or should the researcher protect that screen name from potential
identification by using a pseudonym of the screen name? This raises questions of
ownership and research integrity, trust, copyright, in addition to the more obvious
privacy questions. For instance, by changing screen names in a research report, a
researcher may detract from the “reality” or “reputation” of the participant. Text
searches can reveal more contexts than a researcher may in her reporting, and this
raises potential risks. A researcher may allow participants to make this decision
about representation, though disciplinary differences in methodology arise in this
possibility. As part of the informed consent process, researchers could present
options for participants to consider, and participants could be provided the oppor-
tunity to review the research report prior to publication. Ultimately, such questions
begin to challenge the longstanding process of research, questioning what Forte
(2004) has described as scientific takers and native givers. Online research presents
an opportunity, then, for greater researcher reflexivity, given the discursive ex-
change between researchers and researched (Olivero and Lunt, 2004).

11.2.2.4 Public Versus Private Spaces Another more challenging area of
IREforresearchers is thedifferentiationbetweenpublicandprivatespacesonline. Ifone
contends there is any privacy to online interactions (which may be a big if), one can
examinewhetherornotaparticularforum,listserve,chatroom,bulletinboard,andsoon,
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is consideredby itsmembers to be a public space or a private space. The expectations of
privacy held by those members will dictate the role a researcher may occupy there.
Many have used the analogy of the public park: What we observe in a public park is
available to us as researchers. If the Internet locale is correspondingly public, then the
researcher need not seek permission from subjects or participants. However, if we
observe something in a house behind closed doors from our space in the public park,
that is a private space and therefore unavailable for use by researchers. When con-
sidering public and private spaces, a researcher should consider his or her role within
that online space: Is he or she an observer, participant,member, or other?Depending on
the fora, different expectations arise. In public newsgroups, for instance, one may post
something guided by intentions much different than a researcher�s. A researcher may
use such newsgroup data, removing context and removing the discursive markers of
that group, and therefore present an inaccurate presentation of that data. The realities of
archived data are challenging from a research ethics perspective. IRBs, for instance,
look carefully at the use of preexisting data, as it challenges the process and spirit of
informed consent. To protect subjects from harmmeans researchers must consider the
ramifications of using preexisting data fromarchives, as something froma public space
can easily come back to haunt a subject should it be brought to light in research. All of
these possibilities quite seriously violate, amongmany ethical guidelines, the spirit of a
consensual research relationship. Sveningsson (2004) has suggested that researchers
evaluate this component of IRE along a continuum: public–private and sensitive–
nonsensitive. Data falling in the private/sensitive quadrant would be off-limits to
researchers, whereas the remaining three quadrants would be used with discretion,
according to ethical guidelines and policy.

11.2.2.5 Respect for Persons Human subjects protectionsmodels are groun-
ded in respect for persons, as born out of the informed consent process, as well as
through a consideration of risks and benefits for the individual and for the larger
society. A careful balance is necessary, though this has certainly not always been the
case (e.g., the Tuskegee syphilis study), in protecting individual rights within the
greater societal good. Researchers must justify the risk of their studies by the value of
potential results. And, through the informed consent process, research participants
must clearly understand these risks and benefits, what is taking place in the research,
what is expected of them, andwhat will become of the data. Informed consentmust be
processual, not a static one-time event.

In online environments, there are many purely practical challenges in obtaining
informed consent; these range from fluidity in group membership in short periods of
time (for instance, thosewho log on for a fewminutes at a time then quickly log off) to
long-time changes in group membership, to individuals who have multiple screen
names and identities, to ensuring people receive an informed consent document, to
where the informed consent document may be accessible.

Further problems arise in the actual verification of understanding one�s role in the
research as a participant or subject, which is arguably the cornerstone of informed
consent.Disagreementexistsoverthebestprocessbywhichtoachieveinformedconsent
in online environments. Click boxes or hard copies are options. The inherent nature of
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some online environments, for instance, chat rooms, defy static informed consent
processes. A blanket statement could be used as a corollary to the informed consent
document:“I understand thatonlinecommunicationsmaybeatgreater risk forhacking,
intrusions, and other violations. Despite these possibilities, I consent to participate.”
Researchers using transaction log data, for instance, have argued that such research is
not on human subjects at all, and that it is a truly anonymous online interaction, and
therefore, informed consent is unnecessary, as is any review by an ethics board at all.

11.2.2.6 Recruitment In traditional research ethics, the principle of justice
demands that subjects haveanequal or fair chanceofparticipation—exclusionmust be
based on some justifiable reason. The federal Office for Human Research Protections
(OHRP) in its IRB Handbook, The Foundations of Human Subjects Protections in the
United States, describes the principle of justice:

The principle of justice mandates that the selection of research subjects must be
the result of fair selection procedures andmust also result in fair selection outcomes. The
“justness” of subject selection relates both to the subject as an individual and to the
subject as a member of social, racial, sexual, or ethnic groups.

Thus, justice requires that the benefits and burdens of research be distributed fairly.
Individuals must also not be unfairly targeted, as occurred in the Tuskegee experi-
ments, for instance. But many online communities or environments are indeed self-
selected based on some quality, and thus questions of justice may not apply in their
strict sense; ultimately, in online research, equity/fair representation in the subject
pool may not be possible. However, related questions of justice and recruitment
emerge: How does the researcher enter the research space to begin recruiting? Many
sites, notably proanas (proanorexic/eating disorder sites), for instance, reject research-
er presence with notices—researchers are not welcome (see Hudson and Bruckman,
2004).Moreover,Walstrom (2004) has examinedparticipant observation in the face of
eatingdisordergroupsonline. Sheexplored thepossibilitywhere some inacommunity
may consent, whereas others do not. She argues that the researcher must respect the
rights of those who do not want to allow their comments, and so on, to be taken as
objects and material for research; hence, their privacy, anonymity, and so on, must be
protected. At the same time, however, the researcher may proceed to examine the
online interactions of those who have given their consent. This proves more difficult
online than in on-site research encounters. Clark (2004) has also raised the interesting
question of “hybrid” research endeavors: Hybrid research bridges research and
researcher presence through groups that have both a physical and a virtual presence
simultaneously. Clark (2004, p.247) describes the potential research ethics issue:
“Research in a jointly virtual and material context raises unique questions. . . the
primary texts in my research are the community�s listserv postings; how will
participant perceptions of risk be impacted by physical meetings with me and others
after I have written potentially critical things?”. One could conceivably consent to
participate in one environment but thereby violate confidences from the other locale,
intentionally or unintentionally.
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11.2.2.7 Research with Minors According to the U.S. model, minors, those
under the age of 18, are considered “special populations” (alongwith pregnantwomen
and fetuses, prisoners, intellectually or emotionally impaired, or handicapped), and as
such require special protections. This is codified in the IRB Guidebook, which notes
that

The federal regulations require that IRBs give special consideration to protecting the
welfare of particularly vulnerable subjects, such as children, prisoners, pregnantwomen,
mentally disabled persons, or economically or educationally disadvantaged persons.

IRBs and review committees take additional precautions when reviewing research
involving anyof these populations. Boardsmust havemembers that are uniquely qual-
ified to represent, and protect, the unique interests of special populations. Moreover,
in the case of minors, consent from an adult, in addition to the minor�s assent, is
required, thus calling for an additional layer in the consent process, whereas in the
case of mentally disabled individuals, consent must be given by a guardian. In online
environments, research on, or with, minors has raised considerable attention. Both
Stern (2004) and Bober (2004) argue that research with minors is fraught with
difficulty from a number of perspectives and should be conducted under very special
conditions. Online research with minors raises issues of researcher certainty and
competence. Researchers must ensure that their online participants are adults, con-
senting adults, and not a minor in some online forum. As both Stern and Bober have
described, securing parental consent is challenging at best, and assent from a child is
often easier to secure than parental consent. Furthermore, international agreements
differ over the age of consent, contributing to a potential for serious differences across
research forums online. Finally, while all researchers assume a level of responsibility
to their participants in the research process, researchers dealing with special popula-
tions must understand and commit to reporting disturbing or dangerous information,
for instance, a child discussing abuse, to an appropriate agency.

11.2.2.8 Emerging Issues Forums such as MySpace and Facebook have
become increasingly popular, and of great concern, owing to their inception as popular
social networking sites for young adults in particular. From primary to postsecondary
schooling, participants of these sites are finding themselves face-to-screenwith ethical
issues. Notably, these social networking sites provide opportunities for both social
and academic conversations, as their usage ranges from finding dates to academic
advising. MySpace and Facebook have attracted attention in the popular media, from
such instances as online stalking to employers seeking background, and personal,
information on applicants.

In particular, these sites occasion questions regarding privacy—first of all, asmany
of their users seem to assume a level of privacy that is simply not available to them
within the network. A number of researchers and ethicists have commented that
“newbies” to the Internet, relatively unaware of the intrinsically public nature of most
online communication, often assume a level of privacy in their communications that is
simply false; for example, many seem to think that an e-mail is like a piece of paper
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mail, that it travels on the Internet in a sealed container until it reaches its intended
destination, and that only the intended receiver may open it. Likewise, many are
surprised to discover that their postings to a listserv or chat room can be logged and
made publicly available online, most dramatically, for example, when the complete
archive of USENET postings were made publicly available on theWeb (Sveningsson,
2008). These observations lead to the ethical conundrum of whether or not users�
expectations should drive researchers� efforts to protect privacy (cf. the discussion of
ethical Good Samaritanism below) even though more legalistic approaches would
argue that researchers are bound only by applicable laws and the privacy statements of
the sites themselves (despite the fact that most users “click through” these without
seriously considering them, thus making their consent of questionable ethical value).

This problem arises in new ways within such environments as Facebook and
MySpace; because users must acquire an account and also because users are often
affiliated with trusted institutions such as a particular school or organization, many
users seem to think that “others”—beginningwith their ownparents and teachers—are
somehow automatically excluded. On the contrary, students are learning, often the
hard way, that information they post on their profiles may come back to haunt them in
unhappy ways when reviewed by an academic advisor, instructor, prospective
employer, and so on. Others, indeed, are finding that they cannot hide from anyone
if they have a Facebook profile:

. . .the cops used Facebook to ID a suspected public urinator and bring the pissant to
justice. It all started at the University of Illinois at Urbana-Champaign when student
Mark Chiles, 22, urinated on a bush in front of a frat house. A cop saw him but the
offender ran off before he could be cited.His drinking buddy,AdamGartner, also 22,was
questioned but said he didn�t know the miscreant�s name. Normally, a cop would give up
at this point. But this story has a new digital twist.

The Internet-savvy cop went on Facebook, looked up Gartner�s profile and checked
out his Facebook friends. Voila! There was the face of the urinator (ZDNET, 2006).

At the time of this writing, Facebook occasioned a number of additional privacy
concerns. For example, it introduced a “newsfeed” feature that automatically collects
“friends” information and changes to their profiles, displaying this information to a
user when first logging in. A form of data mining, this technique was experienced by
many Facebook users as a violation of privacy, though, of course, the information
collected was perfectly public in the first place. The blogosphere, however, reacted
with concern and anger, whereas the U.S. Senate took up a discussion headed by
Senators Feingold and Sununu over privacy and data mining.

These discussions are quite new, and nothing can be said with confidence
regarding emerging analyses and efforts to resolve these issues. Pending U.S.
legislation, specifically, DOPA (Deleting Online Predators Act), would make such
networking sites inaccessible in schools and public libraries; great legal and
intellectual debate is occurring around this act, but it does clearly indicate that
law and ethics are struggling equally with such technological venues. However, it
does seem clear that any ethical guidelines and related understandings of privacy,
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rights to privacy, and so on, in these new venues will have significant effects on
legislation and ethics, because these will directly affect a very large number of an
important demographic of the Internet, namely, young people—a demographic that,
up until now, has largely ignored the ethical dimensions of their participation in such
fora. These discussions may be a step toward a much broader and more widely
shared sense of ethics online that would be of tremendous help to Internet
researchers, whose ethical decisions are often profoundly influenced by users�
perceptions and expectations, beginning with privacy online.

11.3 METHODOLOGIES AND ETHICS

As we have already seen in our general discussion regarding the diverse disciplines
involved in online research, it is clear that the research ethics implicated by a given
ethical problem or difficulty is deeply entwined with and defined by the specific
methodology (ies) that shape a specific research project. Indeed, Markham (2006)
suggests that all methodological choices are in fact ethical choices.

As a first example, online experiments are a popular research approach—ones that,
like their offline counterparts, offer incentives such as a lottery prize, money, or
academic credit (to students) to attract and retain participants. At the same time,
however, given the multiple ways in which users can mask their identities in online
venues, researchers who do not meet with their participants face-to-face may not be
able to confirm the offline identity of an online participant. In particular, some
experimental designs require that participants remain anonymous. But, of course,
delivering incentives promised for participating in an online survey or experiment
requires the researcher to know with confidence a given participant�s identity and
important personal information. Hence, the researcher is faced with the double
conundrum of sustaining participant anonymity while also knowing their offline
identity toprovide themwith thepromised incentives (cf. PedenandFlashinski, 2004).

Danielle Lawson further highlights a number of ethical problems that emerge in
conjunctionwith specificmethodologies. To beginwith, research in the social sciences
guided by more objectivist methodologies (i.e., ones that seek to emulate as closely as
possible the methodologies of the “hard” or natural sciences) presumes such scientific
norms as replicatability. To achieve replication, however, would demand publication of
relevant data, including gender, age, and so on, of participants. But such publication
manifestly puts participant confidentiality and anonymity at risk, especially if accom-
panied by additional information, such as verbatimquotes that can be easily foundvia a
search engine on publicly accessible archives. Other methodologies, for example,
those that incorporate Geertz�s “thick description” (i.e., a detailed account not only of
an event, action, and so on, but also of the context needed to understand that event,
action, etc.) and/or participant-observation approaches, likewise issue in the need for
publishing important details about research participants; but again, doing so only
increases the threat to their anonymity and confidentiality (Lawson, 2004). Lawson�s
own effort to respond to these tensions includes recognizing a range of possible options
that may be offered to participants. These begin with maximum privacy protection, as

284 INTERNET RESEARCH ETHICS: THE FIELD AND ITS CRITICAL ISSUES



participants may agree to having their nicknames and texts used only for data analysis,
but both their names and the texts themselves are not to be included in publication. At
the other end of the spectrum, participants are treated much more like authors, as they
consent to having their nicknames and texts published, and indeed receive credit for
their texts as held by them under copyright as authors (Lawson, 2004, p. 93). Evenwith
the range of options available, however, uncertainty and, more importantly, the role of
ethical judgment (what Aristotle would call phronesis) cannot be eliminated entirely.
Rather, as Lawson observes, researchers will have to make judgments regarding the
proper ethical balance between emphasizing human subjects protections (anonymity,
informed consent, etc.) and the particular requirements of their chosen methodology
regarding publication of relevant information (p. 94).

11.3.1 Participant Observation and Discourse Analysis

Amajor focus in the IRE literature is onvirtual ethnography and its ethical challenges.
As a starting point, researchers such as Katherine M. Clegg Smith raise the initial
question as towhether a researcher “lurking” (i.e., unannounced and unidentified) in a
listserv is more analogous to a researcher taking notes on a public bench, in contrast
with doing sowhile hiding in a bush (Clegg Smith, 2004, 230ff). For Clegg Smith, if a
public list provides an introductory message to newmembers indicating that the list is
public and all messages are archived, then the analogy with the researcher on the
public bench is salient, so she is not required to ask for informed consent from
participants, nor to announce to the list her presence as a researcher “listening” to
postings (pp. 231–235). On the contrary, when faced with the question of including
potentially sensitive texts as data in her publication, Clegg Smith judged that her
posters were more like human subjects than authors, and so chose to keep them
anonymous—a decision shared by several of the pioneers in the literature on
participant-observation methodologies and IRE (Bromseth, 2002; Markham, 2004;
Sveningsson, 2001). Indeed, Olivero and Lunt (2004) argue that the methodologies of
participant observation and discourse analysis (i.e., careful analysis of various
dimensions of discourse, highlighting not simply the content of discourse but also
the styles of discourse, how communicants signal various interactions from turn-
taking to seeking dominance, etc.) in online environments heighten the importance of
privacy, informed consent, and ethical issues surrounding the use of participants� texts.
It appears that participant-observation methodology, as it requires researchers to
develop a more personal and empathic relationship with participants, increases
researchers� sensitivity toward participants as coequal human beings; given this
heightened sense of engaging in a humane relationship with their participants,
researchers may be more likely to accord participants the sorts of privacy protections
that researchers would want for themselves. In addition, such heightened attention to
protecting privacy, anonymity, and so on, has a strongly pragmatic dimension as well:
because participants can easily disconnect from e-mail and other forms of online
interviews, researchers have a correlatively greater need to foster and sustain the
active engagement of their subjects—in part, by offering the reward of “the gratifying
trusted, reciprocal exchange indicated by the feminist perspective” (p. 107). (Such
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an approach is further argued from feminist and communitarian foundations by
Walstrom (2004) and, with the additional appeal to Bakhtin, by Hall et al., (2004).)

Ethicists familiar with the abortion debate will recall that Judith Jarvis Thomson
introduces the distinction between “minimally decent” ethics and those actions and
choices, such as those of the Good Samaritan, that are admirable precisely because
they go beyondour everyday expectations and codes. For Thomson (1971) thismeans,
however, that although such actions and choices are exemplary, they cannot be legally
required of everyone in every circumstance. Such ethical Good Samaritanism appears
frequently among researchers guided by participant/observation methodology. That
is, several researchers have begun with basic ethical and legal requirements of their
discipline, but found that these did not go far enough, in their view; for example, these
(minimal) requirements did not oblige a researcher to protect the privacy and identity
of participants in a listserv as a public space. Rather, these researchers—again, as
more directly engaged with their participants as close coequals rather than as distant
subjects—have chosen to take the more demanding ethical position of a Good
Samaritan. So, for example, several have come to go beyond the minimal demands
and insist on protecting participant privacy, even though such protection compli-
cated their research, made greater demands on their time and resources, and so forth
(see Clegg Smith, 2004; King, 1996; Reid, 1996).

Given the presence of such “Good Samaritan” ethical choices in the literature of
IRE, choices that have shaped foundational work in online research, even once
researchers may have achieved clarity regarding what disciplinary guidelines and
national law may require, they will further need to consider whether these establish
onlyminimal standards and, if so, if they judge rather to follow amore rigorous “Good
Samaritan” approach. (For further discussion of the correlation between distinctive
research approaches and their correlative ethical difficulties, see Bakardjieva and
Feenberg (2001) and Markham (2003).)

11.3.2 A Global Internet Research Ethics?

The global reach of the Internet means that research participants may be drawn from a
wide range of nations and cultures.Coupledwith theoften international collaborations
behind online research, this fact of a global range of participants forces a still more
demanding question for ethicists: Given precisely the often significant national
differences in the Western world between more deontological and more consequen-
tialist approaches to IRE, how arewe to develop a research ethics that is legitimate for
researchers and participants frommore than one nation, culture, and tradition of ethics
and thereby research ethics?

Projects such as theAoIRethical guidelines and theRESPECTproject demonstrate
that researchers from adiversity of countries and traditions of ethical decision-making
can in fact agree upon a range of basic values and issues, while at the same time
preserving local differences in the interpretation and implementation of those values
through a strategy of ethical pluralism. In the AoIR guidelines, for example, we
encountered what at first seemed an irresoluble conflict between U.S. and Norwegian
research ethics with regard to the question of whether informed consent would be
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required for audio and video recordings in public spaces. On the one hand, U.S.
approaches argued that such consent is not required, in part because in theU.S. context
there is no expectation of having the sort of privacy in a public space thatwould call for
informed consent (Walther, 2002). On the other hand, Norwegian research ethics
insisted on precisely such informed consent, in part just because in the Norwegian
context there is the expectation that one�s privacywill be protected in this way, even in
what are otherwise acknowledged to be public spaces (Elgesem, 2002). But in both
cases, research ethics begins with a shared focus, namely, just on the expectations of
thepersons involved. Insofar as bothU.S. andNorwegian research ethics acknowledge
the normative importance of expectations, while at the same time issuing in con-
trasting norms regarding informed consent, they thereby articulate a structure of
ethical pluralism that holds together shared norms alongside irreducible differences in
the interpretation and application of those norms – differences that reflect and thus
preserve distinctive cultural identities.2

Such pluralisms, in fact, can be discerned in a variety of instances in information
and computer ethics (Ess, 2006, 2007). In particular, such pluralisms appear to be at
work across East–West boundaries as well, for example, with regard to emerging
conceptions of privacy and data privacy protection in China and Hong Kong vis-�a-vis
Western conceptions. So, for example, in the United States and Germany, rights to
privacy and data privacy protection are established on the assumption that privacy is
both an intrinsic and instrumental good (e.g., privacy is taken to be a necessary
condition for self-development and expression, freedom of opinion and thought, and
participation in democratic governance). By contrast, understandings of privacy and
data privacy protection codes are justified in China and Hong Kong solely as
instrumental goods, that is, these are necessary for amuch desired e-economy. Hence,
a generally shared notion of “privacy” and the need for data privacy protection is
shared across these diverse cultures and nations, but understood and justified within
each culture and nation in distinctive ways that directly reflect and preserve their
differences (i.e., the differences between a Western emphasis on an atomistic indi-
vidual as a rights holder in ademocratic polity and anAsian emphasis on the individual
as amember of a larger community,where communitywell-being andharmony justify
what from a Western perspective would be characterized as more authoritarian
regimes; see Ess (2005, 2006, 2007)).Moreover, while discussion of Internet research
ethics is very young in Asia, recent examples likewise fit such a pluralistic structure.
For example, in a recent study ofmessages exchanged in a forum, Japanese researcher
Tamura Takanori took up what he described as a “more cautious way” in his ethical
choices than other Japanese researchers, as he requested consent from the forum
coordinator to use forum exchanges; referred to specific authors by way of pseudo-
nyms; and paraphrased rather than using direct quotes (Tamura, 2004). These choices
are striking first of all in the light of the clear and significant differences between
Western and Japanese understandings of privacy and research practices regarding
human subjects protections, differences reflecting still more fundamental differences
between Western affirmation of the atomistic individual as a moral autonomy to be

2See especially AoIR, 2002, p. 4, including footnotes 6 and 7, as well as “Addendum 2.”
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affirmed and protected, vis-�a-vis especially Buddhist notions of “self” as an illusion
thatmust be overcome if genuine contentment is to be attained (Ess, 2005;Nakada and
Tamura, 2005). Such notions support the practices of other Japanese researchers, for
example, as they saw no need to protect anonymity, request consent for direct quotes,
and so on. Alongside these fundamental differences, however, Tamura�s approach
deeply resonates with several elements of Western IRE. So, for example, Tamura�s
insistence on protecting the privacy of the forumparticipants shows a basic respect for
the expectations of their authors, a respect that, as we have seen, is a cornerstone
especially for deontological approaches to IRE in theWest in general and for the issue
of informed consent in the United States and Norway in particular (AoIR, 2002, f.7).
Moreover, Tamura�s “more cautious way” contrasts with the less protective approach
of other researchers; in this way, Tamura can be understood to take up a Good
Samaritan ethics that goes beyond the requirements of “minimally decent” law and
practices, and thereby echoes such ethical Good Samaritanism as we have seen it
among Western researchers, especially those following participant-observer meth-
odologies. Finally, Tamura�s more cautious way is strikingly consistent withWestern,
specificallydeontological, approaches that insist on the rights of the subject, including
protection against possible harm, above possible benefits of research.

Tamura�s approach thus stands as one side of an East–West ethical pluralism that
conjoins shared norms alongside the irreducible differences that define distinctive
cultures. To be sure, ethical pluralism will not resolve all cultural differences and
conflict in research ethics; nonetheless, these examples suggest that a global IREmay
emerge stillmore fully as information ethics and research ethics traditions in both East
and West become ever more developed.

11.4 CONCLUSIONS

We hope this review makes clear that IRE, although a relatively young field at the
intersections between applied ethics, information and computer ethics, and profes-
sional and research ethics, can now be seen as reasonably well established. It enjoys
an extensive literature that helpfully collects historically important analyses along
with contemporary considerations of specific issues; this literature, as our discussion
of specific topics demonstrates, offers considerable guidance with regard to a range
of issues that consistently emerge in the course of online research. Indeed, ethical
guidelines such as those established by AoIR and NESH indicate the level of interest
in IRE internationally. In addition, as the AoIR guidelines continue to find use in
diverse research projects and institutional settings, both in theEnglish-speakingworld
and beyond, this diffusion suggests that an international consensus regarding online
research ethics may well be possible. In fact, at least some examples of apparently
contrasting approaches in research ethics, notions of privacy, and IRE proper strongly
suggest that a genuinely global IRE may emerge that will conjoin shared norms
alongside differences reflecting and fostering irreducible differences between nation-
al and cultural ethical traditions, including themost basic differences betweenEastern
and Western ethical frameworks.
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This means that both young and seasoned researchers, as well as oversight
institutions responsible for research integrity (e.g., IRBs in U.S. context), now have
a considerable range of examples and well-established guidelines to draw from, as
well as foundations for a continuing global dialogue aimed toward further developing
a global IRE. At the same time, however, the discussion of Facebook and the ongoing
efforts to develop a genuinely global IREmake clear that IRE is still very young. Both
as new venues and technologies open up new research possibilities, and as researchers
and philosophers participate in a growing global dialogue regarding the ethics of
online research, philosophers and researchers interested in IRE will confront no
shortage of intriguing new examples and issues. We have only just begun . . ..
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CHAPTER 12

Health Information Technology:
Challenges in Ethics, Science,
and Uncertainty1

KENNETH W. GOODMAN

It is sadly and too often the case that many professionals regard ethics as a source of
codes for the edification of the not-yet-virtuous, as a place where pointy-headed
boffins pass judgment on heathens, as an office to call in search of someone with a
horse and a sword to come �round to smite the evildoers.

Rather, ethics, a branch of philosophy, has the task of studying morality, or (gene-
rally) public accounts of the rightness or wrongness of actions. Applied or professional
ethics is the analysis of moral issues that arise in, well, the professions. All professions
give rise to ethical issues, not necessarily because practitioners do bad things or need to
be saved from theirmany temptations, but because questions of appropriate action arise
even in situations in which no one has done anything obviously wrong. That is, profe-
ssionals encounter ethical issues and challenges in the ordinary course of their work. It
is unavoidable. Ought a lawyer advertise? How should an engineer manage complexi-
ty? May a scientist build a bomb or clone a sheep?When, if ever, is it appropriate for a
physician to use a computer to render a diagnosis? Most importantly, why?

Bertrand Russell made clear that there are no experiments we can do to determine
the answers to questions aboutmorality and ethics. Instead, human reasonprovides the
tools for such interrogations and conclusions. It is an exciting enterprise, and has
become more so as technology has evolved and given us challenges once unimagin-
able. This is as true in medicine and biology as in any other domains.

The use of computers or, more generally, information technology in the health
professions is indeed a rich source of ethical issues and challenges. Our task here is to

1Support for this chapter was provided in part by a grant from the Robert Wood Johnson Foundation� in
Princeton, New Jersey.

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.

293



identify the largest ones, and point out ways in which applied philosophy provides
resources for addressing them. We will look at the following issues:

. privacy and confidentiality,

. use of decision support systems, and

. development of personal health records.

12.1 PRIVACY AND CONFIDENTIALITY

There is arguably no better trigger for reflection on morality and its relationship to
the lawand society thanprivacyand its cousin, confidentiality.Thedemandsofprivacy
are intuitively straightforward and the consequences of its violation obvious.Without
a credible promise that privacy and confidentiality will be safeguarded, the task of
fostering trust is frustrated. If for instance a patient believes that a physician will
disclose interesting or salacious diagnostic data to others, the patient might not
disclose information the physician needs to render an accurate diagnosis in the first
place. If a patient believes a physician or hospital does not maintain the security of
medical records, the patient might similarly be discouraged to tell the truth. And if a
patient is dubious about an institution�s ability to safeguard data stored in or
transmitted by computers and other information systems, then the technology itself
will be a source of distrust.

Indeed, there aremany reasons to believe that public distrust imperils the growth or
expansion of electronicmedical records—which, in turn, are seen as needed to replace
an aging, fragmented, and inefficient paper-based system. In 2006, the National
Committee on Vital and Health Statistics observed that

as a practical matter, it is often essential for individuals to disclose sensitive, even
potentially embarrassing, information to a health care provider to obtain appropriate
care. Trust in professional ethics and established health privacy and confidentiality rules
encourages individuals to share information they would not want publicly known. In
addition, limits on disclosure are designed to protect individuals from tangible and
intangible harms due to widespread availability of personal health information. Indi-
vidual trust in the privacy and confidentiality of their personal health information also
promotes public health because individuals with potentially contagious or communica-
ble diseases are not inhibited from seeking treatment. . . In an age in which electronic
transactions are increasingly common and security lapses are widely reported, public
support for the [National Health Information Network] depends on public confidence
and trust that personal health information is protected. Any system of personal health
information collection, storage, retrieval, use, and dissemination requires the utmost
trust of the public. The health care industry must commit to incorporating privacy and
confidentiality protections so that they permeate the entire health records system
(National Committee on Vital and Health Statistics, 2006).

So, without trust—newly imperiled by the belief that computers might constitute
new threats to confidentiality—the expansion of health information technology is in
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jeopardy. Without this expansion, a potentially useful suite of tools for improving
health care will be forfeited. Ours is no idle exercise.

Privacy is, most generally, the right entitlement or reasonable expectation people
have that they are and will be secure from intrusion. A peeping Tom violates one�s
privacy, as does a peeping police officer. Because society values both privacy and
law enforcement, however, the police officer investigating a crime may and, in fact,
must take steps to justify that her official need is worth the intrusion. Put differently,
privacy rights are not absolute, but may be balanced against other values. The same
is true for confidentiality, which applies to information—medical records, for
instance. Where privacy is customarily about people, confidentiality applies to
information about people. Privacy is also sometimes regarded as including within its
scope people�s concern about protecting confidentiality. Privacy is a broader
concept.

Generalprivacyconsiderationsareaddressed inChapter7. Issues related togenetics
and genomics, including privacy, are assessed in Chapter 22.What is for the most part
uncontroversial is the idea that privacy assumes special or unique importance in
medical contexts.Whilewemightmake privacy claims in banking, education, orWeb
browsing, for instance, the use of computers to acquire, store, analyze, and transmit
medical informationapplies to information that is generally regardedasmore sensitive
and more intensely personal than information about other aspects of our lives.

The origins of a physician�s duty to ensure confidentiality are customarily traced to
the Oath of Hippocrates, whereby one promises that “whatsoever I shall see or hear in
the course of my profession, as well as outside my profession in my intercourse with
men, if it be what should not be published abroad, I will never divulge, holding such
things to be holy secrets.”2Whatever its origin, there are good reasons for physicians,
nurses, psychologists, and others to protect patients� information.One set of reasons is
utilitarian. If patients do not trust that their “holy secrets” will in fact be safeguarded
they are unlikely to disclose them in the first place or, worse, more likely to deceive
clinicians. This erodes the therapeutic relationship, frustrates accurate diagnoses and
increases the risk of poor clinical outcomes. Other reasons are rights based. Privacy
and confidentiality emerge as entitlements that many people expect by virtue of the
(sometimes socially conditioned) desire to control access to their person and repre-
sentations of or information about their person.

Computers complicate medical privacy and confidentiality in interesting ways.
According to a sentinel Institute of Medicine analysis, a number of entities demand

2Clendening (1960, 1942, p. 15). In fact, few physicians take the oath as written, in part because it invokes
several deities no longer usually worshipped. The oath begins: “I swear by Apollo Physician, by
Asclepius, by Health, by Panacea, and by all the gods and goddesses, making them my witness, that
I will carry out, according to my ability and judgment, this oath and this indenture.” So those who are not
Apollonians must redact the oath (which also includes prohibitions against abortion and accepting
payment for being a medical school faculty member, for instance). Medical students often craft their own
oaths, drawing from those of Hippocrates, Maimonides, and others. (It should be noted that some
historians debate whether Hippocrates is in fact the author of the oath or any other part of the “Hippocratic
corpus.”) Clendening contends that the Oath of Hippocrates is not an oath at all, “but an indenture between
master and pupil” (p. 13).
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patient information to “assess the health of the public andpatterns of illness and injury;
identify unmet. . . health needs; document patterns of health care expenditures on
inappropriate, wasteful, or potentially harmful services; identify cost-effective care
providers; and provide information to improve the quality of care in hospitals,
practitioners� offices, clinics, and other health care settings” (Donaldson and Lohr
(1994), p. 1. Moreover,

medical records usually contain a large amount of personal information, much of it quite
sensitive. This information is continuous, extending from cradle to grave; it is broad,
covering an extraordinary variety of detail; and, with new information technologies, it is
accessible as never before. Aside from the patient�s name, address, age, and next of kin,
there also may be names of parents; date and place of birth; marital status; race; religion;
occupation; lifestyle choices; history of military service; Social Security or other
national identification number; name of insurer; complaints and diagnoses; medical,
social, and family history, including genetic data; previous and current treatments; an
inventory of the condition of each body system; medications taken now and in the past;
use of alcohol, drugs, and tobacco; diagnostic tests administered; findings; reactions; and
incidents (Alpert, 1998; Gellman, 1984).

Computers have been reckoned both tomake it easier than paper records to acquire
medical information inappropriately (Walters, 1982) and, simultaneously, to provide
the means to prevent such inappropriate acquisition (Gostin et al., 1993). This fissure
parallels the main challenge underlying the use of computers to manage health
information: We want at the same time to make it easy for appropriate users to have
access to our medical information and difficult or impossible for inappropriate others
to have such access. Several questions follow:

. How should (in)appropriateness of use and user be identified and described?

. How much, if any, privacy/confidentiality should we be willing to trade for
improved health care promised by information technology?

. In what circumstances should a patient�s privacy/confidentiality rights be
overridden?

. What steps should be taken to ensure that computers are not used for inappro-
priate access?

Some answers to these questions enjoy widespread agreement. For instance,
regarding the first question, appropriate access should generally be assigned by
patients themselves. As with a paper medical record, there is generally no better
judge of this access than the (rational) person towhom the information pertains. To be
sure, there are limits on this power. It would be strange and unworkable if a patient did
not want anyone, including any physician or nurse, to view the record; on the contrary,
a patientmight plausibly request that certainhospital staffers, say, shouldnot be able to
view the record, and expect to have such a request honored. Requests that seemed to
impede treatment could be negotiated.
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The second question is most applicable to public or institutional policy. In a
teaching hospital, for instance, it will be customary for students and other trainees to
view the online record of patientswho are of scientific or pedagogic interest. A patient
who wanted to restrict all such access should probably seek care at a different
institution. More generally and for instance, society values the electronic medical
record as a source of research or outcomes data. There are few if anygood reasons for a
patient to object to such use, especially if the information is anonymized or if the users
are trusted researchers. Such a trade-off provides valuable public benefit at modest or
no infringement on confidentiality. However, policies must be in place to govern such
uses.

The needs of public health provide a suite of reasons for frank infringements of
confidentiality in certain restricted cases, including those related to bioterrorism
(Goodman, 2003a) and pandemic or syndromic surveillance (Szczepaniak et al.,
2006). The field of “emergency public health informatics” raises exquisitely interest-
ing and difficult questions regarding the use of large databases—containing in-
dividuals� identifiable personal health information—for collective benefit. With
appropriate oversight, this third question invites responses that underscore the
importance of public health and invoke standard moral objections in cases in which
individuals imperil others for selfish but not unreasonable interests (Goodman,
2003a). So, for instance, the patient with infectious tuberculosis who claims his
autonomy is infringed by disclosure of his contagion and forced isolation is correct—
but this protest is inadequate in the face of arguments holding that others in his
community who do not wish to be exposed unknowingly to this malady have a more
powerful claim.

Theuse of computers inhealth care provides a solid exampleof the utility of applied
or practical ethics to address challenges raised by thegrowth of technology.Question 4
here—“What steps should be taken to ensure that computers are not used for
inappropriate access?”—is a request for ethically optimized approaches to ensure
that access is easy when appropriate and difficult when not. It is perhaps the
most important question of all. The U.S. Office of Technology Assessment (OTA,
1993a, 1993b) concluded in a key report that

all health care information systems, whether paper or computer, present confidentiality
and privacy problems . . . Computerization can reduce some concerns about privacy in
patient data andworsen others, but it also raises newproblems.Computerization increases
the quantity and availability of data and enhances the ability to link the data, raising
concerns about new demands for information beyond those for which it was originally
collected. (OTA, 1993a, p. 3; cf. OTA, 1993b; National Research Council, 1997).

What has emerged is for the most part uncontroversial, has elicited widespread
support and, for the most part, works. It is this: inappropriate use of computers to
obtain confidential information is best reduced by an ensemble of three approaches:
institutional policies and federal and state legislation, thoughtful security precau-
tions (including audit trails, for instance), and education about the moral founda-
tions of privacy and confidentiality (Alpert, 1998). Indeed, one might interpret the
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privacy and security rules under the U.S. Health Insurance Portability and Ac-
countabilityAct (HIPAA) as embodying just such a three-pronged approach.3While
HIPAA has met with some resistance and numerous misinterpretations in hospitals
and other health care organizations around the country, the first-ever nationwide
privacy law has served to raise awareness of the importance of privacy in a
networked health environment.4 (Indeed, one of the motivations for HIPAA was
the expectation of increased use of information technology and the belief—to be
traced back to the origins of the Hippocratic tradition—that patients would not
disclose personal information in the absence of assurances that it would be
safeguarded.)

Efforts to establish these measures constitute a collective work in progress, and
additional effort is needed (GAO, 2007). But the underlying philosophical and moral
challenges have been addressed in a way that is noteworthy for its recognition of an
ancient value in the presence of a contemporary technology.

12.2 CLINICAL DECISION SUPPORT SYSTEMS

At least as much as the storing and transmitting of health data and information, which
raise issues of privacy and confidentiality, the use of intelligent machines to analyze
such data and information raises important questions regarding which uses and users
are appropriate andwhich are not. Indeed, the use of clinical decision support systems
(CDSS), includingdiagnostic expert systems, is arguablyoneof themost significant—
and interesting—ethical issues that arise in the field of computer ethics. What is at
stake when intelligent machines are used to augment or even supplant human
cognition and decision making is nothing less than the nature of the human-machine
relationship and so the extent towhichwe should bewilling to assign complex tasks to
such devices. At ground, the issue is this:

When, by whom, under what circumstances, and with what kinds and levels of over-
sight, accountability, and responsibility should computers be used to make medical
decisions?

The question is delicious, for it precludes nothing while emphatically suggesting
that some kinds of constraints are appropriate, if not necessary. In the first sustained
assessment of the ethical issues raised by computers in medicine, Miller et al., (1985)
observed that it might be blameworthy not to use an intelligent machine if there were
adequate evidentiarywarrant to suppose that themachinewould improve patient care.

3For a comprehensive guide to the federal law in particular, and health data protection in general, see http://
privacy.med.miami.edu
4Misinterpretations, gleaned from numerous personal communications, include the assertions that HIPAA
forbids the use of e-mail to communicate with patients, prevents physicians on a hospital team from
communicating with each other without a patient�s permission and outlaws research on stored biological
samples without explicit consent.
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This insight has helped lay out the ethical tension at the heart of the twomost common
ways computers canbe said to assist, augment or even replace humandecisionmaking:
the use of decision support systems and prognostic scoring systems. The tension has
been described in the following way:

To ask if a computer diagnosis increases (or decreases) the risk of diagnostic or other
error is in part to askwhether it will improve patient care. If the answer is that, on balance,
the tool increases (the risk of) diagnostic error, then we should say it would be unethical
to use it. Significantly, though, what is sought here is an empirical finding or a reasoned
judgment—where such a finding is often lacking or evenmethodologically hard to come
by; or where such a judgment is based on inadequate epistemic support, at least
according to standards otherwise demanded to justify clinical decisions. . . This means
that we are pressed to answer an ethical question (Is it acceptable to use a decision
support system?) in a context of scientific uncertainty (How accurate is the system?).
Many challenges in contemporary bioethics share this feature, namely, that moral
uncertainty parallels scientific or clinical ignorance. (Goodman, 2007, p. 129).

These issues arise for diagnostic systems and prognostic systems. The latter are
used mainly in critical care units to predict the likelihood of a patient surviving (or,
conversely, dying); they are said to be most useful, however, in gauging hospital
performance, either over time or by enabling comparisons between or among
hospitals (Knaus et al., 1991a, b). We should examine each system in a little more
detail.

12.2.1 Diagnostic Expert Systems

Computers that can render diagnoses, including artificial-intelligence-based expert
systems, havebeenwithus for decades. Indeed, somearealready incommonuse.At the
simplest, “reminder systems” serve as a kind of empirical alarm clock to prompt
clinicians to perform tests, check results or look for a changes in medical signs and
symptoms.Moreadvancedsystemsissueremindersbasednotonaclockbutonchanging
clinical input, soanewbloodgasvalue inanelectronicmedical record,say,wouldsignal
clinicians to inspect ventilator settings and adjust as necessary; a change in blood
pressure might call for an inquiry into possible drug interactions (where such interac-
tions themselves can be computationally cataloged and vetted). At their most sophisti-
cated, clinical decision support systems (CDSSs) render diagnoses (of, for instance,
heart attacks or in general internalmedicine) and suggest therapies and treatment plans
withmore detail and nuance than simple reminder systems (Duda and Shortliffe, 1983;
GoodmanandMiller, 2006;Miller andGoodman,1998;Miller andGeissbuhler, 2007).

For health professionals, these devices raise questions related to the nature of
professional practice itself. If education, training, and years of experience are
reckoned to be necessary conditions for successful practice, what does it mean when
a machine can gather data and render a diagnosis or plot a course of therapy? Indeed,
CDSSs have been shown to improve outcomes, reduce cost, minimize errors, warn of
early adverse drug events and have other salutary effects (Berner andLaLande, 2007).
Put differently, they can do some things better than humans. Moreover, if, as above,
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better outcomes elicit a corresponding increase in duties to use a device, then what is
the proper role of a doctor or a nurse?

We should linger here. Few professions are as old and for the most part self-
regulating as that of medicine.5 For several thousands of years, a student would learn
medicine, be fledged as a trainee, and eventually be sent into the world, where it was
expected that she would remain scientifically up-to-date as an adult learner through
continuing education. The practice of medicine has grown steadily more complex as
new devices and drugs have become available. Where once a physician could do no
more than comfort a dying patient, we now have interventions, treatments, and
regimens for a vast array of maladies.

The past half century—a period more or less coextensive with the evolution of the
randomized controlled trial—has also seen extraordinary growth of medical infor-
mation, and in consequence a disconnection between what any individual knows and
what can be known. This is in part the impetus for the growth of evidence-based
medicine, amovement born partly from the recognition that theremust be a better way
to move information from successful research trials to clinical practice (Goodman,
2003b). In many respects, the profession evolved from the laying on of hands to a
challenge in informationmanagement. If only physicians had perfect recall and could
wed theworld�s collective, research-based knowledgewith insights gained fromevery
clinical encounter . . . the tasks ofmedicinewouldbecome,well, computational. If that
were the case, however,whatwould be the role of humans?Whatwould be the point of
physicians?

But this is too fast, and toomuch. If the practice ofmedicine or nursingweremerely
about data analysis and inference engines, we would be mistaken if we did not allow
machines to assume control of diagnosis and treatment. But,

what is wrong is that the practice of medicine or nursing is not exclusively and clearly
scientific, statistical, or procedural, and hence is not, so far, computationally tractable.
This is not tomake a hoary appeal to the “art and science” ofmedicine; it is to say that the
science is in many contexts inadequate or inapplicable: many clinical decisions are not
exclusively medical—they have social, personal, ethical, psychological, financial,
familial, legal, and other components; even art might play a role. While we should be
thrilled to behold the machine that will make these decisions correctly—at least pass a
medical Turing test—amore sober course is to acknowledge that, for the present at least,

5More recently, of course, nursing has established itself as another health profession with its own codes,
standards, and traditions.Nursing informatics likewise has flourished (seeBall et al., 2000).While “medical
informatics” and “nursing informatics” name somewhat different subdisciplines, in fact the tools and issues
are quite similar for both. For this reason, “health informatics” is often and correctly regarded as the more
inclusive—and hence more accurate—term. In this chapter, use of the term “medical” is often one of
convenience, and should be construed as applying to all health professions that use computers.

A similar terminological refinement has established the currency of the term “bioethics” as in many
contexts preferable to “medical ethics,” which once enjoyed broader use. The problem with “medical
ethics” is that it excludes nursing, much research, psychology, social work, and other domains, despite the
fact that they share many issues.

Also, in “clinical encounter,” “clinical practice,” and so on, “clinical” means any setting in which
physicians, nurses, and others—“clinicians”—practice.
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human physicians and nurses make the best clinical decisions. This entails ethical
obligations . . . (Miller and Goodman, 1998, p. 111).

What emerges is the need for a sophisticated and nuanced approach to the use of
intelligent machines. Such an approach would recognize that a patient-centered
approach to technology would not, would never, lose sight of the fact that serving
the interests of patients is andought be the corevalue. Itmight verywell be the case that
a broader use of computers in medicine and nursing will itself foster the interests of
patients. (Indeed, a human-centered stance shouldunderlie the use of computers in any
setting or profession.) This point will be strengthened if we examine the use of
computer programs to predict if patients will die.

12.2.2 Prognostic Scoring Systems

So much information is available and relied on in the modern critical care unit that it
would be foolish, hubristic, and dangerous to grow too sentimental about and
defensive of the wizened country doc trudging up a hill with his black bag, or the
beatific nurse reaching to smooth a brow or apply an unguent. ICUs are wild places,
and electronic devices are needed to monitor, alarm, remind, and sift though vast
amounts of information. In fact, the very idea of a critical care unit presumes that in a
full-court press against death, you want all the information processing wherewithal
you can muster.

With enough information, patterns emerge. Once this happens, simple science
has an opportunity to identify variables that shape or alter the patterns. The very idea
of a prognosis, or medical prediction regarding the course of a malady, is generally
an inductive and probabilistic affair, and when the stakes are high it is especially
important to have a sense of how things will turn out. A computer system that could
sift physiologic and other data and compare a particular patient to the last hundred
or thousand or ten thousand would provide potentially very useful information. One
might, as above, be able to compare patients in the unit today to those a year ago and
see whether, all things being equal, those today were doing better; or one could
compare today�s patients at Hospital Alpha with those at Hospital Beta to see, all
things being equal, which institution was doing a better job (Knaus et al., 1991a, b).
Such computations can be quite useful in measuring quality of care, or its
improvement.

They would also be of use in determining, all things being equal, whether Mr.
Gamma would survive or not. They could, that is, serve as a kind of “computational
futility index,” an objectivemeasure (based on perfect recall of all other like cases) of
whether Gamma is likely to die comewhat may, that is, no matter how aggressive the
treatment (Goodman, 1996).Now, if in fact a clinicianbelieves that apatient is going to
die nomatter the treatment or effort, does the clinician still have a duty to try to save the
patient?Orwould that be awaste of time, effort, and resources?How confident should
one be before forgoing such treatment? And, most importantly, is the warrant for
terminating treatment weaker, about the same or stronger when it comes from a
prognostic scoring system?
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Those who have asked these or similar questions (e.g., Brody, 1989; Goodman,
1996, 1998a; Knaus, 1993) have tended to arrive at the same answer: treatment should
not be withheld or withdrawn based only on a computational score. Perhaps the
strongest reasons offered in support of such reluctance to rely on a computer are these:

. The programs and their predictions are imperfect. Accuracy, while initially high,
declines over time, meaning that listening to the machine early would foreclose
on any chance of success in the future—a chance that is not negligible.

. The programs are statistical and not knowledge based. That is, when an
individual patient is compared to thousands in a reference database, a physician
who declines to treat based on such computational data is making a decision
about a particular patient based solely on information about other patients.

. The question whether aggressive treatment is worthwhile is in large part a value
judgment about the relative risks and desirability of failing after extensive
suffering, succeeding in lengthening a life of unconsciousness, incurring great
cost for a brief life extension, and so on. These are neither calculations or
computations.

The problem of clinical futility is large, and it has generated an impressive and
diverse literature.What is significant is that the notion of withholding or withdrawing
care as a statistical or computational decision has enjoyed so little favor.

12.2.3 ‘‘The Standard View” and ‘‘Progressive Caution”

Ethics under empirical uncertainty is difficult and unavoidable. One could say that the
challenge of computers in medicine is not somuch how to refine accuracy, but, rather,
how to make appropriate use of intelligent machines given their existing limitations.
What is needed is an overarching set of principles to guide clinicians.

It turns out that one of the leaders in research and development of CDSSs has also
been a leading expositor of the ethical and legal issues raised by decision support.
According to Randolph A. Miller, “The Standard View” of appropriate uses of such
systems is that they ought not be allowed to trump or over-ride human judgments—at
least not yet: “Limitations in man-machine interfaces, and more importantly, in
automated systems� ability to represent the broad variety of concepts relevant to
clinical medicine, will prevent �human-assisted computer diagnosis� from being
feasible for decades, if it is at all possible” (Miller, 1990). Because the practice of
medicine comprises more tasks than rendering diagnoses—asking questions, making
observations, recognizing patient variation, formulating treatment plans appropriate
to patient preferences, and so on—we should allow Miller�s point to apply more
broadly. Put this anotherway:“TheStandardView” is a simple acknowledgment of the
fact that clinical practice is about much more than induction, even evidence-based
induction.

This point should be expanded. Medical students are customarily taught—and
fledged physicians told—to take patient lifestyle, preferences, and values into account
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in making and communicating diagnoses and rendering treatment plans. While such
takings-into-account might, in principle, be performed by intelligent machines, it is
not yet clear howorwhen thismight be accomplished. Consider a patient who is dying
and unlikely to survive more than, say, a few months. Should doctors and nurses
attempt to resuscitate this patient if his heart stops? There is a (low) probability the
resuscitation will succeed—he is more likely to die or recover with reduced cognitive
capacity than to be restored to his (bleak) condition before the heart attack. A rational
patientmight prefer or disdain the attempted resuscitation, but the decisionwhether to
attempt it should be guided by an understanding of the risks, what they mean, and the
alternatives.Does the patient value life somuch that he iswilling to endure diminished
mental capacity for the rest of that life? Has he led a life shaped by an appreciation of
experiences enjoyed by intact cognitive function? Is she seeking resuscitation to
please a guilty relative? Is he afraid of dying? A good doctor should—according to
well-established standards—be able to understand and even empathize with the
patient, including his preferences and values, and provide advice about how best to
achieve those goals; or the doctor ought to guide the patient who is seeking inter-
ventions that are unlikely towork, where “work” is itself a vague concept. It is just not
clear that a CDSS will be able to accomplish this any time soon.

AsMiller has it in the paper just cited, “people, not machines, understand patients�
problems.”Aset of three ethical principles have been offered as capturing the benefits
while mitigating the risks of CDSSs use:

(1) A computer program should be used in clinical practice only after appropriate
evaluation of its efficacy and documentation that it performs its intended task
at an acceptable cost in time and money.

(2) Users of most clinical systems should be health professionals who are
qualified to address the question at hand on the basis of their licensure,
clinical training, and experience. Software systems should be used to augment
or supplement, rather than to replace or supplant, such individuals� decision
making.

(3) All uses of informatics tools, especially in patient care, should be preceded by
adequate training and instruction, which should include review of all available
forms of previous product evaluations (Goodman and Miller, 2006, p. 383).

This is ultimately a humanistic and well-founded stance. It is not a sentimental
appeal to human primacy but an acknowledgment that the best clinicians are not good
because of their ability to calculate but because of their ability to incorporate
calculations into the vast orbit of patient care. As the technology evolves there might,
in principal, be a need to make adjustments to such a policy. The balance to be struck,
recall, is between improvements in statistical quality and outcomes and an erosion of
an ancient profession�s standards while using a tool the benefits of which might be
illusory. So a correlate of “TheStandardView”might be a principle that seeks benefits
from scientific advances while not permitting enthusiasm for the medium to over-
shadow its limitations.
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A candidate for such a principle might be what has been called “progressive
caution,” or the idea that promotion of scientific and clinical advancement is a value
devoutly to be encouraged—at the same time that steps are taken to ensure that
evidence and not enthusiasm carries the day. “Progressive caution” has been glossed
thus:

Medical informatics is, happily, here to stay, but users and society have extensive
responsibilities to ensure thatwe use our tools appropriately. Thismight cause us tomove
more deliberately or slowly than somewould like. Ethically speaking, that is just too bad.
(Goodman, 1998b, p. 9).

Implied tacitly by such a principle is the idea that many questions will be resolved,
at least a little, bymore research. To the extent that ethical challenges aremagnified by
uncertainty, there is a moral obligation to reduce uncertainty, especially in the
professions. Such an approach has as a virtue the fact that it is probably uncontrover-
sial; at the least, it is very difficult to argue against—not that anyone would, which is
perhaps another virtue.

12.3 PERSONAL HEALTH RECORDS

For centuries, physicians have kept notes on paper about patient encounters. There is
nothing remarkable in this, save that the patient record, medical record or chart, as it is
variously known, is an essential part of medical practice. It is needed both for a
clinician to refresh her memory about a patient over time and for clinicians to share
information about patients within their care. It is a record of signs and symptoms, tests
and diagnoses, pharmacologic history and treatment plans. A comprehensive, accu-
rate and accessible record is required for effective medical care. The problem with
paper records is that they are often inaccessible; that is, patients are often nowhere near
the single copy of their charts.

In the late 1960s, some hospitals created electronic information systems to collect
and route medical orders, give clinicians access to laboratory tests, and identify
chargeable services (TangandMcDonald, 2006).These early electronichealth records
(EHR; sometimes electronic medical records [EMR]) have evolved to the point at
which a hospital must either have them or be moving forward briskly to adopt such a
system lest it be regarded as lagging. EMRs should integrate patient information
ranging from lab results to doctors� orders and notes to X-ray images. They should be
easily accessible to all who need timely patient information and inaccessible to
voyeurs andothers. They are essential to the development of decision support systems,
forwhich they provide the data and information for analysis. Obviously, the issues and
concerns addressed so far regarding privacy and decision support apply in bold face to
EHRs and their uses and users.

But these records and the systems used to maintain, develop, and share them are
generally inaccessible to the people whom the information is about—patients. If we
accept one of the core values espoused by the HIPAA privacy law, then we accept the
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idea that patients shouldgenerally control access to their information.6 It is a small step
from there to the idea that patientsmight benefit frombeing able to access andmanage
some of their information in ways not dissimilar to the ways in which they access and
manage their banking, credit cards, and other personal affairs online. The challenge is
that the medical record is not only a valued repository of clinical information needed
for treatment, it is also a resource used in legal settings, for research, and to measure
hospital outcomes and performance. This means that patients cannot be permitted to
alter, redact, or otherwisemodify the official record.Moreover, an EHR established in
a hospital will not always include information acquired by community physicians,
other hospitals, and so on. (Overcoming these discrepancies is a major goal of health
information technology research.) Would it not therefore make sense to create
resources for patients to monitor and access; for patients to interact with, for instance
by entering data or information thatmight be useful for clinicians on the other end; and
for patients to be able to use generally to communicate with doctors and nurses? Such
personal health records (PHR) have captured the imagination of leaders in health care.
According to one vision,

PHRs encompass a wide variety of applications that enable people to collect, view,
manage, or share copies of their health information or transactions electronically.
Although there are many variants, PHRs are based on the fundamental concept of
facilitating an individual�s access to and creation of personal health information in a
usable computer application that the individual (or a designee) controls. We do not
envision PHRs as a substitute for the professional and legal obligation for recordkeeping
by health care professionals and entities. However, they do portend a beneficial trend
toward greater engagement of consumers in their own health and health care. (Markle
Foundation, 2006)

On this view, PHRs would contain information from across the life span, from
different clinicians and hospitals, from patients� themselves. Patients and clinicians
could connect through various online media to explain, share, advise, and otherwise
communicate. The growth of PHRs has been rapid, and a number of large employers
have announced they will provide PHRs for employees (McWilliams, 2006); this is
motivated by the belief thatwhenpatients can control such a record itwill reduce costs,
in part by reducing errors caused or fostered by failures to provide what is called
“continuity of care” as well as by impediments to processes designed to ensure that all
clinicians have access to an accurate history and a complete, contemporaneous record.

PHRs raise a suite of interesting ethical challenges, and it will be a measure of the
utility of the process limned so far if that process can provide ethically optimized
guidance to those embracing this new technology.We can itemize themain issues and
challenges.

6Tobe sure,HIPAA requires that patients have reasonable access to the contents of theirmedical records, but
this requirement so far has beenmet not by allowing patients to have a look-see at their records on a hospital
monitor, or even bymaking a digital copy of the record and e-mailing it or providing a CD, but by making a
paper copy of printouts from the record and then charging patients a per-page fee. This is partly a relic of the
fact that many systems remain hybrids containing both paper and electronic records.
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Privacy and confidentiality People are more or less computer savvy. But
computers remain occult engines for many ordinary people—precisely those
expected to make use of personal health records. In balancing ease of use and
access with privacy and security, how much responsibility should be assigned to
those designing the systems and how much to patients? If a diabetic patient, for
instance, is using a personal digital assistant (PDA) or telephone to record and transmit
bloodglucose levels, say, thenwhat steps shouldbe taken in anticipationof the fact that
some of the PDAs or telephoneswill be lost?Does itmatter—and, if so, howmuch—if
the information on the device concerns a behavioral disorder or HIV status or genetic
malady?Will family members have access to the devices? Answers to these and other
questions have an empirical component, meaning that additional research is needed to
determine, for instance, how people use and interact with the devices and which
strategies aremost successful atmaximizing ease of use andminimizing damage from
loss or inappropriate disclosure. The role of informed or valid consent plays a role, too,
in that if informed, unpressured, competent patients want to use a device and enjoy its
benefits (or explore its potential benefits), then it might be patronizing to suggest they
are unable to evaluate the risks.

Decision support PHRs can incorporate various kinds and levels of decision
support, ranging from reminders (“take your medicine”) to proto-diagnoses (“you
might be having a bad drug reaction”) to advice (“change your diet” or “call 911”).
Here, too, is an empirical challenge shaped by moral obligations to reduce or prevent
harm. Ethics under uncertainty requires, as ever, that some sort of uncertainty-
reduction strategy be undertaken; while such a strategy might fail, and leave us no
better off than beforehand, the duty to attempt the reduction is unmitigated. Coupled
with “The Standard View” in the context of a “progressive caution” stance, we should
be able to see ourway clear to exploring and expanding the use of such tools. PHRs do
pose a challenge that decision support systemsalonegenerally donot. Ifwe reckon that
CDSSs will and ought generally be used by trained clinicians—who then can serve a
kind of filter between computer and patient—PHRs might represent an unfiltered
conduit between machine and patient. We are largely ignorant of the kinds of advice,
say, that might be offered and the attendant risks and benefits. But a number of
analogies are available. Many people regularly use books, the World Wide Web, and
othermeans to acquiremedical advice. Someof this is helpful, someuseless, and some
dangerous. Additional research is needed to narrow the epistemological gap between
standards and ethics.

Status of the professions Traditionally, physicians practice medicine and
nurses nursing by learning about patients’ lives and medical histories, conducting
examinations and ordering tests and thenmaking diagnoses and developing treatment
plans. Might there come a point at which it is not inaccurate to suggest that an
intelligent machine is practicing medicine or nursing? Moreover, in the event of an
affirmative answer to that question, one might reasonably reply, “So what?”—or at
least “so what, if patient care is improved?” Such an exchange parallels those in
numerous other disciplines concerning the extent of any computer�s appropriate use.
The challenge for us is the same one that has been a part of the computer ethics
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firmament for more than a quarter century: Ought there be limits to the kinds of tasks
we are prepared to delegate to computers? (Moor, 1979) If a clinician can use a suite of
tools, including an interactive PHR, for instance, to improve care, then, as above, it
might be blameworthy not to do so.

Throughout this discussion the ethically optimized approach is a process wherein
moral analysis is recursively undertaken to incorporate new data and information. To
be sure, it should not be otherwise.

12.4 CONCLUSION

Wehave several opportunities to catalog practical resources for professionals to make
ethically optimized use of the tools of information technology. In the health profes-
sions, which evolved from ancient struggles to grasp the complexity of human
infirmity into an information-rich culture in which some or many of our tools are
smarter than we are, at least in some respects, those resources weave the threads of
uncertainty reduction, ethically reasonable principles, and professional standards.We
value privacy, but share our secrets with healers, lest they fail. We value accuracy and
efficiency, but it should be uncontroversial to hypothesize that some people are
prepared, in principle, to delegate to machines that which confounds those healers.
And we value control over all of this, while hoping that the tools used to manage our
health require sacrifices that are not burdensome.

To meet these challenges, we turn to various forms of inquiry: science and ethics.
There is of course no alternative. The very idea that use of a tool, in this case a
computational tool, might be required or forbidden depending on facts and factors we
are unsure of is exhilarating.Applied ethics is too often regarded as consisting in hand-
wringing. In fact, it is among the most important things humans do. At our best, we
progress: Science and ethics advance in ways that improve the human condition,
generally speaking.

To say “acomputer is a tool” is inaccurate byunderstatement if by “tool”we thinkof
a caveman�s adze; and a mischaracterization of tools if by “computer” if we think of a
science fiction robot, malevolent, and out of control. Humans use tools to do
extraordinary things. For the most part, the human brain does a passable job of
identifying which uses are good and which are not.
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CHAPTER 13

Ethical Issues of Information
and Business

BERND CARSTEN STAHL

Businesses and the economic system they work in have an important influence on
ethical issues arising from information and information and communication technol-
ogy. This chapter aims at establishing a link between several sets of ethical discourses
that concern similar topics. It offers an introduction to some of the current debates in
business ethics and considers how information and technology influence the current
topics and debates in the area. Drawing on some of the debates in computer and
information ethics, the chapter points out areas where these two sets of discourses
overlap and where they have the potential to inform each other. The chapter will do so
by looking at some prominent examples of issues that arise in business and computer
ethics, including privacy and employee surveillance and intellectual property, as well
as some macrolevel issues including globalization and digital divides.

13.1 INTRODUCTION

Western industrialized societies are said to be changing into “information soci-
eties.” The majority of work in these information societies is done in the services
sector. Most employees nowadays require large amounts of knowledge and are even
called “knowledge workers.” Information is becoming increasingly important in
most aspects of our lives, and this is particularly true for our economic activities.
Recent developments in the way we work and exchange goods and services are
highly dependent on information. There arewhole industries, ranging from software
production and entertainment to education and knowledge brokers, that deal mostly
or exclusively in information. But even traditional work such as in agriculture or
industrial production gains added value through information. Briefly, modern
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economies require large amounts of information to run, and at the same time they
create information in previously unknown quantities.

Business is a central aspect of our lives and as such produces many ethical pro-
blems. Information influences and affects many of these problems and creates more
in its own right. How are we to address these problems? Many of the problems are
hiddenwithin particular business contexts ormeans of dealingwith information.When
we talk of informationweoften refer to information that ismade available or accessible
via specific technologies, typically summarized as “information and communication
technologies” (ICTs). These technologies are central to the way we interact with
information and also to thewaywe organize business. To address the ethics of business
andinformation,we thusneed tokeep inmindquestionsof technology.This implies that
to discuss these issueswe need to consider other disciplines such as computer sciences,
software engineering, information systems, and their subspecialties.

Finally, there are scholars who have an interest in some of the combinations of the
above issues, such as the relationship of business and ethics or the link between
computers and ethics. To comprehensively cover the topic, we would thus have to
consider a range of discourses that partly touch on similar issues, but rarely take each
other into consideration. The challenge of giving an adequate account of the ethics of
business and information is thus considerable.

The chapter will start with a brief definition of the concept of business. This will
lead to an introduction of some of the more pertinent approaches to business ethics.
The chapter will discuss in some detail the issues of privacy/employee surveillance,
intellectual property, globalization, and digital divides. The conclusion will then ask
the questionof what contribution to the solutionof current issues canbe expected from
ethics, in particular business ethics and computer ethics.

It is important to underline at this early stage that this chapter cannot hope to do
the large number of issues and problems justice. Business and the economic
constitution of society are at the heart of many ethical problems, and, similarly,
information raises new ethical questions. By concentrating on some paradigmatic
issues, I attempt to discuss ethical views and possible solutions as well as their
shortcomings. The downside of this approach is that I will simply ignore a large
number of other issues that are arguably as deserving of attention as the ones that I
discuss here. Such neglected issues include the collection, analysis, and sale of
customer data, which are integral parts of many businesses and have even spawned
new industries and technologies, such as customer relationshipmanagement (CRM)
activities. I will not touch on the question of quality and reliability of software and
hardware, which raise some conceptually new problems in their own right.
Furthermore, I will not go into any depth on issues of security and computer misuse
and crime, including hacking and counterhacking. I will also assume that economic
actors generally move within the confines of the law and ignore legal questions,
except where they are pertinent to my topics, including privacy and intellectual
property (IP) law. The attempt to unfold a discussion of ethical issues in business and
information by taking a somewhat different route than seems to be prevalent in
computer and information ethics will hopefully compensate the reader for the fact
that not all questions are covered.
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13.2 APPROACHES TO ETHICAL ISSUES IN BUSINESS
AND INFORMATION

To contextualize ethical issues in business and information, this section will outline
some approaches to business ethics. This will require a short introduction of several
pertinent aspects of what we mean by business in the first place. The introduction of
business ethics will then lead to a comparison of business and computer ethics.

13.2.1 The Concept of Business

Economic activity is a part of every society, and it is arguablyoneof themost important
aspects of current liberal democratic states. Businesses have a large influence on how
we live our individual lives and also on how society is regulated. Businesses are social
facts, but they are also the objects of theoretical and academic attention. The only
introductory remark about business that seems indispensable at this stage of the
argument refers to two possible levels of observation of business that will inform the
subsequent debate on ethics. The two levels of observation of business and economic
activity are themicro- andmacrolevels. These are reflected by the distinction between
the academic disciplines of economics andbusiness studies.The fociofattentionof the
two levels are different, which is reflected by different methodologies and vocabular-
ies. To address the ethical issues arising from the intersection of business and
information, we nevertheless need to consider both levels.Manifest ethical problems,
for example, caused by employee surveillance or digital rights management, often
occur on the microlevel of the individual business or industry. They cannot be
completely divorced, however, from themacrolevel of national andglobal institutions,
which, in turn, are linked to prevalent understanding and theories of economics.

13.2.2 Business Ethics

There is much research and literature in the discipline of business ethics, which deals
with the relationship between business and ethics. A possible view might be that
business and ethics simply have nothing to do with each other, that the term business
ethics is an oxymoron. Immoral behavior of individual market participants, such as
high-profile managers or corporations (cf. Enron,WorldCom, etc.), sometimes seems
to support this view.However, such aview is not tenable because it overlooks that there
are numerous connections between ethics and business and that the two refer to each
other in several respects.

Moral norms are important for the functioning of an economic system. If people did
not honor contracts, pay their dues, give accurate information about products, and
generally follow the moral code of society, economic transactions would become
difficult to sustain (De George, 1999; Donaldson and Dunfee, 1999; Hausman and
McPherson, 1996; Schwartz and Gibb, 1999; Sen, 1987). At the same time, ethics as
the theory of morality plays an important role in justifying the economic system and
thus allowing economic agents to feel legitimated in acting within the system. One
justification of our current economic system is the utilitarian consideration that free
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trade creates the goods that allow individuals to satisfy their preferences and live a
good life according to their own design (Gauthier, 1986; Goodpaster and Matthews,
1982). Other streams of justification of a market-oriented constitution of society
would be the natural rights tradition that can be used to ground a right in personal
property (Nozick, 1974). Where personal property is accepted, market mechanisms
can easily gain a measure of legitimacy. Markets and free exchange of property can
also be justified from a perspective of justice and fairness (Rawls, 2001).Whatever the
argument, it is important to note that ethical justification has been a continuous aim of
economic theory from Aristotle onward (cf. Keynes, 1994).

The academic discipline of business ethics is nowwell established inmost business
schools and recognized as an important part of business studies and research. As in
most disciplines, there are a variety of discourses and competing approaches. To a
certain degree these reflect the differences in focus outlined above, the difference
between the macrolevel of economic activity in society and the microlevel of the
corporation. On the macrolevel, business ethicists consider the question of how an
economic system can be justified. Since the times of Aristotle, it has been recognized
that economic activity is an important part of the “good life.” To be able to participate
in society and contribute to social interaction, the individual needs material suste-
nance. Society as a whole requires resources if it is to do the things that are often
associated with ethical activity, such as supporting the needy and helping those who
cannot help themselves.

Beyond such very general considerations of the ethical foundations of economic
activity, there are alsomore specific issues debatedon themacrolevel.Among thesewe
find questions of justice and distribution within and between societies. How we
conceptualize justice in a modern society is an important issue often linked to debates
surroundingdevelopment (cf. Sen, 1987), globalization, anddigital divides thatwill be
discussed in more detail below.

While such macrolevel issues are thus of relevance to business ethics and
constitute an important part of the theoretical development of the field, many
observers view the microlevel analysis of activities of individuals and organizations
as the heart of business ethics. The microlevel analysis typically takes the economic
framework as given and justified, and considers the question of howan agent is to act
morally within this framework and how such moral acts are to be justified. Much of
this debate aims at finding useful applications of existing ethical theories to the
world of business. Some authors try to compare the most widely discussed ethical
theories within business, such as deontology, teleology, virtue, ethics, or care (cf.
Velasquez, 1998), whereas others concentrate on a subset and explore in depth
individual ethical theories (Bowie, 1999).

Apart from attempts to apply well-established ethical theories to the field of
business and economics, some scholars have developed specific theories in business
ethics. These include the stakeholder approach, the idea of shared normsor values, and
corporate social responsibility. One should also see, however, that there are many
further possible approaches and that there is a wealth of ethical traditions and ways of
doing business, which are not covered in this debate that is mostly informed by
mainstream Western discourses.
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13.2.2.1 Shareholders and Stakeholders Awidely used approach to busi-
ness ethics is the stakeholder approach. It is an explicit rejection of the shareholder
view of the firm, which holds that decisions of a company, which usually means
decisions of management, must concentrate on maximizing the value to the share-
holder.1 This understanding of companies is rather limited and, given the large effects
some corporations have on the lives of many people, can be considered too narrow
(Koslowski, 2000). Proponents of the stakeholder view of the firm contend that
corporations are complex social systems that serve a variety of (sometimes competing)
purposes. The shareholder view and its implicit one-dimensional imperative of profit
maximization can then be criticized as empirically too narrow, but also ethically
insufficient (Gibson, 2000; Hendry, 2001). To overcome the shareholder view, the
concept of stakeholder was coined and first used in an internal memorandum of the
Stanford Research Institute in 1963 (Kujala, 2001). Stakeholders were originally
defined as those groups on whose support a company depends. The dependencies
between stakeholders and companies tend to be mutual but not necessarily equal. For
example, a company needs employees just as an employee needs employment, which
does not imply equality in their relationship. Generally accepted groups of stake-
holders include shareowners, employees, customers, suppliers, financial service
providers, and society. The definition of stakeholders has broadened over time, and
there is no agreement on where or how exactly a line is to be drawn.

The central idea of the stakeholder conception of the company is that the legitimate
interests of stakeholders need to be considered when decisions are made. If taken
seriously, this has radical consequences for the way companies work. In the market
economic systems that we are used to in the contemporary Western world, managers
are usually seen as the legitimate representatives of the main interests of the firm
(shareholders) and they are free to make decisions they deem appropriate. If those
decisions turn out to be wrong, then the shareholders will punish their agents (the
managers) by making them redundant. The stakeholder concept of the firm challenges
this view and demands frommanagers that they take a multitude of interests seriously.
This poses important epistemological andpractical challenges. Even ifmanagers could
use an unambiguous definition of stakeholders, they would still have to make sure that
they understand the stakeholders� concerns. This would require extreme efforts on the
side of the managers, and it might lead to conflicting stakeholder interests that
managers would have to balance. Thought through to the end, a stakeholder view
of the firm would require a fundamentally different concept of management than the
hierarchical, power-oriented one that we currently take for granted (cf. Donaldson and
Preston, 1995). The hierarchical model of management cannot work in a stakeholder
view for a variety of reasons. The epistemological problem of knowing the stake-
holders and their views and legitimate interests precludes a legal solution to the
problemwhere the lawwould simply requiremanagers to discharge their obligations to

1One needs to be aware that this is not the only interpretation of the shareholder concept. An alternative
interpretation is that it is meant to strengthen the interest of the shareholders against the power of
management. This can be ethically motivated, and the term “shareholder value” then stands for a defense
against managerial excesses. In public debate this understanding is not as present as the one outlined above.
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stakeholders. Such a law would be too broad, incomplete, or impossible to enforce.
More important, the stakeholder view implies a high degree of equality in the
relationship between stakeholders and organization. Such a level of equality is difficult
to reconcile with a relationship in which one partner retains formal power over
decisions and intended outcomes, as is typically the case for management.

It is not surprising that much criticism has been directed at the stakeholder view of
the firm. There is conservative resistance from managers who have become accus-
tomed to only taking those into accountwhohave financial value for the firm (Schwarz
andGibb, 1999). However, there are also good economic and philosophical arguments
against it. One of these is that the stakeholder view takes away the advantage of the
shareholder model, which is simplicity of purpose and reduction of complexity. By
concentrating on the profit motive, managers are free to focus their energy and
creativity on an achievable goal. A realization of the stakeholder model would
politicize the role of managers and thereby lead to slower change and less innovation
(Weizs€acker, 1999). It is possible that the practical outcomes of the stakeholdermodel
are less desirable than those of the shareholdermodel and that it leads to less efficiency
(Hank, 2000). At least from a utilitarian point of view that emphasizes the positive
contribution of production and by implication of innovation and change, the possible
decrease in efficiency resulting from the stakeholder view can count as an ethical
counterargument. Finally, it has been argued that the stakeholder model can serve to
“sugarcoat” strategic thinking and serve as an excusewhen companies are in fact only
interested in the bottom line (Gibson, 2000).

13.2.2.2 Shared Norms and Values The stakeholder approach to business
ethics says nothing about the norms that stakeholders should follow. These may be
implied in the democratic and egalitarian view it offers, but it leaves open the
outcomes of stakeholder negotiations. Another set of approaches tries to overcome
this perceived weakness by establishing moral norms that the market participants
agree on. Much of this thinking can be linked back to Max Weber�s (Weber, 1996)
observations about the Protestant ethic and the “spirit” of capitalism. On the basis of
the observation that wealth was not distributed evenly between different religious
groups in several countries in the nineteenth century, Weber argued that moral norms
based on religious teachings have an influence on economic success. Specifically, he
argued that the Christian Protestant combination of asceticism and a high valuation
of work were the historical conditions that allowed Protestants to be successful in
market exchange. Hard labor alone does not necessarily lead to the formation of
the capital stock,which is important as a starting point of capitalist enterprises. Itmust
be accompanied by the willingness to save the rewards of the labor and renounce
immediate gratification by consumption. Such norms can survive the demise of
religious faith and take on a meaning of their own.

On the basis of this recognition of the existence of shared and successful norms,
some scholars have attempted to identify such norms and use them to ethically justify
certain types of economic behaviors. The most salient current example of this are
probably the “hypernorms” posited by Donaldson and Dunfee (1999). This idea is
embedded in a theory thatDonaldson andDunfee call the“IntegrativeSocialContracts
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Theory” (ISCT). As the name suggests, this theory builds on the contractualist
tradition from Hobbes and Rousseau to Rawls. It aims to be descriptively accurate
but also normative. Hypernorms are such norms that are shared by all humans and that
would become enshrined in the social contract that rational humans would choose in
the original position. They are also discoverable in current social practices. They are
higher-level norms that can be used to justify lower-level norms. An example of such a
hypernorm is efficiency.

Donaldson andDunfee (1999) are probably themost prominent proponents of such
a theory of shared norms, but they are by no means the only ones. De George (1999)
identifies shared moral norms that are relevant in markets, as does Stark (1993). The
idea for Stark is that business ethics fails to communicate with managers because it
uses a language and concepts that are alien to them and have no relevance to their
everyday activity. At the same time he posits that there are shared moral norms that
business ethics fails to recognize. Such shared moral norms can be extracted from
theological teachings, and it is thus not surprising that business ethicists with a
theological background promote shared values as a preferred approach to business
ethics (cf. K€ung, 1997).

13.2.2.3 Corporate Social Responsibility A further approach to ethical
issues in business is that of corporate social responsibility (CSR). This approach,
which is quite popular in theAnglo-Americanworld, attempts to find an answer to the
question of under which conditions the behavior of a corporation as a whole would be
considered ethically acceptable. It is based on the view that corporations are social
agents and as such they “must assume the responsibility for the effects of their actions
[. . .]” (Collier andWanderley, 2005, p. 169). It overcomes some of the epistemologi-
cal and practical problems of the stakeholder view (Gonzalez, 2002) and aims to
produce practicable solutions rather than philosophical considerations. At the same
time, CSR is opposed to the shareholder or stockholder viewof the firm, which clearly
implies that a company has no social responsibility beyond maximizing its profits
within the legal framework that it finds itself in (Hasnas, 1998).

Historically, CSR is closely linked to the attempt to find solutions to the pressing
problems of our times, in particular environmental issues. It came to prominence in
conjunction with the 1992 Earth Summit in Rio de Janeiro (Wilenius, 2005). Because
large corporations have enormous financial resources and are among the biggest users
of natural resources, it is plausible that they need to contribute to the solution of the
problem of pollution. The CSR approach attempts to facilitate this by extending the
democratic principle of participation to corporations and asking what their duties and
responsibilities should be. It is based on the recognition that companies benefit from
society and thus need to reciprocate. CSR is thus closely linked to the idea of corporate
citizenship, which stresses the political side of the corporation�s position in society
(Husted and Allen, 2000).

CSR is a popular approach, maybe because it does not challenge the existing
social and economic order but nevertheless allows the incorporation of ethical issues
in corporate decisions. It raises, however, some problems. There is the funda-
mental philosophical question of whether corporations as collective constructs can

APPROACHES TO ETHICAL ISSUES IN BUSINESS AND INFORMATION 317



be understood as agents andwhether they are suitable as possible subjects of responsi-
bility (French, 1979; Werhane, 1985). Much of the criticism of CSR focuses on the
problemof instrumental use of the idea of social responsibility. CSR is often described
as an integral part of corporate strategy. If this is so, and if the main purpose of the
corporation is to create profits, then ethics becomes a tool of profit generation, an idea
that many ethicists are uncomfortable with (Husted and Allen, 2000). Moreover, one
can view CSR as a strategy that allows companies to appear as ethical entities, which
may then have the result of preventing state or international regulation. Or, as Doane
(2005) puts it: “CSR has proved itself to be often little more than a public-relations
offensive to support business-as-usual.”

13.2.3 Business Ethics and Computer Ethics

The above attempt to outline some of the dominant debates of business ethics cannot
do such a large field justice. One of its aims, next to introducing some of the concepts
and arguments of business ethics, was to provide a platform that will allow us to
compare current approaches in business ethics and computer and information ethics.

All of the above theoretical approaches to business ethics find their corresponding
view in computer and information ethics. First, there are those scholars who take
individual ethical theories, such as utilitarianism, Kantian deontology, ethics of care,
or virtue ethics (Grodzinsky, 2001), and apply them to problems raised by information
or ICT. Some scholars doubt that abstract ethical theories are useful starting points to
discuss ethical problems in ICT and suggest reliance on shared common morality
(Gert, 1999, p. 59). This raises some of the problems of hypernorms discussed earlier,
suchashowwedeterminewhichnormsare shared andhowwedecidewhether a shared
norm is acceptable.

Then there is the stakeholder approach to computer and information ethics.
Rogerson (2004), for example, suggests that a stakeholder approach is suitable to
cater to the ethical views of the potentially large number of affected parties. This
approach is widely accepted by scholars seeking to include ethical considerations in
information systems design and use (Heng and de Moor, 2003; Walsham, 1996).
Building on such thoughts, Gotterbarn and Rogerson (2005) developed the Software
Development Impact Statement (SoDIS), which is a method aimed at providing a
structure for an ethically oriented stakeholder analysis.

Just as there are equivalents to the stakeholder approach between business and
computer ethics, the same is true for the sharedmoral normsapproach.Thewidespread
use of codes of ethics or codes of conduct can be seen as an indication that there are
shared norms that can help ICT professionals to address ethical problems (Anderson
et al., 1993; Laudon, 1995; Oz, 1992). The most prominent proponent of a shared
values andnormsapproach is JimMoor.Moor (1985, 2000, 2001) argues that ICT leads
to the development of policy vacua caused by the new properties of such technology.
Ethics can be used to address such vacua, and the way to do this in an acceptable
fashion is to considerwhether and howuniversally accepted “core values” are affected.

Finally, there are also parallels between corporate social responsibility and
computer ethics. Skovira (2003), for example, develops the argument that CSR can
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be interpreted as a consequence of a contractual understanding of society, and he
continues to argue that ICT is changing the nature of this contract and that social
responsibility thus needs to explicitly encompass ICT. ICT can effect changes in the
nature of interaction in a society and between society and business by increasing
transparency of exchanges. Transparency is arguably a moral valuewhere it increases
equality of negotiating positions. If one follows this argument, the potential moral
impact on the constitution of societywarrants explicit duties of ICT specialists such as
clarifying the costs and benefits of the technology or implementing it in ways that
support accountability.

This section has given an overview of some of the approaches to ethical issues of
relevance in business and economicmatters.By introducing someof thegeneral topics
as well as current streams of business ethics, I have shown that there is general, albeit
by nomeans universal, agreement that ethics and business are related. However, there
is much less agreement on how these ethical issues can be addressed. The different
views of business ethics have been shown to have corresponding views in computer
and information ethics. Based on these theoretical foundations, the chapter can now
come to some of the salient ethical issues in business that are related to or caused by
information or information technology. This will be done in two sections, one
concentrating on individual or microlevel issues, the second targeted at social or
macrolevel questions. When discussing some of the most pertinent issues that arise in
these areas, Iwill return to the ethical theories andapproaches just outlinedandexplore
how they can contribute to ethically acceptable solutions.

13.3 MICROLEVEL INFLUENCE OF BUSINESS ON ETHICS
AND INFORMATION

In this section Iwill discuss howbusinesses contribute to the creation and exacerbation
of ethical issues arising from information and ICT. The area of interest consists of
individual and corporate questions. As examples I will use two of the central ethical
issues related to information, namely, privacy and employee surveillance and intel-
lectual property.

13.3.1 The Business Value of Information

Before I can discuss why business has a strong influence on ethical issues of
information, I need to lay the groundwork and explainwhy businesses have an interest
in information. The aim of business organizations according to standard economic
theory is the maximization of profits. Such organizations will, therefore, aim to
minimize cost and maximize revenue. Information has a value for businesses if it can
contribute to either of these aims. The business value of information is thus linked to
financial gains it can achieve. This is independent of the philosophical debate in
information ethics of whether information has an intrinsic value (cf. Himma, 2004).

The answer to the question of the value of informationwould seem straightforward
at first sight. Businesses need tomeasure the cost of information and subtract this from
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the added value, and this should give them the required value. Things are not so easy,
however. There are some problems surrounding the definition of information in the
first place. Putting a money value on it is even more complex. As a result of this,
corporations find it very difficult tomeasure thevalue of their information technology.
Althoughcosts of information technology are sometimes easilymeasured, the benefits
typically are not (Smithson and Hirschheim, 1998; Sriram and Krishnan, 2003;
Torkzadeh and Dhillon, 2002).

Despite such distracting voices, most economists and business managers seem to
agree that information does have a value for the company, even if it is difficult to
quantify. The reaction to this state of affairs is often to collect as much information as
possible in the hope that it will be useful. The information collected typically consists
of data about business processes, customers, suppliers, or employees. This approach is
facilitated by the continuously falling cost of ITand storage facilities.At the same time
it has an enormous impact on ethical questions concerning information.

13.3.2 The Impact of Business on Privacy: Employee Surveillance

It is beyond doubt that the question of privacy is a central issue of computer and
information ethics. It is less clear what privacy is. The literature has come up with a
range of definitions and angles sinceWarren andBrandeis’s (1890) seminal definition
as the “right to be let alone.” I do not need to discuss the concept and problems of
privacy inmuch depth here because this has been done by other authors in this volume.
It will nevertheless be useful to recapture some of the arguments surrounding privacy
because this can help us understand the impact of business on ethical issues of privacy.
The emphasis here is on informational privacy, which Brey (2001) contrasts with
relational privacy. For Brey, relational privacy refers to the freedom from observation
and interference, whereas informational privacy concerns control over one�s personal
information. Floridi (1999) distinguishes between physical, decisional, mental, and
informational privacy. As Adam (2005) points out, the different types of privacy are
related. If informational privacy is abridged, this can lead to adecrease inother types of
privacy as well.

Ethical issues enter the debate when the justifications of a possible right to be left
alone (Britz, 1999; Velasquez, 1998) are discussed. In principle, these can be divided
into two streams of debate: one that is concerned with data about customers, the other
which deals with privacy of employees. Companies usually have more power over
their employees than their customers. The arguments in defense of employee privacy
are therefore based on stronger ethical concerns. Within the debate about employee
privacy, one candistinguish threegroups of reasons for its support. Theydeal primarily
with the individual person, with society, and with economic considerations.

Attacks on employee surveillance as the main threat to employee privacy are often
strongly grounded in ethics (Weckert, 2005). Violating individual privacy is an ethical
problem because it interferes with the development and maintenance of a healthy
personality and identity (Brown, 2000; Nye, 2002; Severson, 1997). This is closely
linked with personal autonomy (Spinello, 2000), the basis of ethics in the Kantian
deontological tradition. A lack of respect for privacy can be interpreted as a lack of
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respect toward the individual whose privacy is invaded (Elgesiem, 1996; van den
Hoeven, 2001). It canhurt the development of trust and security andhas thepotential to
damage the individual�s ability to engage in meaningful relationships with others
(Introna, 2000). Apart from the effect that a lack of privacy can have on the individual,
it can create aggregated problems on the level of society. Democracies require an
autonomous and open individual who is willing to engage with others. A lack of
privacy can mitigate against the development of these individuals as well as their
willingness to engage with others. And finally, there are even economic arguments
against limiting employee privacy. These emphasize that missing privacy can hurt
labor relations (Bowie, 1999; Weisband and Reinig, 1995) and lead to international
legal problems (Culnan, 1993; Langford, 1999; Tavani, 2000). Although most of the
above arguments aim at employee surveillance, they can be extended to cover other
privacy issues.

One should note that there are avariety of reasons for employers to use surveillance
mechanisms on their employees. Private organizations usually give economic reasons
for employee surveillance. It is often said that companies lose huge amounts ofmoney
because of non-work-related use of company resources (Boncella, 2001; Siau et al.,
2002). This seems to be such an important problem that scholars have seen a need to
come up with terms such as “cyberslacking” (Block, 2001), “cyberslouching”
(Urbaczewski and Jessup, 2002), or “cyberloafing” (Tapia, 2004). The use of
surveillance technologies is supposed to limit such personal use of technology and
thereby increase worker productivity and company profits.

A related problem is that of legal liability for employee behavior. Companies fear
that their staff may abuse their systems and that the company may be held liable for
this. Possible problems range from harassment (Spinello, 2000) and negligence in
hiring, retention, supervision (Brown, 2000; Panko and Beh, 2002) to cyberstalking
and child pornography (Adam, 2005; Catudal, 2001). The solution to all this seems to
be to install some sort of technology that will allow managers to know what exactly
employees are doing, briefly, surveillance.

There are thus strong economic arguments for employee surveillance. This leaves
open the question of the limits of employee surveillance. It seems generally agreed in
most Western societies that employers have a legitimate interest in some employee
activities that can be subject to surveillance, such as their activity when on the job. At
the same time there is agreement that there are limits to employee surveillance, and few
would support the installation of surveillance cameras on company toilets. It is not
always clear, however, where exactly the limits of legitimate surveillance are.
Furthermore, one needs to be aware that such debates always require the background
legitimacy of the overall economic system. We generally do not question the right of
employers to direct employees, which is usually supported by the argument that
employment contracts are entered intoonavoluntarybasis and that employees consent
to employers� positions of power. The underlying assumption of equality of position
and bargaining ability between employer and employee can nevertheless be doubted.

What is the relevance of business in this context? Traditionally, people interested in
theprotectionof privacyconcentratedon the state as themain threat. This canprobably
be explained by the historical examples of fascism and communist dictatorships,
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which used personal information intensively for political purposes. During the 1990s,
with its increasing availability and affordability of data collection and processing
technology, the threat changed from state to private businesses. Businesses collected a
large amount of data on customers as well as employees and competitors, because it
was possible and promised financial returns. At some point privacy advocates
concentrated on commercial organizations. In conjunction with the 2001 terrorist
attacks in the United States and subsequent spread of Islamist terrorism to most other
parts of theworld, the pendulum swung back toward the state. However, in thewake of
the 2001 attacks, states recognized that much information was available from
commercial entities and frequently attempted to access this information for security
purposes. Themain threat to privacy thus seems to be coming from the combination of
commercially collecteddata usedbyand for purposes of the state (Lessig, 1999, 2001).
This means that data collection on employees as well as on customers, which are
originally motivated by economic concerns, can no longer be viewed from a purely
commercial perspective. The “greased” data (Moor, 2000) that companies produce for
their financial aims cannot be confined to these purposes and may lead to privacy
problems elsewhere, for example, when consumption patterns get associated with
terrorist activities, thus leading to the possible apprehension of terrorists or possibly to
unwarranted suspicion of innocent consumers and citizens.

13.3.2.1 The Ethical Response to Employee Surveillance How can the
ethical theories outlined earlier help us address the question of privacy and employee
surveillance? The first theory is the stakeholder approach. Questions of the ethically
justifiable application of ICT for surveillance should in theory be susceptible to the
stakeholder approach. Because the issues are likely to arise as employeeswill object to
surveillance, managers can easily identify the stakeholders in question andwill find it
easy to gather their views. Employees, in turn, can easily identify the problem and
know who is in charge or in a position to effect changes. The problem with the
stakeholder approach in a company is that there are few incentives for managers to
expose themselves to the tedious process of stakeholder participation. A first problem
here is the identification of relevant stakeholders and stakeholder groups. If employee
surveillance is at issue, then employees themselves are the primary stakeholders.
However, there may be others such as trade unions, civil liberty groups, and industry
representatives. Indeed, the choice to use ICT for surveillance can be interpreted as an
expression of distrust toward employees, which will render it unlikely that managers
will be open to incorporating employees� views in their decisions. Financial con-
siderations can thus be one issue to be discussed andmaybeused as a counterargument
against surveillance. There are, however, a multitude of other possible arguments.
Some of these will require empirical knowledge, such as whether surveillance hurts
employeemorale and retention; otherswill beof amoregeneral andconceptual nature,
such as the reach of employers� legitimate interests.

The next approach is that of shared values or norms. Again, privacy seems to be a
good contender for a core value or a hypernorm. Privacy is valued in most societies,
certainly in all Western industrialized countries. The problem is not a lack of recogni-
tion of privacy but a lack of agreement on the limits to which it should be protected.

322 ETHICAL ISSUES OF INFORMATION AND BUSINESS



Whether or not an employee has a right to be unobserved during work time is open to
debate. At least in the Anglo-American tradition, such a right to employee privacy
tends to be viewed as inferior to the employer�s interest in controlling the behavior of
employees to ensure compliance with regulations and contractual obligations. The
problem of the shared norms approach is thus that it is not clear how they are to be
defined or how contentious interpretations can be debated to the point of agreement.

The final example, the corporate social responsibility approach, has little to say on
this problem. CSR may be helpful if there are relatively unambiguous issues, such as
the contribution to society at large or the preservation of the environment in a general
sense, but it becomes difficult to apply if the issue is controversial. Unless a company
has chosen to assume responsibility for employee freedom and emancipation, there
seem to be few reasons for it to link its CSR stance to a particular viewon surveillance.
CSR might lead to a variety of corporate views on surveillance, and it is not clear a
priori which way a particular company would go.

13.3.3 The Impact of Business on Intellectual Property

Intellectual property (IP), another big issue in information ethics, is also closely linked
tobusiness interests.Again, the topicwill bedealtwith inmuchmoredepthelsewhere in
this volume.Very briefly, one can distinguish twonarratives of justifying the “bundle of
rights” (De George, 1999, p. 583) that constitutes intellectual property: the utilitarian
and the natural rights approaches. The utilitarian approach emphasizes the overall
increase of utility because of the incentives for creators that the protection of
intellectual property promises. The natural rights justification of IP distinguishes
betweenHeglian and Lockean approaches (Warwick, 2001), which argue that IP arises
directly out of the act of intellectual creation. Intellectual property rights, like most
rights, are not absolute but limited by competing rights. Inmany instances, the statutory
protection of IP allows for exceptions, as for example the fair use (U.S.) or fair dealings
(UK) exceptions to copyright. Legal protection of IP has changed over time. The
opponents of recent change argue that it is driven by the particular interests of IP rights
holders to the detriment of IP consumers. Themain driving force in this development is
represented by the big corporate holders of IP rights, notably the owners of entertain-
ment content (music, films) and software. Although the legal and moral issues are
somewhat different between these two, they are united by the fact that corporate
interestsandlobbyinghavebeensuccessful inextendingexistingrights (suchas theU.S.
extensionof the length of copyrightprotection).Moreover, theyhave been successful in
introducing new laws, which criminalize attempts to circumvent IP protection. Finally,
much research is invested in the development of new technologies that would allow
holders of IP rights to enforce and even extend their rights by circumventing statutory
exceptions to their protection. Themain case in point here is digital rightsmanagement
(DRM) technology.ProponentsofDRMsystemsemphasize that their purpose is tohelp
legitimate users enjoy their rights, whereas detractors charge DRM technologies with
limiting legal uses (Camp,2003;George, 2006).A strong argument in this debate refers
to the question of fair use or fair dealings, which is the provision that defines acceptable
infringements of IP, particularly of copyright law. Given the economic background of
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copyrightprotection,mostgovernmentshaveallowed infringements thatdonothurt the
economic interests of copyrightholderswhile, at the same time, theybenefit societyas a
whole. A prime example of this is the educational use of copyright material, which is
generally exempted from copyright enforcement. DRM technologies allocate certain
rights that facilitate certain usages (e.g., copying, printing), but they are generally not
context aware and sensitive to fair use exceptions. This is not a fundamental problem,
and therearewaysofdesigningDRMtechnologies thatallowfair use,but theveryuseof
DRM technologies shifts the power in the direction of IP holders who can use
technological means to allocate rights. This can lead to a situation in which a DRM
can curtail fair use rights and thus practically limits legal rights that legislatures have
given to users.

13.3.3.1 The Ethical Response to Intellectual Property Protection The
big debates on IP differ from the employee surveillance issue discussed above in that
the main interested parties are not within the same organization but in different
segments of society. The IP holders such as the software companies or the content
owners such as record or film companies are in conflict with those who use their IP
against their wishes. This includes organized crime as well as the individual end-user
who downloads a copyrighted MP3 file. An added difficulty is that much IP
controversy goes beyond national boundaries, with some of the main violators of IP
rights being based in countries where there is little or no IP law. Examples of this are
some Southeast Asian countries, such as Vietnam, or China, where Western IP rights
are frequently infringed by copying content, software, and also other consumer goods.
One justification of this is that these countries simply do not have a strong tradition of
IPprotection, partly because it is seen as anexpressionof respect to copyother people�s
work and partly because the economic tradition in these countries has simply not
involved the notion of intellectual property.

Again, we need to ask how ethics can help us understand or even solve the problem.
Aproblemof the stakeholder approach in this context is that there are large numbers of
individuals involvedand it is not clearwhether theycanbe represented in anacceptable
way.Differentiatingbetweendifferent stakeholders is difficult because theviewson IP
differ vastly. Is the sharing of MP3 files via a peer-to-peer network the same as, or
comparable to, the selling of such files by individuals? How does the situation change
when such copying is undertaken in countries where IP is not well regulated?What if
the main purpose of copying is the generation of profits? On top of such theoretical
difficulties, there is the practical issue of achieving consensus even among groups of
stakeholders.

The shared norms and values approach runs into similar problems as it did in the
case of employee surveillance. Despite some high-profile slogans for the abolition of
intellectual property (Stallman, 1995), there is a wide consensus that IP can have
positive effects and should be valued. The problem is again not a lack of agreement on
the corevalue of intellectual property, but a lackof agreement on the exact form, limits,
and justifications of this value.Current debates aremore about howgenerally accepted
exceptions to IP, such as the fair use or fair dealings exceptions to copyright, should be
interpreted and applied. A hypernorm such as efficiency is probably useful in
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justifying IP, but it cannot solve the debate onwhether current IPprotection is efficient.
Whether or not IP is efficient may appear to be an empirical question. I would argue,
however, that it is ametaphysical question,whichmeans that one�sviewofmarkets and
their functions will determine the outcome of any empirical research (Stahl, 2007a).

Finally, a corporate social responsibility view runs into the problem of determining
the exact extent of the corporations� responsibility.Would it be an appropriate view of
the company to give IP rights to users, or would it act more responsibly by being
restrictive and maybe even prosecuting individuals who infringe its rights? There
seems no general answer to this, partly due to the fact that because the issue is of
different relevance for different industries and evenwithin industries that rely on IP, it
will be hard to come to an agreed view. Some companies have IP that is worth huge
amounts of money, for example, entertainment giants such as Sony and Disney or
software companies such as Microsoft. One should note, however, that this is a self-
fulfilling prophecy. These companies have considerable interests and therefore do
what they can to stabilize the system, which in turn strengthens their position. A
change in IP protection would clearly affect them negatively, but that does not mean
that it would be detrimental to society. Counterexamples also exist; for instance, IBM
has given up the proprietary off-the-shelf software market and embraced open-source
software, positioning itself as a service provider rather than an IT vendor. Such
differences in business models and market positions render the question of morally
acceptable dealing with IP rights even more difficult.

13.4 THE MACROLEVEL INFLUENCE OF BUSINESS
ON ETHICS AND INFORMATION

Privacy and IP are just two examples of the direct influence of business on ethical
issues concerning information. I discussed them in some depth because they are
central to debates in computer and information ethics.At the same time it is easy to see
how business interests directly influence the ethical issues in question. This is not to
say, however, that privacy and IP are the only ethical issues onwhich business interests
and informationmeet. In addition, there are a range of issues that depend on detail, for
example, where corporate interests lead to certain design decisions that affect moral
views or their ethical justification from the point of view of employees, customers,
competitors, or other stakeholders. I will briefly outline some other problems where
issues in computer and information ethics are affected by business. All of these have
been or are being discussed intensively, but they are rarely brought together as
pertaining to the same set of causes.

One central issue is the changing nature ofwork caused by the growing influence of
information and ICT.Whencomputers entered theworkplace in evergrowingnumbers
in the 1960s, 1970s, and 1980s, one of the concerns raised was that of replacement of
humans and resulting unemployment. This problem is rarely discussed in terms of ICT
any more. Where debates about changes of work structures and resulting unemploy-
ment surface, they tend to refer to globalization and outsourcing. Outsourcing has had
different effects on different sectors. It has increased productivity in some areas and
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thereby allowed for economic growth.At the same time, employment in other areas, in
particular in low-skill and manual work as well as work that can easily be shifted, has
suffered. However, it is plain to see that much outsourcing is only possible because of
the digitized nature of work and the affordances of ICT. This is obvious in outsourcing
of software development and maintenance and mobile service sectors, such as call
centers. But ICT is also a driver behind the outsourcing of manual work, for example,
the manufacturing of textiles or toys, which are now concentrated in China and other
Asian nations. This type of work can only be outsourced because electronic control
allows manufacturers to react quickly to markets that are physically located on the
other side of the world.

Unemployment is not the only possible effect of ICTon the nature of work. Zuboff
(1988) coined the term “to informate” almost 20years ago todescribe the fact that even
manual work changes its nature because of the introduction of ICT. Machines can
measure and record information about work processes, which fundamentally change
the way humans interact with their work. Zuboff gives the example of a paper mill,
where the introduction of ICT provided information that allowed not only for partial
automation of production processes but also for new control measures and eventually
for a different organization of the entire production process. This is certainly not
always an ethical problem, but it leads to changes that may producewinners as well as
losers. One of the consequences is that even manual work now requires much
technological awareness and a high level of education, which changes the nature of
the workforce.

One reasonwhy informating is an interesting concept from an ethical point of view
is that it is linked to power structures. If data can be automatically collected and simple
work structures can be automated, then management can use different means of
enforcing corporate views. ICT can thus be used as a simple control mechanism. It
differs from traditional control mechanisms, such as punch cards or physical obser-
vation of employees, in that it has a longer reach, enabling control and monitoring of
every activity, for example, by recording all keystrokes on a computer. This should not
be misunderstood to imply a simplistic understanding of ICT as a one-directional
means of power exertion. There aremany examples in the literaturewhere the attempt
to use ICT for the purpose of managerial control was circumvented by employees.
Following Foucault (1975), one can argue that all power entails means for resistance.
Using a particular control mechanism, say a keystroke logger, will give employees an
opportunity to pretend they are doing what is required, although they in fact do
something else. And, indeed, the topic of resistance has been explored with regard to
ICT in organizations (Doolin, 2004).

Goold (2003) gives an interesting example from the public sector. He investigated
the use ofCCTVcameras,which arewidespread throughout theUnitedKingdom.The
idea behind the introduction of public CCTV cameras was that they would detect and
thus deter crime and thereby support policework. Although evidence of the success of
CCTV schemes is sketchy and contradictory, Gooldmade observations that seemed to
contradict the rationale of the introduction of the technology. The cameras took
pictures not only of criminals and other people they were meant to target, but also of
police officers when they were dealing with crime. Police officers became acutely
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aware of being observed and of pictures being taken of them, which might be used as
evidence against them in a court of law. They thus became skeptical of the technology
and sometimes tried to avoid being caught on camera doing things they were not
supposed to do, such as chat with their colleagues. The reason why this example is
interesting in this chapter is that it illustrates that ICT use for control purposes is not
simply predictable, but may and often will have effects that are not intended, and that
are sometimes contrary to their original aims.

Apart from the changing nature of work and social interaction, there are two
interrelated topics of ethical relevance that are of high interest to businesses as well as
ICT—globalization and digital divides. I will now discuss these two in some more
detail.

13.4.1 Globalization

The term globalization has charged political as well as academic debate for about two
decades. The German sociologist Ulrich Beck has called it the “most used, most
misused—and most rarely defined, probably most misleading, most nebulous and
politically most potent” concept not only of the last few years but also of the coming
years (Beck, 1998, p. 42 [translation by the author]). There are many different aspects
of globalization, many things that are supposed to become relevant and function on a
global rather than a national scale. These include financial markets, corporate
strategies, wealth creation, research and development, consumption patterns, and
regulatory capabilities (Petrella, 1996, p. 64). All of this is said to contribute to the
decreasing importance of national governments. The most pertinent example of
globalization is international financial transactions, which have reached staggering
dimensions and which seem to move beyond any state or other control (cf. Epstein,
1996). The general idea behind globalization seems to be a worldwide economy in
which all countries freely open their markets to competition with other countries and
where factors of production as well as products can be exchanged across borders.

There is much debate about the existence and relevance of globalization. Some
have argued that the current international exchange is only now coming back to the
degree of international cooperation that the world had seen before World War I.
Others argue that the current state of affairs may be an aberration, which may come to
an end through the next big war or comparable large-scale event. A relatively
uncontentious statement is probably that globalization is not a universal phenomenon.
There are huge international financial transactions, and the international exchange of
goods and services is also growing steadily. This level of globalization is not at all
reached by the movement of labor. International migration is an important phenome-
non, but labor markets are still fiercely protected by powerful states. It is unclear what
the effect ofglobalization isoncommunities (Albrowet al., 1997).Also, thereare large
parts of the world where globalization plays no or only a limited role.

The reasonwhy it is important to include the concept of globalization in this chapter
is that it is often seen as a moral problem. On one hand, globalization can be morally
positive in facilitating exchange and understanding, thus helping to spread democracy
and economic well-being. On the other hand, by taking sovereignty from national
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governments, the process of globalization leads to consequences that are perceived as
problematic. Globalization leads to a movement of employment to lower-paying
countries and the lowering of established social standards such as health or unem-
ployment benefits in industrialized countries. Globalization creates winners and
losers. The winners are often those who are doing reasonably well in the first place,
who are educated, young, healthy, mobile, whereas the losers are those who were
disadvantaged before (Bourdieu, 1998). Castells (2000), in his study of the informa-
tion age, has provided awealth of data showing that risks and benefits of globalization
are unevenly distributed.Globalization can create fears in all parties affected and even
lead to the clash of civilizations that Huntington (1993) predicted.

Globalization is driven by economic interests, but it is facilitated by modern
information and communication technology. Although attempts at globalizing com-
mercial exchange may be as old as human trade, current technological development
allows an immense exchange in scope and scale of such exchanges. Themost relevant
recent innovation is the Internet. E-commerce and e-business allow consumers to shop
regardless of borders.More important, they allow companies to exchange information
and develop new ways of collaboration. Furthermore, they facilitate new business
models within internationally operating organizations. Globalization as an ethical
challenge is thus of high relevance to scholars of computer and information ethics
(cf. Johnson, 2000).

13.4.2 Digital Divides

Digital divides are one of the most pertinent ethical issues arising from the globaliza-
tionof economic activity and ICT.Again, there is little agreement onwhat constitutes a
digital divide, why it is bad, or how it can be addressed (cf. Rookby and Weckert,
2007). One of the reasons why digital divides are perceived as an issue is that they
strikemost of us as inherently unjust. The reason for this perceived injustice is that they
increase and perpetuate the economic inequality within and between nations. A core
issue is that some people have an advantage that is linked to their ability to use ICTand
thus information whereas others do not. In most cases such digital divides are closely
linked to social divides, and those who have few resources off-line are unable to
improve their situation because they have even fewer resources online. Business and
economic views affect the ethical issues of digital divides in several respects.
Businesses have a role to play in overcoming them. Much state effort in both the
industrialized world and in less developed countries has been aimed at improving
access to ICT. This includes investments in information infrastructure as well as in
other conditions such as IT literacy. The costs of this are enormous, and businesses are
increasingly calledupon to shoulder someof this burden.The justification for this onus
on businesses to contribute to overcoming digital divides is that they are likely to profit
from a more readily available infrastructure.

Although businesses thus constitute part of the solution, they also exacerbate the
problem. The reason is that businesses by definition cater to those who are potential
customers, which means those who are financially reasonably well off. Businesses
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have little interest in poor individuals and few incentives to provide access for them.
ICT thus has the potential to worsen social divides by offering the advantages of ICT,
for example, e-commercewith its lower transactioncosts andwidermarket range, only
to thosewhoare in a favorable position in the first place andbyexcluding thosewhoare
disadvantaged anyway.

13.4.2.1 The Ethical Response to Globalization and Digital Divides
Globalization and digital divides are highly complex phenomena that raise many
different ethical and other issues beyond what I could outline here. Owing to the
complexity of the problem, the ethical approaches discussed in this chapter are
confronted with serious difficulties. The stakeholder approach, which fundamentally
aims at the inclusion of outside interests into corporate decision processes, can hardly
cope with the complexity. The number of stakeholders and stakeholder groups in the
process of globalization is too large to be manageable. An individual company or
manager will find it hard to identify relevant stakeholders, much less contact them or
consider their views.

Similarly, the shared values or norms approach is problematic in this context
because the number of values and norms is simply too great. A pertinent example
here may be freedom of speech. Although there is a high level of agreement on
the desirability of free speech and one could thus see it as a shared norm (and a
human right), there is no agreement on its limits. In Germany, for example, it is an
offense to deny that the Holocaust took place, whereas in other countries this would
be an unthinkable limitation of free speech. The international uproar concerning
the Jyllands-Posten Muhammad cartoons controversy is a case in point (Stahl,
2007b). Religious sentiments led to the breakdown of communication because of a
number of cartoons that, from my viewpoint as a secular observer, were rather
harmless. The point here is that even a relatively straightforward shared value is not
really shared when one looks at the details. Stronger disagreements can be expected
when one comes to issues such as the ethically relevant ones discussed above,
including privacy or intellectual property. Reliance on shared norms, where they
can be identified, is likely to bring the problem of shared interpretations to the fore.
Then there is the issue of value conflicts where legitimate interests or values of one
group conflict with equally legitimate values of others (e.g., free exchange of
cultural artifacts vs. cultural self-determination). Finally, the corporate social
responsibility view of ethics is not very helpful in this context, either. By definition,
CSR aims at the individual company. Companies, in particular large international
companies, havewithout doubt an important role to play in addressing international
ethical issues, including globalization and digital divides. In the absence of an
international regulatory framework, however, corporations have no clear indication
concerning their responsibilities. Whether a company is doing its ethical duty, for
example, by building ICT infrastructure or by relying on states to do so, is not easily
decided (cf. Stahl, 2007a). The CSR approach relies on the existence of a
framework for the ascription of responsibility that arguably does not exist on
a worldwide scale.
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13.5 CONCLUSION

This chapter aims at providing an overview of the influence of businesses on ethical
issues arising in the context of information and ICT. I have concentrated on some
salient issues, namely, privacy/employee surveillance and intellectual property on the
individual/corporate level, as well as some less clear structural issues including
globalization and digital divides on amacrolevel. Using some established approaches
to business ethics, which are reflected by computer and information ethics, I have tried
to explore what the contribution of ethical thought can be to the issues raised by
information and ICT in business and economic contexts.

Perhaps not surprisingly, the chapter does not offer any simple or clear-cut answers.
Without doubt, ethical theory canbe helpful in raising awareness and shaping viewson
how ethical problems can be addressed. This is true for the many ethical approaches
not discussed here as well as for the three central ones, namely the stakeholder
approach, shared values and norms, and corporate social responsibility. One can
question whether it is the purpose of ethics to give direct instructions on desirable
action in the first place. It is thus probably not too disappointing if the discussed ethical
approaches fail to do so in most of the cases discussed here. Ethics is arguably more
about raising questions than giving answers.

There nevertheless seems to be a blind spot that the ethical views share and that
ethical thinking should aim to overcome. All three of the ethical views discussed in
detail, as well as others not introduced here, share as a foundation the acceptance of
the status quo. They ask how individual managers or corporations should act in the
socioeconomic system they find themselves in. And clearly that is a legitimate
question to ask. What they fail to take into consideration, however, is the larger
context. They do not question whether and how the economic system is justified,
that ascribes intellectual property rights, that gives companies and managers the
ability to surveil their employees, or that leads to global disparities and divides. By
concentrating on individual or corporate agents as the main focus of attention, such
ethical theories thus miss the opportunity to ask how changes in the overall organiza-
tion of the social, economic, and legal system in which businesses move and use
information and ICT can affect ethical questions and possible solutions. One of the
aimsof this chapter is thus to engage in this debate, to providea foundation thatwill not
only explain possible views of ethical issues in business and information but also
initiate a debate onwhether different approaches currently not discussed in business or
computer and information ethicsmight be better equipped tomove the debate forward.
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CHAPTER 14

Responsibilities for Information
on the Internet

ANTON VEDDER

14.1 INTRODUCTION

One of the most fascinating aspects of the Internet is that very few accidents happen.
This not only holds for the technical infrastructure and maintenance, but also for the
communication and information transmitted through the network. Although the
many-to-many medium could in principle be abused in so many different ways and
on such a large scale, actually only relatively little really goes wrong. This is all the
more astonishing as the global phenomenon of the Internet lacks a unique governance
core, hierarchy, and central control mechanisms. It is a network that consists of a
disparate set of heterogeneous organizations and individuals, ranging from commer-
cial business corporations and private organizations of volunteers, to governmental
institutions, universities, and individual citizens. The rise of such a relatively smooth
and flawless working and highly influential phenomenon from the voluntary input of
somany individuals andorganizations is probably one of the happiest developments in
the end of the twentieth century.

But what if something nonetheless just goes wrong?What about the accountability
and responsibilities involved then? Are there ways of reducing the chances of things
going wrong? These questions will become more important in the near future as the
speedof data transmission and the accessibility of the networkwill growexponentially
(Vedder and Lenstra, 2006).

In this essay, I will leave the possibilities of things going wrong, with regard to the
infrastructure and maintenance, aside. I will concentrate on the responsibilities
involved in the possible negative impact of the dissemination of information on the
Internet. I willmainly focus on three parties: thosewho put forward information on the

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.

339



Internet, the so-called content providers (CPs), the organizations that provide the
infrastructure for the dissemination of that information, the so-called Internet service
and access providers (towhich I will refer indifferently as ISPs), the receivers or users
of the information, third parties, such as those that deliver quality certificates forWeb
sites, and others.

Until recently, issues of responsibilities on the Internet have often been discussed
in association with specific accountabilities of ISPs with regard to information
(including pictures and footage) that are outright illegal or immoral. Think, for
instance, of child pornography, illegalweapon sales, the sale of illegal drugs, and the
dispersion of hate and discrimination. Typically, in most legal systems, the liabili-
ties of ISPs have been specified with regard to these forms of harmful or offensive
information.Member states of the European Union, for instance, have to implement
in their laws and regulation the European Directive 2000/31/EC of the European
Parliament and of the Council of June 8, 2000 on certain legal aspects of inform-
ation society services, in particular electronic commerce, in the Internal Market
(Directive on electronic commerce), articles 12–15. These articles safeguard
hosting ISPs from being held liable for the information stored, under the condition
that they do not have actual knowledge of the illegal activity or information and, as
regards claims for damages, are not aware of facts or circumstances from which the
illegal activity or information is apparent. As soon as the ISP obtains such
knowledge or awareness, he must act expeditiously to remove or to disable access
to the information. The Directive explicitly states, however, that member states are
not expected to impose rules of a general character upon ISPs to monitor all of the
content that is made available through their services (article 15; compare, however,
recitals 47 and 48 that allow of specific monitoring obligations with the help of
sophisticated technological tools). The motivating idea behind article 15 may have
been that a general obligation of monitoring could affect the effectiveness of the
Internet infrastructure on the whole negatively. But of course article 15 may also
have been inspired by the awareness of values such as information-related freedoms
and privacy of content providers.

In this chapter, I will address a subject that is broader than just ISPs’ account-
ability with regard to illegal content. Much of what I will put forward in this essay
will have a bearing on this issue, and in Section 14.3, I will explicitly, but nonet-
heless concisely, point out what can be said about the responsibilities of the ISPs
involved in the dissemination of such content from a moral point of view. I will,
however, mainly focus on instances of information that often have not such an
immediately clear illegal or immoral character. In doing so, I will also concentrate
on other types of actors than ISPs. I will start this essay with mapping out what are
normally considered to be the standard conditions of responsibility in moral theory.
After dealing with the responsibilities involved in some clear cases of illegal or
immoral content, I will continue with an explanation of the different ways in which
information on the Internet may have indirect and unintended bad consequences for
the users. I will conclude with addressing the different types of responsibilities
involved.
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14.2 CONDITIONS OF RESPONSIBILITY

In this section, Iwill elaborate onmoral responsibility as it is traditionally conceivedof
in the everydaymoral debate aswell as in ethical theory.Normally, the notion ofmoral
responsibility is used in at least twoways that should be carefully distinguished. It can
be used in a primarily retrospective sense and in a primarily prospective sense. The
former refers to the possibility of rightfully ascribing or attributing actions or
consequences of actions to agents. Retrospective responsibility is an equivalent of
accountability. The latter refers to duties and obligations that can be imposed upon
agents. Having prospective responsibilities is equivalent to having duties and obliga-
tions or being bound by these.

For the purposes of this paper, it is important to see that the two cannot be dealt with
completely separately. The first cannot be understood adequately without the second
(see also: Feinberg, 1970, pp. 187–221;Hart, 1968, pp. 211–230).Weonlyhold people
morally responsible (in the retrospective sense) if they had a responsibility (in the
prospective sense) to perform or not to perform the action in question at the timewhen
theyactuallydidor didnot perform that action.Toput it differently, it onlymakes sense
to hold a person responsible, retrospectively, for action or omission X when he or she
was under a relevant duty or obligation regarding X. Of course, the presence of a
prospective responsibility is just one of the conditions for retrospective responsibility.
In order to ascertain the moral responsibility of an agent in the primarily retrospective
sense, one has to make sure that three conditions apply.

First, there should be a causal relationship of some kind between the agent and the
action or the consequences of the action. This relationship can be direct or indirect,
substantial or additional. The relationship need not be the one that can be framed in
terms of a sufficient condition or even of a necessary condition as long as it contributes
in one way or another to the effect.

Second, the action or its consequences should be performed or produced inten-
tionally. This does not mean that the agent should have or should have had a positive
desire to bring about the action or its consequences. The only minimal requirement is
that he or she at least did not act or did not refrain from acting in a state of voluntary
ignorance regarding the action or the omission and their consequences. Although a
thorough discussion about this point would go far beyond the purposes of this chapter,
it should be kept in mind that the things that I have said about causality and
intentionality are of a rather minimalist vein. What causal relationship and what
kind and degree of intentionality should be present depends on the context, the kind of
action, and the kind of value that is at stake. Both the character of the causal
relationship and the kind and intensity of the intention influence in a complicated
way the degree of blame that is imposed on the actor. Whether someone is blamed for
doing something wrong and how severely he is blamed depend in part on questions
such as: Did he know what was going to happen? Did he consciously want that to
happen?Washenegligentwith regard to these things?Whatwashis contribution to the
effects involved? Was he kept in ignorance about the possible effects? The kind and
degree of the causal relationship and the intentionality influence the degree of blame
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that can be imposed upon an actor in a very complicated way. There is no direct,
straight relationship between them. The character and the magnitude of the harm or
offense involved are also of importance, as are other aspects of the situation.

The third condition for responsibility leads us back to the relationship between
retrospective and prospective responsibility. It should be possible to give a moral
qualification of the action or its consequences. There must be some kind of moral
principle or value consideration that is applicable to the action or its consequences. At
the time of performing the action or producing the consequences for which an agent is
held morally responsible, there must be an obligation or duty not to perform or to
produce them — at least, not in the way that they have been performed or produced
eventually. Would there be no such duty or obligation, then the action and its
consequences would be morally indifferent. There would be no need to discover
moral responsibility at all.

The connection between prospective responsibility and retrospective responsi-
bility is not only a motivational one; understanding the prospective responsibility
involved also focuses our attention on the relevant aspects of a situation when we
are deciding whether the first and the second condition of retrospective responsi-
bility have been satisfied. In order to know exactly where to look and find out if the
first two conditions are adequately met, it is necessary to know what principle or
value consideration is at issue. For an answer to the question what kind of moral
responsibility—in the sense of duty or obligation—an agent has in a given situation,
one should first of all give careful consideration to all circumstances. Subsequently,
one should try to articulate themoral principles or values that call into question these
circumstances from amoral point of view. Establishing prospective responsibility in
this way enables us to knowonwhat part of thewholemachinery of the action and its
consequences and from what perspective we have to focus. Doing so in turn enables
us to determine the presence of relevant causality relationships and intentionality,
and to decide whether these conditions have been met sufficiently or in the degree
required. Naturally, this impact of prospective responsibility on the determination
of retrospective responsibility is closely tied to the role of the character and
dimension of the harm or offense involved in determining the character and degree
of the aspects of intentionality and causality.

So, the connection between retrospectiveandprospective responsibility liesmainly
in the need for including some idea of prospective responsibility in the idea of
retrospective responsibility. In order to understand fully what retrospective responsi-
bility is, and in order to be able to find out correctly whether someone is responsible in
specific situations,weneed tohave some ideaof the typesof prospective responsibility
that may apply. The converse relationship is not so strong. It makes perfect sense to
attribute prospective responsibility to persons without knowing whether these are
capable of fulfilling the first and the second condition of retrospective responsibility
(causality and intentionality). If, eventually, it turns out that they do not fulfill these
conditions sufficiently or to the required degree, they are said to be excused.Wewould
not say that in that case the normative principle invoked does not apply.

Now, all that I have said so far about the conditions of responsibility and the
interdependence of retrospective and prospective responsibilities reflects in large part
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some fundamental tenets of current ascriptive theory, that is, the special sector ofmoral
philosophy that is dedicated to questions concerning the attribution of actions and
their consequences to actors; it also reflects broadly shared and deeply held moral
convictions, “gut-feelings,” of people on a more concrete level. I will return to this in
the next section.

First, a few words must be dedicated to our reasons for attributing retrospective
responsibility. Why are we interested in doing so? Why should we care to be
accurate when we attribute responsibilities? Answers to these questions can be
divided into consequentialist ones and Kantian ones. Oddly enough, when asked to
give answers to these questions, most people will come up with consequentialist
considerations.

Consequentialist reasons for an accurate attribution of retrospective responsi-
bility seem to bemore natural than the Kantian ones. Consequentialist reasons have,
of course, to do with the clear effects of accurate attribution of retrospective
responsibility. Here, one may think of prevention through deterrence or learning.
Or one may think of retribution and revenge that may satisfy the preferences or
needs of people who have been victims of others�wrongdoings. Kantian reasons are
much more complicated. They are about taking persons seriously as individual
moral agents. They have to do with respect for the identity and the integrity of the
agent, which is rather paradoxically expressed by establishing his responsibility and
blaming him for his wrongdoing and lack of integrity. They are also closely
connected to concerns about the fairness of judging people and fairness in the
distribution of blame and praise. In the next section I will return to these reasons for
correctly attributing moral responsibilities. But first, we must have a closer look at
the nature of ISPs. Attributing responsibilities to ISPs formed the starting point for
the investigation.

14.3 ISPs AND CLEARLY HARMFUL OR OFFENSIVE INFORMATION

Until recently, one of the burning questions in the debate on new information
technologies, ethics, and law has been about the responsibilities of ISPs that make
the information originally provided by a content provider available to the public.
Should ISPs be blamed for the harm or offence caused by, for example, racist
expressions and images, slander, offers of drugs, and plagiarism that occur in the
contents that are supplied by others? Do they have any kind of obligation to prevent or
to compensate for the harm and offense thatmay be caused by suchmatters? These are
complicated questions. In this section, I will not defend a clear-cut “yes” or “no” to
either of them; I will only sketch some preliminaries for the debate on responsibilities
of ISPs. In doing so, I will clarify some particularities of the current mainstream in
thinking about attributing moral responsibility. As a matter of fact, I will argue that if
retrospective responsibilities are to be attributed to ISPs, then the attribution of such
responsibilities must be much more motivated by future goals and purposes than is
normally the case with regard to the attribution of retrospective responsibilities to
individual persons.
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Introducing this idea of attributing retrospective responsibilities for future-oriented
reasons seems to conflictwith somebroadly sharedanddeeply felt intuitions regarding
the individuality of responsibility and the relationship between responsibility and
guilt. These convictions coincide with some basic ideas in Kantian moral theory and
mainstream ascriptive theory. I will explain that the kind of responsibility that perhaps
could be attributed to ISPs would better fit in with consequentialist moral theories.
Nevertheless, I will also show that, with some adjustments, it may in the end also turn
out tobe reconcilablewithprevailingKantianism, themoral outlook that hingesonand
is dominated by a constitutive ideal of the autonomy and dignity of individual persons.

The position that I will defend differs significantly from the one defended some
years agobyDeborah Johnson. Johnson (1994, pp.124–146) suggests that the relation-
ship between organizations resembling ISPs—shewas in fact writing about organiza-
tions maintaining electronic billboards—and the negative consequences of the
information put forward by content providers can only be evaluated in terms of the
legal category of liability. She is of the opinion, however, that this is an exclusively
legalmatter.As to themoral perspective, she opposes the idea of holding organizations
like ISPs liable on the basis ofmorally normative reasons, that is, reasons regarding the
conflict that may arise with information-related freedoms. This seems to be right in
many specific cases. Turning this into a general claim seems to go too far. In any case,
Johnson is undoubtedly right in assuming that where the question of accountability of
ISPs occurs, a notion resembling the one of legal liability is conceptually the most
suitable to be applied. Johnson is wrong, however, where she separates the legal and
the moral perspectives so strictly, and where she seems to advocate a kind of moral
agnosticism regarding the responsibilities of ISPs. In doing so, shewas probably led by
the predominant Kantianism in current ascriptive theory and the part of the general
moral outlook that reflects ascriptive theory. In the subsequent paragraphs, however, I
would like to explain, however, that a consequentialist notion of retrospective
responsibility can successfully be incorporated in ascriptive theory without
compromising basic assumptions. It is of importance to my point that we should
not look upon ISP responsibility as just a legal topic that is completely outside the
moral domain, but as a moral one fully integrated in that domain.

The first reason for not leaving moral responsibility aside, is that legal liability
is very restricted in its possibilities of preventing harm and offence (see also
Section 14.4). The second reason has to do with the fact that often ISPs are simply
the only ones left to do something in order to prevent harm or offence from happe-
ning. With regard to potentially harmful or offensive information, for example,
racist phraseology, false incriminations, sale of illegal drugs, and plagiarism, the
basic moral responsibilities not to harm and not to offend are, of course, in the first
place the responsibilities of the content providers. These are the authors or those who
publish the materials on the net. When the content providers do not take their
responsibilities seriously, the only ones who can prevent thematerials from becoming
available or accessible are the ISPs.At least they are the only oneswho can try to do so,
andwhomay succeed in doing so to a certain extent. It goeswithout saying that this has
complicated, important technical and financial aspects. Nevertheless, the fact that
ISPs sometimes have these possibilities cannot be denied.
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Now, in circumstances inwhich all that can be done to prevent harmor offence from
happening can only be done by one (type of) actor, the converse of the well-known
adagio “ought implies can” may be true. Sometimes, can implies ought: The sheer
ability and opportunity to act in order to avoid or prevent harm, danger, and offense
from taking place put an obligation on an agent. This is the casewhen harm, danger, or
offense would be considerable while the appropriate action would not present
significant risks, costs, or burdens to the agent, whether it is a natural person or an
organization. The absence of other agents with the same kind of abilities and
opportunities can make the duty to act even weightier. In the absence of other agents
with the same abilities and opportunities, ISPs have weighty duties to prevent harm
and offense that may be the effects of publishing materials on the net. The question of
how the providers should fulfill their responsibilities exactly cannot be answered
here. Instead, I will elaborate somewhat on the urgency of the ISPs taking their
responsibilities seriously.

ISPs can be compared with the providers of the traditional mass media. Just like
radio, television, or, for thatmatter, a cablenetwork, the Internet offers opportunities to
distribute textual information, images, or sound recordings on an enormous scale.
There is little disagreement about the view that the freedom of the more traditional
mass media like radio and television to provide information and services should be
restricted by certain limiting conditions regarding harmfulness and offensiveness.
Many of these traditional media do not produce, themselves, the information and
services they transmit ormake accessible. In this respect, ISPs do not differ from them.
Nevertheless, the traditional mass media are not free to broadcast or distribute
whatever textual information, sounds, or pictures are available. They are, for obvious
reasons, boundbyminimummoral standards concerning thepreventionandavoidance
of harm and offense. There is no reason at all to think that these standards should not
also apply to ISPs.

The similarities between the traditional providers, such as radio and television, and
the new providers of the Internet are just one reason to think that they are under a
similar moral regime. There is another, and perhaps more important, reason to think
that moral restrictions apply to Internet providers. Lack of barriers and easy accessi-
bility of textual information, pictures, and sounds is one of the intriguing character-
istics of the Internet. It is relatively easy to disseminate information through the
Internet. Publishers, broadcasting companies, printing offices, and production houses
can all be left aside. In principle, whatever one likes to publish can be put on the
Internet straight from the home, all by oneself. Conversely, it is also very easy to gain
access to this information. The recipients need not go to a bookshop and buy their copy
of a book or a magazine; they need not wait until the information they want or need is
shown on television or broadcast on the radio. They can pick it up at the time they
desire, in the way and the circumstances they desire. In short, they are not, or at least
much less, hindered by barriers that were formerly present when people tried to get
information and materials through media such as newspapers, magazines, books,
(propaganda) leaflets, radio, and television.

The fact that such barriers are fading awaymay, in a certain respect, be considered a
good thing. In a sense, easy accessibility advances the equality of opportunities in our
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societies, where information becomes one of the most important assets and means to
obtain welfare and well-being. Nevertheless, it is rather naive to think that all
information is useful to the purposes of welfare and well-being. Victims of racist
rhetoric, of hatred campaigns or just of the many stupid, undocumented mythological
stories on the Internet about diseases such as AIDS or cancer, may testify: not all
information is valuable.Before the Internet came into existence, offensiveandharmful
information was far more difficult to attain. You had to go to a bookshop. You had to
await themailing of the local aberrant political denomination. Or you could switch on
your radio or television, fold open your tabloid, and wait for silly information. Now,
silliness, bigotry, and sheer hate are just some mouse clicks away from you, to take in
when, where, and for as long as you like.

The main argument for attributing responsibilities to ISPs, as put forward in the
previous paragraphs, is primarily forward-looking and future-oriented. It is focusedon
the ISPs� capabilities to prevent harmand offense. Backward-looking ideas about guilt
or taking individuals seriously as moral actors and about assigning praise and blame
correctly do not play such an important role. This, however, is not completely true. The
three elements that must be present for assigning moral responsibility can also be
present in the case of ISPs. We can see this once we accept the idea that ability and
opportunity can sometimes create obligation and we agree that the complementary
contribution of ISPs is of causal relevance to the offensive or harmful effects of
publishing certain items on the Internet.

There are, nonetheless, obvious difficulties with assigning such responsibilities.
I think, however, that these can be overcome.

First, there is an objection to the attribution of both prospective and retrospective
moral responsibilities. This has to do with the fact that ISPs are, for the greater part,
private organizations that have tomakeprofits in a contextof commercial competition;
this could be considered an obstacle to attributing moral responsibilities to them. It is
sometimes believed that organizations such as business corporations have no moral
responsibilities.Milton Friedman is often cited to explain that business organizations,
or rather their managers, have no special competence or expertise concerning social
andmoral matters. According to Friedman, if theywere to have these responsibilities,
then these responsibilities might easily conflict with their obligations to make profits
for the stockholders (Friedman, 1970).

Friedman, however, did not claim that managers of private organizations, such as
business corporations, have no moral responsibilities at all. He held that business is
bound by moral norms of minimal decency, meaning that they should avoid and
prevent harm. Friedman only wanted to exclude responsibilities or duties of positive
beneficence (e.g., funding education and health care for the worst off in the region
of the firm). Friedman had a moral reason for not attributing duties of positive
beneficence to business. He thought that such activities should be democratically
controlled and not decided upon by private persons. According to him, the latter could
easily feel tempted to use the enormous power of their corporations for their own,
subjective purposes.

But does theargumentholdwhenapplied toproviders,whooftendonotproduce the
information, but are just intermediaries? I do not think so. More often than not, little
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specific competence or expertise is in fact needed to observe where textual informa-
tion, images, or sound could be harmful or offensive. Obviously, not every possibility
of harm or offense can be understood beforehand. And, of course, harmfulness and
offensiveness are matters of degree. This, however, does not mean that clear cases of
harm and offense cannot be discovered and need not be tackled. From the difficult and
vaguecases,weneednot at all conclude that everyeffort to revealharmandoffense and
to block further possibilities of harming and offending is useless. Finally, one might
consider the fact that ISPs are organizations with the aim to make profits as one more
reason to ascribe moral responsibilities. The fact that they can make profits by
contributing to the fact that certain people in society are put at the risk of being
harmed or offended is just one more reason to hold them responsible.

Secondly, it may be objected that the collectivity of actors prohibits attributing
retrospectivemoral responsibilities of this kind to ISPs. An ISP is an organization, not
a person. Many actors, Internet users, or consumers, as well as content providers and
the organizations of ISPs, are involved in the process of diffusing information on the
Internet. ISPs can only function as providers because they are, as it were, elements in a
series connection. The functioning of other providers, in other words, is essential to
their ownperformance. Finally, an ISPaccommodates in its systems the informationof
an enormous number of content providers, among whom are content providers who
have subscriptions to other ISPs. Because of all these reasons, attributing responsibil-
ity to ISPs cannot be done in the same relatively straightforward sense as attributing
responsibility to individual persons.

This, again, does not hold. Although attributing responsibilities to collectivities
may be complicated, it is not practically and conceptually impossible. Over the last
decades, various studies have been published in which a whole range of arguments
have been given for attributing responsibilities to collectivities. Some of these are
based on ingenious interpretations of organizations and decision-making procedures
in organizations and their resemblance to persons (e.g., French, 1984; May and
Hoffman, 1991). Others, such as Goldman (1980), start from consequentialist argu-
ments about the didactic, deterring, or preventive effects of such attributions.

In addition, it should be observed that attributing blame and praise to collectivities
such as private organizations, as amatter of fact, is something that happens all the time.
People think and talk in terms of attributing responsibilities to organizations and they
establish single-issue organizations in order to motivate governments and business
companies to take their responsibilities seriously. The law establishes liabilities for
organizations. Therefore, one should rather wonder, why in certain regions in the field
of moral philosophy, the idea of collective responsibility has still not been accepted.

The underlying reason for this might be a Kantian bias combined with methodic
individualism, like the one that seems to be characteristic of the Kantian moral
outlook. As seen from the angle of the traditional idea of direct, guilt-related
responsibility, it is indeed difficult to understand exactly what it means to hold a
collectivity responsible, where this responsibility cannot in any clear way be distrib-
uted among the individual members of the collectivity. Nevertheless, attributing such
responsibilities just seems to work. Organizations learn from it and change their
behavior on that basis. Perhaps, then, it should just simply be admitted that the
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responsibilities attributed to collectivities, because of their basic future-oriented
function, differ only partially from the ones attributed to individuals.

Finally, andmost importantly, we come to the objection that tomymind is themost
appealing: the apparent irreconcilability of the Kantian and consequentialist moral
outlook.Attributingmoral responsibility to ISPs is primarily inspiredby reasoningofa
rather consequentialist kind. Doing so is, in a way, instrumentalist, and may therefore
be intuitively felt to be unfair. The categories of blame and guilt are used for purposes
that donot relate to the identity and (the lackor restoration of) the integrityof the acting
party. This does not seem to do justice to the requirement of respect that we think we
ought to pay to the individual persons involved, even by blaming or punishing him or
her . . . at least if our morality is of a Kantian vein.

It looks as if this objection is at least in part a question of fundamental outlook, of
basic ideological orientation. Nevertheless, it can be argued that attributing responsi-
bilities to ISPs is in large part reconcilable with Kantianism.

Although attributing responsibilities to ISPs is something that is at face valuemore
familiar to consequentialist stances in morality, it is nevertheless closely tied to the
ways inwhich responsibility is traditionally attributed to individuals. Important in this
respect is that the idea of a causal relationship— albeit a secondary or additional one
— is not completely abandoned. In the case of attributing responsibilities to ISPs,
considerations like the practicalities of compensating or preventing losses that result
fromcertain risks for all the parties involved are of importance, but the causality aspect
is not completely overlooked. This is so because the requirement of the causal
relationship guarantees that it is exactly those who contribute to harm or offense on
whom the responsibilities are imposed and who are thereby stimulated to learn from
experience and to prevent harm and offense in the future. In this way, even attributing
this future-oriented kind of retrospective responsibility pertains to the identity and
integrity of the agent. Although, therefore, the consequences of prevention, learning,
and deterrence are undoubtedly preponderant among the reasons for attributing
responsibilities to ISPs, doing so may have some intuitive appeal to Kantians in so
far as it indirectly sees to the identity and integrity of the acting organization.

As I have explained extensively in Section 14.2, even in the traditional views on
retrospective responsibility there is a close relationship between retrospective and
prospective responsibility. This relationship shows itself in the dependence of the
causality and intentionality conditions on the character and the dimension of the harm
or offense involved. The significance of the consequences of an action for the
requirements regarding the causal relationship and the intentionality, to my mind,
at least hints at the functionality of the attribution of retrospectivemoral responsibility
for the ways in which we deal with harm and offense. Put differently, the future-
oriented, instrumental approach of moral responsibility, which we might associate
with consequentialism, is not at all strange to the traditional idea of retrospective
responsibility.

As I already mentioned at the end of Section 14.2, on conditions of responsibility,
when asked for reasons for attributing retrospectivemoral responsibility, most people
will come upwith consequentialist considerations. The strange thing is that the highly
Kantian idea of retrospectivemoral responsibility, at least inwhat seems to be a kind of
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common-sense approach, is embedded in a motivational structure of a highly
consequentialist nature. I consider this to be one more reason to assume that the
Kantianism of the traditional views and the consequentialism of the views that I have
put forward here are ultimately compatible.

Summing up, if ISPs have responsibilities relating to information produced by
others but accessible through their services, then these responsibilities are slightly
different from the responsibilities that are traditionally attributed to individual
persons. They are, however, not completely different. Basic to the traditional idea
of responsibility—at least when taken as retrospective responsibility—is the assign-
ment of guilt,which is something that has to dowith the identity and the character of an
actor. When moral responsibilities regarding negative aspects of information that are
accessible through their services, are attributed to ISPs, the primary concern is not so
muchwith guilt butwith preventingor compensating for these negative consequences.
This, however, is not to say that the question of guilt is completely put aside. I have
argued that, whereas this idea may, as such, suit people with a consequentialist moral
outlook very well, it may at first and in some respects be difficult to accept for
Kantians. The idea does not completely abandon the requirements of a causal
relationship and intentionality and, therefore, is not completely alienated from a
guilt-centered conception of responsibility.

One may ask whether this whole argument about responsibilities that are better
adjusted to consequentialism than to Kantianism and responsibilities that better fit
withKantianism thanwith consequentialism is not a rather inner-philosophical debate
of relatively little importance to everyday life. Is it not a philosophical maneuver
aiming at the solution of a problem caused by philosophical idiosyncrasies? Without
wanting to be immodest, I do not think so. I think that it is important to update our
philosophical conceptual frameworks and vocabularies—and by doing so also our
concrete moral concepts and words—frequently in order to adapt them to the new
circumstances of our ever-developing societies. Doing so supplies us with conceptual
instrumentswithwhichwearebetter fitted to approachcontemporary social problems.
Reconsideringmoral responsibility and introducing a category of responsibility that is
oriented toward results and consequences seems all but redundant in an age that
witnesses an exponential growth of technologies, the rise of enormous transboundary
organizations, and a gradually declining influence of individuals.

14.4 INFORMATION IN GENERAL

Aswe turn to responsibilities related to information on the Internet in general, the focus
shifts even further away from retrospective to prospective responsibilities. As it was
mentioned earlier that the debate on information-related responsibilities was until
recently restricted to the issue of ISPs� responsibilities with regard to clearly illegal or
immoral content. In the remainder of this chapter the discussionwill be broadened so as
to include responsibilities relating to all kinds of problems that appear in the wake of
deficiencies regarding the quality of information and of misperceptions of the quality
of the information. The idea of responsibilities for possible negative consequences of
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(misperceptions of the) quality of informationmay sound rather vague. For that reason,
a large part of the remaining text will be devoted to specifying and articulating what
exactly can go wrong with the information on the Internet. These questions gain
significance as information on the Internet becomes evermore important in our society.

In comparison with traditional sources of information, such as libraries, books,
journals, television, and radio, the Internet makes all kinds of information muchmore
accessible. This phenomenon has often been applauded for its democratizing effects.
Unfortunately, there is also a disadvantage. Information that was originally intended
for a specific group of people and not in anyway processed or adapted tomake it fit for
a broader audience—“expert information” is the term that I will use to refer in a very
loose and broad way to this type of information—can easily be misunderstood and
misinterpreted by laymen and, when used as a basis for decisions, lead to unhappy
consequences.

Part of the risks of sharing expert knowledgewith thegeneral public is caused by the
nonexperts� inabilities to recognize and assess the reliability or unreliability of expert
information or information that is being presented as expert information. In this
section, I will suggest some distinctions and a general conceptual framework, which
may offer starting points for nonrestrictive and nonpaternalistic solutions of problems
regarding quality of online information.

What exactly is quality of information? It is necessary to ask this question because a
clear concept of quality will help to formulate policies for solving the practical
problems allegedly caused by flaws of online information. The notion of quality,
however, is an ambiguous one. The term is traditionally used to refer to characteristics
of an underlying substance, for example, weight, color, and shape, or to properties in
general, including formal or supervenient ones. Today, in everyday language, the
concept of quality has gained additional or, should we perhaps say, a more specific
meaning. Sometimes, quality is simply identified with goodness. More often, howev-
er, the term is used in a familiar, though slightly less specific way, that is, to refer to the
value of something with respect to its intended use. When applied to data or
information, quality is often defined in terms of criteria of truth, accuracy, conformity
with facts plus this type of usefulness or functionality. Authors like Frawley et al.
(1993) and Berti and Graveleau (1998) already extended their notion of quality to
cover the degree of fulfillment of specific interests and preferences of individual users.
A common characteristic of both of these accounts is that they do not specify the
relationships between the criteria of functionality and the other criteria. The connec-
tion between the two types of criteriamight, however, shed new light on the problemof
quality assessment.

Discussions on issues of quality and quality assessment with regard to information
tend to be rather short and clearly aimat particular short-term results. These results can
vary from the introduction of new instruments offered by providers to enable users to
assess the quality of the information involved, such as certification, to direct efforts
to increase different forms of awareness among users of quality issues related to
information—media competence or information literacy, as they have been labeled.
Deepening the discussion on quality, however, might enable us to find more sophisti-
cated solutions for problems of information quality assessment. It might also give us
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an opportunity to develop a broader perspective on these issues, which, in turn, might
put us in a position to combine and fine-tune a variety of partial solutions. I would like
to contend that the discussion can be clarified and deepened with help of what is
basically a three-dimensional account of quality. Such an account would be one in
termsof reliability, functionality, and significance. In the subsequent paragraphs, Iwill
first expound this account and then turn to the questions of how it may help to solve
problems concerning quality assessment and how it may broaden our approach. In
doing so, I will emphasize the importance of the user perspective.

Before setting out, I must make a preliminary methodological remark concerning
this undertaking. It might be the case that, after ample discussion, I will need to revise
certain parts of the proposed account. It might even be the case that disconnecting the
concepts of reliability, functionality, and significance might, in the end, make more
sense than trying to keep them under the umbrella of quality.What I think is valuable,
nonetheless, is the process of analyzing the three dimensions of quality of information
and their mutual relationships to clarify quality-related problems and their solutions.
What counts is: giving substance to the debate on quality of information and finding
starting points for solutions. The exact itinerary is of minor importance.

Reliable information is information that we would be justified in believing.
Reliability must be distinguished from truth. Reliable information is not necessarily
true, since it is possible that at time t1 we are justified in believing it, whereas at some
later time tn this information appears to be false: “Discovering that �a belief is false�
does not necessarilymean that, at an earlier time, peoplewere not justified in believing
it or that it was wrong to trust it. What is reliable, trustworthy, justified is a matter of
what we already know” (Vedder and Wachbroit, 2003, pp. 211).

Assessing the reliability of new information builds on preexisting knowledge. This
claim is an epistemologically normative one. It is not to be identified with the factual
tendency of many people in everyday life to use the fit or coherence between new
information and what they already know as an indication of the reliability of the new
information (Vedder, 2002, 2003a). The coherence between new information and
previously existing knowledge of one individual can be purely contingent, as long as it
is not clear whether his preexisting knowledge is justified. Reliability in the episte-
mologically normative sense that is under discussion here is a matter of proper
justification. In Vedder and Wachbroit (2003), Robert Wachbroit and I distinguish
“content criteria” from “pedigree criteria” of reliability.

By “content criteria,” we mean the conditions or criteria of reliability that are a
function of the content of the information itself. Among these are the criteria of
evidence thatmostlybelong to thedomainof experts—people familiarwith the subject
or with a specific educational background or experience. Other examples of content
criteria are logical criteria and, arguably, subject-matter criteria. In general, most
people cannot base their assessments of reliability on content criteria.Manydetermine
reliability by pedigree criteria, the conditions or criteria of reliability that relate to the
source or intermediary of the information. These have to do with their authorita-
tiveness and having been experienced as credible in the past.

Pedigree criteria are not only used by nonexperts. Experts use them as well. A
large part of the training of experts consists in introducing them to the appropriate
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pedigree criteria applicable in their field of expertise (through courses on how to use
libraries, instruments, and sources). Pedigree criteria are established by credibility-
conferring institutions. These institutions can be very wide-ranging, from well-
organized institutes to broader—sometimes intricate and tangled—networks of
cultural and societal arrangements. Perhaps principal ones among the former are the
academic institutions such as universities, medical schools, and law schools. Among
the broader cultural and societal arrangements are specific conventions and histori-
cally grown patterns and traditions of specialization, divisions of labor, and of
authority. Here, one may think not only of the traditions that form the cultural basis
of the well-organized, credibility-conferring institutions, but also of traditions and
conventions that are independently active, for example, certain reputations and small-
scale practices and usages, such as the custom of relying on the advice of parents and
grandparents in family matters.

Many problems regarding reliability of online information on the Internet are not
problems of information lacking reliability, but of receivers misperceiving or not
perceiving (un-) reliability. In order to pave theway to discussing this issue, Iwill, first,
give someattention to the dimensions of functionality and significance of information.
These dimensions introduce the users� perspective.

Functionality of information should be defined in terms of the connection between
the information involved on the one hand, and the purposes of the receivers (including
groups andorganizations of receivers) on theother. Functionalitymust not be confused
with reliability of information itself. The functionality of information does not
influence its reliability. It influences the importance of the information and of its
reliability and it affects the degree of urgency of quality enhancingmeasures. Ifwe say
that information is functional, we mean that the information has, in some way or
another, apositivebearingon theways inwhich the receivers�purposes canbe realized.
In other words, referring to information as functional information means that the
information contributes to the realization of the receivers� purposes. Functionality
ultimatelydependson thepurposes of the receivers.That doesnotmean that it falls into
a totally subjectivist category. In order to ascertain whether information is functional
for an individual we need not always know the specific purposes of particular
individuals. The purposes of individuals can depend on highly individual tastes and
preferences; but they can also be related to the common needs and interests of the
human species, communities, and groups.

Some purposes and objectives can be presumed to belong to all or most members
of the human species, communities, and groups on the basis of their characteristics
and needs. Thus, information can be functional merely for specific individuals, or it
can be functional for everyone or for groups of people. Perhaps contrary to ordinary
usage, I would like to stipulate the notion of functionality of information as an
all-or-nothing notion. Functionality, in my view, should not be considered as a
matter of degree. Information is either functional or not. However, it may be useful
to make a distinction between functional information as such on the one hand and
functional information that is essential—or essential information—on the other.
Functional information that is essential is information without which the purpose
involved cannot be realized. In the next section, I will specify the notion of essential
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information further by distinguishing it from significant information. I will also
explain that functional information can have different degrees of significance and that
essential information can be, but is not necessarily highly significant.

Although reliability of information is not dependent on its functionality, function-
ality, in a way, is dependent on reliability. In order to be functional, information must,
at least in some way or another, be suitable to be grasped and understood by the
receivers involved: it must have some structure, some clarity, and must make some
sense. This capacity of the information itself, however, must be present whatever the
purposes and aims of the receivers might be. In this shallow sense, functionality is
dependent on reliability.

Just like functionality, the significance of information has to dowith the importance
of the information and its reliability. It can also be defined in terms of the connection
between the information involved and the purposes of users (including groups and
organizations). Significance adds a degree of urgency to functionality. The statement
“Information x is functional” just tells us that x is usefulwith regard to somepurposeof
a certain individual or a group. “Information x is significant” tells us that knowing x is
important because it is functional for a specific purpose that is considered to be
important. Significance is a matter of degree. Information can be more or less
significant, depending on the importance of the types of purposes for which it is
relevant.

It is critical, whether we take what one might call the subjectivist perspective or
what onemight refer to as the objectivist perspective. In the subjectivist point of view,
the significance of information will depend on the individual�s appreciation of the
purposes for which the information is relevant. The more important the receiver
considers his or her purpose to be, the more significant the information will be for this
purpose. From the objectivist view, the receiver�s exact estimate of the importance of
the purposes is irrelevant. The objectivist will measure the importance of the purposes
against external standards, such as a certain ranking of basic human needs or a certain
view of the good life. For instance: The more a purpose meets an external standard of
basic needsofmembers of thehumanspecies, themore significant the informationwill
be considered that enables the user to realize that specific purpose. Itwould not bevery
fruitful to try to argue conclusively for or against one of these two conceptions of
significance. I consider the restriction to either the subjectivist or the objectivist
version of significance as highly artificial. It is far more important to be aware of both
interpretations.

Letme finish this part of the argumentbyexplaining thedifferencebetweenessential
information and significant information. Significant information is not necessarily
essential, nor is essential information necessarily significant. A piece of information�s
being essential means that getting to know that piece of information is a necessary
condition for the realization of a specific purpose. That purpose, however, can be trivial
(according to external standards). In that case, the information, although essential, is
also trivial. Of course, the opposite also holds true: When the purposes and the
information are significant, the information can, but need not necessarily be, essential.

Nowwe can take up the thread of the argument again. The distinctions made so far
can help us to understand certain problematic phenomena that are related to the
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assessment of information in general and to the assessment of online information in
particular.

As regards problems of reliability there are strictly speaking generally two
types:

(a) People lack the necessary expertise to assess information on the basis of
content criteria, and they also lack the necessary expertise to assess informa-
tion on the basis of pedigree criteria. In this case, the problems are due to a lack
of competence of the users.

(b) People lack the expertise to assess information on the basis of content criteria,
and it is impossible for them to test the information with the help of pedigree
criteria. This is the case when the users are, in principle, competent in using
pedigree criteria, but the information is presented in such a way that there are
no indicators or markers of conformity with pedigree criteria.

Problems with reliability of information can be variations of both themes.
The broad accessibility and the many-to-many character of online information,
however, put these traditional flaws in a new perspective. Because of the many-to-
many character of online information, the very possibility of adequately recognizing
pedigree criteria is often lacking where the Internet is concerned (Vedder, 2001).
Often, a content provider is anonymous ormerely a virtual identity, as the influence of
individuals in providing information on the Internet is diminishing, whereas the
influence of intelligent systems is increasing.Also, the lack of traditional intermediar-
ies, such as libraries, librarians, and specialized publishers, has a negative influence on
the capabilities of information seekers to assess the reliability of information.

These kinds of factors often leave the users without clues or any indication
whatsoever about the character, background, and institutional setting of the content
provider. An additional complication to the problem is the phenomenon of
globalization, which is inherent to online information. Even when the recipient
has some information about the content provider, the individual might be unable to
estimate the credibility of that provider, simply because the individual will often
not be acquainted with the relevant backgrounds and institutional settings from
completely different cultures. The recognition procedures and traditions that make
up the institutional basis of pedigree criteria may be different in different cultures.
A recipient from culture A may not recognize the procedures and traditions of the
provider�s culture B. It could even be the case that if the recipient from one culture
were able to recognize them, he or she would not accept them as credibility-
conferring patterns.

The broad accessibility to information also causes different types of reliability-
related problems with regard to online information. Information and communica-
tion networks like the Internet are media that enormously enhance the accessibility
of information. Many people and organizations are able to disperse information
through these networks. For many, more information is very easy to find. People do
need not to go to libraries anymore; they do not need to order books and journals and
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lumber a heavy pile home. Complete libraries, books, and journals are available by
clicking a mousebutton. The communication channels between experts and spe-
cialists (e.g., university libraries, journals) used to be only accessible to these
selective groups. Now, these channels are often bypassed as the information is
available on publicly accessibleWeb sites and not onWeb pageswith specific access
requirements such as authentication procedures. This means that many individual
users for whom information was not originally intended and for whom that
information was traditionally off-limits, are now able to find it. I already referred
to the fact that, in practice, many people tend to assess the reliability of information,
at least in part, on the basis of the fit or the coherence of the new informationwith the
information that they already have: The degree to which the new information is in
accordance with information that is already available, the degree to which the new
information reinforces or supports the available information, and vice versa.
Depending on whether the person involved is an expert or a nonexpert, the required
coherence may concern information on the specific subject of the new information
or general background information.

Of course, the degree of fit itself is a reliable indicator of the quality of the
information only if the information already present with the user is itself reliable as
well.

Nonexperts tend to gain ever more and easier access to information originally
intended for an expert audience. That is why problems relating to reliability of
information are not exclusively problems that are intentionally or unintentionally
caused by content providers or problems inherent to the information.Whereas experts
may rightfully use their criterion of fit with regard to this type of information,
nonexperts are not able to do the same when they are confronted with information
that is originally intended for use by experts.

Similarly, whereas experts may bewell equipped to recognize the pedigree criteria
that are typical for this specific type of information, nonexpertswill be confrontedwith
many more difficulties in recognizing them.

Continuing on this latter point: In order to be able to see whether information
satisfies pedigree criteria, we need to have a certain expertise. Depending on the
specific type of information, this expertise can be widely shared and consist of
experience and an understanding of, for instance, our cultural context. But it can also
be the expertise that is typical of certain specialists who have received thorough
education or training in a certain field.

There are two causes of the inability to recognize pedigree criteria. It may be the
case that the receivers of the information themselves are unable to find and
recognize these criteria because they do not know where to look for them. This
may be due to the fact that they are not acquainted with the credibility-conferring
system behind the criteria or to the fact that they have not been taught where to look.
In any case, they lack the required expertise to recognize the markers as markers of
reliability.

Another cause of deficient recognition may be more trivial and is situated in the
piece of information itself or its presentation due to adeficient visibility of the criterion
or, generally, the deficient presentation of the criterion.
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14.5 THE RESPONSIBILITIES INVOLVED

The possible causes of problems with regard to the quality of information on the
Internet have been identified. What can be done to solve or to prevent these
problems?

Unfortunately, the law does not offer many clues as to this question.With regard to
information that is not in itself illegal, the possibilities of invoking legal regulation are
very limited. Traditionally, the law approaches the problematic consequences of
information as a liability problem. As I suggested already in Section 14.3, this
approach is insufficient. Liability only arises after the harm and offence have really
taken place. Thus, the preventive potential with regard to possible harm and offence
and to risks is severely limited. Establishing liability for information is further
complicated, because of difficulties of identifying causal relationships, of giving due
consideration to the perspectives of content providers and users, and— sometimes—
of balancing the good of establishing liability against information freedoms. Further-
more, differences between the liability regimes in different countries may hamper the
effective application of liability law to information on the Internet that is, by its very
nature, border crossing (Prins and Schellekens, 2004, 2005).

In the previous section, I have distinguished reliability from functionality and
significance. With regard to reliability, I have distinguished content criteria from
pedigree criteria. I have defined functionality as contributing to the realization of
purposes of people. With regard to functionality, I have distinguished between
functional information as such and functional information that is also essential, that
is, a necessary condition for the realization of the purpose involved. Significant
information is functional information that contributes to the realization of important
purposes. Significance can be measured against highly individualistic purposes, but
also against external standards, for example, those that represent a taxonomyofhuman
needs. With the help of these distinctions, it might be argued that where questions of
general policies with regard to quality assessment of online information are con-
cerned, problems regarding significant—as measured against external standards—
andessential information should receivepriority. Itwouldbeuseful to elaborate on this
point and to draw the rough contours of a typology of different kinds of information
that may be considered to represent essential significant information for everyone and
for different groups of people. Although this may be a vast project and a cumbersome
undertaking—which certainly exceeds the purposes of this paper—it should be kept in
mind that even a modest start might already prove to be fruitful, as it could give us a
hunch on the directions in which we should seek. As only an indication with regard to
the reliability of onlinemedical information, it would probablymake sense to say that,
in general, medical information should be reliable. More specifically, however, if
people look for information on diagnostics or therapeutic treatment because they have
a severely ill member of the family or friend, they should be able to feel sure that this
information conforms to high standards of reliability.

Interestingly, the typologyof essential and significant information is not enough.As
we saw, only part of the problems with regard to the assessment of online information
are primarily caused by the providers, for example, through the presentation of the
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information. Often, the initial cause of the problems is the incompetence of users.
Therefore, what is necessary is

(1) The creation of new credibility-conferring systems, such as certification
systems, allowing us to use pedigree criteria with regard to (online) informa-
tion, when such systems are lacking.

(2) Raising the visibility of indicators or markers of reliability of information
(according to pedigree criteria).

(3) Raising expertise and background knowledge in all users (to enable them to
recognize reliability on the basis of pedigree criteria).

(4) Raising the awareness of the varying qualities of information.

With regard to online information, pedigree criteria and the underlying credibility-
conferring systems are still largely lacking. In the few cases in which they are already
present, they are based on traditional credibility-conferring systems. This is the case,
for instance, when well-known brand names are used on the Internet or reference is
made to well-known names and titles of newspapers, journals, and broadcasting
networks on Web sites. Also some new systems have been developed. There are, for
instance, some certification systems that support labels or certificates that appear on
Web pages indicating that the information is reliable or that the provider conforms to a
self-imposed code guaranteeing reliable information. Generally, an organization or
authority that has been especially established, backs up these systems to license
information providers to use the label or certificate.

As regards medical information, however, many of these initiatives have been
shown to be poor, ineffective, and generally deficient. One of the problems is that the
systems supporting these markers are not well established and are too dependent on
one form of expressing reliability or, simply, on one licensing authority (Gagliardi and
Jadad, 2002). Other problems relate to the intricacies of the systems with which the
general public is not familiar, often, the public does not trust the systems to be
persistent or viable (Vedder, 2002, 2003a, b). Of course, one must take into consider-
ation that the new media, such as the Internet, lack the long and rich history of
credibility-conferring systems that have been developed over the decades and centu-
ries for information dispersed through other media.

With regard to certain types of online information, it may be useful to start thinking
anew about credibility-conferring systems and ensuing markers of reliability of
information. When developing such a “second generation” of quality systems, it
may prove useful to pay more attention to the traditional credibility-conferring
systems than seems to have been done in the past.Meticulous study of the complicated
patterns and network structure that seem to be characteristic for the traditional systems
could be of helpwhen trying toworkout systems that will not shut down as soon as one
licensing authority disappears. It could also help to find ways of involving experts and
the general public and to gain their trust.

The perspectives of the users/receivers of the information should be taken into
account in order to decide for what kind of information these markers and basic
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systems are needed and which kind of information should meet what degree of
reliability. The designers of the marker systems should have some sense of the
functionalities and the significance that information may have for users. Last, but not
least, because in real practice, the degree of fit plays an important role as a criterion for
assessing reliability, efforts to introduce new systems for quality assessment run the
risk of becoming idle as long as they are not combined with raising the degree of
information and education of experts and the general public.

Finally, onemay ask:whose responsibilities are these? This question, however, is a
little premature at this stage. The awareness of the growing dependence on online
information is still young. Similarly the search for instruments for maintaining or
improving reliability has just started. Perhaps, the safest answer to this question is that,
for the time being, responsibilities for safeguarding (the correct perception of) the
reliability of online information are responsibilities shared by all parties involved.
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CHAPTER 15

VirtualReality andComputerSimulation

PHILIP BREY

15.1 INTRODUCTION

Virtual reality and computer simulation have not received much attention from
ethicists. It is argued in this essay that this relative neglect is unjustified, and that
there are important ethical questions that can be raised in relation to these technolo-
gies. First of all, these technologies raise important ethical questions about theway in
which they represent reality and the misrepresentations, biased representations, and
offensive representations that they may contain. In addition, actions in virtual
environments can be harmful to others and raise moral issues within all major
traditions in ethics, including consequentialism, deontology, and virtue ethics.
Although immersive virtual reality systems are not yet used on a large scale,
nonimmersive virtual reality is regularly experienced by hundreds of millions of
users, in the form of computer games and virtual environments for exploration and
social networking. These forms of virtual reality also raise ethical questions regarding
their benefits and harms to users and society, and the values and biases contained
in them.

This paper has the following structure. The first section will describe what virtual
reality and computer simulations are and what the current applications of these
technologies are. This is followed by a section that analyzes the relation between
virtuality and reality, and asks whether virtuality can and should function as a
substitute for ordinary reality. Three subsequent sections discuss ethical aspects of
representation in virtual reality and computer simulations, the ethics of behavior in
virtual reality, and theethics of computergames.Aconcluding sectiondiscusses issues
of professional ethics in the development and professional use of virtual reality
systems and computer simulations.

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.
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15.2 BACKGROUND: THE TECHNOLOGY AND ITS APPLICATIONS

15.2.1 Virtual Reality

Virtual reality (VR) technology emerged in the 1980s, with the development and
marketing of systems consisting of a head-mounted display (HMD) and datasuit or
dataglove attached to a computer. These technologies simulated three-dimensional
(3D) environments displayed in surround stereoscopic vision on the head-mounted
display. The user could navigate and interactwith simulated environments through the
datasuit and dataglove, items that tracked the positions and motions of body parts and
allowed the computer to modify its output depending on the recorded positions. This
original technology has helped define what is often meant by “virtual reality”: an
immersive, interactive three-dimensional computer-generated environment in which
interaction takes place over multiple sensory channels and includes tactile and
positioning feedback.

According to Sherman andCraig (2003), there are four essential elements invirtual
reality: avirtualworld, immersion, sensory feedback, and interactivity.Avirtualworld
is a description of a collection of objects in a space and rules and relationships
governing these objects. Invirtual reality systems, suchvirtualworlds aregeneratedby
a computer. Immersion is the sensation of being present in an environment, rather than
just observing an environment from the outside. Sensory feedback is the selective
provision of sensory data about the environment based on user input. The actions and
position of the user provide a perspective on reality and determine what sensory
feedback is given. Interactivity, finally, is the responsiveness of the virtual world to
user actions. Interactivity includes the ability to navigate virtual worlds and to interact
with objects, characters, and places.

These four elements can be realized to a greater or lesser degree with a computer,
and that is why there are both broad and narrow definitions of virtual reality. A narrow
definition would only define fully immersive and fully interactive virtual environ-
ments as VR. However, there are many virtual environments that do not meet all these
criteria to the fullest extent possible, but can still be categorized as VR. Computer
games played on a desktop with a keyboard and mouse, likeDoom andHalf-Life, are
not fully immersive, and sensory feedback and interactivity in them are more limited
than in immersive VR systems that include a head-mounted display and datasuit. Yet
they do present virtual worlds that are immersive to an extent, and that are interactive
and involve visual and auditory feedback. Brey (1999) therefore proposed a broader
definition of virtual reality as a three-dimensional interactive computer-generated
environment that incorporates a first-personperspective. This definition includesboth
immersive and nonimmersive (screen-based) forms of VR.

The notion of a virtual world, or virtual environment, as defined by Sherman and
Craig, is broader than that of virtual reality. A virtual world can be defined so as to
provide sensory feedback of objects, in which case it yields virtual reality, but it can
also be defined without such feedback. Classical text-based adventure games like
Zork, for example, play in interactive virtual worlds, but users are informed about the
state of this world through text. They provide textual inputs, and the game responds
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with textual information rather than sensory feedback about changes in the world.
A virtual world is hence an interactive computer-generated environment, and virtual
reality is a special type of virtual world that involves location- andmovement-relative
sensory feedback.

Next to the term “virtual reality,” there is the term “virtuality” and its derivative
adjective “virtual.” This term has a much broader meaning than the term “virtual
reality”or even“virtual environment.”Asexplainedmore extensively in the following
section, the term “virtual” refers to anything that is created or carried by a computer
and that mimics a “real,” physically localized entity, as in “virtual memory” and
“virtual organization.” In this essay, the focus will be on virtual reality and virtual
environments, but occasionally, especially in the following section, the broader
phenomenon of virtuality will be discussed as well.

Returning to the topic of virtual reality, a distinction can be made between single-
user andmultiuserornetworkedVR. In single-userVR, there is only one user,whereas
in networkedVR, there aremultiple users who share a virtual environment and appear
to each other as avatars, which are graphical representations of the characters played
by users in VR. A special type of VR is augmented reality, in which aspects of
simulated virtual worlds are blended with the real world that is experienced through
normal vision or a video link, usually through transparent glasses on which computer
graphics or data are overlaid. Related to VR, furthermore, are telepresence and
teleoperator systems, systems that extend a person�s sensing and manipulation
capability to a remote location by displaying images and transmitting sounds from
a real environment that can (optionally) be acted on from a distance through remote
handling systems such as robotic arms.

15.2.2 Computer Simulation

A computer simulation is a computer program that contains a model of a particular
(actual or theoretical) system. The program can be executed, simulating changes in
the system according to certain parameters, after which the output results of the
simulation can be analyzed. Computer simulation is also the name of the discipline in
which such models are designed, executed, and analyzed. The models in computer
simulations are usually abstract and either are or involve mathematical models.
Computer simulation has become a useful part of the mathematical modeling of
many natural systems in the natural sciences, human systems in the social sciences,
and technological systems in the engineering sciences, in order to gain insight into the
operations of these systems and to study the effects of alternative conditions and
courses of action.

It is not usually an aim in computer simulations, as it is in virtual reality, to do
realistic visual modeling of the systems that they simulate. Some of these systems are
abstract, and even for those systems that are concrete, the choice is often made not to
design graphical representations of the system but to rely solely on abstract models of
it.Whengraphical representations of concrete systemsare used, theyusually represent
only the features that are relevant to the aims of the simulation, and do not aspire to the
realism and detail aspired to in virtual reality.
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Another difference from virtual reality is that computer simulations need not be
interactive. Usually, simulators will determine a number of parameters at the begin-
ning of a simulation and then “run” the simulation without any interventions. In this
standard case, the simulator is not himself defined as part of the simulation, as
would happen in virtual reality. An exception is an interactive simulation, which is a
special kind of simulation, also referred to as a human-in-the-loop simulation, in
which the simulation includes a human operator. An example of such a simulation
would be a flight simulator. If a computer simulation is interactive and makes use of
three-dimensional graphics and sensory feedback, it also qualifies as a form of virtual
reality. Sometimes, also, the term “computer simulation” is used to include any
computer program that models a system or environment, even if it is not used to
gain insight into the operation of a system. In that broad sense, virtual environments, at
least those that aim to do realistic modeling, would also qualify as computer
simulations.

15.2.3 Applications

VR is used to simulate both real and imaginary environments. Traditional VR
applications are found inmedicine, education, arts and entertainment, and themilitary
(Burdea and Coiffet, 2003). In medicine, VR is used for the simulation of anatomical
structures and medical procedures in education and training, for example, for
performing virtual surgery. Increasingly, VR is also being used for (psycho) therapy,
for instance, for overcoming anxiety disorders by confronting patients with virtual
anxiety-provoking situations (Wiederhold andWiederhold, 2004). In education,VR is
used in exploration-based learning and learning by building virtual worlds. In the arts,
VR is used to create new art forms and to make the experience of existing art more
dynamic and immersive. In entertainment, mostly nonimmersive, screen-based forms
of VR are used in computer and video games and arcades. This is a form of VR that
many people experience on a regular basis. In the military, finally, VR is used in a
variety of training contexts for army, navy, and air force. Emerging applications ofVR
are found in manufacturing, architecture, and training in a variety of (dangerous)
civilian professions.

Computer simulations are used in the natural and social sciences to gain insight
into the functioning of natural and social systems and in the engineering sciences
for performance optimization, safety engineering, training, and education. They are
used on a large scale in the natural and engineering sciences, where such fields
have sprung up as computational physics, computational neuroscience, computa-
tional fluid mechanics, computational meteorology, and artificial life. They are also
used on a somewhat more modest scale in the social sciences, for example, in the
computational modeling of cognitive processes in psychology, in the computational
modeling of artificial societies and social processes, in computational economic
modeling, and in strategic management and organizational studies. Computer
simulations are increasingly used in education and training, to familiarize students
with the workings of systems and to teach them to interact successfully with such
systems.
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15.3 VIRTUALITY AND REALITY

15.3.1 The Distinction between the Virtual and the Real

In the computer era, the term “virtual” is often contrasted with “real.”Virtual things, it
is often believed, are things that only have a simulated existence on a computer and are
therefore not real, like physical things. Take, for example, rocks and trees in a virtual
reality environment. They may look like real rocks and trees, but we know that they
have nomass, noweight, and no identifiable location in the physicalworld and are just
illusions generated through electrical processes in microprocessors and the resulting
projection of images on a computer screen. “Virtual” hence means “imaginary,”
“make-believe,” “fake,” and contrasts with “real,” “actual,” and “physical.”Avirtual
reality is therefore always only a make-believe reality and can as such be used for
entertainment or training, but it would be a bigmistake, in this view, to call anything in
virtual reality real and to start treating it as such.

This popular conception of the contrast betweenvirtuality and reality can, however,
be demonstrated to be incorrect. “Virtual” is not the perfect opposite of “real,” and
some things can bevirtual and real at the same time. To see how this is so, let us start by
considering the semantics of “virtual.” The word “virtual” has two traditional,
precomputer meanings. On the first, most salient meaning, it refers to things almost
having certain qualities, or having certain qualities in essence or in effect, but not in
name. For instance, if a floor only has a few spots, one can say that the floor is virtually
spotless, spotless for all practical purposes, even though it is not formally or actually
spotless. Second, virtual can also mean imaginary, and therefore not real, as in optics,
where reference is made to virtual foci and images. Note that only on the second, less
salient meaning does “virtual” contrast with “real.” On the more salient meaning, it
does not mean “unreal” but rather “practically but not formally real.”

In the computer era, the word “virtual” came to refer to things simulated by a
computer, like virtual memory, which is memory that is not actually built into a
processor but nevertheless functions as such. Later, the scope of the term “virtual” has
expanded to include anything that is created or carried by a computer and thatmimics a
“real” equivalent, like a virtual library and a virtual group meeting. The computer-
basedmeaning of “virtual” conformsmorewith the traditionalmeaning of “virtual” as
“practically but not formally real” thanwith “unreal.”Virtualmemory, for example, is
not unreal memory, but rather a simulation of physical memory that can effectively
function as real memory.

Under the above definition of “virtual” as “created or carried by a computer and
mimicking a �real� equivalent,” virtual things and processes are simulations of real
things, but this need not preclude them fromalso being real themselves.Avirtual game
of chess, for example, is also a real game of chess. It is just not playedwith a physically
realized board and pieces. I have argued (Brey, 2003) that a distinction can be made
between two types of virtual entities: simulations and ontological reproductions.

Simulations are virtual versions of real-world entities that have a perceptual or
functional similarity to them but do not have the pragmatic value or actual con-
sequences of the corresponding real-world equivalent.Ontological reproductions are
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computer imitations of real-world entities that have (nearly) the same value or
pragmatic effects as their real-world counterparts. They hence have a real-world
significance that extends beyond the domain of the virtual environment and is roughly
equal to that of their physical counterpart.

To appreciate this contrast, consider the difference between a virtual chess game
and a virtual beer. Avirtual beer is necessarily a mere simulation of a real beer: it may
lookmuch like a real one andmay be lifted and consumed in a virtual sense, but it does
not provide the taste and nourishment of a real beer and will never get one drunk. A
virtual chess game, in contrast, may lack the physical sensation of moving real chess
pieces on a board, but this sensation is considered peripheral to the game, and in
relevant other respects playing virtual chess is equivalent to playing chess with
physical pieces. This is not to say that the distinction between simulations and
ontological reproductions is unproblematic; a virtual entity will be classified as one
or the other depending onwhether it is judged to share enough of the essential features
of its physical counterpart, and pragmatic considerations may come into play in
deciding when enough features are present.

Brey (2003) argued that two classes of physical objects and processes can be
ontologically reproduced on computers. A first class consists of physical entities that
are defined in terms of visual, auditory, or computational properties that can be fully
realized on multimedia computers. Such entities include images, movies, musical
pieces, stereo systems, and calculators, which are all such that a powerful computer
can successfully reproduce their essential physical or formal properties.

A second class consists of what John Searle (1995) has called institutional entities,
which are entities that are defined by a status or function that has been assigned to them
within a social institution or practice. Examples of institutional entities are activities
like buying, selling, voting, owning, chatting, playing chess, trespassing, and joining a
club and requisite objects like contracts, money, letters, and chess pieces. Most
institutional entities are not dependent on a physical medium because they are only
dependent on the collective assignment of a status or function. For instance, we call
certain pieces of papermoneynot because of their inherent physical nature but because
we collectively assign monetary value to them. But we could also decide, and have
decided, to assign the same status to certain sequences of bits that float around on the
Internet. In general, if an institutional entity exists physically, it can also exist virtually.
Therefore, many of our institutions and institutional practices, whether social,
cultural, religious, or economic, can exist in virtual or electronic form.

It can be concluded that many virtual entities can be just as real as their physical
counterparts. Virtuality and reality are therefore not each other�s opposites. Never-
theless, a large part of ordinary reality, which includes most physical objects and
processes, cannot be ontologically reproduced in virtual form. In addition, institu-
tional virtual entities can both possess and lack real-world implications. Sometimes
virtual money can also be used as real money, whereas at other times it is only a
simulation of real money. People can furthermore disagree on the status of virtual
money,with some accepting it as legal tender and others distrusting it. The ontological
distinction between reality and virtuality is for these reasons confusing, and the
ontological status of encountered virtual objects will often not be immediately clear.
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15.3.2 Is the Distinction Disappearing?

Some authors have argued that the emergence of computer-generated realities is
working to erase the distinction between simulation and reality, and therefore between
truth and fiction. Baudrillard (1995), for example, has claimed that information
technology, media, and cybernetics have yielded a transition from an era of industrial
production to an era of simulation, inwhichmodels, signs, and codesmediate access to
reality and define reality to the extent that it is no longer possible tomake any sensible
distinction between simulations and reality, so that the distinction between reality and
simulation has effectively collapsed. Similarly, Borgmann (1999) has argued that
virtual reality and cyberspace have led many people to confuse them for alternative
realities that have the same actuality of the real world, thus leading to a collapse of the
distinction between representation and reality, whereas according to him VR and
cyberspace are merely forms of information and should be treated as such.

Zhai (1998), finally, has argued that there is no principled distinction between
actual reality and virtual reality and that with further technological improvements in
VR, including the addition of functional teleoperation, virtual reality could be made
totally equivalent to actual reality in its functionality for human life. Effectively, Zhai
is arguing that any real-world entity can be ontologically reproduced in VR, given the
right technology, and that virtual environments are becoming ontologically more like
real environments as technology progresses.

Are these authors right that, in practice if not also conceptually, the distinction
between virtuality and reality, and between simulation and reality, is disappearing?
First, it is probably true that there is increasingly less differencebetween thevirtual and
the real. This is because, as has already been argued,many things are virtual and real at
the same time.Moreover, the number of things that are both virtual and real seems tobe
increasing. This is because as the possibilities of computers and computer networks
increase, more and more physical and institutional entities are reproduced in virtual
form. There is a flight to the digital realm, in which many believe it is easier and more
fun to buy and sell, listen tomusic or look at art, or do your banking. For many people,
therefore, an increasingly large part of their real lives is also virtual, and an
increasingly large part of the virtual is also real.

Even if virtuality and reality are not opposite concepts, simulation and reality, and
representation and reality, certainly are. Are these two distinctions disappearing as
well? Suggesting that they at least becomemore problematic is the fact that more and
more of our knowledge of the real world is mediated by representations and simula-
tions, whether they are models in science, raw footage and enactments in broadcast
news, or stories and figures in newspapers or on the Internet. Often, it is not possible, in
practice or in principle, to verify the truth or accuracy of these representations through
direct inspection of the corresponding state of affairs. Therefore, onemight argue that
these representations become reality for us, for they are all the reality we know.

In addition, the distinction between recordings and simulations is becoming more
difficult to make. Computer technology has made it easy to manipulate photos, video
footage, and sound recordings, and to generate realistic imagery. Therefore it is
nowadays often unclear whether photographic images or video footage on the Internet

VIRTUALITY AND REALITY 367



or in the mass media are authentic or fabricated or enacted. The trend in mass media
toward “edutainment” and the enactment and staging of news events has further
problematized the distinction.

Yet, all this does not prove that the distinction between simulation/representation
and reality has collapsed. People do not get all of their information from media
representations. They alsomove around and observe theworld for themselves. People
still question and critically investigate whether representations are authentic or
correspond to reality. People hence still maintain an ontological distinction, even
though it has become more difficult epistemologically to discern whether things and
events are real or simulated. Zhai�s suggestion that the distinction could be completely
erased through further perfection of virtual reality technology is unlikely to hold
because it is unlikely that virtual reality could ever fully emulate actual reality in its
functionality for human life. Virtual reality environments cannot, after all, sustain real
biological processes, and therefore they can never substitute for the complete physical
world.

15.3.3 Evaluating the Virtual as a Substitute for the Real

Next to the ontological and epistemological questions regarding distinction between
the virtual and the real and how we can know this distinction, there is the normative
question of howwe should evaluate virtuality as a substitute for reality. First of all, are
virtual things better or worse, more or less valuable, than their physical counterparts?
Some authors have argued that they are in some ways better: they tend to be more
beautiful, shiny, and clean, and more controllable, predictable, and timeless. They
attain, as Heim (1994) has argued, a supervivid hyper-reality, like the ideal forms of
Platonism, more perfect and permanent than the everyday physical world, answering
to our desire to transcend our mortal bodies and reach a state of permanence and
perfection. Virtual reality, it may seem, can help us live lives that are more perfect,
more stimulating, and more in accordance with our fantasies and dreams.

Critics of virtuality have argued that the shiny, polished objects of VR are mere
surrogates: simplified and inferior substitutes for reality that lack authenticity.
Borgmann (1999), for example, has argued that virtuality is an inadequate substitute
for reality, because of its fundamental ambiguity and fragility, and lacks the engage-
ment and splendor of reality. He also argues that virtuality threatens to alter our
perspective on reality, causing us to see it as yet another sign or simulation. Dreyfus
(2001) has argued that presence in VR and cyberspace gives a disembodied and
therefore false experience of reality and that even immersive VR and telepresence
present one with impoverished experiences.

Another criticism of the virtual as a substitute for the real is that investments in
virtual environments tend to correlate with disinvestments in people and activities in
real life (Brey, 1998). Even if this were to be no loss to the person making the
disinvestments, it may well be a loss to others affected by it. If a person takes great
effort in caring for virtual characters, he or she may have less time left to give similar
care and emotional attention to actual persons and animals, ormay be less interested in
giving it. In thisway, investments inVRcould lead to aneglect of real life and therefore
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a more solitary society. On the contrary, virtual environments can also be used to vent
aggression, harming only virtual characters and property and possibly preventing
similar actions in real life.

15.4 REPRESENTATION AND SIMULATION: ETHICAL ISSUES

VR and computer simulations are representational media: they represent real or
fictional objects and events. They do so bymeans of different types of representations:
pictorial images, sounds, words, and symbols. In this section, ethical aspects of such
representations will be investigated. It will be investigated whether representations
are morally neutral and whether their manufacture and use in VR and computer
simulations involves ethical choices.

15.4.1 Misrepresentations, Biased Representations,
and Indecent Representations

I will argue that representations in VR or computer simulations can become morally
problematic for any of three reasons. First, they may cause harm by failing to uphold
standards of accuracy. That is, they may misrepresent reality. Such representations
will be called misrepresentations. Second, they may fail to uphold standards of
fairness, thereby unfairly disadvantaging certain individuals or groups. Such repre-
sentations will be called biased representations. Third, they may violate standards of
decency and publicmorality. I will call such representations indecent representations.

Misrepresentation in VR and computer simulation occurs when it is part of the aim
of a simulation to realistically depict aspects of the real world, yet the simulation fails
to accurately depict these features (Brey, 1999). Many simulations aim to faithfully
depict existing structures, persons, states of affairs, processes, or events. For example,
VRapplications havebeen developed that simulate in great detail thevisual features of
existing buildings such as the Louvre or the Taj Mahal or the behavior of existing
automobiles or airplanes. Other simulations do not aim to represent particular existing
structures, but nevertheless aim to be realistic in their portrayal of people, things, and
events. For example, a VR simulation of military combat will often be intended to
contain realistic portrayals of people, weaponry, and landscapes without intending to
represent particular individuals or a particular landscape.

Whensimulationsaimtoberealistic, theyaresubjecttocertainstandardsofaccuracy.
These are standards that define the degree of freedom that exists in the depiction of a
phenomenonand that specifywhatkindsoffeaturesmustbe included inarepresentation
for it to be accurate, what level of detail is required, and what kinds of idealizations
are permitted. Standards of accuracy are fixed in part by the aim of a simulation. For
example, a simulation of surgery room procedures should be highly accurate if it is
used for medical training, should be somewhat accurate when sold as edutainment,
and need not be accurate at all when part of a casual game. Standards of accuracy can
also be fixed by promises or claims made by manufacturers. For example, if a
gamepromises that surgery roomprocedures in it are completely realistic, the standards
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of accuracy for the simulation of these procedures will be high. People may also
disagree about the standards of accuracy that are appropriate for a particular simulation.
For example, a VR simulation of military combat that does not represent killings in
graphic detail may be discounted as inaccurate andmisleading by antiwar activists, but
may be judged to be sufficiently realistic for the military for training purposes.

Misrepresentationsof reality inVRandcomputersimulationsaremorallyproblematic
to the extent that they can result in harm. The greater these harms are, and the greater the
chancethat theyoccur, thegreaterthemoral responsibilityofdesignersandmanufacturers
to ensure accuracy of representations. Obviously, inaccuracies in VR simulations of
surgicalproceduresformedical trainingorcomputer simulationsto test thebearingpower
of bridges can lead to grave consequences. A misrepresentation of the workings of an
engine in educational software causes a lesser or less straightforward harm: it causes
students to have false beliefs, some of which could cause harms at a later point in time.

Biased representations constitute a second category of morally problematic
representations in VR modeling and computer simulation (Brey, 1999). A biased
representation is a representation that unfairly disadvantages certain individuals or
groups or that unjustifiably promotes certain values or interests over others. A
representation can be biased in the way it idealizes or selectively represents phenom-
ena. For example, a simulation of global warming may be accurate overall but
unjustifiably ignore the contribution to global warming made by certain types of
industries or countries. Representations can also be biased by stereotyping people,
things, and events. For example, a computer game may contain racial or gender
stereotypes in its depiction of people and their behaviors. Representations can
moreover bebiasedbycontaining implicit assumptions about theuser, as ina computer
game that plays out male heterosexual fantasies, thereby assuming that players will
generally be male and heterosexual. They can also be biased by representing
affordances and interactive properties in objects that make them supportive of certain
values and uses but not of others. For example, a gun in a gamemay be programmed so
that it can be used to kill enemies but not to knock them unconscious.

Indecent representations constitute a third and final category of morally problem-
atic representations. Indecent representations are representations that are considered
shocking or offensive or that are held to break established rules of good behavior or
morality and that are somehow shocking to the senses or moral sensibilities.

Decency standards vary widely across different individuals and cultures, however,
and what is shocking or immoral to some will not be so to others. Some will find any
depiction of nudity, violence, or physical deformities indecent, whereas otherswill find
any such depiction acceptable. The depiction of particular acts, persons, or objects may
be considered blasphemous in certain religions but not outside these religions. For this
reason, the notionof an indecent representation is a relative notion, barring the existence
ofuniversally indecentactsorobjects, and therewill usuallybedisagreementaboutwhat
representations count as indecent. In addition, the context in which a representation
takes place may also influence whether it is considered decent. For example, the
representation of open heart surgery, with some patients surviving the procedure but
others dying on the operation table, may be inoffensive in the context of a medical
simulator but offensive in the context of a game that makes light of such a procedure.
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15.4.2 Virtual Child Pornography

Pornographic images andmovies are considered indecent bymany, but there is a fairly
large consensus that people have a right to produce pornography and use it in
private. Such a consensus does not consist for certain extreme forms of pornography,
including childpornography.Childpornography is consideredwrongbecause it harms
the children that are used to produce it. But what about virtual child pornography?
Virtual child pornography is the digital creation of images or animated pictures that
depict children engaging in sexual activities or that depict them in a sexual way.
Nowadays, such images and movies can be made to be highly realistic. No real
children are abused in this process, and therefore the major reason for outlawing child
pornography does not apply to it. Does this mean that virtual child porn is morally
permissible and that its production and consumption should be legal?

The permissibility of virtual child porn has been defended on the argument that no
actual harm isdone to childrenand that people havea right to free speechbywhich they
should be permitted to produce and ownvirtual child pornography, even if others find
such images offensive. Indeed, the U.S. Supreme Court struck down a congressional
ban onvirtual child porn in 2002with the argument that this ban constituted too great a
restriction on free speech. The court also claimed that no proof had been given of a
connection between computer-generated child pornography and the exploitation of
actual children.An additional argument that is sometimes used in favor of virtual child
porn is that its availability to pedophiles may actually decrease the chances that they
will harm children.

Opponents of virtual child porn have sometimes responded with deontological
arguments, claiming that it is degrading to children and undermines human dignity.
Such arguments cut little ice, however, in a legal arena that is focused on individual
rights and harms. Since virtual child porn does not seem to violate individual rights,
opponents have tried out various arguments to the effect that it does cause harm. One
existing argument is that virtual child porn causes indirect harm to children because it
encourages child abuse. This argument goes opposite the previously stated argument
that virtual child porn should be condonedbecause itmakes child abuse less likely. The
problem is that it is very difficult to conduct studies that provide solid empirical
evidence for either position. Another argument is that failing to criminalize virtual
child porn will harm children because it makes it difficult to enforce laws that prohibit
actual child pornography. This argument has been used often by law enforcers to
criminalize virtual child porn. As Levy (2002) has argued, this argument is, however,
not plausible, among other reasons because experts are usually able to make the
distinction between virtual and actual pictures.

Levy�s own argument against virtual child porn is not that it will indirectly harm
children, but that it may ultimately harm women by eroticizing inequality in sexual
relationships. He admits, however, that he lacks the empirical evidence to back up this
claim. Sandin (2004) has presented an argument with better empirical support, which
is that virtual child porn should be outlawed because it causes significant harm to a
greatmanypeoplewho are revulsed by it. The problemwith this argument, however, is
that it gives toomuchweight to harm caused by offense. If actions should be outlawed
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whenever they offend a large group of people, then individual rights would be
drastically curtailed, and many things, ranging from homosexual behavior to interra-
cial marriage, would still be illegal. It can be concluded that virtual child pornography
will remain a morally controversial issue for some time to come, as no decisive
arguments for or against it have been provided so far.

15.4.3 Depiction of Real Persons

Virtual environments and computer simulations increasingly include characters that
are modeled after the likeness of real persons, whether living or deceased. Also, films
and photographs increasingly include manipulated or computer-generated images of
real persons who are placed in fictional scenes or are made to perform behaviors that
they have not performed in real life. Such appropriations of likenesses are often made
without the person�s consent. Is such consent morally required, or should the
depictions of real persons be seen as an expression of artistic freedom or free speech?

Against arguments for free speech, three legal and moral arguments have tradi-
tionally been given for restrictions on the use of someone�s likeness (Tabach-Bank,
2004). First, the right to privacy has been appealed to. It has been argued that the right
toprivacy includes a right to livea life free fromunwarrantedpublicity (Prosser, 1960).
The public use of someone�s likeness, in a particular manner or context, can violate
someone�s privacyby intrudinguponhis seclusionor solitudeor intohis private affairs,
by working to publicly disclose embarrassing private facts about him, or to place him
in a false light in the public eye.A second argument for restricting the use of someone�s
likeness is that it can be used for defamation. Depicting someone in a certain way, for
example, as being involved in immoral behavior or in a ridiculous situation, can
defame him by harming his public reputation.

In somecountries, like theU.S., there is also a separate recognized right of publicity.
The right to publicity is an individual�s right to control and profit from the commercial
use of his name, likeness, and persona. The right to publicity has emerged as a
protection of the commercial value of the identity of public personalities, or celebri-
ties, who frequently use their identity to sell or endorse products or services. It is often
agreed that celebrities have less of an expectation of privacy because they are public
personalities, but have a greater expectation of a right to publicity. In the use of the
likenesses of real persons in virtual environments or doctored digital images, rights to
free speech, freedom of the press, and freedom of artistic expression will therefore
have to be balanced against the right to privacy, the right of publicity, and the right to
protection from defamation.

15.5 BEHAVIOR IN VIRTUAL ENVIRONMENTS: ETHICAL ISSUES

The preceding section focused on ethical issues in design and embedded values in
VR and computer simulations. This section focuses on ethical issues in the use of VR
and interactive computer simulations. Specifically, the focuswill be on the question of
whether actions within the worlds generated by these technologies can be unethical.
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This issue will be analyzed for both single-user and multiuser systems. Before it is
takenup, Iwill first consider howactions invirtual environments takeplace andwhat is
the relation between users and the characters as that they appear in virtual
environments.

15.5.1 Avatars, Agency, and Identity

In virtual environments, users assume control over a graphically realized character
called an avatar. Avatars can be built after the likeness of the user, but more often they
are generic persons or fantasy characters. Avatars can be controlled from a first-person
perspective, in which the user sees theworld through the avatar�s eyes, or from a third-
person perspective. In multiuser virtual environments, there will be multiple avatars
corresponding to different users. Virtual environments also frequently contain bots,
which are programmed or scripted characters that behave autonomously and are
controlled by no one.

The identity that users assume in a virtual environment is a combination of the
features of the avatar they choose, the behaviors that they choose to displaywith it, and
the way others respond to the avatar and its behaviors. Avatars can function as a
manifestation of the user, who behaves and acts like himself, and to whom others
respond as if it is the user himself, or as a character that has no direct relation to the user
and that merely plays out a role. The actions performed by avatars can therefore range
from authentic expressions of the personality and identity of the user to experimenta-
tion with identities that are the opposite of who the user normally is, whether in
appearance, character, status, or other personal characteristics.

Whether or not the actionsof an avatar correspondwithhowauserwould respond in
real life, there is no question that the user is causally and morally responsible for
actions performed by his or her avatar. This is because users normally have full control
over the behavior of their avatars through one or more input devices. There are
occasional exceptions to this rule, because avatars are sometimes taken over by the
computer and then behave as bots. The responsibility for the behavior of bots could be
assigned to either their programmer or towhomever introduced them into a particular
environment, or even to the programmer of the environment for not disallowing
harmful actions by bots (Ford, 2001).

15.5.2 Behavior in Single-User VR

Single-user VR offers much fewer possibilities for unethical behavior than multiuser
VR because there are no other human beings that could be directly affected by the
behavior of a user. The question is whether there are any behaviors in single-user VR
that could qualify as unethical. In Brey (1999), I considered the possibility that certain
actions that are unethical when performed in real life could also be unethical when
performed in single-user VR. My focus was particularly on violent and degrading
behavior toward virtual human characters, such as murder, torture, and rape. I
considered two arguments for this position, the argument from moral development
and the argument from psychological harm.
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According to the argument from moral development, it is wrong to treat virtual
humans cruelly because doing so will make it more likely that we will treat real
humans cruelly. The reason for this is that the emotions appealed to in the treatment of
virtual humans are the same emotions that are appealed to in the treatment of real
humans because these actions resemble each other so closely. This argument has
recently gained empirical support (Slater et al., 2006). The argument from psycho-
logical harm is that third parties may be harmed by the knowledge or observation that
people engage in violent, degrading, or offensive behavior in single-user VR and
that therefore this behavior is immoral. This argument is similar to the argument
attributed to Sandin in my earlier discussion of indecent representations. I claimed in
Brey (1999) that although harm may be caused by particular actions in single-user
VR because people may be offended by them, it does not necessarily follow that the
actions are immoral, but only that they cause indirect harm to some people. One
would have to balance such harms against any benefits, such as pleasurable experi-
ences to the user.

McCormick (2001) has offered yet another argument according to which violent
anddegradingbehavior in single-userVRcanbe construedas unethical.Heargues that
repeated engagement in such behavior erodes one�s character and reinforces
“virtueless” habits. He follows Aristotelian virtue ethics in arguing that this is bad
because it makes it difficult for us to lead fulfilling lives, because as Aristotle has
argued, a fulfilling life can only be lived by those who are of virtuous character. More
generally, the argument canbemade that the excessiveuse of single-userVRkeepsone
from leading agood life, even if one�s actions in it arevirtuous, because one invests into
fictional worlds and fictional experiences that seem to fulfill one�s desires but do not
actually do so (Brey, 2007).

15.5.3 Behavior in Multiuser VR

Many unethical behaviors between persons in the real world can also occur in
multiuser virtual environments. As discussed earlier in the section on reality and
virtuality, there are two classes of real-world phenomena that can also exist in virtual
form: institutional entities that derive their status from collective agreements, like
money, marriage, and conversations, and certain physical and formal entities, like
images and musical pieces, which computers are capable of physically realizing.
Consequently, unethical behaviors involving such entities can also occur in VR, and it
is possible for there to be real thefts, insults, deceptions, invasions of privacy, breaches
of contract, or damage to property in virtual environments.

Immoral behaviors that cannot really happen in virtual environments are those that
are necessarily defined over physically realized entities. For example, there can be real
insult in virtual environments, but not real murders, because real murders are defined
over persons in the physicalworld, and themediumofVRdoes not equipuserswith the
power to kill persons in the physicalworld. Itmay, of course, be possible to kill avatars
in VR, but these are, of course, not killings of real persons. It may also be possible to
plan a real murder in VR, for example by using VR to meet up with a hit man, but this
cannot then be followed up by the execution of a real murder in VR.
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Even though virtual environments can be the site of real events with real con-
sequences, they are often recognized as fictional worlds in which characters merely
play out roles. In such cases, even an insult may not be a real insult, in the sense of an
insult made by a real person to another real person, because it may only have the status
of an insult between twovirtual characters. The insult is then only real in the context of
the virtual world, but is not real in the real world. Ambiguities arise, however, because
it will not always be clear when actions and events in virtual environments should be
seen as fictional or real (Turkle, 1995). Users may assign different statuses to objects
and events, and some usersmay identify closelywith their avatar, so that anything that
happens to their avatar also happens to them, whereas othersmay see their avatar as an
object detached from themselves with which they do not identify closely. For this
reason, some users may feel insulted when their avatar is insulted, whereas others will
not feel insulted at all.

This ambiguity in the status ofmany actions and events invirtualworlds can lead to
moral confusion as to when an act that takes place in VR is genuinely unethical and
when it merely resembles a certain unethical act. The most famous case of this is the
case of the “rape in cyberspace” reported by Dibbell (1993). Dibbell reported an
instance of a “cyberrape” in LambdaMOO, a text-only virtual environment in which
users interact with user-programmable avatars. One user used a subprogram that took
control of avatars and made them perform sex acts on each other. Users felt their
characters were raped, and some felt that they themselves were indirectly raped or
violated as well. But is it ever possible for someone to be sexually assaulted through a
sexual assault on her avatar, or does sexual assault require a direct violation of
someone�s body?Similar ambiguities exist formanyother immoral practices invirtual
environments, like adultery and theft. If it would constitute adulterywhen two persons
were to have sex with each other, does it also constitute adultery when their avatars
have sex?When a user steals virtual money or property from other users, should he be
considered a thief in real life?

15.5.4 Virtual Property and Virtual Economies

For any object or structure found in a virtual world, one may ask the question: who
owns it? This question is already ambiguous, however, because there may be both
virtual and real-life owners of virtual entities. For example, ausermaybeconsidered to
be the owner of an island in a virtual world by fellow users, but the whole world,
including the island, may be owned by the company that has created it and permits
users to act out roles in it.Usersmay alsobecomecreators of virtual objects, structures,
and scripted events, and some put hundreds of hours of work into their creations. May
they therefore also assert intellectual property rights to their creations? Or can the
company that owns the world in which the objects are found and the software with
which they were created assert ownership? What kind of framework of rights and
duties should be applied to virtual property (Burk, 2005)?

The question of property rights in virtual worlds is further complicated by the
emergence of so-called virtual economies. Virtual economies are economies that exist
within the context of a persistent multiuser virtual world. Such economies have
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emerged in virtual worlds like Second Life and The Sims Online, and in massively
multiplayer online role-playing games (MMORPGs) likeEntropiaUniverse,World of
Warcraft, Everquest, and EVE Online. Many of these worlds have millions of users.
Economies can emerge invirtual worlds if there are scarce goods and services in them
for which users are willing to spend time, effort, or money, if users can also develop
specialized skills to produce such goods and services, if users are able to assert
property rights on goods and resources, and if they can transfer goods and services
between them.

Some economies in these worlds are primitive barter economies, whereas other
make use of recognized currencies. SecondLife, for example,makes use of theLinden
Dollar (L$) and Entropia Universe has the Project Entropia Dollar (PED), both of
which have an exchange rate against real U.S. dollars. Users of theseworlds can hence
choose to acquire such virtual money by doing work in the virtual world (e.g., by
selling services or opening a virtual shop) or by making money in the real world and
exchanging it for virtual money. Virtual objects are now frequently traded for real
money outside the virtualworlds that contain them, on online trading and auction sites
like eBay. Someworlds also allow for the trade of land. InDecember 2006, the average
price of a square meter of land in Second Lifewas L$ 9.68 or U.S. $0.014 (up from L$
6.67 in November), and over 36,000,000 square meters were sold.1 Users have been
known to pay thousands of dollars for cherished virtual objects, and over $100,000 for
real estate.

The emergence of virtual economies in virtual environments raises the stakes for
their users, and increases the likelihood that moral controversies ensue. People will
naturally bemore likely to act immorally ifmoney is to bemade or if valuable property
is to be had. In one incident that took place in China, a man lent a precious sword to
anotherman in the online gameLegendofMir 3, who then sold it to a third party.When
the lender found out about this, he visited the borrower at his home and killed him.2

Cases have also been reported of Chinese sweatshop laborers whowork day and night
in conditions of practical slavery to collect resources in games likeWorld of Warcraft
and Lineage, which are then sold for real money.

There have also been reported cases of virtual prostitution, for instance on Second
Life, where users are paid to (use their avatar to) perform sex acts or to serve as escorts.
There have also been controversies over property rights. On Second Life, for example,
controversy ensued when someone introduced a program called CopyBot that could
copy any item in the world. This program wreaked havoc on the economy, under-
mining the livelihood of thousands of business owners in Second Life, and was
eventually banned after mass protests.3 Clearly, then, the emergence of virtual
economies and serious investments in virtual property generates many new ethical

1Source: https://secondlife.com/whatis/economy_stats.php. Accessed 1/3/2007.
2Online gamer killed for selling cyber sword. ABC NewsOnline, March 30, 2005. http://www.abc.net.au/
news/newsitems/200503/s1334618.htm
3Linden bans CopyBot following resident protests. Reuters News, Wednesday November 15, 2006. http://
secondlife.reuters.com/stories/2006/11/15/linden-bans-copybot-following-resident-protests/
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issues in virtual worlds. The more time, money, and social capital people invest in
virtual worlds, the more such ethical issues will come to the front.

15.6 THE ETHICS OF COMPUTER GAMES

Contemporary computer and video games often play out in virtual environments or
include computer simulations, as defined earlier. Computer games are nowadaysmass
media.A recent study shows that the averageAmerican8- to18-year old spends almost
6 h per week playing computer games, and that 83% have access to a video game
console at home (Rideout et al., 2005). Adults are also players,with four in ten playing
computer games on a regular basis.4 In 2005, the revenue in the U.S. generated by the
computer andgame industrywasoverU.S. $7billion, far surpassing the film industry�s
annual box office results.5 Computer games have had a vast impact on youth culture,
but also significantly influence the lives of adults. For these reasons alone, an
evaluation of their social and ethical aspects is needed.

Some important issues bearing on the ethics of computer games have already been
discussed in previous sections, and therefore will be covered less extensively here.
These include, among others, ethical issues regarding biased and indecent representa-
tions; issues of responsibility and identity in the relation between avatars, users, and
bots; the ethics of behavior invirtual environments; andmoral issues regarding virtual
property and virtual economies. These issues and the conclusions reached regarding
them all fully apply to computer games. The focus in this section will be on three
important ethical questions that apply to computer games specifically: Do computer
games contribute to individual well-being and the social good? What values should
govern the design and use of computer games? Do computer games contribute to
gender inequality?

15.6.1 The Goods and Ills of Computer Games

Are computergamesgenerally abenefit to society?Manyparents donot think so.They
worry about the extraordinary amount of time their children spend playing computer
games, and about the excessive violence that takes place in many games. They worry
about negative effects on family life, schoolwork, and the social and moral develop-
ment of their kids. In the media, there has been much negative reporting about
computer games. There have been stories about computer game addiction and about
players dying from exhaustion and starvation after playing video games for days on
end. There have also been stories about ultraviolent and otherwise controversial video
games, and the easewithwhich children can gain access to them.TheColumbineHigh
Schoolmassacre, in 1999, inwhich two teenage students went on a shooting rampage,

4Poll: 4 in 10 adults play electronic games. MSNBC.com, May 8, 2006. http://www.msnbc.msn.com/
id/12686020/
52006 Essential Facts about the Computer and Video Game Industry, Entertainment Software Association,
2006. http://www.theesa.com/archives/files/Essential%20Facts%202006.pdf
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was reported in the media to have been inspired by the video game Doom, and since
then, other mass shootings have also been claimed to have been inspired by video
games. Many have become doubtful, therefore, as to whether computer games are
indeed a benefit to society rather than a social ill.

The case against computer games tends to center on three perceived negative
consequences: addiction, aggression, and maladjustment. The perceived problem of
addiction is that many gamers get so caught up in playing that their health, work or
study, family life, and social relations suffer. How large this problem really is has not
yet been adequately documented (but see Chiu et al., 2004). There is clearly a
widespread problem, as there has been a worldwide emergence of clinics for video
addicts in recent years. Not all hard-core gamers will be genuine addicts in the
psychiatric sense, but many do engage in overconsumption, resulting in the neglect
described above. The partners of adults who engage in such overconsumption are
sometimes called gamerwidows, analogous to soccerwidows, denoting that theyhave
a relationship with a gamer who pays more attention to the game than to them.

Whereas there is no doubt that addiction to video games is a real social phenome-
non, there is somewhat less certainty that playing video games can be correlated with
increased aggression, as some have claimed. A large percentage of contemporary
video games involve violence. The preponderance of the evidence seems to indicate
that the playing of such violent video games can be correlated with increases in
aggression, including increases in aggressive thoughts, aggressive feeling, aggressive
behaviors, a desensitization to real-life violence, and a decrease in helpful behaviors
(Bartholow, 2005; Carnagey et al., 2007). However, some studies have found no such
correlations, and present findings remain controversial. Whatever the precise relation
betweenviolent video games and aggression turns out to be, it is clear now that there is
a huge difference between theway that children are taught to behave toward others by
their parents and how they learn to behave in violent video games. This at least raises
the questionof how their understandingof and attitude toward violence and aggression
is influenced by violent video games.

A third hypothesized ill of video games is that they cause individuals to be socially
and cognitively slighted and maladjusted. This maladjustment is attributed in part to
the neglect of studies and social relations due to an overindulgence invideo games and
to increased aggression levels from playing violent games. But it is also held to be due
to the specific skills and understandings that users gain from video games. Children
whoplay videogames are exposed to conceptions of human relations and theworkings
of theworld that havebeen designed into thembygamedevelopers. These conceptions
havenot been designed to be realistic or pedagogical, and often rely on stereotypes and
simplistic modes of interaction and solutions to problems. It is therefore conceivable
that children develop ideas andbehavioral routineswhile playing computergames that
leave much to be desired.

The case in favor of computergames beginswith the observation that they are a new
andpowerfulmediumthatseems tobringuserspleasureandexcitement,and that seems
to allow for new forms of creative expression and new ways of acting out fantasies.
Moreover, although playing computer gamesmay contribute to social isolation, it can
also stimulate social interaction. Playing multiplayer games is a social activity that
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involves interactionswithotherplayers, and that can evenhelp solitary individuals find
new friends. Computer games may moreover induce social learning and train social
skills. This is especially true for role-playing games and games that involve verbal
interactions with other characters. Such games let players experiment with social
behavior in different social settings, and role-playing games can also make users
intimately familiar with the point of view and experiences of persons other than
themselves. Computer games have moreover been claimed to improve perceptual,
cognitive, and motor skills, for example by improving hand-eye coordination and
improving visual recognition skills (Green and Bavelier, 2003; Johnson, 2005).

15.6.2 Computer Games and Values

It has long been argued in computer ethics that computer systems and software are not
value-neutral but are instead value-laden (Brey, 2000; Nissenbaum, 1998). Computer
games are no exception. Computer gamesmay suggest, stimulate, promote, or reward
certain values while shunning or discouraging others. Computer games are value-
laden, first of all, in the way they represent the world. As discussed earlier, such
representationsmay contain avarietyof biases. Theymay, for example, promote racial
andgender stereotypes (Chan, 2005;Ray, 2003), and theymay contain implicit, biased
assumptions about the abilities, interests, or gender of the player. Simulation games
likeSimCitymay suggest all kinds of unproven causal relations, for example, between
poverty and crime, which may help shape attitudes and feed prejudices. Computer
games may also be value-laden in the interactions that they make possible. They, for
example, may be designed to make violent action the only solution to problems faced
by a player. Computer games can also be value-laden in the storylines they suggest for
players and in the feedback and rewards that are given. Some first-person shooters
award extra points, for example, for not killing innocent bystanders, whereas others
instead award extra points for killing as many as possible.

A popular game like The Sims can serve to illustrate how values are embedded in
games. TheSims is a game that simulates the everyday lives and social relationships of
ordinary persons. The goal of characters in the game is happiness, which is attained
through the satisfaction of needs like hunger, comfort, hygiene, and fun. These needs
can be satisfied through success in one�s career, and through consumption and social
interaction.AsSicart (2003)has argued,TheSims thuspresents an idealizedversionof
a progressive liberal consumer society inwhich the goal in life is happiness, gained by
being a good worker and consumer. The team-based first-person shooter America�s
Army presents another example. This game is offered as a free download by the U.S.
government, who uses it to stimulate U.S. Army recruitment. The game is designed to
give a positive impression of the U.S. Army. Players play as servicemen who obey
orders and work together to combat terrorists. The game claims to be highly realistic,
yet it has been criticized for not showing certain realistic aspects of military life, such
as collateral damage, harassment, and gore. It may hence prioritize certain values and
interests over others by presenting an idealized version of military life that serves the
interests of recruiters but not necessarily those of the recruit or of other categories of
people depicted in the game.
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The question is howmuch influential computer games actually have on the values
of players. The amount of psychological research done on this topic is still limited.
However, psychological research on the effect of other media, such as television, has
shown that it is very influential in affecting the value of media users, especially
children. Since many children are avid consumers of computer games, there are
reasons to be concerned about the values projected on them by such games. Children
are still involved in a process of social, moral, and cognitive development, and
computer games seem to have an increasing role in this developmental process.
Concern about thevalues embedded invideo games therefore seemswarranted.On the
contrary, computer games aregames, and therefore should allow for experimentation,
fantasy, and going beyond socially accepted boundaries. The question is how games
can support such social andmoral freedomwithout also supporting the development of
skewed values in younger players.

Players do not just develop values on the basis of the structure of the game itself,
they also develop them by interacting with other players. Players communicate
messages to each other about game rules and acceptable in-game behavior. They
can respond positively or negatively to certain behaviors, and may praise or berate
other players. In this way, social interactions in games may become part of the
socialization of individuals and influence their values and social beliefs. Someof these
values andnormsmay remain limited to thegame itself, for example, norms governing
the permissibility of cheating (Kimppa and Bissett, 2005). In some games, however,
like massively multiplayer online role-playing games (MMORPGs), socialization
processes are so complex as to resemble real life (Warner andRaiter, 2005), and values
learned in such games may be applied to real life as well.

15.6.3 Computer Games and Gender

Gamemagazines and game advertisements foster the impression that computergames
are a medium for boys and men. Most pictured gamers are male, and many recurring
elements in images, such as scantily clad, big-breastedwomen, big guns, and fast cars,
seem to be geared toward men. The impression that computer games are mainly a
medium for men is further supported by usage statistics. Research has consistently
shown that fewer girls andwomen play computer games than boys andmen, and those
that do spend less time playing than men. According to research performed by
Electronic Arts, a game developer, among teenagers only 40% of girls play computer
games, compared to 90% of boys. Moreover, when they reach high school, most girls
lose interest, whereas most boys keep playing.6 A study by the UK games trade body,
the Entertainment and Leisure Publishers Association, found that in Europe women
gamers make up only a quarter of the gaming population.7

6Games industry is “failing women.” BBC News, August 21, 2006. http://news.bbc.co.uk/2/hi/technology/
5271852.stm
7Chicks and Joysticks. An Exploration ofWomen andGaming.ELSPAWhite Paper, September 2004. www.
elspa.com/assets/files/c/chicksandjoysticksanexplorationofwomenandgaming_176.pdf
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The question of whether there is a gender bias in computer games is morally
significant because it is a question about gender equality. If it is the case that computer
games tend to be designed and marketed for men, then women are at an unfair
disadvantage, as they consequently have less opportunity to enjoy computer games
and their possible benefits. Among such benefits may be greater computer literacy, an
important quality in today�s marketplace. But is the gender gap between usage of
computer games really the result of gender bias in the gaming industry, or could it be
the case thatwomenare simply less interested in computergames thanmen, regardless
of how games are designed and marketed?

Most analysts hold that the gaming industry is largely to blame. They point to the
fact that almost all game developers are male, and that there have been few efforts to
develop games suitable for women. To appeal to women, it has been suggested,
computer games should be less aggressive, becausewomen have been socialized to be
nonaggressive (Norris, 2004). It has also been suggested that women have a greater
interest in multiplayer games, games with complex characters, games that contain
puzzles, and games that are about human relationships. Games should also avoid
assumptions that the player ismale and avoid stereotypical representations of women.
Fewexistinggames contain good rolemodels forwomen.Studies have found thatmost
female characters in games have unrealistic body images and display stereotypical
female behaviors, and that a disproportionate number of them are prostitutes and
strippers.8

15.7 VIRTUAL REALITY, SIMULATION, AND PROFESSIONAL ETHICS

In discussing issues of professional responsibility in relation to virtual reality systems
and computer simulations, a distinction can be made between the responsibility of
developers of such systems and that of professional users. Professional users can be
claimed to have a responsibility to acquaint themselves with the technology and its
potential consequences and to use it in a way that is consistent with the ethics of their
profession. The responsibility of developers includes giving consideration to ethical
aspects in the design process and engaging in adequate communication about the
technology and its effects to potential users.

In the development of computer simulations, the accuracy of the simulation and its
reliability as a foundation for decision-making in the real world are of paramount
importance. The major responsibility of simulation professionals is therefore to
avoidmisrepresentationswheretheycanandtoadequatelycommunicate thelimitations
of simulations to users (McLeod, 1983). These responsibilities are, indeed, a central
ingredient in a recent code of ethics for simulationists adopted by a large number of
professional organizations for simulationists (€Oren et al., 2002). The responsibility for
accuracy entails the responsibility to take proper precautions to ensure that modeling
mistakes do not occur, especially when the stakes are high, and to inform users if

8Fair Play: Violence, Gender and Race in Video Games. Children Now, December 2001. 36 pp. http://
publications.childrennow.org/
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inaccuracies do or may occur. It also entails the responsibility not to participate in
intentional deception of users (e.g., embellishment, dramatization, or censorship).

In Brey (1999), I have argued that designers of simulations and virtual environ-
ments also have a responsibility to incorporate proper values into their creations. It has
been argued earlier that representations and interfaces are not value-free but may
contain values and biases. Designers have a responsibility to reflect on the values and
biases contained in their creations and to ensure that they do not violate important
ethical principles. The responsibility to do this follows from the ethical codes that are
in use in different branches of engineering and computer science, especially the
principle that professional expertise should be used for the enhancement of human
welfare. If technology is to promote human welfare, it should not contain biases and
should regard the values and interests of stakeholders or society at large. Taking into
account such values and avoiding biases in design cannot be done without a proper
methodology. Fortunately, a detailed proposal for such a methodology has recently
beenmade byBatya Friedman and her associates, and has been termed value-sensitive
design (Friedman et al., (2006)).

Special responsibilities apply to different areas of applications for VR and
computer simulations. The use of virtual reality in therapy and psychotherapy, for
example, requires special consideration to principles of informed consent and the
ethics of experimentation with human subjects (Wiederhold and Wiederhold, 2004).
The computer andvideogame industry canbe argued tohavea special responsibility to
consider the social and cultural impact of their products, given that they are used by a
mass audience that includes children. Arguably, game developers should consider the
messages that their products send to users, especially children, and should work to
ensure that they develop and market content that is age appropriate and that is more
inclusive of both genders.

Virtual reality and computer simulationwill continue to present new challenges for
ethics because newandmore advanced applications are still being developed and their
use ismore andmorewidespread.Moreover, as has been argued, virtual environments
canmimicmanyof the properties of real life and, therefore, containmanyof the ethical
dilemmas found in real life. It is for this reason that they will continue to present
new ethical challenges not only for professional developers and users but also for
society at large.
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CHAPTER 16

Genetic Information: Epistemological
and Ethical Issues1

ANTONIO MARTURANO

16.1 INTRODUCTION

Genetics has utilized many concepts from informatics. These concepts are used in
genetics at two different, albeit related levels. At the most basic level, genetics has
taken the very notion of information, central to the field of informatics, to explain the
mechanisms of life. An example is the famous “Central Dogma of Genetics,” which
Crick (1958) describes as follows:

The transfer of information from nucleic acid to nucleic acid or from nucleic acid to
proteinsmay be possible . . . but transfer fromprotein to protein or fromprotein to nucleic
acid is impossible. Informationmeans here the precise determination of sequence, either
of bases in the nucleic acid and or of amino acid residues in the protein.

At a higher level, molecular biologists claim that cells and molecules are
machinery similar to computers; this cell-machinery actually contains devices
useful to build up unique biological beings starting from the information stored in a
DNA.

Different authors (i.e., Griffiths, 2001; Lewontin, 1992; Mahner and Bunge, 1997;
Marturano, 2003, and others) have questioned the application of informational
concepts in genetics. Some authors have claimed that such concepts were very useful

1The present essay is a development of my research presented to the XV Internordic Philosophical
Symposium, Helsinki,May 13–15, 2004, and the 8thAnnual Ethics&TechnologyConference, Saint Louis
University, 24–25 June 2005. I am indebted to the remarks that my colleagues made during these two
meetings. I thank Ken for his insightful comments.

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.
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to establish the new science of molecular biology (and bioinformatics) around
common basic concepts; but later on the same concepts were manipulated with an
ideological sense for business and political purposes (Lewontin, 1992). Nonetheless,
“the idea that �biology is an information technology� is . . .widely accepted . . . partly
because of the central role of information in the contemporary scientific world-view”
(Griffiths, 2001; see also Fox Keller, 1995).

In this essay, I will first analyze some basic information-related concepts of
molecular biology and then elucidate the possible ethical consequences of their
misuse. It is indeed very important to understanding the way the information-related
concepts of molecular biology are interpreted (we will see they use “information”
sometimes in ametaphorical sense and sometimes in a literal sense, and often theway
in which biologists use this concept is very ambiguous; see Griffiths, 2001) to figure
out the reason why their possible incorrect application, and consequent rhetorical use
by some geneticists (notably, Nobel Laureate Walter Gilbert), might lead to ethical
failures.

16.2 INFORMATION THEORY AND THE NOTION OF GENETIC
INFORMATION

16.2.1 The Concept of Information

Historically, since its first formulation by Shannon (1947), information theory has
been subject to further refinements. The central paradigm of Shannon�s classical
information theory was the technical problem of the transmission of information (that
is a sequence of signs) over a noisy channelwithout any reference towhat is expressed
by that sequence. Therefore, Shannon�s theory of information was exclusively a
physical-mathematical theory of signs (see also Bar-Hillel, 1955). In other words,
mathematical information theory studies only the quantity of information in a physical
system. The quantity of information in a system can be understood roughly as the
amount of order in that system, or the inverse of the entropy (disorder) that all closed
physical systems accumulate over time. This measure says nothing about the content
of information. Shannon�s theory is now labeled as the syntactical theory of informa-
tion (Brehmer and Cohnitz, 2004). In genetics, Shannon�s theory stemmed out of the
causal theory of information (Griffiths, 2001).

Successively, Shannon�s theory of information was developed by Bar-Hillel and
Carnap (Bar-Hillel, 1955; Brehmer and Cohnitz, 2004), which focused on the
meanings attached to signs. According to Rossi (1978, pp. 152 and following), the
information theory becomes synonymous with a theory of knowledge, and it includes
two different aspects of the word “information”; that is, “data organization” and
“command” (or behavioral modification). However, it is very important to underline
that semantical information theory presupposes the syntactical one. Following
this stream, recently, information was seen as “true propositional content,” as only
a true propositional content can “resolve uncertainty in the objective sense of
�uncertainty�” (Himma, 2005)Q1 . In genetics, semantical theories of information are
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related to the so-called teleosemantic theories, according to which a sign represents
whatever evolution designed it to represent (Griffiths, 2001).

In the subsequent section we will discuss in more depth the idea of genetic
information following these conceptual distinctions.

16.2.2 The Notion of Genetic Information

We have learned in the previous paragraph one way in which genetics has utilized the
notionof information. InCrick�s quote above, indeed, genetic informationwasdefined
as “the precise determination of sequence, either of bases in the nucleic acid and or of
aminoacid residues in theprotein” (Crick, 1958). It seems tome,Crick is relyingon the
classical mathematical notion of information as proposed by Shannon and Weaver
(1948). Shannon and Weaver information theory holds that “an event carries infor-
mation about another event to the extent that it is causally related to it in a systematic
fashion. Information is thus said to be conveyed over a “channel” connecting the
“sender” [or signal] with the “receiver” when a change in the receiver is causally
related to a change in the “sender” (Gray, 2001, p. 190).2

The idea of “genetic information” (Fig. 16.1) is that genes containing an amount of
information (the so-called TACG amino acids sequence) and able to build a human
being up is today a seldom challenged triviality. This idea is fundamental to the so-
called “Central Dogma” of genetics. The “Central Dogma”, as originally formulated
by Crick, is a negative hypothesis, which states that information cannot flow
downward from protein to DNA. Its complement, the “Sequence Hypothesis,” is
often conflated with the “Central Dogma”. Under it, DNA is transcribed to RNA, and
RNA is translated into protein.More abstractly, information flows upward fromDNA
toRNA, toproteins, and, byextension, to thecell, and, finally, tomulticellular systems.
In the ensuingyears,many scientists havemerged the twohypotheses and refer to them
collectively as the “Central Dogma.” We will use the term in this latter collective,
conjunctive sense. So, this enlarged notion of “Central Dogma”, or—according to

2Sterelny and Griffiths (1999, p. 102) illustrate how the causal information concept could work in the
context of molecular biology: “The idea of information as systematic causal dependence can be used to
explain how genes convey developmental information. The genome is the signal and the rest of the
developmental matrix provides channel conditions under which the life cycle of the organism contains
(receives) information about the genome.”

FIGURE 16.1 The “Central Dogma” of genetics.

(Source: http://library.thinkquest.org/C0122429/intro/genetics.htm)
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Berlinski (1972) who uses the term in the sense of Kuhn—paradigm “encompasses an
account of the cell�s ability to store, express, replicate, and change information. These
are the fundamental features of life, no less; and a schema that says something
interesting about them all has at least a scope to commend it.”

Readers who are more expert will understand the characterization of the “Central
Dogma” as based on the so-called broadcasting theory of communication inwhichwe
have just only one information sender and multiple information recipients, and
information flows one way from a receiver to recipients.

However, the idea of genetic information, or better, of a code script into the cell is
ascribed to Schroedinger (1944); the code script would be “a sort of cellular
amanuensis, set to record the gross and microscopic features of the parental cell and
pass the information thus obtained to the cell�s descendant.”

Other authors reject the idea that the concept of information does apply to DNA
because it presupposes a genuine information system, which is composed of a coder, a
transmitter, a receiver, a decoder, and an information channel in between. No such
components are apparent in a chemical system (Apter and Wolpert, 1965). Even if
there were such a thing as information transmission between molecules, this trans-
missionwould be nearly noiseless3 (i.e., substantially nonrandom), so that the concept
of probability central to the physical-mathematical theory of information4 does not
apply to this kind of alleged information transfer (Mahner and Bunge, 1997).

16.3 A SEMANTIC OR A SYNTACTIC THEORY OF GENETIC
INFORMATION

Several authors have argued that molecular biology developed at the same time as
computer technology and information theory; these two parallel processes have
remained parallel. The biological notion of “information” has developed indepen-
dently from the one advance by Shannon (in computer science). The expression
“genetic information,” used for the first time in Watson and Crick (1953b)Q2 , has a
metaphorical connotation—aswe have seen before—without anyparticular reference
to the nature of “code.” As Crick explained later, for information they intended the
specification of the amino acids sequence in the proteins; in Crick�s mind such a
notion, so to speak, was an “instructive” one (see Fox Keller, 1995) rather than a
“selective” one as it is in Shannon�s theory.

3In Shannon and Weaver, “Noise” means anything that corrupts information as it moves along a
communication channel. More recently, it has been used to refer to the degradation of information, not
only during transmission, but also during storage, whether in magnetic memory or in molecules of DNA
(Johnson, 1987).
4AsWarrenWeaver summarizes in his famous article in Scientific American (1949, “Theword information
is in relation not so much with what you say as with what you could say. The mathematical theory of
communication dealswith the carriers of information, symbols and signals, notwith information itself. That
is, information is themeasure of your freedomof choicewhenyou select amessage” (p. 12). In short, there is
not a semantic dimension included in this notion of information theory.
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According to the historian Kay (2000, p. 328), “Up until around 1950 molecular
biologists. . .described genetic mechanismswithout ever using the term information.”
“Information” replaced earlier talk of biological “specificity.”5 Watson and Crick�s
second paper of 1953, which discussed the genetical implications of their recently
discovered (Watson and Crick, 1953a) double-helical structure of DNA, used both
“code” and “information”: “. . .it therefore seems likely that the precise sequence of
the bases is the code which carries the genetical information. . .” (Watson and Crick,
1953b, p. 244, emphasis added). In other words, specificity and information had
become synonymous terms in biological literature; they were based on the concept of
uniqueness of the sequence as a condition for an organism�s self-replication at the
molecular level.

Corbellini (1998) believes that this model overcomes some applicative limits of
Shannon�s original model, with respect to the importance of the meaning attached to
transmitted information. The importance of a semantical understanding of the
biological notion of information, Corbellini claims, was underlined by Hutten
(1973) who saw in such a notion of specificity an adequate formal definition to
explain the transmission of genetic information from nucleic acid to proteins, which
has encapsulated the meaning of an order. In other words, although Shannon�s idea of
information shouldbeunderstoodasphysical-mathematical, inbiology the semantical
aspect of communicative interactions plays a more fundamental role. During the
1960s, despite these characterizations of the nature of information in terms of
specificity, a metaphorical notion of information become fully absorbed into the
vocabulary of molecular biology, whether in the context of the nucleic acids or in that
of proteins.

But it was not until 1977 that robust and generally applicable sequencing methods
were developed, and even then the modern bioinformatics techniques of gene
discovery was still years away. Although the development of information/processing
by computers proceeded contemporaneously with progress in research into biological
and biochemical information processing, the trajectories of these two initiatives were
never unified even if they sometimes overlapped at various points.

According to Castells (2001, p. 164), modern science relies largely on computer
simulations, computational models, and computational analyses of large data sets.
Although genetics is considered to be a process that is entirely independent from
microelectronics, it is not really so independent. First, Castells argues that genetics
technologies are obviously information technologies, because they are focused on the
decoding and eventually the reprogramming of DNA (the information code of living
matter). More important, “Without massive computing power and the simulation
capacity provided by advanced software, the HGP [Human Genome Project], would
not have been completed—nor would scientists be able to identify specific functions
and the locations of specific genes” (Castells, 2001, p. 164). Sulston (2002) seems to
agree with Castells, “The future of biology is strongly tied to that of bioinformatics, a

5Biological specificity is the principle that defines the orderly patterns of metabolic and developmental
reactions giving rise to the unique characteristics of the individual and of its species.
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field of research that collects all sort of biological data, tried to make sense of living
organisms in their entirety and then make predictions.”

Others have argued that there is an intrinsically special value in genetic informa-
tion,which is said todiffer either from(a)otherkindsofhealth information, or (b)other
kinds of information in general. According to Holm (1999), there is little support for
the claim that genetic information has one or more special features that distinguish it
from other health-related information in any morally relevant way.

The idea that genetic information has a special relevance is linked to the claims of
“genetic essentialism.” Genetic essentialism was roughly expressed in the statement
that “we are our genes,” or as Walter Gilbert put it, “once wewill be able to pull a CD
out of one�s pocket and say, �Here�s a human being: it�s me!”�Haraway (1997, p. 247),
on the other hand, describes the human represented by the Human Genome Project
(HGP)6 as follows:

Most fundamentally, . . . the human genome projects produce entities of a different
ontological kind than flesh-and-blood organisms, �natural races,� or any other sort of
�normal� organic being. . . . the human genome projects produce ontologically specific
things called databases as objects of knowledge and practice. The human to be
represented, then, has a particular kind of totality, or species being, as well as a specific
kind of individuality. Atwhatever level of individuality or collectivity, from a single gene
region extracted from one sample through thewhole species genome, this human is itself
an information structure. . .

In other words, according to Nagl (2007), this data structure is a construct of
abstract humanness, without a body, without a gender, without a history, and without
personal and collective narratives. It does not have a culture, and it does not have a
voice. This electronically configured human is an acultural program. And in this very
construction, it is deeply culturally determined—we find ourselves confronted with a
“universal human,” constructed by science as practiced in North America at the close
of the twentieth century.This versionof “humanunity in diversity” is not liberatory but

6Completed in 2003, theHumanGenomeProject was a 13-year project coordinated by theU.S. Department
of Energy and theNational Institutes ofHealth. During the early years of theHGP, theWellcomeTrust (UK)
became a major partner; additional contributions came from Japan, France, Germany, China, and others.
Project goals were to

. identify all the approximately 20,000–25,000 genes in human DNA,

. determine the sequences of the 3 billion chemical base pairs that make up human DNA,

. store this information in databases,

. improve tools for data analysis,

. transfer related technologies to the private sector, and

. address the ethical, legal, and social issues (ELSI) that may arise from the project (Available at http://
www.ornl.gov/sci/techresources/Human_Genome/home.shtml).

Genetic essentialism was the epistemological framework of the HGP endeavor.
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deeply oppressive. To achieve such a vision in a positive sense, culture cannot be
separated from biology.

Genetic information would be, therefore, information about the very essence of a
person, whereas other nongenetic information would be only about accidental
attributes. In other words, for genetic essentialism and the Human Genome Project
(which absorbs such methodological background), I am who I am because of those
precise genetics characteristics, whereas medical information about whether or not
I got flu is accidental.Wewould still need to be able to distinguish between genetic and
nongenetic information, but if we could do that, genetic information would surely be
special.

Genetic essentialism7 is widely attacked (i.e., Lewontin, 1999) and this view has
strongly influenced the public perception of genetics (Nelkin and Lindee, 1995).
According to Lewontin (1999, p. 63), however, it takes more than DNA to make a
living organism and its history. A living organism at every moment of its life is the
unique consequence of a developmental history that results from the interaction of and
determination by internal (genetics) and external (environmental) forces. Such
external forces are themselves partly a consequence of the activities of the organism
itself, producedby the conditions of its ownexistence.Reciprocally, the internal forces
are not autonomous, but act in response to the external. Part of the internal chemical
machinery of a cell is manufactured only when external conditions demand it.
Therefore, genetic essentialism, which assumes the uniqueness and independence
of genetic information, does not give us a plausible argument for treating genetic
information in a special category. Another claim that genetic information is special
compared with other kinds of health-related information is sometimes based on a
further claim that there is some other kind of genetic information that makes it
different. Some have pointed out that genetic information is predictive; but it is also
worth pointing out that, on the contrary, a lot of genetic information is nonpredictive
and much of nongenetic health-related information is predictive. Knowing, for
example, the LDL-cholesterol level in the blood of an individual can also predict
that person�s risk of coronary heart disease. According to Holdsworth (1999), the
convergence of the computational notions of information with the biological notion
enables us to see that there really are not two different kinds of information;
information has the same meaning in information technology and in molecular
biology. In each of these two contexts, we find signals that are expressed by ordering
of the states of physical substrates. Viewed in this light, the nature of substrates,
whether silicon or carbon, is irrelevant; and it is irrelevant even if, in real-world
situations, there seem to be contingent reasons for drawing differences.

On the contrary, Maynard Smith (2000a,b) argues that the word “information” is
used in two different contexts: “It may be used without semantic implication; for
example, we may say that the form of a cloud provides information about whether it
will rain. In such cases, no one would think that the cloud had the shape it did in

7Griffiths (2001) claims that “The present atmosphere, in which information talk is only applied to genes,
makes that way of talking highly misleading. . . I also believe that the asymmetrical use of information talk
partly explains the persistence of genetic determinism.”
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provided information. In contrast, a weather forecast contains information about
whether it will rain, and it has the form it does because it conveys that information. The
difference can be expressed by saying that the forecast has intentionality whereas
the cloud does not.” In this unfortunate example,Maynard Smith does not support the
claim that there are two different uses of “information.”A proposition is information
andaweather report expressly asserts propositions; a cloud, on theother hand, does not
express propositions, but there are other ways of gleaning information from theworld
than interpreting sentences. The claim that a weather forecast contains information is
compatible with the claim that a cloud provides it—under the same definition of
“information.”Asad face is not information, but one canmake informative inferences
about the person from her expression.8

The notion of information as it is used in biology, he argues, “is of the former kind: it
implies intentionality. It is for this reason, that we speak of genes carrying information
during development and of environmental fluctuation not doing so” (Maynard Smith,
2000a). How, then, can a genome be said to have intentionality? Maynard Smith
(2000a, 2000b) suggests that “the genome is as it is because of millions of years of
selection, favouring those genomes that cause the development of organisms able to
survive in a given environment. As a result, the genome has the base sequence it does
because it generates an adapted organism. It is in this sense that genomes have
intentionality.” It is very difficult to understand what intentionality means here.
Maynard Smith�s statement is a sloppy and confused one. Strictly speaking, only
conscious entities have intentionality; or, in other words, intentionality and having
consciousness are synonymous; it is, therefore, very odd to understand DNA
or molecules as “having consciousness.”9 It is not quite surprising that advocates
of so-called “Intelligent Design” in evolution took this idea seriously (Dembski,
1999); conceptions of biological intentionality such as Maynard Smith�s presuppose,
indeed, a kind of consciousness that can be only externally given.

Moreover, Maynard Smith�s idea is a consequence of what we have called before
the semantic conception of information, and in particular of that biological inter-
pretation of semantics that is labeled as teleosemantics (see also Griffiths, 2001).
Teleosemantics is a philosophical program aiming at reducing meaning to biological
function (teleology) and then reducing teleology to natural selection. According to
Griffiths (2001), although there is considerable controversy about whether such
reductions can be successfully carried out, teleosemantics still remains one of the
most popular programs for naturalizing intentionality.10

8I am indebted to Ken Himma for this insightful counterexample.
9Claiming that DNA has consciousness has a similar value to the homeopathic idea that water has memory.
Homeopathy holds that water is capable of retaining a “memory” of particles once dissolved in it. This
memory allows water to retain the properties of the original solute even when there is literally no solute left
in the solution. Though some scientific experiments and studies have shown such an effect, double-blind
repetitions of many of these experiments have shown that no such effect exists (Maddox et al., 1988).
10Discussion about teleosemantics would go beyond the scope of this essay; for further information about
how teleosemantics is used as a semantic theory of information in biology see Griffiths, 2001.
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16.4 THE CELL AS COMPUTER MACHINERY

16.4.1 Berlinski: Bacterial Cell as Automata

Berlinski (1972) explores another interesting analogy between languages and the
genetic code (Wendell-Waechtler and Levy, 1973). More interestingly, he wishes to
identify a mechanical instrument, which would “pass” for coding into DNA all and
only those well-formed formulae, and rules out those which are not—changes that
resulted in strings that could not be generated, would simply not arise, or, failing that,
would arise without effective genetic expression.

Some scholars, such as Berlinski (1972), tried to map units and structures in the
genetic space directly to units and structures in the linguistic space. It was based on
the observation that genetic information was organized as a sequence of discrete
nucleotides11 forming DNAmolecules. The particularity of this organization is that
there is a molecular system for reading the sequence, in which nucleotides are read
three by three (these groups are called codons) and command the formation of a
corresponding sequence of amino acids, which will then fold up and form a three-
dimensional protein. The association between triplets of nucleotides and amino
acids seems to be largely arbitrary. The discovery of these structures led researchers
to think of nucleotides as an alphabet, codons as words, and genes as sentences
whose meaning would be that proteins are associated to the genes (Berlinski, 1972).
This led to the proposal that the genetic code itself was a language (Searls, 2002).
Nevertheless, this mapping is controversial and a number of strong arguments
against the relevance of these detailed correspondences at the levels of units were
developed (Oudeyer and Kaplan, 2007).12

Berlinski, indeed, suggests that concepts such as code, information, language,
control and regulation, and translation come easy to the biologist as he describes the
cell according to lights provided by the central dogma (see above) in which the same
terms are widely used. These, according to Berlinski (1972), are distinctly theoretical
notions and such notionswould provide a formalmodel for the bacterial cell. But, code
theory says nothing about the organization thatmay be evident in the nucleic acid; this
deals with problems that arise when information is passed along a channel of
communication. According to Berlinski, automata theory would be a better “source
for the most natural models of the bacterial cell” (1972).

11A nucleotide is one of the structural components, or building blocks, of DNA and RNA. A nucleotide
consists of a base (one of four chemicals: adenine, thymine, guanine, and cytosine) plus amolecule of sugar
and one of phosphoric acid (Available at http://www.genome.gov/glossary.cfm?key¼nucleotide).
12Wendell-Waechtler and Levy have criticized Berlinski analogy between DNA and a language; they argue
that “The trouble with the basic analogy is that it is seriously incomplete.” Wendell-Waechtler and Levy
suggest that such analogy is wrong because it presupposes the English language as input, but formal code
theory does not require such restriction as it includes cases in which the sequences to be encoded are neither
complete sentences nor portions of any natural language; they can be sequences of letters of an alphabet or
any manner of abstract object. They conclude that Berlinski is not justified in assuming that DNA is a
language in the usual sense just becauseDNA is encoded into proteins (Wendell-Waechtler andLevy, 1973).
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In its more general form, automata theory treats the conversion of inputs to outputs
via a device that admits states. The conversion is effected between items that are
discrete and combinatorial: numerals, words, sentences, and letters. The bacterial cell
seems similar to this sort of treatment: sequences of nucleotides resemble sentences,
codons, and words. These very intricate processes of control and organization,
Berlinski (1972) claims, evoke computing machinery of various kinds, in fact, in
both cases, the relevant mechanism is transmitting and processing entities that are
fairly characterized as expressing or being information.

This idealization of a cell thus appears as automation; the associated programs are
designed to push themachine throughmovements that look vaguely biological. Often
the machines turn out to have very strong computational capabilities. The idea that a
cell is a machine was very attractive for biologists; J. Monod, for example, has
confessed that it is just in the discovery of themachinelike nature of cell that modern
biology has had its most impressive triumphs13 (Monod, 1972, Chapter 4). In
particular, Berlinski (1972) claims that cells are somewhat potentially infinite
machines; that is, pushing down storage automata (PDSA). A PDSA is a machine,
which accepts or rejects input strings of nucleotides; a given string of nucleotides is
accepted if the machine reads it when the stack is empty. This treatment, as readers
can see, is very close to Turing machines. The bacterial cell, Berlinski continues,
suffers some idealization when set as a PDSA; bacterial systems quite obviously
must complete their computations within close limits of time and space, they not
only don�t go on processing forever, they cannot go on doing so. Even though
constructing a biological automaton would be quite difficult, biological PDSA
embody algorithms for the conversion of codons into strings of nucleotides. They
thus control the nature of proteins that are sequenced and the order in which they are
synthesized. Therefore, states of the bacterial cell can be identified with the states of
a PDSA; the full set of codons is formed from a nucleotide alphabet with its set of
input symbols.

An automata-theoretic approach satisfied many algorithmic intuitions about the
cell; the feeling is that thegrowth and regulationof the cellularmachinery is basically a
recursive process in which a finite set of elements are teased into a complex
construction—aclass ofmachineswith fixedproperties and limitations but no specific
computational powers. But, according to Berlinski�s (1972) analogy between DNA

13Amachine�s “internal structure is given” (Birch andCobb, 1981, p. 79). It is this fixedor static character of
machines that is at the heart of all classicalmechanism. Birch andCobb assert that “the ultimatemechanical
model involves �dissecting the organism down to its constituent controlling mechanisms and building it up
from these building blocks” (p. 69). For a philosophyofmechanism, these building blocks are assumed to be
static either in being or structure (or at least to have static essential parts), and it is from such fixed structure
that the mechanist seeks to predict the nature of the whole, normally by the laws of mechanics. Jacques
Monod, for example, is listed as a contemporary mechanist who believes that the DNA molecule is the
controlling building block of living systems (Birch and Cobb, 1981, p. 70). Birch and Cobb object to
Monod�s view because of evidence concerning the nature of DNA: it can self-replicate, it assists in its own
synthesis outside the cell, it is counterentropic, it determines necessary conditions for the development of
organisms and not sufficient conditions (pp. 8l and following). In short, it is conditioned (in a very complex
way) by its environment, as well as conditioning its environment (Henry, 1983).

394 GENETIC INFORMATION



and codes, the central dogma requires something quite different—a system in which
elements of the base vocabulary change at random and thus form output sequences,
unlike any that the machine is prepared to manage, as the exchange of information
within a cell is virtually noiseless (see above).

Those kinds of biological automata, Berlinski (1972) argues, would be marvelous
machines, sorting out among the proteins and instantiating a definition of life itself.
Berlinski concludes that the original invocation of automata asmodels for the bacterial
cell carriedwith it is a conceptual baggageof thought that biological automata not only
arranged the affairs of the cell, but also fixed in recursive form computational powers
that were sufficient to segregate the viable from the unviable proteins.

16.4.2 Maynard Smith: Eggs as Computer Machineries

In developmental genetics, the model of information has moved even farther John
Maynard Smith, one of the champions of this branch of molecular biology, starting
from the Mahner and Bunge criticism, expressed the idea that cells are actually a
kind of information system. Maynard Smith (2000a) claims that indeed there are
such things like coder, transmitter, receiver, coder, or information channel; “if there
is �information� in DNA, copied to RNA, how did it get there?”. Maynard Smith
concludes that natural selection plays the role of the coder in biological systems: “In
human speech, the first �coder� is the person who converts a meaning into a string
of phonemes. . . In biology, the coder is natural selection”. It would be worth remem-
bering that Maynard Smith believes that natural selection is responsible for the
selectionof suchcodeashewasa supporterof thecontroversial teleosemanticsprogram
(see above). What of the claim that a chemical process is not a signal that carries a
message? Maynard Smith argues that this hypothesis is false because of the idea that
the same information can be transmitted bydifferent carriers, or better, that information
is carrier-free, so information can be carried by chemical systems. Finally, Maynard
Smith rejects the idea thatprobabilitydoesnotplaya fundamental role inbiology just on
the basis that genetic transmission of information is virtually noiseless. Rather, he
argues, difficulties inapplying information theory togenetics ariseprincipallynot in the
transmission of information, but in its meaning.

Maynard Smith (2000a) claims that the analogy between the genetic code and
human-designed codes is too apparent to require a justification, and he points our
attention to the fact that the genetic code is symbolic, but we have machinery in
the cell to process information; there is a decoding machinery (i.e., tRNA), a
translating machinery (ribosomes, tRNAs etc.), and, finally, genes that contain
coded information.

Finally, he claims “Yolk is just a store of nutrients: it no more carries information
than the petrol in your petrol tank. . . An egg must also contain the machinery—
ribosomes etc.—needed to translate the genetic message. The machinery is provided
by the mother, and coded for by her genes. It is perhaps the classic example of the
chicken and the egg paradox: no coding machinery without genes, and no genes
without coding machinery” (Maynard Smith, 2000b). “What is inherited is not the
dark pigment itself, but the genetic machinery causing it to appear in response to

THE CELL AS COMPUTER MACHINERY 395



sunlight” (Maynard Smith, 2000a). Thus arises a new analogy: an egg is similar to a
computer in the sense that it contains all themachinery able to process that information
useful to build up a new individual with his/her characteristics. The informational
metaphor is thus expanded: not only dowehave“genetic information,”butwe also can
talk of cells as “computational machines” in which the role of each computational
element is defined.

According to Griffiths (2001), the idea that biology is an information technology
(as Maynard Smith and Berlinsky seem to suggest) is a weak argument: it can be
represented as follows:

(1) There is a genetic code.

(2) In amolecular developmental biology, there is talk of signals, switches,master
control genes, and so forth.

(3) Therefore, the information flowing in (2) is information in the code of (1).

In this blunt form, the argument sounds merely frivolous (or even a fallacy of
equivocation over the concept “information”). But many discussions of molecular
biology, especially those for a nontechnical audience, insinuate something very close
to it (see criticisms by Griffiths, 2001; Lewontin, 1992, 1999; Sarkar, 1996).

16.5 USE AND MISUSE OF MODELS

We have just seen two ways in which the informational and computer models were
imported by philosophers of biology into the biological and genetic realm.However,
these models were widely used and even stressed to other biologists such as W.
Gilbert, making that a common sense. Ordinary use of the model, today, has
unfortunately collapsed the distinction between a model and the theory for which
it is a model. There is, indeed, a one-to-one correlation between the propositions of
the theory and those of the model; propositions that are logical consequences of
propositions of the theory have correlates in the model, which are logical con-
sequences of the correlates in themodel of these latter propositions in the theory and
vice versa. But the theory and the model have different epistemological structures:
in the model, the logically prior premises determine the meaning of the terms
occurring in the representation of the calculus of the conclusions; in the theory the
logically posterior consequences determine themeaning of the term occurring in the
representation of the calculus of the premises. The widely used realist vocabulary
has collapsed this fundamental distinction, turning the informational model into the
theory, or, even worse—as in the Gilbert example—into the actual ontological base
of genetics. In other words, as Lewontin (2000b, p. 4) suggests, “We cease to see the
world as if it were like a machine and take it to be a machine.” The result, he rightly
argues, is that “the properties we ascribe to our object of interest and the questions
we ask about it reinforce the original metaphorical imagine and we miss the aspects
of the system that do not fit the metaphorical approximation” (Lewontin, 2000a,
p. 4; author�s emphasis).
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The idea that models were an epistemologically dangerous tool is a well-known
topic in philosophy of science. According to Braithwaite (1953, p. 93 and following)
a danger in the use of model is that

the theory will be identified with a model for it, so that the objects with which the model
is concerned—the model-interpretation of the theoretical terms. . . of the theory�s
calculus—will be supposed actually to be the same as the theoretical concepts of the
theory. To these theoretical concepts will then be attributed properties which belong to
the objects of a model but which are irrelevant to the similarity in the formal structure,
which is all that is required of the relationship of model to the theory. . . Thinking of
scientific theories by means of models is always as-if thinking; hydrogen atoms behave
(in certain respects) as if theywere solar systems eachwith an electronic planet revolving
round a protonic sun. But hydrogen atoms are not solar systems; it is only useful to think
of them as if they were such systems if one remembers all the time that they are not. The
price of employment of models is eternal vigilance (my emphasis).14

In much the same sense, the notion of information in biology was a fundamental
operational instrument (that is, an as-if thinking, according toBraithwaite) that helped
and even boosted genetic research. Unfortunately, at a point, it “collapsed” or was
“naturalized” (or, inBraithwaite�s own terminology, it led to an identification between
the model-interpretation of theoretical terms and the theoretical concepts of the
theory), reducing a quite powerful heuristic model into the very research object.

According toBuiatti (1998), thosewhodefended thatmodel haveeven turned it into
an untouchable dogma (Lewontin (1992), for example, says that “Molecular Biology
is now a religion, and molecular biologists are its prophets”), so that biological
organisms were reduced to “living computers,” in particular to the way computers
were understood in the early 1960s, and thereby transferred the logical necessity of
some of the features of the chosen model into the theory, as Braithwaite warned.15

In one of the following sectionswewill see how thismere epistemological problem
might turn into an ethical one as from the result of the combined forces of academic
status quo and business interests.

16.6 ETHICAL PROBLEMS OF GENETIC INFORMATION

There are several ethical concerns regarding genetic information. A popular one has
led to calls for a genetic privacy law all over theworld because of the frequent genetic
information disputes arising between individuals. This has commonly been charac-
terized as the “right to know debate” (see for a general discussion Chadwick et al.,
1997).Given the nature of genetic information, situations can arisewhere agenetic test
result for one individual will also have a significant effect on his or her siblings and

14The same emphasized statement can be found in Rosenblueth and Wiener (1951) who address their
concerns in the way the concept of information might be used.
15In this very sense Floridi is hypostatizing the concept of information: “We have seen that a person, a free
and responsible agent, is after all a packet of information.” (Floridi, 1999; my emphasis).
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wider family circle (Ngwena and Chadwick, 1993). Often there will be no difficulty
and the information in question will be passed on. However, there may be many
reasons, rational and irrational, why individuals will not want to share the results of
their genetic diagnosis. It is this situation that has, at least in part, given rise to the
question of whether individuals should have the right to know the results of a third
party genetic test to make significant future life decisions for themselves. Equally
there will be those, who aware of the potential financial, social, and emotional
difficulties that such a diagnosis can carry, will have no desire to learn the results
of a genetic diagnosis. These individuals argue that they have a right not to know
information that has a direct or indirect reference to their genetic health (Suter, 1993).

In the subsequent sections, the problems of scientific honesty in genetic research,
the problem of data access and patenting, and intellectual property rights are
discussed.

16.6.1 Ideological Use of a Model and Ethical Issues in Fund-raising

There are many reasons why the information model in genetics was hypostatized (or
naturalized); on the one hand, it has provided a powerful research strategy—a kind of
reference guide—that has grounded and organized a new discipline: molecular
biology. On the other hand, it provided a useful ideological tool for scientists to fund
major research programs such as the Human Genome Project.

This raises a moral question about whether molecular biologists used the
“collapsed model” in a correct (or honest) way for fund raising or, as Lewontin seems
to suggest, it was rather an ideological weapon to monopolize media interests and
capitalize on future patent rights. More importantly media drum banging around the
HGPmight steal room and funds for research with a narrow focus and thus interesting
for just a smaller audience. According for Vicedo (1992), “the first task from a moral
point of view is for the scientists to inform society about the development of the
initiative and its implications. Lack of (or—I would add—biases in) information
always raises suspicion, and leads to misunderstanding. . . (Geneticists should) to
assess realistically the value of the project, and to avoid making empty promises.”

We have discussed before the fundamental contribution of informational concepts
to the central dogma of genetics. That dogma was the principle that gave rise to the
biotech industry. Although debate and discussions continue about the truth of the
central dogma16 (see Caruso, 2007), such a large biotechnology industry funded by a

16A consequence of the central dogma is that genes operate independently fromeach other, that is, each gene
in living organisms, from humans to bacteria, carries the information needed to construct one protein (“one
gene, one protein” principle). In popular science literature, it is often depicted as the existence of a “smoker�s
gene,” a “criminality gene,” a “drunkenness gene,” and so on. Postgenomic research has shown that genes
do not work in isolation; rather, for instance, a disease is caused by the interplay among multiple genes
(Caulfield, 2002).This ideawaswidely accepted amongst scholars, but itwas kept hidden from the public by
supporters of the HGP. This state of affairs slowed down genomic research as it was the main cause, for
example, of the missed unfolding of the so-called junk DNA. Junk DNA is a collective label for portions of
the DNA sequence of a chromosome or a genome for which no function has yet been identified. About
80–90% of the human genome has been designated as “junk.”
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massive infusion of venture capital (based on gene patenting) and an equally
significant amount of capital from large, often multinational, pharmaceutical, com-
panies has become an established force and interested only in patentable, working
genes (Rabinow, 2000, p. 3).

16.6.2 Cooperation and Public Access of Data

According to Vicedo (1992), one of the main problems arising at the beginning of the
HGP was ensuring the coordination of the different tasks and the cooperation among
all research groups. She points out: “Some regulatory guidelines could be established
to secure the smooth functioning of the project, but the scientists concerned hold
different views on this issue. J. Watson, for example, thinks that the groups will
develop rules to co-ordinate their efforts as the investigations proceed. Other re-
searchers, such as Walter Gilbert (Harvard), think that clear rules should provide all
participating members access to the results. Others suggest that the need for groups to
communicate to obtain mutual benefits will force them to co-operate.” Elke Jordan
believes that the HGP�s goals will be unattainable unless it is “built on teamwork,
networking and collaboration.” In his opinion, “This makes sharing and co-operation
an ethical imperative.”As Vicedo�s remarks suggest, cooperation was a fundamental
concern since the beginning of the HGP. One cause for concern arose because of the
so-called emerging patenting-and-publish system between researchers and backed by
the pharmaceutical and biotechnologies industries. This factor influenced themerging
of scientific research with business interests.

This ethical problem is not directly related to the way biologists use the notion of
information, nonetheless this problem is related to data banks in which genetic results
are stored.17 The controversy between Celera and the public HGP consortium would
provide an example. Indeed, according to HGP researcher John Sulston: “TheHuman
Genome Project and Celera were not working toward a common goal, since only the
former generated a public sequence. Like everyone else, Celera had free access to all
our assembled sequence. But Celera also asked us for a personal transfer of individual
nematode sequence reads. To comply would have been a major distraction from our
[HGP] work” (Sulston quoted in Koerner, 2003).

The paper Celera Genomics published in Science detailed the results of data
sequencing andhow this datawouldbeused by the academic community. Thematerial
transfer agreement stated that academic users would be able to download up to one
megabase perweek from theCeleraGenomicsWeb site, subject to a nonredistribution
clause; if academicswanted to downloadmore data, theywould have to get a signature

17Recently an editorial in the very authoritative journalNature (2004, p. 1025) has shown how the problem
of genetic data accessibility is related to information; “Increasingly, it is easiest to make [genetic] materials
available in the form of information, but even this imposes significant challenges, as high-dimensional
biology generates very large files. We currently insist that sequences be deposited in databases such as
GenBank and EMBL and, at least for expression data, in the microarray databases GEO and ArrayExpress
according toMIAMEcriteria. But it is time to develop community standards for new kinds of large datasets,
and we would welcome suggestions about how to proceed with array CGH, methylation, ChIP on chip and
other epigenomic datasets.”
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from a senior member of their institution guaranteeing that the data would not be
redistributed (Sulston and Ferry, 2002, p. 234). Members of the HGP community
vigorouslyprotested this agreement.MichaelAshburner, a former reviewing editor for
Science, led the protest. He explained that such a strategywould be problematic for the
future of genetics, because if the strategy employed byCeleraGenomicswas similarly
adopted by other researchers in the field, “the datawill fragment acrossmany sites and
today�s ease of searchingwill have gone, and gone forever. Sciencewill be theMUCH
poorer, and progress in this field will inevitably be delayed” (Ashburner quoted in
Moody, 2004, p. 112). Others felt outraged that one of the fundamental principles of
scientific progress, the publication and free access of data, should be undermined by
the way Celera Genomics wished to keep its data proprietary so that the complete
database (including volumes of data on genetic variability in humans and the genomes
of animals critical to biomedical research) could be available for mining to any
pharmaceutical company in exchange formoney.Therefore, inVenter�smind, “Celera
would be the definitive source of genomic information in theworld, in much the same
way that Microsoft had early on made its DOS operating system the standard for
personal computers” (Shreeve, 2004, p. 220). Sean Eddy of Washington University
and Ewan Birney of the European Bioinformatics Institute claimed, “The genome
community has established a clear principle that published genome data must be
deposited in the international databases, that bioinformatics is fueled by this principle,
and that Science therefore threatens to set a precedent that undermines bioinformatics
research” (quoted in Moody, 2004, p. 112). Many genome researchers agreed with
Eddy and Birney that Science had acted unethically by publishing the Celera
Genomics paper when Celera Genomics had not entered its data in an international
database.

For genome researchers who objected to the proprietary practices of Celera
Genomics, the open-source regime offered a welcome alternative, one that not only
provided ready access to scientific to the research methodology behind the data, but
also one that would highlight “the importance of sharing materials, data and research
rights, and requiring [a] fair global access” (Taylor, 2007).

16.6.3 Sequence Patenting and the Open Source Challenge

Another ethical problem linking information with genetics is that of gene patenting.
According to Caulfield (2002), “the legal theory supporting gene patents is rooted in
the notion that they aren�t patents on the naturally occurring gene per se, but on an
isolated and purified form of the gene. That language dates from a 1911 case, Parke-
Davis v. H.K. Mulford, decided by the 2nd U.S. Circuit Court of Appeals.” In the
modern world of genomics, that logic is a distinction without a difference. If you
accept this argument, Caulfield (2002) rightly argues, “then would it not follow that
you could patent a humanheart once you removed it and preserved it?Ahumangene is
created first in nature, the same way other parts of human bodies are, and the fact that
it�s isolated, cloned and purified doesn�t change that root of origin.” He concludes,
“Moreover, with the sequencing of the human genome, finding a new gene is now a
process that involves little invention. Powerful supercomputers have replaced the lab
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bench as the source of discovery of genes, so the patents issued are really on
information.”

But, one value of patenting a gene sequence, according to Lewontin (2000a), “lies
in its importance in the production of targeted drugs, either tomake up for the deficient
production from a defective gene or to counteract the erroneous or excessive
production of an unwanted protein.” Alternatively, Lewontin continues, . . .the
cell�s production of a protein code by a particular gene, or the physiological effect
of the genetically encoded protein, could be affected by some molecule synthesized
in an industrial process and sold as a drug. The original design of this drug and its
ultimate patent protection will depend upon having rights to the DNA sequence that
specified the protein on which the drug acts (Lewontin, 2000a, p. 181). Lewontin
concludes, were the patent rights to the sequence in the hand of a public agency like
the NIH, a drug designer andmanufacturer would have to be licensed by that agency
to use the sequence in its drug research, and even if no payment were required the
commercial user would not have a monopoly, but would face possible competition
from other producers (Lewontin, 2000a, p. 182). In our view, however, an interna-
tional competition would be difficult, because, as Lewontin claims, it wants “the
NIH to patent the human genome to prevent private entrepreneurs, and especially
foreign capital, from controlling what has been created with American funding”
(Lewontin, 1999, p. 75). After the successes of Celera Genomics, led by Craig
Venter, it could be argued that the actual patenting strategy seems focused now on
protecting the interest of the few corporations working in this field. According to
Sulston: “The Human Genome Project and Celera were not working toward a
common goal, since only the former generated a public sequence. Like everyone
else, Celera had free access to all our assembled sequence. But Celera also asked us
for a personal transfer of individual nematode sequence reads. To comply would
have been a major distraction from our work” (Koerner, 2003). On the contrary, the
adoption of open-source philosophy promises to shift, according to Raymond, to a
“gift economy,”where status among peers is achieved by giving away things that are
useful to the community.

In particular, social aspects of science work in a similar way; activities such as
publishing papers, giving talks, and sharing results help scientists to obtain status
among scientific peers. Science, in this sense, is a sort of gift economy of ideas; the
open-source model thus gets at the basic nature of the old and originary way (or
imaginary) of scientific research. Indeed, according to Cukier (2003), before the draft
of the genome was completed (helped along, controversially, by the private sector
company Celera Genomics), the Human Genome Analysis Group at the Sanger
Institute in Britain even contacted the father of the free software movement, Stallman
(1994) to get advice. Soon, draft license agreements and implementation plans were
circulated, followedbya roundof legal reviews.A “click-wrap contract”wasdrawnup
so that if a party refined a sequencebymixing theHGP�s public draft versionwith extra
sequence data, they would be obliged to release it. “Protecting the sequence from
someone taking it, refining it and then licensing it in away that locked everyone in,was
the primary objective,” says Hubbard (Cukier, 2003). Allowing patents in DNA is
inconsistentwith the oldmodel of research inwhich one scientist is free to build on the
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work of another, because no one has any intellectual property (IP) rights in
earlier work that would preclude further development of the ideas in the work. But
assigning IP rights in DNA or sequences effectively precludes scientists who do not
belong to the organization holding the patent from advancing the work. There are a
couple of ethical problems here worth noting—the gift-economy model respects
the expressive and speech rights of scientists. IP thus inhibits speech rights, and, also,
that would seem to slow the development of therapies that would conduce to the
common good.

But, Cukier concludes, as the industry advances, there is a growing call among
researchers to redraw the lines of intellectual property. Instead of simply learning to
live with the current system, they want to upend it. In addition to graduate degrees,
they are armed with moral arguments, evidence of economic efficiency, and a
nascent spirit of solidarity, which is renewing the traditional ethos of cooperation,
found in the sciences and the academy. And the approach that is gaining momentum
comes from the neighboring industry of open-source information technology. Its
underlying principles are the communal development of technology, complete
transparency in how it works, and the ability to use and make improvements that are
shared openly with others. Where proprietary software�s underlying source code is
forbidden to be modified (and normally even inspected) by customers, open-source
products encourage users to develop it further. The parallel in life sciences are
things like the HGP that represent a “common good,” says Sulston (2002),
corecipient of the 2002 Nobel Prize. “Progress is best in open source,” he concludes
(Cukier, 2003).
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CHAPTER 17

The Ethics of Cyber Conflict

DOROTHY E. DENNING

17.1 INTRODUCTION

At least on the surface, most cyber attacks appear to be clearly unethical as well as
illegal. These include attacks performed for amusement or bragging rights, such as
web defacements conducted “just for fun” and computer viruses launched out of
curiosity but disregard for their consequences. They also include attacks done for
personal gain, such as system intrusions to steal credit card numbers and trade
secrets; denial-of-service attacks aimed at taking out competitor Web sites
or extorting money from victims; and attacks that compromise and deploy
large “botnets” of victim computers to send out spam or amplify denial-of-service
attacks.

There are, however, three areas of cyber conflict where the ethical issues aremore
problematic. The first is cyber warfare at the state level when conducted in the
interests of national security. Some of the questions raised in this context include: Is
it ethical for a state to penetrate or disable the computer systems of an adversary state
that has threatened its territorial or political integrity? If so, what are the ground
rules for such attacks? Can cyber soldiers attack critical infrastructures such as
telecommunications and electric power that serve both civilian and military
functions? If a nation is under cyber assault from another country, under what
conditions can it respond in kind or use armed force against the assailant? Can it
attack computers in a third country whose computer networks have been compro-
mised or exploited to facilitate the assault?

The second area with ethical dilemmas involves nonstate actors whose cyber
attacks are politically or sociallymotivated. This domain of conflict is often referred to
as “hacktivism,” as it represents a confluence of hacking with activism. If the attacks
are designed to be sufficiently destructive as to severely harm and terrorize civilians,
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they become “cyberterrorism”—the integration of cyber attacks with terrorism.
Although cyberterrorism is abhorrent and clearly unethical, hacktivism raises ethical
questions. For example: Is it ethical for a group of hackers to take down aWeb site that
is being used primarily to trade child pornography, traffic in stolen credit card
numbers, or support terrorist operations? Can the hacktivists protest the policies or
practices of governments or corporations by defacing Web sites or conducting web
“sit-ins?” Can they attack vulnerable machines in order to expose security holes with
the goal of making the Internet more secure?

Finally, the third area involves the ethics of cyber defense, particularly what is
called “hack back,” “strike back,” or “active response.” If a system is under cyber
attack, can the system administrators attack back in order to stop it?What if the attack
is coming from computers that may themselves be victims of compromise? Since
many attacks are routed through chains of compromisedmachines, can a victim “hack
back” along the chain in order to determine the source?

This paper explores ethical issues in each of these areas of cyber conflict. The
objective is not to answer the questions listed above, but rather to offer an ethical
framework in which they can be addressed. Examples are used to illustrate the
principles, but no attempt is made to reach a final ethical decision. To do so would
require amuchmore thorough analysis of the nature of a particular cyber attack and the
context in which it is used.

The framework presented here is based on the international law of armed conflict.
Although this law was developed to address armed attacks and the use of primarily
armed force, some work has been done to interpret the law in the domain of cyber
conflict. The law has two parts: jus ad bellum, or the law of conflict management, and
jus in bello, or the lawofwar. Despite being referred to as “law,” both of these parts are
as much about ethical behavior as they are rules of law.

The international law of armed conflict applies to nation states, and thus concerns
cyberwarfare at the state level. The paperwill extend this framework to politically and
socially motivated cyber attacks by nonstate actors, and compare this approach with
some previous work on the ethics of cyber activism and civil disobedience. It will also
apply the international lawof armed conflict to the domain of cyber defense, and show
how it ties in with the legal doctrine of self-defense and relates to other work on hack
back.

Thus, for all three areas, the paper builds on the ethical principles encoded in the
international law of armed conflict, and interpretation of those principles in the cyber
domain. In this way, the paper approaches the three areas of cyber attack more as
domains of conflict, especially international conflict, than as domains of crime—even
though the acts themselves may also violate criminal statutes.

There are several areas of cyber conflict that the paper does not address. Besides
cyber attacks conducted for pleasure or personal gain, the paper does not consider
revenge attacks by insiders—all of which are generally regarded as unethical. In
addition, the paper does not addressmethods of cyber conflict other than cyber attacks,
for example, messages transmitted for the purpose of psychological operations or
deception. Although other types of activity raise important ethical issues, their
treatment is beyond the scope of this paper.
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17.2 CYBER WARFARE AT THE STATE LEVEL

The law of international conflict consists of two parts: jus ad bellum, or the law of
conflict management, and jus in bello, or the law of war. Both are concerned with the
use of force, particularly armed forces, but the former specifieswhen that forcemay be
applied, while the latter specifies ground rules for how it should be applied. Both are
about ethical principles asmuch as they are about “law,” and indeed, international law
does not carry the same weight as domestic law. Under international law, states, as
sovereign entities, assume international legal obligations only by affirmatively
agreeing to them, for example, signing a treaty or agreeing to abide by the Charter
of the United Nations. They are free to decline participation, and they are free to back
out later. By contrast, under domestic laws, the citizens of a country are vulnerable to
prosecution for violating any laws, regardless of whether they agree with them, and
regardless of whether the laws are even just.

The law of international conflict is designed to promote peace and minimize the
adverse effects of war on theworld. As a general rule, states are not permitted to attack
other states, except as a means of self-defense. Where conflict does arise, the law is
intended to ensure that wars are fought as humanely as possible,minimizing collateral
damage (harm to civilians and civilian property). Thus, the international law of armed
conflict tends to prescribe widely accepted ethical principles.

17.2.1 Jus ad Bellum—The Law of Conflict Management

The law of conflict management is primarily concerned with the application of force,
particularly armed force. It is codified in the United Nations Charter and specifies the
conditions under which member states may apply force against other states. Themost
relevant parts of the Charter are Articles 2(4), 39, and 51.

Article 2(4) prohibits states from using force against other states:

All Members shall refrain in their international relations from the threat or use of force
against the territorial integrity or political independence of any state, or in any other
manner inconsistent with the Purposes of the United Nations.

Although the nature of this force is left somewhat open, it may include more than just
the use of armed force, as other parts of the Charter explicitly refer to armed force.
However, it is not so broad as to cover generally lawful activity such as boycotts,
economic sanctions, severance of diplomatic relations, and interruption of commu-
nications (Wingfield, 2000, p. 90).

Article 39 assigns the UN Security Council responsibility for responding to threats
and acts of aggression:

The Security Council shall determine the existence of any threat to the peace, breach of
the peace, or act of aggression and shall make recommendations, or decide what
measures shall be taken in accordance with Articles 41 and 42, to maintain or restore
international peace and security.
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Although a wide variety of acts can plausibly be interpreted as a “threat to the peace,”
the term “aggression” is defined in a UN General Assembly resolution as “the use of
armed force” by a member or nonmember state. It includes invasions, attacks,
bombardments, and blockades by armed military forces and other groups including
mercenaries. Article 41 refers to responses other than armed force, for example,
“complete or partial interruption of economic relations andmeans of communication,
and the severance of diplomatic relations.”Article 42 refers to the use of air, sea, and
land forces, including demonstrations, blockades, and other operations.

Although Article 2(4) prohibits states from launching offensive attacks, Article 51
acknowledges a right to self-defense against armed attacks:

Nothing in the present Charter shall impair the inherent right of individual or collective
self-defense if an armed attack occurs against a Member of the United Nations, until the
Security Council has taken measures necessary to maintain international peace and
security. Measures taken byMembers in the exercise of this right of self-defense shall be
immediately reported to the SecurityCouncil and shall not in anywayaffect the authority
and responsibility of the Security Council under the present Charter to take at any time
such action as it deems necessary in order to maintain or restore international peace and
security.

Although Article 51 states that defensive measures, including the use of force, are
allowed after a state has been attacked, it is generally understood that states also have a
right of “anticipatory self-defense,” that is, they can take preemptive action to avert a
strike. They are also permitted to exercise “self-defense in neutral territory.” This
means they can use force against a threat operating in a neutral state when that state is
unwilling or unable to prevent the use of its territory as a base or sanctuary for attacks
(DoD OGC, 1999, p. 14).

In summary, the UN Charter prohibits states from using force against other states
(Article 2(4)), exceptwhenconducted in self defense (Article 51) or under the auspices
of the Security Council (Article 39). The Charter effectively encodes an ethical
principle of just cause for attacking another state thatmost peoplewould accept. States
have amoral right to defend themselves against acts and threats of aggression, but they
do not have the right to engage in unprovoked aggression. The use of force is
permissible only as a means of defending against aggression.

In order to apply these legal/ethical principles to cyber warfare, we must first
determinewhether cyber attacks constitute the use of force. If they do, then theywould
fall under the UN Charter along with armed force, implying that cyber attacks at the
state levelwould be justified only as ameans of defense. But if they are not considered
tobe a formof force, the ethical issues regarding their application aremoreambiguous,
falling closer to the issues raised by “softer” forms of coercion such as trade
restrictions and severance of diplomatic relations.

17.2.2 When Does a Cyber Attack Constitute the Use of Force?

Not all cyber attacks are equal. The impact of a cyber attack that denies access to a
news Web site for 1 hour would be relatively minor compared to one that interferes
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with air traffic control and causes planes to crash. Indeed, the effects of the latter
would be comparable to the application of force to shoot down planes. Thus, what
is needed is not a single answer to the question of whether cyber attacks involve
the use of force, but a framework for evaluating a particular attack or class of
attacks.

For this,we turn to theworkofMichael Schmitt, Professor of International Lawand
Director of the Program in Advanced Security Studies at the George G. Marshall
European Center for Security Studies in Germany. In a 1999 paper, Schmitt, a former
law professor at both the US Naval War College and the US Air Force Academy,
offered seven criteria for distinguishing operations that use force from economic,
diplomatic, and other soft measures (Schmitt, 1999). For each criterion, there is a
spectrum of consequences, the high end resembling the use of force and the low end
resembling soft measures. The following description is based on both Schmitt�s paper
and the work of Thomas Wingfield, author of The Law of Information Conflict
(Wingfield, 2000, pp. 120–127).

(1) Severity. This refers to people killed or wounded and property damage. The
premise is that armed attacks that use force often produce extensive casualties
or property damage, whereas soft measures do not.

(2) Immediacy. This is the time it takes for the consequences of an operation to
take effect. As a general rule, armed attacks that use force have immediate
effects, on the order of seconds tominutes, while softermeasures, such as trade
restrictions, may not be felt for weeks or months.

(3) Directness. This is the relationship between an operation and its effects. For
an armed attack, effects are generally caused by and attributable to the
application of force, whereas for softer measures there could be multiple
explanations.

(4) Invasiveness. This refers to whether an operation involved crossing borders
into the target country. In general, an armed attack crosses borders physically,
whereas softer measures are implemented from within the borders of a
sponsoring country.

(5) Measurability. This is the ability to measure the effects of an operation. The
premise is that the effects of armed attacks are more readily quantified
(number of casualties, dollar value of property damage) than softer measures,
for example, severing diplomatic relations.

(6) Presumptive Legitimacy. This refers to whether an operation is considered
legitimate within the international community. Whereas the use of armed
force is generally unlawful absent some justifiable reason such as self-
defense, the use of soft measures are generally lawful absent some
prohibition.

(7) Responsibility. This refers to the degree to which the consequence of an
action can be attributed to a state as opposed to other actors. The premise is that
armed coercion is within the exclusive province of states and is more
susceptible to being charged to states, whereas nonstate actors are capable
of engaging in such soft activity as propaganda and boycotts.
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To see how these criteria could apply to a cyber attack, consider an intrusion into an air
traffic control system that causes two large planes to enter the same airspace and
collide, leading to the deaths of 500 persons on board the two aircraft. In terms of
severity, the cyber attack clearly ranks high. Immediacy is also high, although the delay
between the intrusion and the crash may be somewhat longer than between something
like a missile strike and the planes crashing. With respect to directness, let us assume
the reason for the crash is clear from information in the air traffic control computers and
the black boxes on board the planes, so directness ranks high. Invasiveness, however, is
moderate, requiring only an electronic invasion rather than a physical one. Measur-
ability, on the other hand, is high: 500 people dead and two planes destroyed.
Presumptive legitimacy is also high in that the act would be regarded as illegitimate,
akin to amissile attack (the high end of the spectrum corresponds to high illegitimacy).
Responsibility comes out moderate to high. In principle, the perpetrator could be
anyone, but the level of skill and knowledge required to carry out this attackwould rule
out most hackers, suggesting state sponsorship. In summary, five criteria (severity,
immediacy, directness, presumptive legitimacy, and measurability) rank high, while
two rank at least moderate (invasiveness and responsibility). Thus, the attack looks
more like the application of force than a softer, more legitimate form of coercion.

Now, consider a massive distributed denial of service (DDoS) attack against a key
government Web site that exploits a botnet of hundreds or thousands of compromised
computers (zombies) andmakes the site inaccessible for 1 day. This would likely rank
low tomoderate on severity, but high on immediacy. Directness would bemoderate to
high. Although the effects could as easily be attributed to hardware or software
malfunction, network monitoring and inspection of Internet logs would show the
problem to be caused by a massive onslaught of traffic. Invasiveness would be about
the same as in the previous scenario, namely moderate owing to the electronic
penetration. Measurability would be high, as it is easy to determine the downtime
of the target Web server. Presumptive legitimacy would also score high, as DoS
attacks, like force, are generally regarded as illegitimate and in violation of laws.
Responsibilitywould be low tomoderate. Some skill is required, but attributionwould
be difficult andmanyhackerswouldbe capable of pulling it off. In summary, the attack
looks less like force than the one causing the plane crash in terms of severity and
responsibility, but neither does it resemble legitimate measures.

Wingfield suggests assigning a score for each criterion, say from 0 to 10. The idea is
thathighscoresresembleforce,whereaslowscoresresemblethesoftermeasuressuchas
economic and political ones. Under a “primary Schmitt analysis,” the seven scores are
summed and the average taken. For a “secondary Schmitt analysis,” the criteria are
assigned weights and the weighted average computed. This would allow severity, for
example, to count more than the other criteria. An example with graphs showing the
resultsofbothprimaryandsecondarySchmitt analyses isgiven in(Michaeletal.,2003).

To the extent that a particular cyber attack looks like the application of force, its
application would violate Article 2(4), possibly triggering an Article 39 response from
the UN Security Council or an Article 51 application of force in self-defense by the
target. However, under Articles 39 and 51, cyber attacks that resemble force would be
allowed as ameans of defense against aggressorswhouse either physical or cyber force.
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On the contrary, if the attack looksmore like legitimate, soft measures, than the use
of force, then its application shouldnot constitute aviolationofArticle2(4).Moreover,
if not deemed serious, it would likely not trigger an Article 39 response by the UN
Security Council, as it would not be interpreted as a threat to the peace or act of
aggression. Nor would it provide grounds for the target country to use force in its self-
defense under Article 51. Of course, all this is theory. In practice, a nation that is the
victimofa cyber attackmayperceive it as an act of forceworthyofaphysical (or cyber)
response, regardless of how the perpetrators score it under Schmitt�s criteria or any
others.

The ethical implications are that cyber attacks that resemble force are, like the use
of physical force, morally justified only when they adhere to Articles 2(4), 39, and 51
of the UNCharter; that is, they are inherently defensive in nature. Unprovoked acts of
aggression in cyberspace that resemble the use of force are not legally permissible.

Cyber attacks that fall below the Article 2(4) threshold for force are more likely to
be ethical than attacks that cross the threshold, but they are not necessarily morally
right. Their ethical implications must be examined like any other government action,
for example, economic sanctions. However, in general it should be easier to justify
cyber operations on ethical grounds as those operations move away from force on the
spectrum of violence.

17.2.3 Jus in Bello—The Law of War

Whereas the jus ad bellum provides a legal framework for determining the lawfulness
of a use of force, the jus in bello specifies principles governing how that force may be
applied during armed conflict. It applies to all parties of the conflict, including the
aggressors aswell as states operating out of self-defense underArticle 51 or in support
of a UN operation under Article 39.

Under the jus in bello, the legal—and ethical—question regarding a cyber attack is
not whether it looks like force, because armed force is permissible, but whether the
attack adheres to commonly accepted principles. These principles are embodied in
treaties, including Hague Regulations and Geneva Conventions, plus what is called
“customary international law.”The latter consists of those practices that are sowidely
adhered to that they are considered to be legally binding.

The U.S. Department of Defense summarizes the law of war with the following
seven principles: (DoD OGC):

(1) Distinction of Combatants from Noncombatants. Only members of a
nation�s regular armed forces may use force, and they must distinguish
themselves and not hide behind civilians or civilian property.

(2) Military Necessity. Targets of attack shouldmake a direct contribution to the
war effort or produce a military advantage.

(3) Proportionality. When attacking a lawful military target, collateral damage
to noncombatants and civilian property should be proportionate to military
advantage likely to be achieved.
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(4) Indiscriminate Weapons. Weapons that cannot be directed with any preci-
sion, such as bacteriological weapons, should be avoided.

(5) Superfluous Injury. Weapons that cause catastrophic and untreatable inju-
ries should not be used.

(6) Perfidy. Protected symbols should not be used to immunize military targets
from attack, nor should one feign surrender or issue false reports of cease fires.

(7) Neutrality. Nations are entitled to immunity from attack if they do not assist
either side; otherwise, they become legitimate targets.

The first three principles essentially state that wars are to be conducted by military
forces, and that attacks, whether kinetic or cyber, should be aimed at military targets
rather than civilian ones. Cyber attacks against critical infrastructures such as civilian
energy distribution, telecommunications, transportation, and financial systemswould
be permitted only if they did not cause unnecessary or disproportionate collateral
damage to noncombatants and civilian property.

The first principle also says that military forces should identify themselves when
they engage in attacks, thereby taking responsibility for their actions. Part of the
motivation for this is so that targets will not blame innocent civilians or other states
for attacks and then take actions against them. Applying this to cyberspace, this
means that military cyber soldiers should not attack anonymously in a way that
leaves open the possibility that they are operating as civilians or on behalf of another
state. Because most attacks are conducted so as to avoid attribution, achieving this
objectivewould require novel means and methods, for example, cyber weapons and
attacks that carry a government logo or “flag,” or are clearly traceable to a military
source. More fundamentally, it would also require a change in perspective, away
from the notion that cyber attacks are necessarily covert operations toward one that
favors open operations. Governments might oppose this, as it would leave them
more open to counterattack.

Although computer intrusions and denial-of-service attacks can be delivered with
precision, some cyber weapons could be prohibited on the grounds of being indis-
criminate.Most viruses andwormswould fall under this category, as they are designed
to spread to any vulnerable machine they can find. Viruses and worms might still be
used, but they would have to be coded in a way that restricted their spread, say, to a
target subnet.

As for cyber weapons causing superfluous injury, theremay not be any at this time.
However, one could envision a cyber attack that caused such injury, for example, by
altering the behavior of a surgical robot during an operation.

There would be ample opportunity for committing perfidy in cyberspace. For
example, one could hide Trojan horses on a bogus Web site that bore the Red Cross
logoor place a fakenotice of surrender fromawanted terrorist leader onWeb sites used
by him to distribute messages. Under the law of war, such acts are not allowed.

The principle of neutrality protects neutral states from attack. To illustrate, suppose
an adversary�s cyber attack packets travel through the telecommunications network of
aneutral country. Itwould not bepermissible to attack that network to stop the attack as
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long as the services are offered impartially to both sides and the neutral country is
doing nothing more than relaying packets without regard to their content. On the
contrary, if the adversary penetrated computers in the neutral country and used them to
launch its strike, it would be permissible to launch a counter attack against those
machines if the neutral country refused or was unable to help.

In general, then, cyber attacks against an adversary duringwar could be considered
ethical if they follow the above principles. Indeed, they may be less destructive than
many kinetic attacks, and thereby preferred on humanitarian grounds. Rather than
dropping bombs on a computing center in order to shut down a particular service,
thereby causing extensiveproperty damage and possibly loss of life, onemight instead
penetrate or disrupt the computer systems in away that accomplishes the samemilitary
objectives but with fewer damages and long-term side effects.

17.3 CYBER ATTACKS BY NONSTATE ACTORS

Although the law of information conflict concerns state actors and the application of
armed force, its general principles can be applied to nonstate actorswho conduct cyber
attacks for political and social reasons. This domain of conflict includes hacktivism,
which is the convergence of hacking with activism and civil disobedience, and
cyberterrorism, which uses hacking as a means of terrorism. In both cases, the
objective is change of a political or social nature, but whereas the activist generally
avoids causing physical injury or property damage, the terrorist seeks to kill and
destroy.

To apply the international lawof armed conflict to this domain, recall that the jus ad
bellum specifies what types of operations are generally considered illegitimate,
namely, operations that use force, and the conditions under which these otherwise
illegitimate operations can be conducted—conditions that provide a lawful basis for
engaging in otherwise prohibited behavior. The jus in bello, on the contrary, offers
legal principles for the conduct of otherwise illegitimate operations in the face of
conflict. The following discusses how each of these applies to hacktivism.

17.3.1 Just Cause for Hacktivism

Just as jus ad bellum specifies operations that states are not allowed to initiate against
each other during the normal course of events, namely operations that use force,
domestic laws specify operations that nonstate actors are not allowed to conduct. In the
United States, the laws governing cyber attacks are embodied primarily in Title 18,
Section 1030 of the U.S. Code (at the federal level) and in state computer crime laws.
These laws generally prohibit most cyber attacks, including denial-of-service attacks,
web defacements, network intrusions, and the use of malicious code such as viruses,
worms, and Trojan horses.

Jus ad bellum allows states to engage in otherwise illegitimate operations that use
force in order to defend themselves or, under the auspices of the UN, other states that
are threatened. Domestic legal doctrine also incorporates a notion of self-defense that
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allows victims to use force that otherwise would be unlawful. Since the use of cyber
attacks as a means of self-defense is covered later, this section focuses on other
conditions that might provide ethical grounds for politically and socially-minded
hackers to engage in cyber attacks.

One areawhere hacktivismmay bemorally justified is civil disobedience, which is
the active refusal to obey certain laws and demands of a government through
nonviolent means. Civil disobedience is conducted to protest and draw attention to
laws, policies, and practices that are considered unjust or unethical. It employs such
means as peaceful demonstrations, blockades, sit-ins, and trespass.Civil disobedience
involves breaking laws, but it is an area where violating a law does not necessarily
imply immoral behavior. When Rosa Parks refused to give up her seat on the bus, she
committed an act of civil disobedience that was morally permissible as well as
courageous. However, acts of civil disobedience are not necessarily ethical. For
example, it would be unethical to block the entrance to a hospital emergency room in
order to protest the government�s health care policy.

The concept of civil disobedience was extended to cyberspace in the mid-90s.
Stefan Wray (1998), founder of the New York-based Electronic Disturbance Theater
(EDT), credits the Critical Arts Ensemble, which produced two documents,
“Electronic Disturbance” in 1994 and “Electronic Civil Disobedience” in 1996.
According to Wray, the Critical Arts Ensemble argued that activists needed to think
about how they could apply blockade and trespass in digital and electronic forms.

EDT promoted the application of electronic civil disobedience, mainly through
“web sit-ins,” which were viewed as virtual forms of physical sit-ins and blockades.
Each sit-in targeted one or more Web sites at a specified date and time, and was
announced in advance in a public forum. To participate, activists would go to a Web
site and select a target. This would cause a Java applet called Flood Net to be
downloaded onto their computers and generate traffic against the selected Web site.
Although the traffic generated by a single participant would have little effect on
the performance of the target Web site, when thousands participated, as they did, the
combined traffic could disrupt service at the target. EDTinitially used theirweb sit-ins
to demonstrate solidarity with the Mexican Zapatistas and protest Mexican and U.S.
government policies affecting the Chiapas, but later went on to support numerous
other causes. The concept was also picked up by other activists, including the U.K.-
based Electrohippies. As web sit-ins became popular, the groups also developedmore
sophisticated flooding software, including software that could be downloaded in
advance and run directly from participant machines, and software that required active
involvement on the part of the participant (e.g., moving the mouse around).

To assess the lawfulness of web sit-ins and other forms of hacktivism, Schmitt�s
criteria for determiningwhether a cyber attack resembles the use of forceversus softer,
more legitimate measures are useful. In the domain of activism, legitimate measures
include such things as letter writing campaigns, petitions, lobbying, publications, and
speaking out. These forms of protest generally come out low on Schmitt�s criteria.
They do not cause damage and hence are not severe. Their effects are not immediate or
direct, and they are hard to measure. They are not particularly invasive and are often
carried out at a distance (e.g., public writing and speaking). They are presumed
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legitimate. Finally, they are low on responsibility since they can be performed by
anyone.

One justification for following this approach is that there is a class of crimes
called “violent crimes” that are singled out for their gravity. These crimes use or
threaten to use violent force against their victims, and includemurder, rape, robbery,
and assault. In addition, the concept of civil disobedience expressly calls for the use
of “nonviolent”means. Thus, it seems reasonable to evaluate forms of hacktivism in
terms of the degree towhich they resemble the application of violent force, which is
effectively the same as armed force in the domain of jus ad bellum. An alternative
approach would be to compare acts of electronic civil disobedience with physical
acts of civil disobedience such as trespass and blockades. However, this begs the
question of whether the physical acts themselves are ethical. It would be instructive
to use Schmitt�s criteria to assess such physical acts of civil disobedience, but that is
beyond the scope of this paper.

Using Schmitt�s criteria, let us consider a web sit-in that is publicly announced in
advance, is scheduled to last 1 hour, and produces a noticeable degradation in service.
In terms of severity, it would likely rank low, assuming the target is not providing some
critical service. Immediacy, however, would be fairly high, as the effects, if noticed at
all, would arise once a critical mass joined the sit-in. Directness would also be high.
Although impaired performance at the Web site could be attributed to network
problems or increased interest in material posted on theWeb site, the prior announce-
ment of the sit-in all but rules out other explanations. Invasiveness is moderate, but
measurability is high, as it is straightforward tomeasure the performance degradation
at the target. Presumptive legitimacy is low to moderate. Even though it is generally
against the law to intentionally disrupt service, the effects produced by any individual
participant are neither particularly disruptive nor clearly illegal, and the effects as a
whole may be minor (indeed, many sit-ins have produced no noticeable effects).
Finally, responsibility is moderate. Although it may be easy to determine the group
responsible for organizing the sit-in from the public announcement, it would be
difficult to determine individual participants. In sum, one measure is low (severity),
two are high (immediacy and measurability), and four are in the middle (directness,
invasiveness, presumptive legitimacy, and responsibility). Thus, web sit-ins do not
lookall that legitimate, falling somewhere between lawfulmeasures and the illegal use
of force.

Indeed, their legitimacy has been questioned by other activists. Following the
EDT�s sit-ins against the Mexican president�s Web site in 1998, for example, the
Mexican civil rights group Ame la Paz objected, saying that the use of hacking tools
was counterproductive and dangerous. Another group, the Cult of the Dead Cow,
criticized the Electrohippies for their sit-ins, arguing that they violated their
opponents� rights of free speech and assembly. For their part, the E-Hippies justified
their actions on the grounds that they substituted their opponent�s forced deficit of
speech with broad debate on the issues. They also attempted to justify a planned web
sit-in as part of theirApril 2000 “E-Resistance is Fertile” campaign against genetically
modified foods by asking visitors to their Web site to vote on whether to carry out the
planned web sit-in. When only 42% voted in support, they cancelled the action.
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However, they did not offer this option with other web sit-ins, including a massive
3-day sit-in against theWorld Trade Organization in late 1999 in conjunction with the
Seattle protests.

Another form of hacktivism is the web defacement. Although most web deface-
ments arenot conducted forpolitical or social reasons, theyhavebecomeapopular tool
of protest, accounting for tens of thousands of digital attacks. Outrage over the Danish
cartoons of the prophet Mohammed alone generated almost 3000 defacements of
Danish websites (Waterman, 2006).

One of the earliest defacements took place in 1996 against the U. S. Department of
JusticeWeb site. The hackers used the attack to protest the Communications Decency
Act (CDA), whichmade it illegal tomake indecent material available tominors on the
Internet. The defaced Web site was retitled “U.S. Department of Injustice” and
displayed the message “this page is in violation of the Communications Decency
Act!” It also included pornographic images and information about the First Amend-
ment and the CDA (Attrition, 1996). By displaying pornographic material on a Web
site accessible to children, the cyber attack violated the very act that was considered
unjust.Considering that theCDAwas subsequently struckdownasunconstitutional by
the Supreme Court, one might argue that the defacement was a reasonable response.
However, the defacement also violated computer crime laws, making it much more
difficult to justify.

Most web defacements violate computer crime statutes. Examining them in terms
of Schmitt�s criteria, they score high on four: immediacy, directness, measurability,
andpresumptive legitimacy. Severitymaybe low, asWeb sites generally canbe readily
restored from backups, but it could be high if the defacement, for example, causes
visitors to the site to use erroneous medical information or give up bank account
information, or if it severely undermines confidence in the organization owning the
Web site. Invasiveness is moderate, and responsibility is low, in that few countries
claim responsibility for such actions. Not everyone is capable of defacing aWeb site,
but there are tens of thousands of hackers who are. In sum, defacements look even less
legitimate than web sit-ins, and indeed are scorned by many hacktivists.

Other forms of hacktivism can be examined through Schmitt�s criteria. In general,
those actions that violate computer crime statutes come out moderate to high,
implying their general illegitimacy, laws aside. These include cyber attacks to take
downWeb sites that traffic in child pornography, and attacks aimed at exposing—and
correcting—security vulnerabilities. Even though the ends may beworthy, the means
are questionable at best. Acts that would qualify as cyberterrorism would come out
high in severity at the very least.

By comparison, cyber actions that donot violate computer crime lawscomeout low
bySchmitt�s criteria.Examples includeE-Hippies�development anduseof software to
facilitate letter writing campaigns and Hacktivismo�s development of software for
getting information censored in China past China�s firewalls. These activities are
lawful (at least in the United States) and do not resemble the use of force.

Cyber attacks that fall in the middle to upper ranges of Schmitt�s criteria are not
necessarily unethical, but they are harder to justify. One factor that might be useful is
whether the activist�s objectives could be achieved by lawful means. For example,
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consider again the defacement protesting the CDA. The hacker could have displayed
his message on his own Web site or, with permission, another party�s Web site, and
doing sowould have given it a longer “shelf life.”Defaced sites are rarely up for more
than a short time, although they may be mirrored in an archive, as was the case here.
The defacement got press coverage that otherwise would have been unlikely, but the
criminal act is hard to justify given that civil liberties groups were working hard to
overturn the CDA through the courts (as they succeeded in doing). Indeed, the
defacement could have undermined the legal efforts by linking the civil liberties
objectives to illegal hacking.

17.3.2 Conduct of Hacktivism

The sevenprinciples of jus in bello provideguidance for using force and, by extension,
for engaging in cyber attacks that resemble force.

The first principle, distinction of combatants from noncombatants, states that only
members of a nation�s regular armed forces may use force, and that they must
distinguish themselves from civilians and not hide behind civilian shields. This
principle would prohibit activists from engaging in any form of cyber attack that
resembles force. If we interpret web sit-ins and defacements as something less than
force, then theymight be allowed, but only if the activists identify themselves or their
sponsoring organization so that any response is not directed at innocent parties,
includinggovernments. Indeed, theorganizers ofEDTused their real namesand talked
about their philosophy and actions in public forum. The E-Hippies were also fairly
open, and both groups openly acknowledged responsibility for the web sit-ins they
organized. Although the tens of thousands of people who participated in their sit-ins
did not individually identify themselves by name, participation in the sit-in itself
implied an affiliation of sorts with the sponsoring organization. Web defacers also
identify themselves, although typically by hacker group names and individual aliases
that are not explicitly linked to their real names. But the level of identification is
sufficient for an observer to see that the action was performed by a particular group of
hackers and not a government.

The second principle, military necessity, requires that the amount of force
employed not exceed the requirements of a lawful strike against a legitimate target.
Given thatmost web sit-ins are conducted against the government agency or company
whose policies are the target of protest, they could be interpreted as being consistent
with the objective of avoiding collateral damage. However, there have been excep-
tions. For example, within their broad mission to help the Mexican Chiapas, EDT
conducted a web sit-in against the Frankfurt Stock Exchange on the grounds that it
represented capitalism�s role in globalization, which they claimed was “at the root of
the Chiapas� problems” (Denning, 2001). Although the connection seems far-fetched,
the sit-in did raise this as an issue,which theEDTmight have thought necessary to their
mission. Indeed, EDT subsequently sponsored several web sit-ins over globalization
issues.

A web sit-in can be viewed as a relatively mild form of denial-of-service (DoS)
attack that affects its target directly. However, there are other types of DoS attacks that
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leverage third party computers to amplify their affects. For example, in a distributed
denial-of-service (DDoS) attack, thousands of third party computers may be com-
promised and instructed to attack the target. As the compromised machines serve as a
shield to protect the source of attack, this would violate the principle of distinguishing
combatants from noncombatants.

Many web defacements have been directed only against the government or
organization that was the subject of complaint. For example, the Department of
Justice, which was the target of the CDA protest mentioned earlier, had supported and
defended the CDA. However, numerous other defacements have been against targets
that had little if any direct connection to the grievance. Of the almost 3,000 Danish
websites defaced in conjunction with the protest against the Danish newspaper that
published the cartoons and the government�s response, most belonged to civilian
organizations and companies that had nothing to dowith the newspaper orgovernment
action. However, the attacks did generate press coverage, in part because of their
magnitude, likely drawing greater attention to the complaint than simply defacing one
or two government sites would have done. Roberto Preatoni, founder and administra-
tor of Zone-h, which recorded the defacements, said that “This is the biggest, most
intense assault” he had ever seen (Waterman, 2006). In general, hackers might justify
their defacements of civilianWeb sites on two grounds: first, because the civilian sites
were the only ones they could successfully hack, and second, by hacking more sites,
they could generate more publicity.

The principle of proportionality requires that any unintentional but unavoi-
dable injury to noncombatants or damage to their property be proportionate to
mission benefits. Returning to the EDT example above, the Frankfurt Stock
Exchange reported that it was aware of the protest but believed it had not affected
its servers (Denning, 2001). Hence, the sit-in could be considered proportionate to
benefits achieved, which arguably were small. By comparison, DDoS attacks affect
potentially thousands of noncombatant computers without necessarily meeting
mission objectives any better than a sit-in, which does not harm third party
computers. Similarly, web defacements against noncombatant servers produce
noticeable effects and take time to repair. Besides removing the vulnerability that
was exploited and, restoring the home page, system administrators must check for
other damage and remove any backdoors and malicious code left behind by the
hackers. It is harder to argue that such defacements are proportionate to the
protestors� gains.

Hacktivists have employed indiscriminate computer viruses and worms to dissem-
inate protest messages. These would violate the general principle of avoiding
indiscriminateweapons. However, one of the earliest worms,WormsAgainst Nuclear
Killers (WANK), stayed within the network of NASA, the target of the protest. The
protestors objected to the nuclear power unit for the Galileo probe.

There donot appear to be cases of hacktivists causing superfluous injury or violating
the principle of perfidy. Cyber criminals, however, have exploited protected symbols,
including the Red Cross logo, for financial gain (e.g., through bogus fund raisers).

The principle of neutrality implies that activists should not launch cyber attacks
against neutral states or third parties. While sponsoring web sit-ins to protest the
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Mexican government�s treatment of the Chiapas, the EDT conducted sit-ins against
U.S. government sites aswell asMexican ones. However, they justified theU.S. sit-ins
on the grounds that U.S. policies supported theMexican government at the expense of
the Chiapas.

17.3.3 Other Ethical Frameworks for Hacktivism

Mark Manion and Abby Goodrum offer five necessary conditions for acts of civil
disobedience, and by extension electronic civil disobedience, to be ethically justified
(Manion and Goodrum, 2000). They are as follows:

(1) No damage done to persons or property

(2) Nonviolent

(3) Not for personal profit

(4) Ethical motivation—that is, the strong conviction that a law is unjust, unfair, or
to the extreme detriment of the common good

(5) Willingness to accept personal responsibility for outcome of actions

Manion and Goodrum�s analysis of several acts of hacktivism suggests they regard
web sit-ins, defacements, and some other forms of ethicallymotivated cyber attacks to
be justifiable. However, their analysis ignores their first condition of no damage.
Defacements in particular cause information property damage that is analogous to
physical property damage (both require resources to repair).

The overall approach taken byManion andGoodrum differs substantially from the
law of war approach taken in this paper. The first principle of jus in bello, which states
that combatants distinguish themselves, is similar to their fifth condition of accepting
responsibility, but the other six principles of jus in bello—necessity, proportionality,
indiscriminate or superfluous weapons, perfidy, and neutrality—are left out. Instead,
Manion andGoodrum relymainly on the ethical motivations of the hacktivists, taking
an “ends justifies themeans” approach, at least as long as the attack does not fall in the
domain of cyberterrorism.

Kenneth Himma also offers five conditions that weigh in favor of acts of civil
disobedience being ethically justified (Himma, 2006a):

(1) The act is committed openly by properly motivated persons willing to accept
responsibility for the act.

(2) The position is a plausible one that is, at the very least, in play among open-
minded, reasonable persons in the relevant community.

(3) Persons committing the act are in possession of a thoughtful justification for
both the position and the act.

(4) The act does not result in significant damage to the interests of innocent third
parties.

(5) The act is reasonably calculated to stimulate and advance debate on the issue.
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Himma�s conditions are stronger than Manion and Goodrum�s, examining means
(Condition 4) as well as end objectives. However, although Himma�s fourth condition
relates to several jus in bello principles, it offers fewer distinctions.

Neither framework appeals to jus ad bellum for assessing just cause and comparing
cyber attacks with acts of force, which are generally forbidden by state as well as
nonstate actors.On the contrary, both frameworks offer an additional consideration for
determining just cause, namely ethical motivation. Further, Himma goes further and
asks that activists provide justification for their position and actions; that the position
itself be considered plausible by open-minded, reasonable persons in the relevant
community; and that the actions be designed to foster debate. Himma�s framework is
complementary to the law of war framework offered by this paper.

17.4 ACTIVE RESPONSE AND HACK BACK

“Hack back” is a form of active response that uses hacking to counter a cyber attack.
There are two principal forms. The first involves using invasive tracebacks in order to
locate the source of an attack. The second involves striking back at an attacking
machine in order to shut it down or at least cause it to stop attacking.

17.4.1 The Doctrine of Self-Defense

At the state level, the doctrine of self-defense is based on jus ad bellum and jus in
bello, which together allow states to use force in self-defense, but constrain how
that force is applied.

An analogous legal doctrine of self-defense allows nonstate actors to use force
in order to protect themselves from imminent bodily harm or, under some circum-
stances, to protect their property from damage. According to Curtis Karnow, formerly
Assistant U.S. Attorney in the Criminal Division, the test is whether:

(1) There is an apparent necessity to use force.

(2) The force used is reasonable.

(3) The threatened act is unlawful.

The necessity condition requires that there be a good faith subjective, and objectively
reasonable, belief that therewere no alternatives to the counterstrike. The reasonable-
ness condition requires that the harm produced by the counterattack be proportional to
the harm avoided (Karnow, 2003). Reasonableness would also encompass other
principles from jus in bello, including neutrality, indiscriminateweapons, superfluous
injury, and perfidy, as counterstrikes that violated these principles would seem
unreasonable. Karnow observes that while self-defense is a privilege of state rather
than federal law, it might protect the defender from prosecution under the federal
computer crime statute, which prohibits unauthorized access, on the grounds that self-
help provides the requisite authorization.
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Karnow also suggests that the legal doctrine of nuisance could justify a
counterstrike against cyber nuisances such as viruses and worms. Under nuisance
law, a person affected by a nuisance can, as a last resort, use force or other means of
self-help to abate or stop it (Karnow, 2003).

The doctrine of self-defense does not justify retaliatory strikes that are moti-
vated by revenge or a desire to get even. The response must be necessary to counter
the threat. To illustrate, in the midst of the Electrohippies� 3-day web sit-in against
the World Trade Organization�s Web site in 1999, the ISP hosting the WTO site,
Conexion, conducted a counterstrike against the Electrohippies� site. Conexion�s
server was configured to retransmit all of the attack packets back to the Electro-
hippies� Web site, from where they had originated, thereby shutting it down.
Himma argues that the strike back was retaliatory and unnecessary, as Conexion
could have simply dropped the incoming attack packets (Himma, 2006b). Further,
the response had a side effect of motivating the E-hippies to develop sit-in software
that could be launched directly from their participants� computers, without the need
to go through a central portal. Arguably, this made it more difficult for victims of
future sit-ins to defend themselves, as there is no central source for the attack;
indeed, such sit-ins more closely resemble DDoS attacks. As another example, the
U.S. Department of Defense engaged in active response against a web sit-in
conducted by the EDT in 1998. In their case, they redirected the browsers of
participants using the EDT portal to a Web page with a hostile applet, which caused
the participant�s computers to go into an endless loop trying to reload a document
(Denning, 2001). The counterstrike raised legal and ethical issues (some partici-
pants claimed they lost data), and the Department of Defense did not deploy similar
measures in response to future sit-ins.

Besides self-defense and retaliation/punishment, Himma considers an ethical
principle for active response based on the need to secure a significantly greater
common good, which might justify aggressive measures. However, he cautions that
such justification can be problematic because of potential unanticipated side effects.
He also argues that persons engaging in active response are morally bound to have
sufficient reason to believe they are acting on ethical principles (Himma, 2006b).

17.4.2 Hack Back and Force

For both state andnonstate actors, thedoctrine of self-defense allows the applicationof
force against force and threats of force. In general, offensive operations that use less
than force call for responses that use less than force.However, evenwhen the offensive
act uses force, defensive responses that use less than force are generally preferred over
those that use force. Thus, it is useful to know the extent to which active response
resembles force versus more legitimate means, the latter being easier to justify on
ethical grounds.

To determine the degree to which a particular means of active response resembles
force, we again turn to Schmitt�s criteria. Consider first an invasive traceback such as
the one conducted by Shawn Carpenter in Titan Rain. Carpenter traced an intrusion
into Sandia Labs and Department of Defense computers back to a province in China.
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Although the details have not beenmade public, for the purpose of analysis, assume he
had to hack back through computers thatwere not directly responsible for the intrusion
in order to locate the source, as this is typical in cyber attacks.

In terms of Schmitt�s criteria, severity is low. Indeed, the owners of intermediate
machines may not observe any effects or even know of the traceback, especially if
they had not noticed the intrusion from China in the first place. Given that the
effects could go unnoticed unless and until system logs are examined, it seems
reasonable to rate immediacy low as well. Measurability is also low in that there is
not much to measure. Directness is low to moderate, as it could be hard to attribute
the effects of the intrusive traceback to an active response (vs. some other computer
intrusion). Invasiveness is moderate, as in all cyber attacks. Responsibility is also
moderate, as some skill is required to conduct an effective traceback, but attribution
is difficult.

To assess presumptive legitimacy, we need to know who is conducting the
invasive traceback and who owns the machines being hacked. If the traceback is
conducted by a state actor against foreign systems, presumptive legitimacy should
be low in that the entire operation falls in the domain of foreign intelligence
collection, which is generally considered legitimate. If the traceback involves
accessing a domestic computer, the state may need additional authorities to access
the system. However, if the traceback is conducted by a nonstate actor, the operation
likely violates computer crime statutes, although the offense may be minor if no
sensitive information was downloaded or files damaged. But even if we rate
presumptive legitimacy moderate or high, the invasive traceback as a whole looks
less like force than the cyber attacks examined earlier in this paper. This is consistent
with Himma�s argument that tracebacks are not properly characterized as force
(Himma, 2004).

Next, consider an operation that aims to stop a machine from participating in
a DoS attack. Suppose that the attacking machine is not even the source of the
attack, but rather a victim itself of an earlier compromise. Finally, suppose that the
method of stopping the machine from engaging in the attack involves removing
malicious code that had been planted on the machine. Severity is low—indeed,
removing the malicious code should improve the state of the machine. Immediacy,
however, is high: once the malicious code is deleted, the attack packets stop.
Directness is moderate, as the attack packets could stop for other reasons. (e.g., the
malicious code could be programmed to only attack for 1 hour on a particular day).
Invasiveness is also moderate. Measurability is high, as the before and after attack
packets can be counted. Presumptive legitimacy is high, as it is normally illegal to
tamper with other peoples� machines. Finally, responsibility is moderate. In sum,
this operation looks more like force than an intrusive traceback, with at least three
criteria (immediacy, measurability, and presumptive legitimacy) ranking high. As a
result, it would seem harder to justify on ethical grounds. Even though the attack
may appear noble—after all, malicious code is removed—it is also more dangerous.
Deleting code can introduce problems, as anyonewho has had difficulty uninstalling
software has learned the hardway. By comparison, one is less likely to cause damage
during traceback.
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17.4.3 Conduct of Hack Back

Consider again the traceback operation from the perspective of jus in bello and
the legal doctrine of self-defense. In both cases, a critical question is whether the
traceback is necessary for self-defense. Clearly, the operation itself will not stop the
attack. Indeed, the most effective way of stopping most attacks is through improved
security. However, traceback may be necessary to find and stop a perpetrator who is
exploiting an undetermined vulnerability, as the solution would be unknown. Altho-
ugh the machine could simply be disconnected from the Internet, the effect could be
worse than the attack itself, resulting in lost productivity and income. In addition,
traceback is necessary to find and then stop the perpetrator from going after other
targets and causing greater damage. Furthermore, at the state level, traceback may
be necessary to identify the source of foreign intelligence collection against one�s
own country. Finding that source may be important for national security.

An alternative to traceback is to hand the problem over to law enforcement, but it
may be months before law enforcement can even get to the case, let alone solve it.
Furthermore, the perpetrator of the attack may have exploited computers in several
countries before eventually attacking a particular target, and getting law enforcement
agencies in these countries to all participate in the investigation is challenging at best.
Moreover, by the time law enforcement responds, the perpetratormay have conducted
additional, more serious attacks that could have been averted with a more timely
response. Thus, a reasonable argument can be made that at least in certain circum-
stances, invasive traceback is necessary for a prompt response.

For similar reasons, a traceback that involves invading computers belonging to a
neutral country or organization could be warranted if the neutral party is unable or
unwilling to stop its own systems from being exploited in the cyber attack in a timely
manner.

With respect to proportionality, the seriousness of the cyber attack must be
considered along with whether any collateral damage from the traceback is propor-
tional to the harm averted.Whereas traceback may not be justified to defend against a
web defacement, it may be appropriate for locating an intruder who has been
penetrating a network and downloading sensitive information for months or surrepti-
tiously tampering with or deleting critical data.

With respect to the principles of indiscriminate weapons, superfluous injury, and
perfidy, a traceback operation would seem to be in compliance. However, it would not
satisfy theprinciple of distinguishing combatants fromnoncombatants if the traceback
is conducted surreptitiously with the goal of avoiding detection and attribution. To
satisfy the principle, the traceback would have to be conducted openly, ideally with
permission.

Although the above suggests that invasive tracebacks could be ethically justified in
accordance with the principles of self-defense, Himma argued that they are not
(Himma, 2004). He based his conclusion on the grounds that they did nothing to either
repel or prevent an attack. He further reasoned that tracebacks can locate the source
only in direct attacks staged from the hacker�s machine, and, therefore, are unlikely to
achieve thegreatergood of identifying the culpable parties.His argument assumes that
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a traceback identifies the source of a particular IPpacket, but not necessarily the source
of the attack. In a later paper, Himma observed that improvements in traceback
technologies that allow source identification could lead to a different conclusion
(Himma, 2006b).

Now, consider the hack back to remove malicious code from the victim machine
engaged in the DoS attack. A case for necessity is harder to make, as an alternative
course of action would be to notify the owner of the machine of the attack and ask
that the machine be taken off the network until the code is repaired. Since most
owners would not want to risk being held liable for damages caused by their
machines, this approach should be effective, although some effort might be required
to determine the machine�s owner or get an ISP to notify the owner of a machine on
its network. Another course of action would be to get the machines� ISP to block the
attack packets, which at least would stop the immediate attack.

It is also harder to make a case for satisfying the principle of proportionality,
given that the hack back to remove the malicious code could potentially damage
the victim machine beyond that already caused by the presence of the code, and
the operation has no effect on eliminating the original source of the attack. The
perpetrator could find another victim and resume the DoS attack from the new base
of operation.

With respect to the principle of neutrality, the hack back is also difficult to justify if
the victim machine is in a neutral country or owned by a neutral third party. The
alternative of notifying the machine�s owner or ISP would be a better choice.

The hack back does not involve the use of indiscriminate or superfluous weapons.
Nor does it involve perfidy. However, unless done openly, it would fail to distinguish
combatants from noncombatants. The owner of the victim machine would not know
who had hacked the machine. In sum, the hack back to remove code appears less
consistent with the doctrine of self-defense than the invasive traceback, and thus
harder to justify on moral grounds.

17.5 CONCLUSIONS

This paper has explored the ethics of cyber attacks in three domains of conflict:
cyber warfare at the state level, hacktivism conducted by nonstate actors, and active
response. It has reviewed how the international law of armed conflict has been
interpreted to cover cyber actions in the context of state-level conflict, and then
showed how the resulting framework can be applied to nonstate actors and active
response.

The framework requires making two determinations: first, whether a particular
cyber attack resembles force, and second, whether the attack follows the principles
of the law of war. In general, the less an attack looks like force and the more it
adheres to the law of war principles, the easier it is to justify ethically. However,
attacks that look like force are generally permissible for defensive purposes, so they
cannot be ruled out.
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To determine the degree to which a particular cyber attack resembles force, the
framework uses criteria identified by Michael Schmitt and promoted by Thomas
Wingfield. These criteria were developed to distinguish operations that use armed
force from softer, more legitimate forms of influence at the state level.

The framework is not intended as a sole instrument for making ethical judgments,
but rather as a starting point based on well-established principles. Others have
proposed additional considerations that can inform ethical decision making.
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CHAPTER 18

A Practical Mechanism for Ethical Risk
Assessment—A SoDIS Inspection

DON GOTTERBARN, TONY CLEAR, and CHOON-TUCK KWAN

18.1 INTRODUCTION

The availability of high-quality software is critical for the effective use of information
technology in organizations.

Although the need for high-quality software is obvious to all and despite efforts to
achieve such quality, information systems are frequently plagued by problems
(Ravichandran, 2000). These continued problems occur in spite of a considerable
amount of attention to the development and applications of certain forms of risk
assessment (whichwill be discussed in Section 18.2). The narrow formof risk analysis
and its limited understanding of the scope of a software project and information
systems has contributed to significant software failures. Section 18.3will introduce an
expanded risk analysis process that expands the concept of information system risk to
include social, professional, and ethical risks that lead to software failure. Using an
expanded risk analysis will enlarge the project scope considered by software devel-
opers. This process is further refined by incorporating it into an inspection model and
illustrated by its application to a national information system. A tool to develop
Software Development Impact Statements (SoDIS) is also discussed.

Informaticians have been evolving and refining techniques to mediate risks of
developing software products that meet the needs of their clients. The risks focused
on include missed schedule, over budget, and failing to meet the system�s specified
requirements (Boehm, 2006; Hall, 1998; Jones, 1994). This focus was later
expanded to address software security as the highest risk (Stoneburner et al.,
2002). In spite of this attention to risks, a high percentage of software systems
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are being delivered late, over budget, and not meeting all requirements, leading to
software development being characterized as a “software crisis” and a mistrust of
software systems.

18.2 EVOLVING PRACTICES FOR RISK ASSESSMENT

18.2.1 Generic Standards for Risk Analysis Models

Generic standards for software project risk management are available from many
professional societies. For example, an American/European standard (IEEE, 2001)
and an Australasian standard (AS/NZS, 1999) provide similar systematic approaches
to risk management

. . . for establishing the context, identifying, analyzing, evaluating . . . risks associated
with any activity . . . that will enable organizations to minimize losses and maximize
opportunities (AS/NZS, 1999, p. 2).

Risk management generally consists of an iterative series of steps like the ones
shown in Fig. 18.1. We will use this model to look at each stage of the generic risk
analysis model.

FIGURE 18.1 Risk management (AS/NZS, 1999, p.16).
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18.2.1.1 The Context The context referred to in the top box—the context in
which the project is being developed—includes the organizational structure and its
competitive and political position as well as its risk management structure. This
advocates that the scope of the risk analysis should include those things thatmay derail
or interfere with the completion of the project. This model is consistent across most
models of software risk analysis in the past 50 years. This defines the area the risk
analyst will focus on.

18.2.1.2 Risk Identification The risk identificationprocess identifies potential
negative impact on the project and its stakeholders. AS/NZS lists potential negative
areas of impact such as

Asset and resource base of the organization, Revenue and entitlements, Costs, Perfor-
mance, Timing and schedule of activities, andOrganisational behaviour (AS/NZS, 1999,
p. 39).

Jones (1994) categorizes software risks byproject sector (Table 18.1) andorganizes
them by frequency of occurrence to help guide risk identification.

The types of risk identified generally include those that have the potential to
negatively affect project development (DeMarco and Lister, 2003). Boehm (2006)
says the top ten software risks are “personnel shortfalls, unrealistic schedules and
budgets, developing the wrong functions, developing the wrong user interfaces,
gold-plating, continuing stream of requirements changes, shortfalls in externally-
performed tasks, shortfalls in externally-furnished components, real-time perfor-
mance shortfalls, and straining computer science capabilities.”

There are manymodels of software development, ranging from highly preplanned
methods such as the waterfall model to the newer highly adaptive models called agile
models of software development. Nevertheless, in all of thesemodels the generic risks
addressed are those thatmay derail the project.Many software development textbooks
describe risk simply as the “problem that X will occur and have a negative effect on

TABLE 18.1 Most Common Risk Factors for Various Project Types

Project Sector Risk Factor
Percentage of
Projects at Risk

MIS Creeping user requirements 80%
Excessive schedule pressure 65%
Low quality 60%
Cost overruns 55%
Inadequate configuration control 50%

Commercial Inadequate user documentation 70%
Low user satisfaction 55%
Excessive time to market 50%
Harmful competitive actions 45%
Litigation expense 30%
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someaspect of thedevelopmentprocess” (Pfleeger, p. 70).Rook (1993) severely limits
the scope of risk identification. For something to be a risk event, it must “create a
situation where something negative happens to the project: a loss of time, quality,
money, control, understanding, and so on. . .The loss associatedwith a risk is called the
risk impact.”

Jones (1994) and Hall (1998) address a waterfall approach. Boehm (1988) has
developed a software development model that spreads the analysis of risk throughout
the development process. Following Boehm�s spiral model, software is developed in a
series of incremental releases. Each iteration through the spiral includes tasks related
to customer communication, planning, risk analysis, engineering the development of
the next level, construction and release, and customer evaluation and assent. Each
incremental element of the product that passes through these phases has undergone
analysis for these risk types. Although this model introduces a focus on risks, those
risks are limited to the risks identified above. The method is also limited in that it
assumes all stakeholders are equal and that they will be equally aware of and able to
describe their ownwin conditions (formore on the relation between thismodel and the
SoDIS, see Gotterbarn, 2004). When discussing risks in the Agile model of software
development, Highsmith (2002, pp. 57–58) divides risk into three major categories:
technical, organizational, and business. The focus of these agile methods is on an
iterative approach to improve delivery speed and return on investment.

18.2.1.3 Risk Analysis Once these potential risk effects have been identified,
they are prioritized in the risk analysis phase to help order when and if they will be
addressed. The risk analysis process divides the identified risks by their severity and
the likelihood that they will occur, producing a given level of risk. The analysis of the
risk severity is put in either qualitativeor quantitative terms.Kerzner (2002) sayswhen
doing project risk analysis, those items to be considered are cost evaluation, schedule
evaluation, and technical evaluation.Once these are analyzed they are converted into a
prioritized schedule (Kerzner, 2002, pp. 669–670), either by quantitative analysis or a
limited qualitative analysis that still uses cost and project derailment as themajor form
of categorization. This is evident in the standard set of risk ratings given by Kerzner
(p. 670) (Table 18.2).

Two forms of exposure are commonly calculated. The first method using quanti-
tative risk analysis provides quantitatively expressed assessment of the negative

TABLE 18.2 Risk Rating (Kerzner, 2002, p. 670)

Risk Level Description

High Substantial impact on cost, schedule, or technical. Substantial action
required to alleviate.

Moderate Some impact on cost, schedule, or technical. Special action may be
required to alleviate issue.

Low Minimal impact on cost, schedule, or technical. Normal management
oversight is sufficient.
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consequences of an event as the outcome of an event, for example, “Adelay of one day
will cost $3000 in sales.” The second method uses qualitative risk analysis to address
risks that are not readily quantifiable other than by describing the degree of risk, for
example, “The delay will upset our distributors, causing significant loss of goodwill.”

Quantitative Risk Analysis Generally, qualitative analysis is often used “first to
obtain a general indication of the level of risk . . . or where the level of risk does not
justify the time and effort for a quantitative analysis . . .” (AS/NZS, 1999, p. 14). The
role of quantitative analysis primarily is to characterize and identify the impact of a
risk generally assessed in terms of dollars. The risk level or severity is generally
determined by using some quantifiable value such as cost or time and statistical or
mathematical method. This level of risk is generally determined with statistical
analysis or calculations with fault trees and event trees. A typical calculation is “risk
exposure,” a metric derived by multiplying the anticipated costs by the probability
of the event occurring. There are obvious kinds of problems with this type of
analysis because the prioritization of the risk types may be industry- or country
specific, but there are formal methodologies to harmonize these risk rankings
(Kerzner, 2002, p. 693).

Sometimes we find the cost/benefit analysis of this form of risk analysis
troubling. A safety calculation in large engineering projects includes a calculation
of cost/benefit ratio for an acceptable level of risk for construction workers. These
calculations when used in terms of death benefits reduce a person�s worth to the
number of potential earning years lost multiplied by their expected income during
those years. These and similar questions raise concerns about a purely quantitative
approach to risk analysis.

Qualitative Risk Analysis As a support for a quantitative risk analysis, a qualitative
analysis is sometimes used.1 Surprisingly, in standard risk methodologies the
qualitative risk approach typically looks at quantifiable data that can be easily
prioritized and facilitates analysis. Qualitative analysis uses descriptive scales,
such as those in Table 18.3, indicating the degree of the risk.

These descriptions are used to prioritize risks and determine the amount of
corporate resources devoted to their mitigation. Notice how each of these descriptive
levels has an easily quantifiable description.

Even the generic form of qualitative risk analysis is limited in scope to the
success of the project, which may include the satisfaction of the customer. Hilson
(2004) says, “. . . if [qualitative risk identification is] done properly it should
ensure that all foreseeable risks are listed, representing any uncertain event, or set
of circumstances that, if it occurs, would have a positive or negative effect on the
project . . ..”

1Qualitative risk analysis should not be confused with the Qualitative management movement of Deming
and others, which used an iterative method of process modification (Deming, 2000).
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18.2.1.4 Limitations of the Generic Standards The Association for Infor-
mation Systems defines “system quality” in terms of currency, response time,
turnaround time, data accuracy, reliability, completeness, system flexibility, and ease
of use (AIS, 2005). Even after using these genericmodels of risk analysis, information
systems have been produced that have significant negative social and ethical impacts.
The risks of these impacts are not traditionally included in the tripartite concept of
software failure: over-budget, late, or not meeting stated functions.

On the basis of business considerations, some have extended the generic risk
analysis to include negative impacts of software to include the impacts on those who
have a financial interest in the project (Agle et al., 1999).

Some have extended this generic risk analysis further to include safety critical
issues related to the distribution of the software (Leveson, 1995). Their analysis
extends those stakeholders considered in the risk analysis process from developer and
client/customer to also include those who use the software. Others (Hilson, 2004;
Stoneburner et al., 2002) make the data to a stakeholder and make maintenance of the
data and security the primary goal of risk analysis. For Hilson (2004), the primary
stages of risk analysis over a software life cycle consist of the specification and testing
of system security requirements (Fig. 18.2).

Unfortunately, even with all of these modifications to risk analysis, there are still
considerable problems with software. Consider a simple case that occurred in

TABLE 18.3 Qualitative Measures of Consequence or Impact (AS/NZS, 1999, p. 42)

Level Description Detailed Description

1 Insignificant No injuries, low financial loss
2 Minor First aid treatment, on-site release immediately contained,

medium financial loss
3 Moderate Medical treatment required, on-site release contained with outside

assistance, high financial loss
4 Major Extensive injuries, loss of production capability, off-site release

with no detrimental effects, major financial loss
5 Catastrophic Death, toxic release off-site with detrimental effect, huge

financial loss

FIGURE 18.2 Hilson�s security life cycle.
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New Zealand in 2003. Software was developed to allow people to remotely start their
cars with the same device that allows them to remotely unlock their cars. There was a
complete risk analysis done on the development of this program, and it even included
an analysis of risks to those who had a financial stake in the project and to the users of
the software. What was not considered in the design of the system was its use in a
manual transmission car that was left in gear when it was parked. Nor was the
pedestrian considered who was hurt while walking between two cars when one of the
carswas started remotely. None of these expanded analyses considered the pedestrian,
a stakeholder who was significantly affected by the failure in the design to limit its
application to carswith automatic transmission. The problem is that these quantitative
formsofanalysismiss awhole rangeof ethical and social issues,which arenot issuesof
project development.

Generic qualitative analysis has a similar weakness. Frequently ethical concerns
addressed in a risk analysis are turned into quantitative judgments, for example, the
Ford decision not to redesign the Pinto based on the lower cost of law suits from the
injured compared to the cost of redesigning the car.Even inqualitativeanalysis the risk
is reduced to some utilitarian calculus, to some cost benefit analysis. The inadequacy
of such calculations is seen when the “cost of the US occupation of Iraq is simply
reduced to the number of American dead,” or the risk assessment of the September 11
attacks is reduced to the number of peoplewho died on that day. These generic types of
risk analysis miss significant ethical and social issues.

18.2.1.5 Ethical Risks The ethical stakeholders in developed software are all
those who are affected by it even though they are not directly related to the use or
financing of a system. The political candidate who is not elected because of a difficult
voting machine interface is a stakeholder in the development of that voting machine.
The person who suffers identity theft because of a flaw in the security for an
information system is a stakeholder in that information system. The developer�s
obligations to these stakeholders are not included in the generic concept of software
failure.

These systems may have been a success in terms of being developed within
budget and delivered on schedule, but they were a failure because they failed to take
into account the conditions in which they were used. The user interface that met
specifications had a significant impact on the lives of others. The system used to
record dosages of pediatric medicine correctly handled negative interactions of
dosages, but it was awkward to use in emergency situations, resulting in 3
medication errors out of every 100 (Pediatrics, 2006).

Contributing Factors Two interrelated factors related to system stakeholders
contribute to missing these professional and ethical failures. The first of these is
that limiting the consideration of system stakeholders to just the customer/client,
software developer, and those who have a financial stake in the system ignores the
needs of other relevant stakeholders.

Some have realized that the focus on technical risks is too narrow, but, unfortu-
nately, the risk focus only expands to other internal issues related to the development of
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the system.For example,Ravichandran (2000) says, “Research in software quality has
focused largely on the technical aspects of quality improvement, while limited
attention has been paid to the organizational and socio-behavioral aspects of quality
management.” This is similar to the position maintained in the Australasian risk
analysis model mentioned above.

A second factor is limiting the scope of software risk analysis just to the
technical and cost issues. A complete software development process requires (1)
the identification of all relevant stakeholders and (2) enlarging risk analysis to
include social, political, and ethical issues. A complete risk analysis requires a
process to help identify the relevant stakeholders and broaden the scope of risks
anticipated.

To meet the goal of quality software, developers focus on particular risks,
including project and schedule slips, cost increases, technical and quality risks,
the timeliness of the product, and risks that the final product will not fit the business
for which it was designed. Nevertheless, developers use the quantitatively assessed
risk exposure to help them focus on the most critical risks. The use of easy-to-read
fonts or an easy-to-use backup system may be ignored in an effort to get a product
out in time or at lower cost.

This quantitative approach is utilitarian. The risks that are addressed are thosewith
the highest risk exposure. All consequences are given dollar values. Even qualitative
risks are turned into a numerical hierarchy (McFarland, 1990). The resulting riskof the
September 11disasterwas calculated in terms of the number of deaths that occurredon
that day or lifetime dollar earnings potential of those who died.

The negative effects that need to be addressed in risk analysis include both overt
harm and the denial or reduction of goods. An automated surgical system that
randomlymoves inches insteadof centimeters, hurting patients,wouldhaveanegative
effect, as a pay phone system that disables all usage, including 911, without an
approved credit card would also have a negative effect preventing the report of an
accident. These stakeholders, patients and someone hurt in a fire, are not normally
considered. The scope of a project needs to be identified in terms of its real
stakeholders.

This enlargement of the domain of stakeholders has been implicitly endorsed by
professional societies in the paramountcy clause—“Protect public health, safety, and
welfare”—in their codes of ethics. This extension has been explicitly adopted in
several legal decisions in the United States. This extended domain of stakeholders
includes users of the system, families of the users, social institutions that may be
radically altered by the introduction of the software, the natural environment, social
communities, informatics professionals, employees of the development organization,
and the development organization itself.

Including a broader range of stakeholders will also broaden the types of risks
considered. The systems we develop perform tasks that affect other people in
significant ways. The production of quality software that meets the needs of our
clients and others requires both the carefully planned application of technical skills
and a detailed understanding of the social, professional, and ethical aspects of the
product and its impact on others.
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18.3 SODIS AUDIT PROCESS

A process developed by Gotterbarn and Rogerson (2005) using Software Develop-
ment Impact Statements can mitigate some of these problems and improve software
quality by ensuring that the needs of all project stakeholders have been properly
considered, thereby broadening the types of risks considered at the outset of a project.
The resulting first-cut requirements documents reflect amorecomprehensivevisionof
potential threats to a project�s success. The SoDIS process steps analysts through a
systematic preaudit of the factors that govern a “typical” project�s management and
deployment.The results ofaSoDISpreaudit can thenbeused todevelop a refined set of
requirements, which in turn can be written into the Request for Proposal (RFP)
documents common in outsourced software development. Development contracts
may also be modified to stipulate subsequent SoDIS project audits or inspections at
later stages in a project�s life cycle.

The original SoDIS concept, as developed by Gotterbarn and Rogerson
(Rogerson and Gotterbarn, 1998), was based on two sets of findings from multiple
software development projects. One of the findings showed that software project
failures were largely because of defective risk analyses, that is, analyses that failed
to consider a system�s impact on all who might be affected by that system�s
deployment. This narrow consideration of stakeholders contributed to a limited
view of project scope. The other findings characterized ways in which software
development projects could have significant negative impacts on society and its
citizens. From these findings they developed a hypothesis about a way to mitigate
social and ethical software disasters—a strategy that uses a preliminary analysis of
software development plans to alert the developer to a broader range of stakeholders
and expand the range of risks considered for these stakeholders. In turn, this would
have a positive impact on the development of the software and thereby reduce the
negative impact of the software developed. They developed methods to test the
efficacy of this strategy and developed the SoDIS process to do the preliminary
project auditing. They tested this process on software projects in industry and
academe. For example, an application of the SoDIS process in a blind parallel test
with Keane Incorporated (Boston) in 1998 led to significant modifications to the
SoDIS analysis process and to the development of a prototype tool (called the SoDIS
Project Auditor, SPA) to apply the SoDIS process to software project plans.

18.3.1 Software Development Impact Statement2

The Software Development Impact Statement, like an environmental impact state-
ment, is used to identify potential negative impacts of a proposed system and specify
actions that will mediate those impacts. A SoDIS is intended to assess impacts arising
from both the software development process and the more general obligations to
various stakeholders.

2The description of the SoDIS Audit process is primarily based on Gotterbarn, 2004.
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At any point in the development of a system, there are stated system goals and a list
of tasks needed to complete that stage ofdevelopment.TheSoDISprocess uses that list
of tasks and the system goals as its primary input. The goal of the SoDIS process is to
identify significant ways in which the completion of individual tasks may negatively
affect stakeholders and to identify additional project tasks needed to prevent any
anticipated problems.

The process of developing a SoDIS encourages the developer to think of people,
groups, or organizations related to the project (stakeholders in the project) and how
they are related to each of the individual tasks that collectively constitute the project.
Although all software projects have some unique elements, there are significant
similarities between projects so that a generic practical approach can be taken to
refocus the goal of a project to include a consideration of all ethically as well as all
technically relevant stakeholders.

To aid with the major clerical task of completing this process for every task and for
every stakeholder, a tool—the SoDIS Project Auditor (SPA)—was developed. The
SoDIS Project Auditor is a software tool that keeps track of all decisions made about
the impact of project tasks on the relevant project stakeholders, and it enables a
proactiveway to address the problems identified.A reviewof the toolwill help explain
and demonstrate the SoDIS process.

18.3.2 Stakeholder Identification

A preliminary identification of software project stakeholders is accomplished by
examining the system plan and goals to see who is affected and how they may be
affected.When determining stakeholders, an analyst should askwhose behavior, daily
routine, work process will be affected by the development and delivery of this project;
whose circumstances, job, livelihood, communitywill be affected by the development
and delivery of this project; and whose experiences will be affected by the develop-
ment and delivery of this product. All those pointed to by these questions are
stakeholders in the project.

Stakeholders are also those to whom the developer owes an obligation. The
imperatives of the several software codes of ethics define the rights of the developer
and other stakeholders. These imperatives can be used to guide the stakeholder search.
The process of identifying stakeholders also identifies their rights and the developers�
obligations to the stakeholders. These imperatives have been reduced and categorized
under five general principles in the SoDIS process and incorporated into the SoDIS
Project Auditor.

On a high-level, the SoDIS process can be reduced to four basic steps: (1) the
identification of the immediate and extended stakeholders in a project, (2) the
identification of the tasks or work breakdown packages in a project, (3) for every
task, the identification and recording of potential ethical issues violated by the
completion of that task for each stakeholder, and (4) the recording of the details and
solutions of significant ethical issues that may be related to individual tasks and an
examination of whether the current task needs to be modified or a new task created to
address the identified concern.
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A complete SoDIS process (1) broadens the types of risks considered in software
development by (2) more accurately identifying relevant project stakeholders.

18.3.3 SoDIS Stakeholders Identification

The identification of stakeholders must strike a balance between a list of stakeholders
that includes people or communities that are ethically remote from the project and
a list of stakeholders that only includes a small portion of the ethically relevant
stakeholders.

The SoDIS process provides a standard list of stakeholders that are related to most
projects. This standard list of stakeholder roles changes with each change of project
type. For example, a business project will include corporate stockholders, while a
military project will not have stockholders in a standard stakeholder role. The system
also enables the SoDIS analyst to add new stakeholder roles.

The stakeholder identification form (Fig. 18.3) contains a Statement of Work that
helps remind the analyst of the project goals and facilitates the identification of
relevant stakeholders. The stakeholder form and the SoDIS analysis form are dynamic

FIGURE 18.3 SoDIS stakeholder identification.
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and enable the iterative process. If while doing an ethical analysis one thinks of an
additional stakeholder, he/she can shift to the stakeholder identification form, add the
stakeholder, and then return to the SoDIS analysis that will now include the new
stakeholder.

Rogerson and Gotterbarn (1998) proposed a method to help identify stakeholders
based on Gert�s moral rules (Gert, 1988). Gert gives 10 basic moral rules. These rules
include as follows: Don�t kill, Don�t cause pain, Don�t disable, Don�t deprive of
freedom, Don�t deprive of pleasure, Don�t deceive, Don�t cheat, Keep your promises,
Obey the law, and Do your duty.

Amatrix can be set up for each ethical rule such as “Don�t cause harm.”The column
headers of the “Don�t cause harm”matrix are the stakeholders, such as the “developer”
and the “customer,” and there is a row for each major requirement or task. The SoDIS
analyst thenvisits each cell in thematrix, asking for each requirementwhethermeeting
this requirement violates that obligation to the stakeholder. Because the analysis as
described is organized by particular software requirements or tasks, it will be easy to
identify those requirements that generate a high-level of ethical concern. Thus, the list
will also be used to determine if particular requirements have to be modified to avoid
significant ethical problems. This method can be used to give a composite picture of
the ethical impact of the entire project from the point of view of these stakeholders.

Might the completion of this requirement cause harm to the stakeholder? (“Y”
indicates that the task may cause harm to the stakeholder group.)

Requirement/
Stakeholder Customer Developer User Community

Additional
Stakeholders

Requirement 1 N N N
Requirement 2 N N Y
Requirement 3 Y N Y

This process can be used both to identify additional stakeholders and to determine
their rights. The first phase of the stakeholder identification should have identified
some areas of broader ethical concern and some additional stakeholders. The primary
stakeholder analysis is repeated for these newly identified stakeholders. Even if there
were no new stakeholders identified, at a minimum the analysis should include
software users and related cultural or community groups as potential stakeholders.

18.3.4 Identification of Tasks or Requirements

At every stage of system development there are a series of tasks or requirements that
decompose the development into its component parts. These individual task descrip-
tions are used in the reviewing and monitoring of the project.

Each of these individual tasks may have significant ethical impact. The SoDIS
Audit process is used to help the developer responsibly address the ethically loaded
risk potential of each of the tasks or requirements.

The SoDIS analysis process also facilitates the identification of new tasks or
modifications to existing tasks that can be used as a means to mediate or avoid
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identified concerns. The early identification of these softwaremodifications saves the
developer time and money and leads to a more coherent and ethically sensitive
software product.

18.3.5 Identify Potential Ethical Issues

This stakeholder identification process has been modified in the SoDIS Project
Auditor. Gert�s ethical principles have been combined with ethical imperatives from
several computing codes of ethics to reflect the professional positive responsibility of
softwaredevelopers. These principles havebeen framed as a set of 31questions related
to stakeholders in a software systemand togeneralized responsibility as an informatics
professional. These questions are placed in the bottom frame of the SoDIS Analysis
screen (Fig. 18.4).

There may be some special circumstances that are not covered by these 31
questions, so, the system enables the SoDIS analyst to add questions to the analysis
list. When the analysis is complete, there are several usage statistics reports that give
various snapshots of the major ethical issues for the project.

FIGURE 18.4 SoDIS analysis screen.
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When an ethical concern has been identified, the analyst gets an ethical concern
form (Fig. 18.5) to record his/her concern with the task for that stakeholder and also
to record a potential solution. The most critical part of this process is on this form,
where the analyst is asked to assess the significance of the concern with the
requirement/task being analyzed. If the problem is significant then the analyst
must determine whether the problem requires a modification of the task, deletion of
the task from the project, or the addition of a task to overcome the anticipated
problem. It is these adjustments to the software requirements or task list that
complete risk analysis.

The process of developing a SoDIS requires the consideration of ethical devel-
opment and the ethical impacts of a product—the ethical dimensions of software
development. The SoDIS analysis process also facilitates the identification of new
requirements or tasks that can be used as a means to address the ethical issues.
Figure 18.6 shows the proposed solution—two added tasks to the original project
plan, which identify the need to start to identify peoplewho are competent to test the
proposed new software.

The early identification of these software modifications saves the developer time
and money, and leads to a more coherent and ethically sensitive software product.

FIGURE 18.5 SoDIS concern screen.
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When the developers arrive at the point of testing the jet engine in the above scenario,
they will have experienced testers.

A SoDIS Audit, in short, represents a promising mechanism for addressing the
inherent weaknesses of generic risk analysis. As shown here and elsewhere (Clear
et al., 2004; Gotterbarn, 2004; Gotterbarn and Clear, 2004; Gotterbarn and Rogerson,
2005; Koh, 2003; McHaney, 2004), application of the SoDIS Audit in projects has
improved the quality of the project scoping, requirements analysis, project manage-
ment, and risk assessment processes.

18.4 SODIS INSPECTION MODEL

18.4.1 Improve SoDIS Audit with an Inspection Model

The results of previous research on failed projects and our initial use of the SoDIS
analysis (Gotterbarn and Rogerson, 2005) led us to make significant modifications to
the generic form of risk analysis. Our results clearly indicate that these generic
approaches are significantly limited. The application of the SoDIS Audit to specific

FIGURE 18.6 Proposed solution screen.
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details of systems development had some limitations, where issues about the applica-
tion in its context were missed. Research was conducted on an expanded SoDIS
process, a SoDIS inspection. The SoDIS Inspection process as a risk analysis method
has some similarities with these standard methods and some significant differences,
which we will highlight in our description of the inspection model we tested.

We show how the SoDIS Audit process was developed into an inspection model3

based on work with the UK government and then demonstrate how the SoDIS
inspection process has been successfully applied to an outsourced software develop-
ment project through a specific case described below.

The SoDIS Audit process was modified and applied through research projects in
Australia, New Zealand, the United Kingdom, and the United States (Clear et al.,
2004). The research followed a four-step cycle of planning, action, observation, and
reflection used in both the UK and NZ research projects reported here, and consistent
with the dual cycle action research ofMcKay andMarshall (2001) aimed at addressing
both practice and research concerns.

18.5 THE SODIS AND UK ELECTRONIC VOTING REQUIREMENTS

The SoDIS inspection model (cf. Section 18.3) was developed in part through work
with the UK government. This work began in 2002, when Rogerson contracted with
the United Kingdom to apply SoDIS to a government plan to implement electronic
voting in the United Kingdom by 2005. Electronic voting is a paradigm example of an
information gathering and reporting system.

This contract outlined a set of deliverables that included assessments of technical
requirements for the UK e-voting system. In tandem, both the SoDIS Inspection
process itself and the supporting SoDIS Project Auditor case tool were modified in a
research context built upon a coherent information ethics framework. Early subsets of
the researchgoals fromTable 18.4 (1–5, 9–10)were driversof the researchwork.Thus,
a set of practice interests and research interests were to be jointly addressed in this
project. The research findings from this project formed a basis for the subsequent
reflection and formalization of the SoDIS Inspection reported below, whereas the
practice findings directly informed the UK government�s e-voting implementation
plan.

The study began by identifying the technical and social issues related to the
electronic voting project. Meetings were held between the SoDIS Team, general
election policy specialists, and technical specialists responsible for outsourcing the
project. These meetings helped the SoDIS team to gain a high-level understanding of
the nature of the application and the key social and technical issues, in an effort to
inform the RFP process.

3Like Gilb and Graham (1993), we extend the concept of “inspection” (Fagan, 1976) to include informal
reviews of all software development artifacts, rather than limiting the concept to “examining a program in
detail” (Parnas and Lawford, 2003).
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Following these initial meetings, the SoDIS team developed a set of high-level
strategies for implementing the application. These strategies were developed, in
part, by evaluating technical options that included the location of polling, the
means of authentication, the user interface, the network communication interface,
and the collection and processing infrastructure (Fairweather and Rogerson, 2002).
The team also identified 13 of the system�s potential stakeholders grouped under
five different stakeholder role categories (cf. Table 18.5), and produced a set of 10
generic requirements.

TABLE 18.4 Elements of a Research Intervention – Use of the SoDIS Process in
Software Development Projects

Research Element Description of SoDIS Element

Framework SoDIS process (Rogerson and Gotterbarn, 1998)
Gert�s moral rules (Gert, 1988)
Codes of professional ethics (Gotterbarn et al., 1998)
Practical action research (Carr and Kemmis, 1983)

Research
method

Practical action research (Carr and Kemmis, 1983)

Problem-solving
method

Process consultancy, SoDIS project preaudits, SoDIS inspections

Problem situation 1. How to develop better-quality software
of interest to the
researcher

2. How to systematically apply qualitative risk analysis to software
development

3. How to develop ethically sensitive software that considers the
legitimate interests of all stakeholders

4. How to apply the SoDIS process in project contexts
5. How to apply the SoDIS Project Auditor CASE tool in

project contexts
6. Can use of the SoDIS process reduce the risks in software

development projects?
7. In what situations is the SoDIS process most applicable?
8. How can the SoDIS process be implemented in particular

domain contexts?
9. How should SoDIS inspections be conducted to best effect?
10. How should the SoDIS process be adapted for different types

of projects?

A problem 1. Developing quality software
situation 2. Developing a structure for software qualitative risk analysis
in which we are 3. Improving software development risk assessments
intervening 4. Reducing the risk of projects failing
(of interest to the 5. Improving software acceptability to stakeholders
practitioner) 6. Reducing the risk of failure in outsourced software

development projects

THE SODIS AND UK ELECTRONIC VOTING REQUIREMENTS 445



As the focuswason the needs andobligations of the public, theSoDISTeamsingled
out for detailed analysis each of the 10 requirements for each of the 8 types of
“Community” and “User” stakeholders shown in Table 18.5. This evaluation was
driven by a set of 32 socioethical-related questions designed to uncover any negative
impact that satisfying agiven requirementmight haveon agiven stakeholder. Potential
problems were addressed by examining the possible modifications to the project,
including the use of a particular technical option that would minimize the adverse
impact on the stakeholders.

The SoDIS Project Auditor CASE tool (Gotterbarn and Rogerson, 2005) was used
to conduct this evaluation. Analysts who attempted to use this tool in isolation,
unfortunately, found the work tedious, and it produced incomplete analyses. The
subsequent use of pairs and teams of analysts proved more effective.

The final step in the initial analysis involved the use of the SPA CASE tool to
generate a Software Development Impact Statement—a register of prioritized con-
cerns and the actions for their potential resolution. In all, a total of 103 concerns with
the high-level requirements were identified. To make this list of concerns more
manageable, common threads running through the list were identified and labeled.
This groupinghelped in communications for all involved. In thecase of theUKproject,
this taxonomy was used for communications with governmental officials and poli-
ticians in the Office of the Deputy Prime Minister�s report (ODPM, 2003).

The team then used these outputs as a guide to repeatedly apply the SPA to the
requirements list. This iterative process was conducted until no new concerns were
identified.

The concerns identified through the SoDIS process as well as their potential
solutions later became the basis for a series of stipulations by the Office of the Deputy
PrimeMinister (ODPM) for prospective vendors to meet when formulating a Request
for Proposal (RFP) for outsourcing the design anddevelopment of the system. Someof
thekeyconcerns thatwere identifiedduring theSoDISprocess and included in theRFP

TABLE 18.5 Stakeholders in UKElectronic Voting Project

Stakeholder Role Name

Customer Central government
Local government
Those seeking election

Community Minority groups
Those overseas
Those with disabilities
Those with linguistic constraints
Those from minority ethnic groups
Those belonging to fringe political parties
Those living in rural areas

User Citizens as voters
Vendor Suppliers of technological elements
Developer Systems developer
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had todowith designing the system to ensurevoter secrecyand safety, equity of access,
system performance, and data integrity and security. The analysis also highlighted
usability concerns for minority groups and those with disabilities, and also a concern
that the means of authentication should not be cost-prohibitive or result in an
unacceptable violation of privacy (ODPM, 2003).

The mapping of the concerns raised by the analyst team using the SoDIS Audit
process with the system specifications as subsequently issued by the UKGovernment
is detailed in Appendix A.

The application of the SoDIS preaudit process to a high-level set of requirements
supported the hypothesis that the SoDIS process is useful in identifying potential
problemswith requirements. The application of a project preaudit reduced the number
and degree of the problems related to this software project and provided at the earliest
opportunity warnings of poor development and strategy.

18.5.1 Lessons Learned from the UK Election

The process used in the UK analysis is as shown in Fig. 18.7.
The process showed that the initial methdology of simply using the SoDIS Project

Auditor on a list of tasks or requirements was inadequate. This led to several
adjustmentsduring the analysis process.Lessons learned from theUKprocess relevant
to this chapter are shown in Table 18.6 below.

These results led to the development of an improved SoDIS process grounded in a
formalized context called a “SoDIS Inspection,”which could be conducted at chosen
points in a project life cycle. It is believed that the SoDIS Inspection could resolve or
mitigate four tensions in software development between the forces for change based
uponanevolvingvision; commercial certainty andcost; projectmanagement delivery;
and professional quality software (Clear, 2003).

FIGURE 18.7 The SoDIS inspection process.
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18.5.2 Research Insights from UK e-Voting Analysis

The lessons learned from this original analysis addressed the following research
interests from Table 18.4: (1) developing better quality software; (2) applying syste-
matic risk analysis; (3) ethically considering interests of all stakeholders; (4) applying
SoDIS inproject contexts; (5) applyingSPAinproject contexts; and (8) applyingSoDIS
in particular domain contexts. Other concerns that were addressed in part include (10)
adapting SoDIS for different project types; and, from the practitioner�s viewpoint (6),
the role of SoDIS in reducing risk in outsourced software development projects—upon
subsequent reflection. These are all reflected in the key results of Table 18.6, and the
subsequent actions of the client in modifying the planned e-voting implementation.

18.5.3 Insights Related to Practice from UK e-Voting Analysis

The questions from Table 18.4 addressed in our research by identifying potential
ethical and social riskswere about developing quality software, structuring qualitative
software risk analysis, improving software development risk assessments, reducing
the risk of failed projects, improving software acceptability to stakeholders, and
reducing the risk of failure in software development projects. The significant findings
from the study and their incorporation into the planning and requirements for e-voting
in the UK (cf. Appendix A) demonstrated the efficacy of the process.

The insights drawn from theUKstudy and reflection upon the lessons learned led to
further modification of the SoDIS Inspection process.

18.6 RESEARCH PROJECT

The lessons learned from the UK project and our examination of risk analysis
models were brought together in another research project related to a commercial

TABLE 18.6 Results from Applying the SoDIS Process to the UK Electronic Voting
Project

No. Key Results

1. Tasks can be described at too a high level to yield useful results, particularly if their
context was not well understood.

2. The analysis needs to be conducted on a developer (technical) level and a
stakeholder level.

3. The number of negative questions generated causes analysts to occasionally change
focus and think of positive improvements for the project.

4. A SoDIS analysis can identify a large number of specific low-level issues. These
issues can be made easier to understand and help developers maintain focus on the
issues by grouping them into categories of problems related to
system development.

5. The process was iterative at every phase.
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partner�s high-level requirements. We present first the SoDIS Inspection model
developed as a result of the previous research and then the results of our applying it
with a commercial partner.

18.6.1 The Inspection Process

The SoDIS Inspection model developed is directly grounded in the five results
described in Table 18.6 (cf. Section 18.5) based on the analysis of UK e-voting
outsourced requirements. The inspection processwe tested has fivephases: (1) context
scoping; (2) SoDIS Audit; (3) concerns clustering; (4) cluster guided SoDIS review;
and (5) analysis summary. Each phase may be iterated as necessary. The following
sections demonstrate how the SoDIS Inspection process links both to the results from
the UK election study identified in Table 18.6 and to the steps in a generic risk
analysis.

18.6.1.1 SoDIS Inspection Phase 1—Context Scoping UK Result 1
indicated a need for an initial understanding of the project. Phase 1 involves
understanding critical elements in the context, including the identification of tasks
and overlooked stakeholders. The type of task considered varies with the stage of the
development process inspected. For example, “tasks” can be detailed steps in test
plans, work breakdown structures in project plans, analysis and design documents, or
high-level requirements.

Phase 1 consists of at least two meetings. One meeting identifies the “context of
concern” from a technical and project development point of view. The participants
are technicians (developers/program managers). The project manager�s presenta-
tion of scenarios of the product�s use in various environments aids in the identifica-
tion of the people and organizations affected by the software, as well as the
identification of the risks for these stakeholders. The other type of meeting also
uses scenarios. It identifies the initial context of concern from the perspective of a
business analyst, a user, and an affected stakeholder. The focus of this second type of
meeting is not the technical development of the software but the impact of the
completed project. In this sense it differs from the generic risk assessment step of
“establish the context” from Fig. 18.1. The concern for impact here is not the
traditional “organization-centric” strategic context, with limited stakeholder mod-
els of customer and developer considered in the course of a project. This context of
concern meeting adopts a “society-centric” perspective in which the deployment of
the project, its impact on society, and all those affected by the software are taken into
account.

The structure of the context of concern meeting follows a typical software review.
Themeetings have amoderator who reports on project scope, available resources, and
project goals. There are two parts to these meetings: the first focuses on conveying an
understanding of the project proper and the second on highlighting areas of concern.
Themeeting is heldwith the businessmanager/analyst and customer (if it is an internal
project) or with the customer, a user representative (if it is an external project), and
someone representing the position of the external stakeholders. Inmany projects these

RESEARCH PROJECT 449



people are not available, in which case a developer is assigned the role of stakeholder
representative.

The success of this stage is dependent upon the analyst�s and customer�s under-
standing of where difficulties may occur. A scenario technique is employed by the
SoDIS analyst, who asks for stories about how the system will be used and in what
contexts. The customer is asked about how various stakeholders may be related to the
software.The concerns and stakeholder roles identified are recorded and entered into a
context of concern form. These descriptions heighten a project�s and an analyst�s
environmental sensitivity and help the analysts and the developers to focus on a
broader range of stakeholders. This helps the developer begin to look beyond the
purely technical side of development. As in any inspection, the meeting should not be
used to resolve any of these issues, or address the details of the concerns identified.
Later inverifying the analysis, these context of concern formswill be verifiedwith the
stakeholders.

If similar projects have gone through a SoDIS Inspection, then the analysis
summary (from Phase 5) for that project should be used as a cross-reference during
these meetings. During the analysis, particular hotspots that are critical should be
indicated. Hotspots represent places where there is a real danger of negative impact
from the completed project. The hotspot�s focus may be on particular tasks or
stakeholder groups.

This context scoping process helps resolve the problem of missing critical issues
because of high-level requirements descriptions (Result 1 of the UK project). Context
scoping provides an organization�s context and some preliminary directions about
where to focus the initial SoDIS Audit. Bringing the user and stakeholder perspective
into this phase also starts to address the second UK research result.

18.6.1.2 SoDIS Inspection Phase 2—The SoDIS Audit In Phase 2, the
results of the prior “context scoping” phase provide a starting point for the SoDIS
analyst�s selection of tasks and determine the number and types of questions produced
by the SoDIS Project Auditor. The goal of Phase 2 is to search in a structured way for
potential concerns related to the project�s development, delivery, or use. Based on the
context of concern scoping, the analysts select a set of tasks to start their analysis.

The SoDIS Inspection process incorporates elements from pair programming
(Cockburn and Williams, n.d.) to improve the efficacy of the analysis. One goal of
pair programming is a synergy that produces better software design, continual review
of each other�s work leading to more effective defect removal, an enhanced problem-
solving ability, and an ability to stay focused for longer periods of time. We
experimented in several workshops with having the analysts work in pairs. When
analysts work in pairs using the SoDIS Audit process (Phase 2 of the inspection
model), the results of the analysis aremore complete and potential solutions are fuller.
One analyst operates the SPA and reads the questions aloud. Both analysts respond to
analysis questions. The reader shouldmaintain this role for amaximum30min before
turning the keyboard and reader role over to the other analyst. The analysis session
should last nomore than 2 h. This helps reduce the tedium of answering the questions,
keeps the analysts focused, and has been shown to generate more “insightful” results.
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During the SoDIS Audit process, the SPA forces the analysts to first identify
potential stakeholders for the project. The SPA aids the process by providing a
partial list of stakeholder types that have been associated with that type of project.
Once the stakeholders have been identified, the analysts examine questions that can
be either task (hotspot) focused or stakeholder focused. In answering the questions
the analysts seek to identify and note potential negative consequences for the
identified stakeholders or for the project and, where possible, suggest solutions for
the identified items.

This audit is repeated because (1) during the audit, new stakeholders are identified,
generating new questions; (2) answering the questions generates a new and more
complete picture of the project, which helps clarify issues analysts addressed earlier;
and (3) the suggested solutions to earlier concernsmay in fact introduce newconcerns.

The result of this audit phase (Phase 2) is a SoftwareDevelopment ImpactStatement
that enumerates potential concerns for the project and project impacts on citizens and
organizations. Although the pair analyst approach reduces the tediumof the analysis, it
does not reduce the felt need to escape from the negative nature of the analysis. One of
the ways by which analysts have escaped from this negative atmosphere is to devise
strategies for making a project better while analyzing that project�s problems. We
modified the SoDIS process to capture these ideas by adding a Positive Modification
Form (PMF) to the inspection and asking analysts to record ideas for improvements
as they think of them, without respect to implementation, cost, or resource issues.
Not only does this capture positive creative thought, but it also reduces the sense of
negativism identified in the UK election study (Table 18.5, Result 3).

The audit results in two types of lists: a list of concerns and potential solutions and a
list of potential improvements to the project and their anticipated impacts. These lists
are the input into the next phase.

18.6.1.3 SoDIS Inspection Phase 3—Concerns Clustering In Phase 3,
SPA-generated reports are used to identify trends in the analysis data. The goal of
Phase 3 is to provide high-level abstractions of the identified concerns. These
abstractions help with further SoDIS analysis and provide high-level risk categories
that developers can use in reviewing their projects. This phase meets a need identified
in the fourth lesson learned in the electronic vote analysis (cf. Table 18.5—grouping
detailed concerns into clusters).

It is difficult to address a large number of ethical issues without careful consider-
ation, clear planning, and resolute action. Phase 3 uses a broader strategy for analyzing
risk than the strategy employed in classic risk management (cf. Fig. 18.1). In keeping
with the broader notion of risk introduced in Section 18.2, this broadened analysis
seeks to identify categories of risks that extend simply beyond the two standard kinds
of qualitative risk identified in Table 18.1—namely, physical injury and financial
impact. For instance, such critical software development issues as stakeholder
disenfranchisement (e.g., because of the development of an unsuitable user interface)
are not addressed by these twogeneric categories. The cluster analyses that are done in
Phase 3 support the identification of new perspectives on risk, together with the
rebuilding of the project in ways that are consistent with these new perspectives.
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In Phase 3, analysts are directed to look for common classes of identified risk, and
then to cluster or group the individual concerns identified during the audit. This
clustering of risk is based on similarities and differences between concerns identified
in the SoDIS Audit phase. For example, a type of problem that emerges with undue
frequency may reflect a weakness in the system development plan. Each issue is
analyzed to identify common key word descriptors such as “privacy,” “access,” or
“trust.” In the UK project, the analysis for several different tasks contained the word
“accessibility.” Further analysis showed that this was a “concern cluster” that cut
across the entire scope of the project.

These risk clusters can convey clearmeaning to all types and levels of development
project staff. They provide a basis for undertaking practical action to address the
project�s identified ethical risks. The cluster list is also used to guide subsequent
analyses.

Again, incorporating an approach learned fromAgilemethods research (Cockburn,
2004) and requirements bounding and defining viewpoint analysis (Kotonya and
Summerville, 1996), individual SoDIS analysts identify clusters individually and then
meet to compare their results. Together they create a single clustering taxonomybased
on their individual results.

The elements of each cluster should be evaluated to identify the commonalities
and points of difference among the elements that make up the cluster. If a cluster is
very large, it is reanalyzed to identify any subclusters. If a cluster addresses more
than three types of issues, that cluster should be divided into smaller, more cohesive
clusters.

Clusters should be prioritized on the basis of two factors: the priority of individual
issues within the cluster and an overall view of the cluster�s relative importance or
criticality. In thisway the project is redefined as a cluster breakdown structure. Cluster
analysis enables the project to be rebuilt along a set of new perspectives, thereby
addressing Result 4 from the UK election research: the need to group low-level issues
in a way that helps system developers to identify new risks.

The cluster analysis that is done during Phase 3 supports the communication of
concerns to key stakeholders who stand outside of the project development. The
clusters also serve as a filter to determine the completeness of the analysis in Phase 4.
The Cluster Analysis Document is used as input to the next phase.

18.6.1.4 SoDIS Inspection Phase 4—Cluster-Guided SoDISReview In
Phase 4, the cluster breakdown structure developed in Phase 3 is used to validate the
analysis performed in Phase 2 (Fig. 18.8). The analysts use the new perspective on the
project to reengage the task list and the stakeholder list. These lists are compared
against the cluster list to identify any issues or stakeholders that may have been
overlooked during the earlier analysis. The analysts also reengage the stakeholder list
looking for new stakeholders and any issues they may have missed. Access to the
Positive Modification Form is also maintained in this stage.

This process is repeated until no new clusters are identified and the analysts are
satisfied that the project tasks as redefined do not generate unidentified issues in the
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resultant cluster list. This is the phase gate to the development of the SoDIS Inspection
Analysis Summary document in Phase 5.

18.6.1.5 SoDIS Inspection Phase 5—Analysis Summary When the re-
view of tasks and stakeholders using the cluster analysis is completed, a SoDIS
Inspection Analysis Summary is produced. This document is an overviewof the results
of the inspection showing the cluster structure and indicating the priority of the cluster
issues. This summary functions as an earlywarning of project directions and tasks that
need to be modified to mitigate potential negative impacts of the delivered product.
This document is also used to determine whether a project is to continue. This
document becomes part of the project library. The information in this document is a
historic record that can be used on similar projects.

During this phase the PositiveModification Form is revisited to tidy up the positive
suggestions before turning the document over to management for further review. The
results of each inspection are used to modify the inspection process details for
subsequent inspections. The addition of identified concerns to the inspection model
for a particular sector, project, or context is consistent with and supports a continuous
process improvement strategy such as the CMM or CMMI (Paulk, 1995).

18.6.2 Iteration

Although this process has been described in a linear fashion, work at any one phase is
likely to uncover new information relevant to a previous phase. That phase should be
revisited to analyze the impact of the new information on the project and the impact on
the project�s stakeholders (Table 18.3, Result 5).

FIGURE 18.8 SoDIS inspection Phases 2–5.
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18.7 APPLYING THE PROCESS TO OUTSOURCED REQUIREMENTS

The SoDIS Inspection process can be used at most phases of software development.
The development of requirements in one form or another is common to all forms of
information systems development. The normal risks of requirements gathering are
exacerbated by outsourcing. The following case reports the results of research on the
SoDIS Inspection model applied to a commercial project in which requirements were
developed by a customer and outsourced to diverse developers.

18.7.1 Applying the New SoDIS Inspection Model

18.7.1.1 Background A research study was undertaken with a company in
New Zealand, using students and university staff as SoDIS analysts. The team had
limited knowledge of the project domain. This use of the SoDIS Inspection process
by people unfamiliar with the particular business sector, if successful, would
indicate that the process itself and not the analysts� background knowledge was
responsible for the results.

The project involved the highest potential for requirements problems because the
requirementswere developed in-house and their implementationwas to be outsourced
to multiple parties. If the SoDIS could help mitigate potential problems in this worst
case, thenwemight haveahigher degreeof confidence in the efficacyof theprocess for
all classes of software development projects.

The Company “NZ*” (the company information has been anonymized but cluster
and system issues identified are accurate) gathers information from various sources
and locations in New Zealand and makes statistical summaries of that information
available to itsmembers and to requesting government agencies.Anyonewhoworks in
the NZ* business sector must also be a member of NZ*. The members use the
informationmade available byNZ* in their business. Themember organizations are a
variety of types and sizes.

NZ*�s paper-intensive system has inputs in diverse formats. Because of the data
entry formats, the wide range of IT systems employed by members, and the types of
member organizations submitting information, the statistical data is sometimes
significantly out of date. There is no way to verify the data in the current paper
system before it is used to generate the statistical information for its members. NZ* is
responsible for recording and tracking the complaints against its members.

NZ* is planning an automated replacement for the current system. The database
design and securitywill be outsourced to one company andweb development andweb
security to another company. The Content Management System to process additions,
alterations of the data, andmember input and retrieval formatswill be a purchased off-
the-shelf system. The hardware technology is leased from a U.S. company.

18.7.1.2 The Inspection and NZ* Prior to the inspection phases we now
discuss, the process and its goalswere communicated to the research subjects and their
consent and buy-in for the engagement was gained. This preliminary step was not a
part of the inspection process, but it is a requirement for the method�s success.
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Phase 1—Context Scoping In their initial meetings, the SoDIS analysis team
learned about NZ*�s domain, whereas NZ* was learning about the inspection
process. The analysis team took notes and asked few questions because of their
lack of prior familiarity with the domain and our inspection process. The enormity
of NZ* replacing its entire manual system was being treated with great care by NZ*.
NZ* described its business and characterized its primary stakeholders as its members
anddid notmention those affected by the information.Because theNZ* representative
presented a technical view of their systems, the inspection team�s questions
represented the interests of the user community. The NZ* team�s high-level
presentation of its plan mistakenly presupposed that the SoDIS analysis team
was familiar with its system. Nevertheless, the analysts identified most of the
project�s stakeholders through the explanations (scenarios in Phase 1) of how the
system would be used. A team debriefing was held, and the team then developed
context scoping documents listing initial concerns and potential stakeholders affected
by the system.

A second meeting with NZ* was held to verify and complete the inspection team�s
understanding of NZ*�s plan and proposed system. The team presented concerns and
raised questions that were not addressed during the first meeting. Specific questions
were asked about stakeholders that were not identified in the initial project plan. The
team focused its questions during this meeting on how these additional stakeholders
would use the system. The scenarios about how these stakeholders would use the
system facilitated the revision of the context scoping documents with an expanded list
of concerns and those affected by the system.

Phase 2—Guided SoDIS Audit The inspection team used context scoping
documents to isolate selected tasks for analysis. The choice of tasks was also
partially influenced by the order in which NZ* was going to structure the project.
This influence diminished during the analysis as the team came to believe that some
tasks scheduled for the later stages of the project had to be addressed early.

OBSERVATIONS ON THE PHASE 2 PROCESS As the teamworked through the SPA they did
not record some of their observations because they wrongly assumed that the NZ*
project manager would surely have thought of these things. The team had not used
SPA before and did not answer some questions because they did not understand the
NZ* domain well enough. This problem should be addressed by incorporating
mechanisms in the SPA for highlighting questions that require further information to
answer.

The initial use of the SPA resulted in primarily technical concerns from our
inspection team (of technical people). As they felt more relaxed with the process, the
domain of concerns expanded to include additional stakeholders. There was still a
largenumber of low-level technical concerns that couldnot be answered at this stageof
the development. This indicates a need to preserve these low-level issues and bring
them (as a concern scoping) to an inspection of the more detailed design.

The SoDIS process generates a significant number of questions. Part of its value
is that its systematic structure leads an analyst to address questions she may
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have ignored. However, much software development is often guided by a hysterical
rush to finish quickly. When the SoDIS Inspection is used in such situations (Table
18.4, items 9 and 10—lightweight analysis and conducting SoDIS inspections to
best effect), care must be taken to avoid haphazard skipping of sections of the
process. During the audit phase, analysts will also have an Analysis Decision
Document (ADD) available. During the analysis, strategic decisions are made about
where to start and where to focus attention. The analysts will generally have special
knowledge that allows them to give cursory treatment to some sections of the
analysis. To remove the potential for skipping questions out of fatigue, this ADD
document is maintained, which records the justification for not analyzing some
elements of the project. It also reduces the tendency to stop the analysis just because
one or two big issues were identified. Both in the hysterical (light) mode and in the
complete analysis mode analysts will be more satisfied and likely to continue if they
start with those questions where they have the greatest initial concern, those likely to
have the greatest return for the time spent.

Phase 3—Concern Clustering The concerns identified in Phase 2 were reviewed
and clustered together. A sample of some clusters identified is listed below:

(1) Modeling the Existing System
(a) In NZ* there was an acceptance of inevitable inaccuracy or out-of-date

data in the manual system. The initial design of the new system reflected
that acceptance in the manual system. In the manual system, data was
examined for accuracy only if it represented an extreme data value thatwas
noticed by the data entry staff. No additional verificationwas planned. The
team felt this unsatisfactory, because the new system would provide for
greater distribution of this data to many more stakeholders. The positive
modification form also suggested a potential way to mitigate this verifi-
cation difficulty by returning the collected data electronically to the person
who originally entered it for verification at the source.

(b) In the NZ* manual system, complaints were handled by a data entry
person who entered the complaint that had been faxed or phoned in. There
was no verification of the accuracy of the complaint description or the tone
of the complaint. The computer system facilitates complainant review of
the recording and facilitates further complaint tracking. The review
process identified the need for a new set of tasks for facilitating com-
plainant review and yet maintaining consistency with existing privacy
laws. The complainant had not beenviewed as a stakeholder in the system.

(2) Data Integrity In the original system, data were submitted by computer, fax,
mail, or telephone and then entered into the system. This same mix of input
methods was in the new system to provide for input from members with
different types of computing facilities. Significant concerns identified here
were related to the lack of verification and a risk of data loss, because of an
accidental uploading of an incorrect FTP file, for example, an older file that
had accidentally overwritten a newer file. This risk could be eliminated by
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only allowing a single FTP for each statistical cycle or by asking for member
verification of data at the close of the FTP window.

(3) User Interface The original, manual system supported a single interface: one
for data entry clerks in the home office. NZ* had outsourced the design of
the interface. The analysis team identified a cluster of concerns arising from
the need to allow awider range of stakeholders/users to use the system to enter
or retrieve data from several different types of system. These concerns
identified a need to expand the interface requirements to specify the needs
of each of the distinct user groups to the outsourced developers.

(4) Authorizing Users The database security was being managed by the group
designing the database. They needed to be informed of the different levels of
access for each group of users.

(5) Project Management: Postponing Decisions A generic issue emerged
related to the overall development strategy. NZ* followed a generic out-
sourcing strategy; each element went to a different specialist outsource agent
for development and their results were to be delivered in a linear fashion. First
the hardware platform to hold the data would be developed, followed by the
database design to hold the data. These deliverables would mimic the existing
manual system. After the database was established, the user interface and
reports would be developed.Once the software and databasewere functioning,
the issues of security and access were then to be addressed. The way in which
the systemwas contracted was also being used as a model for the design of the
system. This is a very risky process. Interface design and data foundations are
interdependent, but in the NZ* development model, only after the data
foundations are built do the design issues of user interface and security get
raised. As was revealed in the previous clusters, the interfaces and the security
issues are very different for the proposed system, which would require
significant rework of the NZ* hardware and database configurations. The
SoDIS Inspection revealed sufficient necessary and desired differences from
the manual system to warrant abandoning NZ*�s linear approach for system
development.

(6) Testing In the process of developing clusters sometimes new insights
emerged.
(a) During Phase 1 of the inspection, the testingmethod had been described to

the team as being done at a client�s site a short distance away from themain
office. The analysis for clusters 1–4 mentioned above sensitized the team
to thevariety of types and skills of users, interfaces, levels of authorization,
types of computing equipment, and wide distribution of those using the
system. The testing cluster, which overlapped most of the other clusters,
showed that testing restricted to a local user at a single level would be
inadequate. Any test plan proposed by an outsource agent had to be
expanded to satisfy these broader concerns.

(b) The lack of a single integration and testing authority emerged as a
second concern. Because of the linear disparate development model
being used, each outsource agent was to be responsible for his own
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product. Individual outsource agents were required to define individual
test plans, but no one was assigned to develop and be responsible for the
final product meeting the acceptance tests.

OBSERVATIONS ON THE PHASE 3 PROCESS As expected, some large clusters, for example,
modeling the existing system,were identified. Thesewere too abstract to be useful as a
filter in Phase 4, so they were broken into subclusters: privacy-complaints, data
verification, multiple user interfaces, and database integrity.

One of the common problems in the cluster identification and analysis phase is the
tendency to collapse similar clusters into a single cluster. Sometimes this causes a loss
of significant information. For example, there was an attempt to collapse privacy and
integrity. Such a collapse would have lost the distinction between accessing informa-
tion and preventing its unauthorized modification. Information can be protected from
corruption and yet be available to the public. Great care has to be exercised in
subsuming one cluster into another. When there is a significant disparity between the
concerns identified, this type of collapsewill lessen the effectiveness of the cluster and
the inspection process.

In a review of the analysis team�s initial clustering with NZ*, NZ* accepted the
team�s revised list of seven stakeholders, and added two further stakeholders. Most of
the cluster issues were agreed to, but NZ* trivialized the seriousness of some clusters
by claiming that they would be addressed at a later stage of the project or that “the
outsource agency would surely take care of that.”

Phase 4— Cluster-Guided Revisit of the SoDIS Audit Phase In this phase the
analysts used the cluster analysis document to examine the NZ* task list for
unidentified concerns that fit into the defined clusters, or that indicated the need
for additional clusters or subclusters. This review succeeded in identifying some
additional subclusters. For example, the data accuracy cluster had missed the
possibility that the system would not recognize that information was missing. This
became a subcluster of the data accuracy cluster. Several places where reviews were
planned did not allow any time for corrections that might be identified. A subcluster
“review time” was added to the project management cluster. After the project task
review, the analysts used a stakeholder perspective to guide a further review of the
clusters. It was discovered that two significant stakeholder groups had been left out of
the development plan, and if theywere not considered early then the primary database
would have to be redesigned or an arbitrary table added to the database, which would
significantly diminish its design quality.

Phase 5— Analysis Summary The results of Phases 2–4 are the foundation of the
SoDIS InspectionAnalysis Summary report, which provides the projectmanagerwith
an early list ordered by criticality of potential issues identified in the inspection. The
NZ* analysis identified a number of critical issues as observed in the six clusters
discussed above. Key among these were the development process related to the
database and user interface design, aligning the responsibilities and roles of
outsourcing parties, mechanisms for ensuring data integrity, and addressing some
resulting negative impacts for the user community.
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18.7.1.3 Lessons Learned from the NZ* Study The lessons learned from
this analysis more comprehensively addressed the scope of the overall research
program than did theUK research program. The second study focused on an expanded
and more consciously articulated set of research questions in tandem with the
consultancy role. Because the work was undertaken as an unpaid consultancy in the
context of a research project, the nature of the engagement may also have supported
this, owing to the fact that the research interests were inherently to the fore.
Nonetheless, as discussed below, the set of practitioner concerns were also addressed
in the course of the study.

18.7.1.4 Research Insights from NZ* Analysis The lessons learned from
this analysis addressed the full set of research interests fromTable 18.4: 1–10, namely,
developing better-quality software; applying systematic risk analysis; ethically
considering interests of all stakeholders; applying SoDIS in project contexts; applying
SPA in project contexts; determining whether SoDIS reduces risk in outsourced
software development projects; determining those situations to which the SoDIS
process best applies; applying SoDIS in particular domain contexts; designing
lightweight versions of the SoDIS process; determining how SoDIS Inspections
should best be conducted; and adapting SoDIS for different project types.

Specifically, in addition to the obvious results of the effectiveness of the process in
addressing abroader range of risks and stakeholders, the results of the research showed
that

Stakeholders are not necessarily those people who are directly involved, either
financially or technically, in the development of a project. Stakeholders are also those
people and organizationswhowill be impacted by the development and implementation
of the project.

In applying the SoDIS Inspection method, we found that it helped in applying
systematic risk analysis and ethically considering interests of all stakeholders.
Contrary to the generic risk assessment standards discussed in Section 18.3, this
research showed that our qualitative risk approach is a necessary condition for a
complete risk analysis and not merely an intellectual exercise where the level of risk
does not justify the time and effort for a quantitative analysis.4 The findings identified
significant areas of stakeholder impact, which if left unaddressed would have resulted
in a lower-quality software system.

We learned more about the flow and logic of a SoDIS Inspection process; its
applicability at different stages of a project—initial phases or keymilestones; the steps
within each phase and the extent to which the method was inherently iterative rather
than linear; how to use the SPA to support the process; some needed enhancements to
the SPA (discussed under practice insights below); and how to apply the SPA in an
outsourced software development project.

The inspection team noted two issues that will need further work. First, different
stages in a project should focus on different sets of questions. For instance, early in the

4The results of a separate research project demonstrated time efficiency of the SoDIS Inspection process.
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project life cycle, questions more related to project management, functionality, and
domain concerns are significant. Later in the development, questions related to design
and technical implementation become important. The SPA and the SoDIS inspection
process may need modification to emphasize different foci at different stages of
development. Second, different people may be involved in each of these areas of
concern. Earlier in the project business analystsmay take the lead, whereas later in the
more technical stages of a project designers and developers are more prominent.
Should these people work together in conducting any SoDIS Inspections?

18.7.1.5 Insights Related to Practice from NZ* Analysis The practice
questions from Table 18.4 addressed in the research were the complete set of 1–6,
namely, developing quality software; structuring qualitative software risk analysis;
improving softwaredevelopment risk assessments; reducing the riskof failed projects;
improving software acceptability to stakeholders; and reducing the risk of failure in
outsourced software development projects.

We believe that the findings for our client demonstrate the efficacy of the process in
practice. In subsequent discussions with the project manager, she expressed her
surprise that the team produced such a specific set of findings, given that we had
limited informationand limitedbackground towork from.This demonstrates thevalue
of a SoDIS Inspection as a relatively “lightweight” risk analysis technique. She also
observed that the principles of taking stakeholders needs into consideration are
applicable to almost all projects.

18.8 CONCLUSION

The work reported here reflects an ongoing program of research into developing and
refining the SoDIS process. It has resulted in the new concept of a SoDIS Inspection.
Guidelines for conducting SoDIS Inspections are being developed, with further work
required to better determine how far to extend the analysis and when to terminate the
process.

Results from trials with commercial partners have shown significant improve-
ment in project planning and requirements identification activities. In the UK
electronic voting case, the original goal of e-voting by 2005 (ODPM, 2002) has been
tempered by the large number of issues identified through SoDIS analysis, and a
more measured program of pilots to be conducted at local body election level has
now been adopted (ODPM, 2003). The process has also identified specific issues for
responding vendors to address in their e-voting proposals. The issues identified
became filters for the UK voting requirements, but these issues once captured are
now available for incorporation into any future inspection of e-voting systems.
Thus, the use of the process has the potential to improve future inspections. Each use
of the SoDIS process provides opportunity for continuous improvement of the
process itself by adding domain- or sector-specific stakeholders, questions, clusters,
or risks. These are captured via the SPA and other outputs from the process for use in
subsequent projects.
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In the NZ* case, several critical issues were identified that broadened the scope of
the specified requirements to include the needs of additional stakeholders, and
suggested significant changes in the outsourcing strategy. Given the higher require-
ments risk inherent in the case of outsourced software development projects, the value
demonstrated by the SoDIS process in these cases indicates its efficacy for more
general application to software development projects of all kinds.
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APPENDIX A: MAPPING OF CONCERNS IDENTIFIED IN THE UK
ELECTRONIC VOTING PROJECT TO THE REQUIREMENTS
STIPULATED IN THE RFP DATED NOVEMBER 2002

Cluster
Identified
in SoDIS

Description of SoDIS
Concerns

RFP Requirements that
Address the Concerns

Safety Lack of secrecy could cause
danger to voters.

Services must guarantee the
confidentiality of the vote until it is
counted.

Individuals might be at risk through the
physical stealing of authentication
instruments.

A formal risk analysis and documented
threat model must be developed and
must cover physical, procedural,
personnel, and technical security
measures to counter the full range of
threats identified.
Threat of theft or forgery of election
details electronically or from the postal
system must be taken into account in
this analysis.

A system that involves authentication
instruments that can be physically
stolen may result in voters being at risk.

- as above -

If biometrics form part of the
preventative measure, there may be
privacy and health and safety issues
relating to individual voters.
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Privacy Certain types of system failure might
reduce the security infrastructure such
that voter data might be accessible to
unauthorized parties.

System Reliability Principle ensuring
that the system is free from malicious
codes and accidental bugs. The system
must have failover and fully redundant
high-availability systems.
System Access Control Principle
ensuring that users and administrators
can only access those parts of the
system and assets necessary to perform
the authorized task.

Failure to achieve a sufficient degree of
anonymity may result in an
unacceptable violation of privacy.

Voter Anonymity Principle ensuring
that the voter must not be associated
with voter identity, unless warranted by
law.

The likelihood of identification
disclosure increases as costs of
searching through ballots decreases.
This is a particular concern for political
minorities.

Voter Anonymity Principle ensuring
that the voter must not be associated
with voter identity, unless warranted by
law.

DataConfidentiality Principle ensuring
that the vote is secret.

Employers have a legitimate interest in
computer and network activity, which
may conflict with secrecy of voting at
work.

- as above -

Regulation of Investigatory Powers Act
obligations may conflict with voter
secrecy.
Privacy violations may result from
inadequate or inappropriate protection
of secrecy.

- as above -

Mostminority groups have an increased
risk of privacy violation where
specialist interfaces are in use.

- as above -

Those with linguistic constraints may
need support from others if interfaces or
authorization tokens do not support any
language they are fluent in, which may
cause privacy violations.

The system should have the capacity to
display/process in different languages.

The audit processmay capture details of
voter profiles.

Open Auditing and Accounting and
Public Verifiability Principles – The
system shall provide audit information
that can be verifiable by a third party
without contravening the requirement
for voter anonymity.

To have effective audit of technologies
used by disabled voters, voter identity
may be revealed.

- as above -
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Measures to prevent personation may
result in a loss of privacy. For example,
the procedure may require additional
identification to be presented or input at
the point of voting.

Voter Authenticity Principle ensuring
that users are properly identified before
being granted permission to vote and
that multiple and false identities cannot
be registered.
Voter Anonymity Principle ensuring
that the voter must not be associated
with voter identity, unless warranted by
law.

Loading of the voting software might
result in a voter incurring costs either
financial or time or both.

The systemmust not require specialized
applications at the client to secure the
system.
No constraints are to be placed on the
state of voters� equipment as a condition
for e-voting service access.

Some authentication methods may
result in an extra time cost because
preregistration might be required.

- as above -

Anony-
mity

Anonymity may not be attainable and
automation removes or changes someof
the practical solutions to anonymity
attainment.
Identifying votes that have been cast
with interfaces designed specifically for
a special need could result in small
groups of voters being identified
implicitly or through an amalgamation
of data.

Voter Anonymity Principle ensuring
that the voter must not be associated
with voter identity, unless warranted by
law.

Those at the intersection of several
minority groups might be easily
identifiable.

- as above -

Voting through specialized interfaces
may result in small subsets, making
identification of individuals possible
implicitly or through an amalgamation
of data.

- as above -

Secrecy may not be attainable
particularly when solely dependant on
technology.

Personnel Integrity Principle ensuring
that those developing and operating the
voting system have unquestionable
records of behavior.
Operator Authentication and Control
Principle ensuring that those operating
and administering the system are
authenticated and have functional
access on the system strictly controlled.

APPENDIX 463



Voting not under the direct supervision
of a polling official cannot guarantee
secrecy of ballot.

Voter Anonymity Principle ensuring
that the voter must not be associated
with voter identity, unless warranted by
law.
DataConfidentiality Principle ensuring
that the vote is secret.

For some minority groups, the family
culture may make it difficult to vote in
secret within the home environment.

Usability Technologically assisted voting is
inevitably less simple than traditional
methods.

E-voting platforms should be as easy to
use as possible.

Existing system specifications may be
altered to aid simplicity of the voting
procedure, for example, turning off
typematic.

The specific needs of disabled people
must be taken account of. User trials
with people with a diverse range of
impairments should be conducted.

Oversimplification may reduce choice,
for example, having the ability to spoil a
ballot paper.
Overcomplication of the system may
prevent those, for example, with
learning difficulties, voting
independently.

The specific needs of disabled people
must be taken account of. User trials
with people with a diverse range of
impairments should be conducted.

Providing multilingual interfaces is
costly and could increase the
complexity of the interface.

E-voting platforms should be as easy to
use as possible.

Design could lead to added complexity
in the voter interface to realize the
desired level of reliability

- as above -

Effective prevention of multiple voting
may increase complexity unacceptably.

- as above -

Biometric identification as a means of
prevention may be inappropriate for
some voters. For example, retinal
scanning cannot be used by voters with
some visual impairment.

The specific needs of disabled people
must be taken account of. User trials
with people with a diverse range of
impairments should be conducted.

Effective prevention of personation
may increase complexity unacceptably.

E-voting platforms should be as easy to
use as possible.

Provision of alternative interfaces
might result in extra stages in accessing
the voting process.

- as above -

Access For those with access to voting solely
through the Internet (e.g., overseas)
disruption during the polling periodwill
eliminate their ability to vote.

The Internet as a public domain network
is assumed to be accessible to potential
threat agents and to provide a
transmission capability with no service
quality assurance.
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A formal risk analysis and documented
threat model must be developed and
must cover physical, procedural,
personnel, and technical security
measures to counter the full range of
threats identified.

Overcomplication of the system may
prevent those, for example, with
learning difficulties, voting
independently.

E-voting platforms should be as easy to
use as possible.

The specific needs of disabled people
must be taken account of.
User trials with people with a diverse
range of impairments should be
conducted.

Someminority groups require specialist
interfaces of some description;
therefore, failure of such interfaces
could lead to discrimination.

System Reliability Principle ensuring
that the system is free from malicious
codes and accidental bugs. The system
must have failover and fully redundant
high-availability systems.

By requiring a high-level of secrecy in
the voting process, some more popular
evoting options may be excluded. This
may mean that many, if not all, will fail
to benefit from the e-voting process.
Personation by family members. Voter Authenticity Principle ensuring

that users are properly identified before
being granted permission to vote and
that multiple and false identities cannot
be registered.

Voters could lose their opportunity to
vote through personation.

- as above -

The need to have an unofficial proxy for
those with linguistic constraints may be
curtailed through antipersonation
measures.

The system should have the capacity to
display/process in different languages.

Lack of access to appropriate interfaces
could lead to some forms of
discrimination.

A wide range of optional e-voting
devices is catered to.

Particular interface technologies may
exclude groups of disabled voters. For
example, the telephone interface
excludes those with hearing
impairments, and ATMs could exclude
those with mobility difficulties.

The specific needs of disabled people
must be taken account of.

User trials with people with a diverse
range of impairments should be
conducted.
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Compliance to international standards
is specified to cater to those with
mobility difficulties.

Lack of equity of access may
disenfranchise some voters.

A wide range of optional e-voting
devices is catered to.

Some minority groups, for example,
rural and socioeconomic, have less
access to appropriate technologies.

- as above -

Members of minority groups with low
rates of uptake of relevant technologies
and who are also disabled will not be
able to benefit from accessibility
features built into the voting system.

- as above -

Perfor-
mance

Complete reliability is probably
unattainable or an overemphasis on
reliability reduces effort in other
equally important aspects.
Inclusion of safeguards in system
design may result in degradation of
system performance.

System must achieve a high level of
service availability, capacity, and
performance.

Promotion of equality of access may
result in computer system problems
owing to the “extra” resource
requirement.

- as above -

Misuse These people may seek to alter votes to
change the outcome of an election.

System must have appropriate security
to prevent data corruption, loss,
sabotage, etc.

Failure to prevent or detect multiple
voting may result in incorrect election
results leading to danger to public.

Voter Authenticity Principle ensuring
that users are properly identified before
being granted permission to vote and
that multiple and false identities cannot
be registered.

Result of election might be effected by
successful personation.

- as above -

Audit Auditmust only consider the efficacy of
the process and not capture any details
of voter profiles - a precise definition of
audit needs to be developed - It is an
issue about the nature of the audit and
associated trail.

The system shall provide audit
information that can be verifiable by a
third party without contravening the
requirement for voter anonymity.

The conflict of interest between audit
and citizens as voters is aggravated for
certain minority groups.

Data
Integrity

Voters could lose their ability to vote or
their votes once cast.

System must have a mechanism
(electronic or otherwise) by which a
person who appears to have voted
already may continue to cast their vote,
but that votewill be recorded separately.
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System must have appropriate security
and DBMS features to prevent data
corruption, loss, sabotage, etc., and to
preserve data integrity during update
operations.

Software defects could cause the loss of
data files.

- as above -

Tallying defects could result in errors in
who is elected, the impact of which
could be significant.

The system must deliver 100%
accuracy in ballot count.

If proprietary software is used (directly
or indirectly) as any part of the voting
system, it is extremely difficult to
guarantee it free from vote tallying
defects (black box concept).

System must have appropriate security
and DBMS features to prevent data
corruption, loss, sabotage, etc., and to
preserve data integrity during update
operations.
Accuracy and reliability testing are to
be conducted as part of overall quality
assurance strategy.

Some methods used to prevent multiple
voting may result in the inappropriate
modification of data files.

System must have appropriate security
and DBMS features to prevent data
corruption, loss, sabotage, etc., and to
preserve data integrity during update
operations.

Data
Security

Tension between open source and the
need to safeguard software from
disruption whatever the threat.

A formal risk analysis and documented
threat model must be developed and
must cover physical, procedural,
personnel, and technical security
measures to counter the full range of
threats identified.

Issue of technical limitation and being
able to anticipate the potential threat.

- as above -

Environ-
ment

Safeguards against will require
redundancy to be built into the system,
which may result in additional
environmental damage.
Distribution of authentication
instruments may have an adverse
environmental impact.

Attitude An ease of development focus may
result in simplicity of voting process at
the expense of the demotion of equally
important considerations.

A comprehensive set of system
requirements has been specified.

Inadequate concern regarding
simplicity of voting.

E-voting platforms should be as easy to
use as possible.

There is a temptation to suggest that the
system is more reliable and secure than
it really is.

Compliance to a comprehensive set of
security requirements and standards has
been specified.

Inadequate concern regarding
reliability.

A comprehensive set of reliability
requirements has been specified.
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Public ignorance of anonymity
limitations could be perpetuated in
electronic voting.
Inadequate concern regarding
anonymity.

Voter Anonymity Principle ensuring
that the voter must not be associated
with voter identity, unless warranted by
law.

Inadequate concern regarding secrecy
of ballot.

DataConfidentiality Principle ensuring
that the vote is secret.

Inadequate concern regarding vote
tallying.

The system must deliver 100%
accuracy in ballot count.

Inadequate concern or inappropriate
implementation regarding audit.

Open Auditing and Accounting and
Public Verifiability Principles—
The system shall provide audit
information that can be verifiable by a
third party without contravening the
requirement for voter anonymity.

Inappropriate levels of concern
regarding multiple voting.

Voter Authenticity Principle ensuring
that users are properly identified before
being granted permission to vote and
that multiple and false identities cannot
be registered.

Some systemsmay be unable to achieve
a level of security against personation
which satisfies public expectation.

- as above -

Open Auditing and Accounting and
Public Verifiability Principles—
The system shall provide audit
information which can be verifiable by
a third party without contravening the
requirement for voter anonymity.

Inappropriate levels of concern
regarding personation.

- as above -

Inadequate concern regarding equity of
access.

A wide range of optional e-voting
devices is catered to.

Theremay be a tendency to focus on the
needs of the unexceptional citizen at the
expense of those in the minorities.

The specific needs of disabled people
must be taken account of.

User trials with people with a diverse
range of impairments should be
conducted.

Cost &
Access

The minimum accessing system
requirement may be greater than the
specification of the system available to
a voter.

The systemmust not require specialized
applications at the client to secure the
system.

No constraints are to be placed on the
state of voters� equipment as a condition
for e-voting service access.
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CHAPTER 19

Regulation and Governance
of the Internet

JOHN WECKERT and YESLAM AL-SAGGAF

19.1 INTRODUCTION

Internet governance is the development and application by Governments, the private
sector and civil society, in their respective roles, of shared principles, norms, rules,
decision-making procedures, and programs that shape the evolution and use of the
Internet (WGIG, 2005).

This is a working definition used by theWorking Group on Internet Governance
(WGIG), set up by the Secretary-General of the United Nations (UN). There are
narrow definitions of Internet governance that incorporate the administration and
management of the technical infrastructure and broader definitions that also
incorporate political and policy issues (King, 2004, p. 243). The above is of the
latter type and the kind that is of interest here. There are at least two different
questions involved in the governance of the Internet: who, if anybody should be in
charge, andwhat, if anything, should be governed or regulated. The definition above
does not say who, if anyone, should be the ultimate authority, nor how the authority
should be decentralized, if it should be. Some argue that there should be a global
ultimate authority, at least in some areas (see Al-Darrab, 2005; King, 2004), and the
UN has set up the WGIG to investigate Internet governance (Drake, 2005). This
view has some plausibility given the international character of the Internet and the
fact that national borders mean little (or so it is often thought) in this context. Others
opt for an approach in which there is cooperation between nations where necessary,
but that much can be left to self-regulation by the private sector (see Hassan, 2005;
ICC, 2004).
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Although the question of who should be in charge of Internet regulation is an
important and interesting one, it is not the one of the main concerns in this chapter.
Control of standards and protocols is probably best handled by one centralized body,
but content and activity regulation we will assume can be done at a national level,
something towhichwewill return throughout the chapter. The primary concern here is
what, if anything, should be governed or regulated? We live in a world where people
misbehave and in order for groups and societies to function satisfactorily some
restrictions on behavior are required, and even where there is no malicious intent
there can be a need for some centralized body or perhaps decentralized bodies, to
coordinate activities.

There are a number of different issues raised here, not all of which can be discussed
in detail in this chapter. Some of these are issues of political morality, while others are
issues of prudential rationality: (1) whether it is legitimate, as a matter of political
morality, for use of the Internet to be subject to restrictions; (2) if so, what kinds of
restrictions would be morally justified (e.g., would censorship of pornography? Or
would limiting use of the web by businesses for commercial purposes, as has been
demanded by some hacktivists?); (3) what kinds of enforcement mechanisms for
otherwise justified restrictions would be morally permissible (e.g., the usual coercive
enforcementmechanisms like threats of incarceration or code-basedmechanisms that
make the violation of these restrictions technologically impossible); (4) what sorts of
enforcement mechanisms are likely to be most effective and hence conduce maxi-
mally to these prudential interests; and (5) what sorts of restrictions are prudentially
justified as being in everyone�s best interest. These questions and issues are all
relevant and important and shed light on what follows, but here we will paint with a
broader brush and focus on the question, What, if anything, can be justifiably
regulated on the Internet?

At the least controversial level, for the Internet to be functional and useful there
need to be standards relating to Internet Protocols (IP), including IP addresses, the
unique numbers given to all computers connected to the network. Standards are also
required for domain names, and some governing body needs to ensure that all names
are unique. Various organizations, such as the Internet Corporation for Assigned
Names and Numbers (ICANN), the World Wide Web Consortium (W3C), and the
Internet Architecture Board (IAB), coordinate different aspects of the Internet. (For
discussions of these and other relevant organizations see Vincent and Camp, 2005.)
Assuming that there is good governance at this level (and assuming that the physical
infrastructure is sound), is there now awell-functioning Internet? Not necessarily. If
anyone can do anything on the Internet it is not so well-functioning, at least not if it
is considered as part of society. Consider the case of sites that make music freely
available for downloading. Although this does not inhibit the functioning of the
Internet (apart from potentially degrading its performance for periods), it does raise
problems for intellectual property and there is legislation to prevent this activity
because of its harm to electronic commerce. The prevalence of child pornography
on the Internet is another concern, and there are efforts to control this. Efforts to
control these and other criminal activities, including terrorist activities, raise issues
about personal privacy and also about freedom of speech and expression on the
Internet.
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19.2 CONTENT REGULATION

Proposals by governments to regulate content on the Internet are often hotly contested,
at least in liberal democratic countries (depending on what the content is, but more on
that later). This occurred in the United States of America around 1995 with the
introduction of the Communications Decency Act, and in Australia in 1999 (BSA,
1999). On the face of things, this is a little puzzling. There are regulations governing
the content of television, radio, newspapers,magazines,movies, andbooks, sowhynot
the Internet as well? A number of types of arguments against Internet content
regulation are advanced. Some arguments are general ones that apply to all media,
relating to the principle of rights to freedom of speech, expression, and information
(see Hurley, 2004). Others are more specific to the Internet (see Catudal, 2004;
Spinello, 2001; White, 2004). One argument is that the Internet is different from all
othermedia and somust be treated differently (Bick, 2006;Goodwin, 2003; Jorgensen,
2001) and another that it is more like books, say, so the regulations applied to it should
not be like those applied to television (Graham, 2003). Still others will argue that
Internet content regulation should be resisted because it is an extension of government
control (Anderson and Rainie, 2006; irrepressible.info, 2007; TheOpenNet Initiative,
2004). Not only do governments want to control the other media, but now they also
want to control the Internet as well. Then there is the pragmatic argument that has two
strands. One is that it is pointless for one country alone to attempt regulation (Zizic,
2000). The Internet is global, so regulation, to be effective, must also be global
(Nielsen, 2003). Not only is it pointless, but it can also be harmful economically to that
country (Litman, 2002) because many valuable electronic commerce sites may move
elsewhere. The other strand is that it can create intolerable situations for individuals
who create sites in any country. The material on their sites may be legal in their own
country where the site is located, but illegal in another (Bick, 2006). Finally, and
importantly, there is the argument that because of the technology itself, the Internet
cannot be effectively regulated (Anonymous, 2005; NetAlert, 2006; Zizic, 2000).

Now, however, the Internet is not spokenabout only as a type ofmediumbut often as
a living space inwhich peoplework, play, shop, socialize, and so on. So to some extent
the argument about controls on Internet content has shifted a little. Although there is
still discussion of pornography, hate language, and the like, there is also discussion of,
for example, controlling Internet gambling anddownloadingmusic andmovies. So the
discussion now is partly of Internet activity and partly of Internet content. On the
Internet, it must be noted, this distinction is not sharp because most activities apart
from simple communication, for example, e-mail, involve web pages that have
content. So to that extent, controlling the content controls the activity. Still, it is a
useful distinction.

19.3 EFFECTIVE REGULATION

There are two broad issues regarding the regulation of the content on the Internet: can
content on the Internet be regulated effectively, and should it be regulated?At this level
we can say that if it cannot be, then the second question does not arise as a practical
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issue. If it should not be, it does notmatter if it cannot be. But the situation ismore fine-
grained. In the following section itwill be seen that Internet content and activity can be
regulated to some extent but there are questions about howeffective this regulation can
be without introducing draconian measures. Even allowing this, there are questions
about effective regulation that relate to the second question. To what extent, if any,
should there be regulation if that regulation is not, or not very, effective? Avoiding
paying income tax on amounts earned over a certain amount is generally illegal, but
avoiding such tax is possible by various means, including locating offshore to “tax
havens.” In this and many other cases regulation is justified even though it is not as
effective as most would like. Perhaps a better example is that of the legislation against
the distribution and use of many drugs. Although many users and distributors are
caught, it is not obvious that worldwide thewar on illicit drugs is beingwon. But these
might not be good analogies. It appears to be impossible, or at least very difficult, to
effectively ban the use of performance-enhancingdrugs in sport, but that is not taken as
a reason for not regulating their use. The health dangers as well as the unfairness
warrant the regulations. They demonstrate society�s disapproval of such drug use and
hopefully limit their use to some extent. Other cases of ineffective regulation seem not
to be justified, say certain sorts of sexual behavior between consenting adults in
private. It all depends on how serious the issue is, and the same of course applies to the
Internet. It might be justified to regulate certain kinds of content or activity even if this
is not very effective, but in other cases it might not be.

19.4 REGULATION: TECHNICAL ISSUES

Towhat extent does the technology allow for effective regulation?Many opponents of
content regulation in Australia argued that because of the nature of the Internet
technology, content regulation is not possible in any practical sense (NetAlert, 2006).
Various strategies are available for blocking Internet content (seeMcCrea et al. (1998)
for an early discussion andGoldsmith andWu (2006) for a recent one).Web pages and
ftp files can be blocked by Internet Service Providers (ISPs) with the use of proxy
servers. Requests by the ISP�s clients go through the proxy server, where each is
checked to see if the requested URL is on its black list, the list of forbidden URLs.
However, thismethod is not foolproof. ForbiddenWeb pages and ftp files can easily be
givennewnames,URLs can be set up to return the contents of a differentURL, domain
names can be bypassed if the IP address is known, and push technologies bypass proxy
filters. In addition there are various costs with employing proxy servers that could
make it difficult for small ISPs to remain viable.

An alternative method would be to use routers to block content at the packet level,
where the source address of each packet is checked against a black list. To be anywhere
near efficient, thiswouldneed to be done at the Internet gateways toAustralia operated
by Backbone Service Providers (BSPs). One problem with this method is that it
provides only very coarse filtering. If a site contains some material deemed offensive
then the whole site will be blocked, including all the harmless and useful material.
Additionally, sites can be renumbered to bybass blocking, and tunneling, that is,
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enclosing an IPpacketwithin another IP packet, canbe employed. It is argued, too, that
not only is packet blocking not efficient, but it can also create considerable problems,
particularly with respect to information going through one country to other countries.

What follows from this for the moral argument that Internet content regulation
is justified? Ought implies can, so there cannot be much force in an argument that
says that the Internet ought to be regulated if it cannot be in any effectiveway. Some
care needs to be taken here. As we saw in the previous section, it does not follow
necessarily that because something cannot be regulated effectively and efficiently it
should not be regulated at all. There are important benefits to the community in
general in having most people paying tax and in having few drug users, but are there
similar benefits to be gained from Internet regulation? That there are benefits in
reducing the amount of material that can harm the innocent and vulnerable is
obvious. Whether this can be achieved to any significant extent given current
technology is not. Given that neutralizing the use of proxy servers requires some
effort in terms of renaming Web page and ftp sites, using IP addresses instead of
URLs, and so forth, it is likely that the amount of material considered offensive will
be reduced to some extent, but perhaps not significantly. But again, perhaps this
slight reduction is enough in itself to justify regulation. These benefits, however,
must be weighed against the costs, for example, of greater unreliability of Internet
access using proxy servers, the possibility of adverse effects on some applications,
and the existence of black lists of URL, which could become valuable commodities.
The cost of packet blocking could be even higher.

There is no doubt that to some extent the Internet can be and is being regulated by
blocking certain material. Before considering arguments about the extent to which
Internet content and activity can be justifiably regulated, we will briefly take a quick
look at the current situation invarious parts of theworld because that will be useful for
the light that it sheds on what can be done.

19.5 THE CURRENT SITUATION

Different countries differ radically in terms of their position with respect to
Internet content regulation. Although countries like China and Saudi Arabia, for
example, exercise tight control over Internet content, many European Union
countries, on the contrary, take a more liberal attitude toward regulating online
content. China is at the top of the list of the countries that implement strict online
censorship, and their attitude to content regulation, according to a report by
Reporters Without Borders (2006), is one of the harshest toward freedom of
expression.1 Any material that contains pornography, criticism of the regime, or
information about Taiwanese independence, the Tiananmen Square protests, or the
Dalai Lama is blocked in China (Villeneuve, 2006). Access to online content is
controlled at the Internet backbone level, near international gateway points. That
is, requests for “blocked” content are blocked before the requests leave China�s

1See Table 19.1 below for more information on China and other countries.
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backbone lines and enters the international lines (i.e., the outside internet). Content
that flows within the country (i.e., inside internet) is also subject to repressive
filtering by local ISPs, enforced, of course, by the government through strict
regulations that they have to abide by (Human Rights Watch, 2006). The regime
also strongly encourages content providers and users to censor their own material
(Reporters Without Borders, 2006). Those who violate the rules end up in prison.
Forty-nine of the 59 people in prison at present (for something they posted online)
are in China alone, which makes it the world�s biggest prison for cyber-dissidents.

Another country that exercises very strict control over the internet is Saudi Arabia,
which blocks any material that contains pornographic or anti-Islamic content or
contains criticism of Saudi Arabia, the Royal Family, or other Gulf states (Internet
Services Unit, 2006). The Internet access for the whole country is controlled by a
single node,whichmakes thegovernment theultimate arbiter onwhat is permissible to
view online. The Communication and Information Technology Commission2 filters
all the web traffic that flows to the country by implementing country-level proxy
servers. These proxy servers contain massive databases of banned sites (Internet
Services Unit, 2006). Unfortunately, filtering the Internet in this way not only stopped
pornographic, anti-Islamic or antigovernment sites from arriving to users� computer
screens, but also stoppedmaterial, for example, of amedical nature. AnyWeb site that
contains, for instance, the word “breast” is banned. It is believed that many users,
including in this case students studying medicine or anatomy, are deprived from
accessing this kind of material because of this filtering and as a result deprived from
accessing the knowledge contained within these sites. This earned Saudi Arabia a
reputation for being one of the countries that allow the least freedom of expression
(Reporters Without Borders, 2006).

TABLE 19.1 Country Profilesc

Country
Population
(Millions)

Number of
Internet Users
(Millions)

Human
Development
Index

Press
Freedom
Index

China 1313 111 85 159a

Saudi Arabia 27.019 2.54 77 154
The Netherlandsb 16.491 10.8 12 5
Australia 20.67 14 3 31
United States 298.444 205.326 10 56

a167 being the last in the list and representing the least press freedom.
bSelected randomly as a representative of the EU member-states.
cThe source of the information in Table 19.1 is the United Nations (2005); Human Development Report
(2006); CIAWorld Fact Book (2006); Australian Bureau of Statistics (2006); Reporters Without Borders
(2006).

2The government body that controls access to the Internet in the country.
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Even the United States, arguably the most free society and where the Internet and
the telephone were invented, has tried a number of times in the past to censor the
Internet. The first attempt to censor the Internet was the federal Communications
Decency Act (CDA), which criminalized the sending of “indecent”material over the
Internet (Jorgensen, 2001). Fortunately the CDA, which the Congress passed into law
in 1996, was overturned by the Supreme Court because it found it unconstitutional
since it went against the free speech principle expressed in the First Amendment,
which guarantees the rights of citizens to speak freely. The second attempt to censor
the Internet was the Child Online Protection Act (COPA) of 1998, which required
information providers to ensure that minors are not granted access tomaterial deemed
harmful to them (Depken, 2006). “Material harmful to minors”was to be determined
in accordance with “community standards.” Again, the law was struck down by the
Supreme Court as unconstitutional. The third attempt to regulate Internet content in
theUnitedStateswas theChildren�s Internet ProtectionAct (CIPA), a U.S. federal law
passed in 2000 (Tavani, 2007). The law required public libraries, as a condition for
receiving federal funding (for Internet access), to install filtering software on their
computers to stop users from viewing images of obscenity and child pornography, and
also to prevent minors from viewing material harmful to them. Although in the
beginning the law was rejected by a lower court, on the ground that Internet filters
would not only stop material deemed harmful to minors but also innocent material,
later in 2003 the lawwas upheld by the Supreme Court. Unlike the above legislations,
which aimed at regulating pornographic content, theUSAPatriotAct thatwas enacted
in 2001 (just 1month after the September 11 attacks on theUnitedStates)was aimed at
monitoring content relevant to terrorist activities on the Internet (Wikibooks, 2006).
The law allows the FBI (with the permission of a special court) to install software on
the ISP�s machines to monitor the flow of e-mail messages exchanged between
potential terrorists and store records of web activity by people suspected of having
contact with terrorists.

The picture in many of the EU member-states is completely different when
compared with non-Western democracies but not so different if compared with the
one in the United States. Although the EU Commission responsible for Information
Society andMedia is concerned about thewell-being ofminors, they also feel strongly
about freedom of expression and freedom of the media. Freedom of expression for
them is a right that is enshrined not only in the Charter of Fundamental Rights of the
EU, but also in the European Convention on Human Rights (Reding, 2006). The
EUmodel for regulating the Internet, which appears to be influenced by their desire to
protect minors, consists of self-regulatory and coregulatory regimes. The self-
regulation is based on three elements: “first, the involvement of all the interested
parties (Government, industry, service and access providers, user associations) in the
production of codes of conduct; secondly, the implementation of codes of conduct by
the industry; thirdly, the evaluation of measures taken” (EU Council, 2006). But self-
regulation, according to the Commissioner for Information Society and Media,
Viviane Reding, works best when it has a clear legal framework to support it,
which is where the coregulatory framework comes in. In this model, while the
public authorities leave the task of protecting the minors, for example, in the hands
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of the self-regulatory mechanisms and codes of conduct, they reserve the right to
step in, in case self-regulation is not sufficient.

In Australia the commonwealth law, which is at the federal government level and
applies to Internet Content Hosts (ICHs) and ISPs, requires them to remove any
content from their servers that is deemed “objectionable” or “unsuitable for minors”
on receipt of a take-down notice from the government regulator, the Australian
Communications & Media Authority (ACMA) (EFA, 2006a). Content becomes
“objectionable” or “unsuitable for minors” only after it has been complained about
to the ACMA and determined to be “objectionable” or “unsuitable for minors.” The
federal government also requires all ISPs to provide filters at cost or below cost to
consumers to allow them toexercise filtering at their ownends toprotect their children.
At the state and territory levels,which apply to content providers/creators andordinary
Internet users, the laws vary from one state to another. Although some states, for
example, prosecute ordinary Internet users for making available material that is
deemed “objectionable” or “unsuitable for minors” and/or for downloading content
that it is illegal to possess, others do not. It should be noted that ISPs in Australian are
not required by law to install filtering or blocking software, nor do they have to block
access to any site. Also, users are not required by law to use filtering software, nor do
they have to buy any such product even if it is offered to them by ISPs at a low cost
(EFA, 1999, 2006a). A recent investigation conducted by NetAlert3 found that
accessing the Internet through a content filter at the ISP level is ineffective and leads
to a significant reduction in network performance. As a result, they recommended a
scheme that focuses strongly on education and voluntary filtering by ordinary Internet
users (NetAlert, 2006).

Here again the question of effective regulation is raised. That regulation is possible
is clear, but the extent to which regulation degrades Internet performance is an
important factor in assessing effectiveness. This is obviously ofmore concern in some
countries than in others. It is a moot point whether strict regulation is effective
regulation. It is certainly effective in the sense of denying access, but it could be argued
that it is not effective if it denies legitimate access, for example, tomedical students or
researchers.

19.6 ACROSS BORDERS

Individual countries, or political entitieswithin countries, apart fromblocking, can also
control content through legislation, and this can be relatively effective in certain
circumstances despite the fact that the Internet crosses national borders. Consider the
recent example of Internet gambling in the U.S. Online gambling has been prohibited
in the U.S. (Humphrey, 2006), but at least one prominent gambling business, Party
Gaming, is basedonGibraltar,where it is immune fromU.S. legislation (Cullen, 2006).

3An independent government body that provides advice to the community aboutmanaging children�s access
to the Internet.
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TheU.S. government, however, has made it illegal for American banks and credit card
firms to process payments to gambling sites.

“No person engaged in the business of betting or wagering may knowingly accept, in
connection with the participation of another person in unlawful Internet gambling (1)
credit, or the proceeds of credit, extended to or on behalf of such other person (including
credit extended through the use of a credit card); (2) an electronic fund transfer, or funds
transmitted by or through amoney transmitting business, or the proceeds of an electronic
fund transfer ormoney transmitting service, from or on behalf of such other person” (The
Unlawful Internet Gambling Enforcement Act of 2006).

Perhaps amore interesting case is that ofYahoo and itsNaziweb pages sellingNazi
memorabilia.Thismaterialwas illegal inFrancebut not in theU.S., andYahoo initially
refused to close down the pages despite a French court ruling. Eventually, however,
they did, the reason being, it seems, that they had assets in France. (Goldsmith and
Wu (2006) discuss this case at length. See also their discussion of theGutnick case that
raises similar cross-border issues.)

The point of these examples is that even without international laws, the national
laws can have an effect on Internet content internationally, a point made strongly by
Goldsmith and Wu (2006).

Is there anything wrong as such with individual countries regulating the content of
the Internet in their country? Content includes things such as libelous material,
material protected by intellectual property laws or privacy laws, cultural material
(should there be free trade in cultural objects?), political material, and pornographic
material. We will consider some problems with this later.

19.7 INTERNET REGULATION: NORMATIVE ISSUES

So to some extent the Internet can be regulated, both through technical means and by
legislation, but should it be? We will now consider this in more detail. There are a
number of questions: should it be regulated in general; what, if anything, should be
regulated; and should it be regulated in any one country in the absence of cooperation
of others? We will examine these in turn. It should be noted first that there is already
some regulation of Internet content (as has been discussed in the current situation
section above). Various things that are illegal in other media are illegal on the Internet
as well. One cannot, for example, release state or trade secrets on the Internet (Turner,
2006), and that which constitutes defamation on other media also does so on the
Internet (EFA, 2006b). This regulation is covered by laws that do not target the Internet
specifically, and it is not these that opponents of Internet regulation oppose most
strongly, nor are they the major concern here. In Australia, for example, defamation
laws cover the Internet aswell as othermedia, but there havebeen noobjections to this.
The regulation of primary concern in this chapter is that which attempts to restrict
content or activity specifically on the Internet.

There is nothing new about regulating different media differently. In Australia, for
example, there are many more restrictions on free-to-air television than there are on

INTERNET REGULATION: NORMATIVE ISSUES 483



books andmagazines, or even onmovies. Should the Internet be treated like books and
magazines (as some argue, see page 477), or like television? It has aspects of both. In
addition, it has aspects that closely resemble the postal and telephone services, and
these are subject to very little content regulation. Some of these differences and
similarities will be discussed later. But what if, as suggested earlier, the Internet is not
really a medium at all in the sense that television is but more like a living space? Then
perhaps the question of its regulation is more akin to questions of regulation in society
in general.

19.8 CENSORSHIP

Article 19 of The Universal Declaration of Human Rights states: Everyone has the
right to freedom of opinion and expression; this right includes freedom to hold
opinions without interference and to seek, receive, and impart information and ideas
through any media and regardless of frontiers (UDHR, 1948).

This implies that censorship is a violation of a right. However, commonly
consequentialist arguments are brought to bear against censorship, and some of the
most compelling of these come fromMill (1975,Chapter 2). The first is that an opinion
that is not allowed to be heard might just be true, and the second that it might contain
some truth. Therefore restrictions on the freedom of opinion can, and most probably
will, deprive the world of some truths. His third reason is that unless beliefs and
opinions are vigorously challenged, they will be held as mere prejudices, and finally,
those opinions are themselves in danger of dying if never contested, simply because
there is never any need to think about them.

Mill has a further argument. His conception of a good human life is one inwhichwe
think, reflect, and rationally choose for ourselves from different beliefs and lifestyles
according towhat seemsmost true ormeaningful to us. This is shown in his arguments
for the freedom of expression. His central tenet here is that people ought to be allowed
to express their individuality as they please “so long as it is at their own risk and peril”
(Mill, 1975, p. 53). The basic argument is that the diversity created has many benefits.
One is that “the human faculties of perception, judgment, discriminative feeling,
mental activity, and even moral preference, are exercised only in making a choice”
(Mill, 1975, p. 55).And exercising this choicemakes it less likely thatwewill be under
the sway of the “despotism of custom” (Mill, 1975, p. 66). We will be able to lead
happier andmore fulfilled lives.And again, if there is this diversity, each humanwill be
more aware of the various options available, and somore competent tomake informed
choices in lifestyle and self-expression.

These and other such arguments for freedom of speech and expression do support
the claims for lack of restrictions and control of material in the media in general.
However, the support is qualified for several reasons. Some of the arguments,
particularly the first mentioned, only apply where there is propositional content, that
can enhance the search for truth, and second, oneperson�s right to freedomof speech or
expression can infringe on another�s rights, and can clash with other goods. For
example, my freedom to talk openly of your financial or medical situation would
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infringe your rights to privacy, and I clearly cannot be allowed the freedom to express
myself through torturing you.

There is little sense in the idea of complete freedom of expression for all. So the
issue now becomes one of where to draw the lines for this freedom. A common
criterion is harm to others, a criterion endorsed by Mill. Admittedly this is not
without problems, becausemany actions, which appear to be self-regarding inMill�s
sense, can harm others indirectly, although he qualifies this by saying that he is
talking of action that harms others “directly, and in the first instance,” but even this
does not make the distinction clear and sharp. However, it is a useful criterion for all
that. Many distinctions that are more or less vague are useful, for example, that
between day and night.

The freedom of speech or expression of one person can cause harm to another,
so some restrictions need to be placed on how and to what extent a person can be
allowed free expression. That there should normally be some restrictions placed on
harming others, other things being equal, is pretty uncontroversial. There are all
sorts of restrictions on what can be said, and in general there is little opposition to
this. There are libel and defamation laws and laws against perjury, blasphemy,
abusive language, disclosing personal information, and so on. There is debate about
what should and what should not be allowed, but little argument that anything and
everything ought to be. The value in having some restrictions on what may be said
seems just too obvious. Mill also recognized this, and he claimed that if some kinds
of utterances are likely to cause riots, for example, there ought to be restrictions
placed on them (Mill, 1975, p. 53).

Oneway to explicate the claim that language can harm is to draw on the speech act
theory ofAustin (1962).Hedistinguished between locutionary acts, that is, expressing
propositions, illocutionary acts, that is, expressing beliefs, and perlocutionary acts,
the creation of some effect on listeners. Consider, for example, the following case of
“hate” language: “People of race X are mentally and morally inferior.” The locu-
tionary act here is the proposition that people of race X are mentally and morally
inferior, the illocutionary act is the expression of the belief that this is the case, and the
perlocutionary act might be to incite racial hatred or even violence. Considered from
this perspective, the claim for freedom of speech entails the claim for freedom to
perform any sort of perlocutionary act, but now it is a claim that looks decidedly
weaker. Although itmight be argued that it is the violence that causes the harm and not
the language, if the language is highly likely to incite the hatred and violence that leads
to harm, a strong case can bemade onMillian grounds that there should be restrictions
on the language (as Mill does in the example above).

19.9 REGULATION OF THE INTERNET: MORAL ARGUMENTS

The above suggests that there are grounds for content regulation of the media in
general, and this is fairly widely accepted. If some action harms others there might be
legitimate reasons for regulating actions of that kind. The next question is whether
the same reasons for regulation apply to the Internet. Concerns about material on the
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Internet can roughly be grouped into three areas; pornography, hate language, and
information to aid harmful activities.

Questions of free speech and censorship probably arise most frequently in
connection with pornography. Although anything available on the Internet would
also be available elsewhere, or at leastmaterial of the same typewould be, the situation
is slightly different, simply because it is so muchmore difficult to control the material
put on the Internet, and then to control its distribution. Although there can be effective
controls, as was seen early, these call for strong measures that limit the value of the
Internet.

Anybody can put anything on, and with varying degrees of difficulty almost
anybody can have access to it. In addition, gaining access to pornography on the
Internetmay be a very private affair. Locked in one�s room, one can browse and search
to one�s heart�s content. There is no need to face the possible embarrassment of
detection in buying or hiring material from a newsagent or video shop, or even by the
interception of mail, if acquiring material by mail order. As a consequence, it is much
more difficult to restrict its consumption to adults.

The second main area of concern is hate language, usually racist language.
Particular groups, especially white supremacy groups, spread their massages of hate,
free from any control, in a way not normally possible using other media.

The third area is the imparting of information designed to cause harm to other
people. A common example often mentioned is information on how to construct
bombs. Another is advice on how to abduct children for the purpose of molestation. It
might be argued that this is nothing new. This information is available anyway, and
possibly in the local public or university library. This may be so, but again it is much
easier to get it in the privacy of one�s room rather than in a public place.

Mill�s arguments for freedom of speech, as compelling as they might be in other
contexts, give little support to freedom of speech on the Internet in at least two of the
areas just mentioned. Pornography has nothing to do with the freedom to express
opinions (although it might express a view about the worth of women), and neither
does giving information on activities designed to harm people.

Hate language, or racial vilification, may be the expression of an opinion, and so
might be supported by Mill�s principles above, but it falls foul of the harm principle.
These three areas of pornography, hate language, and harmful information might all,
perhaps, be protected by Mill�s argument for freedom of expression, although it is
difficult to see how any of them could in anyway assist people in living a good life (in
Mill�s sense). But in any case, again the harm principlewould come into play if they in
fact incite or are highly likely leads to harmful behavior.

So the complete nonregulation of the Internet does not get great support fromMill.
We can forsake consequentialist arguments and talk instead of rights, but this does not
help much. I might have the rights to freedom of speech and expression, but my rights
can clash with the rights of others to privacy, to be respected as persons, and so on. It
would also be no easy task to show that we indeed have the rights to express ourselves
through pornography, hate language, and the circulation of potentially harmful
information.
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19.10 OTHER ARGUMENTS

Adifferent argument is given byWhite (2004),who argues against content controlwith
regard to obscene material. The argument is essentially that it is extremely difficult to
define the obscene and therefore it is difficult to knowwhat content should be censored,
and that on the Internet it is not possible to resort to community standards because there
is no community in the relevant sense. Although it is true that what is considered
obscene varies enormously between societies (and between individuals), as we have
seen controls withinvarious countries can be effective to some extent and even in some
cases have effects between countries. Such controlsmight not be thought desirable and
might raise other problems, but it seems that national borders are important enough for
some community-based definitions of the obscene to be plausible.

A different kind of argument again is that Internet content regulation is an
unwarranted extension of government power (Anderson and Rainie, 2006; irrepress-
ible.info, 2007; The OpenNet Initiative, 2004). However, it can plausibly be claimed
that it represents no extension of power or regulation. As activities shift away from
other media and to the Internet, if there is no regulation of the Internet, then there is a
diminishing of regulation. (This may be good, but that is a different argument.)
Consider home entertainment, for example. What can be shown on free-to-air
television is quite severely restricted. When entertainment in the home shifts to the
unregulated Internet, there is much less regulation on what can be experienced as
entertainment in that environment. Regulation of Internet content is thusmaintenance
of the status quo, rather than an extension of regulation.

Yet another argument is that the Internet is different from other forms of media and
therefore ought to be treated differently. Although this claim is true, it implies nothing
about whether or not there should be Internet regulation. Themost that it shows is that
there should be a different type or degree of regulation. The Internet has some
characteristics of television, but it is not intrusive in the same way (although with the
increase of unsolicited advertising, this difference is decreasing). As the television set
is on,material is enteringmyhome and I have little control over it. Certainly the set can
be turned off or the channel changed, but that actionmay come too late to stop children
seeing inappropriatematerial. In contrast, contentmust be foundon the Internet. In this
way it has a greater resemblance to printed media. So it could be argued that if there is
to be regulation of Internet content that regulation should bemore akin to that applied
to printed media than to free-to-air television. This has some plausibility, although
there are differences too. As noted earlier, one can “surf” the Internet in the privacy of
one�s room and thereby avoid the possible embarrassment of being seen purchasing
material of which one is not entirely proud!

19.11 REGULATION AND EFFICIENCY

A variation of the above argument is that the Internet is much more important than
othermedia, and so should be left free of regulation. It provides, so the argument runs,
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enormous benefits: repressed peoples can make their plight known, the isolated can
communicate more widely than previously, there is much more access to information
than ever before, vast markets for goods are opened up through electronic commerce,
and so on. Granted that all these benefits exist, it would still need to be shown that they
could not exist with regulation. In fact, perhaps at least some of them could exist to a
greater degree with some regulation.

That some degree of regulation improves efficiency is hardly news. Transportation
would hardly bemore efficientwithout regulation, and the same is true of at least some
areas of Internet activity, especially electronic commerce. The example of the online
auction site eBay, illustrates this well:

The eBay auction system, as libertarian as its origins may have been, depends on an oft-
hidden virtue of government power to deter those who would destroy the system
(Goldsmith and Wu, 2006, p. 136).

Goldsmith and Wu discuss in some detail how the success of the eBay business
depends on strong government regulation in a variety of areas.

An objection to this line of argument is that the fact that regulation is justified in
some areas does not show that it is in others. Regulating the environment for electronic
commerce is one thing, regulating expression of opinions, pornography, and so on
quite another. This is true, butwhat itmeans is that talkof regulationof Internet content
is not fine-grained enough on its own. One must specify what content is meant.

In principle, then, at least some aspects of the Internet can be justifiably regulated.
There aremoral justifications for regulationof themedia and for regulation of business
in general, and there seem to be no good reasons why these justifications should not
also be applied to the Internet. This muchmight be conceded, but the claim could still
be that regulation in one country should be resisted. This argument was a common one
against the current legislation inAustralia. The Internet is global, up to a point (thevast
majority of users are in only a few countries), so not only is it futile but also probably
damaging to any one country that attempts to introduce regulation. Australia would
become a “laughing stock,” business would move offshore, and the growth of the
Australian Internet economy would be restrained, were common claims.

These claims may all have been true, but they are not to the point if the moral
justification is strong enough and if the legislationwill be effective. If all countries had
economies based on slavery, the repeal of this practice in one country alone would be
the moral thing, even if the economy of the country did suffer (it is interesting to note
that this economic argument was in fact used in defense of slavery, see Drew, 1963).
The argument is not that opposing Internet content regulation is on the same level as
supporting slavery; the point is merely that economic argument do not necessarily
carry much weight against moral ones. In order for the economic argument to have
force it would need to be shown that the economic losses would be such that the
innocent suffered. Then of course these arguments would also be moral ones. In the
case of the Internet, the economic argument would require showing that the suffering
caused would be of a magnitude that outweighed the benefits of the protection of
innocents afforded by regulation (this is a central point to which we will return later).
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19.12 REGULATION ACROSS LEGAL JURISDICTIONS

There is, however, one worrying aspect to individual countries regulating Internet
content, and this relates to the supposed irrelevance of international borders to the
Internet, and to the question asked earlier as to whether there is anything wrong with
individual countries regulating the Internet in their own countries. Suppose that I
develop a Web site in my country with material that is uncontroversially legal.
Unbeknownst to me that material is illegal in another country, and of course can be
downloaded in that country.What is my legal position relative to that second country?
Should I be extradited, or arrested if I travel there?Thismay seemanunlikely scenario,
but consider the following recent case. An Australian citizen had material on his Web
site located in Australia where it was legal, but this same material was illegal in
Germany. He was arrested while traveling in Germany and charged, among other
things, for distributing prohibitedmaterial on the Internet (Nixon, 1999). Although he
was eventually not convicted on that charge, this case does show that there is a problem
and that it is probably only a matter of time before someone is convicted in these
circumstances. But this seems rather unfair. Ignorance of the law is no defense, and
clearly I have an obligation to know the law (although not in detail) inmyown country,
but this obligation can hardly extend to a knowledge of the law in all countries that
have Internet access. It is one thing to perhaps have some familiarity with the laws of
those countries that one visits or does businesswith, but quite another to have the same
familiarity with all of those fromwhich myWeb page might be accessed (It should be
noted that in the example mentioned there was no ignorance of German law. The
material concerned the holocaust, and the relevant laws were well understood.)

This situation is aworry if individual countries regulate Internet content, but it does
not show that such regulation is necessarilywrong.What it does show is that theremust
be international agreements that clarify the legal situation. Ideally, in most cases,
nobody should be charged if the “offense” took place in a country inwhich itwas legal,
but failing that, the countries with content regulation should make their positions
very clear andwidely known. This latter position is certainly far from ideal, but at least
some clarity would be introduced. (There may be exceptions in extreme cases, for
example, that of killing Jews inNazi Germanywhere it was legal, but just to prosecute
Nazis as war criminals.)

The final moral argument to be considered relates to whom the regulations should
apply, the content provider, the user, or the provider. Given the ease of moving sites
offshore, content providers are difficult to regulate, and attempting to regulate users
would involvemassive intrusions on privacy. The best way then has appeared to be the
regulation of Internet Service Providers (ISPs). But, as has been pointed out, this could
be argued to be unfair and a case of “shooting the messenger.” On the contrary, one
might argue that if one is going into the business of ISP, then one has a special
obligation to learn the laws of other countries and to structure one�s practices
accordingly. And even if something is not illegal in some country, say child
pornography, but is clearly immoral, then holding ISPs responsible does not appear
unfair. Although itmight appear at first sight unfair to hold carriers rather than content
providers responsible for content, there might be situations in which it is justifiable.
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Suppose that I am given a parcel by a stranger to deliver to another country. I do not
know the contents of the parcel, and do not ask, but given that I am making the trip
anyway and the parcel is small and there is little inconvenience tome, I agree to take it.
In this situation Iwould almost certainlybeheld responsible for carryingdrugs if that is
what the parcel contained, and justifiably so, because I should have known better than
to agree to take the parcel. Graham (1999, p. 110), to support the opposing position,
says that airline companies are not held responsible for what their passengers carry.
This is true, but only up to a point. The airlines are expected, for example, to ensure that
passengers do not carry weapons, and it is not difficult to imagine situations in which
they could be held responsible for ensuring that passengers did not carry other items as
well. Such expectations are not necessarilyunjust if there are noother practicalways of
avoiding or minimizing harm to innocent people.

There is precedent too for holding people legally responsible for actions that they
did not perform. Vicarious liability is “the imposition of liability on one person for the
actionable conduct of another, based solely on a relationship between the two persons
(or the) indirect or imputed legal responsibility of acts of another. . .” (Black, 1990,
p. 1566). Although ISPs may not be vicariously liable for the actions of content
providers, that is not the point. The point is simply that it is not enough to say that ISPs
should not be held responsible for content on the grounds that they did not create that
content. People can, in the right circumstances, be responsible for the actions of others.
It may be of course that vicarious liability itself is not morally justifiable, but the point
here is only that there is precedent for having to take responsibility for the actions of
others in certain circumstances and that this is generally not thought to be
unreasonable.

Vicarious liability is a legal and not a moral term, but the idea of taking
responsibility for actions that I did not commit can easily be extended into the moral
realm. I can be heldmorally responsible for the actions of another if I could reasonably
havebeen expected to haveprevented those actions. Even if I did not knowabout them,
if my position is such that I should have known, I can still bemorally responsible. This
is a well-established (if not much adhered to) principle in the Westminster system of
government, where cabinet ministers are (or were) expected to take full responsibility
for the actions of their subordinates. (The argument is not that this is a case of vicarious
liability.)

The argument here falls short of demonstrating conclusively that it is fair and just to
hold carriers responsible rather than content providers. It does, however, indicate that it
is not obviously unjust. A similar conclusion is reached byVedder (2001), who argues
that Internet access and service providers can justifiably be held responsible for the
consequences of content not produced by them by extending the notion of strict
liability into themoral sphere (a person can be strictly liable and therefore responsible
for harm even if that person is not culpable). His argument is not that this is, or should
be, a case of strict liability, merely that the idea of being responsible but not culpable
can be applied in the moral sphere.

A frequently cited alternative to regulating Internet content in general is the use of
filtering of Web sites, particularly in the home but also in schools, libraries, and other
public places. There are, however, a number of objections to filtering. For those who

490 REGULATION AND GOVERNANCE OF THE INTERNET



object to certain kinds of material, for example, pornography or advertisements for
Nazi memorabilia, filtering is not enough. Thematerial is still available for thosewho
do not filter, so it is not a solution. That the material is available at all is the issue.
Several otherworries are expressed byRosenberg (2001). He argues that there are free
speech concerns if the filtering is carried out at schools, libraries, or other public
places. Part of the problem lies in the fact that filters are not particularly good at
blocking just what is meant to be blocked and will normally also stop users viewing
completely inoffensiveandpossiblyuseful information. So filters are not a satisfactory
solution. (For discussion of problems with filtering, see US v. ALA, 2002, which
discusses the U.S. Children�s Internet Protection Act that required public libraries to
install filters as a condition for receiving certain federal funding.)

The argument of this section is primarily that many of the common arguments
against Internet content regulation (and thereby activity regulation) do not stand
scrutiny. In a previous section of this chapter it was argued that some regulation of the
content of media in general is justified in order to protect the innocent and vulnerable.
If some regulation in general is justifiable, and if the special arguments regarding the
Internet are not sound, then the tentative conclusion must be that Internet content
regulation is justifiable.

19.13 CONCLUSION

A strong moral case can be made for regulating the content of the Internet, but there is
also a strong case that such regulation cannot be very effective and comes at a price in
Internet performance. These last two factors together constitute an argument of
considerableweight against attempting to control Internet content through legislation.
So what should be done? On balance, a case can be made for content regulation,
although that case is probably not as strong as proponents would wish. That the case
canbemade canbe seenby looking a littlemore closely at the twoopposing factors just
mentioned. First, while in general laws that are not enforceable to any great extent are
to be avoided, in certain instances they can be useful. Consider illicit drugs, for
example. The laws banning their use and distribution are not particularly effective, but
they are still consideredworthwhile bymanybecause they give themessage that using
those substances in not a good thing.A similar argument could bemounted for content
regulation of the Internet. Second, degrading Internet performancewill not obviously
harm many people very much, depending of course on the degradation. Most of us
could wait a little longer when searching or downloading without much of a
diminution of our living standards. There may be some problems with electronic
commerce if Internet performance is slower, but thatwill not affect toomanypeople, at
least not in the short term, given that this form of commerce is not being accepted by
consumers particularly quickly. And in any case, it is not uncontroversially accepted
that the benefits of electronic commerce will outweigh its disadvantages (Rogerson
and Foley, 1999).

The argument in this chapter has been that Internet content regulation is justifiable,
but the problems are recognized. To overcome them, there will need to be more
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research into technological methods for blocking content, and there must be interna-
tional cooperation in the formulation and enforcement of laws, practices, and
standards. A long-term solution suggested in a recent report is this: It is proposed
that Australia participate in international fora to create the necessary infrastructure, so
that organizations that host content would be able to determine the jurisdiction of the
client softwaremaking the request. Having determined the jurisdiction, the server can
find out whether the requested content is legal in the client�s jurisdiction (McCrea et
al., 1998). This proposal might not be the ideal solution, but it is one possibility that
ought to be seriously investigated. Internet content can harm, and some regulation is
morally justified. Given the benefits of the Internet, however, we do not want to throw
the baby out with the bathwater.
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CHAPTER 20

Information Overload

DAVID M. LEVY

20.1 INTRODUCTION

Is it any wonder that information overload is such a common complaint these days?
Given the prevalence of cell phones, voicemail, e-mail, and instantmessaging, aswell
as endless sources of academic, commercial, governmental, and personal information
on theWeb, it should hardly be surprising if complaints about a flood, a fire hose, or a
blizzard of information are not only common but increasing. Googling “information
overload” in early 2007 yielded more than six million hits for the phrase. The first of
thesewas the entry inWikipedia, which states that information overload “refers to the
state of having too much information to make a decision or remain informed about a
topic.”1 Indeed Google, the wildly successful Internet search service, andWikipedia,
the free, online, collaboratively produced encyclopedia, are themselves attempts at
taming the fire hose of information by helping to organize it and make it more
manageable.

On the face of it, information overload would seem to be a straightforward
phenomenon (an excess of information) with a straightforward cause (the recent
explosion of information technologies). Yet closer inspection reveals a number of
subtleties, questions, and concerns:What does it mean to have toomuch information,
and, for that matter, what exactly is this substance (information) we can apparently
have too much of? Is the phenomenon as recent as our anxious complaints suggest, or
does it have a longer history? How does it relate to other seemingly related notions,
such as data overload, information anxiety, information pollution, technostress, data
smog, and information fatigue syndrome? What exactly are the negative conse-
quences, bothpractical and ethical, andhowcanwepossibly saywithoutpinningdown
the phenomenon more carefully?

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.

1Retrieved (June 11, 2007).
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I cannot hope to address, or certainly answer, all these questions in this relatively
brief article. But I do intend to identify some of the major issues, towrestle with some
of them, and along theway to chart some of the dimensions of the phenomenon. I will
proceed as follows: In the next section, I will provide a preliminary definition
of information overload and will identify some of the questions surrounding it. In
Section 20.3, I will discuss the history of the English phrase “information overload,”
and in Section 20.4, I will show how industrialization and informatization prepared
the ground for its emergence. Finally, in Section 20.5, I will explore some of the
consequences, bothpractical andethical, of overload, and inSection20.6, Iwill briefly
consider what can be done in response.

20.2 WHAT IS INFORMATION OVERLOAD?

Information overload: Exposure to or provision of too much information; a
problematic situation or state of mental stress arising from this. [OED Online,
retrieved (June 11, 2007)].

Information overload . . . refers to the state of having too much information to
make a decision or remain informed about a topic. Large amounts of historical
information to dig through, a high rate of new information being added,
contradictions in available information, a low signal-to-noise ratio make it
difficult to identify what information is relevant to the decision. The lack of a
method for comparing and processing different kinds of information can also
contribute to this effect. [Wikipedia, retrieved (June 11, 2007).]

Information overload, according to these twodefinitions, is a condition inwhich an
agent has—or is exposed to, or is provided with—too much information, and suffers
negative consequences as a result (experiences distress, finds itself in a “problematic
situation,” is unable tomakea decision or to stay informedon a topic, etc.). In a famous
episode of “I Love Lucy,” the 1950s American television show, Lucy has a job at a
candy factory.Her job is towrapchocolates as theycomebyonaconveyorbelt. Shehas
no trouble doing this at first, so long as the chocolates arrive at a moderate rate. But as
the conveyor belt begins to accelerate, Lucy finds it progressively more difficult to
keep up, until finally she is doing anything to get rid of the chocolates, including
stuffing them in her mouth, her hat, and her blouse. If we think of the chocolates as
morsels of information, then as the belt speeds up, Lucy begins to suffer from
information overload.

At the heart of this understanding of the phenomenon is a fairly simple
conception of human information processing—a three-stage model consisting of
reception, processing, and action. In the first stage, information is received in some
manner; it is a system input. It may arrive with little or no effort on the part of the
person, as when someone opens an e-mail folder to discover that a number of new
messages have arrived; or itmay be actively sought after, aswhen someone performs
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a literature search and discovers a number of (potentially) relevant sources. In the
second stage, the person processes these inputs cognitively to absorb, interpret, and
understand. Exactly what this consists of will depend on the nature of the inputs and
the uses towhich they will be put. In the case of e-mail, for example, processingmay
include scanning, skimming, reading, and organizing (categorizing, deleting). In the
third stage, the person takes some action in response. In Lucy�s case, each chocolate
arrives in front of her on the conveyor belt (reception), she recognizes it for what it is
(processing), and wraps it (action).

While this might seem like a straightforward and unproblematic notion, it raises a
variety of questions, concerns, and complexities. I will briefly mention four.

20.2.1 What is Information?

How can one decide if one is suffering from information overload without knowing
the range of phenomena encompassed by the word “information”? In both of the
definitions above—as in many of the discussions of information overload in the
popular press and academic literatures—the meaning of the word is assumed to
be understood. This is presumably because the notion of information is unproblematic
in the public mind: we require no explanation because we knowwhat it means. When
people say they are suffering from information overload, they most likely mean that
they are feeling overwhelmedby the number of information goods or products (such as
books, e-mail messages, telephone calls, or some combination of these) they are faced
with.2

Among scholars who concern themselves with information from a theoretical
perspective, however, there is little agreement about the notion. In search of stable
footing, some have borrowed the information theoretic approach of Shannon and
Weaver, which identifies the number of bits of information content in a signal, despite
the fact that this is an abstract measure of channel capacity and not of meaning.3

(Knowing howmany bits of information are contained in the transmission of an issue
of the New York Times over the Internet tells you nothing about the amount of
meaningful, humanly interpretable content.) Others take information to be proposi-
tional content, facts, or some other postulated unit of meaningful content. Within
library and information science, Michael Buckland�s article, “Information as thing”
(Buckland, 1991), identifies artifacts (physical documents, for example) as one of the
three primary senses of the concept. Among the more radical approaches is Agre�s
suggestion (Agre, 1995) that information is a political and ideological construct rather
than a natural kind; or Schement and Curtis� focus on the role that the idea of

2They might also mean that they are feeling overwhelmed by the information content of these products,
which in their mind would probably amount to the same thing.
3Nunberg (1996) quotesWarrenWeaver: “Theword information, in this theory, is used in a special sense that
must not be confusedwith its ordinary usage. In particular, informationmust not be confusedwithmeaning.
In fact, twomessages, one of which is heavily loadedwithmeaning and the other of which is pure nonsense,
can be exactly equivalent, from the present viewpoint, as regards information.”
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information plays within society, an approach that sidesteps the question of what
information is (Schement and Curtis, 1995).4

20.2.2 More than Information

The two definitions above seem to suggest that information overload is simply
concernedwith an excess of information.But excess is a relational notion.AsKenneth
Himma puts it,“One has toomuch of something relative to some (normative) standard
that defines what is an appropriate amount” (Himma, 2007). If we have too much
information, it must be relative to the tasks or purposes it is meant to serve, or the
standards we are expected, or expecting, to meet.

Central to judgments of excess is some notion of capacity: a person or organization
can only handle so much information in a given period of time. And here, it has been
usefully pointed out that human beings have a limited attentional capacity; it is this
capacity that is stressed in the face of excess. As Warren Thorngate, a Canadian
psychologist, has noted: “Information is supposed to be thatwhich informs, but nothing
can informwithout some attentional investment. Alas, there is no evidence that the rate
at which a member of our species can spend attentional resources has increased to any
significant degree in the past 10,000 years. As a result, competition for our limited
attention has grown in direct proportion to the amount of information available.
Because information has been proliferating at such an enormous rate, we have reached
the point where attention is an extremely scarce resource, so scarce that extreme
measures—from telemarketing to terrorism—have proliferated as fast as information
just to capture a bit of it” (Thorngate, 1988, p. 248). Thorngate proposes a set of
principles of “attentional economics.”These include the principle of FixedAttentional
Assets, which states that attention is a fixed and nonrenewal resource, and the principle
of Singular Attentional Investments, which states that attention can, in general, be
invested in only one activity at a time. (Time is in a sense a surrogate for attention. If we
can we only attend to so much in a given unit of time, then increasing the amount of
time available potentially increases the amount of attention that can be applied.)

20.2.3 Perception or Reality?

Is information overload simply a question of one�s subjective state—that one feels
overloaded—or must there be some objective reality to it? Watching Lucy unable to

4Schement and Curtis (1995, p. 2) say: “We propose that the idea of information forms the conceptual
foundation for the information society. By that wemean a perspective in which information is conceived of
as thing-like. As a result, messages are thought to contain more or less �information.�Marketplaces exist for
the buying and selling of �information.� Devices are developed for the storage and retrieval of information.
Laws are passed to prevent theft of information. Devices exist for the purpose of moving information
geographically. Moreover, and equally important, the thingness of information allows individuals to see
diverse experiences, such as a name, a poem, a table of numbers, a novel, and a picture, as possessing a
common essential feature termed �information.�As people endow �information�with the characteristics of a
thing (or think of it as embodying material characteristics) they facilitate its manipulation in the world of
things, for example, in the marketplace.”
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wrap all the chocolates coming down the conveyor belt, there is no question that
objectively she is failing to keepup.But in the case of a humanbeingor an organization
contending with (possibly too much) information, we may not be able to monitor
directly and transparently the copingprocess, and thusmayhavenoway todecidewhat
constitutes too much. On the other hand, with human beings and their social units we
can receive direct reports that, at the very least, describe their subjective state: This is
more than I can handle. The relation between perception and reality is particularly
important when trying to decide, for example, if we are more overloaded by
information today than we were in the past. Is it enough to determine that more
people today complain about the problem (if this is true), or must we have some
independent way to measure the “load,” and therefore the overload, on our human
systems?

20.2.4 A Novel, Recurrent, or Ever-Present Phenomenon?

It has been suggested that we conceive of information overload today as a unique
phenomenon, “an immediate phenomenon—without a history—that the current
generation uniquely faces for the first time” (Bowles, 1999, p. 13). Yet complaints
about an overabundance of books stretch back at least as far as the sixteenth century.
Indeed, an entire issue of the Journal of the History of Ideas was recently devoted to
exploring “early modern information overload.”5 The editor of this issue, Daniel
Rosenberg, notes “the [strange] persistenceof the rhetoric of novelty that accompanies
so old a phenomenon” (Rosenberg, 2003, p. 2). Bowles has called this perception of
novelty the “myth of immediacy.”

While it seems wise not to assume that information overload is an entirely new
phenomenon, we should also be careful not to assume that the sixteenth century
experience of excess is (exactly) the same phenomenon we are dealing with today.
What�s more, since the phrase “information overload” is less than 50 years old, its
application to earlier times is quite literally anachronistic, a point not lost on
Rosenberg: “It is worth noting the terminological anachronism deployed by this
groupof historians in the application of the rubric of �informationoverload� to the early
modern period. The word �information� itself appears little if at all in the sources to
which these historians refer. Indeed, the use of �information� to mean something

5In the introduction to the issue, Daniel Rosenberg asserts that “During the early modern period, and
especially during the years 1550–1750, Europe experienced a kind of �information explosion.�. . .There is
ample evidence to demonstrate that during this period, the production, circulation, and dissemination of
scientific and scholarly texts accelerated tremendously” (Rosenberg, 2003, p. 2). In the same issue, Ann
Blair quotes Conrad Gesner complaining in 1545 about the “confusing and harmful abundance of books”
andAdrienBailletworrying in 1685 that “wehave reason to fear that themultitudeof books that grows every
day in a prodigious fashion will make the following centuries fall into a state as barbarous as that of the
centuries that followed the fall of the Roman Empire” (Blair, 2003, p. 11). Nearly a hundred years after this
second complaint, Diderot was still expressing similar concerns in his “Encyclop�edie”: “As long as the
centuries continue to unfold, the number of bookswill grow continually, and one can predict that a timewill
come when it will be almost as difficult to learn anything from books as from the direct study of the whole
universe” (Rosenberg, 2003, p. 1).
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abstract and quantifiable (rather than particular knowledge) does not appear until
the early twentieth century, and the usage �information overload� is even later”
(Rosenberg, 2003, p. 7).

20.3 A BRIEF HISTORY OF THE PHRASE

Having briefly explored the concept of information overload, including some of the
nuances andquestions that surround it, I nowwant to examine the history of the phrase.

TheWikipedia entryon“informationoverload”claims that itwas coined in1970by
Alvin Toffler in his book Future Shock.6 Although Toffler, as we will see, did write
about the subject, a search of the academic and popular literature of the time reveals
that the phrasewas already inuse by the early 1960s.Consider the following examples:

. In 1962, RichardL.Meier, published a scholarlymonograph,ACommunications
Theory of Urban Growth, which applied then-current ideas in information and
communication theory to the organization of cities. In a section entitled “The
Threat of InformationOverload” (Meier, 1962, pp. 132–136), he pointed out that
the “expanded flow rates” of communications in dense urban settings would
likely lead to “widespread saturation in communications flow. . .within the next
half century” (Meier, 1962, p. 132).

. In an article published the same year, “Operation Basic: the retrieval of wasted
knowledge,” Bertram M. Gross, a professor of political science at Syracuse
University, argued that the accelerating rate of publication was threatening
science and society with an “information crisis.” There was a “flood” of new
publications as a consequence of which, “Nobody. . . can keep up with all the
new and interesting information” (Gross, 1962, p. 70). Indeed, thanks to
international efforts “to �educate� the people of lesser-developed economies,”
these unfortunate citizenswould find themselvesmoving from “the frying pan of
information scarcity to the fire of an information overload” (Gross, 1962, p. 70).

. In 1966 the economist Kenneth Boulding published a journal article in which he
declared that “management science. . . is an alternative defense against infor-
mation overload” (Boulding, 1966, p. B169). The following year, in the same
journal, Management Science, Russell Ackoff claimed that “most managers
receivemuchmore data (if not information) than they can possibly absorb even if
they spend all of their time trying to do so. Hence, they already suffer from an
information overload” (Ackoff, 1967, p. B148).

. Also in 1967, a paid advertisement appeared in the New York Times announcing
the publication and sale of a book titled EDUNET: Report of the Summer Study
on Information Networks, a report by an academic coalition outlining a plan “for
a vast interuniversity communications network.” The ad bore the title

6Retrieved (June 11, 2007).
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“EDUNET: Is it the answer to the information overload in our schools and
colleges?” The body of the ad copy read:

“Our contemporary problem is not lack of knowledge or information. Far from it. /
Every day there are more and more schools, colleges, and universities. /. . .More
books, more journals, more learned papers, more data banks, more symposia, more
international meetings, more conference calls—more knowledge and information,
in fact, than our present system of scholarly communications can reasonably process. /
This is the �information overload� problem—aproblemwhichEDUNETis designed to
relieve” (“EDUNET: Is it the answer to the information overload in our schools and
colleges?” 1967).

. In 1969, an article on rock music—“All You Need is Love. Love is All You
Need”—appearing in the New York Times noted: “The wild images in the song
are not, in fact, connected in any logical way. There is no normativemeaning, no
sirloin for the watchdog. But there is a larger, more important meaning: The
quick flashing of disjointed phenomena reproduces the chaos of sensations in
our world of information overload” (Murphy and Gross, 1969).

Although Alvin Toffler neither coined the phrase nor introduced it into the culture,
his vastly popular bookmaywell have been the first to discuss the topic at some length
in a form that was accessible to the general public. Information overload for Toffler
was just one manifestation of a period of unprecedented change Western society
was then entering, a movement beyond industrialization to what he dubbed “super–
industrialism.” In this new era, he claimed, “we have not merely extended the scope
and scale of change,we have radically altered its pace.Wehave, in our time, released a
totally new social force—a streamof change so accelerated that it influences our sense
of time, revolutionizes the tempo of daily life, and affects the very way we �feel� the
world around us” (Toffler, 1970, p. 17). Human beings, he claimed, were ill-prepared
for this new, accelerated rate of change, and were beginning to feel the effects of
“future shock,” an inability to respond comfortably and successfully to the “overload
of the human organism�s physical adaptive systems and its decision-making
processes” (Toffler, 1970, p. 326).

In the last third of the book, Toffler addressed “the limits of adaptability,” arguing
that the human organism remains “a biosystem with a limited capacity for change”
(Toffler, 1970, p. 342). In Chapter 15, “Future Shock: The Physical Dimension,” he
described how the stress of change could lead to physical illness as “each adaptive
reaction extracts a price, wearing down the body�s machinery bit by minute bit, until
perceptible tissue damage results” (Toffler, 1970, p. 342). In the next chapter, “Future
Shock: The Psychological Dimension,” he explained that future shock couldmanifest
itself in psychological as well as physical ways: “Just as the body cracks under the
strain of environmental overstimulation, the �mind� and its decision processes behave
erratically when overloaded” (Toffler, 1970, p. 343). Toffler identified three forms of
overstimulation: sensory, cognitive, and decisional. Cognitive overstimulation occurs
when a person�s environment is changing so quickly that he doesn�t have sufficient
time to think about what is happening, to “absorb, manipulate, evaluate, and retain
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information” (Toffler, 1970, p. 350). Toffler pointed to work in psychology and
information science concerning human beings� “channel capacity,” which suggested
“first, that man has limited capacity; and second, that overloading the system leads to
serious breakdownofperformance” (Toffler, 1970, p. 352). (The title of this subsection
is “Information Overload,” but nowhere in the five-page section did he use the phrase
in a sentence.)

It is a striking feature of these early citations that authors apparently felt no need to
definewhat theymeant by “information overload.” ForMeier writing in 1962 phrases
such as “the overloading of communications channels” (Meier, 1962, p. 2),
“communications load” (Meier, 1962, p. 79), and the “threat of information overload”
(Meier, 1962, p. 132) emerge fluidly and unproblematically to advance his narrative.
Although the 1967 EDUNET ad appears to explain what it means by information
overload in the body of the advertisement (more books, journals, papers, data banks,
symposia. . .), still, the copywriters were comfortable including the phrase in the
headline. And even though Toffler devoted five pages to explaining what he meant by
cognitive overstimulation (a high-sounding phrase), he felt comfortable labeling the
subsection “Information Overload.” In the 1960s, wemight conclude, the meaning of
the words “information” and “overload”were unproblematic, and the meaning of the
conjoined phrase could be straightforwardly extrapolated from them.

Much of this linguistic transparency seems to have come from the meaning of the
word “overload,” and its root word “load.” The Oxford English Dictionary defines
“load” as “That which is laid upon a person, beast, or vehicle to be carried; a burden.
Also, the amount which usually is or can be carried; e.g., cart-load, horse-load,
wagon-load,” and it defines “overload” as “An excessive load or burden; too great a
load; the condition of being overloaded.” These core meanings speak to the recogni-
tion that a person or an animal (or by extension, a device such as a cart or wagon) is
capable of carrying physical materials and second, that this capacity is finite and can
be exceeded.

But the OED also identifies various extensions or specializations of these core
meanings. In a use stretching back as far as Shakespeare, “load” has been used tomean
something specifically negative: “A burden (of affliction, sin, responsibility, etc.);
something which weighs down, oppresses, or impedes.” And in more recent times, it
has been used to designate “an amount of work, teaching, etc., to be done by one
person.” Particularly noteworthy is the application of “overload” to electrical circuits
tomean “an electric current or other physical quantity in excess of thatwhich is normal
or allowed for,” a use the OED dates to the early 1900s. Moving from the overloading
of an electrical system to the overloading of a communication system does not seem
like much of a stretch.

The word “information” has a much more complex history. (For an exploration of
the word�s history and current meanings, see Nunberg (1996); for an exploration of
“The concept of information,” see Capurro and Hjorland (2003).) Yet the ease with
which thewordwas bandied about in these citations from1962 to1970 suggests that its
meaning was clear—or at least clear enough—to audiences of the time.

The period from the 1970s to the present has witnessed the explosive growth of
information and communication technologies, including personal computers, e-mail,
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instant messaging, the World Wide Web, and cell phones. And the use of the phrase
“information overload” has equally expanded, in apparent synchrony with these
developments.Asan exampleof this growth,Table 20.1 indicates theoccurrenceof the
phrase in three separate bodies of literature, grouped by decade.7 Data for the first
column, “ProQuest Business Press,” was collected by searching the following
ProQuest databases: ABI/INFORM Dateline, ABI/INFORM Global, ABI/INFORM
Trade& Industry,Accounting&TaxPeriodicals&Newspapers,Banking Information
Source, ProQuest Asian Business and Reference, ProQuest European Business. Data
for the second column, “ProQuest Science & Technology Press,” was collected by
searching theProQuestComputing andProQuest Science Journals databases.Data for
the third column was collected by searching the New York Times online.

Finally, it should be noted, other phrases are in current use that relate to, or overlap
with, “information overload” in various ways, including “data overload,”
“information anxiety,” “information pollution,” “information fatigue syndrome,”
“data smog,” and “technostress.” While it is beyond the scope of this article to
examine themeanings of these phrases, it isworth observing that none of themappears
to enjoy anything like the frequency of “information overload.”8

20.4 CAUSES OF INFORMATION OVERLOAD

For the phrase “information overload” to have been introduced so casually and
unproblematically in the 1960s, the groundwork must have been laid earlier. In the
early twentieth century, as I noted above, scientists began to talk about the
“overloading” of certain kinds of technical systems, namely electrical circuits; from

TABLE 20.1 Number of Articles Referring to “Information Overload” in Several
Literatures

ProQuest
Business Press

ProQuest Science &
Technology Press

New York
Times

2000-present 549 172 86
1990–1999 521 150 99
1980–1989 164 21 41
1970–1979 1 3 7
1960–1969 1 0 2
Total 1266 346 235

7These literature searches were performed in early 2007. This means that the counts for the period from the
decadebeginning in theyear 2000 are small relative to the counts for earlier decades since the current decade
is as yet incomplete.
8In Spring 2007, a Google search for each of these phrases found that “information overload” was
mentioned in ten times as many web sites as its closest competitor: information overload (1,140,000), data
overload (116,000), technostress (87,400), information anxiety (74,100), data smog (42,500), information
pollution (34,800), information fatigue syndrome (812).
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here itwould seem tobe a small step toviewing ahumanbeingor ahumanorganization
as a system that also could be overloaded.

Concerns specifically about an excess or overabundance of informationwere being
expressed in this period, too. Following World War I, Burke (1994) has observed,
scientists and librarians began to worry about a “library crisis.” Such concerns
stimulated various scientists and technologists, including Vannevar Bush, who in
1945 published an influential article in The Atlantic Monthly, “As We May Think”
(Bush, 1945), which proposed developing a personal information device called the
“memex” for storing and searching one�s personal library of microfilmed books and
articles. His description of the problem he hoped the memex would solve is
information overload by another name: “There is a growing mountain of research.
But there is increased evidence that we are being bogged down today as specialization
extends. The investigator is staggered by the findings and conclusions of thousands of
other workers—conclusions which he cannot find time to grasp, much less to
remember, as they appear. Yet specialization becomes increasingly necessary for
progress, and the effort to bridge between disciplines is correspondingly superficial.”

By the 1960s, then, the language was ripe for use, and the perception existed that
there was more information than could be properly handled. While this analysis
provides some background for the emergence of the phrase in the 1960s, I would
suggest that we look back even further in history—to the Industrial Revolution and its
shaping of the Information Society—for insight into the phenomenon. The idea of the
information society—or, as it is sometimes called, the knowledge society—can be
dated to the 1960s and 1970s. In The Production andDistribution of Knowledge in the
United States (Machlup, 1962) published in 1962, FritzMachlup, an economist, noted
an increasing reliance on knowledge production, as compared with physical produc-
tion, in the U.S. economy. (Toffler uses the term “superindustrialism” in much the
same spirit.) In the late 1970s, Marc Porat labeled the American economy as an
“information economy,” and declared American society to be an “information
society.”9 Also, in the late 1970s Daniel Bell published TheComing of Post-Industrial
Society (Bell, 1976). Together theseworks advanced, for both scholars and the general
public, the idea that the balance of the American economy was shifting from the
production, distribution, and consumption of physical goods to the provision of
information products and services. Many details of the information society idea
continue to be debated (see Frank Webster�s 1995 book, Theories of the Information
Society (Webster, 1999)), but its central premise—that there has been a major
quantitative and qualitative shift in the use of information products, services, and
technologies—is not in dispute.

But when did this shift begin and how did it come about? In his book, The Control
Revolution (Beniger, 1986), James Beniger argues that the Information Society
emerged in the attempt to solve certain problems created by the Industrial Revolution.
The Industrial Revolution was essentially a radical transformation of the Western
economic system. Steam power made it possible to produce, distribute, and consume

9See Porat�s The Information Economy: Definitions and Measurement (Porat, 1977) and “Communication
Policy in an Information Society” (Porat, 1978).
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material goods faster and in greater quantity than had ever been possible before.
Beniger says:

“Never before had the processing of material flows threatened to exceed, in both volume
and speed, the capacity of technology to contain them. For centuries most goods had
movedwith the speed of draft animals down roadway and canal, weather permitting. This
infrastructure, controlled by small organizations of only a few hierarchical levels,
supported even national economies. Suddenly—owing to the harnessing of steam
power—goods could be moved at the full speed of industrial production, night and
day and under virtually any conditions, not only from town to town but across entire
continents and around the world.” (Beniger, 1986)

But by the mid-nineteenth century, mass production and accelerated rates of
distribution and consumption had precipitated what Beniger calls a “control crisis”:
both human and technical systems for managing the increased flow were found to be
inadequate. JoAnne Yates illustrates one dimension of this crisis in her book Control
Through Communication (Yates, 1989): the problem of creating organizational stru-
ctures andmanagementmethods that were up to the task of controllingmanufacturing
and transportation at increased speed. Through the mid-nineteenth century and
beyond, most commercial establishments had relied on flat organization and oral,
face-to-face communication. But in the new economic conditions, organizationswere
larger and were more geographically distributed—the railroads were one major
instance—and the old management methods no longer worked.

The solution to this control crisis, Beniger explains, was a “control revolution”: the
development of a whole series of innovations in information technologies and
practices. In the case that Yates explores, gaining control of the new industrial
organizations meant developing new, more sophisticated bureaucratic methods of
management and accountability, as well as new technologies (the typewriter, vertical
files, carbon paper) and document genres (the memo, the executive summary, graphs,
and tables) to support these methods. Since the late nineteenth century, a stunning
series of technical innovations has not only helped to control thematerial economybut
to further accelerate it. This has led to a radical informatization ofWestern culture—a
much greater presence of information products, services, and practices serving a
control function; it is this process of radical informatization that led to, and in fact
constitutes, the Information Society.

As a result of this transformation, American society, as well as other industrial
economies, has witnessed a fairly steady increase in production: more products
circulating more quickly. There has been a steady increase in traditional material
goods, such as cars, washingmachines, and refrigerators. And there has been a steady
increase in the production of information goods, which have served two purposes: as
end-user commodities, such as books, newspapers, movies, and television shows, and
as agents of control in the sense Beniger identifies, such as telephone calls, e-mail
messages, and advertisements. (Some of these information goods have served both
functions at once.)

Hanging over the economy, however, has been the inevitable double fear—of
overproduction and underproduction. Beniger�s account provides a useful way of
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seeing how these threats have been dealtwith. In the 1920s, for example, concern grew
amongAmerican business leaders that themarketwas becoming saturated—thatmore
goods were being produced than consumers wanted or needed; the very success of the
late nineteenth century in learning how tomanage accelerated flows of goods seemed
to be leading to a crisis of overproduction. Therewas serious talk of reducingworking
hours and slowing production. But fortunately (from the perspective of the business
leaders) another solutionwas found, whichwas nicely summarized in the findings of a
national Committee of Recent Economic Changes, chaired by Herbert Hoover while
he was secretary of commerce: “The survey has proved conclusively what has long
been held theoretically to be true, that wants are almost insatiable; that one want
satisfied makes way for another. The conclusion is that economically we have a
boundless field before us; that there are newwants which will makeway endlessly for
newerwants, as fast as they are satisfied” (quoted byHunnicutt, 1988, p. 44). From this
understanding, the modern advertising industry was born, an industry devoted to
producing new forms of information goods—advertisements—that would stimulate
desire, and thereby consumption.

There is an irony in the increased production and use of information goods,
however, an irony that has become increasingly clear throughout the more than
century-long process of informatization. Information goods—whether newspapers,
television advertisements, books, or e-mail messages—are themselves circulating
products; they too need to be managed and controlled, just as much as do traditional
material goods. But the more information that is produced to manage and control
other forms of production, distribution, and consumption, the greater the need to
manage this new information as well. These new needs have led, seemingly
inevitably, to further innovations in information practices and technology, which
have produced more, and new forms of information, which have led to further needs
for control, and so on.

TheWorldWideWebprovides an interesting exampleof this phenomenon.Writing
in 1945, Vannevar Bush hoped that the memex would solve the post-war problem of
information overload. The most innovative feature of the memex was to be the
establishing of “associative indices” between portions of microfilmed text—what we
now call hypertext links—so that researchers could follow “trails” of useful informa-
tion through masses of literature. Bush never foresaw that a worldwide system of
digital links would itself become a source of further overload, or that whole new
methods and technologieswouldbe required tomanage the links that he thoughtwould
help solve the original problem.

From this perspective, then, information overload is simply an inevitable
consequence of certain economic conditions and the philosophy of life that under-
lies them—a philosophy I have elsewhere called “more-faster-better” (Levy, 2006),
which gives priority to producing and consuming more and more material and
information goods ever faster. Now that digital video is within the reach of ordinary
consumers, for example, we are seeing an explosive growth of its production and
distribution (witness the YouTube phenomenon), and new technical schemes to
manage this explosion (how do you index or search video?); it won�t be long before
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these capabilities are increasingly used within corporations and other complex
organizations to effect what Yates calls “control through communication.” But the
larger point is that systems of control for increased quantities and new forms of
information will inevitably lag behind, leading in many cases to a sense of excess
and an inability to handle it all.

What then is truly novel about today�s sense of information overload and what is
simply the recurrence, or the ongoing presence, of an older phenomenon? There is no
question that people at other times and in other places have experienced a problematic
excess of information goods. Roger Chartier (Chartier, 1994), the French historian of
the book, for example, has suggested that after the invention of the printing press, it
took an “immense effortmotivatedby anxiety” “to put theworldof thewrittenworld in
order.”This vast, centuries-long effort, he points out, included the development of title
pages, cataloging schemes, and the invention of the author. Here, it would seem, is a
case that parallels our own, in which innovations in the control systems and practices
needed tomanage an increased production of information goods (in this case of books)
were one step behind innovations in production. In this respect, today�s experience of
overload might be seen as a recurring phenomenon.

But at the same time, we might note certain features of the current experience that
may be unique to this period of informatization. Never before have people had such
widely available and powerful tools for communicating and managing affairs at a
distance; we now live livesmediated by information and communication technologies
to a degree that is clearly unprecedented in human history. Over the course of the last
150 years, the use of such technologies has spread to most, if not all aspects of human
life: commerce, health care, education, family life, entertainment, and so on. It isn�t
uncommon for many of us to spend the better part of our days conducting many—in
some cases, most—aspects of our life through e-mail, instant messaging, cell phones,
and the Web.

What�s more, many aspects of these interactions are bureaucratic in nature: filling
in forms, pushingbuttons to interactwithvoicemail phone trees, sending task-oriented
e-mail messages around the globe. Bureaucratic methods born in the late nineteenth
century to effect communication and control within large, distributed organizations
have become the norm for communicating with friends and colleagues, for shopping,
for interacting with corporations and other large and impersonal organizations.
Memos, “fill-in” forms, and elaborate charts and tables were invented to systematize
communication within organizations. But over the decades these same methods have
been adopted for communication with corporate organizations, and among citizens.
Today, one is just as likely to communicatewith one�s phone provider or gas company
via aWeb formor an automated phone tree as by talkingwith a customer service agent.
Many people now find that a detailed calendar is an essential tool for managing not
only their professional but their personal activities.

So it may be that some of the concerns being registered as information overload
don�t simply have to do with the amount of information we are dealing with, or the
inability of our current control systems tohandle them.Rather, or in addition, theymay
be the expression of discomfort with our mode of operating in the world through
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information technology.Wemay feel frustrated not just with the amount of e-mail we
receive butwith the fact thatwe are living somuch of our lives through such amedium.
To thismight be addedone further ironyof the current phenomenon:Thanks to thevery
media and technologies that are contributing to our sense of overload—newspapers
and magazines, radio and television, e-mail, blogs, and so on—we now have more
opportunities than ever before to give public voice to such complaints.

20.5 CONSEQUENCES OF INFORMATION OVERLOAD

Information overload, as we have seen, involves more than just the exposure of an
agent to excessive amounts of information: that agentmust also suffer certain negative
effects as a result. One of the most obvious, and straightforward, consequences is a
failure to complete the task at hand, or to complete it well. As the conveyor belt speeds
up, Lucy is unable to wrap all the chocolates passing her station (which is a clear
criterion of success); by the end, she isn�t wrapping any of them.

Facedwithmore information thanwecanhandle in an allotted time,we findvarious
ways just to get by. Steven J.Bell, library director at PhiladelphiaUniversity, has noted
how students, having pulled up hundreds of articles in response to a Google search,
“print out the first several articles—making no effort to evaluate their quality—and
then run off to write their papers” (Carlson, 2003). Barry Schwartz, a professor of
psychology at Haverford, presents various heuristics people use to choose among a
large range of options, and argues that as the number of choices increase, decisions
require more effort and errors become more likely (Schwartz, 2004). Paradoxical
though it may seem, having access to more information may lead us at times to be less
well informed, and to make less effective choices.

Information overloadmay have consequences not only for the task but for thewell-
being of the person performing it, who may experience a diminished sense of
accomplishment and a heightened degree of stress. In 1970, Toffler noted the link
between increased stimulation and stress, making reference to Hans Selye�s ground-
breaking work on stress as a contributing factor in illness (Selye, 1956). In the
interveningyears, scientific evidencehas incontrovertibly demonstrated that stress is a
contributor to both physical and psychological ailments, including high blood
pressure, depression, and anxiety. A certain amount of stress, of course, is inevitable
in life, and not all of it is bad. The tensing ofmajormuscle groups, alongwith increased
heart rate and respiration, was, and still is, an appropriate response to physical threat.
But living essentially full-time in fight-or-flight mode is bound to wreak havoc on
health. As Peter C. Whybrow, a UCLA neuropsychiatrist and the author of American
Mania (Whybrow, 1989), has observed: “today, it is no longer the life-threatening
chance encounter that triggers physiological stress. Now stress is tied largely to social
relationships and to the way in which our technology aids or hinders those relation-
ships. The mechanisms of bodily defense that once gave short-term physical advan-
tage are notwell suited to the time-starvedchronic competitionof theFastNewWorld”
(Whybrow, 1989, p. 79). The consequences of this unchecked and unbalanced striving
may include “a competitive, unstable workplace, diminished time for family and
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community life, fragmented sleep, obesity, anxiety, and chronic stress”10 (Whybrow,
1989, p. 106).

It should hardly be surprising if information overload also has negative conse-
quences for ethical behavior. Nearly 30 years ago, Herbert Simon, a Nobel laureate in
economics, observed: “In a world where information is relatively scarce and where
problems for decision are few and simple, information is always a positive good. In a
world where attention is a major scarce resource, information may be an expensive
luxury, for it may turn our attention fromwhat is important towhat is unimportant.We
cannot afford to attend to information simply because it is there” (Simon, 1978, p. 13).
Simon�s concern might be understood as simply applying to the cases just discussed
above, where inadequate time and attention diminish the likelihood of choosing the
most appropriate car or writing the best literature review. But Simon�s choice of
words —“turn[ing] our attention from what is important to what is unimportant”—
might also alert us to the risks that information overload poses to ethical action aswell;
for an excess of information and the frenzy to which it contributes may easily distract
us from adequately taking ethical concerns into account. Josef Pieper, a Roman
Catholic philosopher and theologian, makes just this point when he argues that it is the
workaholic who may be lazy insofar as his engagement in “the restlessness of a self-
destructive work-fanaticism” (Pieper, 1998, p. 27) distracts him from his deeper
responsibilities as a human being.

The overwhelming amount of information now presented through media outlets,
for example, can make it difficult to stay in touch with those stories that require
compassionate action on our part—as when the news about Anna Nicole Smith
drives the dire circumstances in Darfur off the front page and out of public
consciousness. Within corporate, and even scientific, contexts, it isn�t hard to
imagine that information overload and deadline pressure may lead individuals, or
entire groups, to gloss over the ethical implications of their actions. Indeed, a recent
study of scientific research observed that “our respondents were clearly worried
about the quality of their own and their colleagues� data but they were not overly
concernedwith data that are purposivelymanipulated. Rather, theywere troubled by
problems with data that lie in what they see as a �gray area,� problems that arise from
being too busy or from the difficulty of finding the line between �cleaning� data and
�cooking� data” (DeVries et al., 2006, p. 46).

Clearly then, there are times when information overload may lead people to fail to
respond to, or tonotice,what is important ethically.Pressed for time, overwhelmedand
overbusy, any one of us may fail to reflect carefully and respond empathically. But
there is another ethical effect of information overload, which may be even more
consequential:when individuals, groups, or even entire societies become so enmeshed

10Also see the New York Times article, “Always on the Job, Employees Pay with Health” (Schwartz, 2004),
which begins: “Americanworkers are stressed out, and in an unforgiving economy, they are becomingmore
so every day. Sixty-two percent say their workload has increased over the last six months; 53 percent say
work leaves them �overtired and overwhelmed.�. . .Decades of research have linked stress to everything from
heart attacks and stroke to diabetes and a weakened immune system. Now, however, researchers are
connecting the dots, finding that the growing stress and uncertainty of the office have a measurable impact
on workers� health and, by extension, on companies� bottom lines.”
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and overwhelmed by the amount of information and the accelerating pace of life that
they fail to adequately develop the habits and character traits fromwhich ethical action
springs. The novelist Richard Ford, for example, has called the pace of life “morally
dangerous,” suggesting that in today�s fast-paced, overloadedworld “vital qualities of
our character [may] become obsolete: our capacity to deliberate, to be patient, to
forgive, to remain, to observe, to empathize. . .” (Ford, 1998).

Whybrow covers some of the same territory. Human empathy, he points out,
“functions as the immune system of civil society” (Whybrow, 1989, p. 218). “It is
empathy that transcends the interests of the �selfish� self, promoting shared values
among individuals and shaping the collective behaviors we call culture. In short,
empathic understanding provides the lifeblood—the psychic immune system—that is
the humanity of the civil society” (Whybrow, 1989, p. 219). But human empathy, he
goes on to say, is a “delicate” commodity; it requires a kind of ongoing cultivation that
is in short supply in aworld, where, to quote the subtitle ofWhybrow�s book, “more is
never enough.”

A recent scientific study reported in the New York Times (Carey, 2006) offers
evidence that when people who hold strong politically partisan views are given
contravening information, they reject those views quickly and unconsciously using a
part of their brain more associated with emotional activity than with reasoning. They
never fully hear what doesn�t fit their beliefs. “It is possible to override these biases,”
one of the scientists involved in the study is quoted as saying, “but you have to engage
in ruthless self-reflection, to say, �All right, I knowwhat I want to believe, but I have to
be honest.” Can there be any question that human beings need time and attention to
cultivate the depths of their humanity—to develop their capacity for mature thinking
and listening, for insight and empathy? While it would be too simple to suggest that
information overload is the sole cause, itmust surely be counted as a factor insofar as it
is both a contributor to and a symptomof the complex of attitudes and behaviors I have
called “more-faster-better.”

20.6 CONCLUSION: WHAT CAN BE DONE?

In the analysis I have presented here, information overload is one of the side effects of
an information society operating under a “more-faster-better” philosophy of life. For a
variety of reasons—some economic, some social, and some spiritual11—our society�s
sense of progress and achievement is tied to the accelerated production of material
and information goods. Some of these information goods are end-products (films and
video games and newspapers), while others are agents of control (advertisements
and e-mail messages) that help to manage the accelerating processes of production
and consumption. The result is that more and more information products are being
produced faster and faster, andattempts tomanage these flows lead to theproductionof
yet more information.

11See David Loy�s assertion that the Western economic system is a “religion of the market” (Loy, 1997).
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Can nothing be done then to stem the tide? In fact,many things have been done, and
will continue to be done, to reduce people�s sense of information overload. Some of
these interventions are technological in nature: the development of e-mail filters, for
example, to automatically categorize incoming e-mail and to identify and isolate
spam. Other interventions are social, as when people decide to take themselves off
certain e-mail listservs to reduce their inbox clutter, or to take “Blackberry-free”
vacations. Still others involve the law: recent U.S. legislation instituting “don�t call”
lists has apparently been very effective in eliminating unwanted telemarketing phone
calls to people�s homes.

How successful these different forms of technical, social, and legal intervention
have been, or will be, depends largely on the specific circumstances withinwhich they
are embedded. In some cases—“don�t call” lists, for example—the intervention may
solve the immediate problem, while in other cases—such as e-mail filters or
calendaring programs—the solutions may make the problem worse in the long run,
because the ability to handle more information more efficiently may contribute to
further acceleration that then leads to the production of more information, and so on.
All of which suggests that so long as a “more-faster-better” attitude governs the
production of material and information goods, we can expect that information
overload—along with more and less successful attempts to mitigate it—will be a
regular feature of postmodern life.
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CHAPTER 21

Email Spam

KEITH W. MILLER and JAMES H. MOOR

21.1 INTRODUCTION

A fundamental problem with any philosophical discussion of email spam is defini-
tional. Exactly what constitutes spam? Published definitions by some major players
differ dramatically onwhich emails should be identified as spam. Some emphasize the
importance of “consent”; others require the emails to be commercial in nature before
theyare called spam; still others focus on thenumberof identicalmessages that are sent
as spam. At least oneWeb site (Spam Defined, 2007) is soliciting signatories to settle
on the definition of spam.

The conceptual muddles about defining spam have immediate philosophical and
legislative consequences. These muddles have, for example, made it difficult to write
effective legislation regarding spam, and the laws that exist have not been successful at
significantly reducingwhatmany people consider a significant problem in cyberspace.
At this writing, some estimates show that over 80% of email traffic is spam. Although
the definitional and technical challenges of these estimates make it difficult to verify
their accuracy, few Internet users doubt that spamemails are a significant and persistent
occurrence. In this short article,we�ll look at the short history of spamand then describe
a just consequentialist analysis of email spam, an analysis that takes into account
several different characteristics that help to differentiate spam from other emails.

21.2 A SHORT HISTORY OF THE TERM ‘‘SPAM’’

If you take a broad view of spam as “unsolicited electronic messaging,” the first spam
mentioned inWikipedia (2007) is a telegram sent in 1904. However, the term “spam”

wasn�t used until the 1980s, when some participants in interactiveMUDs (Multi-User

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
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Dungeons) would use one tactic or the other to flood the interface, often with repeated
messages (Northcutt, 2007). Some of the repetitions used theword “spam,” in homage
to a Monty Python skit (Detritus.og, 2001), and the name caught on.

The first large commercial spamoccurred in newsgroups. In 1994,LaurenceCanter
andMartha Siegel, two lawyers trying to solicit business, posted identicalmessages to
all existing Usenet newsgroups. These messages were ads for their business of
“assisting” foreign nationals to apply to a U.S. immigration lottery. (In truth, all that
was necessary to enter the lottery was a postcard, but the ad didn�t mention that.)
(Everett-Church, 1999.)

Spamhas rapidly spread tomany forms of electronic communication. For example,
“spim” is instantmessaging spam (Bitpipe.com, 2007). SomeWeb sites are nowcalled
“spam.”Butmost people today associate spamwith certain kinds of email. The rest of
this chapter will use “spam” to refer to email spam; although there are some ethical
nuances that might be different in different kinds of electronic spam, wewill focus on
email spam.

21.3 SEARCHING FOR A CHARACTERIZATION OF ‘‘SPAM’’

With a few notable exceptions (see Hayes, 2006), there are few public defenders of
spam. People attacking spam are legion and vocal. But it would be a mistake to think
that “spam” can be defined simply as “unwanted email.” An email that is from an
unsolicited, commercial, bulk emailing, often considered spam, may provide a
receiver with just the information that he/she does want. And some email, such as
email informing someone that he/she is fired, is unwanted but not spam.Nevertheless,
in general spam is viewed negatively as something one does not want to receive. But,
the reasons for this vary. Different spam critics are offended by different features. In
this section, we�ll survey some of the characteristics of emails that influence receivers
to call the senders “spammers.”Wedo not claim that the list is exhaustive, nor is there
an implied priority in the ordering. Many of these aspects interact and overlap;
however, each of them has received some attention in the literature on spamming.

21.3.1 Content of the Email

If an email is a short message, perhaps an invitation to a local event, it is unlikely to be
labeled “spam,” especially if it comes from someone the recipient knows. But, if the
content of an email includes yet another routine advertisement for improving one�s
sexual prowess, it will likely be classified as “spam.” Even worse, if it includes a
disguised virus that erases the recipient�s hard drive, that emailwill almost certainly be
labeled spam by the enraged recipient. This designation will be made regardless of
other characteristics below. Notice, however, that an email message that contains a
virus can be sent to a specific individual (not part of a mass email) innocuously, by a
friend, without any commercial aspect, and with a valid return address. Sometimes
mass emailing itself will be enough to count as spam regardless of content, as happens
in attempts to flood servers with messages to overwhelm them (denial of service).
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21.3.2 Intent of the Sender

The sender�s intent is relevant both to receivers and toour analysis. Imagine twoemails
with identical virus-laden content, one sent to you by a malicious hacker whose
purpose is to invade your system and the other sent by a friend unaware of the email�s
hidden virus. Both emails would affect your system in the sameway, but your attitude
toward the person who sent the email is likely to be different in the two cases. (Your
attitude toward the originator of the virus is likely the same.)

21.3.3 Consequences to the Receiver

Regardless of the intent of the sender, the actual consequences to the receiver often
influence the receiver�s classification of an email. Every email has an effect. Even
emails that are blocked by a spam filter still have a consequence on the performance of
the network and the receiver�s system. Emails that lure the receiver into revealing
personal and financial information, “phishing attacks,” and damaging virus attacks
can have devastating effects. However, some emails that some think of as spam, some
mightwelcome as useful advertising or helpful announcements. Themore detrimental
the consequences of an email, themore likely it is that the receiverwill label the email
as spam.

21.3.4 Consent of the Receiver

If a receiverhas given the sender explicit consent for the sender�s emails, the receiver is
less likely to consider the emails spam. The word “unsolicited” is often used in
describing spam, and that term suggests a lack of consent. It should be noted, however,
that most emails are “unsolicited,” unless they are a direct reply from Y to X after a
previous message from X to Y. In case of commercial bulk email advertisements, we
can infer that at least some receivers find the advertisements acceptable absent
consent, since if absolutely no sales resulted from such emails, it seems unlikely
that they would continue to be sent. (A counterargument is that the developers and
vendors of antispam software have an incentive to keep sending spam, so that billion-
dollar industry continues; however, hardcore evidence is by far lacking that antispam
companies are the sources of spam.)

21.3.5 Relationship Between the Sender and the Receiver

The relationship (or lack of relationship) between the sender and the receiver of an
email affects the receiver�s classification of the email. The relationship may be
personal, professional, or commercial; the “relationship”might be based on a shared
interest or on a desire to make a transaction; and the relationship can be positive or
negative. A close, positive, personal relationship between the sender and the receiver
tends to improve the receiver�s attitude toward the email. If the receiver perceives no
relationship, or a negative relationship, then the receiver is likely to label the email as
spam. For example, imagine a “get out the vote” email from a political party. Such an
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email fromanorganization forwhich the receiverhas sympathywill be less likely to be
labeled spam than a similar email fromanorganization that the receiver detests, even if
the content in both the messages is nearly identical.

21.3.6 The Accountability of the Sender and the Degree of Deception

If the sender of an email message includes an authentic return email address that in
truth is the sender�s address, and if the sender�s address is consistent over a reasonable
amount of time, then the receiver is less likely to label the email as spam. There are
technical approaches to controlling spam called “blacklisting” and “whitelisting” that
depend for their effectiveness on knowing where email comes from. Because of this,
emailers wishing to send multiple messages to the same address often use return
addresses that are not their own permanent email addresses. The substitutes can be a
spoof (someone else�s legitimate email address), temporary (used to send a group of
bulk emails and then abandoned), or fake (not a real email address). Handshaking
protocols have been proposed to distinguish between authentic permanent email
return addresses and those substitutes, but none has so far been implemented on awide
scale. The issue of the return email address is only themost visible portion of the larger
issue of accountability. Another issue is to what degree the sender is trying to deceive
the receiver. Someemails havea subject line that has nothing todowith contents.Other
emails masquerade as coming from an acquaintance or from system administrators.
Phishing emails fraudulently present themselves as banking security notices. The
more receivers detect these attempts at deception, the more they label the emails as
“spam,” and the angrier they get at the spammers.

21.3.7 Number of Identical Emails Sent

The more identical emails are sent from a sender, the more likely the recipients are to
perceive it as spam. The number of identical emails that are sent is not typically known
by a recipient, but recipients often get a suggestion about this number from the content
of the email. If the email is targeted at a narrow group of which the recipient is not a
member (e.g., a customer of a particular bank or someone interested in altering a body
part), the email is assumed to be sent in bulk, in an indiscriminating way. System
administrators may be able to make a better estimate of this number, since they can
detect the influx of many identical messages to their system.

21.3.8 Illegality

Oneway to distinguish spam fromother emails is to determine if the email violates the
law. In the United States, the CAN-SPAM Act of 2003 (Controlling the Assault of
Nonsolicited Pornography and Marketing Act) defines illegal spam as commercial
emails that have false or misleading header information (to, from, and routing
information) or deceptive subject headings. The act requires that a commercial email
must identify itself as an advertisement, provide an opt-out mechanism, and include a
valid physical address (FTC, 2007).Many critics think that CAN-SPAM is flawed and
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ineffective, and several states have passed their own laws, with their own definitions,
against spam (Scanlan, 2005).

Any laws about emails suffer the problems of Internet regulation implemented by a
land-based government. The Internet is trans-national, and such laws stop at the
border. However, studying these laws is instructive in understanding what emails are
considered (at least by some) as spam.Furthermore, if a sender is in a territory that has a
law about spam, there is somemotivation to follow the law. A counterargument is that
such lawsare unjust, and should therefore be resisted.Another counterargument is that
such laws are impractical and sporadically enforced, and can therefore be ignored
(Kulawiec, 2004).

21.3.9 Size of the Message

Anunwantedemail that is relatively small is less ofa problem for a recipient and for the
Internet than an unwanted email that is relatively large. Although users probably
would not consider the size of a message as determining whether the email is spam or
not, users and particularly administratorsmight verywell decide that an email is either
“minor, annoying spam” or “major, dangerous spam” based on the number of bytes in
such an email (Table 21.1).

21.4 ENVISIONING THE SPAM SPACE: SPECIFIC EMAILS EXHIBIT
COMBINATIONS OF CHARACTERISTICS

Given the observations in the last section, one might be pessimistic about ever
becoming clear on what “spam” means. The term “spam” is no doubt vague and
ambiguous. It is vaguebecause there are borderline cases aboutwhichweare uncertain
whether to classify the item as spam or not. Do 100 similar emailed messages
advertising the office holiday party count as spam or not? And the term “spam” is
ambiguous depending upon which of the characteristics one regards as the defining
conditions. We might understand “spam” not so much as a technical term but a

TABLE 21.1 Examples of Characteristics That CanRange from ‘‘Not a Problem’’ to
‘‘Serious Problem’’ for Emails

Dimension That Matters Benign or Better Bad or Worse

Content of message Birthday party invitation Debilitating virus
Sender�s intent Inform friends Steal identity
Consequences to receiver Gain valuable information Lose life savings
Consent of receiver Voluntarily joined group Desperately wants out
Sender/receiver relationship Close personal friend Predator/victim
Accountability and deception Genuine return address Spoofed address
Number of emails sent Less than ten Several millions
Legality Legal meeting notice Illegal bank fraud
Size of a message Less than a kilobyte More than a gigabyte
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common language term used in a technical arena. Expecting precise, unambiguous
meanings for common language terms is unrealistic and not necessary.Manycommon
language terms are vague but useful. “Night” is a vague term in that it is not possible to
identify the exactmoment when day stops and night begins, but “night” is obviously a
useful term. “Plane” is an ambiguous term, but the context of use often disambiguates
whether we are talking about an aircraft or a carpenter�s tool.

Our discussion of spamdemonstrates that it is difficult to identify a set of necessary
and sufficient conditions to define “spam.” But again, “spam” is a common language
term used in a technical arena. The philosopher Ludwig Wittgenstein argued rather
persuasively in hisPhilosophical Investigations thatmanycommon language termsdo
not lend themselves to analysis in terms of necessary and sufficient conditions. The
meaning of terms such as “game” or “chair” are resistant to analysis in terms of
necessary and sufficient conditions and yet are perfectly useful terms. Wittgenstein
suggested that we should look for the use of a term in order to locate its meaning. The
items picked out by a term may be united not by a set of necessary or sufficient
conditions but through a family resemblance. Thus, we recommend understanding
what “spam”means by regarding it as a family resemblance term and looking closely
at its various uses. To establish the foundation for our analysis, we introduce the notion
of spam space.

Ifwe imagine that each of the characteristicsmentioned in the last section (aswell as
additional characteristics that others might suggest) defines a continuum from good to
bad, then we could, in theory, measure each characteristic and locate an email in a
multidimensional space. The extremes of this space are relatively easy to imagine.
Assumethatemail E1includesashortinvitationtoabirthdayparty,senttoonlysixfriends
bythesenderS1; assumefurtherthatit includesnoviruses, includesS1�scorrectphysical
andemailaddresses,andissenttopersonal(nonbusiness)emailaccounts.AlthoughE1is
unsolicitedand is sentout tomultiple recipients, fewof the recipientswouldcall it spam,
andprobablynoneof the friendswould object toE1. Indeed, email that tends toward the
“good”endofall thecharacteristicsisunlikelytocauserecipientsannoyanceorrage,and
is unlikely to be labeled with the pejorative “spam.”

At the other extremeof ourmultidimensional space,we can imagine a second email
message, E2. The content of this message includes a virus, spyware, and a phishing
attack. The message is nearly a gigabyte in size. The sender intends to defraud the
unwary recipients and to attack their systems as well. When the multiple attacks are
successful, the recipients will have their identities stolen, their bank accounts drained,
and their systems debilitated. If recipients knew the true origin of this email, none of
themwould consent to it. There is no relationship between the sender and the receiver
except that the sender considers the receivers prey. The return address inE2 is spoofed,
and any identifying information in the email is a cleverly designed fraud. Millions of
emails identical to E2 have been sent out nearly simultaneously by an organized crime
syndicate. Although it is not exactly commercial, since no legitimate business is
involved,E2 is still labeled as illegal by theCAN-SPAMact, aswell as all relevant state
laws and international treaties.Anyone receiving thismessage is likely to immediately
consider it spam (if they aren�t fooled by it), orwill consider it spamafter theydiscover
they have been deceived.
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There is a great deal of email traffic that will fall somewhere between the benign
invitationE1and the spamfromhell, E2.Wecan envisionunsolicited commercial bulk
emails that include wonderful bargains that many recipients would like to consider.
We can envision persistent, frequent newsletters from a small organization that
manage to annoy subscribers so much that they consider it spam even though they
voluntarily signed up for the newsletter emails.

A broad variety of emails is possible within the “spam space” defined by these
dimensions.We suggest that it is essential in any ethical analysis of spam to be explicit
about what subset of this space is being analyzed. In each of the sections that follow,
we�ll explore one such subset. Our collection of subsets cannot be exhaustive or
authoritative. We present our collection as merely illustrative of the kinds of analysis
that canbe accomplishedby limiting the scopeof emails considered.Afterweconsider
these subsets, we will, in the following section, consider some of the proposed
countermeasures against spam.

Before examining some specific cases from spam space, a few general comments
about ethics are useful. In considering the appropriate use of email, we are looking for
policies that guide us aboutwhat to do andwhat not to do. To evaluate this,we consider
the good and the evil consequences that will ensue if everyone knows that a particular
policy for action is permitted and in principle can act on it. A policy for one�s ethical
actions must be a public policy. We are required ethically to be impartial about the
ethical policies that we adopt. If it is acceptable for A to deceive B in an email, it must
be acceptable for B to deceive A in similar circumstances. The policy must be
acceptable to us if wewere ignorant about the role we might play under the policy. To
ethically evaluate our ethical policies requires both a consequentialist analysis of the
outcomes of following the policies and a justice analysis (Moor, 1999).

Notice that the test for ethical policies is not to ask what if everyone did it? Instead
the test should be, what if everyone knew they were allowed to do it? Sometimes, it is
argued that spam should not be sent because, if everyone sent it, the email system
would collapse. Such a test is too strongbecause itwould rule out toomanyactions. For
example, what if everyone flew on a plane onMondays? Hence, the better question to
ask is what if everyone were allowed to send spam? The answer to that will depend
upon the kind and likelihood of the spam thatwould be sent. Finally, in ethical analysis
it is important to separate the intention of an actor on which we praise or blame him
from the consequencesof the actor�s action. If the actor intends to causeunjustified evil
for his own benefit then he is blameworthy regardless of the actual outcomes of the
action.

21.4.1 DeceptiveEmailsMeant toDefraudAreCondemned,SpamorNot

If a sender uses an email to attempt to defraud any recipient or recipients for the
sender�s selfish gain, the sender is blameworthy. Many of the characteristics
described above seem insignificant compared to the intent of these emails. Whether
such an email is sent to one recipient or to millions, it is difficult to imagine an
ethical justification for the sender. This is not to suggest that deception in email is
always ethically condemned. We can imagine deceptive emails engineered by law
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enforcement, with a warrant, to gather evidence against predators who use the
Internet illegally for the purpose of childmolestation. Deception is an evil, but in the
latter case it is counterbalanced by the greater evil it avoids. In considering the
policies for these actions from an impartial point of view, wewould reject a policy of
outright fraud for selfish gain, but accept a policy that protected children from
molestation even though some deception is involved.

21.4.2 Emails Between Well-Meaning Friends Are Probably Not Spam

When peoplewho know each other on a personal basis send each other emails in good
faith (i.e., with no intent to harm each other), the term “spam” seems inappropriate,
even if identical messages are broadcast to a group of friends. There is typically an
implicit consent shared among people who know each other that “unsolicited” emails
are allowed, as long as that consent is not abused. This is not to suggest that senders do
not have responsibilities toward receivers when the receivers are the sender�s friends.
Surely, there should be a good faith effort to avoid forwarding emails that contain
viruses, phishing attacks, offensive content, or excessively large attachments. Friends
shouldn�t inundate their friends� email boxes with messages, no matter how well
intentioned. But among friends, such problems can be negotiated on a personal basis,
and we think the term “email spam” should be reserved for less intimate email
encounters.

21.4.3 Unsolicited Commercial Bulk Emails (UCBE)

As pointed out frequently, UCBE have become a significant portion of Internet traffic
for simple economic reasons. The incremental cost of onemore email in a largeUCBE
project is negligible. Thus, as long as there is a prospect for increased sales with more
emails sent, UCBE projects are likely to grow in scope and frequency. The cost of
sending emails is borne by the sender, but the cost of dealing with the emails sent is
born by the recipients and the network infrastructure. As increasing amounts of spam
( however it is defined) become themajority of themessage traffic on the Internet, this
imbalance of costs and incentives is a technical and economic situation within which
any discussion of UCBE must be framed (Hoanca, 2006).

Another required “framing” is the question of whether or not any commercial
messages should be allowed on the Internet. This is an interesting theoretical question,
worthy of ethical analysis, but in this paper, wewill assume that this question has been
renderedmoot. At its inception, the Internet did not include commercialmessages, but
it seems unlikely that the Internet (at least in its current state) will ever return to this
“pristine” state. This might be a live issue for new initiatives such as Internet2 (2007),
but at least for the purposes of this paper, we will assume that commercial email is a
given on the Internet.

The characteristic “accountability and deception” should be critical in any ethical
analysis ofUCBE.Themore deceptive the content and the less accountable the sender,
the more blameworthy the sender becomes. If the sender of UCBE takes pains to
disguise the message and the sender�s identity, there is a strong indication that the
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sender is “up to no good,” and blameworthy. However, there are important exceptions
to this rule of thumb; for example, a whistle-blower might send a message to a large
commercial mailing list, but for the purposes of alerting the recipients to a danger or to
an injustice. The whistle-blower may have justifiable reasons for seeking anonymity
and for emailingbroadly. In the case ofwhistle-blowing, the sender�s intent dominates.

Much of the popular discussion about UCBE is confused and degraded because it
doesn�t distinguish between two sets of emails: UCBE that is deceptive, intended to
harm, with unaccountable senders, and UCBE that is not deceptive, intended for
encouraging commerce, with accountable senders. (Some may argue that all adver-
tisements are fundamentally biased and likely to be inherently deceptive; that may be
true, but we think it is possible to distinguish between advertisements that misrepre-
sent and are fraudulent and advertisements that present information in a favorable
light. In this section we will assume such a distinction.) We will label emails that are
fraudulent as F-UCBE, and emails that are not fraudulent asNF-UCBE.Analystsmay
differ about which category a particular email belongs to, but most analysts will agree
that there exist some emails that belong to each category.

NF-UCBE can include emails from a companyX that is contacting customers who
have previously done business with X. NF-UCBE can include emails from a company
Y that has purchased a list of potential customers that Y hopes will be interested in
doing business with Y. An email in the category NF-UCBE is analogous to physical
“junkmail” and ads in a newspaper, on TV, or on radio; the seller is looking for buyers,
and the buyers can accept or reject the offer. A major difference between NF-UCBE
and physical junk mail is the relatively insignificant incremental cost for emailing a
new customer as opposed to the incremental cost of sending another physical piece of
mail or buying another ad. Two differences with ethical significance between NF-
UCBE and other advertisements are who pays the real costs of NF-UCBE and the
technical consequences of the (somewhat perverse) economic incentives of NF-
UCBE. (These incentives are also important for F-UCBE, but we will discuss that
aspect separately below.)

SinceNF-UCBE is offered in good faith, it seems similar to other advertisements in
any fundamental ethical analysis. The technical detail of different cost/benefit ratios
for different kinds of advertisements does not, in our opinion, alter the ethical stance of
a seller communicatingwith potential buyers. It could be argued that Internet users are
so upset about spam (of all sorts) that sellers using NF-UCBE are generating so much
ill-will for themselves that NF-UCBE is increasingly counterproductive. But the
determination of whether or not NF-UCBE is, on balance, a good selling strategy
seemsbest left to the sellers. If the small percentageofbuyers thatNF-UCBEgenerates
is worth the costs, both for sending the emails and generating ill-will, then NF-UCBE
will continue to be sent until the costs rise. Perhaps the costs should rise, and that
possibility will be discussed below.

Users and Internet providers employ filters, whitelists, and blacklists to reduce the
amount of spam users receive, including both NF-UCBE and F-UCBE. However,
these measures have drawbacks that will be discussed in the following section.

F-UCBE, in our opinion, is not as complex an ethical analysis as NF-UCBE. It is
difficult to imagine a situation in which one could impartially advocate a policy that
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supported F-UCBE. Moral and legal strictures against fraud are not relevant for an
analysis of NF-UCBE, but are relevant for an analysis of F-UCBE.

21.5 THE ETHICS OF ANTISPAM MEASURES

In ethical analysis, there is a three-part division of policies: some that virtually
everyonewould impartially accept as an ethical public policy (e.g., sending a friendly
birthday email to one�s parents), some that virtually nobodywould accept as an ethical
public policy (e.g., sending a virus in an email that destroys the receiver�s hard disk),
and some about which there is disagreement as to whether they should be accepted as
ethical public policy (e.g., NF-UCBE). It is this last group to which we turn now. We
need to consider what the possible policies are. In order to analyze several different
suggestions about how spam should be dealt with, we find it convenient to separate the
suggestions into two broad categories: suggestions to reduce the number of spam
emails sent and suggestions to reduce the number of spam emails received after they
are sent.

21.5.1 The Ethics of Doing Nothing

Although it is notmuch discussed, there is an option of awidespread policy of ignoring
this problem, at least for a time. It might be expected that, unfettered by filters and
legislation, spamwould increase and email would become unusable for many people,
and would then become abandoned by an increasing number of users. Perhaps private
intranets, isolated from the Internet, would increase in popularity as more and more
people refused to use Internet email because of the high percentage of spammessages.
At least for awhile, other Internet services (like theWeb)would slowdown because of
the heavy spam email traffic. Eventually (at least theoretically), spam would become
unproductive because not enough potential customers and victims would be checking
their email. It might happen that spammers would slowly leave the business because it
would no longer be profitable. If spam lost its luster, the Internet might become more
usable again.

This scenario appears to be extremely unlikely. Despite experiments like Internet2
and despite investments in local intranets, the current investments in the Internet seem
too substantial to abandon. Furthermore, many users are enraged by spammers, and
this kind of “surrender” to spam will be difficult for many Internet users to accept.

Finally, even if such a strategy temporarily succeeded, and users started to return to
the Internet because spammers had largely givenup, then as soon as sufficient numbers
of nonspammers started using the Internet again, the spammers could jump back in.
Most probably, without other antispammeasures, the percentage of spam emailwould
be cyclic, and periodically the Internet would be unusable.

Although these considerationsmake the “do nothing” approach very unlikely to be
a practical or even attempted solution, this solution is still of theoretical interest to our
ethical analysis. First, it illustrates that spam on the Internet is a good example of the
classic problem of “spoiling of the commons.” The Internet is based on a machine
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architecture and protocols that emphasize scalability, ease of entry, and relatively low
cost for senders (as compared to, for example, television broadcast). This design is
optimal for users who act in good faith, but it is wide open for abuse. Spammers,
particularly F-UCBE spammers, are bad actors who exploit the Internet and its good-
faith users. If the commons (the Internet) becomes unusable because of spam, then it is
spoiled for all, including the spammers. Thus the literature on the spoiling of the
commons is relevant to any discussion of this problem.

It is also useful to examine the ethical significance of the “do nothing” approach.
The stakeholders involved in the email spam issue are, roughly speaking, spam
senders, spam receivers, those involved in email delivery, and email senders who do
not send spam. (Those categories are dependent onyour definition of spam.)Receivers
whodo nothing and eventually abandon Internet emailwill be losing the advantages of
the Internet, but also losing their frustrations over spam. Email delivery service
providers will be losing business, and in some cases their jobs, as fewer people use
Internet email. Spam senders and the developers and vendors of antispam solutions
will lose their customers. People who once depended on Internet email for communi-
cation will have to use alternative methods. This stakeholder analysis dramatically
illustrates the common interests of spam-producing and spam-blocking professionals.

21.5.2 The Ethics of Reducing the Number of Spam Emails Read After
They Are Sent

Many “antispam”measures seek to remove from spam recipients the burden of seeing
and manually removing spam emails. Three such measures are blacklists, whitelists,
and filters. We will refer to all three as “spam blockers.” When successful, spam
blockers reduce the negative effects on individual users, but they do nothing to reduce
the bandwidth required to carry the spam from the senders to the receivers. Indeed,
unless spam blockers are completely successful (and no one seriously claims that they
are), they will probably increase the overall system spam load. The argument goes as
follows: if spam blockers result in 90% of spam being blocked, and if the incremental
cost formore spamming is sufficiently low, then spammerswill increase the number of
spams sent by a factor of 10 to counteract the spam blockers.

When a spam blocker allows an email that the recipient thinks is spam to reach the
recipient, that constitutes a “false negative.” A false positive occurs when, in
attempting to block spam, the blocker additionally blocks an email that the recipient
would not have labeled spam.Aswe have seen above, there is no standard definition of
“spam,” so it is likely that both false positives and false negatives will be common.
False negatives reduce the positive effects of spam blockers, and false negativesmean
that recipients are blocked from seeing emails theymight have some interest in seeing.

A spam “blacklist” blocks emails on the basis of the sender�s email address. The
blacklist can be maintained by a third party; in such case the recipient automatically
adopts the third party�s preferences, false positives, and false negatives. Users can add
to the blacklist, meaning that the first email from a spammer gets through, but
subsequent emails from that source should be blocked. Unfortunately, bulk emailers
can easily change their email address;moreover, deceptive emailers can either spoof a
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return address or send emails from computers they have “hijacked,” turning unwitting
Internet users into email drones.

Whitelists allow a user to specify senders whose messages are allowed into the
user’s email queue. If email addresses are spoofed, or if email sources on thewhitelist
have been hijacked, the whitelist is ineffective. False negatives are a particular risk
with whitelists since anyone not on your whitelist is assumed to be a spammer. This
precludes, for example, an email from a long-lost friend.

Spam filters are a blocker that attempts to identify spam based on the content or
addresses. Some of these filters are adaptive and seek to infer a user�s preferences for
what email to block and what email to allow through. The false positives and false
negatives of a filter can be surprising to a user, especially early in the process of fine-
tuning the filter preferences. Again, the user may sacrifice the possibility of pleasant
surprises in emailswhen a filter determineswhat emails are blocked.One advantage of
blacklists andwhitelists is that users havesome sense of control overwhat is blockedor
not blocked; since spam annoys people, there is a certain amount of satisfaction, for
example, when a user can identify a sender as a spammer to a blacklist system. Filters
do not allow this admittedly mild form of revenge.

One ethical consideration with spam blockers is the location of responsibility for
dealingwithunwantedemails.WhenthespamblockersaredeployedbyInternetService
Providers (ISPs) and systemadministrators onbehalf of their customers andusers at the
receivingend, theorganizationswhodelivertheemailaretakingresponsibilityfortrying
to reduce spam.When the spamblockers are bought and implementedbyusers, they are
taking responsibility for trying to reduce spam.Onegroup that has not been particularly
active in trying to reduce spam are the ISPs and system administrators of spam senders.
WhentheISPsandusersofspamrecipientsblockspam,thespamhasalreadyaddedtothe
bandwidth problems of the Internet; if the ISPs of spam senderswould block spam, that
wouldreducetheharmfuleffectsofspamfortheentireInternet,notjustfor therecipients.
SpammerspaytheirISPsforsendingspam,andthisis likelyafactorinreducingtheISPs’
enthusiasm for blocking the spam.

If spam blockers were developed and tuned so that the ISPs servicing spam senders
could detect and block spam at its source, it would seem a more efficient (for the
Internet system as awhole) and (consequentially speaking)more ethical solution than
requiring users to buy spam blockers. Perhaps this is a direction that will eventually be
explored. These kinds of spam blockers would, however, have a far more limited
market than spam blockers for individual users.

A broader analysis may suggest that a more comprehensive, system-wide respon-
sibility is critical. If the current system encourages spammers, perhaps the system as a
whole should be modified. Although this would require considerable initial invest-
ments, such an approach might be less costly to most stakeholders after a few years.
Some system-wide solutions to email spam are discussed in the following section.

21.5.3 The Ethics of Suggestions to Reduce the Number of Emails Sent

If the number of spam emails sent is reduced at the source, this helps the Internet as a
whole, and it helps individualswho are less victimized by spamemails. Unfortunately,
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efforts to reduce the sendingof spamemails have so far not resulted in anything like the
elimination of spam emails.

21.5.3.1 Changing the Economics of Email This would likely change the
behavior of ISPs. The current model has ISPs who email for spammers getting paid
extra for large volumes of email, while ISPs who deliver email to individuals are not
getting paid extra for delivering normal quantities. Currently, bandwidth is usually
charged. An alternative would be in someway to charge a sender for each email sent.
Other economic schemes include senders offering micropayments to recipients who
open or respond to emails. All these economic schemes would have limited effec-
tiveness unless all ISPs adopted them; otherwise, spammers would merely become
customers of ISPs who didn�t penalize bulk emails. However, ISPs who change their
policies to discourage spammers do achieve an improved ethical posture for them-
selves, if not for the entire Internet.

21.5.3.2 Legislate Against the Sending of Spam This technique has been
tried, and some prominent domestic spammers have been arrested. However, this has
not eliminated the problem of spam email. One problem is that state or national laws,
unlike the Internet, do not reach across political boundaries. Spammers can effectively
avoid antispam laws. Another problem is the definitional problem we have discussed
previously. Furthermore, when spammers spoof return addresses or use drones, this
complicates prosecution of the true source of the spam emails. These problems are not
insurmountable, though all three are difficult and would require worldwide coopera-
tion. One positive aspect of antispam laws is that it forces consideration of important
definitional issues, and it allows for political bodies to formalize a societal disapproval
of spammers. This public “shaming” can have useful effects.

21.5.3.3 Require Authentication Before Email Is Delivered This would
not address all of the characteristics that bother people about spam emails. However, it
would address the problem of accountability. If effective, it could help legislation
against some types of email spam to be enforced. This would require significant
financial investment in revising Internet protocols and infrastructure, and there is no
guarantee that the resulting system would be immune to technical subterfuge. The
costs andbenefits, therefore,will be difficult to predict accurately in anyconsequential
analysis.

21.6 CONCLUSIONS

Email spam, as well as other types of spam, vexes electronic communications. An
analogous problem, unsolicited commercial phone calls, have been significantly
reduced in the United States through legislation, though not eliminated. But email
spam has so far proven resistant to legislative and technological fixes. Part of this
problem is definitional, and part of the problem is the fundamental open nature of
Internet protocols and architectures.
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Email spam is an example of a spoiling of the commons; email spammers exploit
the economic model of Internet email and the relative openness of email protocols.
NF-UCBE shifts the cost of advertising to email recipients, who must clear out
advertisements for products they have no interest in. F-UCBE uses the Internet to
defraud victims. The ethical case against F-UCBE is straightforward, and the people
who are responsible for F-UCBE are condemned. An ethical analysis of NF-UCBE is
more nuanced, since the economic incentives of current email arrangements make
NF-UCBE attractive.

The struggle against unwanted emails will continue. Ethical analysis can be
useful in analyzing emerging strategies of email senders and email recipients. In
these analyses, ethicists must be careful to look at individual stakeholders as well
as systematic stakeholders; both micro- and macroissues are important. All such
analyses should start with a clear exposition of the characteristics of the emails that
will be considered “spam.” Only then can we discuss with precision the ethics of
spam.
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CHAPTER 22

The Matter of Plagiarism: What, Why,
and If

JOHN SNAPPER

22.1 THE CONCEPT OF PLAGIARISM

Aswithmost ethical concepts, there is plenty of room for debate over the definition of
“plagiarism.”1 Plagiarism will be treated here very broadly as expression that
improperly incorporates existing work either without authorization or without docu-
mentation, or both. The emphasis on impropriety is important. There are awidevariety
of situations where it seems acceptable to repeat prior expressions while ignoring a
possible attribution andmaking no attempt to seek permission from a putative source.
We commonly repeat jokes and report established dates for historical events without
citing sources, and we do so without qualms about plagiarism. An expression is only
plagiarism if it is unacceptable on some established value. But we should be careful to
avoid the error of being overly narrow in identifying anyparticular value or standard as
the basis for condemning an expression as plagiarism. Among the reasons for finding
an expression to be plagiarism,wemay note that it is sometimes condemned as theft of
intellectual property, sometimes as a failure to live up to a standard of originality,
sometimes as a violation of the moral rights of a prior author, sometimes as fraudulent
misrepresentation of authorship.A debate overwhether an expression is plagiarism is,
therefore, a debate over the standards for and values inherent in its condemnation. The
present study is an overview of the variety of standards and values that underlie
accusations of plagiarism,with an emphasis onhowcomputer technologyhas changed
the focus for those accusations. It should come as no surprise that accusations of

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.

1The present paper profits from excellent philosophical commentary fromKenneth Himma. Prof. Himma�s
contributions are particularly valuable because we do indeed agree to disagree on many significant points.
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plagiarism are often based in a complex heap of intertwined and poorly understood
values.

In the present discussion, we will further assume that plagiarism involves some
form of deception, broadly construed. So we may modify the above definition to say
that it improperly and deceptively incorporates the existing work. This approach is
fairly common in the literature on plagiarism.Richard Posnerwrites, for instance, that
“concealment is at the heart of plagiarism” (p. 17 of The Little Book of Plagiarism).
Thismodificationof thedefinition is, however, not obvious.There are at least twoways
to explain the fact that accusations of plagiarism commonly involve deception.On one
analysis, plagiarism is always to be condemned as the passing off of unoriginalwork as
one�s own. This analysis draws attention to a particular set of values or standards that
typically underlie a condemnation of plagiarism.Alternatively, however, the common
appearance of deception in plagiarismmay beviewed as a piece of the ordinary human
desire to conceal all our improprieties, and not intrinsic to the concept of plagiarism. In
any event, we should recognize that there are situations (for example, cases of
conscientious objection) where generally accepted values are pointedly and publicly
flouted. Not surprisingly, we can find cases where plagiarist-like expressions are
openly declared.Toput toomuch emphasis on concealmentwill put our use of the term
at odds with its popular use to refer to openly declared “piracy,” including openly
declared copyright infringement.As an initial example, consider the disputes over Jeff
Koons� 1988 “Banality Show.”Koons, a star in today�s art world, became embroiled in
a still controversial legal dispute over his translations of kitschy postcard images,most
famously the “String of Puppies,” intowhimsical three-dimensional sculpturalworks.
Koons� sculptures succeed inpart because theyare recognizedas “copies”of culturally
accepted clich�es. Koons made no attempt to conceal the source of his image. Even so,
wemay note the judge�s comment that Koons�work does not “escape being sullied by
the accusation of plagiarism.” Since the “plagiarism” is not a legal term, the judge�s
usage here reflects his understanding of the ethical term in general use. He provides us
with an example that at first look seems like a use of the term that is contrary to our
definitional inclusion of an element of deception.

As an examplemore relevant to the digital controversies, consider the unauthorized
web distribution of copyrighted films where both the distributor and the receiver
understand that the item is pirated. There is nodeception.Whendistributed frompirate
centers in localities that by policy do not enforce international copyrights, there is
moreover no attempt to conceal the free distribution from the copyright holder. Even
though it is easy to find examples in the press where this sort of piracy is called
“plagiarism,” it seems onlymarginally to be plagiarismon a definition that includes an
element of deception. Or at least the attempt to incorporate this sort of piracy into our
discussion of deceptive plagiarism will demand explanation. Regardless of how we
viewopenpiracy, the practice is important for our discussionof thevalues that underlie
the usual condemnation of plagiarism. Open piracy is often a frontal attack on some of
those values and draws attention to the controversial nature of those values.

There can be questions about whether an expression is or is not deceptive. Let us
contrast, for instance, a politician�s presentation of a speech written by a “ghost”
speech writer and a student�s presentation to a teacher of an essay written by a “ghost”
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essayist. The former practice is so commonplace in many countries that most citizens
just assume that their politicians always read texts preparedbyghostwriters. This is not
deceptive and is not seen as plagiarism. And yet in the same countries, schools punish
students who hire essayists to prepare “their” works. This is deceptive and is
plagiarism. The difference is not immediately obvious. I have personally confronted
students at my university who seem sincerely puzzled over why they are seen as
plagiarists just because they hire ghostwriters to prepare their essays. Why, they ask,
are they not permitted to partake in this common practice? Indeed, both the politician
and the student may be the legal owners of “their”works since, under copyright law, a
work for hire belongs to the employer, not to the author. The example shows that an
accusation of deception can based on the local conventions. It has become, for reasons
that are not at all clear, a tradition in academia that named authors have at some level
crafted theworks that bear their names, although not so in politics. What is a standard
nondeceptive practice among politicians is deceptive plagiarism among academics. A
student who makes use of ghost essayists may be accused of plagiarism even if that
student freely admits the practice because the academic context defines ghostwriting
as a deception. In my university at least, students are expected to know this definition,
and failure to appreciate the definition is generally not accepted as an excuse. The
definition of deception is relative to context or to professional role in these sorts of
cases. (Wemight note that evenwithin academia, a certain levelof ghosting is common
practice and not condemned as plagiarism. One obvious example is the common
assumption that law professors have unacknowledged assistants to prepare the legal
notes for their works, even in cases where the legal notes are by far the greater portion
of a manuscript.)

It is important to distinguish between issues of authorization and documentation,
for these are two sorts of wrongs. Failure to have authorization is typically theft of
intellectual property, most commonly a copyright infringement that deprives a
copyright owner of income. This wrong is the focus, for instance, of lawsuits over
the unauthorized distribution of music over the web. Although we must keep in mind
that the present study of plagiarism is a study of an ethical, not a legal concept, a focus
on authorization naturally draws on discussions of the values that underlie the legal
criteria for copyright infringement. In contrast, failure to document is the focus of
scholars who complain about passages downloaded from the web and incorporated
into papers without citations. When there is no copyright infringement, this wrong is
rarely the focus of a law case. A study of the failure to acknowledge sources pulls us
away from the law into a study of cultural mores. The present chapter addresses the
ethical bases for both wrongs, and how our sense of thesewrongs has been affected by
the new forms of expression that are inherent in computer technologies.

Some examples should make clear the distinction between failure to receive
authorization and failure to document. As an example of a failure to document that
is not a failure to receive authorization, considermy attempt to pass off an obscure and
anonymous nineteenth century poem as a new work of my own. The point here is that
there can be no failure to receive authorization because there is no one with a right to
authorize. Since in most cases the right to authorize is based on a copyright and the
copyright on a nineteenth century poem would have expired, not even a publisher
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could claim a right to authorize in this case.All the same, the example illustrates a case
of plagiarism. A more likely modern example bearing on web usage involves the
distribution of illicit pornographic images. If I distribute such images claiming them to
bemyownwork, then I amplagiarizing. Since illicitworkcannot be copyrighted, there
canbenoquestionof copyright infringement in this formofplagiarism.There is noone
with a legal right to authorize distribution, and thus there can be no failure to seek
authorization.

As an example of a failure to receive authorization that is not a failure to document,
let us return to the question of pirated films. Pirated films typically include the credits,
right down to the copyright notices.All the documentation that is expected in scholarly
work is present, but the copy is nonetheless a case of copyright infringement. If the
pirate intentionally conceals the lack of authorization, presenting thework as a legally
authorized copy, then the work is plagiarized by our definition. Popular press
discussions of “plagiarism” usually address this sort of case, which is deception over
authorization, not over documentation. For present purposes,wemaybuild up the case
with an additional element of deception. Consider the common practice of providing
unauthorized subtitles on pirated foreign language films. Since subtitling is a right of
the copyright holder, this is an additional element of copyright infringement. The
subtitles might easily also be a case of both deceptive authorization and deceptive
documentation, on the assumption that a purchaser reasonably assumes that the
subtitles are the work of the legal distributor, even if both the purchaser and seller
understand that the item is otherwise an unauthorized, pirated copy.

We should also note that plagiarism can be unintentional, both when there is a
failure to authorize and when there is a failure to document. As an example of an
unintentional failure to authorize, let us consider a source of streaming popular
music, where each piece is fully documented. If the distributor generally meets all
royalty demands, but by oversight forgets royalties on one tune, we have a fairly
clear case of unintentional plagiarism. Even if unintentional, there is deception
since most parties to the distribution will be under the impression that the
distribution is authorized.

The two sorts of plagiarism are based on two sorts of ethical and cultural
concerns. Discussions of authorization are generally (though not always) focused on
economic issues. In that case, thewrong is theft or piracy of intellectual property that
has monetary value, and the redress is generally monetary compensation. The
persons most worried about how the computer environment has aggravated plagia-
rism viewed as theft are corporations or individuals with a serious economic stake in
material that is more or less easily digitally reproduced and distributed. In contrast,
discussions of documentation usually appear in the context of scholarly or journal-
istic work. The wrong is failure to inform the user, reader, or audience of the source
of the work. Here the injured party is not the owner, but the receiver of the
plagiarized material who cannot identify the source. The harms are less a matter
of economic loss than of scholarly deprivation of important information. The
redress, if any, is usually dismissal from a scholarly or professional position.
Needless to say, there are plenty of examples of plagiarism that involve both
unauthorized theft and undocumented presentation.

536 THE MATTER OF PLAGIARISM: WHAT, WHY, AND IF



22.2 LACK OF AUTHORIZATION—ECONOMIC FOUNDATIONS

Since most legal disputes over plagiarism concern cases of unauthorized copying that
infringe a copyright, it is no surprise that this form of plagiarism has received themost
attention in books, articles, and the press. We will refer to plagiarism that includes a
copyright issue as “infringing plagiarism,” even while we attempt a more general
interest in the ethical ideals that underlie the claim that certain forms of expression
demand permission from some recognized authority. The present discussion distin-
guishes between two theoretical bases for treating a failure to receive authorization as
wrongdoing. The theoretical foundation for copyrights in the Anglo-American
tradition is consequentialist, typically today in the context of an economic analysis
of the business environment created by copyright law. In contrast, continental
European theory, especially in the French tradition, includes recognition of the
natural, moral rights of the copyright holder. We begin with the Anglo-American
tradition.

Copyright law (and intellectual property law in general, including patents and trade
secrets) is justified in the Anglo-American tradition as a legal tool for encouraging
progress in science and technology (and the arts). American copyright law, for
instance, is based on Article 1, Section 8 of the U.S. Constitution according to which
copyrights are to “promote the progress of science and the useful arts.”That this aim is
noted in the foundation of U.S. copyright law is not to say, of course, that U.S.
copyright law is restricted to that aim. For instance, the language of the Constitution
tacitly appeals to a traditional distinction between the useful arts (such as the art of
computer programming) and the fine arts (such as the art of music composition), and
theConstitution identifies copyright policywith an interest in the applied arts. But that
historical reading of theConstitution is inconsistentwith the legal tradition. Copyright
law is used topromote both theuseful arts and the fine arts, and sometimes seems rather
far removed from the attempt to encourage either art. The recent extension of the term
for copyrights from 75 to 100 years was largely at the request of the Disney
Corporation, which seeks to keep control of its classic films. This extension is entirely
in keepingwith congressional practice on copyright legislation, although it seemingly
shows little consideration for the encouragement of any artistic practice. In practice,
those working on legal actions relating to copyright law should consult a good lawyer
or a good lobbyist, and not study the theoretical basis for the notion of plagiarism. The
present discussion, however, emphasizes social and ethical theory of plagiarism,
which insofar as it involves copyright issues is now seen in theUnited States as largely
an economic study of how the law encourages or discourages some valued practices.
On this theory, infringing plagiarism is to be condemned for how it harms the
environment for the publication or distribution of copyrighted material.

On a standard economic approach, each feature of copyright policy is justified
insofar as it maximizes wealth under somemeasure. In the simplest circumstance, this
may be seen as maximizing economic growth. The present author prefers to focus
more specifically on the extent to which the law encourages the publication of new
expression, whether that expression is commercial software or popular music. The
starting point for an understanding of this consequentialist approach to plagiarism
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must be a rejection of the naive (and surprisingly common) preoccupation with a
supposed trade-off between incentives to produce new expressions and access to
existing expressions. On the naive analysis, a fair use policy that gives open access to
patches for security flaws in existing software would be assessed in terms of how that
policy encourages user access to software patches but diminishes the incentive towrite
patches. On the naive analysis, infringing plagiarism of software patches is con-
demned to the degree that it interfereswith the economic incentive to produce software
patches. The problem with a purely access/incentive analysis of plagiarism is that it
ignores the full range of economic issues and theories for how a copyright standard
might affect the production of expressions for the general good. Certainly access/
incentive issues areworthy of consideration, but they are only one piece of the picture.
Even the traditional justification of copyright protections for printedmaterial does not
focus on the incentives to authors to express, so much as on the health of the industry
that publishes those expressions. In the popular mind, publishers may have been seen
as evil profiteers claiming profits that should by right go to the creative novelists or
song writers who are forbidden to even copy their own works. But on an economic
approach, the primary harm of infringing plagiarism is to the publishing industry that
provides the business background for creative arts, and only very indirectly shows any
concern for novelists or song writers. Similarly today, most software production is
“work for hire” where the copyright is held by corporations that employ the
programmers (or authors), and the real issue is how alternative standards of copyright
infringement affect that economic system.

There is a range of economic theories that seek to understand the consequences of a
broader or narrower definition of copyright infringement, and narrower or broader
definitions of fair use, and tighter or looser plagiarism policies. It is hardly within the
scope of the present chapter to review those theories, other than to warn against a
simple focus on incentives. More sophisticated analyses may note the advantages of
enriching corporations with a past history of producing popular software, the
economic effects of higher or lower transaction costs for seeking copyright permis-
sions, the advantage of the legal documentation system that has sprung up to support
the copyright system, etc. For our purposes here, it is important to understand
plagiarism as a practice that is condemned because it interferes with the economic
goods that justify the copyright system. And, therefore, we may justify a practice of
making unauthorized copies by showing that the economic consequences of unau-
thorized copying are actually good, rather than harmful, for the industries in question.
One or another version of this argument has started to gain credence in the recent
literature. In particular, we may note the achievements of the “open source” software
community, andwemaynote theviability of pirate organizations that ignore copyright
policies. In both cases,we see an explicit acceptanceof practices thatmight bebranded
as plagiarism in traditionalmarkets. In both cases,we see an argument that the concept
of infringing plagiarism is based on an economic misunderstanding.

The proponents of open source software promote the distribution of software
(including the popular Fire Foxweb browser and the GNU components of the LINUX
operating system) without any demand for formal authorization from the distributors.
The highly charged rhetoric of the “open source movement” somewhat misleadingly
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says that it distributes open source software under “nonproprietary” contracts that
(with some variations in details) make the software available for modification and
further free distribution. The rhetoric is misleading because the so-called
“nonproprietary” contracts depend on the validity of the copyrights that attach to
almost all software creations by default on present intellectual property policy. It is
more accurate to say that the authors of open source software renounce a portion of
their proprietary rights, including any demand for formal authorization of copies,
while preserving other proprietary rights such as the right to limit some commercial
uses. Since the open source movement permits exact copying without authorization,
there can beno such thing as that sort of infringingplagiarism that is characterizedhere
as a failure to seek authorization.Wewill see later that the open sourcemovement will
complain about the sort of plagiarism that is characterized here as a failure to
acknowledge.

The primary proponents of open source software argue that the elimination of the
transaction costs that are inherent in demands for authorizationwill lead to the creation
of more high-quality software than is produced under a system that treats a failure to
receive authorization as plagiarism. The open sourcemovement notes that the present
copyright system often deprives competent software writers of the opportunity to
personalize or to make improvements to commercial software. The obstacles are
inherent, they argue, in a copyright tradition that intentionally hides its algorithms
under precompiledobject code and thatmoreover encourages software corporations to
refuse to even listen to suggestions for codemodifications (under thevery realistic fear
that any acceptance of any such suggestions would compromise their copyright
claims). The result is a huge transaction cost to the implementation of even small
modifications or incremental improvements to commercial software. A familiar
anecdote tells us that Richard Stallman, perhaps the best-known proponent of the
open source movement, entered the movement over frustration with clumsy software
drivers for his office printer that, under proprietary conditions, could not be amended
without huge transaction costs.Although the actual programming fixwould havebeen
trivial, the software driverswere provided in unreadable object code that could only be
amended through the vendor. The argument is, in effect, that transaction costs are a
more significant interferencewith the production of software than any encouragement
for software production thatmay be gained from the copyright system that encourages
the distribution of closed source software. The best evidence for the claim is basically
the success of the open source softwaremovement in producing and distributing high-
quality software.Theopen sourcewebbrowser is, for instance, verypopular and (in the
minds of many literate computer users) superior to the well-known closed source
alternatives. There are two important features to be noted about this argument. In the
first place, the focus is on transaction costs, not on incentive or access issues as
imagined in a simplistic economic analysis. Second, the evidence is based on direct
observation of themarket reactions to open source and closed source software,without
a deeper analysis of how copyright standards may or may not encourage the
publication of closed source web browsers.

As a second example of an economic picture that is at odds with the standard
economic condemnation of infringing plagiarism, let us consider the piratemarket for
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films and for music that is presently centered in Asia, notably in India and China.
Although these countries officially recognize international copyrights, there is an
industry (largely based in Mumbai) that flourishes through the distribution of pirated
works. Since, as noted above, there is often nodeception about thesepractices, they are
best viewed as open nonplagiarizing copyright infringement on the present definition.
Our interest in the practices is, however, the insight they provide into the theoretical
justification for condemning plagiarism as a wrong. In a long tradition of pirate
romanticism, these communities see themselves as promoting freedom, as fighting for
free expression in the face of rules designed merely to enrich corporate profiteers.
Theywould claim that their practice of ignoring authorization leads to a livelymarket
in which there ismore expression than that available through themarkets governed by
plagiarism standards. And they, therefore, provide a test case for the claim that we
promote expression through the recognition of thewrong of plagiarism. Interestingly,
the evidence is ambiguous. It appears that there are presentlyworks (including the film
classics that appeal to a small market of film buffs) available through the pirate centers
that are not available through proprietary publishers. On the contrary, there are few
examples of high-cost, high-quality film production in those areas. The new produc-
tions tend to be low cost.

As a secondexample of a consequentialist analysis of plagiarism, let us consider the
much-debated standards for sharingmusic held in digital files. From a consumer point
of view, a digital work has greater value if you can do more with it. Within limits, file
sharing obviously enhances the value of a copyrighted music file. To take a very
elementary example, I ammore likely to buy amusic disk at a high cost if I can, for no
additional cost, copy its contents to a portable mp3 player and to my home system,
while retaining the original disk to play onmy car�s disk player. I expect to pay a lower
price if I need to buy duplicate copies for each use. From the consumer point of view, it
appears that an overly restrictive plagiarism standard can diminish, rather than
enhance, the value of digital music recordings. If we were to judge plagiarism
standards with an eye to encouraging the sale of music on disks, this argument from
the consumer viewpoint suggests that we should permit more copying and lower the
plagiarism barrier. This argument is, of course, an oversimplification. We may get a
different conclusion if we focus on the need to meet the initial costs of symphonic
music that is relatively expensive to produce. The point is that it is hard to find the right
level of plagiarism standards to determine the limits of copying music recordings for
multiple uses. In this context,wemaynote that the explosionof creativehip-hopmusic
of the 1990s was largely dependent on the free use of digitally reproduced samples in
ways that might now be seen as plagiarism, but which at that time were accepted
without any stigma of wrongdoing. The hip-hop music scene made maximum use of
the newly available technology, incorporating samples taken (plagiarized?) from
existing recordings.Onaconsequentialist theory, the creativity boom in thewide-open
hip-hop music scene is one tiny piece of evidence that may be used for assessing
standards for plagiarism and for fair use copying in the newly digitizedmusic industry.
But in general, we should be very hesitant to draw conclusions from this sort of
evidence. In software, both the open source community and the traditional commercial
producers can pointwith pride to their software achievements. In film,wemaynote the
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high-level productions from the European and American film industries that demand
authorization for any sort of copies, while at the same time noting that classic films
unavailable in the United States are on the shelves in the pirate centers of Mumbai.

The present examples draw attention to how computer technology leads to
reassessments of the concept of plagiarism. Intrinsic to the music example is the
possibility of a technology for at-home, simple copying of digital music files, and the
suggestion that some amount of copying at that level should be permitted as ameans to
encourage the production of high-quality music. If that at-home technology is not
available, as for instance, it was not available for traditional hard copy books or for
music manuscripts a century ago, then there is no value added in a loose plagiarism
standard. When almost all copying is commercially based piracy by competing
producers, an economic analysis provides good reasons for a stringent plagiarism
standard. We may also note that, even in the present market, the technology of digital
production suggests that there might be different standards for different forms of
digital expression. Thus, the movie industry that produces works at extremely high
costs might demand a different order of protection than the music industry that
produces works at relatively very low costs. The difficulty, however, is that the legal
cost of attempting to write industry-specific (or “sui generis”) plagiarism standards is
itself prohibitive. Just consider, for instance, the legal expenses involved in extendinga
sui generis standard to the international context which has no prior tradition with that
standard. Since an honest economic analysis must include the cost of legal resolution
of disputes, there is every reason to continuewith a single standard for hard copybooks
and soft copy software, even though the result is not ideal in either context.

22.3 LACK OF AUTHORIZATION—NATURAL OR MORAL RIGHTS

The title of the present section refers, perhaps misleadingly, to “natural” rights, a
concept usually associated with Locke�s theory that a laborer has a claim to his or her
labor, and consequently to itemswithwhich that labor ismixed.Although theLockean
version of natural rights theory is not popular among jurists, there is a natural rights
approach to intellectual property taken fromaEuropean (largely French) tradition that
is very important for current practice. In contrast to Anglo-American copyright
tradition that evolves from consequentialist concerns, the French copyright tradition
is associated with a Hegelian claim that an author�s personhood is inherently
dependent upon the author�s creations. A much-quoted passage in Hegel informs us
that a person has “the right of placing its will in any and every thing, which thing is
therebymine.”Mankind, he tells us, has the “absolute right of appropriation” of those
itemswhose souls “takeonmywill.” In intellectual property jargon, the technical term
“moral rights” refers to a particular list of rights justified in French copyright tradition
on a romantic, Hegelian picture of an artist whose identity (and by somewhat dubious
extension, even personality, personhood, or essence) are inherent in expressiveworks.
On a moral rights theory, copyright protects the individual�s natural right to his own
person, a right enforced through control over personal expressions. The harm of
plagiarism discussed above is harm to the publishing industry that provides the
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environment for publication and expression. In contrast, a moral rights theory will see
harm done on a very personal level to the very identity of the victim. As a first
approximation, we may see the harm as similar to the harm of slander that injures a
person�s reputation and sense of self, evenwhen there is no economic loss. (Traditional
Stoic philosophy would teach us that one�s sense of one’s self is not impaired by the
publication of a lie, but I regret that the picture of a personal sense of one�s self harmed
by plagiarism and misrepresentation may be more true to the world.)

We may illustrate the difference between personality harms and economic harms
with a glance at a couple of well-known legal disputes. The family of John Huston,
speakingonbehalf of thedeceased filmdirector, objected to the televisionpresentation
of a colorized version of The Maltese Falcon. The television broadcaster owned
through purchase the U.S.-based copyright to the film. There could, therefore, be no
questionof any further economic compensation to theHuston estate. In fact, the option
of colorization adds to the purchase value of the film�s copyright, and so from a purely
economic point of view a protest over colorization is counterproductive. (The point
is not much different from the observation above that amusic recording gains value to
a purchaser when a purchaser is allowed to use it in more ways.) Under U.S. law, with
its focus on economic harms,Huston hadnogrounds for protest. But under French law,
there is the additional question of whether the publication enhances or harms the
author�s sense of his works, and his sense of himself as encapsulated in his works. The
French courts decided for Huston, recognizing his right to oversee the “integrity” of
his work. A second, well-known example is Shostakovich�s objection to the use of
one of his uncopyrighted music scores as background music in a film that portrayed
his home country in an unpleasant light. Lacking any copyright basis for his comp-
laint, Shostakovich�s protest failed in the United States but succeeded in France,
where his right to control his creation was recognized independently of the economic
issues.

It is important to note that although there is a significant shift in the nature of the
argument as we move from the U.S. debate over the economic structure of the
publishing industry to aFrenchdebate over thepersonal rights of the individual victim,
the issue remains unauthorized expression. Huston and Shostakovich claim authority
to determine how their works may be presented. They seek redress for the wrong of
making copies contrary to that authority. Huston objects to unauthorized revisions of
thework. Shostakovich objects to the context inwhich the copies appear. In the jargon
ofmoral rights theory, these are both attempts topreserve the “integrity”of thework. In
addition to this right to integrity, moral right theory is generally said to promote the
following three rights: the right to demand attribution (whichwewill discuss below as
a right to be acknowledged), the right towithhold awork entirely from disclosure, and
the right to retrieve awork (with compensation) from its owner.To this list,wemayadd
that there is some discussion of a right of access to a work. These rights are not
identical, and we will see that they are separable in both theory and practice. We may
philosophically debate the conception of authorial control that underlies the French
recognition of plagiarism in these cases, but wemust recognize that the debate is over
the scopeofwhat counts asplagiarismand thephilosophical basis of theprotest against
plagiarism.
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Intuitively, the romantic picture of the author whose personality lies in his works
applies more to protections for the creative arts than to protections for works of
applied arts, such as computer software. This is certainly the view taken by the U.S.
policy that is now challenged by the need to bring U.S. copyright policy into
agreement with international copyright policy that recognizes moral rights. As a
step toward reaching that accord, the United States enacted the 1990 Visual Artists
RightsAct (VARA),which recognizes amodified version ofmoral rights inworks of
creative, fine art. Given this focus on fine art, we should expect that the first place to
look for moral rights controversies over plagiarism in computer technology is the
use of that technology in our new arts programs. Consider, for instance, the recent
debate over the unauthorized use ofmusic and film clips in an art form that now goes
under the popular name “mash-up.” This is a digital form of collage that typically
superimposes film clips and music clips in surprisingly enjoyable ways. A fine
example that the present writer finds particularly enjoyable is a humorous use of
clips from the popular 2005 movie March of the Penguins to create a trailer for a
Hitchcock-like thriller.

Amash-up that has recently inspired considerabledebate over thevalues inherent in
the demand for authorization is Grey Album, in which Danger Mouse superimposes
words from Jay-Z�s Black Album on the notes from the Beatles White Album. The
owners of theWhiteAlbum copyright called an end to the distributionofGreyAlbumby
simply drawing attention to their legal right to authorize such use of themusic,without
offering any philosophical justification for their decision to block the use of themusic.
The philosophically interesting issue of the justification for this authority, however,
appeared in the public debate over whether a copyright owner should have this
authority.WiredMagazine, for instance, quotesDangerMouse himself as saying, “I�m
justworried . . .whether Paul andRingowill like it. If they say that they hate it, and that
I messed up their music, I think I�ll put my tail between my legs and go.”Wired then
goes on to quote a leading alternativemusic advocate: “all kinds of artists have always
borrowed and built on each others� work . . . these corporations have outlawed an art
form.” In a nutshell,Wired has captured two sides of the debate over a moral right to
control artistic works through the authorization of copies.

On the one hand, Danger Mouse recognizes an artist�s right to integrity, such as
pressed by Shostakovich. What is distinctive about this right in the French copyright
tradition (in contrast to earlier U.S. copyright traditions) is that the right is nontrans-
ferable.Whereas copyrights in theU.S. tradition are bought and sold, only the original
artist (or his descendents speaking on his behalf) can enforce that right. This attitude is
intrinsically recognized by Danger Mouse�s respect for Ringo�s likes and his disdain
for anyotherswhomay happen to own theWhite Album copyright.On the other side of
the debate, we see the claim that creative work in the arts depends on the opportunity
for artists to borrow and build on each other�s work. On this view, any recognition of a
right to integrity is simply a mistake that interferes with the creative arts. In the digital
context, to build on another�s works is often the incorporation of bits taken from
existing works. The argument has been made that the arts are stifled when such action
is condemned as plagiarism, and the solution is to abandon the notion of plagiarism for
the creative arts. The new electronic arts are replete with examples of works that
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incorporate digital copies of prior works and of cases where the electronic arts have
seemingly been impeded by stringent plagiarism standards.

The attack on plagiarism is the focus of recent work by Sherrie Levine, a central
figure in avant-garde photography. Levine is mostly associated with her photographs
of photographs made by other photographers, and her presentation of these copies as
her ownwork in the 1980s. HerMeltdown series from the 1990s ismore relevant to the
digital arts. Ameltdown is a digital manipulation of a prior image from an established
artist. In a meltdown, Levine averages the color tones of the “original”work within a
crude grid. The darker grid elements correspond to darker areas in the original.
Although the result is not immediately recognizable as based on any particular work,
the trace to that prior work is essential to appreciation of the meltdown. Since, as with
the Jeff Koons� work considered above, there is no deception about the source, these
works may not be plagiarism in our present definition. Still, Sherrie Levine�s
problematic claim to have made new work in this way is essential to a study of
plagiarism. By attacking the values inherent in the concept of plagiarism, she draws
attention to the contestable nature of those values. The artistic content of her works is
inseparable from a theoretic attack on the romantic Hegelian notion of creativity that
underlies the moral rights justification of plagiarism standards. The consequence is a
very broad, theoretical rejection of the traditional conception of plagiarism in the fine
arts. Her meltdown of Marcel Duchamp�s LHOOQ is perhaps the classic example,
since Duchamp�s work itself is just a slight alteration to a reproduction of a prior
painting. If nothing else, her work argues that copying is central to the visual arts and
that artistic claims to originality are deeply contestable.

Turning away from the fine arts, wemay note that some version of moral rights has
also been debated within the open source software community. Open source software
is generallydistributedunder anopen source copyright contract (thatmanyproponents
of the open source community prefer to call a “copyleft” contract, since the contract
disclaims the authorization rights that are seen as central to the traditional copyright).
A particularly popular version is the GNU General Public License promoted by the
Free Software Foundation (see the literature review below). As part of this contract,
there are no constraints on the use of the software. This portion of the contract bears on
the notion of a right to integrity, such as claimed by Shostakovich. Since in U.S. law,
integrity rights under VARA only apply to certain fine arts, the holder of a software
copyright would only have a right to restrict the use of software if that right were
written into the copyleft contract. The issue for the open source community is whether
a copyleft contract may specify, for instance, that the software may not be used in the
production of deadly weapons, the creation of sadistic pornography, or some such
things. This issue has been a serious debate within the open source community.
Interestingly, the debate in this context has less to do with Hegelian theory of
personality than with a general conception of free expression. Software programmers
donot generally thinkof “their” softwareas anextensionof their persons.The issuehas
focused on a general conception of freedom, often with explicit analogy to the
conception of “free speech.”The fear is that a programmer�s right to limit a program�s
useswould lead to a restrictive societywhere freedomwouldbe at risk. InMarch 2007,
the standard version of a GNU General Public License disclaims any integrity rights.
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(As a personal anecdote, letme report that during a recent conference on thevalidity of
the integrity clause in the open source contracts, Iwas surprised to hear someEuropean
programmers say that they did indeed think that their work was an extension of their
personality. The U.S. programmers did not agree. Without any real evidence of a
survey, I suspect that the Europeans at this meeting were atypical.)

With respect to a moral right to integrity, we find a complex situation. In the fine
arts, Danger Mouse will agree that it is plagiarism to digitally incorporate musical
samples against the artisticwishes of the originalmusician. In contrast, SherrieLevine
refuses to recognize any issue of plagiarism when there is a creative use of prior
material. In the software industry, the open source community has decidedwithLevine
that it is not plagiarism to use software in ways that meet with disapproval from the
original programmer. There are striking differences in the underlying philosophical
approach to the issue. At issue in the debate over digital sampling in the arts is a
romantic notion of originality. The question is whether originality merits recognition,
and the presumed harm of plagiarism is harm to the originator. If Sherrie Levine
refuses to admit that there is plagiarism, it is because she refuses to recognize the
romance of originality. In the debatewithin the open source community, the issue is the
balance between the opportunity to prevent “evil” uses of software and the desire to
promote free choice in an open society. If the open source community does not
recognize a programmer�s moral right to integrity, it is because the recognition of that
right seems incompatible with its conception of social freedom.

22.4 LACK OF ACCREDITATION—NONINFRINGING PLAGIARISM

Even where there is no question of authorization to make copies, academics tend to
view unaccredited copies as a scholarly wrong. Although plagiarizing failure to
accredit is most often combined with copyright infringement, there are also many
ways to commit thewrong of failing to accreditwhere there is no infringement. Imight
copywithout accreditation fromworks in the public domain, such as a Supreme Court
decision. I might copy without accreditation from my own earlier publications on
which I hold copyrights. I might copy without accreditation from a classical source
where the termof copyright protection has long expired. Imight presentworks for hire
as works that I personally crafted. This form of plagiarism has received less attention
than copyright infringement in the legal literature, since there is rarely anypersonwho
has standing to initiate legal procedures or to claim compensation for either economic
or personality harm. An economic analysis might suggest that there is no reason to
forbid plagiarism in this sort of case, since the originals (for example, Supreme Court
decisions) are likely to be produced and distributed regardless of protections against
suchplagiarism.Apersonality analysiswill see nounauthorized attackonmyperson if
I am myself copying from myself. Yet this form of plagiarism is often seen as the
paradigm of the wrong of plagiarism. It is a case, most typically, of an individual
(deceptively) claiming originality for expressions that are not original.

When a failure to accredit is also infringement, the accusation of plagiarism will
most likely focus on the lack of proper authorization, since this focus lets us easily

LACK OFACCREDITATION—NONINFRINGING PLAGIARISM 545



identify the harm as harm to the copyright holder. All the same, we can try to
distinguish the harm of failure to authorize and the harm of failure to accredit, even
when these are combined in a single act. The latter wrong is related to the wrong of
fraudulent misrepresentation. The wrong in this form of plagiarism seems to be harm
to the receiveror reader of the fraudulently representedwork.There are severalways to
conceptualize this harm to the reader of unaccredited work. A readermay be unable to
validate a claim through a back-trace to its authoritative or nonauthoritative source. A
reader may depend on the inferior expertise of the plagiarizer rather than the greater
expertise of the originator. A reader may be left unaware of significant materials for
further scholarly study. A reader may be put at risk for infringing plagiarism by the
unintentional further publication of aworkwithout the authorization of the true holder
of a copyright. It is interesting that the opportunity for these sort of harms is aggravated
by thepresent focusonelectronic sources for research, particularlyby theever-popular
use of the web as a handy reference tool.

The clear separation between thevalues of authorization and thevalues of acknowl-
edgmentmay be seen by a return, once again, to the values of the open source software
community. The open source proponents typically insist on acknowledgment of a
software source as they at the same timemake no demand for authorization. Thus, the
Free Software FoundationWeb site (onMarch 1, 2007) discussion of revisions to the
GPL copyleft contract suggests that contracts may “require that the origin of the
material they cover should not be misrepresented or that modified versions of that
material be marked in specific reasonable ways as different from the original
version.” The Free Software Foundation is adamant that there is no demand for
authorization in software use. But a failure to acknowledge the original source
with care may be condemned. The word “plagiarize” might be left out of the
legalistic discussion, for good legal reasons, but the sense of violation over a failure
to identify sources is clear.

The open source position makes sensewhen we note the harms that are caused by
a plagiarizing failure to identify software sources. In part, the harms are intrinsic to
the software technology itself. Under present conditions, software tends to be fluid,
going through frequent modifications, updates, and versions. As noted above, the
open source community makes a point of the opportunity for easy modification
without transaction costs. As a result, some well-known open source products go
through faster, more fluid upgrading modifications than the software versions that
are released as closed source software. This opportunity for fluid modification is the
prime bragging point for the open source community. But frequent modification is
both an advantage to those who like to see bugs removed and programs improved
and a disadvantage to users who constantly find their applications outdated. The
very technology thus demands support services that must be able to identify the
canonical form of each user�s software. Solid acknowledgment of modifications and
citation to sources is thus essential to the industry. These practical considerations
entail a condemnation of failure to site sources and identify modifications. The
technology itself creates a heightened concern for the values inherent in the
condemnation of plagiarism. The very advantages that the open source community
sees to its elimination of the concept of nonauthorizing plagiarism aggravate the
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possibility of harm caused by nonacknowledging plagiarism. They entail a con-
demnation of plagiarism.

Wemaynote that the useof thewebas a tool for scholarly researchmakes plagiarism
a particularly sensitive issue in scholarship, even to the point of creating new standards
for citation. The problem is that web-based sources of information tend to disappear,
leaving the researcher with no way to justify a claim. For instance, not long ago, I had
through an honest mistake, posted a wrong birth date on my web-based professional
vita. Anyonewho based a comment on that now-nonexistent sourcemight find himself
accused of poor scholarship, since there is no way to confirm that there ever was an
authoritative source for that wrong date.Wemay see this concern reflected in a number
of new standards for proper scholarly acknowledgment.Wenow set it as a standard that
anyweb reference includes thedate atwhich the referencewas confirmed. If inadequate
citation is plagiarism, then it is plagiarism to fail to include that date. I hereby claim that
theweb references belowwere all confirmed onMarch 1, 2007. If I ambeing deceptive
in this claim, then I am not living up to a newly established standard. It is not entirely
clear that the word “plagiarism” is not expanding to include this new sort of falsified
citation.Wemay have towait and see how the concept of “plagiarism” evolveswith the
new standards for web citation, but in any event we can see in these sorts of concerns
how the new technology bears on our conception of citation and plagiarism. We may
also note that the same concerns have led to seriousweb reference sources to institute a
policy for archiving Web sites. The popular web-based encyclopedia Wikipedia
provides links from each article to earlier dated versions of the article. Given this
archival standard, we might argue that it is not infringing plagiarism when a scholar
referring to a web-based source makes an archival copy of that source without
authorization to copy. This is to say that an evolving standard for proper accreditation
can influence a policy on fair copying. We should never be surprised to learn that our
conception of plagiarism is changing in interesting ways.

Aparticularly important formofnoninfringing plagiarismconcerns the use of ideas
when there is no copyof the formof expression. Intrinsic to the theory of copyright law
is the claim that copyrights may not impede the free expression of ideas that, in the
United States anyway, are seen as central to an extremely important right to “free
speech.” To take a very recent example, the author of the popular novel The Da Vinci
Codewas sued under copyright law for taking without authorization the plot idea that
Jesus Christ fathered children byMaryMagdalene. But to claim authority to authorize
use of this “idea”would restrict that free discussion of the idea that is seen as a central
value of free society. Discussion of this idea should not be a copyright infringement.
But itmight be scholarly plagiarism all the same.You, the reader of this passage,might
wish to study the concepts of free speech raisedby this example.Youmaywish toknow
where I found the example and to verify the example. Good scholarship thus suggests
that I refer you to my sources, and failure to do so might be seen as plagiarism,
particularly if I leave you with the impression that this discussion is my own original
contribution to plagiarism scholarship, concealing an original source. It is a tricky
question to decide when an idea of this sort is so distinctive that a reference to the
source is demanded. In fact, I doubt that is demanded here. The basic point is
commonplace, discussed in almost any book on copyrights or on plagiarism. (If you
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insist, you can find a prior discussion in Richard Posner�s The Little Book of
Plagiarism, p. 13. But Posner agrees that he too need not give any citation to the
source of this commonplace example. You will find no further citations, no aids to
further scholarship, in his book.) On the contrary, I do believe that my remarks above
on the viability of pirate communities and pirate markets do deserve further reference
to the source of this important new research. You will find references below in the
literature review.

Again, wemust distinguish between the harms of failure to receive authorization to
express an idea in a distinctive form and the harms of failure to cite the source for an
idea.Wecould imagine a legally recognized tort of failing to cite, evenwhen there is no
failure to seek authorization. We could imagine that the author of The Da Vinci Code
were to sue under this new tort. Such a tort would not be seen as impeding open
discussion because there would be no demand for prior restraint (that is, prior
authorization) that could impede discussion of ideas. But we do not have a legal tort
of plagiarism of this sort. Obviously, the harms are not seen at present as sufficiently
serious to merit legal recognition of the plagiarism concept of nonaccreditation. And
yet journalists are fired for taking stories from rivals, and students are dismissed from
universities for paraphrasing without citing. This intermediate level of condemnation
only makes sense if we postulate a low level of harm, enough harm to justify losing a
job, but not enough to justify legal penalty. As such, nonacknowledging plagiarism in
the scholarly context is an intrinsically puzzling notion.

It is tempting to see the wrong of idea plagiarism as a form of cheating in a
competitive context. The plagiarizing journalist who takes a competitor�s story might
gather undeserved honors in a competitive profession. The plagiarizing student who
paraphrases an unacknowledged text has taken an undeserved grading advantage over
other students competing for good grades. The harm is then to the competitors. An
interesting example concerns a recent submission of a proposal to a federal funding
agency. On present practice, these submissions are sent for review to academics in
relevant fields. In the case in question, the reviewer first rejected the proposal and then
submitted a rewritten version of the proposal (that took the ideas without the form of
expression) to an alternative government funding agency. There is certainly an
element of plagiarism in this story, and it is plagiarism that takes an unfair advantage.
The harm of unfair advantage may be a component of plagiarism, but it cannot be
adequate in itself to justify the condemnation of plagiarism.Cheating as such is seen as
a distinct form of academic dishonesty. On an informal survey, I have confirmed that
students who sneak texts into closed-book exams are typically accused of “cheating,”
but not of “plagiarism.” This is certainly the use of unaccredited sources without
citation. But, at least at my university, the wrong here is seen as taking an unfair
advantage, distinct from the wrong of plagiarism per se. And our indignation over the
dishonest reviewer who stole a funding proposal is only partly a reaction to his
plagiarism. The case seems particularly reprehensible because it also involves
dishonest interference with the original proposal. The reviewer�s cheating was
probably worse than his plagiarism.

It seems more likely that the wrong of idea plagiarism is the wrong of hiding
material information.Wenoted above two forms of thiswrong: the readermay depend
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on the inferior expertise of the plagiarizer rather than the greater expertise of the
originator. (In legalese, this is a form of detrimental reliance. It is detrimental to the
extent that the reader relies on a copy that is inferior to the orginal.) Alternatively,
the reader may be left unaware of significant materials for further scholarly study.
These are closely related, but not identicalwrongs. It is not unusual that the plagiarized
text is a superior source to the original. In this case, the reader is still deprived of the
opportunity to make that comparison and perhaps to trace a scholarly idea. Note that
neither wrong applies to the student who cheats by using a text during a closed-book
test, since the test reader is presumably fully aware of the existence of the text. A focus
on the wrongs related to the loss of information helps us to understand the distinct
wrongs of idea plagiarism.

The standards for idea plagiarism have a history. It is a common observation that
Shakespeare took many of his plots from sources without citation, creating a lovely
area of research for today�s Shakespeare scholarswho seek to fill in themissing traces.
Today�s standardswould condemn theseborrowings as notmerely idea plagiarism, but
moreover as infringing plagiarism. Shakespeare�s practice, however, seems to have
been perfectly acceptable in Elizabethan England. The standards have changed. We
can now speculate on how the digital context for expression might engender further
changes to the standards for idea plagiarism. We may note, for instance, that the
scientific community is much enlarged and that the pace of research is much
accelerated by digital publication. Whereas a mere lifetime ago, scientific communi-
ties tended to be concentrated in a few major centers, with researchers who were
directly acquainted with each other, we now see research centers spread across the
world, informing each other through web-based communication and publication.
Digital databases and citation indexes have become central to professional work. It is
reasonable to speculate that this digital community needs a higher standard of pla-
giarism.We can no longer depend on word of mouth among acquaintances to find the
expert sources. If we moreover depend on a digital system that is prey to falsification,
then we must view plagiarizing deception as particularly dangerous, and we might
demand more scholarly citation than was standard in the last generation.

22.5 A PERSONAL VIEW OF THE MATTER

The present author believes that, in some contexts, new technology has tended to
increase the importance we should place on acknowledgment and to lessen the
importance that we should place on authorization. I further believe that, in some
contexts, our present conception of plagiarism is too stringent, and we should loosen
the conception to accept certain sorts of expression that are presently condemned as
plagiarism. At the same time, I believe that there are contexts where we would be
justified in promulgating a fiercer plagiarism standard.

As an example of a context where we can lessen authorization concerns while
increasing concern for acknowledgment, consider academic scholarship. For aca-
demic publication, the digital technology has shifted the major costs of typesetting
away from the publisher to the authors and editors who produce print-ready digital
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manuscripts. In these circumstances, the publishing industry needs fewer protections
to ensure profitability. That is to say thatwe can loosen the conception of plagiarism to
permit a greater degree of copying without authorization.

In contrast, we have noted how the fluidity of web-based information and of
software production has increased the need for careful archiving of sources. Insofar as
these needs are addressed through the promulgation of a plagiarism standard, the
fluidity of web information suggests a need for a more stringent demand for
acknowledgment and a greater awareness of when these demands are not met. That
is to say, we should promote an increased emphasis on plagiarism in these contexts.

The situation, however, is really very complicated. We noted above that today�s
technology has created problems for a film industry that seeks to recoup high
production costs when piracy is cheap and easy. In contrast, technology has lessened
both the cost of production and of distribution in themusic industry. In the extreme, the
excitement of hip-hopmusicwas to some extent dependent on the ability ofmusicians
to use digital sampling to produce disks at home in the morning and hear them
broadcast on the radio in the afternoon. On an economic analysis, we can argue from
these changes for a heightened need for fierce plagiarism standards in the movie
industry, and a lowered acceptance of loose plagiarismstandards in themusic industry.
We should not, however, conclude that we need institute industry-specific plagiarism
standards. Industry specific standards can create an ethical and legalmorasswith huge
transaction costs. Moreover, we must remember that the present situation is the
consequence of rapidly changing technology, and any attempt at a reasonable solution
for today�s technology may turn out to be a mistake tomorrow. So we would be ill
advised togo to theeffort to create a complicated set of standards just to address today�s
problems. Rapid advances in digital technology have created an almost intractable
dilemma for the conception of plagiarism in the arts.

The standards for infringing plagiarism have created a special set of problems for
the software industry. Copyrights have, from the start, been a clumsy form of
protection for executable software. But the debate over the proper form of protection
for software was settled in the 1970s. Copyrights, for any number of reasons, must be
the preferred protection formost software, and it is simply absurd to suggest a reversal
of this policy at this late date. Still, the copyright standard for software has generated
problems, and the open source community has addressed these issues through attacks
on some elements of infringing plagiarism, while at the same time respecting
complaints about the plagiarist who does not acknowledge sources. Regardless of
what one thinks of the open source project, we can appreciate the basic lesson: There is
much to be learned from questioning what counts as plagiarism and what counts as
nonplagiarizing use.

22.6 LITERATURE REVIEW

TheOffice of theGeneral Council at theUniversity of Texas posts (March 2007) avery
practical guide to the legal constraints on the presentation of copyrighted material at
http://www.utsystem.edu/ogc/IntellectualProperty/cprtindx.htm. This is an excellent
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place to seek answers to questions about conditions on what may or may not be
distributed or posted, with or without authorization. Needless to say, everyone is well
advised to consult a practicing intellectual property lawyer before performing any
action about which there is a real question, risk, or ambiguity.

The In-A-Nutshell books in the West Nutshell Series published by ThomsonWest
provide an excellent, readable introduction to the basic legal background for infring-
ing plagiarism. Of special relevance are Intellectual Property by R. Miller and
M. Davis, Entertainment Law by S. Burr, and Intellectual Property and Unfair
Competition by C. McManis, These are uniformly up-to-date, concise, authoritative,
andvery readable, even for thosewhohavenoprior familiaritywith the law.There is no
better starting point for a theoretical interest in the legal issues, especially concerning
infringing plagiarism.

Richard Posner�s recent book, The Little Book of Plagiarism (Pantheon Books,
2007), is a lovely, short, and very readable study of noninfringing plagiarism,
treated as the attempt at passing off unoriginal material as one’s own. Richard
Posner is certainly an outstanding scholar in the field of the economics of law. He
and William Landes, who is an outstanding scholar in intellectual property law,
have recently written a more scholarly study, The Economic Foundations of
Intellectual Property Law (Belknap Press of Harvard University, 2003). This book
is an excellent starting point for a scholarly study of those issues discussed above
under the subtitle of “economic foundations,” including a deep study of transac-
tional costs. Given that “infringement” is a term of property law and that
“plagiarism” is not a legal term, it is hard to find law articles that focus on
noninfringing plagiarism. Of interest in this area is Lisa Lerman�s 2001 article,
“Misattribution in Legal Scholarship: Plagiarism, Ghostwriting, and Authorship,”
South Texas Law Review (42.2 467–492).

The present author has been deeply impressed and influenced by an unlikely source
for the study of plagiarism in the electronic arts. Martha Buskirk�s study of The
Contingent Object of Contemporary Art (MIT Press, 2003) includes an in-depth study
of copying in today�s somewhat wild world of fine art, and the enforcement of those
claims through demands for authorization of copies. The issues raised above over the
work of Jeff Koons and Sherrie Levine are explored in depth in her book. The book is
also simply fun to read and immensely informative on the concept of authorship and
originality in the arts. The exchange onDangerMouse�smash-up is found in theWired
Magazine (February 14, 2002) article “Copyright Enters a Gray Area” by Noah
Shachtman, also on the Web (in March 2007) at www.wired.com/news/digiwood/
0,1412,62276,00.html. In March 2007, the “revenge of the penguins” is viewable on
YouTube at http://www.youtube.com/watch?v¼fmd59Pbym2U. Nate Harrison�s
2004 “Can I Get an Amen” is a useful and informative discussion of the heavily
repeated use of a six-second sample of a 1960s drum “break” throughout the music
industry. It is to be found (in March 2007) on the Web at http://nkhstudio.com/pages/
popup_amen.html. I highly recommend the twenty-minute audio to anyone interested
in the way in which free copying has encouraged creativity in music. He investigates
the popular use of sampling without authorization to lower the cost of production and
distribution in the popular music industry.
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Moral rights theory within intellectual property law has become a very hot topic in
legal scholarship. From among the many law review articles, I recommend Patrick
Masiyakurima�s 2005 article “The Trouble with Moral Rights” in The Modern Law
Review (63(3) MLR 411-434. Charles Bietz�s 2005 article “The Moral Rights of
Creators of Artistic and Literary Work” in The Journal of Political Philosophy
(13.3 330–358) places the dispute over moral rights in the context of political theory.
Anowoutdated, but still useful introduction, isRussell J.DaSilva1980article“Artist�s
Rights in France and the U.S.” in the Bulletin of the Copyright Society of the U.S.A.
(28 BULL COPR SOCY 1-58). The remarks on the use of Shostakovitch�s music are
discussed by both Bietz and DaSilva. The Hegelian concept of personhood in such a
law is further explored by Margaret Jane Radin in “Property and Personhood,”
Stanford Law Review 34 : 967. Alternative views of the nature of natural rights to
intellectual property are presented in Kenneth Himma�s paper “The Justification of
Intellectual Property: Contemporary Philosophical Disputes” forthcoming in The
Journal of the American Society for Information Sciences and Technology.

There is a new scholarly interest in the pirate communities that eschew thewrong of
plagiarism. Adrian Johns� forthcoming book Piracy, University of Chicago Press
(expected 2008) will put literary piracy in its historical context. Ravi Sundaram�s
forthcoming book (announced 2007) Pirate Culture and Urban Life in Delhi: After
Media, Taylor and Francis, Routledge Studies in Asia�s Transformations, includes an
analysis of today�s pirate communities that relish expression free of copyright
restrictions.

The open source movement in software remains a major area of controversy,
generating volumes ofwritings and discussions. Of special note is ChristopherKelty�s
Two Bits: The Cultural Significance of Free Software and the Internet, which at this
writing is still forthcoming (expected 2008) from Duke University Press. A good
collection of articles is Perspectives on Free and Open Source Software, ed. Joseph
Feller, Brian Fitzgerald, Scott Hissam, Karim Lakhani, MIT Press, 2005. More
generally, Lawrence Lessig�s books on free software have acquired almost cult status
amongproponents of free software. These books includeTheFuture of Ideas, Random
House 2001, andFreeCulture, Penguin Press 2004. (Meetingwith proponents of open
source software, youmight get that failure to have studiedTheFuture of Ideas in depth
is amarkof illiterate ignorance.) Primary sources for arguments in favorof open source
software are the home page of the Free Software Foundation, on theweb (March 2007)
at www.fsf.org and the home page for the Creative Commons, on the web at http://
creativecommons.org. The debate over a right to restrict uses of open source software
is to be found at these pages. The Creative Commons is also a good source for debates
over the open use of digital sampling in mash-ups.
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CHAPTER 23

Intellectual Property: Legal and Moral
Challenges of Online File Sharing

RICHARD A. SPINELLO

23.1 INTRODUCTION

The recording industry in the United States has filed multiple lawsuits against
purveyors of file sharing software. It has even initiated lawsuits against individuals
who make substantial use of this technology (RIAA v. Verizon, 2003). The industry
contends that the unauthorized “sharing” of copyrighted files is actually tantamount to
the theft of intellectual property. The industry also contends that those companies that
provide this software, such as Grokster and StreamCast, are culpable of secondary or
indirect liability for such theft. This assertion is contentious, but recent court cases
have tended to support the recording industry�s claims about secondary liability,
especially when there is evidence of inducement.

Lost in the thicket of lawsuits andpolicy challenges are the ethical issues associated
with the use and distribution of file sharing software. Is the downloading or “sharing”
of copyrighted music morally reprehensible? Quite simply, are we talking about
sharing or pilfering? Is social welfare enhanced by a legal regime of indirect liability?
And should we hold companies like Napster, Grokster, or BitTorrent morally
accountable for the direct infringement of their users, particularly if they intentionally
design the code to enable the avoidance of copyright liability? Or does such
accountability stretch the apposite moral notion of cooperation too far? In this
overview, we will present the conflicting arguments on both sides of this provocative
debate. Although our primary focus will be on the ethical dimension of this
controversy, we cannot neglect the complex and intertwined legal issues. We will
take as amain axis of discussion the recentMGMv. Grokster (2005) case, in which all
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of these issues have surfaced. We begin, however, with a brief summary of this
technology�s functionality.

23.2 PEER-TO-PEER NETWORKS

The technology at the center of these copyright disputes is a software that enables
computer users to share digital files over a peer-to-peer (P2P) network. Although the
P2P architecture is evolving, a genuine P2P network is still defined as the one inwhich
“two or more computers share [files] without requiring a separate server computer or
server software” (Cope, 2002). Unlike the traditional client/server model, where data
are only available from a single server (or group of servers), data can be accessed and
distributed from any node in a P2P network. Each computer in the network can
function as a server when it is serving or distributing information to others. Or it can
assume the role of a client when it is accessing information from another system. As a
result of this decentralization, the P2P network has the potential to be a more reliable
information distribution system. For example, in the client/server model, if the server
that hosts the data crashes, no data are available. But if a computer in a P2P network
crashes, data are still available from other nodes in the network. Files can also be
shared more expeditiously and more widely than ever before.

Thus, themost distinctive feature of this architecture is that each node in the system
is a “peer” or an equal. There is no need for a central authority to mediate and control
the exchangeof information.The “purest”P2Parchitecture is flat andnonhierarchical.
However, the diminished control associated with such a completely decentralized
network leads to obvious scalability problems.AsWu (2003) observes, as the network
grows “the loss of control makes it difficult to ensure performance on a mass scale, to
establish network trust, and even to perform simple tasks like keeping statistics.”

P2P software programs are usually free and easy to install. Once they are installed, a
user can prompt his or her personal computer to askother PCs in a peer-to-peer network
if theyhaveacertaindigital file.That request ispassedalongfromcomputer tocomputer
within the network until the file is located and a copy is sent along to the requester�s
system.Each timeaP2Pusermakesa copyofadigital file, bydefault that copybecomes
availableon theuser�s computer so that it canbecopiedbyotherP2Pusers.Thisprocess,
which is known as “uploading,” results in “an exponentiallymultiplying redistribution
of perfect digital copies” (Petition for Writ of Certiorari, 2004).

Peer-to-peer networks require some method of indexing the information about the
digital files available across the network so that user queries can be handled efficiently.
There are three differentmethods of indexing: a centralized index system, inwhich the
index is located on a central server; a decentralized indexing system; and a supernode
system, in which a special group of computers act as indexing servers. The first
method, which was adopted by Napster, relies on central servers to maintain an index
of all the files available on the network; users search that index, and they are then
referred to peers with a copy of the desired file. This method was abandoned by
Napster�s successors after Napster lost the court case defending its technology (A&M
Records, Inc. v. Napster, 2001). The supernode system, developed as part of KaZaA,
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BV�sFastTrack technology, relies on selected computerswithin thenetworkwith large
memory capacity; these index servers perform the searches and return the search
results to the user. The supernodes change periodically, and a given computer may
never realize that it is serving in this capacity. The supernode has been the preferred
solution in recent years, since it combines the advantages of the first two methods.
While Grokster has depended on the supernode approach, some versions of the
Gnutella protocol have relied on the decentralized method with no supernodes.

The P2P architecture represents a powerful communications technology with
obvious social benefits. These include properties such as anonymity and resistance
to censorship. The problem with P2P software, however, is that it has facilitated the
unauthorized reproduction and distribution of copyrighted works in violation of the
Copyright Act. Approximately 2.6 billion copyrighted music files are downloaded
each month (Grossman, 2003), and about 500,000 infringing movie files are down-
loaded each day (MPAAPress Release, 2004). Companies supplying this software are
obviously aware that their users are downloading copyrighted files, but they do not
know which specific files are being copied or when this copying is occurring.

23.3 SHARING OR THEFT?

The Web has emboldened free riders and engendered a new ethic on copying
proprietary material based on the belief that cultural products such as movies and
music should be freely available online to anyonewhowants them.Whatever enters
the realm of cyberspace as a digital file is fair game. According to this ethic, there is
nothing wrong with the use of P2P networks for sharing copyrighted material.
Freenet�s project leader, for example, has described copyright as “economic
censorship,” since it retards the free flow of information for purely economic
reasons (Roblimo, 2000). He and others support an anticopyrightmodel, which calls
for the repudiation of exclusive property rights in cyberspace. Echoes of this
viewpoint can also be found in the writings of other information libertarians such
as Barlow (1994):

. . . all the goods of the Information Age—all of the expressions once contained in books
or film strips or newsletters—will exist as thought or something very much like thought:
voltage conditions darting around the Net at the speed of light, in conditions that one
might behold in effect, as glowing pixels or transmitted sounds, but never touch or claim
to “own” in the old sense of the word.

One could infer that Barlow would not be troubled by the “darting around” of
copyrighted works on P2P networks, since these digital networks help the Net to
realize its true potential and thereby accelerate the abandonment of archaic notions of
intellectual property “ownership.”

Nonetheless, not everyone agrees with Barlow�s radical vision or the anticopyright
approach. For those who recognize the value of P2P networks for sharing digital
content and also respect the beneficial dynamic effects of intellectual property rights,

SHARING OR THEFT? 555



some important questionsneedconsideration.Are thosewhocopycopyrighted filesby
means of a P2P system legally responsible for breaking the law? Does their action
constitute direct infringement of a copyright? According to the U.S. Copyright Act
(2004), an infringer is “anyonewhoviolates anyof the exclusive rights of the copyright
owner . . .,” including the right to make copies.

Defenders of theunfettereduse ofP2Pnetworks come inmanydifferent stripes.But
they typically concur that the personal copying of protected files on P2P networks is
legally acceptable. Some legal scholars in this campmaintain that userswhodownload
files are notmaking copies of those files but simply “sharing” digital information over
a conduit.1 They also argue that even if sharing digital copies over a network is
equivalent to making an unauthorized reproduction of a copyrighted work, that action
comes under the fair use exception. Litman (2002), for example, contends that it is far
from evident under current law whether individual users are liable for copyright
infringement if they engage in “personal copying.” On the contrary, Zittrain admits
that “it is generally an infringement to download large amounts of copyrighted
material without permission; even if you already own the corresponding CD, the
case could be made that a network-derived copy is infringing” (Gantz and Rochester,
2005).

What about the moral propriety of sharing copyrighted files without permission?
While David Lange (2003) does not argue that such file sharing is morally acceptable,
he claims that there is considerable “softness” on the side of those who make the
opposite claim.Hemaintains that thosewhoargue that file sharing ismorallywrongdo
so along the following lines: “Taking propertywithout permission is wrong. Recorded
music is property. Taking recorded music without permission is therefore wrong as
well.”But the problem in this line of reasoning lies in theminor premise.Many do not
accept that music is property and, in Lange�s view, there is some merit to this claim.
Therefore, the issue of a legitimate property right in such intellectual objects “is still
verymuchunsettled . . . [and] itmayyet be that the ideaofproperty andexclusivitywill
prove unable to withstand the popular will” (Lange, 2003).

Lange seems to assume an asymmetry between physical, tangible property, and
intellectual property. He does not question a right to physical property (ownership of a
house or an automobile), but intellectual property rights are more ambiguous, given
the peculiar characteristics of that property. Unlike its physical counterpart, an
intellectual object is nonrivalrous and nonexcludable: its consumption doesn�t reduce
the supply available to others, and it�s difficult to “exclude” or fence out those who
haven�t paid.2

1Peter Menell et al. point out that “file sharing” is a misnomer: “a more accurate characterization of what
such technology accomplishes is �file search, reproduction, and distribution� . . . following a peer-to-peer
transaction, one copy of the file remains on the host computer and another identical copy resides on the
recipient�s computer.” See Amici Curiae Brief of Law Professors (Mennell, Nimmer, Merges, and Hughes)
(2005).
2It should be pointed out that even if intellectual objects are not strictly speaking property, this does not
negate the creator�s right to limited control over his or her created products. See Himma (2007a) for more
elaboration on this issue.
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We cannot resolve this complex issue here, but let it suffice to say that a potent case
can be made for a right to intellectual property based on the classic labor-desert
argument first proposed by Locke. I have argued elsewhere that the application of
Locke�s theory to intellectual property seems plausible enough (Spinello, 2003).
Locke�s core argument is that eachpersonhas aproperty right inherself and in the labor
she performs. Therefore, it follows that a property right should also extend to the final
product of that labor. Surely one is entitled to that right by virtue of creating value that
wouldnot otherwise exist except forone�s creativeefforts.Whoelsewouldhaveavalid
claim to the fruits of this person�s efforts? This property right must satisfy one
condition summarized in the Lockean proviso: a person has such a property right “at
leastwhere there is enough, and as good left in common for others” (Locke, 1952). The
Lockean-inspired argument for an intellectual property right is that one�s intellectual
labor, which builds on the ideas, algorithms, generic plots, and other material in the
intellectual commons, should entitle one to havea natural property right in the finished
product of that work such as a novel or amusical composition. The ideas remain in the
commons and only the final expression is protected, so the common domain is
undiminished and the proviso satisfied.

This labor-based approach gives intellectual property rights a stronger normative
foundation than consequentialist arguments, which, in my opinion, are ultimately
indeterminate (Spinello, 2003).Acreator or author shouldhaveabasic right to exclude
others from her work because she created that work through her own labor.3 Even the
U.S. Supreme Court has recognized the general suitability of this argument:
“sacrificial days devoted to. . . creative activities deserve rewards commensurate with
the services rendered” (Mazer v. Stein, 1954). We should not focus on the nature and
qualities of the product (tangible or intangible, excludable or nonexcludable), but on
thevalue inherent in that product that is the result of labor and initiative.Also, contrary
to Lange�s comments, given the normative underpinnings of intellectual property
rights, they should not be contingent on the support of themajority.What�s of primary
importance is the creator�s interests—she has expended time and energy in the creative
process. At the same time, while the consumers� interests cannot be completely
discounted, their desire for “content” should not give rise to some sort of morally or
legally protected interest.4

If we grant the premise that “recordedmusic is property,” then it seems clearer that
there might be something wrong with copying this music without permission. But in
order to classify copyright infringement as a form of theft we need to understandmore
precisely what is entailed by a property right, particularly when that right is viewed
from a distinctly moral perspective. The essence of such a right is the liberty to use a
physical or intellectual object at one�s discretion, that is, the right to determinewhat is

3The recognition of this right is only a starting point for policy makers who may choose to qualify it in
certain ways for the sake of justice and the common good.
4Himma (2007b) develops this line of reasoning quite cogently. He argues that “the interests of content
creators in controlling the disposition of the content they create outweigh[s] the interests of other persons in
using that content in most, but not all, cases.”
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to be done with this created object. It includes a right to exclude others from
appropriating or using that objectwithoutmypermission.According toNozick (1974)

The central core of the notion of a property right in X, relative to which other parts of the
notion are to be explained, is the right to determinewhat shall be donewithX; the right to
choose which of the constrained set of options concerning X shall be realized or
attempted.

Theft, therefore, should be understood as a misuse, an “unfair taking,” or a
misappropriation of another�s property contrary to the owner�s reasonable will.5 In
the case of intellectual property (such as digital movies and music), unless the
copyright holder�s consent can be reasonably presumed, using that copyright holder�s
creative expression in away that exceeds her permission is using it contrary to herwill.
We can be quite certain that downloading a copyrighted Disney movie and then
uploading it formillions of other users to copy is an action that is contrary to thewill of
Disney.When one uses something contrary to the creator�s (or owner�s) will, this kind
of act is equivalent to taking something from that owner without her volition and
consent. The use of a piece of intellectual property without the copyright holder�s
permission (and therefore against his will) is unfair to that copyright holder since it
violates his right to determinewhat is to be donewith that property. And this unfair use
of another�s intellectual property constitutes a form of theft (Grisez, 1997).

This presumes that the copyright holder�s will is reasonable and that his or her
consent would not be given. In the case of digital music files, one can also safely
presume that the copyright holder will not want his or her music uploaded on peer-to-
peer networks for everyone else to copy, since this actionwill erode legitimate sales of
this product. On the contrary, one might presume that making another copy of a
purchased online song orMP3 file for one�s ownpersonal usewould be reasonable and
acceptable. An additional CD burn ofmusic I already own, so I can have an extra copy
tokeep inmyoffice, seemsperfectly legitimate (unless theowner indicates otherwise).

When seen in this light, themoral argument against downloadingand sharingmusic
files with other P2P users seems more persuasive. But what about the objection that
“sharing” within the online community is a noble act and that the sharing of digital
information serves the common good through a de facto expansion of the public
domain?After all, we are taught at an early age that sharingwith others is a good thing
to do. The Internet and P2P software facilitate sharing, so why should there be
constraints that hold back the full potential of this technology?

Grodzinsky and Tavani (2005) make some noteworthy arguments along these lines
as they underscore the fundamental importance of sharing. In their view, it is important
to “defend the principle ‘information wants to be shared,�which presumes against the
�fencingoff�or enclosingof information in favorofaviewof information that shouldbe

5It should be presumed that the owner�s will is reasonable unless a strong case can be established to the
contrary. This qualification leaves room for exigent circumstances in which an owner�s failure to share or
license his property may yield dire consequences, and hence the appropriation contrary to his will is
arguably not unfair.
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communicated and shared.” Of course, information has no “wants,” so the argument
being proposed here is the normative claim that the distribution of information as
widely as possible should be promoted and encouraged.6

Wemustbe careful, however, not tooverestimate thevalueof sharing. Sharing isnot
a core value or a basic human good, even though it often contributes to the harmony of
community and the furtherance of knowledge, which are basic human goods. The
basic human goods (including life and health, knowledge, the harmony of friendship
and community, and so forth) are basic not because we need them to survive but
because we cannot flourish as human beings without them. These goods, which are
intrinsic aspects of humanwell-being and fulfillment, are the primary ends or reasons
for action and the ultimate source of normativity. Also, goods intrinsic to the human
person are greater than instrumental goods. For example, life is a higher good than
property. Hence, the basic human goods are of primary significance for justifying
ethical policies.

But information sharing does not fall in this category. The obvious problem is that
such sharing does not always promote the basic human goods. Sharing is an
instrumental good, a means to an end, but that end may not always be morally
acceptable. For example, the act of “sharing” pornographic material with young
children is certainly immoral, since it contributes to the corruption of those children by
hindering the proper integration of sexuality into their lives. Exposure of immature
children to pornography puts their relationships at risk and often yields social
disharmony. Similarly, child pornography is being “shared”with increasing frequency
over P2P networks, but no reasonable person would be in favor of this form of sharing
(Amici Curiae Brief of Kids First Coalition, 2005). Therefore, we cannot assume that
sharing information, either as ameans or as an end, always contributes to the common
good. We must consider the quality and the nature of the information to be shared.

Informationmay “want to be shared,” but for the sake of the common goodwemust
sometimes put restrictions on the sharing of information. Some information (such as
child pornography) shouldn�t be shared at all, and other types of information should be
shared according to the wishes of its creator, assuming a valid property right has been
established. Since an intellectual property right or copyright embodies the labor-desert
principle, it is difficult to dispute this right from amoral perspective. As noted earlier,
“sharing” is a misnomer since what is really going on is the search for a digital file
followed by its reproduction and distribution. The real question is whether or not an
intellectual work, such as a movie created by Disney at considerable expense, should
be shared with impunity against the will of the creator and rightful owner of this
intellectual property.

But what about compulsory sharing, that is, a schemewhereby noncommercial file
sharingwould become lawful, and copyright ownerswould be compensated through a
tax or levy on Internet services and equipment? Grodzinsky and Tavani (2005) favor
this approach because they recognize that creators should be compensated for their
efforts. This model, which has been carefully developed by Fisher (2004), would

6There are some scholars such as John Perry Barlow who do maintain that information has the quality of
being a life-form. See Himma (2005) for a helpful discussion of this topic.
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essentially displace exclusive property rights withmandatory compensation. Accord-
ing toLessig (2001), it is “compensationwithout control.” In legal terms, liability rules
would take the place of property rules.

Compulsory licensing certainly has potential, and its benefits should not be
discounted by policy makers. At the same time, advocates of compulsory licensing
often gloss over the practical implementation problems. How and by whom will a fair
compensation plan be determined?What about the high costs of administering such a
cumbersome regulatory system, which will undoubtedly be subject to the vagaries of
the political process? The potential for economic waste cannot be casually dismissed.
Finally, what will be the effects of compulsory licensing for digital networks on the
whole copyright regime—will there be a perception that copyrighted works in any
format or venue are “up for grabs?” Above all, we must not naively assume that
nonvoluntary licensing is a panacea. Epstein (2004) clearly summarizes the Hobson�s
choice confronted by policy makers: “any system of private property imposes heavy
costs of exclusion; however, these costs can only be eliminated by adopting some
systemof collective ownership that for its part imposes heavycosts of governance—the
only choice that we have is to pick the lesser of two evils.”

23.4 SECONDARY LIABILITY

Now that we have considered the issue of direct copyright infringement, we can focus
attention on the question of contributory or secondary infringement. If we accept,
however cautiously, the reasonable assumption that downloading and uploading
copyrighted files is direct infringement, what about the liability of those companies
providing the software for this purpose?Do they “cooperate” in thewrongdoing in any
morally significant way?

Purveyors of P2P systems fall in the category of “technological gatekeepers.”
Kraakman (1986) elaborated upon the limits of “primary enforcement” of certain laws
and the need for strict “gatekeeper liability.” According to Zittrain (2006), such
secondary liability “asks intermediaries who provide some form of support to
wrongdoing to withhold it, and penalizes them if they do not.” To some extent, the
emergence of the decentralized P2P architecture, which eliminates intermediaries,
represents the undermining of the gatekeeper regime. According to Wu (2003), “the
closer a network comes to a pure P2P design, the more disparate the targets for
copyright infringement . . ..”For this reason,Gnutella has described itself as a protocol
instead of an application. The problem is that efficiency requires some centralization.
As we saw above, the FastTrack system used by Grokster relies on supernodes with
generous bandwidth for the storage of an index, and it uses a central server tomaintain
user registrations and to help locate other peers in the network. Thus, there is some
conflict between developing a P2P system that will optimize avoidance of legal
liability and the technical goals of efficiency and scalability.

The debate over imposing secondary liability has been intense in recent years.
Proponents argue that it�s amajor deterrent of infringement.According to theSupreme
Court, “when a widely shared service or product is used to commit infringement, it
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may be impossible to enforce rights in the protectedwork effectively against all direct
infringers, the only practical alternative being to go against the distributor of the
copying device for secondary liability . . .”(MGM v. Grokster, 2005). However, as
Lemley and Reese (2004) point out, “going after makers of technology for the uses to
which their technologies may be put threatens to stifle innovation.”Hence the tension
in enforcing secondary liability or pressing these cases too vigorously: how to enforce
the rights of copyright holders in a cost-effectivewaywithout stifling innovation. The
issue has received extraordinary attention in the legal literature (see Dogan, 2001;
Fagin et al., 2002; Kraakman, 1986; Lichtman and Landes, 2003), but it has not yet
generated much interest among ethicists. Before we review the ethical dimension of
this debate, however, it is instructive to say more about the legal framework.

There are two doctrines of secondary liability in current copyright law. First,
contributory infringement pertains to “one who, with knowledge of the infringing
activity, induces, causes, or materially contributes to the infringing conduct” (Gersh-
winPublishingCorp. v.ColumbiaArtistsManagement, Inc., 1971). Second, “onemay
be vicariously liable if he has the right and ability to supervise the infringing activity
and alsohas adirect financial interest in such activities” (GershwinPublishingCorp. v.
Columbia Artists Management, Inc., 1971). There have been a number of secondary
liability cases involving file-sharing software companies such asAimster andNapster,
but the most notable is MGM v. Grokster. The Grokster case exposes the legal
complexity of secondary liability claims, and it can serve as a springboard for a
moral analysis of this issue.

23.5 MGM V. GROKSTER: A BRIEF HISTORY

The plaintiffs in this case included song writers, music publishers, andmotion picture
studios (such asMGM,UniversalCity, andDisneyEnterprises). They filed suit against
Grokster and StreamCast for contributory and vicarious copyright infringement. Both
of these companies initially used their own OpenNap software (a version of Napster
that had been reverse engineered). But in 2001, they licensed the FastTrack peer-to-
peer distribution technology from the Dutch company KaZaA, BV. Subsequently,
KaZaA, BV sold its assets to an Australian company known as Sharman Networks,
which is also named in the suit. Once the licensing agreement was in place, both
Grokster and StreamCast transferred their users from their OpenNap systems to
KaZaA�s FastTrack software system, named “Grokster” and “Morpheus,” respective-
ly. StreamCast has since revoked its licensing arrangement with Sharman, and now it
uses avariationof theopen sourcepeer-to-peer networkknownasGnutella.Gnutella is
a radically decentralized network, unowned and unmanaged by its designers.

The plaintiffs contended that both of these networkswere employed for the purpose
of swapping copyrighted music and movie files and that their business models
depended on copyright infringement. The magnitude of file sharing of copyrighted
works is beyond dispute: “90% of the works available on the FastTrack network
demonstrably were infringing, and over 70% belonged to Plaintiffs” (Plaintiffs� Joint
Excerpts ofRecord, 2003).On the contrary,Grokster and StreamCast have argued that

MGM V. GROKSTER: A BRIEF HISTORY 561



“potential noninfringing uses of their software are significant in kind, even if
infrequent in practice” (MGM v. Grokster, 2005). One example of a noninfringing
use is the distribution of public domain literary works made available through Project
Gutenberg.

Theplaintiffs lost the first roundof this casewhenaCaliforniaDistrictCourt granted
the defendants�motion for summary judgement. Thecasewas promptly appealed to the
Ninth Circuit Court of Appeals. In August, 2004 the appeals court affirmed the
judgement of the lower court. The Ninth Circuit found no basis for contributory
liability because Grokster had knowledge of direct infringement only after the fact,
when it was not possible to take action. The Ninth Circuit agreed with the lower court,
which explained that “liability for contributory infringement accrues where a defen-
dant has actual—not merely constructive—knowledge of the infringement at a time
during which the defendant materially contributes to that infringement . . ..” (MGM v.
Grokster, 2004). Also, there was no vicarious liability because Grokster could not
exercise control over users given the decentralized nature of the network. Thus, while
both courts found that the defendants were deriving material benefits from the illicit
activities of their users, they held that those defendants had no power to deal with the
infringing conduct as it was occurring.

TheNinthCircuit judges also reliedon the standard set forth in theSonyv.Universal
(1984) case. In that case, Universal Studios had sued VCR manufacturer Sony for
copyright infringement, but the Supreme Court ruled in favor of the defendant,
reasoning that a VCR is capable of substantial noninfringing uses and that its
manufacturers should therefore be immune from secondary liability when infringe-
ment does occur.One suchnoninfringing usewouldbe “time-shifting,” that is, taping a
movie or television show so that it could be viewed at a different time. Thus,
manufacturers of “staple articles of commerce” (like VCRs) that have “commercially
significant noninfringinguses”cannot beheld liable for contributory infringement just
because they have general knowledge that some of the purchasers of that equipment
might use it to make unauthorized copies of copyrighted material. The Supreme
Court�s legitimate concern was that copyright owners should not be allowed to
interfere with the manufacture and distribution of new technologies just because
their copyrighted works were involved. The Sony safe harbor standard, that is,
“capable of substantial noninfringing uses,” is invoked to protect innovative technol-
ogies such as P2P software, and it was a decisive precedent for the resolution of the
Grokster case. The “capability” criterion acknowledges that technology is malleable
and evolves over time. The Sony standard insists that the important interests of
copyright holders must be judiciously balanced with the interests of technology
innovators.

In the fall of 2004, theGrokster casewasappealed to theU.S. SupremeCourt,which
granted certiorari. In a surprising turn of events, that court ruled unanimously in June
2005 that file sharing companies may be liable for contributory infringement. In its
deliberations, the justices sought to determine “under what circumstances the
distributor of a product capable of both lawful and unlawful use is liable for the acts
of copyright infringement by thirdparties using theproduct” (MGMv.Grokster,2005).
According to the Court, the Ninth Circuit erred by interpreting the Sony precedent
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too broadly. According to the Ninth Circuit�s interpretation, the distribution of a
technology or commercial product capable of substantial noninfringing uses could
give rise to contributory liability for direct infringement if and only if the distributor of
that technology had actual and timely knowledge of specific instances of infringement
and failed to take action. In the Ninth Circuit�s view, “because contributory copyright
infringement requires knowledge and material contribution, the Copyright Owners
were required to establish that the Software Distributors had ‘specific knowledge of
infringement at a time at which they contributed to the infringement, and failed to act
upon that information’” (MGMv.Grokster,2004, citingA&MRecords, Inc. v. Napster,
2001). Grokster and StreamCast had no such actual and timely knowledge and
therefore could not be held liable.

But this broad interpretation of Sony is off the mark. According to the Supreme
Court, “nothing in Sony requires courts to ignore evidence of intent . . . and where
[such] evidencegoes beyond a product�s characteristics or the knowledge that itmay be
put to infringing uses and shows statements or actions directed to promoting infringe-
ment, Sony�s staple article rule will not preclude liability” (MGM v. Grokster, 2005).

Thus, where there is inducement of infringement, defined as “active steps . . . taken
to encourage direct infringement” (Oak Industries, Inc. v. Zenith Electronics Corp.
1971), the safe harbor provided by the Sony standard is nullified. Accordingly, the
Court of Appeals judgment was vacated and the case was remanded for further
proceedings. In the closing remarks of the majority opinion written by Justice Souter
the Court noted the “substantial evidence in MGM�s favor on all elements of
inducement” (MGM v. Grokster, 2005). This is a portentous statement about the
future prospects for Grokster and StreamCast given the court�s inducement standard.

The Court�s decision was sharply criticized by some legal scholars. Lessig, for
example, claimed that this unfortunate decision would most likely have a “chilling
effect”on innovation (Samuelson, 2005).Zittrain (2006) alsoalluded to such achilling
effect and suggested that the Court would have been better off affirming the Ninth
Circuit�s opinion “without adding an inducement counterpart to Sony.” Others dis-
agreed. Samuelson (2005) opined that “as long as the courts apply high standards for
inducement liability—requiring proof of overt acts of infringement . . . and a specific
intent to induce infringement—there should be ample room for innovative technolo-
gies to continue to thrive.” It is alsoworth pointing out that Lessig�s argument is purely
speculative. He and other critics have offered no empirical data to support the
hypothesis that this ruling will deter innovation in any materially significant way.

23.6 MORAL CONSIDERATIONS

As we have noted, ethicists have not subjected the issue of secondary liability,
especially as it pertains to P2P networks, to much moral scrutiny. But we can identify
two salientmoral issues, one at the “macro” level and the other at amore “micro” level
of the individual moral agent. First, can secondary liability law itself be normatively
justified in social welfare terms? Second, how can we understand indirect copyright
liability from a strictly moral viewpoint?
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The utilitarian arguments for maintaining a strong legal tradition of secondary
liability seem especially persuasive. Given the enormous difficulties of enforcing
copyright protection by pursuing direct infringers and the threats posed to content
providers by dynamic technologies such as P2P software, the need for this liability
seems indisputable. As Zimmerman (2006) indicates, bringing infringement cases
against “private copyists” is difficult, since “private copying often takes place out of
public view.” Pursuing these private copyists would also be expensive since it would
require frequent and repeated litigation. Moreover, it stands to reason that copyright
holders will not pay to enforce their rights where the costs of doing so exceed the
expected returns.

On the contrary, intermediaries are “highly visible,” and a single lawsuit can deter
the actions of many egregious infringers, provided that the intermediary has contrib-
uted “in somepalpableway to the creation of unlicensed private copies” (Zimmerman,
2006). Thus, bringing suits against these intermediaries overcomes the disutility of
pursuing private copyists, and so a compelling case can be advanced that indirect
liability is amuchmore efficientmechanism for achieving justice. AsMennell and his
coauthors point out in their Amici Curiae Brief (2005), “The social and systemic
benefits of being able to protect copyrights at the indirect infringement level rather
than at the end user level, are substantial. Suing thousands of end userswhowaste both
private and public resources is not nearly as effective as confronting enterpriseswhose
business model is based on distributing software that is used predominantly for
infringing uses.” In addition, third parties such as software providers often have a
reasonable opportunity to deter copyright infringement by means of monitoring user
activities or designing code in a way that impedes infringement.

On the contrary, there must be reasonable restrictions on the scope of secondary
liability claims so that they do not stifle innovation. Those restrictions are embodied in
the Sony precedent—dual-use technologies, capable of substantial noninfringing use,
should be immune from secondary liability so long as there is no evidence of
inducement. But the bottom line is that indirect liability, carefully implemented,
promotes efficiency in the enforcement of copyright law, which is necessary to
maximize the production of creative expression in the first place. Arguably, although
wemust bear in mind the difficulty of measuring welfare effects, this policy enhances
social welfare, since it appears to be so strongly justified in utilitarian terms.

The second question is how we assess the moral propriety of actions that appear to
facilitate thewrongdoing of others. Themoral case for indirect liability centers on the
question of cooperation. Under normal circumstances, cooperation associated with
communal activities certainly poses no moral problems. But what about the
“community” of online file sharers, which is made possible by software providers
such as Grokster? Is there something problematic about the online file-sharing
community, given that the primary function of the software is for sharing copyrighted
music and movie files?

The basic moral imperative at stake here can be stated succinctly: a moral agent
should not cooperate in or contribute to the wrongdoing of another. This simple
principle seems self-evident and axiomatic. If someone intentionally helps another
individual carry out an objectively wrong choice, that person shares in the wrong
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intention and bad will of the person who is executing such a choice. In the domain of
criminal law, if person X helps his friend commit or conceal a crime, person X can be
charged as an accessory. Hence, it is commonmoral sense that a personwhowillingly
helps or cooperates with a wrongdoer deserves part of the blame for the evil that is
perpetrated. But this principle needs some qualification since under certain circum-
stances cooperation at some level is unavoidable and not morally reprehensible.

First, a distinctionmust bemade between formal andmaterial cooperation. Second,
while all forms of formal cooperation are considered immoral, we must differentiate
betweenmaterial cooperation that is justifiable andmaterial cooperation that ismorally
unacceptable. The most concise articulation of the first distinction is found in the
writings of the eighteenth century moral theologian and philosopher St. Alphonsus
Liguori (1905):

But a better formulation can be expressed that [cooperation] is formalwhich concurs in
the badwill of the other, and it cannot bewithout fault; that cooperation ismaterialwhich
concurs only in the bad action of the other, apart from the cooperator�s intention.7

The question of material cooperation is quite complex, so we will confine our
analysis to formal cooperation, which is more straightforward and apposite in this
context. Is there a case to be made that Grokster and StreamCast are culpable of such
formal cooperationwhich, inLiguori�swords, cannotbe“without fault” (sinepeccato)?
Formal cooperation means that one intentionally shares in another person�s or group�s
wrongdoing. In other words, what one chooses to do coincides with or includeswhat is
objectivelywrong in the other�s choice. For example, a scientist provides his laboratory
and thereby willingly assists in harmful medical experiments conducted on human
beings by a group of medical doctors because he is interested in the results for his
research. This scientist shares in the wrongful intentions and actions of the doctors.

Is there evidence of such “formal cooperation” among P2P software companies?
Has code been designed and implemented by commercial enterprises like StreamCast
and Grokster in order to avoid copyright law? Are these companies deliberately
seeking to help users to evade the law, perhaps for their own material gain? If so, one
can justifiably press the claim that there is formal cooperation and hence moral
irresponsibility.

Although it is often difficult to assess intentionality, the assertions of both
companies in the Grokster case seemed to betray their true motives. Both companies
“aggressively sought to attract Napster�s infringing users,” referring to themselves as
“the next Napster” (Plaintiffs� Joint Excerpts of Record, 2003). StreamCast�s CEO
boldly proclaimed that “we are the logical choice to pick up the bulk of the 74million
users that are about to ‘turn Napster off’” (Plaintiffs� Joint Excerpts of Record, 2003).
Moreover, StreamCast executives monitored the number of songs by famous com-
mercial artists available on their network because “they aimed to have a larger number

7“Sed melius cum aliis dicendum, illam esse formalem, quae concurrit ad malam voluntatem alterius,
et nequit esse sine peccato; materialem vero illam, quae concurrit tantum ad malam actionem alterius,
praeter intentionem cooperantis.”
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of copyrighted songs available on their networks than other file-sharing networks”
(MGM v. Grokster, 2005). Mindful of Napster�s legal problems, they were careful to
avoid the centralized index design employed by Napster in order to circumvent legal
liability. Some products were even designed without key functional advantages (such
as specialized servers to monitor performance) in order to evade legal liability. Given
this evidence, even the District Court conceded that the “defendants may have
intentionally structured their businesses to avoid secondary liability for copyright
infringement, while benefiting financially from the illicit draw of their wares” (MGM
v. Grokster, 2003). At the same time, both companies derived substantial advertising
revenues from their users who downloaded a massive volume of copyrighted music
and movie files.

It surely appears that these companies deliberately designed their software to help
users share copyrighted files and evade the law, and to profit from this collusive
activity. Even if the Sony standard is blind to design issues (since it only requires that
technologies be capable of substantial noninfringing use), we cannot ignore themoral
problem of designing code as amechanism for avoiding the law.On the contrary, there
is a moral requirement to design products that will support and respect valid laws. In
this case, the code should have included filtering andmonitoring tools that would have
minimized the software�s potential for misuse, unless it would have been
“disproportionately costly” to do so (In re Aimster Copyright Litigation, 2003).

Therefore, the evidence is strong that Grokster and StreamCast have acted in “bad
faith.” Given the rhetoric and behavior of both companies, this case is a classic
example of formal cooperation where a moral agent�s will coincides with the moral
wrongdoing (evasion of copyright law) of another, and the moral agent helps to bring
about that wrongdoing. In this context, the illicit cooperation takes the form of
providing themechanism to download and upload copyrighted files. These companies
deliberately blinded themselves to this type of content being distributed over their
network, and failed to take any sincere affirmative steps to deter the exchange of these
protected files. On the contrary, these companies took positive steps to facilitate an
illegal and immoral activity and tomaterially benefit from that activity. Theymade no
secret of their true purpose by repeatedly stating their desire to be the heirs ofNapster�s
notoriety.

In general, companies cannot develop code with the intention of minimizing the
burden of just law, including copyright law. This type of “antiregulatory code” (Wu,
2003) that has been deliberately designed to undermine the legal system cannot be
morally justified. But if code, including permutations of the P2Parchitecture, has been
designed for the purpose of a legitimate functionality (sharing of information), and its
misuse as amechanismof legal evasion is accepted as anunwanted side effect, the code
designer cannot be held morally accountable. Moral prudence also dictates that
reasonable efforts must be made to anticipate such misuse. One such effort would be
the inclusion of tools such as filters that might mitigate or curtail the misuse of one�s
product. Under these circumstances, it is safe to claim that there would be no formal
cooperation. What is morally decisive, therefore, is the intentions and purpose of the
code designer. When code is designed as a deliberate mechanism for the evasion of a
legitimate law, there is complicity andmoral liability. But software developers cannot
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be held morally accountable when prudently designed code, created for a valid
purpose, is exploitedby someusers for copyright infringement or someothermischief.
In the case of Grokster, intention and purpose seem pretty clear; but in other situations
involving potential gatekeepers, the question of moral liability will be much more
ambiguous.

23.7 CONCLUSIONS

In the first part of this essay we explained the likelihood that the unauthorized
downloading of copyrighted files constituted direct infringement. We also delineated
the limits and problems associated with primary enforcement. This explains why
secondary liability has become such a salient issue.

The Internet has many “gatekeepers,” from Internet Service Providers (ISPs) and
search engines to purveyors of certain types of network software. These gatekeepers
are sometimes in a position to impede or curtail various online harms such as
defamation or copyright infringement. Thanks to the Digital Millennium Copyright
Act (1998), ISPs have been immunized from strict gatekeeper liability since they are
rightly regarded as passive conduits for the free flow of information. But other
companies such as Napster and Grokster have had a more difficult time navigating
toward a safe harbor.Wehaveconcentrated on these populargatekeepers, purveyors of
P2P network software such as Grokster, andwe have discussed the scope of their legal
and moral liability.

The Supreme Court has introduced an inducement standard while upholding the
basic doctrine of Sony. “Purposeful, culpable expression and conduct”must be evident
in order to impose legal liability under this sensible standard (MGMv.Grokster,2005).
In thisway, theCourt has judiciously sought to balance the protection of copyright and
the need to protect manufacturers. If P2P developers succeed in developing a pure
decentralized system that does not sacrifice efficiencies they may succeed in under-
mining the gateway regime, which has been so vital for preserving the rights of
copyright holders.

Of course, aswe have intimated, inducement is also problematic fromamoral point
of view. It is not morally permissible to encourage or facilitate the immoral acts of
others, especially when one profits by doing so through advertising revenues. If we
assume that direct infringement is morally wrong, inducement and the correlation of
profits to the volume of infringement represents formal cooperation in another
individual�s wrongdoing.

Finally, as Lessig (1999) has reminded us, “code is law,” and given the great power
of software code as a logical constraint, software providers have a moral obligation to
eschew the temptations of writing antiregulatory code. This type of code includes
some P2P programs that facilitate and promote copyright infringement. Instead,
developers must design their code responsibly and embed within that code ethical
values in the form of tools that will discourage andminimizemisuse. This assumes, of
course, that such modifications would be feasible and cost effective.
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CHAPTER 24

Censorship and Access to Expression1

KAY MATHIESEN

24.1 INTRODUCTION

Noonewants tobeacensor.Or,moreprecisely, noonewants tobecalleda“censor.”To
describe a person as a censor, or an act as one of “censorship,” is to condemn theperson
or the action. Although there are numerous calls to arms to resist censorship and
compilations of instances of censorship across the globe, little work has been done to
help us understand the concept itself. Without getting clear on what we mean by
censorship, it is difficult to get a grip on exactly what is wrong with it, and indeed, on
whether it is alwayswrong. Thosewho use the term simply assume that we knowwhat
it is, that it is wrong, and do not look much further.

Onemight hope thatwork in lawor philosophymight provide the answer.However,
the concept of “censorship” is commonly used in ways that go much beyond the strict
confines of First Amendment law.2 Nor have philosophers, even those who have
written much of “freedom of expression,” tried to provide a conceptual analysis
of censorship itself.3 In this chapter, I try to fill in this gap by providing a definition
of censorship. With this definition in hand, I consider the sorts of justifications given
for censorship and canvass the arguments against censorship.

1 Ken Himma deserves many thanks for his extensive critical comments, which pushed me to clarify and
defend my definition of censorship. I also owe thanks to Don Fallis and to my students in the School of
Information Resources and Library Science at University of Arizona for many helpful discussions.

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.

2I will argue in Section 24.3 that we ought not to equate censorship with infringement of first amendment
rights. In other words, I argue that censorship is not by definition an act of the government.
3See, for example, Brink, 2001; Cohen, 1993; Dworkin, 1981; Scanlon, 1972; Scoccia, 1996; and vanMill,
2002.
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24.2 THE INTEREST IN ACCESS TO EXPRESSION

Censorship limits access to an expression, either by deterring the speaker from
speaking or the hearer from receiving such speech.4 By an “expression” I mean
anything that may be composed by one person and communicated to another. This
includes such things as speeches, personal communications, books, articles, compila-
tions of data, art works, photographs, andmusic.Given that censorship limits access to
expression, it is important to have clearly before us why access to expressions is
valuable. Cohen (1993) provides an admirably clear and convincing account of the
fundamental human interests that can only be satisfied if there is access to the
expressions of others. Cohen links our concern with freedom of speech to three
fundamental interests: (1) the interest in expression, (2) the interest in deliberation,
and (3) the interest in information (pp. 223–230).

Cohen defines the interest in expression as “a direct interest in articulating
thoughts, attitudes, and feelings on matters of personal or broader human concern
and perhaps through that articulation influencing the thought and conduct of others”
(Cohen, 1993, p. 224). Note that although Cohen�s emphasis is on acts of expression
directed to others with the goal of “influencing thought and conduct,” this should not
be understood as limited to those works that are clearly propositional in character.
Works of art, such as novels, music, photographs, and paintings also “articulate”
“thoughts, attitudes, and feelings.” There are a number of ways in which access to
expression supports this interest in expressing. First, as Cohen notes, most acts of
expression are acts of communication to others.5 By promoting access to informa-
tion, we are enabling the success of such expressive acts by connecting, for instance,
thewriter with the reader. Second, to engage in acts of expression, people need a rich
information culture that will allow them to develop their ideas and learn how to
communicate them effectively.

There is, however, more to the interest in expression than Cohen�s account covers.
Cohen does point out how access to expression satisfies the receiver�s deliberative and
informational interests, but he does not recognize an independent interest in accessing
expression. It would be a mistake, however, to think that the interest in accessing
other�s expressive acts is merely derived from the more fundamental interest that
others have in expressing themselves tous.Humanbeingshavean independent interest
in accessing the expressions of others. Just as we have a need to express ourselves, we
have a need to hear other�s expressions. We have, in other words, “a direct interest in
accessing the thoughts, attitudes, and feelings of others on matters of personal or
broader human concern.”

In addition to our direct interest in expressing ourselves and hearing what others
have to say, access to expressions is necessary to satisfy what Cohen calls our
“deliberative interests.” The deliberative interest concerns our ability to revise and
gain a deeper understanding of our individual and collectively held beliefs and

4This characterization will be made more precise and defended in the following section.
5Not all expressions are acts of communication to another person; think, for example, of a private diary
(though one might argue that it is an act of communication with one�s future self).
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commitments. This requires access to expressions of others, because of “the familiar
fact that reflection on matters of human concern cannot be pursued in isolation. As
John Stuart Mill emphasized, reflection characteristically proceeds against the
background of an articulation of alternative views by other people” (Cohen, 1993,
p. 229). It is only in the context of free access to the full range of “alternative views,”
according to Cohen, that we can engage in deliberation on what to believe, value,
and do.6

Finally, access to others� expressions allows us to leverage our collective
epistemic labor and satisfy what Cohen calls our “informational interests.” The
“informational interest” is the “fundamental interest in securing reliable informa-
tion about the conditions required for pursuing one�s aims and aspirations” (p. 229).
Without access to such information, individuals and groups will be unable to
effectively carry out their aims. In a free society, we assume that the individual and
the collective good is promoted by persons having the ability to determine for
themselveswhat they value and having the freedom to pursue those goals effectively
(as long as they do not interfere with a similar pursuit by others). Access to the
information and knowledge contained in the expressions of others allows us to do
this. Furthermore, the well-being of both individuals and groups requires that we
base our actions on the best information available, information we are unlikely to be
able to get all on our own.

To summarize, we have an interest in access to expressions based on our
fundamental interests in communicating with others, both as speakers and as
hearers. In addition, we have a fundamental interest in accessing expressions based
on individual and collective deliberative and informational interests. Notice that the
focus here is on the primary importance of the capacity of persons to communicate
with each other, rather than on the interest in the freedom of the speaker to speak.
Standard discussions of free expression focus almost exclusively on the importance
of person�s freedom to engage in acts of expression. However, it is less often noted
that such expressions are fundamentally acts of communication. If persons do not
have the right to receive information so expressed, the act of communication is
prohibited.

The view advocated here is that the goal of freedom of expression is not that a
speaker gets to speak, but that people are able to communicate with each other. The
goal of speech is to reach a willing hearer. Indeed, often we are concerned with
protecting freedom of speech for the sake of the hearer, rather than for the sake of the
speaker. For example, theU.S. Constitution�s First Amendment protection of freedom
of the press is not there to protect the members of the press�s ability to write stories,
but toprotect the rightof thepublic tobe informedbysuch stories.As theU.S.Supreme
Court put it in Griswold v. Connecticut, “The right of freedom of speech and press
includes not only the right to utter or to print, but the right to distribute, the right
to receive, the right to read (Martin v. Struthers, 319 U.S. 141, 143) and freedom of

6Note again that such alternative views are not only communicated through works of opinion, but also
through works of art, novels, and other creative works.
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inquiry, freedom of thought, and freedom to teach (seeWiemanv. Updegraff, 344 U.S.
183, 195).”7

Freedomof speech, thus, includes the liberty to express one�s point of view toothers
and the liberty to receiveany such expressions.Tocensor is to interferewith this liberty
by either suppressing such expressions or preventing the reception of such expres-
sions. In short, a censor wishes to prevent a willing speaker from speaking to awilling
hearer. To censor is to interfere in an act of communication between consenting
individuals.

24.3 DEFINING CENSORSHIP

Above I characterized censorship as limiting access to content, either by deterring the
speaker from speaking or the hearer from receiving the speech. Or, more informally, it
is to interferewith acts of communication between consenting adults. In this section, I
develop anddefend the followingmore precise definition of censorship:To censor is to
restrict or limit access to an expression, portion of an expression, or category of
expression, which has beenmade public by its author, based on the belief that it will be
a bad thing if people access the content of that expression.

Before considering some possible objections, it is worth explaining some key
features of this definition. First, to leave it an open questionwhether censorship can be
justified, I avoid defining censorship in away thatwould beg the question as towhether
it is always wrong. In other words, this definition tries to capture only the descriptive,
and not the normative element of censorship. Some might object that this fails to
recognize the fact I noted above; we typically use the term “censorship” to pick out
wrongful attempts to suppress expressions. Also, to the extent that suppressing an
expression is not wrong, we are often loath to call it censorship. So, for example, one
might think that it is not censorship to try to restrict people�s access to child
pornography. My view is that significant progress can be made by simply focusing
on the descriptive element of what makes something a candidate for “censorship.”
Recently,Carson (2006) defended a similar approach to the definition of lying. Carson
argues that “There are good pragmatic reasons for us to use the concept of lying to
help point out and distinguish between salient features of actions and thereby assist
us in making moral judgments. In order to serve this purpose, the concept of lying
must be defined independently of controversial moral assumptions” (p. 288). The
same reasons for avoiding normative elements apply to the definition of censorship.
What we want to know is what makes the sort of limiting of expression that we call

7In a concurring opinion toLamont v. PostmasterGeneral, Brennan expanded on this theme,writing that. “It
is true that the First Amendment contains no specific guarantee of access to publications. However, the
Protection of the Bill of Rights goes beyond the specific guarantees to protect from congressional
abridgement those equally fundamental personal rights necessary to make the express guarantees fully
meaningful. . .. I think the right to receive publications is such a fundamental right. The dissemination of
ideas can accomplish nothing if otherwise willing addressees are not free to receive and consider them. It
would be a barren marketplace of ideas that had only sellers and no buyers.” (U.S. at 308)
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“censorship” (often or always) wrong. To do this it is not helpful to first define it as
wrong at the outset.8

Second, this definitionmakes themotivation of the censor part ofwhatmakes an act
count as “censorship.”This is pretty standard in thedefinitions of censorship; however,
it is worth noting a way in which this definition differs from many others that are
offered. The above definition specifies that themotivationmust be to avoid something
“bad,” but does not say it is based on disapproval or moral judgment on the content
itself. Many definitions of censorship define censorship as motivated by moral
disapproval of the material in question. According to the American Library Associa-
tion, for example, censorship is “based on a disapproval of the ideas expressed and
desire to keep those ideas away from public access” (ALA, Intellectual Freedom and
Censorship Q & A) [emphasis added]. Similarly, Heins (2004, p. 230) defines
censorship as “suppressing or restricting speech based on disapproval of its content”
[emphasis added]. And, according to Boaz (2003, p. 469), censors want to prevent
access to content that is “dangerous to government or harmful to public morality”
[emphasis added].

Although themotivation for censorship is often disapproval of the content or worry
about its effects on “public morality,” this is not always the case. I may not morally
disapprove of somecontent, but still think itwouldbe bad if people had access to it. For
example, I do notmorally disapproveof the information about how tomakeabombout
of household chemicals. I do not think having such information available will hurt
“public morality.” The information itself is interesting and perfectly benign. Never-
theless, Imay think that it is appropriate to limit access to suchmaterial. In such a case,
I do not “morally disapprove” of the content itself; I morally disapprove of what
persons might do with such information. And, this disapproval would not be some
particular perspectives of mine. It is likely that almost everyone would agree that it
would be abad thing if someone used this information to blowupapower plant. Thus, I
think this definition captures the broader range of motivations that might underlie
attempts to censor some expression.

Third, this definition limits censorship to those efforts to restrict access to an
expression “made public by its author.” I have included this proviso in the definition to
exclude cases where access to private or secret expressions is restricted. To make an
expression public is to communicate it with the intent that anyone may access it.9

Above I described censorship as interfering with an act of communication between
consenting persons. If I havenotwillinglymade some information public, thenyou are
not censoring when you prohibit others from accessing it. Thus, for example, if my
doctor limits your access tomy privatemedical records, even if he does so specifically
because he thinks it would be a bad thing if you accessed the content contained in that

8An alternate approach would be to take my definition and add “wrongfully.” One could, for example,
specify that censorship only occurs when a person has a right to expression or when the harms of such
restriction in fact outweigh the harm of access.
9This would be a case of a completely public expression. Expressions may also be public relative to a
particular audience. For example, I may wish to communicate something only to my students or to my
friends, in which case it would have been made public to them only.
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record, he is not engaging in censorship. Nor does the government censor when it does
not give anyone who asks access to information about its current investigations into a
drug smuggling ring.

Some may object that by adding the “publicity” requirement, I have rendered the
definition too narrow, because it would not include things that are inappropriately
kept away from the public. Indeed, there may be cases where someone has the right
to know details of my medical history or where the public has a right to know
information that the government would prefer to keep secret. However, failing to tell
people what they have the right to know is different from censorship. My sexual
partner may have the right to know my HIV status, but to fail to tell him my HIV
status or to lie about it is not to engage in censorship. To censor is to be a third party
interfering in a communicative exchange. A censor keeps one party from telling
another party something. The censor does this either by shutting up the speaker in
some way or by interfering with the recipient�s access to that speech. If the speaker
does not wish to speak to the recipient or the potential recipient does not wish to
receive that speech, there is no censorship.

This does not mean that there are not issues of intellectual freedom that concern
secret or privateworks, but these issues are about whether such works should bemade
public. Refusing to make some information public may be detrimental to the
deliberative, informational, and expressive interests discussed by Cohen. And, thus,
respecting intellectual freedom may in some cases require that such information is
made public. This means that censorship does not capture all types of inappropriate
limiting of people�s access to information. Rather than being overly narrow, however,
this definition allows us to make important distinctions between different ways in
which one�s intellectual freedom and right to access may be abridged.

Somemight also object that this definition is too narrow, because it is overly focused
on restricting access, rather than speech. And, thus, it does not clearly classify cases
where a speaker is prevented from even speaking, for example, by fear of punishment
or by limitation of opportunities, as cases of censorship. As I argued in the previous
section, there are good reasons to focus on access to expression.AsBrennen (Lamont v.
PostmasterGeneral, 1965) said, “Thedisseminationof ideas can accomplish nothing if
otherwise willing addressees are not free to receive and consider them” (p. 308).
However, while this definition focuses on the restriction of a hearer�s access to some
expression, it would still classify punishing or in other ways restricting the speaker as
censorship. If the goal of such restrictions or punishments is to prevent others from
accessing the potential speech, then it satisfies the above definition. In such a case,
access to an expression is restricted by muzzling the speaker.

The more serious objection to this definition, however, is that it is overly broad.
Many discussions of censorship focus exclusively on actions by the government.
LaRue (2007, p. 3), for example, defines censorship as “the action by government
officials to prohibit or suppress publications or services on the basis of their content”.
Some would object that by not limiting censorship to governmental bans on expres-
sion, I have overexpanded the concept of censorship. In the rest of this section, I argue
to the contrary; this government-focused conception of censorship is arbitrarily
narrow.
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It is true that what we may first think of when we hear the word “censorship” is
government putting in place a law that bans an expression from being published or
sold. And, it is also true that the state�s “monopoly on power”makes it a particularly
effective censor. If the government forbids the public display of a work, its effort at
censorshipwill likelybevery effective.By contrast, if I as a private individual refuse to
have somework in my house because I don�t want my visitors reading it, I would be a
very ineffective censor. However, while the state may have maximal power within a
society, suchmaximal power is not necessary for successful suppressionof expression.
Suppose, for example, that some entity has control over an entire mode of communi-
cation and can restrict certain categories of expression from being included in the
media under its control. I fail to see what difference it would make whether it was the
government or some other entity exercising this power. It most certainly would not
make a difference to the ability of the public to satisfy their interests in access to
expression.

For the same reason it is not clear that to censor, one must absolutely prohibit
persons from accessing speech by banning it. There aremanyways inwhich one could
significantly limit a person�s access to some expressionwithout prohibiting it entirely.
One could make the work prohibitively expensive. One could make it socially
humiliating to access the expression. One could make it a laborious and time-
consuming effort to access it. One couldmake it very difficult to access the expression
without particular skills or technological devices. Furthermore, using all of the above
methods, one could limit access without punishing transgressors. True, to censor one
needs to have some power, but this does not need to be the power to punish. If one has
the financial wherewithal to control some access points to information, one would
likely have the power to do at least some of the things listed above. And, any of these
acts would sufficiently inhibit the ability of willing speakers to get to willing hearers
that it should count as censorship.

24.4 TYPES OF HARM AND ARGUMENTS AGAINST CENSORSHIP

I claim that someone censors when they think that it will be a bad thing if other
persons access certain expressions. The idea of access to some content being “bad”
is very open to interpretation—what sorts of badness do I have in mind? It is
important to distinguish two ways in which one might think that access to some
content is a bad thing. One may think it is inherently bad for persons to access an
expression or that it is merely instrumentally bad for persons to access an expres-
sion. In what follows, I discuss how access to content might be thought to be bad in
each of these ways and I canvass the arguments that censorship is not justified on
these grounds.

24.4.1 Inherently Harmful Access

Often persons would like to censor content that they find offensive and objectionable.
They are not primarily concerned to stop the possible bad consequences that might
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result from such access; they are concerned to stop the access itself. This view holds
that accessing some content is simply inherently bad. Examples of content that people
have held it would be inherently bad for people to access are explicit sexual content,
racist language, violent content, blasphemous works, treasonous works, politically
“subversive”works, and the like. People frequently find such content offensive on its
face. Part of the harmof someone accessing such expressions is thought to lie in the act
of reading or hearing itself, independently of any further consequences that may arise
from such access. There are three notableways inwhich onemight think that access to
information is inherently bad: (1) thematerial is offensive or insulting to the recipient,
(2) the material is degrading or corrupting to the character of the recipient (and
perhaps the speaker as well), or (3) accessing the material exploits the human beings
who are the subjects of the expression.

Given that I characterize censorship as interfering with the communicative acts of
consenting adults, I am going to put aside cases of type (1), where persons are the
targets of communications that they find offensive or insulting and reasonably do not
wish to receive. In particular, I will not deal here with cases such as Stanford
University�s policy forbidding hate speech that is “addressed directly to the individual
or individuals whom it insults or stigmatizes.”10 Evenmost liberal theorists, who tend
to promotewide access to information, make a distinction between choosing to access
somecontent and “inadvertent”exposure to it.11 I focus hereoncaseswhere some third
party wishes to prevent some act of communication between others. So, I will only
consider cases where, for example, some racist expression is offered to those wishing
to listen to it.12 In such cases, the personwhowishes to engage in the censorship is not
directly offended or insulted by the speech she accesses, but thinks it is a bad thing that
other people are able to access such content.

If one objects to others� accessing “offensive” material, it may be because one
thinks that it is damaging or corrupting to a person�s character to access such
material. For example, some believe that it is degrading or sinful to look at certain
images—an argument often made with regard to viewing pornography. However, it
is not the case that inherent badness of access is always merely “self-concerning” in
this way. One might also argue that accessing some material is inherently bad with
regard to others. In particular, it may be argued that by merely reading or looking at
somematerialwe are failing to treat others with respect. Suppose, for instance, some
content is created via the exploitation or victimization of persons. If others then
access this content to get some benefit from it, it may be argued that these persons are
participating in and continuing this exploitation. This argument has been madewith
regard to using or publishing data gathered byNazi experiments on Jewish people.13

10Cited in Brink (2001), p. 134.
11See, for example, Brink (2001); Dworkin (1981); Feinberg (1985); and Wendell (1983).
12The question of whether speakers may have a right in some cases to speak to unwilling hearers is an
important issue that I do not explore here.
13See, for example, Cohen�s (1990, p. 126) description of Howard Spiro�s view that by using the data from
experiments carried out on Jews, “we make the Nazis our retroactive partners in the victims� torture and
death.”
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Using such material may be seen as contrary to the Kantian (Kant, 1998 [1785])
principle of respect; it treats the humanity of the victims of the Nazis as merely a
“means” to get information.

According to a number of liberal theorists, the fact that some people believe that it
is degrading or offensive to access some content does not show that such content
should be unavailable to those who do not share this view. Most commonly Mill�s
“harm principle” is cited in support of the claim that such restrictions would be
unjustifiable. According to Mill (1975 [1859], p. 15): “The only principle for which
power can be rightfully exercised over any member of a civilized community,
against his will, is to prevent harm to others. His own good, either physical or moral,
is not a sufficient warrant.” Similarly, Ronald Dworkin has suggested that the
principle of “moral independence” gives us a reason to reject such censorship. On
this principle, human beings “have the right not to suffer disadvantage in the
distribution of social goods and opportunities. . . just on the ground that their
officials or fellow-citizens think that their opinions about the right way for them
to lead their own lives are ignoble or wrong” (Dworkin, 1981, p. 194). By this view,
the fact that some persons do not like the idea of other people accessing this content
is a very attenuated sort of “harm” that would unlikely to be enough to justify
restricting the access of those who do wish to access it.

However, the harm argument does not deal with the sorts of cases I have called
“participation in exploitation.” In these sorts of cases the badness is not merely self-
regarding—the concern is not merely that I am degrading my character. The idea
here is that human beings deserve to be treated in certain ways, independently of
whether they are causally affected by that treatment. Perhaps a thought experiment
will help to illustrate what I mean. Suppose we are in a world where there are no
children and no more children will be born (as was depicted in the film “Children of
Men”). Thus, there is no possibility of any child being abused in the future. Would
there be any other-regarding badness in looking at child pornography? Clearly my
looking at or even buying such material can neither lead to a market in it nor to
anyone actually abusing children. However, one might argue that by looking at this
material I am failing to show respect to the children who were photographed—I am
exploiting them. Some may object to the idea of this rather ethereal sort of harm to
others. Nevertheless, it is worth noting that there may be other-regarding concerns
about access to expressions, even if one does not think that such access will causally
produce harm.

24.4.2 Instrumentally Harmful Access

Not all persons who wish to censor some material wish to do so because they think
such access itself is bad. Rather they may be concerned about the bad conse-
quences that might result from such access, for example, that it will cause harm to
someone else. In short, one might think that it is instrumentally bad for persons
to access the content in certain expressions. There are a number of ways in which
one may think access to some content can result in bad consequences. Below I
categorize four sorts of bad consequences one might want to avoid by censoring:
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(1) creating a market, (2) creating a hostile atmosphere, (3) influence, and (4)
implementation.14

(1) Creating a Market Given that persons may be harmed in the creation of
certain sorts of content, to provide access to such content is to create a market
that will lead to the creation of more content, and thus to more harm to those
used in its creation. Most notably, this argument has been made in relation to
child pornography.15

(2) Hostile Atmosphere The accessibility of certain sorts of content may create
an attitudinal environment that undermines the equality and agency of some
person or group of persons. For example, some argue that pornography should
be censored, because it creates a social atmosphere that perpetuates sexism
and the objectification of women.16

(3) Influence The exposure to certain sorts of contentmay tend to create harmful
or antisocial attitudes and behaviors. For example, themost frequent argument
for restricting the amount of violence in the media is that it influences children
to be more violent.17

(4) Implementation Information may provide instructions or information that
can be used to do something that causes harm. This argument is used to support
the censorship of works that describe, for example, how to create a bomb, how
to commit suicide, how to make drugs, and so on.18

Is censorship ever appropriate to avoid these bad consequences?
Beforemoving on to look at answers to this question, it is worth putting aside at this

point a particularly popular, but specious, argument against censorship. According to
this argument, nomatter howbad allowing people access to some expressionmight be,
we should never engage in censorship because it will take us down a slippery slope.
TheAmericanLibraryAssociationvoices a commonsentimentwhen it sayson itsWeb
site that “What censors often don�t consider is that, if they succeed in suppressing the
ideas they don�t like today, others may use that precedent to suppress the ideas they do
like tomorrow” (ALA, IntellectualFreedomandCensorshipQ&A).According to this
argument, there is no way to distinguish appropriate from inappropriate censorship.
But, what reason is there to think we cannot make necessary distinctions? One could

14Note that these are notmutually exclusive; onemay think that access causes all of these harms at once.Nor
are inherent and instrumental harmsmutually exclusive—onemay think that access to some content will be
bad in all these ways.
15Aswas held by the SupremeCourt inNewYork v. Ferber, “the advertising and selling of child pornography
provide an economic motive for, and are thus an integral part of, the production of such materials. . ..” A
similar argument has also been made with regard to publishing the results of unethical research; see, for
example, Luna, 1997.
16See, for example, Langton, 1990, “pornography is seen as a practice that contributes to the subordinate
status of women.”
17See, for example, Etzioni (2004). See Heins (2004) for a critique of this view.
18For a discussion of restricting information about bomb making, see Doyle (2004).
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just aswell say about the law that, “What legislators don�t consider is if they succeed in
prohibiting actions they don�t like today, others may use that precedent to prohibit
actions they do like tomorrow.”As vanMill (2002) puts it, “we are necessarily on the
slopewhether we like it or not, and the task is always to decide how far up or downwe
choose to go, not whether we should step off altogether.”But, the slippery slope is not
the only argument against censorship based on instrumental harm.

There are three standard arguments that hold that it is not appropriate to censor
expressions to avoid possible negative consequences: (a) in fact there are no such
negative consequences that can be tied to accessing such expressions, (b) rights to
information cannot be overridden based on such consequentialist reasoning, and
(c) the harms created by denying access will in almost every case outweigh any harm
created by allowing access.

(a) is what Cohen (1993) calls the “minimalist” defense of freedom of speech:
negative consequences can never be tied to the simple fact that someone has accessed
some information.According to theminimalist, the censor fails to recognize the roleof
people�s agency in accessing and assessing information. People are not passive
recipients of information; they bring their own values, knowledge, and perspectives
to the information. Simply because someone reads a book that says that the Holocaust
did not occur or a book that describes how to build a bomb, it does not follow that they
will come to doubt the existence of theHolocaust or go out and build the bomb. If I am,
for example, accessing child pornography to figure out how to prevent it, then the
information is not harmful. One might think of the minimalist slogan as a riff on the
National Rifle Association�s “Guns don�t kill people” slogan—“Information doesn�t
harm people, people harm people.” However, the fact that any information can be
harmless or even beneficial in the right hands does not show that general access or
access by the wrong persons to such information may not lead to great harm. Only a
very strong libertarian argument would hold that it is never appropriate to limit access
to those things that have some benign uses, but that also enable a person to cause grave
harm (e.g., guns, explosives, powerful painkillers).

(b) is what Cohen calls the “maximalist” defense of freedom of speech. According
to maximalism, even if access to information may lead to harm, it ought never be
restricted. This trumping is different from the claim (that I will consider below) that as
a matter of fact the benefits of access to expression will outweigh its costs. On the
maximalist view, access to information is not the sort of thing that can be weighed
against other goods. The maximalist typically bases the value of speech on Kantian
concepts such as autonomy. Strauss (1991, p. 354), for example, argues that to restrict
access to persuasive speech involves the “denial of autonomy” because it interferes
“with a person�s control over her own reasoning process”. One limitation of the
rational autonomy argument, however, is that it is not clear that it holds for expressions
that cannot be understood as rational or persuasive speech.19

A second more serious limitation of the autonomy argument is that it relies on an
overly individualistic epistemology, wherein everyone must evaluate information for

19Scoccia (1996) argues, for example, that the “persuasion principle” articulated by Strauss does not cover
material that engages in nonrational, nonpersuasive speech.
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herself. To see this, we need to clarify an ambiguity in how access to information may
lead to harm because of implementation. First, consider the typical sort of case we
might worry about. Suppose that Joe wants to check out The Anarchists Cookbook,
becausehewants tobuild abomb toblowuphis neighbor�smailbox. If hegets access to
this text, then, given that the directions in it actually give him accurate information
about how to build a bomb, he is able to effectively carry out his plans. The
information, owing to its accuracy, allowed the receiver to attain the knowledge
necessary to achieve his goals.

Things may be however, quite different. Suppose that Susan wants to check out a
particular popular book about health, because she wants to learn how to control her
diabetes. However, suppose that the information in the popular book is inaccurate. In
that case, the information, owing to its inaccuracy,may lead the receiver into error and
make it harder for her to achieve her goals.

In the first case, some may want to limit access to the information because they
disapprove of Fred�s goal and want to prevent him from getting the knowledge
necessary to reach it. In the second case, some may want to limit access to the
information because they approve of Susan�s goal andwant to prevent her fromgetting
inaccurate information that will inhibit her ability to reach it. It is less clear that the
second sort of “censorship” is interferingwith Susan�s autonomy.Rather, it seems that
we are promoting her autonomy by helping her to achieve her goals by keeping her
away from inaccurate information. In Cohen�s terms, by censoring we would be
supporting her “informational interest”; her interest is an accurate information that
will help her carry out her plans.

According to consequentialist supporters of (c),“restricting speech ismore likely to
have bad consequences than protecting it” (Brison, 1998, p. 321). Mill (1975, 1859),
for example, famously argues that by allowing a free flowof ideas and information,we
will bemore likely to get to the truth and tokeepholdof the truth thatwehaveachieved.
More recently Doyle (2001) has argued that in the context of libraries, even though
access to expressions may lead to harm, in almost every case the value of access will
outweigh any harms created by it. By this view, whether or not to access would be a
decision to make, like any other, based on whether or not it will produce the best
consequences. And, such decisions will depend on the facts of the cases in question.
Thedefenderofaccess toexpressionmayworry that suchanapproachwould tooeasily
allow censorship.20 They worry that by allowing a balancing of access against other
goods,weput intellectual freedomat risk.Woodward (1990), for example, rejects such
consequentialist defenses of access, because it does not “defend intellectual freedom
in principle.” “The consequentialist defense of intellectual freedom then, depends
upon first establishingwhether or not people are better offwhen they are exposed to all
intellectual efforts. The typical result is that one starts dividing intellectual efforts into
those that are good for people and those that are not” (p. 15).21

20For an argument, in contrast toDoyle (2001) that utilitarianismcannot provide an absolute defense against
censorship, see Fallis and Mathiesen (2001).
21For a critical discussion of the claim that there is a fundamental right to information, see Himma (2004).
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However, it will not be quite so easy to show that censorship will lead to less harm
overall than allowing access. First, it is worth reminding ourselves of the central
interests in expression, deliberation, and information, which can only be satisfied
when there is a general free flow of expression. The benefits we receive from having
these interests satisfied (and the harms from not having them satisfied) will not be
easily overridden. Second, we have to ask ourselves not what in principle it might be
good to censor. We have to ask ourselves what in actual practice would be the
consequences of having policies in place that restrict access. It is at this point that
“slippery slope” and “chilling effect” arguments might have some force. The slippery
slopemaybeanactual andnot just a conceptualpossibility, if humanbeings in fact tend
not to be so good at distinguishing material they personally dislike from that which is
harmful.22 Also, there may be a genuine chilling effect on expression if people tend to
be overly cautious in avoiding social disapprobation. As Doyle (2001, p. 69) argues,
“For intellectual freedom tobegenuine, peoplemust have the confidence that theywill
not beharassed forwhat theypublish or seekout.”This is not to say that, even taking all
of this into account, using consequentialist reasoning will never lead you to think that
censoring is the right thing to do; nevertheless, the hurdle is quite a bit higher than one
might have thought.

24.5 CONCLUSION

In this chapter, I have proposed the following definition of censorship: restricting or
limiting access to an expression, portion of an expression, or category of expression,
whichhasbeenmadepublic by its author, basedon thebelief that itwill be abad thing if
people access the content of that expression.Avirtue of this definition is that it does not
make describing an act as “censorship” a discussion stopper. In other words, this
definition allows that there may be cases of censorship that are morally permissible or
even obligatory. People on both sides of a debate can agree that some action fulfills the
above definition and they can then go on to have the real conversation about whether
such an action is justified. This conversation requires that we look carefully at both
why access to expression is important and what the harms related to access might be.
Then we can think through the justifications for and against censorship in a clear and
systematic way.My hope is that this chapter has gotten us started on this more fruitful
approach to the issue of censorship.Ultimately, I believe that givenour strong interests
in access to expression and the reasonable concerns about human implementation of
policies that restrict access, cases of justifiable censorship will likely be relatively
rare.23

22Doyle (2001) also argues that more harm than good may be produced if we let people censor, because
whoever the “censor” is will be tempted to use this power in ways not justified by utilitarian reasoning.
23At least with regard to adult�s access to expressions. There are likelymore caseswhere it will be justifiable
to restrict children�s access. See the chapter by Mathiesen and Fallis in this volume for a discussion of
children�s rights to access information.
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CHAPTER 25

The Gender Agenda in Computer Ethics

ALISON ADAM

25.1 INTRODUCTION

The idea that gender is a major (possibly even the major) way of classifying and
ordering ourworld has been propounded by a number of authors, mainly, although not
exclusively, writing from a feminist position.1 The recognition of continuing differ-
ences between men�s and women�s lots, at home, in the workplace, and in education,
even in societies that have seen considerable opening up of opportunities forwomen in
the space of a generation or so, has been a major force in developing contemporary
feminist writing.2 Coupled with this, we continue to be fascinated by differences
between men and women, putative differences in behavior, differences in interests,
differences in management style, differences in parenting approach, and so on.
This suggests that, in the process of ordering and classifying our world into that
which is feminine, that is, belonging to or pertaining to women, and that which is
msasculine, that is, pertaining to men, wemay polarize this binary in a search for, and
perhaps even a maintenance of, difference.

How do the above issues relate to moral thinking? A large body of writing on
feminist ethics has sprung up in the last 30 or so years, developing from earlier grass
roots work on women�s rights and from theoretical developments in feminist philoso-
phy.3 The job of feminist ethics is twofold. First of all, it forms a substantial critique of
traditional ethical theories, which, it argues, can be seen as masculine in conception.
Second, it seeks to develop new feminist forms of ethics, derived, at least in part, from
the challenge to mainstream ethics but focusing on women�s moral experiences in

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.

1See Adam (1998).
2Wajcman, J. (1991). Feminism Confronts Technology. Polity Press, Cambridge.
3Tong (1993).
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order to make normative judgments on a wider range of issue, particularly those areas
where women have traditionally assumed a subordinate role or where they have had
negative experiences because of their gender.

As one of the leadingwriters on feminist ethics Rosemarie Tong 4 puts it, the job of
feminist ethics is, “. . . to create a gender-equal ethics, a moral theory that generates
nonsexist moral principles, policies and practices.”

To date, the focus of feminist ethics has tended to be women�s caring roles,
especially mothering.5 There are some theoretical problems with this focus,
particularly in terms of the emphasis on “ethics of care” that can be seen as
problematic as it reinforces women�s traditional self-sacrificing role while, at the
same time, emphasizing a level of control over those who are cared for. There have
been few attempts to apply feminist ethics to science and technology.6 However,
given the arguments above, it is important to extend the reach of feminist ethics to
domains beyond and wider than traditional caring roles because differences in
men�s and women�s experiences and potential inequalities between them have far-
reaching consequences beyond our roles as carers. This involves broadening the
scope of feminist ethics in theoretical terms that will extend its range, ideally by
making many of its many good ideas more widely applicable. This includes
building a bank of case studies in wider areas such as technology and the workplace
where a range of human and technological relations are evident, and demonstrating
that there are gender issues that are important across a wide spectrum of ethical
situations.

Computer ethics is a new area of applied ethics with a rapidly burgeoning portfolio
of ethical case studies and problems. In this chapter, I frame the question: “What
gender issues are involved in computer ethics and what contribution may feminist
ethics offer computer ethics?” In the following section, I briefly introduce the topic of
feminist ethics. The next section reviews existing research on gender and computer
ethics. This falls into twomain categories: empirical comparisons of computer ethics
decision making by men and women and other aspects of gender and computing that
have been considered in ethical terms in the literature—the latter usually involves a
consideration of the low numbers of women in computing. In forming a critical
analysis of these areas, I identify a number of gaps where extended discussion from a
gender perspectivewould benefit several current problem areas within the purview of
contemporary computer ethics. These include topics such as cyberstalking and
hacking. Finally, and more speculatively, I suggest what might be offered from these
ideas about gender analysis of computer ethics back to the theoretical development of
feminist ethics, framing the discussion on “cyberfeminism” as a possible locus for a
feminist computer ethics.

4Tong (1999), available at http://plato.stanford.edu/archives/fall1999/entries/feminism-ethics/ (accessed
24th November 1999).
5Puka (1993), Ruddick (1989).
6Adam (2005).
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25.2 FEMINIST ETHICS

Feminist ethics grew out of long-running debates about the special nature of women�s
morality that date fromat least the timeof Wollstonecraft�s7AVindicationof theRights
ofWomen in the eighteenth century andMill�s8 concerns about the virtue ofwomen in,
The subjection of women in the middle of the nineteenth century. Arising from an
interest on grass root issues such as sexualities and domestic labor, juxtaposed with
more theoretical concerns, the topic of feminist ethics was firmly put on the feminist
agenda by Gilligan�s9In a Different Voice, which is often regarded as the canonical
work of feminist ethics.

Care ethics is a cornerstoneofmost approaches toward feminist ethics.Gilligan�s In
a Different Voice was written to counter Freud�s notion, echoed in Kohlberg�s work,
that while men have a well-developed moral sense, women do not. Gilligan argued
instead that women often construct moral dilemmas as conflicts of responsibilities
rather than rights and that, in resolving such conflicts, they seek to repair and
strengthen networks of relationships. It has been immensely influential in spawning
the tradition of feminist ethics with a focus on the ethics of care, mothering, and
relationships as an approach particularly attached to women�s values. This signals a
commitment to responsibility rather than rights, the collective social group rather than
the individual, and an ethic based on caring rather than the supposedly impartial
individual reason of the Kantian moral agent.

This is the basis of an “ethic of care.” Indeed, the concept of an ethic of care has
emerged as a strong theme, if not the strongest theme, in feminist ethics. Jaggar10 has
termed it “a minor academic industry.”

Considerable debate continues to surround Gilligan�s work. Although she was
criticized and subsequently revised her position, her work has made an enormous
impact in the academy beyond the disciplines of ethics and psychology. When it was
first published its ideas appeared very radical. On the one hand she does claim that
women�s moral development is different from men�s, but on the other she argues that
traditional scholarship on ethical development is not neutral but is designed to favor a
masculine, individualistic, rationalistic, justice, and rights-based approach to ethics
over a feminine, communitarian, care-based approach. In other words, she argued that
the standard of morality that is valorized as the gold standard is based on a masculine
model of ethical reasoning.

In her original study, Gilligan claimed that her empirical research demonstrated
that women tend to value an ethic of care that emphasizes relationships and
responsibilities, while men value an ethics of justice that emphasizes rules and rights.
The evidence from a later study11 was not so clear cut, as the women in that study
focused equally on justice and carewhile only oneman espoused a care ethic. Gilligan

7Wollstonecraft (1988).
8Mill (1970).
9Gilligan (1982).
10Jaggar (1991).
11Gilligan (1987).
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saw her work as a refutation of Freud�s argument that women are somehow morally
inferior to men. As a development of Freud�s work, Kohlberg12 elaborated a six-stage
theory of moral development from Stage One, as a punishment and obedience
orientation, up to Stage Six, as an orientation toward universal moral principles as
described by Kant. Kohlberg found that women rarely get past Stage Three (interper-
sonal concordance), while men usually ascend to Stage Five (social contract legalistic
orientation). Such findings could be used to argue that women are less morally
developed than men. Gilligan questioned these findings to argue that Kohlberg was
really describing male rather than human moral development. In any case, much
hinges on the interpretations of Kohlberg�s study.

Although it is beyond the scope of this chapter to elaborate a detailed critique of
Gilligan�s work, Koehn13 notes that care ethics may not be unequivocally better than
the purportedly masculine justices and right-based ethics. Indeed, care- and justice-
based approachesmaybe complementary andwemaybe indanger of polarizingmen�s
and women�s experiences by emphasizing the differences between the two
approaches.

25.3 GENDER AND COMPUTER ETHICS—A MALE–FEMALE BINARY?

Turning to computer ethics, it is interesting that the topic of gender has received
relatively little attention to date. However, one major strand of research concentrates
on looking for differences inmen�s andwomen�s ethical decisionmakingwith respect
to computer ethics problems. It should be noted that such research does not appear in
the philosophically inclined computer ethics journals such as Ethics and Information
Technology; instead it belongs within a business and management research paradigm
that favors an approach based on statistical surveys andwhere rigor is highly prized.14

In forming a critique of this work, I am conscious that the criticisms I make could be
leveled at most statistical studies that treat gender in the way I describe below, and
therefore are more widely applicable than in computer ethics.15 Nevertheless, these
papers provide an approach toward ethical behavior in relation to gender that has been
explicitly applied to computer problems, and a number of them appear in information
systems journals, traditionally a place where some research on computer ethics
appears.16 I should make it clear that some of the argument that I make is not
specifically a “gendered” critique. For example, criticizing excessive use of student
populations and certain types of numerical survey are not, of themselves, gender
issues, and they are criticisms that might be leveled more generally at some types of
survey approaches to business and management research. My reason for alluding to

12Kohlberg (1981).
13Koehn (1998).
14Oakley (2000).
15Adam et al. (2001).
16Bissett and Shipton (1999), Escribano et al. (1999), Khazanchi (1995), Kreie and Cronan (1998), Mason
and Mudrack (1996), McDonald and Pak (1996).
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themhere is partly because they are part of the rounded story of this type of research on
computer ethics andpartly because they reinforce someof the critical elements thatare
clearly gendered in nature. Specifically, I argue that they serve to reinforce gender
stereotypes that are prevalent in this research.

Broadly speaking, the researchmethodology in such studies can be characterized as
follows.Apopulationofsubjects (in thesestudiesalmost alwaysa studentpopulation) is
surveyed by questionnaire and is asked to rate responses in relation to either a set of
questions or a set of artificial scenarios.Responses are usuallyYes/Noor rated against a
Likert scale (ascalewithanumberofpoints (3,4,5,ormore),whereoneendindicates the
most positive response and the other end indicates the most negative response). The
results are then analyzed quantitatively (some using little more than percentages, but
mostly using more sophisticated statistical methods). This may involve splitting out
variousethicalvariablesandratingsubjects’responsesagainst them.Theanalysis is then
turnedback fromquantitativemeasures intoqualitative conclusions,whichare, in some
cases, thatwomen aremore ethical thanmen in relation to computer ethics problems, in
other cases that there isnodiscernabledifference. Interestingly, noneof the studies I cite
found that men were more ethical than women. Sometimes, these results are related,
theoretically to Gilligan�s In a Different Voice, which is still the best-known work in
feminist ethics, but other prominent studies make no use of feminist or gender-based
ethics in terms of explanation.17 Interestingly, Gilligan�sworkwas the only substantive
reference to writing on feminist ethics that I discovered in any of these studies.

The above description is very broad brush, and one could argue that it is too
sweeping in its generalization of detailed studies from a researcher who clearly favors
qualitativeapproaches.Nevertheless, I hope to capture thepredominant style of a set of
studies that reflects its roots in the dominant North American business research
paradigm and to arguewhy such an approach is not appropriate for gender analysis nor
for computer ethics, without wishing to mount a broadside attack on an approach that
may be perfectly appropriate for other areas.

The studies ofKhazanchi andKreie andCronan,18 respectively,mirror several other
studies more focused on gender and business ethics19 in that they focus on student
audiences, using a questionnaire to elicit responses and analyzing these by standard
statistical techniques in order to find support for gender differences in ethical decision
making. Khazanchi�s aim was to understand whether gender differences influence the
degree towhich individuals recognize unethical conduct in the use and development of
information technology. To this end, a sample of undergraduate and graduate business
students was surveyed against a set of seven ethical scenarios and were asked to rate
these as to degree of “unethicalness.” These scenarios reflected categories comprising
the ethical responsibilities of IS professionals regarding disclosure, social responsi-
bility, integrity, conflict of interest, accountability, protection of privacy, and personal
conduct and were derived from earlier research. Subjects were asked to rate the

17Gilligan (1982), Bissett and Shipton (1999), Igbaria and Chidambaram (1997), Kreie and Cronan (1998),
Mason and Mudrack (1996), McDonald and Pak (1996).
18Khazanchi (1995), Kreie and Cronan (1998).
19Mason and Mudrack (1996), McDonald and Pak (1996), Reiss and Mitra (1998).
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unethical acts in each scenario against a 7-point Likert scale where 1¼“absolutely not
unethical” and 7¼“absolutely unethical,” with no labels for the intermediate range.
Khanzanchi then derived an aggregate score of “unethicalness” and correlated this
against gender. Despite concerns as to the external validity of using students in the
survey, he found that the women of his survey consistently outperformed the men in
identifying unethical actions across all his scenarios. “The present study shows the
ability to recognize (and ultimately resist) unethical actions involving IS dilemmas
rests in part on the nature of the ethical dilemma and differences in gender of the
adjudicator. The findings provide an insight into gender differences in the ethical
judgement of future leaders and managers in the management information systems
discipline.”20

Bissett and Shipton�s21 questionnaire survey of IT professionals studying part time
used a set of scenarios with respondents rating whether they would undertake similar
behavior on a scale of “always” to “never.” They found a small positive correlation
between female gender and a tendency to consider the feelings of others. By contrast,
Escribano, Pe~na, and Extremora�s22 survey of university students involved Yes/No
responses to a number of questions. They found the women in their survey far more
interested in the ethical aspects of information technologies than the men, despite the
fact that they used such technologies much less than the male respondents.

Probably themost prominent of empirical studies of gender and computer ethics in
the last decade is Kreie and Cronan�s research, which is published in the high-profile
periodical, Communications of the ACM, read by practitioners and academics.23

Although supplemented by later research on ethical decision making where gender
features as a variable,24 the earlier paper remains the most widely cited possibly
because of its position in awidely circulated periodical. In addition, it is very typical of
the genre I describe, and therefore worthy of close inspection.

These researchers explored men�s and women�s moral decision making in relation
to a set of computer ethics cases. The examples were, by and large, not blatantly
criminal but were designed to reflect the situations we are often presented with within
the workplace where extensive computer systems and networks are pervasive, for
example, viewing sensitive data, making an electronic copy. The main research
method in the study involved asking respondents to rate their responses against a
set of influential environmental factors such as societal, individual, professional, and
legal belief systems. In addition, there are so-called “personal values.” The authors
proposed these factors to be those that influence ethical decision making. As is
typically found in similar studies, a student population was surveyed and asked to rate
whether the behavior described in a given scenario was acceptable or unacceptable.

Following the survey, it appears that some discussionswith students helped explain
judgments about thevarious scenarios. Respondentswere also asked about theirmoral

20Khazanchi (1995), p. 744.
21Bissett and Shipton (1999).
22Escribano et al. (1999).
23Kreie and Cronan (1998).
24Kreie and Cronan (1999).
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obligation to take corrective action andwhether knowledge of negative consequences,
for example, a fine or reprimand would affect what a person should or should not do.
For each scenario, the respondents were asked which set of values, for example,
personal values, societal, environmental, influenced their decision most. The authors�
conclusion was that most people were strongly influenced by their personal values.
Kreie and Cronan25 conclude that “men and women were distinctly different in their
assessment of what is ethical and unethical behavior. For all scenarios, men were less
likely to consider a behavior as unethical. Moreover, their judgement was most often
influenced by their personal values and one environmental cue—whether the action
was legal. Women were more conservative in their judgements and considered more
environmental cues, as well as their own personal values.”26 The authors make
suggestions as to the policy implications of these results: “From the manager�s
viewpoint, men may be influenced more effectively through statements of what is
legal (or not). Women might be effectively influenced by passive deterrents (policy
statements and awareness training of unacceptable ethical behavior).”

Some of the findings of this study are reinforced by Leonard�s and Cronan�s later
work,27 which is based on Kreie and Cronan�s28 attitudinal model. This model
postulates that attitudes toward ethical behavior can be brokendownalong dimensions
of belief systems, personal values, personal, professional, social, legal, and business
environments, moral obligation, and consequences. Although this study focuses on
attitudes toward ethical decisionmaking rather than on ethical decisionmaking per se,
it is very typical of the genre of study described here in that a student population�s
attitudes are subject to statistical sampling, where gender is regarded as one of the
variables explaining attitude difference.

25.4 GENDER AND COMPUTER ETHICS STUDIES

These studies belong to a particular genre of research strongly representative of the
business and management literature, a style of research that perpetuates its approach
without substantial inroads from other types of research.

While statistical sampling of large populations remains an a important approach
toward understanding some sorts of research questions, there are problematic aspects
in all the studies reported under this banner. In the detailed critique below, I outline the
critique in the form of a set of critical elements. The first two, viz. the question of how
appropriate it is to survey a student audience and the perennial concern of quantitative
versus qualitative research, are research issues that must be addressed by any
researcher of business and management topics. They are not “gendered” issues as
such, although I do argue that they reinforce problematic gender stereotypes. The next
element, namely, what one is surveying in ethical terms, that is, general ethical

25Kreie and Cronan (1998), p. 76.
26Kreie and Cronan (1998), p. 76.
27Leonard and Cronan (2005).
28Kreie and Cronan (1999).

GENDER AND COMPUTER ETHICS STUDIES 595



behavior, ethical decisions, or something else, is relevant to empirical research on
ethics. Finally the question of how gender is dealt with theoretically is relevant to all
social studies of gender. Hence, it is the intersection of these four vectors that forms a
critique of gender and computer ethics empirical research.

25.4.1 Student Population

In every one of the studies detailed above, including the latest study by Leonard and
Cronan,29 a student population was surveyed. Although it is clear that in some of the
studies the students also worked or had work experience, the tendency to utilize and
then generalize from a student population is still problematic.

This is amethodological issuebecause, asMasonandMudracknote, thismaygivea
certain homogeneity to the results obtained as the sample is clearly not representative
of a general population.30 But there is a wider issue that can be cast as an ethical
question. If we use our students in thisway,wemay take advantage of thembecause of
the power differential between student and teacher. I am not arguing that this is a
specifically gender question, rather that this is a problem that can be found in all the
gender and computer ethics studies I surveyed and it appears to be prevalent in much
business andmanagement literature, not just in the research that forms the focus of this
chapter. Interestingly, I have not found the question addressed in any empirical studies
of the type describedhere.A student and a teacher do not stand in the same relationship
as a researcher and a member of the public. The teacher grades the student�s work and
gives testimonials for future employment or education. A student may feel unable to
opt out of the research, to make their view felt by consciously not taking part as a
member of the publicmight do.Additionally, given that students becomevery adept at
telling their teacherswhat they think theywant to hear under theguise of “examination
technique,” there is the question of whether a student will apply the same process to a
teacher�s research survey, consciously or otherwise.

The raison d�etre of the critical wing of management and information systems
research rests on exposing differences in power.31 However, at the other end of the
spectrum, it is important that more traditional approaches do not ignore questions of
power. There must be ways of being confident about the use of statistical approaches
while still acknowledging such issues. This also raises the question of how far one can
expect results to be reproducible in populations drawn from outside the student body.
For instance, would the same questions applied to a sample drawn from the general
public, or from a professional group, produce a similar result? If not, there is some
“tacit knowledge” in relation to being a student and how that affects the results, which
is not being made explicit in this approach.

29Leonard and Cronan (2005).
30Mason and Mudrack (1996).
31Howcroft and Trauth (2005).
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25.4.2 Quantitative Versus Qualitative Research Methodologies

All the studies detailed above were similar in approach, in that they all employed
questionnaire surveys, eitherwith a binary “Yes/No”or 5-point or 7-point Likert scale,
which could then be analyzed quantitatively for statistical significance. Such an
approach reflects thedominant quantitativeparadigmofmanagement and information
systems research. Nevertheless, it is interesting that this style of research never
questions research methodology (the hegemonic approach that does not demand
explanation in the research literature), whereas it is quite common to see research
papers reporting interpretiveandcritical research in business andmanagement (not the
dominant paradigm, therefore having to make more effort to justify itself) with
extended discussions of research methodology.

While acknowledging the value of statistical studies, nevertheless there are clear
problems with such an approach in the studies I consider. Only the Bissett and
Shipton32paper points to theproblemofwhetherwhat people say theydo is the sameas
what they do in a real-life situation. This may be evenmore of a problem than usual in
the present set of studies, as respondents are explicitly asked whether they would
behave in some potentially immoral or even illegal way. In other words, respondents
are not being asked to choose between categories that are anything like neutral. It is
naturally tempting to cast oneself asmoremoral in the questionnaire than onemight be
in real life.

This is clearly averywell-troddenpath in all social research,where thequantitative/
qualitative or positivist/interpretivist battle continues to rage.33 Within the social
sciences, and in business and management research, there continues to be debate over
the validity of quantitative methods—surveys and statistics—versus qualitative
methods such as interviews and observation. Broadly speaking, quantitative ap-
proaches map onto what might be termed the “positivist” paradigm, which assumes
an objective world that is amenable to measurement. This is often regarded as the
method of the sciences. Although qualitative approaches are used under the positivist
banner, they are more often associated with an interpretivist or constructivist ap-
proach, which looks to the research subjects� interpretations of their world and which
sees knowledge as being socially constructed.

We should not ignore the power of the academy, especially in the United States, in
shaping such matters into a certain type of mold fromwhich it is difficult to escape, at
least if one wants a permanent, tenured position. Within business and management
research, at least, the positivist tradition dominates and many academics feel obliged
to follow it. Despite the preponderance of quantitative approaches to gender and
computer ethics decision making, the issue of the appropriateness of statistical
methods applied to ethics cannot be ignored and points to the need for a wider
consideration of the appropriateness of other research methods.

There is the question of what responses on a numerical scale actually mean and
whether subjects can reliably attach meaning to the individual intervals in a 7-point

32Bissett and Shipton (1999).
33Oakley (2000).
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scale. Is 1¼“absolutely not unethical” the same as “absolutely ethical” or not and does
it differ from2¼“not quite so absolutelyunethical?”Shadesof ethicalitywouldappear
to be conceptually clumsy, very hard to define, and not necessarily verymeaningful. I
am not suggesting that a qualitative approach could be used here where the numbers
are just replaced bywords. Rather, I argue that a qualitative paradigmwould approach
the whole question quite differently.

Although from my comments above one would not expect the dominant quantita-
tive research paradigm to be challenged, nevertheless it is interesting that none of the
authors in these studies considers the possibility of interviewing or using ethnographic
techniques such as participant observation.34 Such research is expensive. Participant
observation requires an often lengthy period immersed in the culture under study.
The observer becomes part of and participates in the culture. But, at the same time,
the observer must retain a degree of strangeness from the culture under study,
otherwise he/she will begin to take for granted aspects of that culture that need to
be analyzed and made explicit. For computer ethics, the promise of participant
observation lies in the potential towitness ethical reasoning and behavior as it happens
in the field. Thismay reveal it to be a processwith amuchmore complex and less clear-
cut structure andwhichmaynot even result in adecisionat all,whencomparedwith the
instant Yes/No decisions prompted by questionnaires. This is a point that will be
reconsidered below where ethical behavior is reconsidered.

One cannot help but note not only that interviewing and participant observation are
much more time-consuming techniques but also that their results are much less
amenable to rendering into numerical form. Questionnaires can be made to yield
numbers that can then be fed into the statistical mill no matter what the validity of the
original qualitative assumptions on which they were based. The research is then
distanced from its foundations that are not subject to scrutiny.

In performing a quantitative analysis of qualitative elements, the studies described
above appear to be falling prey to the common assumption prevalent in business
studies, computing, and information systems, which I have criticized elsewhere,
namely that objective factors are available and that these can be easily and unequivo-
cally identified.35

Indeed, in theKreie andCronan study and the later paper byLeonard andCronan,36

there is the additional assumption that, even if such factors do have some reality as
discrete factors, we can reliably separate out our beliefs and rate them against things
such as social, psychological, or religious beliefs. Can we do this in such a way that
each belief system can be identified in an individual�s response and can be treated
separately?Apart fromquestioning thevalidity of such a factoringprocess, I argue that
it allows authors to hide behind the apparent authority of their statistics, obviating the
will to develop amore thoroughgoing conceptual, theoretical analysis. In otherwords,
numbers cannot replace theoretical, conceptual explanations.

34See Forsythe (1993).
35Adam (1998).
36Kreie and Cronan (1998), Leonard and Cronan (2005).
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The qualitative/quantitative conundrum, to which the above discussion suggests
gender and computer ethics empirical studies continue to fall prey, is part of a larger
debate between qualitative and quantitative research methodologies. This discussion
applies not just to work in gender and computer ethics, although it is starkly visible in
the studies I outline above, but is more generally a part of research in information
systems and business. Oakley37 points out that this debate has been a long-running
issue in the social sciences. She argues that it is not nearly as clear-cut as it appears as it
is impossible to be completely qualitative, for example, we talk of “some,” “more,”
“less.” Similarly, it is impossible to be completely quantitative as our quantities are
quantities of some quality. Despite this, the debate has assumed an unwelcome
polarity, a kind of “paradigm war.” Inevitably, one side tends to dominate, and in
many parts of the social sciences, good research is thought of in terms of quantitative
research.

Although the debate has rumbled around the social sciences for some time,
somewhat belatedly the qualitative/quantitative debate has filtered into business and
management, computing, and information systems research, where the two camps are
seen as “hard” and “soft,” roughly translating into quantitative and qualitative and
where the “hard,” or quantitative, enjoys a hegemony with quantitative techniques
favored in North America, and qualitative approaches more prevalent in Scandinavia
and Western Europe.38

A brief example of a qualitative study on gender and computing can be found in a
research project onwomen in the ITworkplace.39 The researchers undertook a number
of in-depth interviews with women working in IT in the UK. They found that their
respondents reportedmuchdiscomfortwith being awomen inwhat theyperceivedas a
masculine workplace. They adopted a number of coping strategies, one of which
involved conscious attempts to “neutralize” their gender, for example, by wearing
androgynous clothes such as jeans and tee shirts, adopting a “tough” style of talking
and acting.

25.4.3 What is Ethical Behavior?

Taken together, the above considerations imply that empirical research in this area
focuses on discrete ethical acts that are assumed to be readily identifiable andwhere it
is assumed that an unequivocal rating of how ethical the act is can bemade. The use of
questionnaireswith numerical scales forces us to look at theworld in thisway, so this is
a problemnot just for characterizing ethical behavior but for characterizing any type of
behavior where we use such questionnaires. The particular question for studying
ethical behavior is how far it is meaningful to frame ethical behavior in this way.

Ifwewere to focus on the ethical process, rather than the endpoint of the ethical act,
this would make the result of the ethical act less important per se, as quite different
approaches can arrive at the same result through different routes.

37Oakley (2000), p. 31.
38Fitzgerald and Howcroft (1998).
39Adam et al. (2006).
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The studies I survey above rarelymake their underlying ethical position explicit. So
while, as I argue below, gender is undertheorized, so, too, is ethics. Some ethical
behavior may be in the form of a well-defined judgment as towhether a discrete act is
ethical or not. This kind of ethical behavior may therefore be more amenable to
mathematical manipulation. But it is doubtful whether much ethical behavior is
amenable to neat formulation.

Lookingmore squarely at a broad range of ethical behavior suggests that wewould
have to bemuchmore sophisticated about our theorizing.My comments about this are
not purely directed at research on gender. However, I want to argue that this style of
research brings with it a view of the world that packages up complex concepts in an
overly simple way.

In this research, gender is treated as a unitary, unanalyzed variable. Apart from any
other reason this tends toward essentialism, that is, the assumption that men and
women have essential, fixed, natural, and even possibly biological, characteristics.
The question of essentialism is complex, and space does not permit an extended
discussion. Nevertheless, I do want to claim that essentialism can be dangerous, for
men and women, as it can let in, through the back door, all sorts of unchallenged
stereotypes, for example, thatwomenare less adept at using technology thanmen,men
are more focused on careers than are women. One hopes that the audience for such
research is sufficiently sophisticated to recognize and reject simple stereotypes;
nevertheless, it is interesting to find gender stereotypes abounding in these studies
as the following section discusses.

The fact that a proposition tends toward essentialism does not necessarily make it
objectionable, of itself.My argument is rather “where dowe draw the line?”Wewould
not be able to agree. For instance,wemayassume that there are certain fixedbiological
characteristics that men and women have. However, how do we classify individuals
with “gender dysphoria,” that is, the experience of knowing one is awoman trapped in
a man�s body or, conversely, knowing one is a man trapped in a woman�s body?
Apparently clear biological characteristics are sometimes not so clear.

Additionally, we could look at seemingly innocuous statements such as “women
can become pregnant; men cannot become pregnant.”Clearly, there are many steps in
between noting that (only) women can become pregnant and possible discrimination
because of that fact. Yet, as I write, a new report on the UK workplace40 notes that
women with young children face more discrimination in the workplace than disabled
people or those from ethnic minorities. The report cites a survey of 122 recruitment
agencies that revealed that more than 70% of them had been asked by clients to avoid
hiring pregnant women or those of childbearing age. My claim is that apparently
innocuous facts that are regarded as essential qualities of men or women may
ultimately lead to behavior that is repressive.

None of the studies related above is substantially reflective on the adequacies of
their data gathering methods. Yet my arguments imply that, in the longer term, if we
wish to gather data about real moral behavior in the field we must turn to more
anthropologically inspired methods, in particular, forms of ethnography and

40Equalities Review Panel (2007).
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participant observation where the observer participates and becomes part of the
culture. Such an approach is likely to yield much richer accounts of ethical behavior
than can be gained solely by questionnaire-type surveys. Additionally, the use of
observational techniques is likely to move the focus of ethical behavior away from
discretely identifiable moral acts as the primary activity in acting morally. The
emphasis on discrete ethical acts can be seen as part of a mechanistic, Tayloristic
view ofmanagement that regards a goal, achieved through a set of rational steps, as the
primary activity of the manager. This puts the position rather starkly; nevertheless, the
rationalist view of management has proved extraordinarily tenacious and difficult to
challenge.

25.4.4 The Undertheorizing of Gender and Ethics

The arguments above suggest that existing work on empirical research on gender
and computer ethics is substantially undertheorized both in terms of gender and in
terms of moral behavior in regard to computer ethics issues. Part of the problem is
that the field is far more fragmented than I have presented it in this review. By and
large, the studies I discuss here do not appear to “know” about one another, and they
refer to neither philosophically inclined ethics research, critical management
research that focuses on power, nor feminist ethics. There is little sense of a
tradition where one study builds on another; wheels are continually reinvented. A
second aspect of the weak theoretical base of this research is displayed in the way
that, for some of the papers reviewed, as I suggest above, the authors end up making
often unwarranted stereotypical generalizations that do not appear to follow from
their research, by way of conclusion. For instance, Kreie and Cronan41 conclude
from their study that women are more conservative in their ethical judgment than
men, and that they might be best served by passive deterrents toward unethical
behavior, while men might require more substantive ethical deterrents.

It is hard to see why women�s apparent tendency toward more ethical behavior
should make them more conservative. There appears to be a jump in reasoning here
with several steps skippedover. “Conservative” in this contextmeans less likely to take
risks and more likely to conform to established societal norms. This does not follow
from the research issues involved in these studies but starts to look like a stereotypical
judgment about an expectation of men�s more “laddish” behavior against a “well-
behaved” female stereotypewherewomenare seen as guardians of society�smorals. In
this case, such “bad behavior” might be seen as more acceptable for men than for
women. It is against just such a stereotypical judgment that feminist ethics seeks to
argue. Similarly Khazanchi�s42 conclusion is that women are better able to recognize
“and ultimately resist” unethical behavior. However, it is not clear why the ability to
resist unethical behavior should necessarily go along with the ability to recognize it.
Once again this conclusion smacks of gender stereotypes ofwomen�s “good” behavior
ormoral virtues. Of course, one could argue that it hardlymatters that women are seen

41Kreie and Cronan (1998).
42Khazanchi (1995).
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as more morally virtuous than men. However, what happens if women are penalized
for not living up to saintly expectations?Aman stepping out of linemight be let off the
hook, if it is felt that he could not help hismasculine instincts.Yet theremay be harsher
sanctions for women who will not stay within the confines of traditional feminine
behavior.

Aclear exampleof theproblemofanapproach that carries stereotypical, unanalyzed
attitudes togenderwithafactoringapproachisevident inLeonardandCronan�s 43study,
where they report that women�s attitudes to the ethical behavior depends not only on
moral obligation in all the cases in the study but also on various other influencers
depending on the case.

By contrast, men�s responses were more uniform, depending primarily on moral
obligation, awareness of consequences, and personal values. The conclusion is that
“males have a given set of parameters when assessing a situation, whereas females
adjust their parameters depending on the situation.”44 It is worth looking at this
conclusion in some detail as it highlights the problematic aspect of this research. First,
the conclusion is drawn that the data implies that women adjust their parameters while
men do not. But the researchers have not captured any data on women making
adjustments to their moral outlook; rather, they assume that this is what the data
implies. It maywell be that their assumed “factors”model of ethical belief does not fit
very well for women as it is based on a masculine approach to ethics. Various
inferences can be drawn from these findings. Nevertheless, as a minimum the model
does makewomen appear more changeable, while men appear to be more constant in
their approach.

Clearly, this could be interpreted in different ways. It could be seen as casting
women in a positive light, perhaps being more sensitive to subtle ethical nuances.
However, if one returns to Gilligan�s45 critique of Kohlberg�s46 model of ethical
maturity, which purported to find men more morally mature than women, then
women�s supposed tendency to change their minds could be cast as a negative aspect
of their moral reasoning. Gilligan�s argument was rather that women tended to have a
different approach to ethics based on caring and relationships rather than a justice and
right-based approach (traditionally seen as the highest form of ethical reasoning and
more associatedwithmen). So in Leonard andCronan�s study, a different set of factors
based more on feminine rather than masculine values might have made the women in
the study appear more constant and less changeable. Indeed, an alternative research
approach would have been to use grounded theory,47 which would have let relevant
concepts emerge from the data rather than starting off with an assumed model of
ethical reasoningwhere respondents were required to rate their responses against a set
of factors.

43Leonard and Cronan (2005).
44Leonard and Cronan (2005), p. 1167
45Gilligan (1982).
46Kohlberg (1981).
47Strauss and Corbin (1997).
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But the most significant aspect of the undertheorizing problem relates to the way
that this research makes so little reference to the, by now, quite substantial body of
research on feminist ethics that could be used to help explain results. We can take
citation of Gilligan�s In A Different Voice as a kind of minimum level of reference to
feminist ethics. Of the research reviewed above, only McDonald and Pak, Mason and
Mudrack, and Bissett and Shipton48 refer to it, and, indeed, it is the only work of
feminist ethics referred in any of the studies. Although academic disciplines so often
run on parallel trackswith little intersection, it is surprising how far these studies avoid
feminist research.

Surprisingly, neitherKreie andCronan nor the later paper of Leonard andCronan49

makes reference either to Gilligan or to any other part of the large body of writing in
feminist ethics,whichmight have helped themexplain their results. Indeed, theymake
no attempt to explain why their research apparently reveals differences between men
and women. This is all the more surprising given that Gilligan�s work is very widely
known over a number of domains, unlike other work in feminist ethics. Importantly,
had these authors engaged with the debate surrounding Gilligan�s work, which also
centered round an empirical study, they would have been able to apply not only her
arguments but also the criticism of her arguments to good effect on their own study.On
the latter point, Larrabee50 notes that one of the criticisms of Gilligan�s research was
that she askedher respondents towork throughanumberofartificial case studies rather
than observing themmaking real, live ethical decisions. As I have argued above, this is
difficult research to undertake, it requires a time-consuming observational approach
rather than a survey, and it raises unsettling questions as to the focus of so much
management research on decision making or reported attitudes.

A similar concern applies with Kreie and Cronan�s study.51 Asking respondents to
approve or disapprove of a scenariowhere software is copied illegallymaywell invoke
disapproval in subjects. Although some people regard intellectual property rights as
illegitimate, many will want to be seen as good software citizens.

However, just like driving slightly above the speed limit, small-scale software
copying is rife, and this study just does not get at subjects’ moral decision making and
the processes behind that decision making in real scenarios where they may be faced
with the decision of whether or not to copy some desirable and readily available piece
of software, where, on the face of it, no harm is done if the copy is made. To some
extent, this is recognized in the later Leonard and Cronan study, where respondents
appeared less concerned with legal climate than in earlier work, although it is not
clear why this should be the case. Questionnaires and interviews are problematic.
Researchers can never be sure if people will respond to a “live” situation in the same
way as they havedetailed in the questionnaire. Indeed, as individual respondents, none
of us can be sure thatwewill behave thewaywe thoughtwewould and thewaywemay
have described, in all good faith, in a questionnaire.

48McDonald and Pak (1996), Mason and Mudrack (1996), Bissett and Shipton (1999).
49Kreie and Cronan (1998), Leonard and Cronan (2005).
50Larrabee (1993).
51Kreie and Cronan (1998).
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Although these questions always dog social science data gathering, there are
special reasons why there are particular problems with gathering ethical data. This
relates to the gap between “is” and “ought.” We may well recognize good ethical
behavior and therefore respond accordingly in a questionnaire, but we may not have
themoral fiber to stick to ourgood intentionswhen facedwith a real-life situation.This
is likely to bemore apparent at the “petty crime” end of the scale. For computer ethics,
small-scale software copying provides a good example of something that is not legal
yet is endemic and causes perpetrators little loss of sleep.

This is much like the argument in Nissenbaum�s52 “Should I CopyMy Neighbor�s
Software?” On the face of it, taking the viewpoint of standard ethical positions, the
answer appears to be “no.”But followingNissenbaum�s detailed arguments shows that
the answer is not nearly so clear-cut when one probes the reasons for copying or not
copying in more detail. The binary approval/disapproval in Kreie and Cronan53 or
scales of approval and disapproval invoked by Likert scale studies evoke too sharp a
Yes/No response. Indeed, there are hints that the researchers found the responses too
clear-cut in this study where the authors decided to go back and interview groups of
students as to how they arrived at decisions. In other words, these authors find
themselves obliged to go back in order to probe the processes behind the decisions.

25.5 WOMEN IN COMPUTING—AN ALTERNATIVE APPROACH

A substantial literature of empirical studies on the low numbers of women in IT and
computing has grown up in the last 30 or so years. To some extent this can beviewed as
a spillover from information systems and computing research on barriers and
“shrinking pipelines,”54 which tends to see the gender and ICT problem as one of
women�s access to ICTs and their continuing low representation in computing all
the way through the educational process to the world of work. Indeed, if one talks of
women and computing or gender and computing, it is the question of low numbers
of women that many people regard as the issue. This is undoubtedly a problem
(although not the only problem) and worthy of serious consideration. Until recently,
such research found voicemore substantially in the research areas of work, education,
psychology55 and on the fringes of computing disciplines.56 However, papers in this
general mold are beginning to appear in ethics journals and computer ethics con-
ferences, suggesting that authors are starting to cast thewomen and computing access/
exclusion problem as an explicitly ethical problem, although this is not how the area
has been traditionally seen in the past.57

52Nissenbaum (1995).
53Kreie and Cronan (1998).
54Camp (1997).
55Brosnan (1998).
56See Lovegrove and Segal (1991), Grundy (1996).
57See Panteli and Stack (1998), Panteli et al. (1999), Turner (1998), Turner (1999).
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Studies that discuss the low numbers of women in computing have been criticized,
in the past, for adopting a traditional, liberal position that characterizes the gender and
computing problem in terms of educating, socializing, and persuading women rather
than challenging the subject matter and deeper structures of the subject.58 A liberal
position assumes the neutrality of the subject—here computing—and further assumes
that it is just a question of attracting more women into the discipline for equality
between men and women to prevail. This is a classic “add more women and stir”
argument, but it does nothing to tackle the underlying structural reasons why women
are absent from the discipline.

Apart from anything else, a liberal argument, by leaving the organization of the
computingprofessionunchallenged, does little tooffer ameansofalleviatingwomen�s
position in relation to computing education and work. Furthermore, campaigns to
attract women based on such a position do not appear to work. I do not want to imply
that all the gender and computing research I cite above suffers from it. Interestingly,
because suchwork is beginning to view itself as ethics research it sidesteps some of the
criticisms of liberalism because there is a growing realization that deeper, structural
issues are involved in the question of women�s inequality.

Although thewomanand computing problem is not new, it is still there.Numbers of
women thoughall levelsof computing remain low,meaning thatwomenare still absent
from employment in well-paid and interesting careers for whatever reason, and so it is
a problem yet to be adequately addressed.

Casting this more as an ethical problem than an access problem starts to make the
issue look less like a question of why women are not, apparently, taking up the
opportunities being offered to them; in other words, it is not the relatively simple
“liberal” problemof running publicity campaigns to attractwomen into the discipline.
It ismore of an ethical and political problem of potential exclusion even if exclusion is
not intended. In otherwords, itmoves the onus for change away fromwomen, and their
apparent failure to take up challenges, toward the computer industry�s failure to
examine and change its potentially exclusionary practices. For instance, in research
undertaken with my colleagues,59 we found an example of a woman physically being
barred from the laboratory that she managed. Furthermore, we found a working
environment in computing that was often hostile towomen, exacerbating the tendency
of experiencedwomen to leave an IT jobmid-career. This serves to act as an important
reminder of how little has changed for women in the computing industry in the last 20
or so years. Hence, casting the problem of women and computing explicitly as an
ethical problem rather than purely as a failure on the part of women to take up
opportunities has the positive effect of potentially strengthening the political
dimension.

Another, again barely explored aspect of computer ethics in relation to gender
relates to education. Turner60 describes her battle to produce a gender-inclusive
computer ethics curriculum, an effort that appears to be unique. It may only be when

58Henwood (1993), Faulkner (2000).
59Adam et al. (2006).
60Turner (2006).
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we see gender integrated into the curriculum rather than as a kind of “bolt on” that we
may have a better basis for future work.

Slender though this body of research may be, it raises many important theoretical
concerns for a computer ethics informed by feminist theory to explore further—
professionalization and professionalism, the masculinity of expertise, experiences of
democracy and freedom, accountability and responsibility, how ethics educationmay
be augmented to include gender issues—and thereby points the way toward a more
thoroughgoing theorizing of gender and computer ethics issues.

25.6 GENDER AND COMPUTER ETHICS—CYBERSTALKING
AND HACKING

With the additional consideration of a few more recent papers, the above discussion
represents the conclusions I had arrived at as to the current state of research on gender
and computer ethics while completing my book on the subject, Gender, Ethics and
Information Technology. In that work, I issued a plea for more substantive empirical
work on computer ethics topics informed by a gender analysis, in the hope that this
could strengthen theoretical dimensions of the topic. I also hoped to see the debate
moveonbeyondattempts to search for differencesbetweenmen�s andwomen�s ethical
decisionmaking. Furthermore, it is clearly desirable to develop gender and computing
research, in new directions, beyond a concentration on low numbers.

There are some clear candidates for a more extended gender analysis among
computer ethics topics. Although it is beyond the scope of this chapter to examine this
in detail, inGender, Ethics and Information Technology, I argue that61 theoretical tools
could include not just feminist ethics but also feminist political and legal theory,where
the intention is to see computer ethics problems not just in moral terms but also in
social, political, and legalways.One effectwouldbe to givea better theoretical armory
with which to uncover power relations, an important part of any analysis along gender
dimensions, to be used alongside ethical theory.

Cyberstalking, or the stalking of an individual by means of information and
communications technologies, represents an important computer ethics topic for
feminist analysis. Although the majority of perpetrators are male and the majority of
victims are female, this point is rarely adduced as an important element of the
phenomenon requiring explanation. Notably, the policy document produced by
Attorney General, Janet Reno, under the Clinton administration, notes the statistics
without explanation, preferring to see the phenomenon more in terms of “bad for
business,” in otherwords, a potential deterrent to the spread of electronic commerce.62

Later research echoes this surprising avoidance of the centrality of the gender
dimension of cyberstalking.63 A feminist analysis of the phenomenon draws on

61Adam (2005).
62Reno (1999).
63Bocij and Sutton (2004).
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writing from feminist politics64 to argue that we should look to the well-worn split
between public and private, noting that historically the concept of privacy has related
differently towomen and to men. For instance, note theway that married women only
won the right to property, person, and children well into the nineteenth century, as the
state was reluctant to interfere in the privateworld of the home, traditionally women�s
domain. DeCew65 notes that, as women have traditionally had few rights to privacy, it
is not always easy to seewhen their rights are being transgressed. Thismay contain the
seeds of an explanation as towhyofficial bodies are reluctant to see cyberstalking as an
issue that is especially problematic for women and that may need special measures to
counteract it because of this.

Cyberstalking is a fairly obvious candidate for a gender analysis as there are clear
ways in which women andmen have different experiences in relation to it. However, I
argue that a thoroughgoing gender analysis, informed by feminist ethics, may offer us
an enhanced understanding of other computer ethics topics. One such topic is hacking.
Hacking iswell known to be largely amasculine phenomenon. Indeed, the interest that
has been shown in finding elusivewomen hackers could lead us to believe that the low
number of women hackers, paralleling the low number of women in the computing
industry, was all there is to a gender analysis of hacking.66

However, a feminist analysis of the hacker ethic reveals how masculine in
inspiration the hacker ethic appears to be.The“hacker ethic” is a complexphenomenon
that can be explored along several dimensions. In terms of a gender analysis, possibly
the most importance element is the hacker ethic�s pretensions to egalitarianism.

25.6.1 Are Hacker Communities Egalitarian?

By the term “hackers” I include both the original meaning of those who apparently
spend their waking hours engaged in computer-based activity and also the later
meaning of the term that includes illegal breaches of security.67 The lack of women in
hacking appears to be a perennial source of interest.68 Levy�s Hackers is the earliest
substantial work on the hacker phenomenon. It is an eloquent description of the
masculinity of the early hacker world and has been immensely important in raising
awareness of the history of hacking. Levy was one of the first commentators to
question the paucity of women hackers. He notes, “Even the substantial cultural bias
againstwomengetting into serious computing does not explain the utter lack of female
hackers.”69Yet, apparentlywithout irony, this quote is juxtaposedwith theobservation
that “hackers talked strangely, they had bizarre hours, they ate weird food, and they
spent all their time thinking about computers” and a long, and unfortunately detailed,
description of a male hacker�s personal hygiene problems. More importantly, even

64DeCew (1997).
65DeCew (1997).
66Taylor (1999).
67Levy (1984).
68Taylor (1999).
69Levy (1984), p. 84.
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taking into account women�s actual physical presence in hacking activities, Levy is
unaware of the way in which his text renders women invisible.The Who�s Who at
the beginning of the book includes 3 women, 52 men, and 10 computers. Some of
the computes are described in terms of their relationship to men (e.g., Apple II and
SteveWozniak), but all of the women are someone�s wives. Hence women, if they do
appear, are defined in terms of their relationship to men, even when they have expert
hacking credentials. Women are, therefore, largely invisible in this important early
work.

An early anecdote involving a woman and programming demonstrates howwomen
may be excluded from the hacker world. Despite the fact that this particular woman,
Margaret Hamilton, was an expert programmer (shewent on to manage the computers
on board the spacecraft of the Apollo moon shot), she is designated by the pejorative
term, “Officially Sanctioned User.”70 At MIT, she used the official assembly level
language supplied on the DECmachine, not the hacker-written language that had been
developed by theMIThacking group. So,when the hackers of the “MidnightComputer
Wiring Society” altered the hardware of the DEC machine one night to run their own
programs, hers failed to work the next day. Naturally, she complained, and hardware
alterations were officially banned, although in practice, eventually tolerated. The
episode was designated the “Great Margaret Hamilton Program Clobber.”71 Although
she clearly had considerable programming expertise, and therefore could be expected
to achieve some measure of respect, she was an official user, thereby belonging to the
official world that was the antithesis of hacking. She used the despised official
programming language. She kept daytime hours, rather than joining the nocturnal
world of the hackers. Her complaint and the subsequent banning of nocturnal hardware
alterations, although initially upheld, gradually reverted to the status quo. The hackers
were described as “playful,” and the incident was cast as a prank.

Levy72 details the central tenet of the hacker ethic. “Hackers should be judged by
their hacking, not bogus criteria such as degrees, age, race, or position.” Interestingly
the categories “gender” and “able-bodiedness” are absent, though it would be
reasonable to conclude that “such as” could include these categories. Levy continues:
“This meritocratic trait was not necessarily rooted in the inherent goodness of hacker
hearts—it was mainly that hackers cared less about someone�s superficial character-
istics than they did about his (sic) potential to advance the general state of hacking.”

We may challenge the egalitarian rhetoric of hacking where it is assumed that
hacker communities are largely meritocracies where race, gender, and so on, are
unimportant. Indeed, we might question how such a rhetoric of equality arose in the
first place. Part of the answermay lie in theway that hackers cast themselves as a new,
alternative political movement challenging the existing order with all its baggage of
racism, sexism, and repression. However, just because a political movement chal-
lenges a nonegalitarian orthodoxy, this does not mean that it is free from the
instruments of oppression itself.And thiswouldbe especially problematic for hackers,

70Levy (1984), pp. 96–97.
71Levy (1984), p. 97.
72Levy (1984), p. 43.
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where many are not involved politically and others are only loosely organized along
the political dimension.

The related notion that democracy is a spontaneous property of new Internet
communities has been criticized by a number of authors.73 The point here is that there
is little evidence that equality and democracy should be treated as spontaneously
emergent properties of new communities whether they be political or occupational
groups.

This is a typical liberal expression of equality, rather in the vein of the employment
adverts that claim equal opportunities regardless of ethnicity, disability, gender,
religion, and so on. A statement of equality is seen to be enough to achieve it. This
view also tends to dismiss as superficial (here the term used is even stronger: “bogus”)
characteristics of people, characteristics that are far from superficial but are deeply
felt, often regarded as positive, aspects of their identities, and which should be
respected rather thandiminishedor dismissed.Under this “differences as bogus”view,
equal opportunities are then passive instruments, difference and diversity are not
identified, and one need do nothing to achieve equality except state a belief in it.

For the hacker ethic, the salient features of the debate relate to the freedom of
information ethic and how it relates to freedomof speech/censorship debates in hacker
terms. There is little doubt that organizations such as the Electronic Frontier
Foundation and prominent exponents of the hacker ethic and freedom in cyberspace
have a political influence. Jordan and Taylor74 associate a technolibertarianviewwith
the hacker community where strong libertarian and free market principles are closely
allied to the hacker ethic. In other words, hacker communities regard it as important
that individual liberties are preserved at all costs.

Additionally, there are specific instances of hacker involvement in legislative
processes, which do have implications for the freedom of speech/censorship debates
particularly insofar as they relate to feminist concerns over pornography.Hackers have
been involved in political action, to considerable effect, in relation to Internet
legislation. As Raymond75 notes:

“The mainstreaming of the Internet even brought the hacker culture the beginnings of
respectability and political clout. In 1994 and 1995, hacker activism scuppered the
Clipper proposal which would have put strong encryption under government control. In
1996, hackers mobilized a broad coalition to defeat the misnamed �Communications
Decency Act�(CDA) and prevent censorship of the Internet.”

In fact the “broad coalition” designating themselves the Citizens Internet Empow-
erment Coalition76 consisted of various Internet service providers, broadcast and
media associations, civil liberties groups, and over 56,000 individual Internet users.
Although designed to protect minors from indecent and offensive material on the

73Ess (1996), Rheingold (1993), Winner (1997).
74Jordan and Taylor (2004).
75Raymond (2001), p. 17.
76CIEC (1997).
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Internet, the successful challenge was made on the grounds that the CDA failed to
understand the unique nature of the Internet and that it was so broad as to violate the
freedom of speech protections of the First Amendment. We should also note the
subsequent dismissal of the Child Pornography Prevention Act,77 which means that
virtual pictures of children are not illegal in the United States. The hacker argument is
that such a law does not protect children in the way that is intended.

However, freedom of speech is promoted as the highest ideal. This resonates with
Gilligan�s78 research where she argues that care and relatedness are more feminine in
inspiration rather than the rights-based approach, here the right to free speech, which
she attributed to masculine ethical approaches.

Levy�s79 work on early hackers does not explicitly describe the hacker ethic as a
work ethic. Nevertheless, from the importance of the adoption of very particular
working habits, there is a clearly implied hacker work ethic and this has implications
for egalitarianism. This theme has been explored in more detail by Himanen,80 who
argues that the hacker ethic is a new work ethic that challenges the Protestant work
ethic ofWeber�s classic text,TheProtestantEthic and theSpirit ofCapitalism,81which
has dominated Western capitalist societies for so long. Here the hacker ethic is a
passionate, joyful, playful approach to work where making money is not the driving
force andwhere access and freedomof expression are explicitly enshrined in the ethic.
This contrasts with the Protestant work ethic�s emphasis on work as moral and,
originally, religious duty, where play and leisure are clearly contrasted with work.
Hackers� relationship to time is important and different from the “time ismoney” ethic
of capitalism that has intensified and speeded up in the new information society.82

Even leisure becomeswork aswe “workout” in the gymandmarshal our home lives in
tight schedules, as if the whole of our lives have become Taylorized. The use of new
technology can blur the boundaries of work and leisure, but not always to our
advantage. Yet Himanen argues that the hacker ethic advocates organizing for
playfulness, a freedom to self-organize time, and resists work-time supervision. Some
hackers make money through traditional capitalist routes and then, having achieved
financial independence, are free to pursue their hacker passions.

Thehackerworkethicpaints an ideal of freedomfromfinancialworry and the ability
to organize one�s ownwork that few, whethermen orwomen, can hope to achieve even
in affluent Western democracies. However, from the point of view of the present
argument, we need to question whether there is a gender dimension, both in terms of
desirability and feasibility, lurking within the hacker work ethic. Studies of women,
work, and leisure 83 suggest that women�s access to leisure is different from that of
men�s; they have less of it. So far it seems that patterns of leisure use of information and

77Levy (2002).
78Gilligan (1982).
79Levy (1984).
80Himanen (2001).
81Weber (1930).
82Castells (2000).
83Green et al. (1990).
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communications technologies and the Internet reproduce standard genderedpatternsof
leisure time availability rather than breaking them down.84 In addition, many women
work a “double shift,” that is, they have primary responsibility for home and child care
as well as their paid employment. Commentators on the economy of the household can
be surprisingly blind to the contribution that women make by their largely invisible
labor of looking after homes, bodies, and children.85 Thosewhose lives revolve around
the computer may not notice the real-life bodily care that goes into keeping them fed,
cleaned, and organized for their virtual lives within the machine.86

25.7 WHATMIGHT ‘‘FEMINIST COMPUTERETHICS’’ OFFER FEMINIST
ETHICS?

Writing on “mainstream” feminist ethics relates tenuously to social and philosophical
studies of technology. Feminist ethics has concentrated on women�s role as carers,
with the result that the “ethics of care” has emerged as a largely feminist ethical theory.
It is not easy to see how care ethics could be brought to bear on technology. However,
theremay be alternative ethical frameworks that can be developed on feminist themes
and that can fruitfully inform computer ethics. In particular, I argue that a feminist
computer ethics based on “cyberfeminism”may offer some alternatives to care ethics
for feminist ethics.

The concept of the “cyborg” or cybernetic organism, a hybrid of human and
machine, has been immensely popular in “cyberpunk” novels such as Gibson�s87

Neuromancer and in science fiction films such as Terminator and Robocop, yet it has
been appropriated as a feminist icon, most famously in Haraway�s A Cyborg
Manifesto.88 It is difficult to overestimate the influence of her essay, which Christie89

describes as having “attained a status as near canonical as anything gets for the left/
feminist academy.”

In Haraway�s hands, the cyborg works as an ironic political myth initially for the
1980s but stretching into and finding its full force in the next decade and beyond, a
blurring, transgression, and deliberate confusion of boundaries of the self, a concern
withwhatmakes us human and howwe define humanity. In our reliance on spectacles,
hearing aids, heart pacemakers, dentures, dental crowns, artificial joints, not to
mention, computers, faxes, modems, and networks, we are all cyborgs, “fabricated
hybrids of machine and organism.”90

For Haraway, the cyborg is to be a creature of a postgendered world. The boundary
between human and machine has been thoroughly breached. The transgression of

84Adam and Green (1998).
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boundaries and shifting of perspective signals a lessening of the masculine/feminine
dualisms that have troubled feminist writers, and thismeans that we do not necessarily
have to seek domination of the technology. Her cyborg imagery contains two
fundamental messages:

“. . .first, the production of universal, totalizing theory is a major mistake that misses
most of the reality. . .; and second, taking responsibility for the social relations of science
and technology means refusing an anti-science metaphysics, a demonology of technol-
ogy, and so means embracing the skilful task of reconstructing the boundaries of daily
life. . ..It is not just that science and technology are possible means of great human
satisfaction, as well as a matrix of complex dominations. Cyborg imagery can suggest a
way out of the maze of dualisms in which we have explained our bodies and our tools to
ourselves.” 91

Haraway�s approach can be termed “cyborg feminism.” In the mid-1990s, “cyborg
feminism” was further developed by Stabile. Stabile92 notes a positive shift in the
feminist canon toward a technophilia heralded by cyborg feminism and alliedwritings.
Cyborg feminism can assume an uncritical enthusiasm for technology and science and
women�s relationships with them. The problemwith this is that unbridled technophilia
may undermine the feminist political project that has traditionally been critical of
science and technology. Wilson93 puts this more strongly in her concern that cyborg
feminism signals this as a complete break with the traditional political activism of the
feminist project. “. . .the cyborg feminist need not do anything in order to be
political. . .the fact that the cyborg signifies is enough to guarantee her politics.”

“Cyberfeminism” is a later term than “cyborg feminism.” Cyberfeminism is a
feminist movement that sees women as subverting traditional masculine control of
technology, particularly new information technologies such as the Internet, and that
sees women achieving equality with men through their use of such technologies. The
term was possibly coined by Sadie Plant94 in the mid-1990s. Cyberfeminism and
cyborg feminism are essentially the same movement, although cyberfeminism is the
better-known term. Plant�s writing on cyberfeminism centered around the idea of
blurring nature/machine boundaries via the concept of the cyborg, coupled with a
utopian view of women as naturally in control of their own destinies on the Internet
and, indeed, in connection with other technologies. Indeed, Plant argues that women
naturally control the Internet. Although the “women in control” concept may be
appealing to feminism, it is contrary to the experience of many women in relation to
their historical experiences of technology.95 A number of authors have criticized
cyberfeminism as being too utopian, not sufficiently historical, political, or critical,

91Haraway (1991), p. 182.
92Stabile (1994).
93Wilson (1993).
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and not sufficiently aware of women�s mixed experiences of cyberspace.96 Yet, at
the same time, there are many positive aspects to the idea of cyberfeminism.
Additionally, as I shall argue below, of late there has been a movement to attach
political activism to cyberfeminism, which may make more recent manifestations
of cyberfeminism more attractive than earlier approaches that appeared to be
consciously apolitical.

For all its difficulties in connection to the political project of feminism,
cyberfeminism does have a slightly subversive quality as women are seen as
actively controlling the technology for their own uses.More recently, commentators
have suggested that cyberfeminism is attractive in that it counters much of the
pessimism of earlier work on gender and technology that saw technology as subject
to relentless male domination.97 Additionally, cyberfeminism is seen as a way of
subverting traditional masculine control of technology. Although many activities
that are claimed as cyberfeminist are very serious in scope, there is also an element
of play.98

Although, there is still a dearth of empirical material on cyberfeminism, it is worth
exploring as a way of opening up a more public role for feminist ethics, in contrast to
what appears, on the faceof it, to be amore inward-lookingcare ethics.Asnotedbelow,
in cyberfeminism�s favorwenowsee the seeds of political engagement thatwere not so
clear adecadeormore agowhenWilson�s99 critiqueof cyborg feminism “being” rather
than “doing” was appropriate.

Feminist ethics is practical in its intent; therefore, all the difficulties apart, the best
way of making at least a beginning to an alternative feminist technoscience or
“cyberfeminist” ethics is by constructing an example where a masculine approach
to hacking may be revisited and reshaped by an ethic based, at least partly, on the new
politically inspired feminism.

Despite the above critique, there are positive aspects to hacker ethics that might
be appropriated into a cyberfeminist ethics—notably the notion of the “hack” as a
“neat” technological trick and the idea of playfulness. In constructing the outline of
a feminist alternative, I look to the experiences and political stance of some women
hackers who explicitly name themselves as cyberfeminists and other cyberfeminist
activists.

There is some evidence that a female hacker ethic may differ from the male hacker
ethic in respect of aspects of freedom of speech and pornography. For instance,
Sollfrank100 calls for a consciously political cyberfeminism for women hackers. In
1997, in protest against the practices of the art world in canonizing male artists and
ignoring women artists, she “spammed” a German net art jury with submissions from
127 fictitious female net artists.101 She wanted this to be read as a deliberate
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transgression of boundaries, typical of cyberfeminism, in that the boundary between
aesthetics and activism was to be seen as blurred.

Sollfrank wanted tomake a feminist point by direct action and, at the same time, to
create an artistic fiction through her virtual women artists. Guertin102 makes the link
between what she terms postfeminist virtual disobedience and artistic and aesthetic
forms.Yet at the same time there is an element of playfulness about Sollfrank�s actions
as part of a “clever hack.” It is clear that as a definition of “playfulness” this is, of
course, entirely questionable. She did indeed make her political point, but at the
expense of the inconvenience of the net art jury. This is a feature of “hacktivism,” the
blending of hacker techniques with political activism.103 On the plus side, a clever
technical trick can make a political point. On the negative side, the “hack” can
seriously cause inconvenience tomanypeople and can lead to loss of business, privacy
and so on.

Othergroups, or individuals, identifying themselves as cyberfeminists, are engaged
in political activity, although not necessarily in hacker terms, which is subversive yet
champions aspects of human rights. The subRosa cyberfeminist art collective looks to
feminist activity across categories of embodiment as a means of change. “We favor
affirming tactics of antidisciple over strategies for coping with inequities, whenever
possible.”104 They argue for strategies of resistance in fighting against human rights
violations based on race and disability.

Interestingly, some prominent women hackers have explicitly sought to crusade
against Internet pornography; in other words, they are procensorship and do not
elevate freedom of information over other ideals and it is herewherewemay find the
seeds of an alternative feminist hacker ethic. I have noted above that the traditional
hacker ethic, with its arguments for freedom of speech and information, does not
tend to ally itself with procensorship movements. For instance, Natasha Grigori
started out in the 1990s running a bulletin board for software pirates, but has now
founded and runs antichildporn.org, where hackers� skills are used to track down
child pornography and pass the information to law enforcement authorities.
Similarly, a women hacker who called herself “Blueberry” set up another antichild
pornography organization, condemned.org.105 Jude Milhon, a hacker who initiated
the alternativemagazineMondo 2000, argues that women hackers are more likely to
be involved in hacktivism with a political or ethical end than in other areas of illegal
hacking.106 Guertin107 consciously links cyberfeminism with the political activism
of hacktivism, but Remtulla108 questions whether there are any differences between
hacktivism in general and supposed cyberfeminist versions of it. This is still very
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much an open question, and the issue of whether women hackers are more likely to
be involved in hacktivism than their male counterparts awaits further empirical
evidence.

Nevertheless, there is some, albeit still slender, evidence of the emergence of a
different ethic among female hackers, one where political activism is to the fore and
where explicit stances and actions are taken on topics such as child pornography rather
than holding to an ideal of freedom of speech at all cost. This ethic combines an ethic
of care from feminist ethics of care—children must be actively protected hence
the positive attempts to counter pornography on the Internet. We can also see where
cyberfeminism comes in as these women are just as technically competent as
male hackers, so cyberfeminism�s earlier manifestation of women in control of
networked technologies may not seem quite so far-fetched, after all. There may be
few of them, but they have the knowledge and control of technology that is central to
the appeal of cyberfeminism.Theyare subversive, in that theyuse hacking for political
end through “hacktivism,” and at the same time they are unwilling to accept at face
value the libertarian approaches of traditional hacker ethics toward equality and
freedom of information. Art and aesthetics, even playfulness are combined with
political activism, Care ethics is present but brought into the public sphere rather than
remaining in the private sphere ofmothering.Hence,we see some signs of an emerging
women hackers� ethic where hacking skills can be put to use for more conscious
political ends in hacktivism and anti child pornographyWeb sites and enforcement. In
tracking downwomen hackers, wemust attend to the latter point especially as there is
hopeof sowing the seeds ofamore inclusiveandpolitically roundedhackerethic based
on cyberfeminism.

25.8 CONCLUSION

In conclusion, this chapter seeks to make a case for gender to receive a more
thoroughgoing treatment within computer ethics by considering gender issues that
are involved in computer ethics, and also by thinking of the contribution that a
feminist version of computer ethics might offer back to the development of feminist
ethics as a discipline. In reviewing current research on gender and computer ethics, I
am fairly critical of current approaches to men�s and women�s ethical decision
making that appear to be stuck in a traditional business and management research
paradigm where differences between men and women are overemphasized and
where the concept of gender appears undertheorized. Other current approaches to
gender and computer ethics include work on women�s underrepresentation in the
computing profession. In looking for computer ethics examples amenable to a
gender analysis using feminist ethics, cyberstalking and hacker ethics may be
analyzed from a feminist position. On a final, more speculative note, I suggest that
newer forms of cyberfeminism that emphasize a political intent coupled with
elements of subversion and playfulness might offer a new dimension to feminist
ethics and the ethics of care that can be pressed into service to offer a new theoretical
dimension for a feminist computer ethics.
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CHAPTER 26

The Digital Divide: A Perspective
for the Future

MARIA CANELLOPOULOU-BOTTIS and KENNETH EINAR HIMMA

26.1 INTRODUCTION

The global distribution of material resources should bother any conscientious person.
One billion of the world�s six billion people live on less than $1 per day, whereas two
billion liveon less than$3per day.Poverty in the affluentworld is largely relative in the
sense that someone who is “poor” simply means he has significantly less than what
others around him have. But becausewealth is, unfortunately, frequently associated in
theWestwithmoralworth, it is important to realize that relative poverty is a genuinely
painful condition. People who live in conditions of relative poverty are generally
treated with less respect, and hence are denied something that is essential to human
well-being.1

In the developing world, poverty and the suffering it causes is considerably
worse. Here poverty is characteristically “absolute” in the sense that people do not
have enough to consistently meet their basic needs. People in absolute poverty lack
consistent access to adequate nutrition, clean water, and health care, as well as face
death from a variety of diseases that are easily cured in affluent nations. Indeed,
15 million children die every year of malnutrition in a world where the food that is
disposed of as garbage by affluent persons is enough to savemost, if not all, of these
lives.

The Handbook of Information and Computer Ethics, Edited by Kenneth Einar Himma
and Herman T. Tavani
Copyright � 2008 John Wiley & Sons, Inc.

1Nevertheless, poverty is becoming more serious in countries like the United States, where a recent study
shows an increase in the percentage of the population in “severe poverty,” which is defined as having an
income less than half of that defined by the federal poverty line. The number of people living in severe
poverty increased by 26% from 2000 to 2005. See, for example, Pugh (2007). Moreover, there is some
absolute poverty in the United States, as there are now more than 750,000 persons who are homeless. See
Olemacher (2007).
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The digital divide is not any one particular gap between rich and poor, local and
global, but rather includes a variety of gaps believed to bear on the world�s
inequitable distribution of resources. There is, of course, a comparative lack of
meaningful access to information communication technologies (ICTs); a gap in
having the skills needed to use these resources; a gap between rich and poor in their
ability to access information needed to compete in a global economy; and a gap in
education that translates into a gap in abilities to process and absorb information.
There are, of course, nondigital gaps that contribute to the distribution of resources:
poor nations have less highly developed infrastructure at every level needed to
contribute to productive economic activity. There has also been the unfortunate
result of pressure by organizations, such as the IMF, World Bank, and USAID, on
poor nations to privatize their most economically prosperous resources, which
typically get sold to a wealthy Western nation that profits from the privatization of
recipient poor nations while protecting vulnerable markets such as agriculture
against the competition of poor nations with subsidies that are (arguably) illegal
under the World Trade Agreement.

The point here is not that global and local poverty are problemsofmanydimensions
that are extremely difficult to solve, but rather that the moral importance of the digital
divide as a problem that needs to be addressed is linked to inequalities between the rich
and the poor—and especially wealthy nations and nations in absolute poverty. There
may be a case for thinking that such divides are inherently unjust, but that seems
somewhat implausible: economic injustices are viewed as problematic more because
of the suffering they cause and less because there is some sort of deontological
egalitarian principle that requires absolute equality of justice.

26.2 THE BIDIRECTIONAL RELATIONSHIP BETWEEN ABSOLUTE
POVERTY AND THE DIGITAL AND INFORMATION DIVIDES

There are gaps in access to information and information communication technologies
within nations and between nations. Within the United States, for example, there are
such gaps between rich and poor citizens, whites and blacks, and urban dwellers and
rural dwellers. According to the U.S. Department of Commerce (1999),

the 1998 data reveal significant disparities, including the following: Urban households
with incomes of $75,000 and higher are more than twenty times more likely to have
access to the Internet than rural households at the lowest income levels, and more than
nine times as likely to have a computer at home.Whites are more likely to have access to
the Internet from home than Blacks or Hispanics have from any location. Black and
Hispanic households are approximately one-third as likely to have home Internet access
as households of Asian/Pacific Islander descent, and roughly two-fifths as likely as
White households. Regardless of income level, Americans living in rural areas are
lagging behind in Internet access. Indeed, at the lowest income levels, those in urban
areas are more than twice as likely to have Internet access than those earning the same
income in rural areas.
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Other things being equal, poor people in the United States are less likely to have
access to online information and the ICTs that makes access possible than affluent
people.

Similar gaps exist between the affluent developed world and the impoverished
developingworld.Although Internet access is increasing across theworld, it is still the
case that a comparatively small percentage of the developingworld�s poor has Internet
access. A 2005UNESCO report indicated that only 11%of theworld�s population has
access to the Internet, but 90% of these persons live in the affluent industrialized
developed world.2

Although these differences in access to ICTs and information correlate with
differences in wealth, there is a causal relation between them. Obviously, people
who are too poor to fullymeet their immediate survival needs cannot afford either ICT
access and the training that prepares one to take advantage of such access. But not
being able to afford such training and access is likely to perpetuate poverty in a global
economy increasingly requiring the ability to access, process, and evaluate informa-
tion. Lack of access owing to poverty is a vicious circle that helps to ensure continuing
poverty.

26.3 THE MORAL BASIS FOR THE IDEA THAT THE VARIOUS DIGITAL
DIVIDES SHOULD BE ELIMINATED

The moral basis for the case for affluent nations to eliminate the digital divide is
grounded in the idea that nations and people with far more than they need to satisfy
basic needs have a moral obligation to redistribute some of their wealth, at the very
least, to nations and people in life-threatening or absolute poverty. If the digital divide
is both a reflection of a gap between rich and absolute poor and perpetuates that gap, it
follows that wealthy nations are obligated to close the divide.

Some clarification onmoral termsmight be helpful here. To say that X is good is to
not to say that X is obligatory. Failure to do somethingmorally good is not necessarily
morallywrong and does not necessarilymerit blame, censure, or punishment. It would
be good if I were to run into a burning building to try to rescue someone, but it is not
morally wrong for me to refrain from doing so; risking my life to save another is
supererogatory, that is to say,morally goodbut beyond the call of obligation. Failure to
do somethingmorally obligatory, in contrast, is necessarilymorally wrong andmerits
blame, censure, or punishment.Wepraise supererogatory acts, but not obligatory acts.
We blame nonperformance of obligatory acts, but not nonperformance of supererog-
atory acts.

It is noncontroversial that it ismorally good for affluent persons or nations to help
impoverished persons or nations, but there is considerable disagreement about
whether affluent persons and nations are morally obligated to help alleviate the
effects of absolute poverty. As noted above,many persons in theUnited States take the
position that the only moral obligations we have are negative in the sense that they

2Ponce (2005).

THE MORAL BASIS FOR THE IDEA 623



require us only to abstain from certain acts; we are obligated, for example, to refrain
fromkilling, stealing, lying, and so on.On this view,we have nomoral obligations that
are positive in the sense that they require some positive affirmative act of some kind. It
follows, on this view, that we have no moral obligation to help the poor; helping the
poor is good, but beyond the demands of obligation.

Himma (2007) argues that this view is both mistaken and pernicious. In
particular, he argues that this view is inconsistent with the ethics of every classically
theistic religion, ordinary intuitions about certain cases, and each of the two main
approaches to normative ethical theory, consequentialism and deontological ethical
theory. Taken together, these arguments provide a compelling case for thinking the
affluent are morally obligated to help alleviate the conditions of absolute poverty
wherever they are found. If the various digital divides perpetuate these conditions,
then, among the other inequalities that the wealthy are obliged to address (e.g.,
absence of schools, infrastructure) are included those that comprise the digital divide
taken as a whole.

26.4 EMPIRICAL SKEPTICISM ABOUT THE RELATIONSHIP BETWEEN
DIGITAL DIVIDES AND ABSOLUTE POVERTY

Some have argued that whatever the “digital divide” may mean, it does not deserve a
special place either in our terminology or even in our scientific and political agenda. It
hasbeenwithus forquite some timenow.Thebibliographyofempirical studies relating
to it is sovast, that “digital divide skeptics”would face real trouble trying to persuade us
that thewholematter shouldnot attract this kindofattention; it isonlya“topicdu jour,”3

a delusion,4 a myth,5 a costly mistake,6 or (worse) it constitutes a plain sham.7 These
studies attempt to cast doubt on the thesis that bridging the digital divide can make a
significant dent in bridging the economic inequalities between rich and poor.

So, no matter how skeptical one is, one is bound to reflect very seriously upon the
questionwhether all this literature, all this research, and all these programs and efforts
to “bridge the digital divide,” at national and global levels, have to mean that the
phenomenon of the digital divide is newand different from the “divides”we have seen
when other means of communication and publication (the printing press, TV, radio)
first emerged in the past. Also, we have to thinkwhether it is true, aswidely supported,
that this divide, this gap, has to close as a sort of first priority and perhaps, as the

3Thierer (2000).
4Oppenheimer (1997). Available at http://www.tnellen.com/ted/tc/computer.htm, last access 2007, May 1,
referring especially to the policy of heavy federal funding of the goal “computer in every classroom.”
5Compaine (2001).
6See Kenny (2002), referring especially to the digital divide and developing countries.
7The ‘‘digital divide”, is a sham—an excuse for Big Government to court Silicon Valley with fistfuls of
corporate-welfare dollars in exchange for campaign contributions . . . , Thierer (2000).
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fulfillment of a moral obligation, born within the battle against what has been called
“information poverty.”8

26.4.1 Meanings

The “digital divide,” which is a new term on its own “right,” occupying a central
component of the global lingua franca for research on the Internet,9 comes with a
whole set of other new terms, more or less accepted as deserving a place in our
language, such as “netocracy,”10 the “digerati” (the intellectual elite of technology
advocates),11 “information apartheid,”12 “technological apartheid,”13 “information-
haves” and “information have-nots,” and “digital democracy.”14 Apart from all these
new words, it is the digital divide that seems to embody in two words the whole
philosophy of “digital is different.”

It is true that there are many ways to see a phenomenon, which, yet, has come to
signify essentially one thing: the fundamental disparity between information haves
and have-nots. Depending upon who is on the sides of this comparison, we refer to a
national digital divide (digital information inequalities within a state) and a global
digital divide (digital information inequalities among nations). Researchers have also
“broken” the large questions into small ones, looking into, for example,15intranational
digital divides within rich and poor in India,16 China,17 Africa,18 Australia,19 Asia

8Britz (2004). ForBritz, information poverty is the situation inwhich individuals and communities, within a
given context, do not have the requisite skills, abilities, or material means to obtain efficient access to
information, interpret it, and apply it appropriately. He argues that information poverty is a serious moral
concern and a matter of social justice and as such should be on the world�s moral agenda of social
responsibility. For a further analysis of the moral issues associated with information poverty see HimmaK.
(2007), who explains why affluent nations have a moral obligation to help developing nations overcome
poverty in general but also, the information and the digital divide (p. 6).
9Linchuan Qiu (2002), p. 157.
10Bard and Soderqvist (2002), hold that “netocracy”means a new order, a new ethic, with technophiles and
cosmopolitans havingmade the net their own country and viewing information as amorevaluable good than
tangibles.
11Edge, Who Are the Digerati? Available at http://www.edge.org/digerati. Accessed 2007, May 1.
12Davis (2001). The term is also described as a reason for combat; for example, see http://findarticles.com/p/
articles/mi_qa3628/is_199401/ai_n8722216, last access 2007 May 5, “. . .this lack of African-American
librarians and information professionals reflects what AALISA�s president, Itibari M. Zulu of UCLA�s
Center for Afro-American Studies calls “information apartheid,”which articulates a practice of differenti-
ating information according to social status, and access to current technology. . ..”
13Castells (1998).
14See Norris (2001), p. 95. See also (generally) Yu (2002).
15Iwill cite one study or article per continent, or state, or case, as an example, but of course,manymore exist.
16Subba Rao (2005).
17Cartier et al. (2005). For an even more special approach on China, digital divide and disability, see
Guo et al. (2005).
18Mutume (2003).
19Willis and Tranter (2006). The authors examined the social barriers to Internet use in Australia over a five-
year period, finding that, although Internet diffusion should narrow the “digital divide,” “democratization”
of access was not firmly supported.
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Pacific,20 or states such as the United States,21 Canada,22 Italy, New Zealand,23

regional or even tribal territories such as the Mississippi Delta region24 or the
New Mexico tribes,25 and the “doctor–patient digital divide.”26 Relevant research
has been published in journals, books, etc., belonging to a number of scientific fields,
such as law, psychology,27 sociology,28 economics, management, political science,29

librarianship,30 and others.
The list goes on when other factors than territoriality are used. Other questions

include the digital divide and disability (information inequalities between able and
disabled), the digital divide and age, and the digital divide and gender etc. The list
of “markers” to measure the digital divide is long and in essence, usually31 no
different from the known list of possible discrimination factors in other settings:
age, gender, economic and social status, education, ethnicity, type of household
(urban/rural), and so on.

Yet, as we have seen, other classifications present us with more (and different)
kinds of divides: the access divide (whether people have or not meaningful access to
a computer and the Internet—what was initially the whole question of the digital
divide), the capital divide,32 the treatment divide,33the global divide, the domestic
divide, the political divide, and others.

20Saik-Yoon-Chin (2005).
21National Telecommunications and InformationAdministration (2002). Accessed 2007May 9. The NTIA
has produced earlier reports on the digital divide in the United States, starting from 1995.We have included
these reports in our references.
22Rideout (2003).
23Howell (2001).
24Lentz and Oden (2001).
25Dorr and Akeroyd (2001).
26Malone et al. (2005). The researchers examined discrete geographical districts with differing patterns of
health information seeking, identifying two groups, “information-hungry”/online health seekers and those
who were offline information seekers.
27See, for example, Montero and Stokols (2003) (the authors describe, among others, a whole new area of
psychological research, “digital psychology” or “cyber psychology”). See also Kalichman et al. (2006).
28Katz et al. (2001).
29Norris (2001).
30See Dutch and Muddiman (2001).
31But see van Dijk (2005), who, in a way, replaces these usual inequality “markers” with categorical
differences between groups of people, such as black/white, male/female, and citizen/foreigner, fully
adopting a more general argument about inequality framed by Tilly (1998).
32Celli and Dreifach (2002). The authors define the capital divide as the divide between those who
succeeded in capitalizing Internet businesses during the “go-go” 1990s and those who did not.
33Celli and Dreifach (2002), defining the treatment divide as the use of Internet-related data, such as click-
rates, lingering patterns, and purchasing habits, by retailers to target different users for different treatment
online.
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26.4.2 Expectations

If bridging the digital divide had to become a top priority in our allocation of resources,
benefits occurring from this endeavor, when successful, must be (more than) reason-
ably anticipated. But doubts about this are not easily detected in the digital divide
literature. In a way, it was almost a waste of time, a retreat to common knowledge, or
plain truism, of the sort no court would ask evidence for, that the more people are
connected, the more benefited they are—who would want to be deprived of such a
medium such as the Internet, especially once they hadmore than just glanced at one of
its pages?

But the problem was not just framed in terms of learning to use tools, like the
Internet, so that newworkerswill gain the skills and familiarity with new technologies
that will allow them to find jobs in a new economy,34 or in terms of “enriching our
world, facilitating our work lives and providing a skill set needed for a growing
economy.”35 No, this was too narrow a vision: the digital revolution certainly brought
with it the image of an entirely new world, of a wonderful new, wired global village,
where kids from Africa or Indonesia, for example, would be able to acquire as much
knowledge as a typical middle-class American kid. The network had to expand, by all
means, perhaps at all costs: the new “good,” the new interest in access to unlimited
digital information meant equally unlimited opportunity, entertainment, personal
growth, unlocked working potential,36 even spirituality,37 easing the path toward
democracy and freedomof speech for somanycountries,38 to name a few.39Therefore,
it is a real loss, both to individuals and to the states, a certain way to poverty,40 it is
almost a tragedy, a return to the dark ages,41 to “fall through the Net”—as eloquently

34This is, as it seems, themain goal in the report NTIA (2002), p. 91 (where other goals, such as helping the
disabled, are also mentioned and analyzed).
35NTIA report (2002) p. 91.
36Schwartz (1999).“If wewant to unlock the potential of ourworkerswe have to close that gap. . .” (meaning
the digital divide).
37See Celli and Dreifach (2002), p. 54.
38On this, see generally Norris (2001). See also generally Budge (1996) for the proposition that digital
technologies are, perhaps, the most important development in our lifetime that could fuel the process of
allowing more opportunities for citizen deliberation and direct decision-making.
39Celli and Dreifach (2002),“. . . our society” success in living up to the American ideal of freedom and
equality will be measured in part by howwell we fare in achieving the Internet ideal. It will be measured by
how effectively we bridge the Digital Divide” p. 71.
40See Alexander (1996). Unraveling the Global Apartheid: An Overview of World Politics. Polity Press,
Cambridge. He sustains that in a world governed by information, exclusion from information is as
devastating as exclusion from land in an agricultural age, p. 195.
41See Rifkin (2000). “The future may become a wonderland of opportunity . . . it may . . . become a digital
dark age for the majority of citizens, the poor, the non-college educated, and the so-called unnecessary . . .”
(if they do not have access to the net), p. 228.
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described in the first U.S. studies on the matter of digital divide,42 the words in 2000
still written within brackets (digital divide43).

26.4.3 Empirical Studies Illustrating Perceived Failures

It is easy todetect that these expectationswere really highand tobecome, immediately,
skeptical. To support them with valid argument, we need evidence that funding
projects aiming at closing the digital dividewill lead to positive results. I will present a
number of instances where this was not the case.

Logically,we support technology for the endof abetter social, amongother aspects,
life. Sowhat effects does Internet use really have in our social life? It has been reported
in a major study about Internet use in the United States44 that as people become more
and more wired, they alienate themselves from traditional societal functions and
activities. In particular, the more people use the Internet, the more they lose contact
with their social environment (spending less time with family and friends and
attending fewer social events), they turn their back to the traditional media (reading
fewer newspapers etc.), themore time they spendworkingat homeandat theoffice and
the less time they spend commuting in traffic and shopping in stores (i.e., being
outside). Surely, this was not part of the digital revolution dream. There is, however,
evidence supporting opposing conclusions as well.45

Of course, whereas this is a cost of the so-called Information Age, this study shows
only that the effects of the Information Age are not all beneficial—something that is
probably trueofnearly every technology, including the television and the development
of antibiotics, which by curing diseases among the top ten killers in the early 1900s
have enabled us to extend average life span to a point where people are so old that they
have to deal with a host of conditions that severely diminish the quality of their lives.

Such studies, however, have nothing to do with showing that the empirical
assumptions underlying the correlation between poverty and the digital divide are
incorrect. The relevant effects have nothing to do with economic progress, but rather
with the breakdown of community—a cost that is surely important, but it pales in

42See U.S. Department of Commerce (1999), Accessed 2000, October 16, The 2000 study was the fourth
report in the Commerce Department series of studies, all called Falling Through the Net. This fourth one
added to the theme “digital divide” the theme “toward digital inclusion,” “moving in a new phase of
information- gathering and policy-makingby recognizing the phenomenal growth that has takenplace in the
availability of computing and information technology tools, tempered by the realization that there is still
much more to be done to make certain that everyone is included in the digital economy,” p. xiii.
43Same as above.
44See Norman and Erbring. Accessed 2007, May 7.
45Hampton and Wellman (2003). This was a small study of a suburb near Toronto, comparing “wired” and
“nonwired” residents, using survey and ethnographic data. The conclusionwas thatmore “wired” neighbors
are knownand chattedwith, and theyaremoregeographically dispersed around the suburb, in comparison to
the “nonwired” ones. So, it seemed that the Internet support neighboring issues, but also facilitated
discussion and mobilization around local issues.
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importance to being in conditions of life-threatening poverty. It seems irrational to
prefer life-threatening hunger and death to some partial breakdown in the social bonds
constituting a community.

More to the point, research46 into the digital divide and education in the United
States showed that even asmore andmore students get connected, schoolswill face a
deeper challenge, figuring out why so many students graduate without basic skills
such as reading. Under the researchers� view, the answermay not be in the Internet at
all: “. . .for students who can read, who can figure, and who have “learned how to
learn,” lack of exposure to digital equipment in education will not be much of a
handicap . . ..”47 It has also been proposed that there is no good evidence that most
uses of computers significantly improve teaching and learning.48 As proposed,
billions of dollars (in 1997) that were directed toward technology should be
freed and made available for impoverished fundamentals, such as teaching skills
in reading, thinking, organizing inventive field trips and other rich hands-on
experiences, and building up inspiring teachers.49

Another story, coming fromLaGrange, Georgia, is also indicative of failures in the
attempt to bridge the digital divide. In 2000, the city became the first one in theworld to
implement aprogramcalled “TheFree Internet Initiative,”meaning that the citywould
offer broadband access to the Internet for every citizen.50 Internet accesswas provided
through a digital cable set-top box that was distributed free of charge and every citizen
could also receive free training. Access to the net was possible through people�s
televisions under a system called WorldGate. As reported, the project had a very
limited success, especially in relation to the target group of people of lower social and
economic status.51

It is, however, important to note that such studies tell us little about theglobal divides
as they involve the United States, a nation with a unique history of tension between
blacks and whites and rich and poor. One problem that hinders efforts to raise the
performance of impoverished inner-city black youths (especially males) in schools is
that they do not believe that a good educationwill enable them to overcome racism and
get a good job, and so do not invest as much effort as affluent white and black students.
Indeed, there are studies that show that educational success amongblacks is disparaged
by other blacks as “selling out” and “acting white”—an act of race traitorship of sorts.

46Singleton and Mast (2000).
47Singleton and Mast (2000), p. 33.
48See Oppenheimer (1997), p. 45.
49Oppenheimer (1997), p. 62. See (supporting this view) analytically Stoll, C. (2000).
50See Keil M., Meader, G. and Kvasny, L. (2003). Bridging the digital divide: the story of the free internet
initiative. 36th-Hawaii-International Conference on Systems Sciences; p. 10. Available at csdl.computer.
org/comp/proceedings/hicss/2003/1874/05/187450140b.pdf. Accessed 2007 May 5.
51Kiel et al. (2003), “. . .it appears that (the city officials) had an unrealistic and in someways naiveview that
providing free access to technology would, by itself, be enough to bridge the digital divide. . .,” Lack of
motivation to use the Internet, intimidation by technology, (perhaps) the very low cost of $8 per month (the
programwas not absolutely free), the lack of the ability to print text through the program, illiteracy and other
reasons are mentioned as inhibiting the goals of the project (Kiel et al., 2003).
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But these studies fail to realize that the digital divides are not likely to be solved
overnight; the problems that cause absolute poverty in the global South and relative
poverty in affluent nations are much too complex to be solved by a one-time, short-
term investment of information capital. Attitudes may have to be changed, while
educational systems will also have to be improved. But, even in the long-term, there
are many contingent cultural difficulties, at least in the United States and presumably
in other countries with a history of institutionalized systemic racism, that will have to
be overcome. Solving the problems associated with the digital divide is a long-term
commitment.

Reminding us of the failure to attract the target “people of low social and economic
status” in the WorldGate program of LaGrange, other research dealing with informa-
tion poverty and homeless people concluded52 that the homeless may lack needed
financial resources, but this did not translate into a lack of access to their more
frequently articulated informationneeds (mainly, how to findpermanent housing, how
to help children, how to find a job, how to deal with finances, how to cope with
substance abuse and domestic violence). Homeless people found information mostly
by person-to-person contact. Moreover, andmore important, this information was not
available on the Internet and, as a conclusion, it may not be true that the economically
disadvantaged groups are the most vulnerable to negative effects from the inability to
find needed information in electronic formats.53 Besides, there is a question whether
homeless people, along with the poor generally, are perhaps more susceptible to
advertising and deceptive commercial practices, and so perhaps it is true that “any
bridge across the digital divide will just lead poor people into consumerist
quicksand.”54

Although this study reminds us of the fact that information is not necessarily
valuable,55 it is of somewhat greater relevance in efforts to alleviate poverty by
bridging the digital divide. Different people, at this point in time, have needs for
different content: you cannot take a homeless person and turn her into a stockbroker
simply by providing her with the information a stockbroker has; what she needs is
information about social services. But, again, this tells us no more than that the
problems comprising the digital divide and its relation to poverty are enormously
complex and require a long-term, multifaceted approach to solving them.

There are a number of other studies calling attention to a different obstacles faced in
bridging the digital divide as a means of addressing poverty. Another relevant
question, whether, as a matter of government policy, the use of digital technology
should be subsidized, has been answered, in many instances, in the negative. In
Australia, many government departments do sponsor electronic marketplaces, but

52Hersberger (2003).
53Hersberger (2003), “. . .asmore computer literate children growup and become homeless, there could be a
higher demand for access to digital information technologies. For now, the lack of access to digital
information does not seem to negatively affect the everyday life of homeless parents. Having access to the
Internet would be a luxury, but it is not perceived as a need at this time . . .,” p. 248.
54Thierer (2000).
55See Himma (2004).
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research offers evidence that this causes a number of complications, not only in terms
of stifling free trade56; researchers recommend as saner, a “wait and see” attitude, as
public intervention toward efforts to bridge the digital divide is a waste, as the market
will offer more and more cheaper and simpler computer products.57

In Costa Rica, the Little Intelligence Communities project (LINCOS), founded by
MIT, Microsoft, Alcatel, and the Costa Rican government, aiming at helping through
telecenters the poor rural Costa Rican communities seems to have failed. It was not the
poor, but the rich coffee farmers who tried to take advantage of the project; local
residents either did not care at all, or were interested in accessing virtual pornography
and vice.58

These studies show that efforts to bridge the digital divide will not succeed unless
people are properly educated about what these technologies can accomplish econom-
ically, and peoplemust alsowant to produce thosevarious results. It is important not to
dramatically change the quality and content of cultural attitudes, but at the same time
people in absolute poverty should expect to change their attitudes if they are to fully
alleviate the conditions that perpetuate their misery.

Some problems are simply technological in character and require more time to
resolve. In the study discussed above, one differencewas that what its producers were
hoping for, for the developing countries� digital divide, was not realized for a new
simpler computer, the simputer.59 Severe failures of programs were reported for ICT
programs, for example, in Tanzania (Africa) and Andhra Pradesh (India).60

Similarly, in Greece, a very expensive software program, funded by the European
Community, as a telemedicine program aiming at connecting sick people and their
primary care doctors with the most specialized physicians in the biggest Athens
hospital for trauma (KAT), failed in its entirety when the physicians realized that all
their orders, based upon digitally sent exam results, scans, etc., from the remote
islands, would be stored and that the question of medical liability (who could be
responsible?) was not safely resolved.61 The attempt to use telemedicine to close the
digital gapbetweenpeople in remote islands (whodonothaveaccess todigitalmedical
diagnostic technology) and people in the center (who do), in this case, was a total
failure. It seems that themoneywould have been better spent by funding the salaries of
specialized physicianswhowouldwork at these remote islands and by financing some
medical equipment there.

56Standing et al. (2003).
57Thierer (2000), andCompaine (2001). But see also vanDijk (2005), p. 185,who hotly disagreeswith these
views, citing them as “. . .the worst advice one can give at the stage of the introduction of the new
technology.”
58Amighetti and Reader (2003), Accessed 2007, May 9.
59Malakooty (2007), p. 6, where she describes various low-cost computer projectsworldwide (Brazil, India,
Mexico etc). These projects do not appear to be successful, because for example, sales of cheap computers
like the “simputers” have not met expectations. See generally www.simputer.org.
60Wade (2002).
61Comment by Kanellopoulos, N., Professor of Computer Science, Ionian University, Greece, responsible
for this program, at a lecture he gave in the Department of Informatics, Corfu, Greece, May 2, 2007.
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In this case, the program was never used, so (at least) no medical accidents
occurred; not so for another widely publicized program, the Computer AidedDispatch
of the London Ambulance Service (LASCAD), which was a notorious failure in 1992.
When the electronic system first replaced the older manual system for receiving
emergency calls, dispatching ambulances, and monitoring progress of the response to
the calls, the call traffic load increased, the same messages were sent again and again
confusing the staffwho did not knowwhich ambulance unitswere orwere not available
(because the crew were frustrated and reported incorrectly). Ambulances arrived after
people had died or 11 hours after a call for a stroke; the estimates of the total number of
fatalities vary from 10 to 30, within a few days. The system crashed and it was
withdrawn; compounding, though, this comedy of errors62 is the quite unbelievable
fact that more than a whole decade later, in 2006, the upgrade of a similar software
system of computer-controlled call-taking crashed again in London and LAS had to
return (once again) to the safer method of simply using pen and paper.63

But these, again, do not justify the sort of digital skepticism described at the
beginning of this section. All technologies that resolve morally important problems
take time to develop. Although it is widely believed that gene therapy will make
possible cures for diseases that are currently incurable, the research has progressed
very slowly. The same should be expected of ICTs and related measures intended to
alleviate the conditions of poverty. There is simply nothing one can do to make the
economic injustices of the world disappear tomorrow.

26.4.4 Bridges and Questions

What is the situation with world poverty today—generally and in connection to
technology? In 2001, 33million people in the developingworldwere on the registered
waiting lists for telephone connections, the average waiting periods being over
10 years in some countries.64

The focus should changemore significantly toward battling the content divide, that
is, the great disparity between content in English, responding mainly to the needs of
English-speaking developed countries, and content in other languages, responding to
the needs of citizens of the developing countries as well.65 Additionally, it is more
important to take care so that intellectual property laws, locking content and allowing
only for a pay-per-view meaningful access to works, are amended, for the benefit of
both developing and developed countries.66 In this sense, the fight against infogo-
polies,67which of course does not aim to deny their true rights, deserves a high place in
our “bridging” agenda.

62As described by Finkelstein and Dowell (1996), pp. 2–4.
63See BBC News. Accessed 2007, May 5.
64Dholakia and Kshetri (2007).
65Guadamuz (2005). Especially on unreasonable and harmful intellectual property (sui generis) protection
of databases, which are one of the most valuable information products internationally; see Canellopoulou-
Bottis. Accessed 2007, May 9.
66On this, see extensively, Lessig (2000).
67A term from Drahos and Braithwaite (2002), p. 169.
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What is important in terms of “bridging” the information gap is perhaps a reframing
of a series of questions. It would not help verymuch to calculate and use statistics; they
are abundant, relative to the digital divide, and there is nomeaning in exposing a series
of numbers showing disparities in access etc., to information.We should rather return
and seek answers to some more fundamental questions. I will endeavor to propose
some of the following:

(1) What is the relationship between the inequality produced by the digital divide
and the inequalities we have known for centuries (male–female inequality,
income inequality, black/white inequality, etc.)?

(2) Is it true that information and communication technologiesmust be seen as not
possessing some inherent quality that enables them to leapfrog institutional
obstacles and skill and resource deficiencies on the ground,68 but they are, as
seems eminently plausible, simple tools that make possible greater economic
prosperity?

(3) And if we agree that information and communication technologies are tools,
should we demand that the research on projects supporting the bridging of the
digital divide contain concrete data on issues of costs (especially in terms of
alternative projects left out instead), returns of investments and sustainability
of projects, in lieu of mere “plans,” “intentions,” and “opportunities”?

(4) Is it true that efforts to bridge the digital divide may have the effect of locking
developing countries into a new form of dependency? Is it true that the
constant upgrading of Microsoft�s programs places developing countries at a
big disadvantage?69

(5) What is the relevance, if any, of the digital divide discourse (e.g., Internet access
to all) with the fact that data is not information, information is not marketable
knowledge, and marketable knowledge is not wisdom?70 The gaps between
thesevariousnotionsmust be identified to call better attention to howour efforts
to bridge the various gaps should succeed. For example, we must provide
education that enables people to convert data to information, and information to
marketable knowledge. To ensure full human flourishing, we want to ensure
that bridging the digital divide leads not only to ending life-threatening poverty,
but also to full flourishing of human beings, which requires wisdom, aesthetic
experience, philosophical self-reflection, and so on.

(6) If bridging the digital divide means mainly a better economy, then we must
take into account the relationship betweenmaterial resources and happiness.71

For example, it is reasonable to hypothesize that people in theUnited States are
not happier than they were, say in 1950, even though they have more wealth.

68Wade (2002).
69As suggested by Wade (2002).
70See generally Stoll (2000) p. 143.
71See The Economist (2006).

EMPIRICAL SKEPTICISM ABOUT THE RELATIONSHIP 633



But this much also seems right: a better economy, which means the difference
between being in life-threatening poverty and being able to satisfy one�s basic
needs, does make a huge difference in both subjective (e.g., happiness) and
objective measures of well-being. And this is the biggest concern about the
digital divides. It also makes some difference with respect to relative poverty,
such as exists within an affluent society like the United States, where worth is
all too frequently equated with social status and wealth. In any event, what is
generally true aboutwealth is this: going fromabsolute poverty to being able to
reliably satisfy one�s need produces a huge increase in measures of personal
utility, but subsequent increases result in progressively diminishing increases
in personal utility. That is, once you have the ability to reliably satisfy basic
needs, wealth has diminishing marginal utility. A $5000 raise produces less
additional utility to someone making $150,000 than to someone making
$100,000 and so on.

Only if we have some persuasive answers to these kinds of questions, will we be
able to arrive at equally persuasive conclusions about exactly how to approach the
problems of poverty to which the digital divide contributes.
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CHAPTER 27

Intercultural Information Ethics

RAFAEL CAPURRO

27.1 INTRODUCTION

Intercultural InformationEthics (IIE) can be defined in a narrowor in a broad sense. In
a narrow sense it focuses on the impact of information and communication technology
(ICT) on different cultures as well as on how specific issues are understood from
different cultural traditions. In a broad sense IIE deals with intercultural issues raised
not only by ICT, but also by other media as well, allowing a large historical
comparative view. IIE explores these issues under descriptive and normative per-
spectives. Such comparative studies can be done either at a concrete or ontic level or at
the level of ontological or structural presuppositions.

The present IIE debate follows the international debate on information ethics that
started with the “First International Congress on Ethical, Legal, and Societal Aspects
of Digital Information” organized byUNESCO in 1997 in the Principality ofMonaco
and subsequent meetings, culminating in the World Summit on the Information
Society (WSIS) (Tunisia, 2003, Geneva, 2005). These conferences were aimed
particularly at reaching a consensus on ethical principles to be implemented through
practical policy, as in the case of the “Declaration of Principles” of the WSIS.

The academic debate on intercultural issues of ICT takes place in biennial
conferences on “Cultural attitudes towards technology and communication” (CATaC)
organized by Charles Ess and Fay Sudweeks since 1998. But intercultural issues are
also raised in the ETHICOMP conferences organized by SimonRogerson since 1995,
the conferences on “Ethics of Electronic Information in the Twentyfirst Century”
(EEI21) at the University of Memphis since 1997, and the CEPE conferences
(Computer Ethics: Philosophical Enquiry) since 1997.

The first international symposiumdealing explicitlywith intercultural information
ethicswasorganizedby the InternationalCenter for InformationEthics (ICIE) andwas
entitled “Localizing the Internet. Ethical Issues in Intercultural Perspective.” It took
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place in Karlsruhe (Germany) in 2004. As far as I know, my introductory paper to this
symposium was the first paper addressing the question of IIE in its title (Capurro,
2007a). The proceedings were published online in the “International Review of
Information Ethics” (IRIE, 2004). A selection of papers was published as a book
in 2007 (Capurro et al., 2007; Capurro and Scheule, 2007). The journal Ethics and
Information Technology has dedicated a special issue edited byCharles Ess on privacy
and data protection inAsia (Ess, 2005). TheOxfordUehiroCentre for Practical Ethics
together with the Uehiro Foundation on Ethics and Education and the Carnegie
Council on Ethics and International Affairs, organized an international conference,
entitled “Information Ethics: Agents, Artefacts and New Cultural Perspectives” that
took place in 2005 at St Cross College, Oxford. The conference addressed issues
beyond the moral questions related to “agents” and “artifacts,” considering also
cultural questions of theglobalization of information processes and flows, particularly
“whether information ethics in this ontological or global sense may be biased in favor
of Western values and interests and whether far-eastern cultures may provide new
perspectives and heuristics for a successful development of the information society.”
(Floridi andSavulescu, 2006; Floridi, 2006). SorajHongladaromandCharlesEss have
edited a book with the title Information Technology Ethics: Cultural Perspectives
(Hongladarom and Ess, 2007a, 2007b; Weckert, 2007). The book puts together a
selection of contributions on what Western and non-Western intellectual traditions
have to say on various issues in information ethics (Froehlich, 2004), as well as
theoretical debates offering proposals for new synthesis betweenWestern and Eastern
traditions.

In the following, an overview of IIE as discussed in these sources is given. The first
part deals with the foundational debate of morality in general as well as in IIE in
particular,startingwiththequestionoftherelationofreasonandemotions.Thisquestion
is addressed within the background of continental European philosophy with hints to
Eastern traditions. It follows a review of the foundational perspectives on IIE as
developed by Charles Ess, Toru Nishigaki, Terrell Ward Bynum, Bernd Frohmann,
Lorenzo Magnani, Thomas Herdin, Wolfgang Hofkirchner, Ursula Maier-Rabler,
Barbara Paterson,ThomasHausmanninger, andmyself. The secondpart presents some
ethical questions about the impact of ICTon different cultures in Asia and the Pacific,
LatinAmericaandtheCaribbean,Africa,Australia,andTurkey.Thethirdpartaddresses
succinctly special issues such as privacy, intellectual property, online communities,
governmentality, gender issues, mobile phones, health care, and the digital divide as
addressed in the already-mentioned IIE sources.

27.2 THE FOUNDATIONAL DEBATE

27.2.1 On the Sources of Morality

There is a classic debate inmoral philosophybetweencognitivismandnoncognitivism
with regard to the truth-value of moral claims, namely:

(1) Moral claims lack truth-value and aremerely expressive of human emotions of
approval or disapproval (moral noncognitivism).
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(2) Moral claims have truth-value (moral cognitivism).

Moral cognitivism concerns the following alternatives:

(1) Morality is objective in the sense of being true or false in virtue of mind-
independent facts about the world—and not in virtue of what cultures or
individuals think about them (i.e., moral objectivism);

(2) Normative moral relativism (or conventionalism or intersubjectivism) that
claims morality is manufactured by the beliefs and practices of cultures (i.e.,
moral claims are true in a culture only if accepted, believed, or practiced by
some sufficiently large majority of the culture); and

(3) Normative moral subjectivism that claims morality is manufactured by the
beliefs and practices of individuals (i.e., moral claims are true for a person only
if accepted by that person).

The distinction between cognitivism and noncognitivism presupposes that human
emotions have no cognitive value and, vice versa, that human cognition has a truth-
value if and only if it is free of emotions. This is, in my view, a wrong alternative since
there is no emotion-free cognition andemotionshavea cognitivevalue as demonstrated
by neurobiologist Antonio Damasio (1994). This empirical approach to the relation
between reason and emotion converges in some regards with Martin Heidegger�s
phenomenological approach to moods and understanding (Heidegger, 1987, 172ff).
According to Heidegger, moods are not primarily private feelings, but they disclose a
public experience, that is, they concern theway(s)weare in agivensituationwithothers
in a common world (Capurro, 2005a). Being originally social our feelings do not
separate us from each other, but even in the case in which we speak of mood as a
subjective state, this belongs already to the situation inwhich I amembedded implicitly
or explicitly together with others. The psychologist Eugene Gendlin remarks that
Heidegger�s conceptionofmoods is “interactional” insteadof “intrapsychic” (Gendlin,
1978). Gendlin underlines another important difference with regard to the traditional
subjectivist view, namely, the relation of mood and understanding or, more precisely,
the conception of moods as a specific way of understanding. Moods are not just
affections coloring a situation, but an active although mostly implicit way of under-
standing a situation independently of what we actually say or not with explicit words.
There is then, according to Heidegger, a difference as well as an intimate relation
between mood, understanding, and speech as basic parameter of human existence.

Within this background, my position concerning the truth-value of moral claims is
neither subjectivist, nor objectivist or simply relativistic. They have a common ground
towhich they implicitly or explicitly relate. One classical answer to the question of the
foundation ofmorality is thatmoral claims relate to the basicmoral principleNeminem
laede, imo omnes, quantum potes, juva (do no harm, helpwhere you can). I believe that
even ifwe can give good reasons for such a fundamentalmoral principle the knowledge
of such reasons is not enough to move the will in order to do (or not) the good.

Is there a foundation for this principle? Nietzsche questioned the ambitious
theories aiming at a religious and/or metaphysical foundation of morality such as
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Schopenhauer�s volitional metaphysics or intellectualistic theories (Nietzsche, 1999,
Vol. 11, p. 171). His plea was for a more modest and patient practice, namely the
comparison of the rich variety of human moralities and their theories. We live,
according to Nietzsche, in the “epoch of comparison” (Zeitalter der Vergleichung)
(Nietzsche, 1999,Vol. 2, pp. 44–45).One example of this task of comparison between,
for instance, Western moral theories and classical Chinese philosophy is the work of
the French philosopher and sinologist Jullien (1995).

According to Karl Baier, basic moods, through which the uniqueness of the world
and the finitude of our existence become manifest, are a transcultural experience
common to all human beings. They concern our awareness of the common world
(Baier, 2006). It is on the basis of the mood of anxiety (Angst), for instance, that
we are aware of death (Sterblichkeit) and finitude or in the mood of “being born”
(Geb€urtlichkeit) in which we feel ourselves open for new possibilities of being. In
Being and Time, Heidegger gives a famous analysis of two moods, namely fear
(Furcht) and anxiety (Angst), borrowing basic insights fromKierkegaard�sConcept of
Anxiety (Heidegger, 1987, 228ff). The key difference between these moods is that
while fear is a mood in which one is afraid about something fearsome, anxiety, in
contrast, faces us with our being-in-the-world itself in such away that no intraworldly
entity is at its origin. But we are confronted with the very fact of the being there, with
our existence in theworld, and of the beingof theworld itself,without the possibility of
giving an intrinsic reason for them. Hubert Dreyfus remarks: “In anxiety Dasein
discovers that it has no meaning or content of its own; nothing individualizes it but its
empty thrownness.” (Dreyfus, 1991, p. 180) Such an experience is not necessarily
accompanied by sweating and crying, but it is rather more near to what we could call
today a “cool” experience of the gratuity of existence.

Ludwig Wittgenstein describes his “key experience” (mein Erlebnis par excel-
lence) in the “Lecture on Ethics”with the followingwords: “This experience, in case I
have it, canbedescribedmost properly, I believe,with thewords I amamazedabout the
existence of the world. Then I tend to use formulations like these ones: �How strange
that something exists at all�or �Howstrange that theworld exists�” (Wittgenstein, 1989,
p. 14, my translation). According to Wittgenstein we have really no appropriate
expression for this experience—other than the existence of language itself. On
December 30, 1929 Wittgenstein remarked: “I can imagine what Heidegger means
with being and anxiety. Human beings have the tendency to run against the boundaries
of language. Think, for instance, about the astonishment that something at all exists.
(. . .)Ethics is this run against theboundaries of language.” (Wittgenstein, 1984, 68,my
translation). The primum movens of our actions lies in the very facticity or
“thrownness” (Geworfenheit) (Heidegger) and finitude of human existence that is
disclosed through moods.

In terms of Heidegger�s “Being and Time,” we are ontologically “indebted” or
“guilty” toward the “calling” of the other, in the various senses of the word “guilty”
such as “having debts” to someone or “being responsible for” (Heidegger, 1987,
p. 325ff). We are primordially “guilty” in the sense that we are indebted to the “there”
of our existence, between birth and death. Our existence is basically “care” (Sorge) of
our factual and limited possibilities that manifest themselves within the framework of
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the uniqueness and “nullity” of our existence as well as of the fact of the world itself.
Our moods, or more specifically, our “basic moods” (Grundstimmungen), play a key
role in what we could call a holistic ethics that makes theoretically explicit the
mechanism of our well-being thus only a necessary but not a sufficient condition for
our (moral) actions. The moral imperative is precisely this call for care and our
capacity to give a finite or “guilty” answer. It is a categorical imperative (take care of
yourself) insofar as we cannot not take care of our lives, but it allows at the same time,
due to its indeterminate form, multiple options of life interpretation and design that
arise from the open possibilities that “call” our attention and challenge our practical
reason. This basic human experience gives rise to different interpretations and their
corresponding cultural articulations. As historical beings, humans accumulate, as
individuals as well as societies, unique existential experiences that constitutewhat we
could call their dynamic cultural a priori laid down in their cultural memory. The
uniqueness of the facticity of the world and human existence can therefore be
understood as a common abyssal ground for morality and for moral theory, both
being subject to different cogno-emotional interpretations.

This is not a plea for a kind of naturalistic fallacy of deriving “ought” from “is,” but
the awareness thatwe cannot not take care of our lives and thegivenworldwe live in. In
saying this I am not even providing a sufficient reason for doing the good just because
such linguistic utterance would be insufficient without the experience of the “call”
itself towhich a theory can only pointwithout being able to give a foundation, inwhich
case the phenomenon of the “call” and the facticity of the world would be negated as
originating such utterance.

The enigmatic “fact” of our being-in-the-world, our facticity, is the “first call” or
primum movens of our will. This provides, I believe, an experimental and theoretical
frame of reference for different ethical theories and practices, which is not a
metaphysical ground. Both experiences are contingent, but at the same time prescrip-
tive or normative in the sense that they urge or “call” for situative, that is, historical
responsible thought and action by letting us become conscious of our ontological
“guilt.” This kind of responsibility does not therefore aim necessarily at identical
shared moral norms as answers to such a call, although such a search is theoretically
reasonable and pragmatically necessary in a given situation or with regard to a global
phenomenon as in the case of ICT that is no less situated or “localized” (Capurro et al.,
2007).

Buddhism, for instance, experiences the world in all its transitoriness in a mood of
sadness and happiness, being also deeply moved by suffering. This mood “opens” the
world in a specific way. According to Baier, there is something common to all human
beings in the basic or deep moods, but at the same time there are specific moods at the
beginning of human cultures, such as astonishment (thaumazein) in the Greek
experience of theworld. Baier is alsowell aware of the danger of building stereotypes,
particularlywhendealingwith thedifferences betweenEast andWest, considering, for
instance, the search for harmony as an apparently typical and unique mood of Asian
cultures or the opposition between collectivity and individuality. As there are no
absolute differences between cultures there are also no exclusivemoods. Experiences
such as nausea, pangs of moral conscience, or the “great doubt” are common to
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Japanese Buddhism and modern Western nihilism. For a sound future intercultural
methodology Baier suggests that we look for the textual basis from literature, art,
religion, and everyday culture to pay attention to complex phenomena and to the
interaction between moods and world understanding. I would also like to add the role
of legal and political institutions as well as the historical and geographical settings in
which these experiences are located. If there is a danger of building stereotypes, there
is also one of overlooking not only concrete or ontic but also structural or ontological
differences by claiming aworld culture thatmostly reflects the interests and global life
style of a small portion of humanity.

From this perspective, moral cognitivism and noncognitivism are partial views of
human existence that is grounded on moods and understanding. Normative moral
subjectivism takes for granted that individuals can be conceived of as separated from
their being-in-the-world with others, that is, of the social and historical network of
practices and beliefs, without critically asking about the origin of this conception of an
isolated individual itself. Morality is not founded on independent facts about the
world, but arises spontaneously (sponte sua) from (Greek: hothen) the awareness and
respect for the abyssal facticity anduniqueness of theworld itself and human existence
that are the invaluable and theoretically nonprovable truth-values on which all moral
claims rest (L�evinas,1968). Beliefs, institutions, and practices of cultures give a long-
term stability to such claims and make them obvious. Cultural frameworks are not
conceived as closed worlds but as grounded in common affective human experiences
of sharing a finite existence in a common world. In other words, the ontic differences
between human cultures are refractions of the commonworld awareness. Every effort
to determine the nature of this awareness gives rise to different experiences and
interpretations. We speak of multicultural ethics in case we juxtapose such inter-
pretations instead of comparing them. The opposite is a monocultural view that
conceives itself as the only valid one. Human reason is genuinely plural with regard to
common tentative transcultural expressions of this common ground such as the
“Universal Declaration of Human Rights,”whose principles are subject to permanent
scrutiny and intercultural interpretation and, being linguistic utterances, build the
necessary but not sufficient condition formoving thewill of, say, themember states of
the United Nations to put it into practice (Ladd, 1985).

27.2.2 On the Foundation of IIE

27.2.2.1 Charles Ess Charles Ess� “global information ethics” seeks to avoid
imperialistic homogenization while simultaneously preserving the irreducible differ-
ences between cultures and peoples (Ess, 2006). He analyzes the connections of such
an ethical pluralism between contemporary Western ethics and Confucian thought.
Both traditions invoke notions of resonance and harmony to articulate pluralistic
structures of connection alongside irreducible differences. Ess explores such a pros
hen pluralism in Eastern and Western conceptions of privacy and data privacy
protection. This kind of pluralism is the opposite of a purelymodus vivendi pluralism
that leaves tensions and conflicts unresolved, thus giving rise to a cycle of violence.
Another more robust form of pluralism presupposes a shared set of ethical norms and
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standards but without overcoming deep contradictions. An even stronger form of
pluralism does not search identity but only some kind of coherence or, as Ess suggests,
complementarity between two irreducible different entities. The problem with this
position is that it still asks for some kind of unity between irreducible positions. In
order to make this goal plausible and somehow rational one must show where the
possible focus that allows complementarity lies. Otherwise I see a contradiction
between irreducibility and complementarity. This is a similar problem as the one
raised by Thomas Kuhn concerning the question of the incommensurability of
scientific theories arising from a paradigm change through scientific revolutions
(Kuhn, 1962). Ess� concepts of resonance, or complementarity, raise the Aristotelian
question of equivocity, analogy, and univocity. I think that irreducible positions cannot
be logically reduced to some kind of complementarity, but it may be a deeper
experimental source of unity such as the one I suggested at the beginning that is
beyond the sphere of ontic or, to put it in Kantian terms, categorial oppositions. Kant�s
solution was the presupposition of a noumenal world that manifests itself practically
through the categorical imperative. I believe that the facticity and uniqueness of the
world and human life offers an empirical hothen dimension if not for overcoming
categorial differences at least for a dialogue on cognitive-emotive fundamental
experiences of our common being in the world (Eldred, 2006).

There are pitfalls of prima facie convergences, analogies, and family resemblances
that may be oversimplified by a pros hen strategy. In many cases we should try to dig
into deeper layers in order to understandwhere these claims originate or simply accept
the limits of human theoretical reason by celebrating the richness of human experi-
ence. In his critical response to Charles Ess, Kei Hiruta questions the necessity and
desirability of pros hen pluralism. As he rightly stresses, it is not clear what the points
of shared ethical agreements are and how this call for unity fits with a call for diversity
concerning the judgments of such “ethical perspectives” (Hiruta, 2006, p. 228). It
looks as if the advocates of ethical pluralism would like to avoid the untolerable, such
as child pornography in the Internet, working on the basis of a (pragmatic) problem-
solving strategy leading to “points of agreement” or “responses” on the basis of
Socratic dialogue. The problemwith Socratic dialogue is that it is based on the spirit of
parrhesia, which is a key feature of Western philosophy. I will discuss this issue.

27.2.2.2 Toru Nishigaki In his contribution on information ethics in Japan,
Toru Nishigaki makes a difference between the search of ethical norms in the context
of new information technologies (IT) on the one hand, and the changes “on our views
of human beings and society” becoming “necessary to accompany the emergence of
the information society” on the other hand (Nishigaki, 2006, p. 237). Such changes
concern, for instance, the Western idea of a “coherent self” being questioned by
information processing in robots. Although this change may lead from a Western
perspective to nihilism, Buddhist philosophy teaches that there is no such a thing as a
“coherent self” ethics having to do with compassion as well as with the relationship
between the individual and the community, instead, as with the preservation of a
“coherent self,” the key ethical question being how our communities are changing
insteadof howfar the “self” is endangered.AsNishigaki remarks: “It is possible to say,
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therefore, that in a sense theWest now stands in need of Eastern ethics, while the East
stands in need of Western ethics.” Nishigaki stresses at the same time that there is no
“easy bridge” between IT and Eastern philosophy. IT as looked from a cultural
standpoint “has a strong affinity with the Judeo-Christian pursuit for a universal
interpretation of sacred texts.” Although we in the West look for some kind of
unchangedmeaning of terms, such as in Charles Ess� pros hen search for shared values
and a tolerant or benevolent view of judgment diversity, the Zen master is eager to
exercise himself in his disciple “by doing away with universal or conventional
interpretations of the meanings of words” (Nishigaki, 2006, p. 238). In other words,
the Buddhist stance teaches us Westerners another strategy beyond the controversy
betweenmonismandpluralism,bywayofakindofpractice different from theSocratic
dialogue. Nishigaki points to the controversy in the West between cognitive science
and its viewof cognition as a “representation” of the “outerworld” and theview shared
by our everyday experience as well as, for instance, phenomenology. Biologist
Francisco Varela�s theory of autopoiesis offers an alternative based on the Buddhist
view of cognition as “a history of actions performed by a subject in the world” being
thennot representationofapregivenworldbyapregivenmindbut “enactment”of such
a history in the world (Nishigaki, 2006, p. 239). Nishigaki calls “ethical norms” the
code or “behavior pattern” as perceivedby a social system�s observer. Iwould prefer to
speak here of “moral norms” and reserve the concept of ethics for the reflection of such
an observer on the factual norm. This is no less than the Aristotelian distinction
between “ethos” and “techne ethike” or between morality and ethics. This termino-
logical and conceptual difference has been proposed, for instance, by sociologist
Niklas Luhmann (1990), being also broadly used inWestern ethics. The undifferenti-
ated use of these terms, as ismostly the case in everyday life,might lead to an uncritical
approach of the role of ethics as observer-dependent reflection,which is the standpoint
addressed by Nishigaki�s “fundamental informatics.” From this perspective, the
conflict raised by globalization does not consist in the universal application of
Western ethics but of Western morality. The universal application of Western ethics
means that the discussion on morality would take place only on the basis of Western
conceptual schemes. This is exactly what intercultural information ethics questions,
understood as a permanent process of reflection and “translation,” intend to avoid. For
a comprehensive view of this East/West dialogue see Nishigaki and Takenouchi
(2007).

27.2.2.3 Terrell Ward Bynum The information society is (and has always
been) culturally fragmented into different information societies. Consequently, what
is (morally) good for one information societymay be considered as less appropriate in
another one. Terrell Ward Bynum advocates, borrowing insights from Aristotle,
Norbert Wiener, and James Moor, for a “flourishing ethics” (FE), which means that
“the overall purpose of a human life is to flourish as a person” according to the basic
principles of freedom, equality, and benevolence and the principle of minimum
infringement of freedom (Bynum, 2006, p. 163). If the goal is to maximize the
opportunities of all humans to exercise their autonomy—a conception of human
existence that is culturally grounded in Western social philosophy—Bynum rightly
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follows that “many different cultures, with a wide diversity of customs, religions,
languages, and practices, can provide a conductive context for human flourishing.” In
other words, Wiener�s principles provide a foundation for a nonrelativistic global
ethics that is friendly to cultural diversity. Bynum widens the scope of this human-
centered ethics into a “general theory of Flourishing Ethics” (General FE) that
includes the question of delegation of responsibility to “artificial agents” and the
consequent need for ethical rules for such agents. Although Bynum welcomes
different ethical traditions, he iswell aware that someof themwouldnot be compatible
with General FE.

27.2.2.4 Bernd Frohmann Following the ethical thought of Michel Foucault
and Gilles Deleuze, Bernd Frohmann proposes a philosophical interrogation of the
local effects of the Internet through three main concepts: effect, locality, and ethics
(Frohmann, 2007). He discusses the relationships between the global and the local or,
more specifically, between the flows of capital, information, technology, and organi-
zational interaction by pointing to the similarities and difference of today�s “space of
flow” (Manuel Castells) with some of its predecessors, for instance, in England�s
global empire.According toFrohmann,who followsFoucault, “ethical action consists
in a �mode of subjectivation� not eclipsed by the will to truth�s drive to knowledge,
transcendence, and universality. A philosophical ethos seeks contingencies and
singularities rather than universal determinants, which block the aim of getting �free
of oneself ”(Frohmann, 2007, pp. 64–65). This is a plea for a kind of IIE that focuses
on a careful situational analysis starting with the local hothen conditions that does not
meanmonocultural chauvinism, but critical appraisal of theway(s) computers control
societies and the strategies people can develop in order to become “digitally
imperceptible.” Frohmann asks for strategies of “escaping” the Internet rather than
“localizing” it as far as it can become a local instrument of oppression.

27.2.2.5 Lorenzo Magnani Lorenzo Magnani analyzes the rise of human
hybridization with ICT and the building of what he calls, following Karl Roth,
“material cultures” (Roth, 2001). Material cultures refer to people�s material envir-
onments consisting of food, dwellings, and furniture in contrast to immaterial
interactions dealing with language as well as the actors� perceptions, attitudes, and
values. Magnani writes: “In our era of increasing globalization, ICTartifacts, such as
the Internet, databases, wireless networks, become crucial mediators of cross-cultural
relationships between humanbeings and communities” (Magnani, 2007, p. 39). If new
artifacts become, ready-to-hand, the question is “at what ethical and cultural cost?”
(Magnani, 2007, p. 40). According to Magnani, there is evidence that technical
instruments such as cell phones and laptops vary significantly in their use according to
their cultural differences. Local cultures are thus used as countercultures to globali-
zation, such as the case of the role played by cell phones in ensuring the success of the
people�s revolution in theRepublic of thePhilippines (Magnani, 2007, p. 45).Magnani
introduces the concept of “moral mediator” to indicate “a cultural mediator in which
ethical aspects are crucial and the importance in potential intercultural relationships is
central.” A “moral mediator” consists of objects or structures that carry ethical or
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unethical consequences beyond human beings� intentionalities. An Internet Web site
used to sell online not only realizes an economic transaction “but also carries ethical
effects insofar as it implies certain customer�s behaviors related to some policies and
constraints.” ICTs can enhance but also jeopardize local cultures. Magnani advocates
in favor of the “principle of isolation” as ameans to protect the self-identity of cultures
that has to be equilibratedwith the need to promote cyberdemocracy counterpoisoning
the negative effects of globalization.

27.2.2.6 Thomas Herdin, Wolfgang Hofkirchner, and Ursula Maier-
Rabler Thomas Herdin, Wolfgang Hofkirchner, and Ursula Maier-Rabler dis-
cuss the mutual influence between culture and technology on broad inter- and
transcultural levels. They write: “The cultural-social framework of a society is
formed mainly by the political-social system, by the legislative system, and
particularly by the predominating ethic and religious values. As a result of these
diverse dimensions, a continuum between the poles of information-friendly versus
information-restrictive cultures emerges” (Herdin et al., 2007, p. 57). Following the
concept of “transculturality” coined by Welsch (1999) the authors claim that
cultures cannot be perceived as homogenous units anymore. They suggest that
this concept should be enhanced with regard to the permeability between global and
local cultures, allowing individuals to switch between different identities. The
concept of “digital culture” is used to describe the model of mutual influence
between cultural and ICT technology. Digital culture allows vast numbers of people
with different cultural backgrounds to share knowledge, but it also gives rise towhat
has been called the “digital divide” based on low economic levels, as well as the
“cultural divide” based on low educational levels. They discuss the dialectic of
shaping, diffusion, and usage of ICTs along the following dimensions: digital
content culture, digital distribution culture, and digital context culture. A main
challenge concerns the creation of one global culture on the basis of the
“reductionist way of thinking in intercultural discourse that is called universalism.
Cultural universalism reduces the variety of different cultural identities towhat they
have in common. Identities are homogeneized by a sort of melting pot that was
named McWorld (Barber, 2001)” (Herdin et al., 2007, p. 65). According to the
authors, cultural thinking that reconciles the one and the many is achievable only on
the basis of a way of thinking that allows integration and differentiation for which
such terms as “transculturalism” (Welsch, 1999), “glocalization” (Robertson, 1992)
and “new mestizaje” (John Francis Burke in Wieviorka, 2003) have been proposed.

27.2.2.7 Barbara Paterson According to Barbara Paterson, not only does the
computer revolution threaten to marginalize non-Western cultural traditions, but the
Western way of life also has caused large-scale environmental damage (Paterson,
2007), the task of computer ethics being to critically analyze such holistic effects. She
proposes that the Earth Charter can function as a framework for such holistic research
as it addresses, unlike the WSIS declaration, a broader public. In sum, “computer
ethics needs to acknowledge the linkages between computing, development, and
environmental conduct” (Paterson, 2007, p. 164).
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27.2.2.8 Thomas Hausmanninger According to Thomas Hausmanninger,
the right to differ that can be observed in the realm of religious belief (Martin Luther)
gains today, since the “turn to contingency” in the epistemological debate of the
twentieth century, something like the quality of a human right (Hausmanninger,
2007). The ethical obligation to respect the difference and plurality of belief systems
is grounded, according to Hausmanninger, in picturing human beings as persons or
subjectivities owing to each other the right to free self-realization. What has to
be respected in order to respect human dignity may differ between cultures.
Hausmanninger intents to regain the concept of subjectivity as a basis of “our”
intercultural information ethics. The task of encompassing it with other endeavors
remains open.

27.2.2.9 Rafael Capurro In today�s information societywe form ourselves and
our selves through digitally mediated perceptions of all kind. The power of networks
does not lead necessarily to slavery and oppression but also to reciprocity and mutual
obligation. Globalization gives rise to the question of what does locally matter.
Cyberspacevanishes into the diversity of complex real/virtual space-time connections
of all kinds that are not anymore separable from everyday life and its materiality. The
boundaries of language against which we are driven appear now as the boundaries of
digital networks that not only pervade but also accelerate all relationships between
humans as well as between all kinds of natural phenomena and artificial things. For a
more detailed analysis of the relation betweenmoods and understanding with explicit
relation to the information society seeCapurro (2005a) andWurman (2001). There are
no neutral natural and/or artificial things within the realm of human cognitive-
emotional existence. Every appropriation of, say, the “same” ICT creates cultural
and moral differences. The task of IIE, understood as a reflection on morality, is not
only to bridge these differences creating common moral codes but also to try to
articulate and understand them as well. In my introductory paper to the ICIE
symposium, I situate IIEwithin the frameworkof intercultural philosophy and analyze
thequestionofuniversalitywith special regard to theWSISdiscussions, particularly to
the question of the human right to communicate and the right to cultural diversity. I
point to society�s responsibility to enable cultural appropriation. Following Walzer
(1994) and Hongladarom (2001), I conceive moral arguments as “thick” or “thin”
regardingwhether they are contextualizedornot, but I question theview that there is no
third alternative (tertiumnondatur) betweenmono- andmetacultural ethical claims.A
purely metacultural information ethics remains abstract if it is not interculturally
reflected. The task of IIE is to intertwine “thick” and “thin” ethical arguments in the
information field.

In a contribution on the ontological foundation of information ethics, I point,
following the analysis by Michel Foucault, to the Western tradition of parrhesia or
“direct speech” as a special trait ofWesternmoral behavior and democratic practice in
contrast to the importance of “indirect speech” in Eastern traditions. I have developed
this differencewith regard to Confucian andDaoist thought and their relevance for the
development of the Chinese information society (Capurro, 2006b). I point to the fact
that the debate on an ontological foundation of information ethics, its questions,
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terminology, and aim, is deeply rooted inWestern philosophy so far (Capurro, 2006a,
p. 184).

In resonance to Charles Ess� Aristotelian concept of an ethical pros hen (toward
one) that looks for the pluralist interpretation and application of shared ethical norms
(Ess, 2006), I argue in favor of ahothen approach that turns the attention to the question
of the source(s) of ethical norms including the multiple cognitive-emotional experi-
ence of such source(s). The task of IIE is not only to describe and criticize different
kinds of cognitive-emotional interpretations of the common origin (arch�e) of moral
experiences, but also to open the endless task of ethical comparison or translation
between such interpretations. As Susan Sontag suggests, the task of the translator can
be seen as an ethical task if we conceive it as the experience of the otherness of other
languages thatmovesus to transformourmother tongue—including the terminologies
used by different philosophic schools—instead of just preserving it from foreign or, as
I would say, heretic influences (Sontag, 2004).

27.3 THE IMPACT OF ICT ON LOCAL CULTURES
FROM AN IIE PERSPECTIVE

The ICIE symposium addressed the question of how embodied human life is possible
within local cultural traditions and the horizon of a global digital environment. This
topic with its normative and formative dimensions was discussed in three different
perspectives, namely: Internet for social and political development, Internet for
cultural development, and Internet for economic development. The symposium dealt
with questions such as: How far does the Internet affect, for better or worse, local
community building? How far does it allow democratic consultation? How do people
construct their lives within this medium and how does it affect their customs,
languages, and everyday problems? It also dealt with the impact of the Internet in
traditional media, on cultural and economic development, as well as on the
environment.

Charles Ess reviews examples of the cultural conflicts that occur when computer-
mediated communication (CMC) technologies are deployed “outside” the boundaries
of the Western cultural values and communicative preferences that shape their
initial design and implementation, leading to the danger of “computer-mediated
colonization” (Ess, 2007). Ess argues that ethnocentrismand its attendant colonization
on the part of thosewho design and implement CMC technologies ought to be resisted
through the use of “culturally aware” approaches to implementation and design.

27.3.1 Asia and the Pacific

Frances Grodzinsky and Herman Tavani analyze the question of whether the Internet
has benefited life overall (Grodzinsky and Tavani, 2007a). They point to the cultural
and linguistic diversity of countries in Asia and the Pacific where governments have
established either a monopolistic model of development under their strict control or
one that opens ICTinfrastructure toprivate and international organizations.Theglobal
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network involves a tension between cultural homogenization and heterogenization
that can lead to increased fragmentation as well as increased homogenization. They
believe that there are good reasons why cyberspace should not be homogenized. Even
if cultural sovereignty may disappear along with national borders, the particulars of
cultural autonomy should be preserved. They see no contradiction between the
cultural richness of the cyberspace incorporating some aspects of universalism in
ways that do not erode such diversification by ending in an “e-McDonalds.”

MakotoNakada examines the relationships between people�s attitudes toward their
society and culture and the meaning of the Internet in Japan (Nakada, 2007).
According to the empirical evaluation, it seems as though the Japanese live in a
world consisting of old Japan (Seken) and new Japan (Shakai) (see the discussion
below on privacy in Japan).

Tadashi Takenouchi questions the prevailing materialism and individualism in
today�s Japanese society as well as what he calls “digital reductionism,” according to
which humans and other living beings are “nothing but” digital processing machines
(Takenouchi, 2006, p. 188). As a remedy he advocates for an “informatic turn”
understood as an “unrestricted capability of interpretation” that comes near toWestern
philosophical hermeneutics as well as to Eastern Buddhist concepts of “nothingness”
(mu) and “self-understanding through relationships with others.” He analyzes some
correspondences between this turn in “fundamental informatics” with some ideas by
ViktorFrankl,particularly the relationbetweenhomopatiens,whofulfillshis/her lifeby
trying to give an interpretative answer to the sufferings of others by taking care of them,
and homo sapiens who manages things rationally and effectively through high-tech
information processing skills. Frankl�s homo patiens closely resembles the Buddhist
ideaof compassion“as it is producedbyapplying imagination topatiencewith regard to
other fellow beings.” (Takenouchi, 2006, p. 191). According to Takenouchi the axis of
homo patiens, with the tension between despair and fulfillment, is more essential to
humans than the axis of homo sapiens, with the poles of low information and high
information skilled. The Japanese present information society debates on how far
mastering IT skills will allow social participation of the handicapped or create a gap.

Along with this line of reasoning and experience, Vikas Nath reports on the
diversity of digital governancemodels in countries such as India, Brazil, SouthAfrica,
Bangladesh, and the Philippines (Nath, 2007).

According to L€u Yao-Huai, a basic universal set of ethical standards is needed;
otherwise global information interaction will be thrown into chaos (L€u, 2007). This
minimum set includes three basic principles, namely information justice, information
equality, and information reciprocity. He points to the concept of “Shen Du” (be
watchful of oneself when one is alone) as having a special value in raising the moral
consciousness of the individual beyond legal frameworks.

27.3.2 Latin America and the Caribbean

Daniel Pimienta reports on his experience with a Latin American/Caribbean virtual
community leading to discussions about the intersection and boundaries of ethics and
cultures in the new social movements based on the Internet (Pimienta, 2007).
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According to Pimienta these models of communication are not the same in different
parts of the world. Another example of such difference is given by Hugo Alberto
Figueroa Alc�antara in his report on collective construction of identity on an Internet
basis in Mexico (Figueroa and Hugo, 2007) and by Susana Finquelievich with regard
to Latin America (Finquelievich, 2007).

27.3.3 Africa

The first African Information Ethics Conferencewas held in Pretoria/Tshwane, South
Africa, February 5–7, 2007 (African Information Ethics Conference, 2007). It was
organized by the University of Pretoria, the University ofWisconsin-Milwaukee, and
the International Center for Information Ethics. Not much has been published on the
challenges to African philosophy arising from the impact of ICTon African societies
and cultures(Jackson and Mand�e, 2007). In my keynote address I explore some
relationships between information ethics and the concept of ubuntu (Capurro, 2007b).
One of the few detailed analyses of the relationship between ubuntu and privacy was
presented byH.N. Olinger, Johannes Britz, andM.S. Olivier at the Sixth International
Conference of Computer Ethics: Philosophical Enquiry (CEPE, 2005). According to
Barbara Paterson “African thought emphasizes the close links among knowledge of
space, of self, and one�s position in the community,” participation being the “keystone
of traditional African society” (Paterson, 2007, p. 157). AsMogobe Ramose remarks,
ubuntu is “the central concept of social and political organization in African
philosophy, particularly among the Bantu-speaking peoples. It consists of the prin-
ciples of sharing and caring for one another” (Ramose, 2002, p. 643). Ramose
discusses two aphorisms “to be found in almost all indigenous African languages,”
namely:Motho kemotho ka batho andFeta kgomo tschwaremotho. The first aphorism
means that “to be human is to affirm one�s humanity by recognizing the humanity of
others and, on that basis, establish humane respectful relations with them.” Accord-
ingly, it is ubuntu that constitutes the core meaning of the aphorism.” The second
aphorismmeans “that if and when one is faced with a decisive choice between wealth
and the preservation of life of another human being, then one should opt for the
preservation of life” (Ramose, 2002, p. 644). Following this analysis we can ask: what
is the role of ubuntu in African information ethics? How is the intertwining of
information and communication technology with the principles of communalism and
humanity expressed in aphorisms such as Motho ke motho ka batho that can be
translated as “people are other people through other people?” What is the relation
between community and privacy in African information society? What kind of
questions do African people ask about the effects of information and communication
technology in their everyday lives?The proceedings of the Pretoria conference aswell
as anAfrica Readeron Information Ethicswill provide substantial contributions to IIE
in and from Africa. The already started dialogue on the basis of the ANIE platform
promises a fruitful intercultural exchange in the mood expressed in the motto of this
conference: The joy of sharing knowledge.

This conference was unique in several respects. First, it dealt with information
ethics inAfrica from anAfrican perspective. Second, it encouragedAfrican scholars
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to articulate the challenges of a genuine African information society. Third, it was
devoted to fundamental ethical challenges such as the foundations of African
information ethics, the issue of cultural diversity and globalization dealing partic-
ularly with the protection and promotion of indigenous knowledge, and the question
of the impact of ICT on development and poverty, as well as on socio-political and
economic inclusion/exclusion, North-South flow of information in terms of infor-
mation imperialism, and the flight of intellectual expertise from Africa. One
important outcome of the conference was the Tshwane Declaration on Information
Ethics in Africa (Tshwane Declaration, 2007) as well as the creation of the African
Network for Information Ethics (ANIE, 2007). A Reader on Africa Information
Ethics is in preparation.

27.3.4 Australia

MajavanderVelden analyzes how far the preoccupationwith content and connectivity
obscures the role of IT bymaking invisible different ways of knowing and other logics
and experiences (van der Velden, 2007). She presents an aboriginal database in
Northern Australia useful for people with little or no literacy skills. According to van
der Velden, “the technological design of an information system controls, to a large
extent, how information is produced, categorized, archived, and shared in the system.
This design reflects the politics, culture, and even race, gender, class, and ethnicity of
the people involved” (van der Velden, 2007, p. 85).

27.3.5 Turkey

GoncaTelliYamamoto andFarukKaraman dealwith IIE inTurkey, a country inwhich
Western, Islamic, and Turkish cultures compete. Theywrite: “With itsWesternization
efforts, Turkey presents a very special case for analyzing ITethics. In spite of the great
efforts to becomepart of theWestern civilization, Turkey is still struggling to decide to
which civilization it wants to belong—Western civilization or Islamic or Eastern
civilizations” (Yamamoto and Karaman, 2007, p. 190). Even the Western-oriented
population do not see, for instance, an ethical issue in copying intellectual property.
The Internet revolution is felt in a delayed fashion in Turkey, which means that the
digital divide has become a serious problem.

27.4 SPECIAL ISSUES

27.4.1 Privacy

Privacy is a key question as it deals with basic conceptions of the human person.
Intercultural dialogue is the antidote to the danger of getting “lost in translation” that
arises from a monological discourse aiming at reducing all differences to its own
language. In his introduction to the special issue of the journalEthics and Information
Technology on privacy and data privacy protection in Asia, Charles Ess underlines the
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importance of “an informed and respectful global dialogue in information ethics”
(Ess, 2005, p. 1).

27.4.1.1 China L€uYao-Huai analyzes theprivacyexperienceof today�s ordinary
Chinese people (L€u, 2005).According toL€u there is a transformation of contemporary
Chinese consciousness of privacy starting with economic and political reforms since
1980. He writes: “Before 1978, if someone publicly expressed the intention of
pursuing individual interests, he or she would have certainly been called an egoist.”
(L€u, 2005, p. 12). This cultural and moral change concerns mainly three aspects:
(1) Individual freedom is not any more a taboo topic. A conversation partner can
refuse to answer a question on the plea that “this is my privacy.” (2) There is also a
tendency not to interfere with what one perceives to be the privacy of the other.
(3) The common Chinese concept of privacy, Yinsi (shameful secret), has been
expanded to include all personal information whether shameful or not that people do
not want others to know.

With the rise of the Internet in the 1990s the question of data privacy emerged in
China. L€u provides an overviewof the legal frameworkof Chinese data protection and
discusses the following ethical principles: (1) the principle of respect, (2) the principle
of informed consent, (3) the principle of equilibrium (between the safety of personal
privacy and the safety of society), and (4) the principle of social rectification. The last
two principles take society as the higher value. L€u questions the claim that privacy
remains a foreign concept for many Chinese people. He argues that in rural areas,
following the tradition of collectivism, people are more interested in other people�s
lives than in the cities. But also all Chinese papers on information ethics dealing with
privacy interpret it as an instrumental instead as an intrinsic good. Chinese researchers
argue that privacy protection has a function with regard to social order. Although
many Chinese still think that there is no right to privacy within the family, a survey
among the young generation shows the opposite interest. L€u foresees a strong
influence of Western views on privacy without Chinese traditional culture becoming
fully Westernized in this regard (L€u, 2007).

27.4.1.2 Thailand Krisana Kitiyadisai explores the changes of the concept of
privacy in Thai culture, based on collectivism and nonconfrontation (Kitiyadisai,
2005). “Being private” applies in traditional Thailand to the space shared by family
members. The lack of a Thai word for privacy is due, according to Kitiyadisai, to the
feudal heritage of Thai society with a system of hierarchical ranking, politeness
protocols, and patronage. Strong relationships are based on the principle of noncon-
frontation avoiding the disastrous results of “losing-face” (siar-na) instead of face-
saving (koo-na). According to Kitiyadisai, “the combination of privacy as �private
affairs� (rueng-suan-tua) and the right of �noninterference�works in support of �saving
face�” (Kitiyadisai, 2005, p. 18). These values are similar to Confucian values of
“ancestor reverence, respect for �face,� responsibility, loyalty, modesty, and humility”
(Kitiyadisai, 2005, p. 24). According to Buddhism, human rights are not intrinsic to
human individuals but they are necessary for conducting a virtuous human existence.
Kitiyadisai provides an overview of the data protection legislation in Thailand. She
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stresses the ongoing tensions between “imported liberal democratic values” and
“traditional Thai values.”

Soraj Hongladarom describes a grave challenge to the privacy of Thai citizens. The
Thai government plans to introduce a digital national identification card in a country
with no specific law protecting personal information. The threat of political misuse
raises the question of the nature of privacy and its justification. Hongladarom explores
this question from the perspective of two famous Budhhist sages, namely Nagarjuna
(c. 150–250 AD), founder of the Mahah�ay�ana Buddhism, and Nagasena (c. 150 BC).
He writes: “The reason I believe the Buddhist perspective is important in this area is
that Buddhismhas avery interesting claim tomake about the self and the individual on
whose concept the whole idea of privacy depends.” (Hongladarom, 2007, p. 109).

The fact that Buddhism rejects the individual self does not mean that it rejects
privacy. In order to understand this counterintuitive argument, Hongladarom distin-
guishes between the absolute and conventional levels of assertion. From an absolute
point there is nodistinction between subject andobject. If there is no inherently existing
self thenprivacy is groundedon theconventional idea that it is necessary fordemocracy,
whichmeans that privacy has an instrumental instead of an intrinsic or core value. But,
according to Hongladarom, the distinction between intrinsic and instrumental values
has an insecure foundation as all values rest on our attachment to them (Hongladarom,
2007, p. 116). According to Nagasena, the conventional self exists in conventional
reality and is shown to be amere illusion after analysis in terms of the “ultimate truth.”
Hongladarom parallels Nagarjuna�s distinction between “conventional truth” and
“ultimate truth” with Kant�s distinction between a “phenomenal” and a “noumenal”
realm. But in contrast to Kant, there is no “I” providing a transcendental unity of
apperception. Privacy, as used in everyday life, is not denied in Buddhism. It is in fact
justified as an instrument for the purpose of living harmoniously according to
democratic ideals. But “from the ultimate perspective of a Buddha, privacy just makes
no sensewhatsoever” (Hongladarom, 2007, p. 120). Violations of privacy are based on
the three “mental defilements” (kleshas), namely greed, anger, and delusion, the
antidote being to cultivate love and compassion. He writes: “Compassion naturally
arises from this realization when one realizes that other beings are no different from
oneself. All want to get rid of suffering, and all do want happiness. The benefit of this
realization for information ethics is that compassion is the key that determines thevalue
of an action”(Hongladarom, 2007, p. 120). Compassion is, I would say, the “basic
mood” of Buddhist experience of the uniqueness of the world and our existence of
which we have nolens volens to take care. Pirongrong Ramasoota Rananand examines
information privacy in Thai society. Classical Buddhist teaching may not necessarily
reflect the behavior of relatively secularized Buddhists in contemporary Thai society
(Ramasoota, 2007, p. 125). She presents an overview of privacy and data protection in
Thai legislation. The Thai public is aware of the importance of control over the
circulation of one�s personal information, particularly in the Internet, in order to limit
state surveillance. Pattarasinee Bhattarakosol indicates that there are various factors
related to the development of IT ethics in Thailand, one main factor being family
background. She writes: “When ICT was implemented as a necessary tool,
people became independent, self-centered, object-oriented, and careless. Therefore,
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most of the time, people spend time to serve their own needs more than sharing time
with familymembers” (Bhattarakosol, 2007, p. 149). Given the fact that Thai culture is
a part of religion, the author concludes that religion is the only antidote to the present
ethical challenges.

27.4.1.3 Japan and the West Similar tensions can be found in Japan as
MakotoNakada andTakanori Tamura analyze in a paper thatwas originally conceived
as a dialogue with them and myself published also in this issue of Ethics and
Information Technology (Nakada and Tamura, 2005; Capurro, 2005b). It is a pity
that the constraints of Western monologic academic culture did not allow the
publication of this original dialogical essay. According to Nakada and Tamura,
Japanese people live in a threefold world, namely Shakai or the world influenced
byWesternvalues, Seken or the traditional and indigenousworldview, and Ikai, which
is a world from evils, disasters, and crime seem to emerge. On the basis of the analysis
of the way an homicide was portrayed in the quality newspaper Asahi Shimbum,
Nakada and Tamura show the ambiguities of the concept of privacy in modern Japan.
They write: “while the standpoint of Shakai would consider publishing personal
informationabout theTutiuramurder victims tobe an invasionofprivacyandviolation
of human rights, from the standpoint of the traditional values and beliefs of Seken, this
publication at the same time functions as a warning against the breakdown of moral
and ethics—an breakdown, finally, that is rooted in Ikai as the domain of such
betrayal” (Nakada and Tamura, 2005, p. 28).

Living in three worlds creates a kind of discontinuous identity that is very different
from Western metaphysical dichotomies, as I show in my contribution to this
intercultural dialogue (Capurro, 2005b). One main difference concerns the question
of “denial of self” (Musi),which seems to be one of themost importantBuddhist values
for the majority of Japanese people. This view is the opposite of the idea of Western
subjectivity from which we, Westerners, derive the concepts and “intrinsic values” of
autonomy and privacy. It follows from this that for Japanese people private things are
less worthy than public ones. But our modern dichotomy between the public and
the private sphere offers only loose parallels to the Japanese distinction between
Ohyake (public) and Watakusi (private). Ohyake means the “big house” and refers to
the imperial court and the government, while Watakusi means “not Ohyake,” that is,
what is partial, secret, and selfish. Japanese imported the notion of “privacy,” taking it
in the form of puraibashii as a loan word that means data privacy in the sense of
“personal information” used in theWest. In otherwords, there are two axes and they are
intermixed. This is, I believe, another outstanding example of cultural hybridization
that gives rise to a complex intercultural ethical analysis.

InWestern societies I perceive a no less dramatic transformation of the concepts of
autonomy and privacy toward what I call “networked individualities” (Capurro,
2005b, p. 40). Our being-in-the-networked-world is based not only on the principle
of autonomy but also on the principle of solidarity. As an example, I present the
discussion of data privacy in Germany since 1983 that led to the principle of
informational privacy. Without becoming Easternized, we now speak of privacy in
reference to communities, not just to isolated subjects. Behind a conceptual analysis
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there is the history of societieswith its correspondent cognitive-emotional perceptions
of the world, that is, of the web of human relations and contingent experiences, laid
down in language and shared through oral and/or written traditions as the primordial
mediumof social culturalmemory. Even ifwe agree on the surface of our intercultural
dialogues that one concept in one culture “in someway” corresponds to the other, their
factical or historical resonance is different and leads to different options about towhat
is considered morally good or bad.

27.4.2 Intellectual Property

Dan Burk examines the question of intellectual property from the perspective of
utilitarian and deontological traditions in the United States and Europe in contrast
to some non-Western approaches (Burk, 2007). In the United States “intellectual
property rights are justified only to the extent that they benefit the public in
general,” which means that they could be eliminated “if a convincing case against
public benefit could be shown” (Burk, 2007, p. 96). The industries supporting
copyright usually make the case for public benefit arising from the incentives
offered by such constraints. The European tradition regards creative work as
reflecting the author�s personality. According to Burk, two similar models of
privacy regulation have emerged. The United States has adopted a sectoral
approach, “eschewing comprehensive data protection laws in favor of piecemeal
treatment of the issue,” while the European Union has adopted an approach “based
on comprehensive legislation, and grounded in strong, even inalienable individual
rights” (Burk, 2007, pp. 97–98).

In China, the Confucian tradition largely denied the value of novel creative
contribution by instead promoting the respect for the classical work that should be
emulated. Under this perspective, copying becomes a cardinal virtue. For New
Zealand Maori, creative works belong to the tribe or group, not to a single author.
Similarly, among some sub-Saharan communities aswell as in the case ofmanyNative
American tribes thecontrol of cultural propertymaybe restricted to certain families. In
all these cases the goal of ownership is “to maintain such control, rather than to
generate newworks” (Burk, 2007, p. 102).In linewith arguments byLawrence Lessig,
Wolfgang Coy explores the question of sharing intellectual properties in global
communities from a historical point of view. Although there is a growing interest
in commercially useful intellectual artifacts, there are still vast unregulated areas, for
instance, nativecultural practices, including regional cooking, natural healing, anduse
of herbal remedies (Coy, 2007).

Similar alternatives to Western individualist conceptions and practices of privacy
can be found in non-Western cultures, such as the indigenous African norms based on
the concept of ubuntu that emphasizes communal values or in Japanese norms of
information access as defined by “situated community.”

27.4.3 Online Communities

Wolfgang S€utzl compares different conceptions of locality in the Internet on the one
hand and in the emerging localized “free networks” on the other, investigating the
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ethical and intercultural status of both conceptions (S€utzl, 2007). Free networks are
guided by the idea of the commons and the principle of sharing and participating in
contrast to a closed conception of location as the negation of freedom. Following
MartinHeidegger andEmmanuel L�evinas, Lucas Introna argues that communities are
communities because their members already share concerns or a meaning horizon of
ongoingbeing, that is, aworld.According to Introna theboundarybetween the insiders
and the outsiders must continually remain unsettled. Virtual strangers raise the
possibility of “crossing” and questioning these boundaries. But virtuality may also
function to confirm them (Introna, 2007).

Frances Grodzinsky and Herman Tavani examine some pros and cons of online
communities particularly with regard to the digital divide and its effects at the local
level, that is, in the United States as well as in other nations such as Malawi
(Grodzinsky and Tavani, 2007a).

27.4.4 Governmentality

FernandoElitchirigoity discussesvarious facets of the Internet in thecontextofMichel
Foucault�s notions of “governmentality” and “technologies of the self” (Elichirigoity,
2007). He argues that the emergence of new forms of informational empowerment do
not function independently from the informational practices that make them possible
and, thus, need to be understood less as an absolute gain of freedom and more as the
way freedom and power are continually produced and reproduced as processes of
governmentality. He analyzes the significance of these tools in connection with
significant changes in retirement and pension programs in the United States and other
Western countries.

27.4.5 Gender Issues

Britta Schinzel criticizes common attitudes within the computer professions and the
working cultures in which they develop. Alternative perspectives for responsible
technological actionmay be derived from (feminist) situational, welfare-based close-
range ethics or micro-ethics (Schinzel, 2007).

According to Johny Søraker, it is possible to broaden the moral status of digital
entities in case they have become “an irreplaceable and constitutive part of someone�s
identity” (Søraker, 2007, p. 17). The author draws insights from Western as well as
from East Asian classical philosophy.

27.4.6 Mobile Phones

Theptawee Chokvasin shows how the condition of self-government arising from
hi-tech mobilization affects Thai culture (Chokvasin, 2007). Buddhism encourages
us to detach ourselves from our selves, the self having no existence of its own.
The Buddhist teachings of “self-adjustment” and “self-government” should not be
misunderstood as if there is a “persistent person who acts as their bearer” (Chokvasin,
2007, p. 78).Autonomymeans to adjust oneself to the right course of living.According
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to Chokvasin this Buddhist concept of autonomy can only be conceived by those who
know the Buddhist teachings (dhamma). There is a kind of freedom in the Buddhist
concept of autonomy that is related to impermanence (Anitya), suffering (Duhkha),
and not-self (Anatta). Not clinging to our individual selves is the condition of
possibility for moral behavior, that is, for “human nobility.” Chokvasin claims that
the mobility made possible by the mobile phone makes possible a new view on
individuality as an instrumental value at the cost of disregarding the morally good.

Richard Spinello argues that all regulators, but especially those in developing
countries, should refrain from imposing any regulations on IP telephony intended to
protect a state-sponsored telecom and its legacy systems (Spinello, 2007).

27.4.7 Health Care

In their analysis of cross-cultural ethical issues of the current and future state of ICT
deployment and utilization in healthcare, Bernd Stahl, Simon Rogerson, and Amin
Kashmeery argue that the ethical implications of such applications are multifaceted
and have diverse degrees of sensitivity from culture to culture (Stahl et al., 2007).
They use the term “informatics” instead of information systems or computer
science because it is more inclusive and socially oriented. For the purpose of this
study, culture is being defined as the totality of sharedmeanings and interpretations.
They write: “An important aspect of culture is that it has a normative function. This
means that cultures contain an idea of how things should be and how its members
are expected to behave. This means that they are inherently utopian and imply a
good state of the world” (Stahl et al., 2007, p. 171). The normative character of
culture is transmitted through morality, values as well as tenets and creeds that are
called by the authors “metaethics.” Cultures are deeply linked to the question of
identity. The authors see a close link between culture and technology starting with
agricultural cultures and, nowadays, with the importance of ICT for our culture(s).
Applications of ICT in health care raise not only a policy but also an ethics vacuum
that becomes manifest in the debate on values-based practice (VBP) versus
evidence-based practice (EBP) of decision making. The authors analyze cases of
Western and non-Western cultures in order to show the complexity of the issues
they deal with. British culture is an example of Western liberalism, utilitarianism,
and modernism that is fundamentally appreciative of new technologies. This
modernist view overlooks the pitfalls of health care as a complex system with
conflicting actors and interests. In Islamic cultures, governed by the Shari�a code of
conduct, the question of, for instance, “a male healthcare provider to examine a
female patient (or vice versa) are hot debate topics” (Stahl et al., 2007, p. 178). The
authors present six scenarios in order to give an idea of such ethical conflicts when
dealing with ICT in health care.

27.4.8 Digital Divide

Lynettee Kvasny explores the existential significance of the digital divide for
America�s historically underserved populations (Kvasny, 2007). According toKvasny,
the increased physical access to ICT does not signal the closure of the digital divide in

SPECIAL ISSUES 659



the United States. Shewrites: “Forme, the digital divide is fundamentally about evil—
it is a painful discourse softened through statistics and dehumanized by numbers. [. . .]
Instead of understanding the everyday practices of people who historically have been
excluded from the eWorld anddeveloping technology services and information sources
to serve their unique needs, the more common response is to convert and educate the
backward masses. We produce discourses that discount their values and cultures and
show them why they need to catch up.” (Kvasny, 2007, p. 205). In other words, she
refuses the instrumental depiction of the digital divide (Britz, 2007; Himma, 2007).

27.5 CONCLUSION

IIE is an emerging discipline. The present debate shows a variety of foundational
perspectives as well as a preference for the narrow view that focuses IIE on ICT.
Consequently comparative studies with other media and epochs havemostly not been
considered so far.With regard to IIE issues in today�s information societies, there are a
lot of cultures that have not been analyzed, such as Eastern Europe and the Arabic
world. Asia and the Pacific is represented by Japan, China, and Thailand. Latin
America and Africa are still underrepresented. I plead for the enlargement of the
historical scope of our field beyond the limited horizon of the present digital info-
spheres even if such a view is not an easy task for research. IIE is in this regard no less
complex than, say, comparative literature.

IIE not only deals with the question of the impact of ICT on local cultures but
explores alsohowspecific ICTissues or,moregenerally,media issues, canbeanalyzed
from different IIE perspectives. The present debate emphasizes the question of
privacy, but other issues such as online communities, governmentality, gender issues,
mobile phones, health care, and, last but not least, the digital divide are on the agenda.
New issues such as blogs and wikis are arising within what is being called Web 2.0.

We have to deepen the foundational debate on the sources of morality from a IIE
perspective. According to Michel Foucault, ethics can be understood not just as the
theory but as the “problematization” of morality (Foucault, 1983). IIE has a critical
task to achievewhen it compares informationmoralities.This concerns theontological
or structural as well as the ontic or empirical levels of analysis. One important issue in
this regard is the question of the universality of values versus the locality of cultures
and vice versa that is related to the problem of their homogeneization or hybridization
as well as the question of the relation between cognition and moods and the
corresponding (un-) successful interplay between information cultures.
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