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ABSTRACT

Regulations of organizations and the contracts they enter into are generally recorded in human-readable, legal documents.
Were such documents interpretable by computer, software could perform ongoing compliance checking. This would
alow organizations to ensure they operate within legal bounds, or locate flaws in the regulations themselves. This paper
presents early work on the CamPACE environment for contract parsing, analysis, refinement and consistency checking.
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1. INTRODUCTION

An emerging distributed groupware application is regulation definition, analysis, and compliance checking
for communities of individuals and organizations. We are developing an web-based software prototype,
CamPACE, to assist with this task. Our tool allows textual contracts and regulations to be uploaded,
semantically tagged, and then assessed for conflicts. Event logs (behavior traces) can then be fed into the
system to monitor for compliance against the policies previously defined.

This paper begins with an analysis of related work (82), and then provides an overview of the CamPACE
prototype (83), which is being developed jointly at the University of Cambridge and the University of
Pennsylvania. We conclude with a discussion of our future plans.

2. RELATED WORK

Past work in electronic contracting and regulating pertains to our current research. A multitude of electronic
contracting approaches exist: (Bons et a. 1995, Daskalopulu et al. 2001, Grefen et al. 2000, Greunz et al.
2000, Kafeza et a. 2001, Kerrigan et al. 2003, Lee 1980, Merz 1998, Milosevic 1995, Morciniec 2001,
OASIS 2002, Peyton-Jones et al. 2000, Reeves et al. 2002, Weigand & Hasselbring 2001) Abrahams (2002)
provides a detailed review of these and others. Most of these approaches cannot express or detect conflicting
provisions, and many cannot monitor active systems for contract violations. Furthermore, none of these
existing approaches integrate with linguistic databases. Previous contract assessment work has been based
on small, single contracts. Lee and co-workers (Bons et al. 1995) have implemented a Petri -Net-based trade
procedure executor, whilst Daskalopulu (2001) and colleagues provide a finite-state-machine-based
conceptual framework for assessment of a small number of obligations. Existing approaches have focused on
developing small-scale conceptual solutions to the problem, rather than on studying real-world scenarios. In
the field of legal expert systems, Sergot et al (1986) showed that the citizenship of an individual could be
determined on the basis of approximately 500 rules of legislation. Dasakalopulu (1999) showed how



contracts may be assembled from blocks of text, but did not provide a multi-user analysis and assessment tool
with semantic lookup features. StatuteExpert (SoftLaw Corporation, 2003: http://www.softlaw.com.au/) is a
commercial online environment for documenting law into arules-based expert system. The CISAU (Douglas
et a. 1995) and RegNet (Kerrigan et al. 2003) projects are a&ademic initiatives that have looked at the
formalization of regulations. We believe our software environment is unique in that it offers a collaborative
environment, with integrated linguistic database queries (Abrahams & Mimouni 2003), for formalizing,

analyzing, and monitoring-against multiple sets of regulations.
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ambiguous, or incomplete directives.

3. Compliance-checking of various blood management software implementations against the federa
regulations and amendments. Individual blood management software vendors develop software for
processing blood donations —we would like to systematically assess event traces from their software against
what is mandated by law. For instance, a software product that has allowed a blood sample which tests
positive for the Hepatitis B Surface Antigen (HBsA(Q) to be used for non-autologous transfusion (i.e. for
transfusion to an individual other than the original donor) isclearly in breach of federal regulations.

Figure 1 above shows the context of use of the CamPACE prototype. Federal regulations and guidances
are uploaded to the software tool. Linguistic rules, sourced from an internal database and from external
sources such as MerriamWebster online dictionary (ttp://www.mw.com/), the University of Pennsylvania's
VerbNet (ttp://www.cis.upenn.edu/verbnet/), and Berkeley’s FrameNet @ttp://www.icsi.berkeley.edu/~framenet/),
are used to help identify semantic skeletons for the individual provisions (1). These structured provisions are
then stored in a database (2) and can be checked against each other for consistency using a purpose-built
Prolog engine which we have produced (3). Finally, event traces from actual blood donation scenarios can
be tested for compliance against the stored regulations (4).

The following sub-sections summarize the main steps in using the CamPACE environment:

3.1 Open Project and Upload Text

Users can define a project name and specify a project description (Figure 2[a] above). They can then upload
one or more text files containing regulations, guidance memoranda, or contracts (Figure 2[b] above).

3.2 Define Indicator s and Exceptions



Users can define markers (prefixes, suffixes, infixes, or regular expressions) that have particular meaningsin
English specifications. For example, the suffix “st’ as in ‘first’ often means that a list is being sorted,
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CamPACE employs its internal linguistic indicator e
and exception rules (83.2), as well as externa &

information from MerriamWebster, FrameNet, Figure3: Define Clauses

and VerbNet (Figure 1 above), to allow the user to
produce a structured representation of individual provisions. CamPACE reads the origina text of the
regulation, and highlights for each word the implications and associations for that word based on linguistic
rules. Semantic role (frame) information downloaded from FrameNet and VerbNet helps the user ensure
compl eteness, by prompting them to specify the contents of unfilled frame slots (roles) — see Figure 3.

3.4 Check Consistency

CamPA CE feeds the structured provisions through a Prolog rules engine which defines a variety of conflict-
checking rules, to check for a catalogue of safety and liveness constraints (Figure 4). Individual conflicts are
flagged; conflict resolution requires the definition of additional provisions which specify how the conflict is
to be avoided, or whether it isto be ignored.
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CamPACE is still in its initid phase of
development. We intend to employ data mining Figure4: Check for Conflicts
and natural language processing techniques

(specifically, anaphora resolution mechanisms) to allow semantic roles to be semi -automatically filled by the
software — currently, this laborious process is completely manual. Additional structure-determination rules,
lexical and semantic definitions (e.g. syno-, anto-, mero-, hyper-, hypo-, and tropo-nym relations), and user
interface enhancements are needed — for the latter, we aim in particular to provide facilities to alow
operational and contractual events to be dynamically recorded and notified using SOAP-based web-services.
Final testing of real-world event logs against complete, consistency-checked regulation texts can then be
attempted.
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