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Abstract—In 2015, Odelu, Kumar and Goswami proposed a
robust and efficient multi-server authentication scheme using
biometrics-based smart card and elliptic curve cryptography
(ECC) and claimed that their scheme could overcome all of
security issues in He and Wang’s scheme, such as a known
session specific temporary information attack, impersonation
attack, smart card loss attack, denial of service attack and
perfect forward secrecy. However, it is found that Odelu,
Kumar and Goswami’s scheme is still insecure. In this paper,
we demonstrate that their scheme is vulnerable to five types of
attack as follows, replay attack, RC spoofing attack, smart
card stolen attack, master key change problem and scalability
problem.
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I. INTRODUCTION

Radio frequency identification (RFID) is a form of wireless
communication that uses radio waves to identify and track
objects. RFID technology has the capability to both greatly
enhance and protect the lives of consumers, and also
revolutionize the way companies do business. As the most
flexible auto-identification technology, RFID can be used
to track and monitor the physical world automatically and
with accuracy. RFID technology connects billions of
everyday items to the internet, enabling businesses and
consumers to identify, locate, authenticate and engage each
item. An RFID system, as shown in Figure 1[2],
has readers and tags that communicate with each other by
radio. RFID tags are so small and require so little power
that they don’t even need a battery to store information and
exchange data with readers. This makes it easy and cheap
to apply tags to all kinds of things that people would like to
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identify or track. RFID system needs server connected to
the Point of Sale (POS) which has computation and storage
capability to store millions of user data for authentication
and identification.
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Figurel: The RFID system of the proposed scheme[2].

Many RFID authentication protocoles were introduced to
protect the private data on tag. This data could value data
as in transport application or personal data as in access
control or access servise from web. These protocol could
be classified according to as single round design[1] or
multiround systems [2]. Another classification is proposed
on the resources demanded by the protocols[13]. other
classification is based on the kind of cryptographic approch
such as public key cryptography[13]. Last classification is
based on biometric authentication as shown in table 1{34] it
is summerized the literature survey according to the above
classification and showing the disadvantge of each system.



=,

W
Y ¥

UE T AE

EXPLORING RESEARCH AND |INNOVATIONS

International Journal of Emerging Technology and Advanced Engineering
Website: www.ijetae.com (ISSN 2250-2459, ISO 9001:2008 Certified Journal, Volume 6, Issue 10, October 2016)

TABLE I: ROUND CLASSIFICATION [34].

The rest of this paper is organized as follows section 2
review of Odelu,Kumar and Goswami’s Scheme, section 3

Paper | Approch Disadvantages of protocol . . .

4] Symmetric key or | Not  sutable  for  practical security analysis of Odelu,Kumar and Goswami’s scheme
public key | applications and there are high cost finally, conclusion and future work is given in section 4.
computations. RFID tags.

[5] Hash function. Tag to be tracked. II. REVIEW OF ODELU, KUMAR AND GOSWAMI'S SCHEME

[6] Hash function. Replay attack and the . . . . . .

impersonation attack. This section reviews the biometric-based multi-server

7] XOR operation, and | DOS attack, replay attack and authentication scheme proposed by Odelu, Kumar and
matrix operation. individual tracing. Goswami's [31]. Odelu, Kumar and Goswami's’s scheme

[8] Hash function. Impersonation attack and backward consists of six phases namely, initialization phase,

trace ability. registration phase, login phase, authentication and key

[9] Bitwise operations. | Traceable. agreement phase, password change phase, and revocation

[10] Server share the | DOS attack, disguise of tags, and and re-registration phase.
tag’s EPC code. forward secrecy. Table II shows the notation used in this paper.

[11] Simple De-synchronization attack and the
bitwise operations. fully disclosure attack. TABLE III: NOTATION Used in This Paper

[12] Simple De-synchronize attack and DOS [34], [31].
bitwise operations. attack.

[13] Simple De-synchronization attack and the Symbol Description
bitwise operations. fully disclosure attack. RC The registration center

[14] Each tag has a static | De-synchronization attack and the k The master secret key of RC
ID, pre-shares a denial of service (DoS) attack. n,p Two sufficiently large prime number
pseudonym (IDS) Fp A finite field of order p
and 2 keys with the E, A non-singular elliptic curve over a field GF(p)
Server. G The additive group consisting of points on £,

[15] Random q.k binary | Anonymity and forward secrecy P A generator of G with order n
matrix , a random k | property. Ppub The public key of RC, where P,,, = kP
bit Vectqr X. . _ S, The ;7" server

[16] Quadragc res¥due. Not practlf:al since a very large SID, Identity of server S;

[17] Quadraqc res¥due, number will be qsed to get k; Private key of S,

[18] Quadratic residue. reasonable security level. U, The /'™ user

[19] ECC. Could withstand various attacks. ID; and pw; Identity and password of Ui, respectively

[20] ECC. _ _ _ _ k; Authentication parameter (secret token) of Ui

[21] Quadratic residue. Not suitable for practical. SC, Smart card of the user Ui

[22] ECC. Ttrtaclliing attack and the forgery Q Symmetric-key cryptography

attack. : : : :
[23] ECC. ' Could withstand various attacks. zkg /Dyf) iy;rrlyrr;eigr;a;rﬁ:izyﬁss(;lngzzgg10n using the key £
[24] Biometric-based. Stolen smart card attack and M,\M, Data M, concatenates with data M,
impersonation attack. XOR operation of M, and M
[25] Biometric-based. Stolen smart card attack and M, & M P ! ’
impersonation attack. X-Y: (M) X sends message M to Y
[26] Biometric-based. Outsider attack, smart card - -
. . || The concatenation operation
stolen attack, impersonation attack
. : and replay attack.[27] A. Initialization Phase
[28] Biometric-based. ?ﬁ;ﬁrzasrgclr?:y?;ik and In this phase, the registration centre RC declares its public
[30] Biometric based. a known session specific parameters {p, E,, P, Ppuy, 0, H(-),€2 }.

temporary information attack and
impersonation attack. [31]
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B. Registration Phase

1) User Registration Phase:
ki = H(IDj| k{|r;)
z;=k; @ H(pw; [/o; )
Si = H(k; ||IL D; [H(pw; [/0:)
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() ID;, H (pw;// o)

Store: » RC
Zi,Si, 0 2) Z,S:
Figure2: User Registration [34].
2) Server Registration Phase:
K; = H(SID; [K[[r; )
Sj = H(k [[r; [[k; [|SID;))
@) SID;
Store: Server I :I RC
R @ K.

Figure3: Server Registration [34].

C. Login , Authentication and Key Establishment Phase

Ci, X,

8
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Figure4: Login, Authentication and Key Estaclishment [34].

In order to login to a server S;, the user U; needs to execute
the following steps as in figure 4.

Step 1:

U; inserts his/her smart card SC; into a card reader and
inputs pw;, ID; and imprints the personal biometrics B; at
the sensor. Then, SC; computes o; = Rep(B;,0;) and

ki =z;@H(pw;|lo;) and checks whether H(k;||ID;||H(pwil|o;))
matches with si stored in the smart card SC;.

Step 2:
X =xP, K| = xPyy, using x = H(xi||ki|In;)
C] = EK] (IDl . SID_l . S_] . 1’11)
X=HX|Ki[[nl)P
hy=H (ID; [| SID; || S; || oy || K; | X | Ky)
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Step 3: Cy = Eywj n [11]

hy =H (G, X[ hy || SID; | K[| Sj [ n2)

Step 4:

e RC computes K, = kX(= K;) and obtains ID;,
SID;, S, and n; by decrypting C, using K.

e RC checks the freshness of n;, and also checks
validity of SID; and ID; by checking H(SID;||k)
and H(ID;||k), respectively, in T.

e RC retrieves 1j and ri corresponding to SID; and
ID;, respectively, from T.

e RC computes k; = H(IDj||k||r;|[H(IDj|k))
and k; = H(SIDj|[k]|r;)

e checks the conditions h, and S; hold or not.

e RC computes n, = D yq4a1)(Cy) and authenticates
the server S; by checking the condition h,.

e RC computes

@) Ki,j = H(leK2||n1)
o C3= Enqg iy n2) [SID; [| kijl
o hy=H(k; |Ih|C5/ISID) ki Xy

e Check h;.
e §; confirms that the secrets k;; = H(k;||Ky||n;)
and X are shared by the legal user U;, and k;j is
only known to RC, U; and S;.
e Then, S; compute
o Y=yP
o SK=H(yX| Kl S)
o hy=H(SID; || S; [ hy [ Ki; || X [|'Y || SK)

e  Checks hy

e U authenticates S; as the hash value kj; is only
known to RC, U; and §;.

e U; then computes hs = H(SIDj||k; ;|| XY ||SK)

Finally:

S; checks whether the condition hs holds or not. If it holds,
both user U; and server S; agree on the common session key
SK.

D. Password Change Phase
In this phase, U; can change his/her password pw; without
further contacting the RC using the following steps:
Step 1:
e Inputs pw;, ID; and imprints personal biometrics
B;.
e SC; computes o; = Rep(B;,0;)
and k; =z; @H(pwi[o:)
e Checks the condition s; = H(k;||ID;|[H(pw;||o;)).
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Step 2:

Ui enters his/her chosen new password, say pw"*" into the
smart card SC;.

Step 3:

SC; computes 2"V = k; @ H(pw™" ||o;)

and s" = H(k{|ID{H(pw"" |[o,)).

Step 4:
SC; replaces z; and s; with z

new new

and s™".

E. Revocation and Re-Registration Phase

In this phase, we explain the user revocation and
re-registration with the same identity when his/her
authentication key is compromised or the smart-card is
lost/stolen.

e RC verifies his/her personal identities.

e  Removes the random number r; from the table T.

Re-registration of U; with the same identity steps:

e RC verifies T whether the identity ID; is valid, that
is, whether the user U; is already registered, but
the status is inactive. If it is valid,

e RC executes the registration phase to reactivate
U;’s account.

III. SECURITY ANALYSIS OF ODELU, KUMAR AND
GOSWAMI'S SCHEME

In this section, we demonstrate the vulnerability of Odelu,
Kumar and Goswami's’s scheme in various communication
scenarios.

A. Replay Attack

An outsider adversary U, eavesdrop a communication
between a user and the server and then may try to use these
messages for opening a communication to a server in
future. An adversary U, may eavesdrop a communication
and store the login messages, {C,, h;, X}, and keep it for
certain time until another login from the legal user happen
to change the nonce value in verifier table. The following
steps show the attacks:

. U, send delayed message {C,, h;, X} to server §;

e Server S; will accept message and generate
message {C;, h;, X, C,, hy} and send to RC via a
public channel. (The server could not detect the
freshness of message or the identity of the user)

e RC decrypt C, and obtains ID;, SID;, S;, and n,

e RC checks the freshness of n;, and also checks
validity of SID; and ID; in table T.
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e RC will accept message because RC keeps only
last value of n; and could not detect it replayed
message.

e RC will update the status field in table T to 1,
which means the user is active and logged on.

e RC computes k;j, C3 h; and send to server via a
public channel.

e Server will terminate the session because the
adversary U, cannot compute the valid hs.

e Neither the user nor server could change the status
field in RC. And consequently RC will reject any
login in future (the author use status field to
prevent many login and use it in revocation
phase).

B. RC Spoofing Attack

Assume untrusted RC and the attacker gets information
about verifier table and master key k.

In this case the spoofing attack will be able to control all
users during authentication phase as follows:

1) After receiving the message M2 from S;, RC computes
K, = kX(= K,) and obtains IDi, SID; ,s;, and n; by
decrypting C; using K.

2) RC checks H(SIDj|lk) and H(IDj|k), respectively, and
retrieves 1j and r;.

3) RC computes k; = H(IDi|k||rj]|H(IDj|k)) and

k; = H(SID;|[k[|r;).

4) RC computes k; ;= H(ki|[K5[[n;),
C3=Enjini o) [SIDj|[k; jJand hs = H(k;|[ha||C5[|SID;][k; j{|X||n2).
Finally, RC sends the message M; = {C;, h;} to Sj via a
public channel.

C. Smart Card Stolen & Off-line Identity Guessing Attack

Smart card stolen attack means an adversary who
possessed with smart card performs any operation which
the smart card and obtains any information. If an outsider
adversary U, steals the smart card of legitimate user U; and
obtains parameters Public sketch 6; z;and S;.

The public sketch 0; and o; is obtained using fuzzy
extractor [32]. A fuzzy extractor has two disadvantages.

e The public sketch 6 and the authentication key o
are extracted from the biometric and cannot be
renewed.

e it has been shown that it is impossible [33] to
build fuzzy extractors for which the output does
not leak information about the biometric input and
then we can obtain o;
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The attacker could apply offline Identity Guessing attack
on the following equation:
Si=H(z & H(pw; ||lo;) [[ID; [[H(pw; [|o:))
Where ID; is 32 bit and consequently could obtain user key
ki=z © H(pwi | oi)

D. Master Key Change Problem

In registration phase the unique mater key is involved to
create the following:

1) Identity of each register user by calculating H(ID; || k)
2)generation of user key by calculating H(ID; || k|| r;)

The proposed schema will fail to update master key
because it is shared for all register user. The procedure for
changing this key will need to re-registration for all users
once again.

E. Scalability Problem

The server should be able to handle growing amounts of
work in a large tag population. Performing an exhaustive
search to identify individual tags could be difficult when
the tag population is large. Another operational
requirement is the uniqueness of Meta-IDs. One problem is
that we cannot assure the uniqueness of hash outputs. In
order to avoid the conflictions of hash outputs, we need to
have enough length of hash outputs. Otherwise the
confliction of Meta-IDs can cause serious problems in the
system. In another word, if we can make sure the
uniqueness of Meta-IDs, we can reduce the size of Meta-
IDs, which means the reduction of transmission and
memory.

IV. CONCLUSION

In 2015, Odelu, Kumar and Goswami's’s proposed an
enhanced scheme of He and Wang’s scheme and
demonstrated it is resistances to famous attacks such as
impersonation attacks, smart card stolen attacks, off-line
password guessing attacks, man-in-the middle attacks and
replay attacks. However, Odelu, Kumar and Goswami's’s
scheme is still insecure. In this paper showed how their
scheme can suffer to five types of attack as follows, replay
attack, RC spoofing attack, smart card stolen attack, master
key change Problem and limited scalability problem.
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Finally, in this paper further research direction ought to
propose a secure user authentication scheme. Which we can
solve these problems in the future work a proposed solution
will be introduced.
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