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Abstract

The basic components for most secure computing and communication systems of today are random number generators.
The present work purports to a radically novel approach to the design and implementation of random number generators.
Firstly, a nonlinear analysis of the photovoltaic cell open circuit voltage is performed, and the presence of chaos is
ascertained using standard measures such as Lyapunov Exponents. Following this, the chaotic output is adapted into a
bit stream and randomness tests from the NIST Suite are performed. It is seen that the chaotic output indeed passes all
the randomness tests. The histogram of the output reveals similarities with Gaussian Normal Distributions, confirming
the stochastic nature. Thus, the photovoltaic cell output is a potential power generating random number generator,
drastically differing from the conventional power dissipative random number generators.
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1. Introduction

One of the growing and critical concerns in the current era of information explosion is the need for secure information
and communication systems that protect data from privacy theft and hacking attacks [1, 2, 3, 4, 5, 6]. There has
been tremendous progress in this line of thought, with novel techniques such as cryptography and steganography being
developed [7, 8]. However, among such techniques, there is always the concern for power dissipation due to the use
of complex circuitry to generate random numbers, which form the backbone for most secure communication systems
[9, 10, 11, 12, 13, 14, 15].

The present work looks at this problem in an unprecedented, radically new perspective. The key motivation behind
the present work is the observation that the open circuit voltage output of a photovoltaic (solar) cell exhibits a DC offset
accompanied by highly dynamic fluctuations [16, 17]. When used for solar energy harvesting, these fluctuations are
inevitably averaged out by the use of inverters[18, 19]. However, in the present work, we evaluate and characterize the
photovoltaic output fluctuations and show that they are highly chaotic by using standard measures such as Lyapunov
Exponents and Kolmogorov Entropy [20, 21, 22, 23, 24, 25, 26]. Further, we convert the open circuit chaotic fluctuations
into discrete signals using appropriate sampling, and test the output for randomness using standard tests such as those
specified by the NIST Test Suite [12]. It is found that the waveform passes the random tests, and that the solar cell
chaotic output can indeed be used as a random number generator. The consequence is that, rather than designing a
random number generator circuit that would consume power, the present work uses the naturally inherent stochastic
properties of a photovoltaic cell output to generate random numbers, that would generate power as a power-cum-random
number generator, rather than consuming power. This property, along with the extreme simplicity of the design forms
the novelty of the present work.

2. Detecting and Characterizing Chaos in Photovoltaic Output

The photovoltaic cell open circuit output voltage is typically DC viewed as an offset, accompanied by fluctuations.
which have been typically dismissed as noise. However, in the present work, we perform nonlinear characterization of
the fluctuations, in order to detect the presence of chaos. In order to achieve this, the experimental setup consisting of
a 6V, 50mA rated polysilicon photovoltaic cell connected to a digital storage oscilloscope (TektronixTBS 1052B), in a
100W tubelight lit room, corresponding to a diffused lighting scenario, as shown in Fig. (1).

Using the setup, the open circuit voltage waveform ‘Voc’ is recorded, and qualitative analysis is done. The analysis
consists of the time series waveform, magnitude spectrum, polar plot and the phase portrait. While the time series gives
a rough idea of the fluctuations, the Fourier Magnitude spectrum and the polar plot helps to distinguish between the
noise floor and the chaotic components present in the waveform [27]. The phase portrait outlines the dynamic behavior
of the system [20, 21, 22]. These plots are shown in Fig. (2) for the diffused light scenario case.
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Figure 1: Experimental setup to characterize photovoltaic voltage
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Figure 2: Open Circuit Voltage offset analysis for diffused light scenario



Table 1: Results of NIST Suite Tests for the Chaotic Photovoltaic Output

Statistical Test P-Value | Proportion | Result
Runs 0.5453 0.9920 Pass
Longest Run 0.2547 0.9930 Pass
Monobit 0.9343 0.9980 Pass
Rank 0.1219 0.9940 Pass

FFT 0.8621 0.9920 Pass
Block Frequency 0.7673 0.9940 Pass
Cumulative Sum 0.1023 0.9700 Pass

Nonperiodic Template | 0.2503 0.9880 Pass
Overlapping Template | 0.7683 0.9940 Pass
Random Excursions 0.6623 0.9920 Pass
Serial 0.7212 0.9790 Pass
Maurer’s Universal 0.2701 0.9910 Pass

The most suitable measure to ascertain the presence of and to characterize chaos in the generated output is the
Largest Lyapunov Exponent (LLE), a measure of a system’s sensitive dependence on initial conditions [28, 29]. In the
present work, Rosenstein’s algorithm is used to compute the Lyapunov Exponents \; from the voltage waveform, where
the sensitive dependence is characterized by the divergence samples d;(i) between nearest trajectories represented by j
given as follows, C; being a normalization constant [28, 29]:

5(3) = Cye % (1)

The LLE for the output waveform ‘Y’ is obtained as 10.0791, the positive value indeed ascertaining the presence of
a highly unstable, dynamic chaos.

3. Testing for Randomness in Chaotic Solar Cell Output

In order to test the photovoltaic open circuit output for randomness, the NIST Standard Test Suite (Special Publica-
tion 800-22) is used [10, 12]. This suite consists among a number of tests, most significant of which include the Monobit
Test, Runs Test, Binary Matrix Rank Test, Template Matching Tests and Maurer’s Universal Statistical Test [10, 12].
These tests are performed using MATLAB, by taking the photovoltaic output as a time series, using the sampling
frequency of the digital storage oscilloscope. This time series is then converted into a bit stream with an 8-bit resolution.

As a common premise, all the tests focus on the Null Hypothesis framed that the sequence is not random, while
testing for uniformity, scalability and consistency [10, 12]. The tests are carried out for 1000 samples in a 1MegaBit
dataset, and the expected probability parameter (P-value) should be above 0.0001 with a proportion in the typical range
0.99+4/-0.00943 [10, 12]. The results of the tests are tabulated in Table 1.

The results from Table 1 show that the bit sequences obtained from the chaotic photovoltaic output passes the NIST
Suite tests, assertively proving its inherent capability to be used as random number generator. In addition to the NIST
Tests, the randomness of the Chaotic Signal is also characterized using Histogram plotted in Fig. (3) by taking 100 bins
for 2500 samples of the photovoltaic output.
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Figure 3: Histogram of Chaotic Photovoltaic Output

From the histogram, it is seen that the distribution of amplitudes approximate a Gaussian based Normal Distribution,
with the mean at around -0.1V [10, 12].



4. Conclusion

The open circuit voltage output of a photovoltaic cell is analyzed using the Lyapunov Exponent and the presence

of chaos is ascertained, after qualitative analysis using phase portraits, polar plots and spectrum are performed. The
generated output is tested for randomness usig the NIST Test suite. It is seen that all the random tests are passed, with
sufficient p-values. Finally, a histogram analysis of the chaotic output reveals similarity to Gaussian normal distributions.
It is opined that the solar cell chaotic output can thus be used as a random number generator, which provides a radical
shift of perspective from power dissipative random number generators to power generating random number generators.
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