
 

 

How To – Block Gmail Web Chat 

Applicable Version: 10.00 onwards 

Overview 

Cyberoam allows you to block different Gmail applications/services with the help of Application Filter 

Policy.  Applications in Gmail that can be controlled are listed below. 

 

 Gmail Video Chat Streaming 

 Gmail WebChat 

 Gmail WebMail 

 Gmail-Way2SMS WebMail 

 

Scenario 

Create an Application Filter Policy to block Gmail Web chat. The other Gmail services should be 

allowed. 

 

Prerequisite 

Web and Application Filter Module is subscribed. 

 

Configuration 

You can block Gmail Web Chat by following steps given below. Configuration is to be done from Web 

Admin Console using Administrator profile. 

Step 1: Create Application Filter Policy 

Go to Application Filter  Policy  Policy and click Add to create a new policy with parameters 

given below. 

 

  

 



 

 

Parameters Value Description 

Name Block_Gmail_Chat 
Specify a name to identify the 

Application Filter Policy 

Template Allow All 

All the applications are 

allowed, but some defined 

categories are blocked 

 

 

 

Click OK to create the policy. 

 

Note: 

 

Appliance is shipped with the following predefined policies for applications: Allow All and Deny All. 

These two predefined policies are immediately available for use until configured otherwise. You can 

also define custom policies to define different levels of access for different users to meet your 

organization’s requirements. 

 

Step 2: Add Rules to Policy 

Go to Application Filter  Policy  Policy and select the policy created in step 1.  

 

 

 



 

 

Click Add to add rules in the policy according to parameters given below. 

 

 

 

 

Parameter Value Description 

Application Filter Criteria Select All 
Select the criteria upon which applications are to be 

selected 

List of Applications 

Select 

Individual 

Application 

Based on the Application Filter Criteria, applications 

are listed. Select Gmail WebChat. 

Action Deny Select the Action: Allow OR Deny. 

Schedule All the time 
Select the Schedule from the list of Schedules 

available 

 



 

 

 

Click OK to add rule to Block_Gmail_Chat policy. 

 

 

 

Click OK to save the policy. 

 



 

Step 3: Apply Policy to Firewall Rule or User/User Group 

Firewall Rule 

 

You can apply the policy through a Firewall Rule such that it is applied on all traffic that hits on that 

rule. To create a Firewall Rule, go to Firewall  Rule  Rule and click Add. As shown below, apply 

the Policy created in step 1. 

 

 

 

 

Click OK to create the Firewall Rule. 

 

 



 

User/User Group 

 

You can apply the rule to individual users or user groups. Here, as an example we have applied the 

rule on a user named John Smith. To apply the policy on an individual user, go to Identity  Users  

Users and click the user on whom policy is to be applied, i.e., John Smith. As shown below, apply the 

Policy created in step 1. 

 

 

 

Click OK to apply policy on the user. 
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