Cybehtoam TECH READING

How To - Block Gmail Web Chat

Applicable Version: 10.00 onwards

Overview

Cyberoam allows you to block different Gmail applications/services with the help of Application Filter
Policy. Applications in Gmail that can be controlled are listed below.

e Gmail Video Chat Streaming
e Gmail WebChat

¢  Gmail WebMail

e Gmail-Way2SMS WebMail

Scenario

Create an Application Filter Policy to block Gmail Web chat. The other Gmail services should be
allowed.

Prerequisite

Web and Application Filter Module is subscribed.

Configuration

You can block Gmail Web Chat by following steps given below. Configuration is to be done from Web
Admin Console using Administrator profile.

Step 1: Create Application Filter Policy

Go to Application Filter > Policy > Policy and click Add to create a new policy with parameters

given below.
Add | Delete Records Per Page 20 [=] [« (<] (10f1) [3][33]
] Y
[} Allowr All Allow Allow All Policy.
[ Deny All Deny Deny All Policy.
Records PerPage 20 [»] [e[<] (1of1) [3][5z]
Add Delete T I
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Parameters Value Description
Name Block_Gmail_Chat | oPSCY @ name fo identify the
- - IApplication Filter Policy
All  the applications are
Template Allow All allowed, but some defined

categories are blocked

Mame = Block_Gmail_WebChat

De=scription

Template Allowr Adl

LOKY | REancely

Click OK to create the policy.

Note:

Appliance is shipped with the following predefined policies for applications: Allow All and Deny All.
These two predefined policies are immediately available for use until configured otherwise. You can
also define custom policies to define different levels of access for different users to meet your
organization’s requirements.

Step 2: Add Rules to Policy

Go to Application Filter > Policy - Policy and select the policy created in step 1.

L

L

L

Allow All

Block Gmail WebChat

Deny All

B BEEEIES

Records PerPage 20 [w| [« [¢] (10f1) (3] (3]
u___

Records Per Page | 20 [ (10f1)

Allow Allow All Policy.
Allow 2 [
Deny Deny All Policy.
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Click Add to add rules in the policy according to parameters given below.

Name * Block_Gmail_WebChat

Description

BEEN BRSNSl

miiily, |ucicle,
I e e e e

Mo Records Found.

il Doicle,
Parameter Value Description
Application Filter Criteria [Select All Select the criteria upon which applications are to be
selected
Select Based on the Application Filter Criteria, applications
List of Applications Indlv.ldu'f“ are listed. Select Gmail WebChat.
Application
Action Deny Select the Action: Allow OR Deny.
Schedule All the time Select the Schedule from the list of Schedules

available
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Category

Risk

Application Filter Criteria

v| Select Al

|| Conferencing

|| Desktop Mail

|| Download Applications

Ll Select Al

L1 1-Very Low
Ll 2-Low(2)
] 3 - Medium (2)

Technology
LI Select Al
L_| Browser Based (3)
L_| Client Server (1)
L_| Metwork Protocol

Characteristics
L| Select Al
L_| Can bypass firewall policy
L_| Excessive Bandwidth (1)
| Loss of productivity (1)

List of Matching Applications (1-4 of 4 ) * Scroll down to view more Applications.

©Selecmu|® Select Individual Application  Search | Gmail |

LI ©Gmail Video Chat Streaming ~ Gmail Video Chat Attempt Streaming Media 3 - Medium = Widely Used,Prone to...

¥l Gmail WebChat

LI GmailwebMail

Client Server

Webmail Chat Gmail Instant Messenger 2 - Low Widely Used Loss of ... Browser Based

Gmail Website - HTTR/HTTPS = Web Mail 3 - Medium  Transfer files,Widel.. Browser Based

Ll  Gmai-way2SMs WebMail Way2SMS - Gmail Inbox Web Mail 2-Low Excessive Bandwidth,. Browser Based

Action * © allow @ Deny

[=]

Schedule * All the Time

Click OK to add rule to Block_Gmail_Chat policy.

Mame *

Description

n Application

Gmail WebChat

L

Block_Gmail_WebChat

Application Filter Criteria

Category="All Categories™ Allthe Time Deny % @

Click OK to save the policy.



Step 3: Apply Policy to Firewall Rule or User/User Group

Firewall Rule

You can apply the policy through a Firewall Rule such that it is applied on all traffic that hits on that
rule. To create a Firewall Rule, go to Firewall > Rule - Rule and click Add. As shown below, apply

the Policy created in step 1.

Rule

General Settings
Rule Hame
Name = Block_Gmail_Chat
Description
Basic Settings Source Destination
Zone * LAN [=] VAN [=]
Attach ldentity L
Metwork / Host * |»"\rn.r IP Address 1r| Any P Address f|
Services®  |Any Services v|
Schedule |AIITheTime y| @

Action * @ Accept © Drop © Reject

L} Apply NAT | MASQ T| @

Advanced Settings (Security Policies, QoS5, Routing Policy, Log Traffic)

Security Policies

Application Fitter |B|UCk_Gﬂ15i|_WEDChET vl @ | | Apply Application based QoS Policy
Web Fiter  [None v & [_| Apply Web Category based QoS Policy
Ps  [Mone v|

IM Scanning |_| Enable

AV & AS Scanning L| SMTP || POP3 || MAP || FTP || HTTP || HTTPS

QoS & Routing Policy

QoS Mone Y| G
DSCP Marking Select DSCP Marking El
Route Through Gateway Load Balance El (Applicable only in case of Multiple Gateways)
Backup Gateway None El

Log Traffic

Log Firewsall Traffic || Enable

Click OK to create the Firewall Rule.



User/User Group

Tech Reading

You can apply the rule to individual users or user groups. Here, as an example we have applied the
rule on a user named John Smith. To apply the policy on an individual user, go to Identity > Users >
Users and click the user on whom policy is to be applied, i.e., John Smith. As shown below, apply the
Policy created in step 1.

Users I Clientless Users

Username*®
MName*
Password®
User Type®
Profile®
Email*

Internet Usage Time

jehn.smith

John Smith

Change Password

® user O Administrator

Profile

jehn.smith@cyberoam.com

00:00 (HH:MM)

Group® Open Group El

Web Fiter * | Allow Al v @
Application Fitter® | Block_Gmail_WebChat T| 'ﬁ'
Surfing Quota® |Un|im'rte1:| Internet Access T| 'ﬁ'
Access Time* |Alluwed all the time T| 6
Diata Transfer | Mone 1"| 6
QoS | Mone 1"| 6
SELVPN * | Mo Policy Applied 1'| i)

L2TP* ) Enable @ Disable

PFTP* [ Enable @ Disable

Spam Digest® () Enable @ Disable

Simultaneous Logins*® L Unlimited 1 (1-59)

MAC Binding®

MAC address List

Login Restriction®

©) Enable @ Disable

3] Any Node @ User Group node(s) @) Selected Nodes ) Mode Range

Click OK to apply policy on the user.
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