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Disclaimer

- The views or opinions expressed in this talk are not
that of my employer (CSIR).

- All images used in this presentation belong to their
respective copyright holders, unless otherwise
stated,

- All images are used for non-profit educational
purposes in accordance with Fair Use Copyright
laws.

- This presentation is available for sharing without
any prejudice
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Presentation Outline

Setting the Scene The Battlespace
Cyber-EW

Convergence

ImplicationsCountermeasuresThe End
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New Connections in the

Hyper-connected World
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Diversity of Networks…
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The increase attack surface

• Cars have been hacked, a popular U.S. smart home alarm system was hacked, 

implantable medical devices like pacemakers have been hacked, plane systems 

have been hacked, critical infrastructure like a power grid and a dam were 

hacked, mobile banking apps have been hacked, smart city technology has 

been hacked.

https://www.forbes.com/sites/forbestechcouncil/2017/01/17/why-cybersecurity-should-be-the-biggest-concern-of-2017/#4890789c5218
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The evolving aircraft…



‹#›

What is not Vulnerable?
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Progress…

Setting the Scene The Battlespace Cyber meets EW

ImplicationsCountermeasuresThe End
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Man-Made Cyber Space

Source: Kaspersky lab
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EM Space
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The Cyber Battlefield…
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About War…
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Cyber-Physical Systems
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Smart Grid – What could go wrong?

Ransomware attacks

Data transmission monitoring

DDoS

Physical tampering

Deception attacks

Behaviour alteration

Man-in-the-middle attack

Malware 

distribution
Pressure monitoring

Leakage detection

Smart metering
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Progress…

Setting the Scene The Battlespace Cyber meets EW

ImplicationsCountermeasuresThe End



‹#›17

The Era of Convergence
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Mapped by the OSI model
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Cyber &  EW Similarities

Deny

Disrupt

Deceive

Degrade

Destroy



‹#›

Maximum Effect Diverse Attack Surface Deception & 
Weaponization

Zero-Seconds Advance Persistent 
Threat

Advance Kill Chain

Cyber-EW Convergence Opportunities
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Progress…

Setting the Scene The Battlespace
Cyber-EW

Convergence

ImplicationsCountermeasuresThe End
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Offense and Defense

“When you think about attacking 

someone’s network, keep in 

mind that they can do the same 

to you…”
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Case Studies: Cyber-EW Capabilities



‹#›

USB Killer 
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NSA Playset
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NSA Playset
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NSA Playset
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Some thought…

“A modern thief can steal 

more with a computer than 

with a gun, cause more 

damage with a keyboard 

than a bomb.”
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Progress…

Setting the Scene The Battlespace
Cyber-EW

Convergence

ImplicationsCountermeasuresThe End
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Preparation meets Opportunity
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Defense Review
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Defensive & Offensive Capabilities
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GCI vs IDI
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TRAIN

RESOURCE

ORGANIZE

EMPLOY

SUSTAIN

What can we do?
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The train is moving…
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Adapt or Perish…

“We must learn to negotiate the new 
Geography where borders are 

irrelevant, distance 
meaningless…enemy can harm our vital 

systems without confronting our 
strongest force.”

Protection of Critical Infrastructure 
Commission (1997)
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Thank You

jmtsweni@csir.co.za


