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Cyber Warfare 4.0 meets Electronic Warfare
Opportunities and Implications
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Disclaimer

- The views or opinions expressed in this talk are not
that of my employer (CSIR).

- All images used in this presentation belong to their
respective copyright holders, unless otherwise
stated,

- All images are used for non-profit educational
purposes in accordance with Fair Use Copyright
laws.

- This presentation is available for sharing without
any prejudice
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New Connections in the
Hyper-connected World

NB IOT, ENABLES BEW  CONNECTED THINGS

1 Pears;al : *P“:'?

? IDEAS THAT WORK FOR -
INIIIISTIIIA["»»'

ll!'!llll’l!l" 40




©DEVELOPMENT

Diversity of Networks... {&E,@B b
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The Increase attack surface

Cars have been hacked, a popular U.S. smart home alarm system was hacked,
iImplantable medical devices like pacemakers have been hacked, plane systems

have been hacked, critical infrastructure like a power grid and a dam were
hacked, mobile banking apps have been hacked, smart city technology has
been hacked.
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Zi T, SRV RESEARCHER SHOWS HOW TO HACK Ji
f_ﬁ anks seernceriitblll (AND CRASH) A PASSENGER AIRCRAFT
HACKEDE : WITH AN ANDROID PHONE..

https://www.forbes.com/sites/forbestechcouncil/2017/01/17/why-cybersecurity-should-be-the-biggest-concern-of-2017/#4890789c5218
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The evolving aircraft...
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What is not Vulnerable? (8 s

KRACK warning: Severe WPA2 security
vulnerability leaves millions of devices open

to attack
(:9;1 By Mark Wycislik-Wilson Published 3 weeks ago
/16 Comments il Like S5 | G+
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Man-Made Cyber Space (g o
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EM Space
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Tactical e @ Target Tracking and lnltamdmught Electro-optical UV Missile
Radios Communications Yision Goggles Scope Seeker
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The spectrum is becoming complex and with cyberspace, a war
could be lost due to ignorance.




The Cyber Battlefield...
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INTERMATIOMNAL / COMMENTARY

|| [ | | | [ |
NATO Designates Gyber as Official Domain for Warfare
Anna Ferrara / David Inserra /| @dr_inserra

Defending our territory and protecting our citizens is NATO's core mission.

We also turned our attention to cyberspace.
We agreed that we will recognise cyberspace as an operational domain.

Just like air, sea and land. Meeting of NATO Ministers

of Defence
Cyber defence is part of collective defence. NATO [ -

oIV '4-15 June 2016
Most crises and conflicts today have a cyber dimension.

So treating cyber as an operational domain would enable us to better protect our missions
and operations.,
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About War i i

State on State war using mass, objective and manoeuvre Intelligence, Deception
Kinetic war for political objectives Attack the mind of your enemies
Act of force to compel the enemy to do our will Subdue the enemy without fighting

“Observe, orient, decide and act more inconspicuously, more quickly, and with more
irregularity ...”

Boyd, Patterns of War

Developed from ‘Principles of War for Cyberspace’ Lt Col Steven E. Cahinin US Air War College 2011 www.au.af. milawafri/aspy/digital/pdf/articles/Jan-Feb.. /Research-Cahanin.pdf



Cyber-Physical Systems
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Smart Grid — What could go wrong? {«}E,@ iNDUSTRIAL

Man-in-the-middle attack
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The Era of Convergence @15,@5 s
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Computers and Networlks
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Offense and Defense

“When you think about attacking
someone’s network, keep in
mind that they can do the same
to you...”

]
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Case Studies: Cyber-EW Capabilities
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NSA Playset
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NSA Playset
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Some thought...

“A modern thief can steal
more with a computer than
with a gun, cause more
damage with a keyboard

than a bomb.”

]
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Preparation meets Opportunity @_@5 S
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Defense Review
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Defend and protect the Republic, its territorial integrity and its people in accordance with
the Constitution and the principles of international law regulating the use of force

A 4

GOAL 1

Defend and protect
South Africa

Task 1

Deter and prevent
conflict

Task 2

Protect national
interests

Task 3
Defend South Africa

GOAL 2

Safeguard South Africa

A 4 A 4

Promote peace and

security
Task 4 Task 8
Safeguard borders Promote strategic
influence
Task 5 Task 9
Safeguard critical Contribute to peace
infrastructure and stability
Task 6
Cooperation with the
police service
Task 7
Ensure information
security

GOAL 3

A 4

GOAL 4

Developmental and other
ordered tasks

Task 10

Execute relevant treaty
obligations

Task 11

Ordered presidential
tasks

Task 12

Contribute to the
development of South Africa
and its people
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Defensive & Offensive Capabilities @E@B S

GOAL 2:
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What can we do?

TRAIN

RESOURCE

ORGANIZE

EMPLOY

SUSTAIN
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Adapt or Perish...

“We must learn to negotiate the new
Geography where borders are
iIrrelevant, distance
meaningless...enemy can harm our vital
systems without confronting our
strongest force.”

Protection of Critical Infrastructure
Commission (1997)




Thank You

jmtsweni@csir.co.za
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