
8

 

 

 

 

th edition

E T H I C S
for the information age 





 

8

 

 

 

 

th edition

E T H I C S
for the information age 

MICHAEL J. QUINN 
Seattle University 

221 River Street, Hoboken, NJ 07030



 

Senior Vice President Courseware Portfolio 
Management: Engineering, Computer Science, 

Mathematics, Statistics, and Global Editions:  

Marcia J. Horton 
Director, Portfolio Management: Engineering, 

Computer Science, and Global Editions:  

Julian Partridge 
Executive Portfolio Manager: Matt Goldstein 

Portfolio Management Assistant: Meghan Jacoby 

Managing Producer, ECS and Mathematics:  
Scott Disanno 

Senior Content Producer: Erin Ault 

Project Manager: Windfall Software,  
Paul C. Anagnostopoulos 

Manager, Rights and Permissions: Ben Ferrini 
Operations Specialist: Maura Zaldivar-Garcia 

Inventory Manager: Bruce Boundy 

Product Marketing Manager: Yvonne Vannatta 
Field Marketing Manager: Demetrius Hall 

Marketing Assistant: Jon Bryant 

Cover Image: Phonlamai Photo/Shutterstock 
Cover Design: Pearson CSC 

Composition: Windfall Software 

Cover Printer: Phoenix Color/Hagerstown 
Printer/Binder: Lake Side Communications, Inc. 

(LSC) 

 

 

Copyright © 2020, 2017, 2015, 2013, 2011 Pearson Education, Inc., Hoboken, NJ 07030. All rights reserved. 
Manufactured in the United States of America. This publication is protected by copyright, and permission should be 

obtained from the publisher prior to any prohibited reproduction, storage in a retrieval system, or transmission in any 

form or by any means, electronic, mechanical, photocopying, recording, or otherwise. For information regarding 
permissions, request forms and the appropriate contacts within the Pearson Education Global Rights & Permissions 

department, please visit www.pearsoned.com/permissions/. 

 
Many of the designations by manufacturers and seller to distinguish their products are claimed as trademarks. Where 

those designations appear in this book, and the publisher was aware of a trademark claim, the designations have been 

printed in initial caps or all caps. 
 

The author and publisher of this book have used their best efforts in preparing this book. These efforts include the 
development, research, and testing of the theories and programs to determine their effectiveness. The author and 

publisher make no warranty of any kind, expressed or implied, with regard to these programs or the documentation 

contained in this book. The author and publisher shall not be liable in any event for incidental or consequential damages 
in connection with, or arising out of, the furnishing, performance, or use of these programs. 

 

 
Library of Congress Cataloging-in-Publication Data on file. 

 

 
1  19 

 

 

 

 
 

 

 
 

 

 
 

 

ISBN 10:        0-13-521772-5 
ISBN 13: 978-0-13-521772-6 

http://www.pearsoned.com/permissions/


Brief Contents

Preface xxi

1 Catalysts for Change 1
An Interview with Dalton Conley 47

2 Introduction to Ethics 49
An Interview with James Moor 105

3 Networked Communications 109
An Interview with Cal Newport 163

4 Intellectual Property 165
An Interview with June Besek 229

5 Information Privacy 233
An Interview with Michael Zimmer 277

6 Privacy and the Government 281
An Interview with Jerry Berman 329

7 Computer and Network Security 333
An Interview with Matt Bishop 377

8 Computer Reliability 381
An Interview with Avi Rubin 437

9 Professional Ethics 439
An Interview with Paul Axtell 479

10 Work and Wealth 483
An Interview with Martin Ford 529

Appendix A: Plagiarism 533

Appendix B: Introduction to Argumentation 537





Contents

Preface xxi

1 Catalysts for Change 1
1.1 Introduction 1

1.2 Milestones in Computing 5
1.2.1 Aids to Manual Calculating 5

1.2.2 Mechanical Calculators 6

1.2.3 Cash Register 8

1.2.4 Punched-Card Tabulation 8

1.2.5 Precursors of Commercial Computers 10

1.2.6 First Commercial Computers 12

1.2.7 Programming Languages and Time-Sharing 13

1.2.8 Transistor and Integrated Circuit 15

1.2.9 IBM System/360 15

1.2.10 Microprocessor 16

1.2.11 Personal Computer 17

1.3 Milestones in Networking 20
1.3.1 Electricity and Electromagnetism 20

1.3.2 Telegraph 22

1.3.3 Telephone 23

1.3.4 Typewriter and Teletype 24

1.3.5 Radio 25

1.3.6 Television 26

1.3.7 Remote Computing 27

1.3.8 ARPANET 27

1.3.9 Email 29

1.3.10 Internet 29

1.3.11 NSFNET 29

1.3.12 Broadband 30

1.3.13 Wireless Networks 30

1.3.14 Cloud Computing 31



viii Contents

1.4 Milestones in Information Storage and Retrieval 31
1.4.1 Greek Alphabet 31

1.4.2 Codex and Paper 32

1.4.3 Gutenberg’s Printing Press 32

1.4.4 Newspapers 32

1.4.5 Hypertext 33

1.4.6 Graphical User Interface 33

1.4.7 Single-Computer Hypertext Systems 35

1.4.8 Networked Hypertext: World Wide Web 36

1.4.9 Search Engines 36

1.4.10 Cloud Storage 37

1.5 Contemporary Information Technology Issues 37
Summary 39
Further Reading and Viewing 40
Review Questions 41
Discussion Questions 41
In-Class Exercises 42
References 43

An Interview with Dalton Conley 47

2 Introduction to Ethics 49
2.1 Introduction 49

2.1.1 Defining Terms 50

2.1.2 Four Scenarios 51

2.1.3 Overview of Ethical Theories 54

2.2 Subjective Relativism 55
2.2.1 The Case For Subjective Relativism 55

2.2.2 The Case Against Subjective Relativism 56

2.3 Cultural Relativism 57
2.3.1 The Case For Cultural Relativism 58

2.3.2 The Case Against Cultural Relativism 58

2.4 Divine Command Theory 60
2.4.1 The Case For the Divine Command Theory 61

2.4.2 The Case Against the Divine Command Theory 62

2.5 Ethical Egoism 63
2.5.1 The Case For Ethical Egoism 63

2.5.2 The Case Against Ethical Egoism 64

2.6 Kantianism 65
2.6.1 Good Will and the Categorical Imperative 66



Contents ix

2.6.2 Evaluating a Scenario Using Kantianism 68

2.6.3 The Case For Kantianism 69

2.6.4 The Case Against Kantianism 70

2.7 Act Utilitarianism 71
2.7.1 Principle of Utility 71

2.7.2 Evaluating a Scenario Using Act Utilitarianism 73

2.7.3 The Case For Act Utilitarianism 74

2.7.4 The Case Against Act Utilitarianism 75

2.8 Rule Utilitarianism 76
2.8.1 Basis of Rule Utilitarianism 76

2.8.2 Evaluating a Scenario Using Rule Utilitarianism 77

2.8.3 The Case For Rule Utilitarianism 78

2.8.4 The Case Against Utilitarianism in General 79

2.9 Social Contract Theory 80
2.9.1 The Social Contract 80

2.9.2 Rawls’s Theory of Justice 82

2.9.3 Evaluating a Scenario Using Social Contract Theory 84

2.9.4 The Case For Social Contract Theory 85

2.9.5 The Case Against Social Contract Theory 86

2.10 Virtue Ethics 87
2.10.1 Virtues and Vices 87

2.10.2 Making a Decision Using Virtue Ethics 89

2.10.3 The Case For Virtue Ethics 91

2.10.4 The Case Against Virtue Ethics 92

2.11 Comparing Workable Ethical Theories 92

2.12 Morality of Breaking the Law 94
2.12.1 Social Contract Theory Perspective 94

2.12.2 Kantian Perspective 94

2.12.3 Rule-Utilitarian Perspective 95

2.12.4 Act-Utilitarian Perspective 96

2.12.5 Conclusion 97

Summary 97
Further Reading and Viewing 98
Review Questions 98
Discussion Questions 100
In-Class Exercises 101
References 102

An Interview with James Moor 105



x Contents

3 Networked Communications 109
3.1 Introduction 109

3.2 Spam 110
3.2.1 The Spam Tsunami 111

3.2.2 Need for Social-Technical Solutions 113

3.2.3 Case Study: Ann the Acme Accountant 113

3.3 Internet Interactions 116
3.3.1 The World Wide Web 116

3.3.2 Mobile Apps 116

3.3.3 How We Use the Internet 117

3.4 Text Messaging 120
3.4.1 Transforming Lives in Developing Countries 120

3.4.2 Twitter 120

3.4.3 Business Promotion 120

3.5 Political Impact of Social Media and Online Advertising 121
3.5.1 Political Activism 121

3.5.2 Macedonian Entrepreneurs 122

3.5.3 Internet Research Agency 122

3.5.4 Is Democracy Being Threatened? 123

3.5.5 Troubling Times for Traditional Newspapers 123

3.6 Censorship 125
3.6.1 Direct Censorship 125

3.6.2 Self-Censorship 125

3.6.3 Challenges Posed by the Internet 126

3.6.4 Government Filtering and Surveillance of Internet Content 127

3.6.5 Ethical Perspectives on Censorship 128

3.7 Freedom of Expression 129
3.7.1 History 129

3.7.2 Freedom of Expression Not an Absolute Right 130

3.7.3 FCC v. Pacifica Foundation 132

3.7.4 Case Study: Kate’s Blog 132

3.8 Children and Inappropriate Content 135
3.8.1 Web Filters 135

3.8.2 Child Internet Protection Act 135

3.8.3 Ethical Evaluations of CIPA 136

3.8.4 Sexting 138

3.9 Breaking Trust 139
3.9.1 Identity Theft 139

3.9.2 Fake Reviews 140

3.9.3 Online Predators 141



Contents xi

3.9.4 Ethical Evaluations of Police Sting Operations 142

3.9.5 False Information 143

3.9.6 Cyberbullying 144

3.9.7 Revenge Porn 146

3.10 Internet Addiction 147
3.10.1 Is Internet Addiction Real? 147

3.10.2 Contributing Factors to Addiction 148

3.10.3 Ethical Evaluation of Internet Addiction 149

Summary 149
Further Reading and Viewing 151
Review Questions 151
Discussion Questions 152
In-Class Exercises 155
References 156

An Interview with Cal Newport 163

4 Intellectual Property 165
4.1 Introduction 165

4.2 Intellectual Property Rights 167
4.2.1 Property Rights 167

4.2.2 Extending the Argument to Intellectual Property 169

4.2.3 Benefits of Intellectual Property Protection 171

4.2.4 Limits to Intellectual Property Protection 171

4.3 Protecting Intellectual Property 173
4.3.1 Trade Secrets 173

4.3.2 Trademarks and Service Marks 174

4.3.3 Patents 175

4.3.4 Copyrights 176

4.3.5 Case Study: The Database Guru 180

4.4 Fair Use 184
4.4.1 Sony v. Universal City Studios 186

4.4.2 Audio Home Recording Act of 1992 187

4.4.3 RIAA v. Diamond Multimedia 188

4.4.4 Kelly v. Arriba Soft 188

4.4.5 Authors Guild v. Google 189

4.4.6 Mashups 190

4.5 Digital Media 191
4.5.1 Digital Rights Management 191

4.5.2 Digital Millennium Copyright Act 192

4.5.3 Secure Digital Music Initiative 192



xii Contents

4.5.4 Sony BMG Music Entertainment Rootkit 193

4.5.5 Criticisms of Digital Rights Management 193

4.5.6 Online Music Stores Drop Digital Rights Management 194

4.5.7 Microsoft Xbox One 194

4.6 Peer-to-Peer Networks and Cyberlockers 195
4.6.1 RIAA Lawsuits Against Napster, Grokster, and Kazaa 195

4.6.2 MGM v. Grokster 197

4.6.3 BitTorrent 198

4.6.4 Legal Action Against the Pirate Bay 199

4.6.5 PRO-IP Act 200

4.6.6 Megaupload Shutdown 200

4.6.7 Legal Online Access to Entertainment 201

4.7 Protections for Software 202
4.7.1 Software Copyrights 202

4.7.2 Violations of Software Copyrights 202

4.7.3 Safe Software Development 203

4.7.4 Software Patents 204

4.8 Legitimacy of Intellectual Property Protection for Software 208
4.8.1 Rights-Based Analysis 208

4.8.2 Utilitarian Analysis 209

4.8.3 Conclusion 210

4.9 Open-Source Software 211
4.9.1 Consequences of Proprietary Software 211

4.9.2 “Open Source” Definition 212

4.9.3 Beneficial Consequences of Open-Source Software 213

4.9.4 Examples of Open-Source Software 213

4.9.5 The GNU Project and Linux 214

4.9.6 Impact of Open-Source Software 214

4.10 Creative Commons 215
Summary 218
Further Reading and Viewing 219
Review Questions 220
Discussion Questions 220
In-Class Exercises 221
References 222

An Interview with June Besek 229



Contents xiii

5 Information Privacy 233

5.1 Introduction 233

5.2 Perspectives on Privacy 234
5.2.1 Defining Privacy 234

5.2.2 Harms and Benefits of Privacy 235

5.2.3 Is There a Natural Right to Privacy? 238

5.2.4 Privacy and Trust 241

5.2.5 Case Study: The New Parents 242

5.3 Information Disclosures 244
5.3.1 Public Records 244

5.3.2 Information Held by Private Organizations 245

5.3.3 Facebook Tags 246

5.3.4 Enhanced 911 Services 246

5.3.5 Rewards or Loyalty Programs 247

5.3.6 Body Scanners 247

5.3.7 RFID Tags 248

5.3.8 Implanted Chips 249

5.3.9 Mobile Apps 249

5.3.10 Facebook Login 250

5.3.11 OnStar 250

5.3.12 Automobile “Black Boxes” 251

5.3.13 Medical Records 251

5.3.14 Digital Video Recorders 251

5.3.15 Cookies 252

5.4 Data Mining 252
5.4.1 Data Mining Defined 252

5.4.2 Opt-In versus Opt-Out Policies 254

5.4.3 Examples of Data Mining 255

5.4.4 Social Network Analysis 258

5.4.5 Release of “Anonymized” Datasets 259

5.5 Examples of Consumer or Political Backlash 261
5.5.1 Marketplace: Households 261

5.5.2 Facebook Beacon 261

5.5.3 Malls Track Shoppers’ Cell Phones 262

5.5.4 iPhone Apps Uploading Address Books 262

5.5.5 Instagram’s Proposed Change to Terms of Service 263

5.5.6 Cambridge Analytica 263

Summary 265
Further Reading and Viewing 266
Review Questions 266
Discussion Questions 267
In-Class Exercises 269



xiv Contents

References 270

An Interview with Michael Zimmer 277

6 Privacy and the Government 281
6.1 Introduction 281

6.2 US Legislation Restricting Information Collection 283
6.2.1 Employee Polygraph Protection Act 283

6.2.2 Children’s Online Privacy Protection Act 283

6.2.3 Genetic Information Nondiscrimination Act 283

6.3 Information Collection by the Government 284
6.3.1 Census Records 284

6.3.2 Internal Revenue Service Records 285

6.3.3 FBI National Crime Information Center 2000 285

6.3.4 OneDOJ Database 287

6.3.5 Closed-Circuit Television Cameras 287

6.3.6 License-Plate Scanners 289

6.3.7 Police Drones 289

6.4 Covert Government Surveillance 290
6.4.1 Wiretaps and Bugs 291

6.4.2 Operation Shamrock 293

6.4.3 Carnivore Surveillance System 294

6.4.4 Covert Activities After 9/11 294

6.5 US Legislation Authorizing Wiretapping 295
6.5.1 Title III 295

6.5.2 Foreign Intelligence Surveillance Act 296

6.5.3 Electronic Communications Privacy Act 296

6.5.4 Stored Communications Act 297

6.5.5 Communications Assistance for Law Enforcement Act 297

6.6 USA PATRIOT Act 298
6.6.1 Provisions of the Patriot Act 298

6.6.2 National Security Letters 299

6.6.3 Responses to the Patriot Act 300

6.6.4 Successes and Failures 301

6.6.5 Long-Standing NSA Access to Telephone Records 302

6.7 Regulation of Public and Private Databases 303
6.7.1 Code of Fair Information Practices 303

6.7.2 Privacy Act of 1974 305

6.7.3 Fair Credit Reporting Act 305

6.7.4 Fair and Accurate Credit Transactions Act 306

6.7.5 Financial Services Modernization Act 306



Contents xv

6.8 Data Mining by the Government 306
6.8.1 Internal Revenue Service Audits 307

6.8.2 Syndromic Surveillance Systems 307

6.8.3 Telecommunications Records Database 307

6.8.4 Predictive Policing 308

6.8.5 Potential Harms of Profiling 308

6.9 National Identification Card 309
6.9.1 History and Role of the Social Security Number 309

6.9.2 Debate over a National ID Card 310

6.9.3 The REAL ID Act 311

6.10 Information Dissemination 312
6.10.1 Family Education Rights and Privacy Act 313

6.10.2 Video Privacy Protection Act 313

6.10.3 Health Insurance Portability and Accountability Act 313

6.10.4 Freedom of Information Act 313

6.10.5 Tollbooth Records Used in Court 314

6.10.6 Carpenter v. United States 315

6.11 Invasion 316
6.11.1 Telemarketing 316

6.11.2 Loud Television Commercials 316

6.11.3 Requiring Identification for Pseudoephedrine Purchases 317

6.11.4 Advanced Imaging Technology Scanners 317

Summary 318
Further Reading and Viewing 319
Review Questions 320
Discussion Questions 321
In-Class Exercises 322
References 323

An Interview with Jerry Berman 329

7 Computer and Network Security 333
7.1 Introduction 333

7.2 Hacking 334
7.2.1 Hackers, Past and Present 334

7.2.2 Penalties for Hacking 336

7.2.3 Selected Hacking Incidents 337

7.2.4 FBI and the Locked iPhone 337

7.2.5 Case Study: Firesheep 338

7.3 Malware 341
7.3.1 Viruses 341



xvi Contents

7.3.2 The Internet Worm 343

7.3.3 Sasser 348

7.3.4 Instant Messaging Worms 348

7.3.5 Conficker 348

7.3.6 Cross-Site Scripting 349

7.3.7 Drive-By Downloads 349

7.3.8 Trojan Horses and Backdoor Trojans 349

7.3.9 Ransomware 349

7.3.10 Rootkits 350

7.3.11 Spyware and Adware 350

7.3.12 Bots and Botnets 350

7.3.13 Security Risks Associated with “Bring Your Own Device” 352

7.4 Cyber Crime and Cyber Attacks 352
7.4.1 Phishing and Spear Phishing 353

7.4.2 SQL Injection 353

7.4.3 Denial-of-Service and Distributed Denial-of-Service Attacks 354

7.4.4 Internet-of-Things Devices Co-opted for DDoS Attack 354

7.4.5 Cyber Crime 354

7.4.6 Politically Motivated Cyber Attacks 356

7.5 Online Voting 361
7.5.1 Motivation for Online Voting 361

7.5.2 Proposals 362

7.5.3 Ethical Evaluation 363

Summary 366
Further Reading and Viewing 367
Review Questions 367
Discussion Questions 368
In-Class Exercises 369
References 370

An Interview with Matt Bishop 377

8 Computer Reliability 381
8.1 Introduction 381

8.2 Data-Entry or Data-Retrieval Errors 382
8.2.1 Disenfranchised Voters 382

8.2.2 False Arrests 383

8.2.3 Utilitarian Analysis: Accuracy of NCIC Records 383

8.3 Software and Billing Errors 384
8.3.1 Errors Leading to System Malfunctions 385

8.3.2 Errors Leading to System Failures 385



Contents xvii

8.3.3 Analysis: E-retailer Posts Wrong Price, Refuses to Deliver 386

8.4 Notable Software System Failures 387
8.4.1 Patriot Missile 388

8.4.2 Ariane 5 389

8.4.3 AT&T Long-Distance Network 390

8.4.4 Robot Missions to Mars 390

8.4.5 Denver International Airport 392

8.4.6 Tokyo Stock Exchange 393

8.4.7 Direct-Recording Electronic Voting Machines 394

8.5 Therac-25 397
8.5.1 Genesis of the Therac-25 397

8.5.2 Chronology of Accidents and AECL Responses 398

8.5.3 Software Errors 401

8.5.4 Postmortem 402

8.5.5 Moral Responsibility of the Therac-25 Team 403

8.5.6 Postscript 404

8.6 Tesla Version 7.0 (Autopilot) 404
8.6.1 Introduction 404

8.6.2 May 2016 Fatal Accident 405

8.6.3 The Hand-off Problem 406

8.6.4 Assigning Moral Responsibility 406

8.7 Uber Test-Vehicle Accident 408
8.7.1 Introduction 408

8.7.2 Shift to One Human Safety Operator 408

8.7.3 Effort to Eliminate “Bad Experiences” 409

8.7.4 March 18, 2018, Accident 410

8.8 Computer Simulations 411
8.8.1 Uses of Simulation 411

8.8.2 Validating Simulations 412

8.9 Software Engineering 414
8.9.1 Specification 414

8.9.2 Development 415

8.9.3 Validation 416

8.9.4 Evolution 417

8.9.5 Improvement in Software Quality 417

8.9.6 Gender Bias 418

8.9.7 Bias in Training Data Sets for Artificial-Intelligence Systems 419

8.10 Software Warranties and Vendor Liability 419
8.10.1 Shrink-Wrap Warranties 419

8.10.2 Are Software Warranties Enforceable? 421

8.10.3 Should Software Be Considered a Product? 423



xviii Contents

8.10.4 Case Study: Incredible Bulk 423

Summary 424
Further Reading and Viewing 427
Review Questions 427
Discussion Questions 428
In-Class Exercises 430
References 430

An Interview with Avi Rubin 437

9 Professional Ethics 439
9.1 Introduction 439

9.2 How Well Developed Are the Computing Professions? 441
9.2.1 Characteristics of a Fully Developed Profession 441

9.2.2 Case Study: Certified Public Accountants 442

9.2.3 How Do Computer-Related Careers Stack Up? 443

9.3 Software Engineering Code of Ethics 444

9.4 Analysis of the Code 453
9.4.1 Preamble 453

9.4.2 Alternative List of Fundamental Principles 454

9.5 Case Studies 455
9.5.1 Software Recommendation 456

9.5.2 Child Pornography 457

9.5.3 Antiworm 458

9.5.4 Consulting Opportunity 460

9.6 Whistle-Blowing 462
9.6.1 Morton Thiokol/NASA 462

9.6.2 Hughes Aircraft 464

9.6.3 US Legislation Related to Whistle-Blowing 466

9.6.4 Morality of Whistle-Blowing 467

Summary 470
Further Reading and Viewing 471
Review Questions 472
Discussion Questions 472
In-Class Exercises 474
References 476

An Interview with Paul Axtell 479



Contents xix

10 Work and Wealth 483

10.1 Introduction 483

10.2 Automation and Employment 484
10.2.1 Automation and Job Destruction 485

10.2.2 Automation and Job Creation 487

10.2.3 Effects of Increase in Productivity 488

10.2.4 Case Study: The Canceled Vacation 490

10.2.5 Rise of the Robots? 491

10.3 Workplace Changes 495
10.3.1 Organizational Changes 496

10.3.2 Telework 497

10.3.3 The Gig Economy 499

10.3.4 Monitoring 500

10.3.5 Multinational Teams 502

10.4 Globalization 503
10.4.1 Arguments For Globalization 503

10.4.2 Arguments Against Globalization 504

10.4.3 Dot-Com Bust Increased IT Sector Unemployment 505

10.4.4 Foreign Workers in the American IT Industry 505

10.4.5 Foreign Competition 506

10.5 The Digital Divide 507
10.5.1 Global Divide 507

10.5.2 Social Divide 508

10.5.3 Models of Technological Diffusion 508

10.5.4 Critiques of the Digital Divide 510

10.5.5 Massive Open Online Courses 511

10.5.6 Net Neutrality 512

10.6 The “Winner-Take-All” Society 513
10.6.1 Harmful Effects of Winner-Take-All 514

10.6.2 Reducing Winner-Take-All Effects 516

Summary 517
Further Reading and Viewing 518
Review Questions 519
Discussion Questions 519
In-Class Exercises 521
References 522

An Interview with Martin Ford 529



xx Contents

Appendix A: Plagiarism 533
Consequences of Plagiarism 533
Types of Plagiarism 533
Guidelines for Citing Sources 534
How to Avoid Plagiarism 534
Misuse of Sources 534
Additional Information 535
References 535

Appendix B: Introduction to Argumentation 537
B.1 Introduction 537

B.1.1 Arguments and Propositions 537

B.1.2 Conditional Statements 539

B.1.3 Backing 540

B.2 Valid Arguments 540
B.2.1 Affirming the Antecedent (Modus Ponens) 540

B.2.2 Denying the Consequent (Modus Tollens) 541

B.2.3 Process of Elimination 541

B.2.4 Chain Rule 542

B.3 Unsound Arguments 543

B.4 Common Fallacies 544
B.4.1 Affirming the Consequent 544

B.4.2 Denying the Antecedent 545

B.4.3 Begging the Question 545

B.4.4 Slippery Slope 546

B.4.5 Bandwagon Fallacy 546

B.4.6 Faulty Generalization (Hasty Generalization) 547

B.4.7 Division Fallacy 547

B.4.8 The Fallacy of Equivocation 547

B.5 Unfair Debating Gambits 548
B.5.1 Red Herring 548

B.5.2 Ad Hominem Argument 548

B.5.3 Attacking a Straw Man 549

B.6 Writing Persuasive Essays 549
The Government Should Ban Self-Driving Cars 550
Quiz 552
Answers to the Quiz Questions 553
References 554



Preface

Computers and high-speed communication networks are transforming our world.
These technologies have brought us many benefits, but they have also raised many social
and ethical concerns. My view is that we ought to approach every new technology in a
thoughtful manner, considering not just its short-term benefits, but also how its long-
term use will affect our lives. A thoughtful response to information technology requires
a basic understanding of its history, an awareness of current information-technology-
related issues, and a familiarity with ethics. I have written Ethics for the Information Age
with these ends in mind.

Ethics for the Information Age is suitable for college students at all levels. The only
prerequisite is some experience using computers and the Internet. The book is appro-
priate for a stand-alone “computers and society” or “computer ethics” course offered by
a computer science, business, or philosophy department. It can also be used as a supple-
mental textbook in a technical course that devotes some time to social and ethical issues
related to computing.

As students discuss controversial issues related to information technology, they have
the opportunity to learn from one another and improve their critical thinking skills. The
provocative questions raised at the end of every chapter, together with dozens of in-class
exercises, provide many opportunities for students to express their views, learn from
their classmates, and refine their positions on important issues. My hope is that through
these discussions students will get better at evaluating complex issues and defending
their conclusions with facts, sound values, and rational arguments.

WHAT’S NEW IN THE EIGHTH EDITION

The most significant change in the eighth edition is the addition of Appendix B that
focuses on the structure of logical arguments and some common logical fallacies. The
eighth edition also contains four sidebars with practical advice about how to enhance
privacy and security. The sidebars explain

. how to limit the amount of information Google saves about your searches

. how to limit the amount of personal information Facebook releases to others

. how to create a secure password

. how to protect your computer and other Internet-connected devices

The eighth edition covers many new developments and controversies related to the
introduction, use, and abuse of information technology in modern society, including:
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. safety concerns arising from accidents involving self-driving vehicles

. Cambridge Analytica gaining access to personal information from as many as 87
million Facebook users

. foreign interference in the 2016 US Presidential election using social media plat-
forms

. police obtaining cell phone location records without a search warrant

. the US Supreme Court decision that has led to the invalidation of hundreds of
software patents

. whether copying declaring code in APIs should be considered fair use of copy-
righted material

. the dispute between the FBI and Apple about unlocking the encrypted iPhone of a
terrorist

. how unrepresentative test-data sets can lead to biased artificial-intelligence software

. security risks associated with the “Bring Your Own Device” movement

. distributed denial-of-service attacks carried out by botnets of Internet-of-Things
devices, such as baby monitors and security cameras

. the debate whether gig workers should be considered employees or independent
contractors

. the new stance of the FCC regarding net neutrality

. the rise of Craigslist and the decline of print newspapers

. final court resolution of the Google Books controversy

. the shift in credit card fraud from point-of-sale fraud to “card not present” fraud

. cloud computing and cloud storage

Finally, I have updated a significant number of facts and figures throughout the
book.

ORGANIZATION OF THE BOOK

The book is divided into 10 chapters. Chapter 1 has several objectives: to get the reader
thinking about how social conditions can lead to the development of new technolo-
gies and how the adoption of new technologies can lead to social change; to provide
the reader with an introduction to the history of computing, networking, and informa-
tion storage and retrieval; and to help the reader understand how the introduction of
information technology has raised some new ethical issues.

Chapter 2 is an introduction to ethics. It presents nine different theories of ethical
decision making, weighing the pros and cons of each one. Five of these theories—
Kantianism, act utilitarianism, rule utilitarianism, social contract theory, and virtue
ethics—are deemed the most appropriate “tools” for analyzing moral problems in the
remaining chapters.

Chapters 3–10 discuss a wide variety of issues related to the introduction of infor-
mation technology into society. I think of these chapters as forming concentric rings
around a particular computer user.
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Chapter 3 is the innermost ring, focusing on communications over cellular net-
works and the Internet. Issues such as the increase in spam, political activism over social
media, government censorship, identity theft, sexting, revenge porn, and Internet addic-
tion raise important questions related to trust, quality of life, free speech, and whether
new media are strengthening or weakening democracies.

The next ring, Chapter 4, deals with the creation and exchange of intellectual prop-
erty. It discusses intellectual property rights; legal safeguards for intellectual property;
the definition of fair use; the impact of digital media, peer-to-peer networks, and cyber-
lockers; software copyrights and software patents; the legitimacy of intellectual property
protection for software; and the rise of the open-source movement.

Chapter 5 focuses on information privacy. What is privacy exactly? Is there a natural
right to privacy? How do others learn so much about us? The chapter examines the
electronic trail that people leave behind when they use a cell phone, drive a car, search
the Web, use social media, make credit card purchases, open a bank account, go to a
physician, or apply for a loan, and it explains how mining data to predict consumer
behavior has become an important industry. It also provides several examples where
companies have gone too far with their collection of personal information, and the
consumer or political backlash that has resulted.

Chapter 6 focuses on privacy and the US government. Using Daniel Solove’s taxon-
omy of privacy as our organizing principle, we look at how the government has steered
between the competing interests of personal privacy and public safety. We consider US
legislation to restrict information collection and government surveillance; government
regulation of private databases and abuses of large government databases; legislation to
reduce the dissemination of information and legislation that has had the opposite effect;
and finally government actions to prevent the invasion of privacy as well as invasive gov-
ernment actions. Along the way, we discuss the implications of the USA PATRIOT Act
and the debate over the REAL ID Act to establish a de facto national identification card.

Chapter 7 focuses on the vulnerabilities of networked computers. A case study fo-
cuses on the release of the Firesheep extension to the Firefox Web browser. A section
on malware discusses viruses, worms, cross-site scripting, drive-by downloads, Trojan
horses, ransomware, rootkits, spyware, botnets, and more. The chapter covers phish-
ing, spear phishing, SQL injection, denial-of-service attacks, and distributed denial-of-
service attacks, and how these tools are employed by criminal organizations and even
nation states. We conclude with a discussion of the risks associated with online voting.

Computerized system failures have led to inconvenienced consumers, lost income
for businesses, the destruction of property, human suffering, and even death. Chapter
8 describes some notable software system failures, including the story of the Therac-
25 radiation therapy system. It also covers an important contemporary problem: the
safety of self-driving automobiles. New sections focus on two fatal accidents: the Florida
accident involving a Tesla Model S and the Arizona accident in which an Uber test vehicle
struck and killed a pedestrian. The chapter also discusses the reliability of computer
simulations, the emergence of software engineering as a distinct discipline, and the
validity of software warranties.
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Chapter 9 is particularly relevant for those readers who plan to take jobs in the
computer industry. The chapter presents a professional code related to computing, the
Software Engineering Code of Ethics and Professional Practice, followed by an analysis
of the code. Several case studies illustrate how to use the code to evaluate moral problems
related to the use of computers. The chapter concludes with an ethical evaluation of
whistle-blowing, an extreme example of organizational dissent.

Chapter 10 raises a wide variety of issues related to how information technology has
impacted the world of work and the distribution of wealth. Topics include automation,
the rise of computerized systems relying on artificial intelligence, telework, workplace
monitoring, the gig economy, and globalization. Does automation increase unemploy-
ment? Will improvements in artificial intelligence lead to most jobs being taken over by
machines? Is there a “digital divide” separating society into “haves” and “have-nots”? Is
information technology widening the gap between rich and poor? These are just a few
of the important questions the chapter addresses.

NOTE TO INSTRUCTORS

In December 2013, a joint task force of the Association for Computing Machinery
and the IEEE Computer Society released the final draft of Computer Science Curric-
ula 2013 (www.acm.org/binaries/content/assets/education/cs2013_web_final.pdf). The
report recommends that every undergraduate computer science degree program incor-
porate instruction related to Social Issues and Professional Practice through “a combi-
nation of one required course along with short modules in other courses” (Computer
Science Curricula 2013, p. 193). Ethics for the Information Age covers nearly all of the
core and elective material described in the report, with the notable exception of Pro-
fessional Communications. Table 1 shows the mapping between the other topics within
Social Issues and Professional Practice and the chapters of this book.

The organization of the book makes it easy to adapt to your particular needs. If
your syllabus does not include the history of information technology, you can skip the

Topic Chapter(s) or Appendix

SP/Social Context 3, 10

SP/Analytical Tools 2, B

SP/Professional Ethics 9

SP/Intellectual Property 4, A

SP/Privacy and Civil Liberties 5, 6

SP/Sustainability 8, 10

SP/History 1

SP/Economies of Computing 10

SP/Security Policies, Laws, and Computer Crimes 7

Table 1 The topics of the Social Issues and Professional Practice Knowledge Area in
Computer Science Curricula 2013 mapped to the chapters and appendices of this book.
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middle three sections of Chapter 1 and still expose your students to examples motivating
the formal study of ethics in Chapter 2. After Chapter 2, you may cover the remaining
chapters in any order you choose, because Chapters 3–10 do not depend on one other.

Many departments choose to incorporate discussions of social and ethical issues
throughout the undergraduate curriculum. The independence of Chapters 3–10 makes
it convenient to use Ethics for the Information Age as a supplementary textbook. You can
simply assign readings from the chapters most closely related to the course topic.

SUPPLEMENTS

The following supplements are available to qualified instructors on Pearson’s Instructor
Resource Center. Please contact your local Pearson sales representative or visit www
.pearsonhighered.com/educator to access this material.

. An instructor’s manual provides tips for teaching a course in computer ethics. It
also contains answers to all of the review questions.

. A test bank contains nearly 500 multiple-choice, fill-in-the-blank, and essay ques-
tions that you can use for quizzes, midterms, and final examinations.

. A set of PowerPoint lecture slides outlines the material covered in every chapter.

FEEDBACK

Ethics for the Information Age cites nearly a thousand sources and includes dozens of
ethical analyses. Despite my best efforts and those of many reviewers, the book is bound
to contain errors. I appreciate getting comments (both positive and negative), correc-
tions, and suggestions from readers. You can reach me through my Web site: www
.michaeljquinn.net.
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