Increasing Global Demand for an
Uncensored Internet—How the
U.S. Can Help Defeat Online
Censorship by Facilitating Private
Action

ABSTRACT

This Note discusses efforts to defeat government censorship
of the Internet. In the narrow meaning of that idea, this Note
initially  discusses technological efforts to circumuvent
government-imposed Internet firewalls; in the broader sense, it
addresses the larger goal of inducing censoring governments to
bring their firewalls down. Proposed U.S. legislation would
provide U.S. government funding of censorship circumuvention
technology. This Note discusses why such funding is not a good
approach. Absent larger international efforts, private action—
within both the U.S. and censoring countries—has the best
chance of bringing down government-run firewalls. This Note
discusses how the U.S. government can best facilitate such
private action through a two-pronged approach. The approach
attempts to increase private circumvention efforts while
decreasing U.S. corporate assistance in foreign governments’
censoring. This Note argues that such an approach would
result in the possibility of censoring governments bringing down
their firewalls because of an increased demand for an
uncensored Internet and sufficient government frustration in
maintaining such censorship.
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The Global Internet Freedom Act of 20061 and the Global Online

Freedom Act of 20072 propose government funding of “anti-jamming”
technology that allows users in Internet-censoring countries to view

Global Internet Freedom Act, H.R. 4741, 109th Cong. (2006).
Global Online Freedom Act, H.R. 275, 110th Cong. (2007).
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websites that are blocked by their government.? U.S. government
funding of such technology is not a good long-term approach to
defeating government Internet censorship. The U.S. government
would be perceived internationally as imposing its own standards of
decency and morals onto China and other countries with similar
Internet censorship. Such criticism gains legitimacy when it is
viewed in light of the U.S. government’s own restrictions on Internet
freedom regarding suspected terrorism, pornography, and content
deemed obscene.4

The U.S. government does not permit a completely free Internet
within its own borders, yet would be actively supplanting other
countries’ content restrictions under the proposed legislation.?
Government funding of such technology contradicts the spirit of U.S.
courts’ own community standards test, which allows the most
restrictive standard within the U.S. to govern what is decent online.®
Funding of technology that circumvents foreign censorship amounts
to a statement that while the most restrictive standard in the U.S. is
an important consideration, the most restrictive standards abroad
must be torn down. Given that the U.S. has included its own content
filters in such software offerings in the past,” the U.S. would
essentially be replacing another government’s firewall with its own.

This Note proposes that the U.S. government should not fund
anti-jamming software, but should rather take an approach that
would better facilitate private action to defeat Internet censorship.
This suggested approach includes (1) allowing anonymization
websites that are aimed at circumventing government censorship to
operate with minimal U.S government involvement, and (2)
attempting to minimize U.S. corporate assistance in foreign
governments’ censorship efforts. This Note will discuss the history of
Internet censorship in China and other censoring countries, critically
analyze the Global Internet Freedom Act and Global Online Freedom
Act, outline a better approach, and discuss how the advocated
approach would promote breaking government-imposed firewalls
from within Internet-censoring countries.

3. The Global Internet Freedom Act explicitly calls for government funding of
anti-jamming software, while the Global Online Freedom Act simply implies that such
funding is likely. See infra Part I11.B.

4. See infra Part II11.D-E.
5. See infra Part I11.D.
6. See infra Part I11.E.
7. See infra Part II1.D.
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II. BACKGROUND INFORMATION
A. An Overview of Censorship Methods

The 2002 House policy statement supporting the original Global
Internet Freedom Act, entitled “Tear Down This Firewall,” states that
the “most notorious violators of Internet freedom” are Cuba, Laos,
North Korea, China, Saudi Arabia, Syria, Tunisia, and Vietnam.8
According to the report, which cites the Human Rights Watch and
Reporters Without Borders, the control methods used by these
governments include “denying their citizens access to the Internet,
censoring content, banning private ownership of computers, and even
making e-mail accounts so expensive that ordinary people cannot use
them.” The blocking and censoring methods are most often in the
form of government-run firewalls and filters.l® Some governments
also monitor individual activity, for example, screening for certain
words in emails or message boards, and may “black list” individual
users or even prosecute them.11

For those countries where the Internet is at least somewhat
accessible, the most widely used method of government interference
with Internet access is content censorship.l2 Content censorship is
also the method most easily defeated from abroad through the
technologies discussed in this Note. As will be discussed, as long as a
censored country’s citizens have partial Internet access, it is possible
to base technology outside of the firewall or filter (abroad) that will
open up more (or all) of the Internet to users that connect to Internet
content through such foreign-run websites or programs.

Censorship is most commonly accomplished by means of proxy
servers that are interposed between the end user and the Internet.
This form of censorship is most easily implemented when the
government acts as the Internet Service Provider (ISP).13 It requires,
at a minimum, that the government have control over the country’s
ISPs.14 While the House policy statement states that the “strictest
enforcers of Internet censorship are Bahrain, China, Iran, Kuwait,
Saudi Arabia, Vietnam, and Yemen,”15 this Note will focus mostly on

8. HOUSE PoLicY COMMITTEE, POLICY STATEMENT, ESTABLISHING GLOBAL
INTERNET FREEDOM: TEAR DOWN THIS FIREWALL (2002),, available at
http://web.archive.org/web/
20021014010556/http://policy.house.gov/html/news_item.cfm?id=112 [hereinafter TEAR
DOWN THIS FIREWALL].

9. 1d.
10. 1d.
11. Id.
12. 1d.
13. 1d.
14. 1d.

15. Id.
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China. This Note’s focus on China is in line with a similar focus by
both the Global Internet Freedom Act'® and the most prominent
private anti-jamming technologies.17

Chinese regulation of the Internet has become increasingly strict
since the Internet began.'® One of the first laws came through the
“PRC [People’s Republic of China] Interim Provisions of the
Regulation of Computer Networks and the Internet” in 1995.19 These
provisions’ basic message was that existing state laws apply on the
Internet.2® The interim provisions were superseded by the “PRC
Measures on the Regulations of Public Computer Networks and the
Internet” in April 1996.21 These provisions were more expansive and
tailored to the Internet, prohibiting activities like hacking and
computer viruses.?2  The provisions also began the Chinese
government’s heavy reliance on self-censorship and self-regulation by
stating that citizens must report criminal activity and must cooperate
with government monitoring and inspection.23

In 2002, the Chinese government added to its censorship arsenal
by implementing software filtering based on keywords.2¢ This
software blocks certain portions of sites that are not initially blocked
by the firewall, resulting in additional access to some previously
blocked websites.25 However, it had the negative effect of filtering
email by keyword, which was not censored as strongly before.26

The Chinese government has arrested dozens of its citizens for
their political speech on the Internet.2’” The government has also
arrested Chinese citizens who have published newsletters promoting
freedom of information on the Internet.28 Lin Hai testified at a
Congressional roundtable regarding his need to leave China for the
U.S. in order to continue his efforts to promote free speech after being
imprisoned for 18 months as a result of his newsletter, which

16. See id. (stating that China “commits the most Internet abuses” and retains
control over 33.7 million Internet users).

17. See infra Part I1.A, 11.B.

18. Phil Deans, The Internet in the People’s Republic of China: Censorship and
Participation, in THE POLITICAL ECONOMY OF THE INTERNET IN ASIA AND THE PACIFIC
122, 122 (Jason P. Abbott ed., 2004).

19. Id. at 128.

20. Id.
21. Id.
22. Id.

23. Id. at 128-29.

24. Jill R. Newbold, Note, Aiding the Enemy: Imposing Liability on U.S.
Corporations for Selling China Internet Tools to Restrict Human Rights, 2003 U. ILL.
J.L. TECH. & POL’Y 503, 511 (2003).

25. 1d.

26. Id. at 512.

27. Id. at 508.

28. China’s Cyber-Wall: Can Technology Break Through?: Roundtable Before
the Cong.-Exec. Commission on China, 107th Cong. 8 (2002) (statement of Lin Hai
Computer Scientist, Shanghai, China).
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promoted such ideas.?? Once in the United States, he worked on
software aimed at circumventing Chinese censorship of email.30
Because the Chinese government often blocks email subscription lists
from Voice of America, Radio Free Asia, and other organizations
distributing information about ways around Chinese firewalls,
providing the Chinese people with access to uncensored email ties
into the larger goal of access to an uncensored Internet.3!

Lin Hai’s frustration in promoting freedom of speech from within
China is an example—particularly given his relative success after
moving to the U.S.—that individuals outside of China must be
involved in such efforts. His story also hints that the Chinese
government is not immune to buckling under pressure for change,
both from within China and abroad. Lin Hai’s time in jail was
shortened due to the attention given to the matter by the media and
outside human-rights organizations.32 This lends additional credence
to an idea put forth by Bill Xia: “[T]echnology alone will not decide
the future of China’s cyber-wall, but people do. If all Chinese people
would like to obtain uncensored information, the cyber-wall will be
broken from the inside.”33

The Lin Hai story suggests that the Chinese government will go
after citizens who attempt to spread the word of anti-censorship
technology. The more important question for Internet freedom in
China is to what extent the government will pursue mere users of
such technology. Under the “Measures for Managing Internet
Information Services,” made law in 2000, ISPs are required to record
every website a subscriber visits, along with the telephone number
used for access.?* ISPs must maintain records for sixty days and
submit them to the government on demand.3® Thus, the Chinese
government could at the very least look back at records once the URL
becomes known by the authorities to learn which citizens are
accessing the internationally-run sites that allow firewall
circumvention. This threat is obviously even greater in other
countries where ISPs are under the monopoly control of the
government through state control of the telecommunications
systems.36

29. 1d.

30. 1d.

31. Id. at 9.

32. Id. at 8.

33. Id. at 7 (statement of Bill Xia, President, Dynamic Internet Technology,
Inc.).

34. Newbold, supra note 25, at 509.

35. 1d.

36. See Philip J. Oliveri, Technology Software that Counters Internet Jamming:
Its Role in the U.S. and in Non-Democratic Countries, 2003 SYRACUSE L. & TECH. J. 5
(2003) (discussing the ways in which authoritarian governments interfere with and
restrict internet access).
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China’s censorship technology is only part of its formula for
content control on the Internet; as mentioned previously, the
government also relies heavily on self-censorship resulting from the
public’s fear of possible punishment.3? Other countries use more
direct, forceful methods of censorship. In Cuba, Fidel Castro only
allows Internet access through government-approved institutions,38
places high taxes on email accounts,3® and banned the sale of
personal computers to the general public in 2002.40 The Internet
essentially does not exist in North Korea because Kim Jong-Il has
banned access to any websites outside of the country.41

Reporters Without Borders calls North Korea “by far the worst
Internet black hole.”¥2 The computers available to some students and
researchers at universities in North Korea are only connected to each
other through what is essentially a countrywide intranet.#3 The
government monitors this intranet.44 According to the New York
Times, “[a] handful of elites have access to the wider Web—wvia a
pipeline through China—but this is almost certainly filtered,
monitored and logged.”#5 Such use by one country’s citizens of
another country’s less strict Internet regulations will be seen in this
Note as the typical method around government firewalls and
censorship.

B. Technologies Used to Circumuvent Censorship

The U.S. has directly funded some anti-jamming technology, but
the funding has been limited and targeted specifically at China.46
According to the text of the Global Internet Freedom Act:

The United States has thus far commenced only modest steps to fund
and deploy technologies to defeat Internet jamming. To date, for
example, the Voice of America and Radio Free Asia have committed a
total of $3,000,000 for technology to counter Internet jamming of their
websites by the People's Republic of China. This technology has been
relied upon by Voice of America and Radio Free Asia to ensure access to
their programming, and it has successfully permitted 100,000 electronic

hits per day from users in China.47

37. Deans, supra note 19, at 122.
38. Oliveri, supra note 38, at 6.

39. Id. at 8.
40. Id. at 7.
41. Id. at 7

42. Tom Zeller, Jr., The Internet Black Hole That Is North Korea, N.Y. TIMES,
Oct. 23, 2006, at C3.

43. 1d.
44. 1d.
45. 1d.

46. See Global Internet Freedom Act, H.R. 4741, 109th Cong. § 2 (2006).
47. 1d.
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For the most part, non-governmental organizations and
individuals—many of them Chinese dissidents—have been
responsible for the creation and costs of anti-jamming software.48
The techniques have included various technological approaches,
including use of proxy servers, intermediaries, mirrored sites, and
encryption.4? A proxy server is a computer that allows indirect
connections to other sites by taking the request, accessing the file
from the actual location, and then returning it to the user.5® A mirror
site is a website that hosts content that is identical to that at another
location; it allows pages to be viewed without ever requesting data
from the original server.51

1. Examples of Anti-Jamming Software

“Triangle Boy,” an anti-jamming technology developed by
SafeWeb that allowed Internet access through an encrypted channel,
was receiving millions of hits per month from China and Saudi
Arabia before closing due to lack of funding.52 SafeWeb operated
public proxy servers that allowed users behind firewalls to access
blocked sites.53 Triangle Boy was a separate software that “spoofed”
Internet protocol (IP) addresses and helped users connect to SafeWeb
who were unable to access the SafeWeb servers directly (such as
users in China).?* Triangle Boy was a peer-to-peer network by which
a user behind a firewall would send a request to a second user, who in
turn would connect directly with the SafeWeb server and return the
information to the original requester.’® A peer-to-peer arrangement
means that the more “installations” or hosts there are taking
requests, the harder it is for a business or country running a firewall
to block requests simply by IP address.56

“Peekabooty” 1s a program employing a different approach to
defeat Internet jamming.?” Peekabooty is essentially a peer-to-peer
network. When a user wants to access a blocked website, the

48. Elaine M. Chen, Legislative Update - Global Internet Freedom: Can
Censorship and Freedom Coexist?, 13 DEPAUL-LCA J. ART & ENT. L. & POL’Y 229, 242
(2003).

49. 1d.

50. PC Magazine Encyclopedia, Proxy Server Definition, http:/www.pcmag.
com/encyclopedia_term/0,2542,t=proxy+server&i=49892,00.asp (last visited Nov. 5,
2007).

51. PC Magazine Encyclopedia, Mirror Site Definition, http:/www.pcmag.com/
encyclopedia_term/0,2542,t=mirror+site&i=47085,00.asp (last visited Nov. 5, 2007).

52. Chen, supra note 49.

53. Steven Bonisteel, Voice Of America Aims to Break China's Web Site
Blockades, NEWSBYTES NEWS NETWORK, Aug. 30, 2001.

54. Id.
55. Id.
56. 1d

57. Chen, supra note 49, at 243.
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program uses another computer on the Peekabooty network to access
the website and return an encrypted version to the initial requestor.58
There are also more typical peer-to-peer networks for downloading
uncensored content in China, such as Freenet-China.’? Many
variations of the peer-to-peer structure have emerged recently, such
as Psiphon and Tor.8® The technological differences between such
offerings aren’t particularly relevant to this Note, but the growing
array of anti-jamming options is.

“Anonymizer,” a for-profit website that allows anonymous
Internet browsing (primarily targeted not at overcoming censorship,
but providing privacy to users in non-censoring countries) has
entered the arena of anti-jamming technology.6! Its “Operation: Anti-
Censorship” project is currently free.b2 The company has been
actively monitoring the amount of time it takes for the Chinese
government to block the site, finding that the time period is usually
more than a week.®3 When this occurs, the service simply sets up
under a new address, but the company claims that it has “other tricks
up its sleeve” if the government becomes quicker at blocking sites.64
The company claims that it is willing to update on a daily basis and
to employ additional technology that would make it more difficult for
the Chinese government to identify and block the site.85 The project
is currently online for Chinese citizens and a version is under
development for users in Iran.66

2.  Recent Private Collaborative Efforts

In December 2006, four of the largest companies in Internet anti-
jamming technologies reached an agreement to fully cooperate in
their technology and business operations.8” The four companies are:
World's Gate, Inc.; Dynamic Internet Technology, Inc.; the
UltraReach Internet Corp.; and Garden Networks for Freedom of

58. Id.

59. Id.

60. See Hiawatha Bray, Beating Censorship on the Internet, BOSTON GLOBE,
Feb. 20, 2006 (discussing Psiphon and Tor).

61. See Sumner Lemon, Anonymizer Prepares to Battle China's Net Censors,

INFOWORLD, Apr. 4, 2006, http://www.infoworld.com/article/06/04/04/77090_HNanonymizer
prepares_1.html (discussing Anonymizer’s product).

62. Id.
63. Id.
64. Id.
65. Id.
66. Id.

67. Internet Anti-Jamming Technology Companies Reach Milestone Agreement,
RED ORBIT, Dec. 18, 2006, http://www.redorbit.com/news/technology/772439/internet_
antijamming_technology_companies_reach_milestone_agreement/index.html?source=r_
technology [hereinafter Milestone Agreement).
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Information.68 The total number of visits to these companies’ sites
has exceeded one billion.®® Bill Xia is the president of the Dynamic
Internet Technology.”? He said that the “[flunding of these anti-
blockade tools and services, in addition to the income from various
service contracts, comes from donations and in-kind contributions in
different forms from people from all walks of life.”’! He added that
many of the employees of these companies work on a volunteer
basis.?2

In order to help operate with limited funding, these companies
are now hoping that websites profiting from the new Chinese
audience that anti-jamming technology creates will contribute to the
cost.” Although acknowledging the increasing costs of maintaining
free services, the companies believe that they will continue to find
funding in order to operate as long as such services are needed.”™
Alex Wang, vice president of World Gate, maintains that his company
“will continue [its] efforts until the information censorship inside
China completely ceases.”’ While China, as usual, is the main focus
of such software, the software also has users in Belarus, Cuba,
Ethiopia, Iran, Laos, North Korea, Tunisia, and Vietnam.6

C. The Global Internet Freedom Act of 2006 (GIFA)

The Global Internet Freedom Act (GIFA), most recently
introduced on February 14, 2006, failed to make it out of the House
Committee on International Relations.”” Versions of GIFA have been
submitted to three sessions of Congress.’”® While it has not been
introduced in the current session, GIFA continues to warrant
discussion for its frequently cited supporting policy statement,’® and
as a prominent example of the viewpoint that the U.S government
should fund anti-jamming software.

The official stated purpose of GIFA is “[t]o develop and deploy
technologies to defeat Internet jamming.”8® GIFA defines Internet
jamming as “‘jamming, censoring, blocking, monitoring, or restricting

68. 1d.
69. 1d.
70. 1d.
71. 1d.
72. 1d.
73. Id.
74. Id.
75. Id.
76. Id.

717. Global Internet Freedom Act, H.R. 4741, 109th Cong. (2006).

78. See GovTrack.us, H.R. 4741 [109th]: Global Internet Freedom Act,
http://www.govtrack.us/congress/bill.xpd?bill=h109-4741 (last visited Nov. 4, 2007)
(setting forth the history of H.R. 4741).

79. TEAR DOWN THIS FIREWALL, supra note 9.

80. H.R. 4741.
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Internet access and content by using technologies such as firewalls,
filters, and ‘black boxes.”81 GIFA is presumably applicable to all
countries involved in Internet jamming, but specifically lists Burma,
Cuba, Iran, Laos, the Maldives, North Korea, China, Saudi Arabia,
Syria, and Vietnam.%2 The First Amendment and Article 19 of the
United Nations’ Universal Declaration of Human Rights are cited for
support of the policy behind the bill.

The goals of GIFA include establishing an office within the
International Broadcasting Bureau devoted to countering Internet
jamming and expediting the development and deployment of anti-
jamming technology, including funding of development in the private
sector.®3 GIFA would create the Office of Global Internet Freedom
within the International Broadcasting Bureau, which would be
responsible for developing a “comprehensive global strategy to combat
state-sponsored and state-directed Internet jamming.”8 The Office
would receive appropriations of $50,000,000 per year for 2007 and
2008.85

As discussed previously, the 2002 House policy statement
entitled “Tear Down This Firewall” outlines more detailed goals for
the bill.8 The statement emphasizes the need for government
utilization of the technologies already in use in the private sector to
promote “global Internet freedom.”87 It also calls for a resolution at
the U.N. Human Rights Commission’s annual meeting “condemning
all nations practicing Internet censorship and denying freedom to
access information.”88

D. The Global Internet Freedom Task Force (GIFT)

Secretary of State Condoleezza Rice established the Global
Internet Freedom Task Force (GIFT) on February 14, 2006.8% GIFT
was established as “an internal State Department coordination group
to address challenges to freedom of expression and the free flow of
information on the Internet.”®® GIFT aims “to maximize freedom of
expression and the free flow of information and ideas, to minimize the
success of repressive regimes in censoring and silencing legitimate
debate, and to promote access to information and ideas over the

81. Id. § 6.

82. Id. § 2.

83. Id. § 3.

84. Id. § 4.

85. Id.

86. TEAR DOWN THIS FIREWALL, supra note 9.

87. Id.

88. Id.

89. U.S. DEP'T OF STATE, STATE SUMMARY OF GLOBAL INTERNET FREEDOM TASK

FORCE, FACT SHEET (2006) [hereinafter FACT SHEET].
90. Id.
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Internet.”®? The GIFT strategy has three priorities: (1) monitoring
Internet freedom in countries around the world; (2) responding to
challenges to Internet freedom; and (3) advancing Internet freedom
by expanding Internet access.%2

GIFT outlines the methods it plans to employ to achieve each of
the three priorities mentioned above.?3 The “monitoring” priority is to
be achieved by expanded monitoring and reporting of abuses of
freedom of expression.9% This information will be included in an
annual human rights report.?> GIFT also plans to increase interim
embassy reporting of Internet freedom violations.%6

The “responding” priority is more passive than the title would
suggest. GIFT plans to achieve this priority by raising awareness
and working with international organizations.?” The protests will be
directed to the foreign governments practicing Internet repression.?8
GIFT plans to press the Internet freedom issue in meetings with
foreign officials.?? It also claims to “stand ready to engage
appropriately with the technology industry, non-governmental
organizations (NGOs), and other stakeholders in a process aimed at
developing shared principles to guide private sector activities in
restrictive economies.”100

Under the “advancing” priority, the GIFT fact sheet essentially
outlines pre-existing government funds and projects supporting
Internet freedom causes that it expects to continue.l®l The fact sheet
mentions both  government programs (USAID and the
Telecommunications Leadership Program) and public-private
partnerships (the Digital Freedom Initiative) that have helped to
expand Internet access in developing countries.102 The fact sheet also
includes the announcement by the State Department’s Bureau for
Democracy, Human Rights, and Labor of a $500,000 grant program
“for innovative proposals and cutting-edge approaches to combat
Internet censorship in countries seeking to restrict basic human
rights, including freedom of expression.”103

As a basis for the establishment of GIFT, the fact sheet states
that “freedom of expression is a universal right.”14¢ GIFT cites in

91. 1d.
92. 1d.
93. 1d.
94. 1d.
95. 1d.
96. Id.
97. Id.
98. Id.
99. Id.
100. Id.
101. Id.
102. Id.
103. Id.

104. Id.
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support of this statement both the Universal Declaration of Human
Rights and the International Covenant on Civil and Political
Rights.105  GIFT claims that international law allows limited
restrictions on speech for “legitimate government purposes” such as
“national security” and “public order.”'% However, “repressive
regimes misuse such exceptions as a pretext to censor speech about
democracy and human rights and suppress dissent.”107

E. The Role of U.S. Corporations in China’s Internet Censorship

On August 1, 2002, the Chinese government enacted legislation
requiring ISPs to self-censor their websites.198 If an ISP does not
comply, the government may shut down the websites.10® Before the
legislation was enacted, many businesses and other organizations
signed a voluntary, government-sponsored “Public Pledge on Self-
Discipline for the China Internet Industry.”® This list included
some Western corporations, including Yahoo!.111 The pledge stated in
part that “[s]ignatories agree to refrain from producing, posting or
disseminating harmful information that may jeopardize state security
and disrupt social stability.”112

The U.S. companies that signed the pledge or otherwise censor
versions of their sites specifically for China are spending hundreds of
millions of dollars on such censorship through personnel training and
the purchasing and maintenance of equipment.!3 Complying with
China’s censorship standards also presents practical difficulties for a
search engine, as the Chinese government will not give companies a
list of the government’s blocked sites or keywords.!14 In order to
create the self-censored Google.cn search engine, Google set up
computers inside China to access international sites, one after
another, adding blocked sites to the search engine’s own blacklist.115
The costs incurred by self-censoring ISPs and websites in efforts to

105. Id.
106. Id.
107. Id.
108.  Newbold, supra note 25, at 510.
109. Id.
110. Id.

111. Id. at 510, 513.

112. Id. at 510.

113. Id. at 513.

114.  See Clive Thompson, Google's China Problem (and China's Google
Problem), N.Y. TIMES MAGAZINE, Apr. 23, 2006 (discussing Google’s difficulties in the
Chinese Market).

115.  Id. While Google mirrors the Chinese government’s blacklist in Google.cn,
Google decided to continue offering Chinese users the old Google.com as well, which
“would produce uncensored search results, though controversial links would still lead
to dead ends, and the site would be slowed down and occasionally blocked entirely by
the firewall.” Id.
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comply with China’s censorship laws allow the Chinese government
to save money and resources that would otherwise be devoted to
developing censorship methods and policing these sites.116

U.S. companies also provide China with various pieces of its
Internet filtering software: “Cisco's firewalls help the Chinese
government monitor email; Microsoft proxy servers block Web pages;
Nortel aids the Chinese government in tracking its citizens' surfing
habits; and Websense contributes sophisticated filtering and
monitoring techniques.”’17 Yahoo! has even given the Chinese
government personal information about alleged dissidents.118

On February 15, 2006, Google, Microsoft, Yahoo!, and Cisco were
called in a Congressional hearing for aiding and abetting the Chinese
government’s censorship efforts.119 House members described these
corporations’ behavior in China as “abhorrent”20  and
“astonishing.”2?  The corporations generally responded to the
accusations by stating that they believed the benefits of their actions
towards freedom of expression in the long term outweighed the
downsides.122

Yahoo! and Google each explicitly asked the government for help
in fighting Chinese censorship.!28 Google, for instance, “urged the
State Department and the U.S. trade representative to pre