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Changes
30.07.2010 — New flag “CUCM trunk” see chapter 4.1.
Introduction

Important:
After the activation of TLS the non-protected access to the machines on site is blocked. Any access via
VV24/USB, ISDN and IP such as HTTP and TELNET will be rejected

How to enable and configure an S3 to establish secured and encrypted SIP/sRTP connections to a
CUCM

- Please study chapter 4, if you want to configure a S6. Then proceed here.
- To disable TLS and sRTP for a S3 or S6 continue at chapter 5.
- Version 3.3 contains in chapter 6
1. Cisco CTL Client Installation, Secure token addition and Secure configuration,
2. Instructions for CUCM certificates download for S3 addition, and
3. Instructions to add S3 certifications to the CUCM.
- Version 3.4
Notice: After the TLS-Licence has been loaded and SIP is configured, now some settings will be created

automatically. In the past these settings have to be made manually. Please, check these settings (refer to
chapter 2.1).

Unlock the Firmware

I) A new licence management to secure the firmware has been introduced. The licence unlocks the
firmware. It is generated by Novatec reading a table of MAC addresses. The firmware and
configuration will work only on devices which MAC addresses were used to generate the licence file.

II) Also a new TLS licence has been introduced. It is created like the firmware licence and it unlocks TLS
for all devices which MAC addresses were used for building the TLS licence.

III) After you received the “firmware.lic” and optionally the “tls.lic” file from Novatec, open the configuration
file by using Ntconfig (version 6.5) and upload the firmware licence. The procedure to load the TLS
licence to the system has not been changed (see “2. Enable TLS to secure SIP”). After uploading the
new TLS licence, existing certificates should remain in the configuration, but existing ip services like
UDP or TCP for SIP will be deactivated! See next page clause V).
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NovaTec-Configuration 6.4 - [20090921 downloa” £2_21

& 01 aTec Systen NovaTec - System
%) (2] MIP {MovaTec Internet Pathfinder)

* D Operating parameters
%[ Call hame settings

4[] Advanced Least Cost Router ’—_|

New choice

IV) Under “System IP options” -> “Available IP services” activate the appropriate ip services e.g. UDP or
TCP for SIP. The services HTTP and TELNET cannot be activated for security purpose.

Edit service properties D_(|

Core options l General options ] Access options ] S|P specific options ]

Service name |SIF'_TCF'
Core protocol Stream (TCP) -
Service type SIP -

Receive port R0E1
Send port R0R1
D estination port R0B1

&+ Remate IF address | o o0 . 0o .0

" Remate name |

" Client

f* Server

Ok, | Abbrechen
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1 Enable encryption for RTP

To enable sRTP for a S3 send the Backplane ID of the system to Novatec via email.
The ,Tracelnfo Client” displays the Backplane ID under ,Device" -> ,System ID".

A Serial number and a name will be returned.

Open the configuration file of the system with ,NTConf*.

Select Encryption -> Enter serial number...

MovaTec-Configuration 6.5.4 [Noval ec-Internal 02] - [20090715 nur_download s3 49 ohne TLS.mdb]
File Wiew Configuration dafa  Encryption | Entraz  Help

MowvaTec - System

(L] Operating parameters [Ehnnse SHEten
[Z Call hame settings
[-[Z] Advanced Least Cost Router ISystem-Ehassis 58 j

Mew choice |

Enter the Backplane ID, the received Customer name and the Serial number:

Now this database can be used only to configure the S3/S6, which System ID (also called Backplane 1D)
was used to generate the ,Encryption Serial number*.

NovaTec Kommunikationstechnik GmbH Titel des Dokumentes 6/55
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ISS SATP und TLS Test 2003

Backplane 1D
| 0E 7008 9BA30D

Serial number

|FE2s  |EF70 | |cam | ECsZ

|EF71

[BF21JaES7 | [cC1 | FC38

|aD73

Cancel |

Press OK!

Process the data, close and re-open the database.

A new item ,System encryption options" will appear at the left hand side.

Moval ec-Configuration 6.3.4 [NovaT ec-Internal 02] - [20090715 nur_download £3_49 ohne TLS.mdb]

Ele View Configuration data Encryption  Estras Help

- [E] Chassis

- [E Interfaces

- [E] Analogue Interface-Configuration

-1 System access control

[0 System IP options

=+ System
E|

=21 Encryption handing profiles
[E] Encrpption -» Handing assignment

=L System module 7 interface settings
B Module assignment

-2 Numbering plan

- [E] Call data profile

-3 Trunk group

- [ Master ¢ Slave settings

- [E] Synchronisation

-2 D551 - 1TRE conversion options

-1 Frame Rielay

-1 Fived connections

[E] B Channel pemissions

-] Protocal Settings

- [E] Dptions

-1 Subswriber

- [ Line group

- [0 Call take over

-1 Call back settings

-2 CLIP Masquerading

- [E] B-channel to B-channel

#-[2 NIP [MovaT ec Intemnet Pathfinder]

#-[_1 Operating parameters

¢-[C1 Call hame settings

#-[C7 Advanced Least Cost Router

- -

il 1=
=~ MovaTec-System MNovaTec - Enciyption profiles

Figfile name

@ Encryption profile

New Ecif

| ripErt..

LElste

NovaTec Kommunikationstechnik GmbH

Titel des Dokumentes

7/55



N .
Ml . .
w We change the shape of the world

Leave the Encryption profile unchanged.

Edit Encryption profile |

Encryption praofile iz active v

Prafile narme IEnn:r_l,lptin:nn prafile

Hazh rmethod ISH,{\., 1 j

Encrpption methad I,.-E.,ES j

Tjcpsloy |FreSharedkey (PSK] |

Use ECC extensions |

F.en

... Tour bait of falzehood takes this carp of truth ;I
[

Cancel |

Select ,Encryption handling profiles“. Set the ,Handling method” to ,MIKEY / ElImeg".

Edit handling profile |

H andling prafile iz active v

Prafile narme IHandIing prafile

Handling rmethod

[ ptioral prameters I
carel_|

Under ,Encryption -> Handling profile* assign the created ,Encryption profile” to a ,Handling method".

Under ,System modul / interface settings" -> ,Modul assignment” assign the ,Handling method" to a
module — today only SIP is possible.

Feel free to change the name/description of the profiles.
Now the created ,Handling profile" can be selected under

-NIP* -> SIP“ -> Mapping lists" -> ,User mapping“.

NovaTec Kommunikationstechnik GmbH Titel des Dokumentes 8/55
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Then select the appropriate ,Handling profile“. If no ,Handling profile* is displayed, process the data and
try again!

Edit User mapping

152.168.2.70

no azzighment |_ no agzignment

S3Analog-300 |Jzer300

Handling prafile

The setting , Try to use” instead of ,Must use” for the Encryption setting, activates the sRTP fallback.

Follow the next steps to enable TLS for SIP.

NovaTec Kommunikationstechnik GmbH Titel des Dokumentes 9/55
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2 Enable TLS to secure SIP

Some parts of the TLS configuration are preliminary and have been changed now (see chapter 2.1
and 3.2).

2.1 Enable TLS for S3

Ask Novatec for the licence to enable TLS for this system. Send the MAC address to Novatec and a
Hs.lic* file will be returned.

Then select ,System [P options*.

At the bottom of the page select ,Enable Security”, enter the path to the saved ,tls.lic” file. Acknowledge
the displayed windows.

If the box ,Licence is loaded" is checked, then it is possible to use TLS.

MovaT ec-Configuration 6.3.4 [NovaT ec-Internal 02] - [20090715 nur_download 3 49 ohne TL5.mdb]

File Wiew Configuration data  Encryption  Extraz  Help

=|ef| || =] == 2|
=0 NovaTec Sysem
2l s
P e p 5
g ::z::z 5125;?;?1 aptions DHCF starts optional app Ifo j

-2 Numbering plan

----- [El Swnchronization
-0 D551 - 1TRE conversion options
(2 Frame Relay
-0 Fixed connections

(2 Call take over

(2 Call back settings
@-[23 CLIP Masquerading

----- [E] B-channel to B-charnel

Local IP-Address

Subriet mask

External Gateway |P-Address
Public name:

Mon masqueraded IP

""" [E| Call data prafile Local Mame Inmg.novatec.sip
B2 Trunk group . -
(-2 Master / Slave settings Local Damain Inovatec.sm

I 182 169 127 . 48

2552860 .0

----- [E] B Charnel permissions Gateway 192 165, 2 . BB
(2 Protocol Settings

----- [E] Options DseR ID

-2 Subscriber MTU 1400

-2 Line group

I 192 0169 127 . 43

2552860 .0

-] MIP [NovaT e Intemet Pathfinder) addresses mask [VPM)
-] Operating parameters

-] Call home settings

-[C Advanced Least Cost Router —%LAN-T agging

™ LAN-Tagging On/ Dff

WLAN-ID
Fricrity [WLAM]

— Trangport Layer Security [TL:

Enable Security ... |

[izable Securit..

/ License is loaded [~

In the tree at the left hand side, under ,System IP options®, a new item , TLS Security* will be displayed.
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Notice: After the TLS-Licence has been loaded and SIP is configured, now some settings will be created
automatically. In the past these settings have to be made manually. Please, check these settings (refer to
chapter 3.2.1):

1. ,System IP option” -, Available IP services”: A tcplip service for SIP via TLS with port 5061 is created.
2. ,NIP* > SIP* > Mapping lists" -> ,User mapping“: The port 5061 is added to the user ip address.

3. ,NIP* > SIP* > ,Mapping lists" -> ,Local mapping“: The port 5061 is added to the registrar ip address.

After TLS will be disabled, these settings, created by the system, have to be undone manually for

now.

NovaTec Kommunikationstechnik GmbH Titel des Dokumentes 11/55
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3 Tracelnfo CA

3.1 Create a Novatec S3 Root-CA and Key

The ,Tracelnfo CA" is used to create a ROOT-CA and to sign the SIP-TLS-Certificate. To start this
program a Novatec dongle is mandatory. Or Novatec can create and sign the certificates online.

Please make sure only one dongle (e.g. NMS, TI-CA ) is connected to the local USB port.
A certificate generated by TI-CA contains a human readable text.

The mandatory part of the certificate starts with a line:

————— BEGIN CERTIFICATE----- and ends with a line:

Please use an editor, e.g. WordPad, to cut off the human readable text and any blank line, save it. Load
the saved file without human readable text to CUCM (see “CUCM Crypto Install Guide”).

TI-CA release 1.3 and above has an option to generate certificate with/without human readable text.
The "Create Key/Certificate" page.

Create a CA private key and a root certificate:

Tracelnfo CA 1.3

Ahbout ] Eu:unneu:tiu:un] Filez ] Create Key/Certificate  Sign Cerficate Requests | Transfer ESH.-"EFET] Diagnu:usis]

Fazzword

HREXHHHRHURK

Pleaze enter izzuer password

HREXHHHRHURK

Pleaze repeat izzuer pagzword

| Fipat Cukput

C5SR from

| sip_req.csr from tanget CRT ta: | gip_req.crt to target ﬂ

Serial path: |E:"u:ert"~serial

Yalid days:  |365

Cay Ky file: |E:'xu:ert'xu:ake_l,l.pem

Cov's Cert: |E:'xu:ert'xu:a_u:ert.u:rt

Temp path: ||::I".CEftl".tEI'ﬂ|:I

Ll

Output Path: |E:'xu:ert'xu:uutput

Certifizate with human readable head

Sign the certificate request |

Exit | Help |

NovaTec Kommunikationstechnik GmbH Titel des Dokumentes 12/55
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- A connection from the TI-CA application to a target system is not compulsory.

- Select "Root key (2048b) + Certificate" in the combo-box.
- Enter a CA password, which has a minimal length of 4 characters and maximal length of 20 characters.

- Repeat the CA password. If this step fails, an error message will appear on the bottom line and the
button "Generate key and certificate" will be disabled.

- Next is to enter country, state, city, organization, organization unit, common name and email address of
the CA. Length of the country entry must be 2 characters and the rest of the entries are limited to 64
characters.

- Enter validity of the root certificate in number of days.
- Enter a path, where the serial number of the certificate is stored.(1)

- Enter a path for the CA private key and CA-certificate. The created key and certificate will be stored in
this directory. They will have a .pem format with default names, cakey.pem and ca_cert.crt.

- After entering the above information, just press the button "Generate key and certificate". It takes a few
seconds to generate the private key. Messages will appear to inform the user.

- Please accept the messages by pressing the OK button.

Note (1):

The serial number will be kept in a file called serial.txt. If this file is absent in that given directory, the
application will create a new file with a default start number. The user can define his start number by
creating a serial.txt file with a 16-digits hex-number himself, e.g. 0123456789ABCDEF. The application
will use the current serial number written in the serial.txt file

NovaTec Kommunikationstechnik GmbH Titel des Dokumentes 13/55
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3.2 Configure TLS for SIP

Goto “System IP options” > “TLS Security” = select tab ,SIP“

Set the “Security Method” to TLSv1.

Set the flag “Server-Authentication” to verify a certificate received from a TLS-server (e.g. S3
and S6 at CUCM).

Set the flag “Client-Authentication” to request and verify a certificate from a TLS-client (e.qg.
S6 at trunk of CUCM).

The SSL ‘“verify depth” is now configurable (values from 1 to 9 — see openSSL
documentation). The verify depth is the limit up to which depth certificates in a chain are used
during the verification procedure. If the certificate chain is longer than allowed, the certificates
above the limit are ignored. Error messages are generated as if these certificates would not
be present. E.g. (depth = 0) SIP-CRT > (1) Sub-CRT - (2) Root-CA.

Click ,Cipher Options" to select the cipher used for TLS encryption (recommended with
CUCM AES128-SHA). Select the cipher ,NULL SHA" only for debugging purpose. Do not
Select the cipher ,NULL SHA", when sRTP is configured at CUCM.

Note: It is not mandatory to select a cipher here. Not selecting any cipher will enable some cipher by
default. Those default values will not harm TLS secured connections.

NovaTec-Configuration 6.5 - [pre_6.500_ 20100312 S3_44 mdb]
File ¥iew Configuration dats. Encryption Extras  Licensing Help

EErEEEERT

=0 MovaTec-System

NovaTec - Security-Management

- [El Chassis

B Interfacas

[l Analogue Interface-Configuration

B3 Systermn access control

=3 System IP options

--[E DNS servars

-8 Available IP serices
5l Systerm MAT mapping
[El EMUM sarvers
5] TLES Security

-0 Systern encryption optians

-2 Mumbering plan

- [E Call data profile

-3 Trunk group

-0 Master/ Slave settings

- [El Synchranisation

-1 DES1 -» 1TRE conversion options

-1 Frame Relay

-1 Fixed connectians

-8l B Channel permissians

-0 Protocol Settings

- [&l Options

-0 Subscriber

Maintenance  SIP |Ca\|Home |

— General TLS Settings for SIP

Security Method:

ServerAuthentication: [

Client-Authentication:

Cipher Options...

i~ Cerlificate - Management for Sl

Create certificate-request...

P

| r C5F not yet configured |

Select S5L verify depth

Import SIP-Cafile. ..

Imax depth =1 ;I

| r Mo CA-cerifizate imported yet. | Show Cert |

Default... |

NovaTec Kommunikationstechnik GmbH
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Cipher Managemeni

[ A

NULL-SHA AES128-5HA
AES256-5HA

1) Create a certificate-request:

I

Sosoaee )

In the Common Name field enter ,SEP* followed by the MAC address of the S3.

NovaTec Kommunikationstechnik GmbH Titel des Dokumentes 15/55
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2) Import two CAs

Import the CUCM CA certificate (downloaded from CUCM) and the Novatec CA certificate created by the
Tracelnfo CA.

NovaTec-Configuration 6.5 - [pre_6.500_20100312 S3_44.mdb]
File “iew Configuration data  Encrgption  Extras  Licensing  Help

= s|@[ ] =[] 2]
El Chassis
Bl Interfaces Mainkenance  SIP ICaIIHoma|
E Analogue Interface-Configuration
- System access control —General TLS Settings for SIP

B System IP options
. [E] DNS servers Security Method: ITLSv1 - Cipher Optiohs.. |
~El Available IP services Serverduthertication: W

-l System NAT mapping r

B ENUM servers

- [E1 TLS Security

-0 System encryption aptions
- [20 Mumnbering plan .
B Call data profile Create certificate-request... | '7 CSH exists. |
(-2 Trunk group

-0 Master/ Slave settings

Bl Synchronisation Select S5L verity depth Imax depth=1 ;I
-1 DS51 -» 1TRE conversion options /\\

i~ Certificate - banagement for SIF

(- Frame Relay Imnport SIP-Cafile. . | '7 2 Ch-certificate(s] imparted. ( | Show Cert | )

-0 Fixed connections \C P
El B Channal permissions

- Protocol Settings Defaut..

Bl Options

=

Click the button ,Show Cert" to display the imported certificates.

Show Certificates E

—Select a certifcate ————— Certificates0d  Data:O Version: 3 (0x2)0 Serial Mumber; O LI
4d:08:61:1c:bé:fd: 18:570 Signature Algorithm: shalwithRSAERCryptiond Issuer:
CM=cucuml, OU=Test, O=Novatec GmbH, L=Paderbaorn, ST=NRW, C=DEO Walidity O
CA_CERTs'l,ca_cert.crtl Mok Before: Aug 6 09:16:02 2009 GMTO Mot Afker @ Aug 6 09:16:02 2014
GMTO Subject: Ch=cucuml, OU=Test, O=Novatec GmbH, L=Paderborn, ST=MRW,
: C=DEO Subject Public Key Info:0 Public Key Algorithm: rsaEncryption
RTs\CalManager.pe RS& Public Key: {1024 bit)O Modulus (1024 bit): 0

0:ae6biS5dic:g2: 7 3odbieZicdidé: 91:bE: 29: 0

Mot i tod 41:7b:86 68000199 bat bf Fen 7E: Shicdi 140 77:0
BEIMPELE fd:57:9a:69:0d:ecidl 1adichi 01 Foichidoi06:67:

O
al1:93:ae:50:7biac 61 :5F 98:36:92:c0:d0:G6:c7: O
m]

Notimportedl gaifoifli0di4f:51:79:e1:b7:48: 12:99: 284 1F:
Galceid46:9a:69:a4 14d 04 07 Far 250 88:87:33:d6: O

ba:zi eiad:bdia? 7 160:56: 71 3b:0R77:0c: 0

lele importedl 39:36:10:45:6F 221 ab 671 17:42:67:2d:0e: 35:60: O
afi43:a9:14:2e:29:08:6d: 730 Exponent: 65537 (0x10001)0 5093
. extensions: 0 #5093 Key Usage: O Digital Signature, Key Encipherment,
et |mported| Data Encipherment, Key Agreement, Certificate SignOl ¥509v3 Extended Key Usage:

TLS Web Server Authentication, TLS web Client Authentication, IPSec End

et inarted Systemd ¥5093 Subject Alkernative Mame: O URIL:http:ffcucuml O
4p| #5093 Subject Key Identifier: O

E3:70:41:55: 300 CO A0 FL 65 21054 ER 16 EA DT 44:BR: AT BA:BE0  Signature

Ngtimpgrtedl Algorithm: shalWwithRSAEnCryptiond
40:0c:0f:55:2%:c4: 7eibeibe 60 2F ted:bbi 09t ac:94ice: 7220
52:d9:97: 72 1b:F9: 7FfoiB0:51:d5:12:30:94: 5hee3:01:Fer O
Notimportedl 53:20:F3:81:be:5a:97:b1:2b:03:beed:60:F0: F4:26: 1d:ac: O
c9:c6:2d:30:b2:72:03:f9:05 e b 92:cd:58:01:5d:63:27: 0
: i0e: 4:57:166:61:02: a6 3a:fF: O
Notimportedl cic6i63aaifezi04:21: 0
19061 1a:60:b5: 528 :9F: 5bt af 81 42167 c3iea:69:c0: O d4:1d0
[iat imparted |

[{atimparied |

i o

Ok Cancel
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3.2.1 Special SIP via TLS settings

Goto ,System IP options” -> , Available IP services" to verify that a TCP/IP service (with Port 5061) for SIP
via TLS has been automatically created. And check that other services like UDP or TCP of type SIP have

been disabled.

NovaTec-Configuration 6.5 - [20100413 download S663 DHCP.mdb] _[of x]

File ¥iew Configuration data  Encryption

Extras  Licensing Help

D’“|-“E|I§ =] 4] y= 3'

E-[[1 MovaTec-System
--[E] Chassis

El Interfaces
-0 System access control
=1 Systern IP aptions
El DNS servers
Awailable IP services
El System MNAT mapping
El ENUM servers
-[Bl TLE Security
=10 System encryption options
(2 GEM Settings
=0 SIM Multiplexing
=L Murnbering plan
- [El Call data profile
-[23 Trunk group
[0 Master / Slave seftings
B Synchranisation
-1 DSS1-> 1TRE conversion options
=-[20 Frame Relay
(20 Lawer 3 Multiplexer
-1 Fixed connections
Bl B Channel permissions
-0 Protocol Settings
--[E] Options
3 Subscriber
=0 Line group
-1 Call take over
-0 Call back setiings
(20 CLIP Masguerading

[El B-channel to B-channal
-2 NIP (MavaTec Internet Pathfinder)
&[0 Operating parameters
-0 Call home settings
&
[
[

1[0 Advanced Least Cost Router
71 SMS / VEMSC - Email

71 SIM Server seflings

Press F1 far Help

|

NovaTec - Available IP services

Service name | Care protocol | Tupe | Status | Rale | Receive | Send | Destination |
@ SIP-UDP [ atagram SIP Disabled | Server G060 G060 G060
@ HTTP Strear HTTP Dizabled  Server a0 a0 a0
@ TELMET Strear TELMET  Disabled  Sereer 23 23 23
@ SIP-TLS Strear SIP Enabled  Server G061 5061 5061
M., Exdit... Delete

I VT
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Edit service properties

Suean e ]
E-

st \
EI

Edit service properties

SIP-TLS
TLS-SIP

it B i

Now go to ,NIP“ -> SIP* -> ,Mapping lists" -> ,User mapping".

In the ,URI/Name/IP* field the TLS port ,5061" should be existing.
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Edit User mapping

EEECE

32 e —

o ssgmert 5]
r

o
r
T

Now go to ,NIP* -> SIP* -> Mapping lists" -> ,Local mapping".
In the ,Registrar” field the TLS port ,5061" should be configured.

Edit Local mapping

[laziesd 05061 |

Go to ,SIP general settings”, select ,Optional flags 2“.
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File View Configuration data Encryption  Ewtras  Help

L0 NovaTec-System
B2 NIF [NovaT ec Intemnet Pathfinder]
i [E] Codec options
i E] Codec negotistion / properties
= SIP alP)

-5l 5P codec mapping

. ngs
L0 WolP port settings
-[E] 5IP <> ISDN options
-[E] Timeout options

[E] Session seftings

@ Monitoring options
20 5IP server lists
[ Mapping lists

-2 Operating parameters

B-[20 Call home settings

F-[Z] Advanced Least Cost Router

MovaTec - SIP general settings

|
- General

Local IP address I 152 163 127 40

Software name INnvaTec SIPEE4

—

Initial sequence

[ Allow intemal [fouting] lnops

¥ Ignore unauthorized sites

V¥ Always try to internally resolve names/IP addresses first

[ Use local name [if unchecked, use IPv4)

v Reply on syntax enors to counterpart

V¥ Fead internal serve lists at startup

¥ Save dynaic server information every.... H haurs
¥ Fomward rumericsl addresses to ISDN

™ Activate SIP-Bridging

0 value 1.0 =

PSTHN prefix
Min. zession expire

Session expie

—

200

|2ESUD

PSTN prefix insert length |0

Anﬂnymﬂus name Iannn
[ptianal flags [r<00000000031 05788
Optional flags 2 [<0000000040000008 < .

- UDP / RTCP option:
UDP packet size
Laocal RTF port

Remate RTP part |3DUUD 32

Local RCTP part

Remote RCTP port |3UUU1 3:

RTP Packet time

To use a S3 at a device/phone line of a CUCM check the flag “Register as Cisco device at UCM".
Do not set this flag when using a S3/S6 at a SIP trunk of a CUCM.

Edit SIP flags? E1

Activated SIP flags page 2

[]#dd no optional @hostp to the CallD e
[1lgnore always eveny recieved COMNTACT field
[ Usze recieved CONTACT anly with '@
Register as CISCO device at LICM

[ ]Reserved [B]

[1Reserved [B]

[1Reserved [7]

[ Fezerved [8]

[ ]Reserved [9]

[1Reserved [10]

[1Reserved [11]

[ Fezerved [12]

[]Reserved [13]

[ 1Reserved [14]

[ Reserved [15]

[ Rezerved [1E]

[]Reserved [17]

[IReserved [18] =

QK I Cancel |

Defaults... |

Process and transfer the data to the S3.

After the S3 has been rebooted, sign the SIP-request with the Tracelnfo CA to get a SIP-certificate.
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3.3 Sign a SIP-TLS-Certificate

Open the Tracelnfo CA.

About  Connection ] Filez ] Create KE_',J.-"EEI[ifiCatEI Sign Cerificate Hequests] Transfer CSRACRT ]

Connection-Log

ion to the server
onnection has terminated

Clear log | Settings | Connect

E it Help

Under ,Settings" enter the IP address of the S3.

Metwork options [g|

Addrezs for NovaT ec Metwork Services

Hostname  |192.163.127.40 ~]

Part Ir
[FEE

Help Cancel
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Then connect to the S3. Enter the ,Username” ,technics®.

Establish Connection |Z|[E|rz|

zirene
Pazzwaord [

Spstem |D
System-Name

Metwark TCRAP =

Dialling no.

ak | Cancel | Help |

After the connection has been established select the register ,Sign Certificate Requests”.

3.3.1 Sign Certificate Requests online

With this register, one can sign a certificate request to a certificate. The request can be a file in a PC or in
a target system (S3/S6).

Signing a certificate request from a target system and write the signed certificate back to the target
system (S3/S6).

Tracelnfo CA 1.2 FEX

&bout | Cornection | Files | Create Kep/Centficate  Sion Cerificate Requests ] Transfer CSR/CAT | Disgnosis |

Password

s

Flease enter izzuer pazsward

s

Please repeat izzuer pagsword

Inpuit Output
CA Key file: |E:\keys'\ca\cakey.pem Serial path: |C:\keys\serial
Civ's Cert: |C:\ke_l,ls'\ca\ca_cert. crt Yalid days: | 365

Temp path: |C:\keys\tem|:- Output Path: |C:\ke}|g\[emp

Certificate with human readable header I

Sign the certificate request |

Esit | Help |
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- A connection from the TI-CA application to an target system is compulsory in this case.

- Enter a CA password, which was associated with the CA private key, cakey.pem.

- Repeat the CA password. If this step fails, an error message will appear on the bottom line and the
button "Sign the certificate request" will be disabled.

- In the Input group box, select the following:

e Select "certificate request from target" in the Input combo-box.

e Select the CA private key file.

e Select the CA certificate.

e Select a path, where the certificate request file could be stored temporary.
- In the Output group box, select the following:

e Select "signed certificate to target" in the Output combo-box.

Enter a path, where the serial number of the certificate is stored.(1)

Enter validity of the root certificate in number of days.

Enter a path, where the signed certificate file could be stored temporary.

Please disable “Certificate with human human readable header”.

- After entering the above information, just press the button "Sign the certificate request".

Note (1):

The serial number will be kept in a file called serial.txt. If this file is absent in that given directory, the
application will create a new file with a default start number. The user can define his start number by
creating a serial.txt file with a 16-digits hex-number himself, e.g. 0123456789ABCDEF. The application
will use the current serial number written in the serial.txt file. After using the current serial number, the
application will increment it in the serial.txt file.

After the request has been signed, reset the S3. The S3 should now establish a TLS connection and
register with the call manager. The voice stream should be encrypted by sRTP.
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4 Configure S6 secured SIP/sRTP connections to a CUCM trunk

4.1 Differences between S3 and S6 configuration

The differences are minor on the S6 side. You can configure the S6 like a S3 as the manual specifies it
above with the following exception.

Under “SIP general settings”, select “Optional flags 2".

Here don't check the flag “Register as Cisco device at UCM". It is only usefull for the S3, not for the S6 at
the trunk line.

As a workaround for better performance the S6 tries to register at the CUCM like a S3. The registration
will fail, but it will establish the outgoing TLS connection from the S6 to the CUCM prior to a call. The
CUCM will establish a second TLS channel in opposite direction. So configure the “Local mapping”
(triggers SIP registration at CUCM/registrar) as the manual describes it for the S3. No configuration
concerning SIP registration is necessary on CUCM side.

Changes:

30.07.2010

To indicate a IP connection via TLS to a CUCM trunk, set the new flag “CUCM trunk” under user and
local mapping. The flags are only available if TLS is activated and the global optional flag “Register as
CISCO device at UCM" is not set. Introduced since FW version 00070068.

1. ,NIP* = |SIP* &>  Mapping lists* -> ,User mapping“: Set the new flag “CUCM trunk”.
2. NIP* = |SIP* > ,Mapping lists" -> ,Local mapping“: Set the new flag “CUCM trunk”.

Edit User mapping x|
User mapping is active v
150N option:
ISDH | Wideard [V WearDu [T
Incomming prefis I MNurmber length IU
r— Device option:
Device Subs | Lo
Phone -
BC: | x| H =l
r— Facsimile over I[P [T.38)
[ Enable 7.38 128 Erpeit Sellings
~SIP URI / Mame / Domain / |P information
URI / Name ¢ IP ITSZ 168.2.70:5081
|P verfication mazk 32 significant bits
Yoice / Data codec Inn assignment j Inn assignment j
Trusted v Accept all names v Corect faulty format [
Public access ' User name iz a prefis [ CanredirectinLaM T
ISON i a user name Additional flags I
—Account setting:
Account ISS-Anang-SUD Pazsword IUselSUU
Simplified digest ' Basic authorization [ Prowy authorisation [
Reserved 1 ' ay use altemative encryption methods u
Encryption setting IMust use 'I Handiing profile Handling profile -
Additional flags I
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4.2 Configure the S6 trunk at CUCM side

At the trunk security profile enter “SEP” followed by the mac address of the S6/trunk. This implicates a
unigue secure profile has to be created for every single TLS secured trunk.

Set “Incoming Port:” 5061.

alialie  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System «  Call Routing «  Media Resources = Voice Maill »  Device - Application User Manz

SIP Trunk Security Profile Configuration

B Save x Delete Copy % Reset £ Apply Config EEE Acld Mewy

rStatus

@ Status: Ready

rSIP Trunk Security Profile Information

Mame* |N0n Secure SIP crypto Trunk Profile |
Description |Non Secure SIP crypto Trunk Profile |
Device Security Mode | Encrypted v
Incoming Transport Type* |TLS V|
Qutgoing Transport Type | TLE b |

enatle Digest Authentication

Monce Walidity Time (mins)® |

®.508 Subject Name [sEP4mODIZIZIZAD N\ |
Incoming Port™® |5061 /. |

[denatle Application Level authornization

D.ﬂccept Presence Subscription
[T accept out-of-Dialog REFER
Dﬁccept Unsolicited Motification
D.ﬂccept Replaces Header
[rransmit Security Status

—[ Save ] [ Delete ] [ Copy ] [ Reset ] [ Apply Config ] [ Add MNew
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At the trunk configuration set the “Destination Port” to 5061 and select the appropriate trunk security
profile.

alinln  Cisco Unified CM Administration

CISCO 4t Cisco Unified Communications Solutions

System = Call Routing »  Media Resources »  Voice Mal = Device = Application = Uszer Management +  Bulk Administration +  Help

Trunk Configuration
B Save x Delete %'Reset z Apply Config EIIF Ao Mewy

rStatus

@ Status: Ready

r Device Information

Product: SIP Trunk

Device Protocol: SIP

Device Mame ™ |86-SIP-Trunk |
DCrescription |86-SIP-Trunk SRTP |
Device Poaol® | Default b |
Comrmon Device Configuration |Trun|-<_With_MOH Vl
Call Classification® |Use Systern Default V|
Media Resource Group List |< Mone = Vl
Location® |Hub_N0ne Vl
AAR Group |< Mone = Vl
Packet Capture Mode™® [Mane v
Packet Capture Duration |u |

[ media Termination Point Required
Retry Wideo Call as audio
O Transmit UTF-8 for Calling Party Mame

|Default v|
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Trunk Configuration

ng Save x Delete %’Reset ‘Z Apply Config E:% Al Mewy

rIncoming Calling Party Settings

If the administrator sets the prefix to Default this indicates call processing will use prefix at
the next level setting {DevicePool/Service Parameter), Otherwise, the walue configured is
used as the prefix unless the field is empty in which case there is no prefix assigned.

[ Clear Prefix Settings ][ Default Prefix Settings ]

Number Type Prefix

Unknawn |Default |
MNumnber

rMultilevel Precedence and Preemption (MLPP) Information

MLPP Domain [ < Nane > w

rCall Routing Information

Remote-Par‘ty-Id
Asser‘ted-ldentity

Asserted-Type™ [ Default v

SIP Privacy® [ Default vl

rInbound Calls
Significant Digits* [al ]|
Connected Line 1D Presentation ® | Default b |
Connected Name Presentation™® | Default hd |
Calling Search Space [« Mone = v
&4R Calling Search Space [ < Mone = ~|
Prefix DN | |
[Jredirecting Diversion Header Delivery - Inbaund
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Trunk Configuration
LB Save XDeIete %Rese{ z Apply Config E:F A Mewy

r Outb d calls

Called Party Transformation CS5 |< Mone = V|

[l use Device Pool Called Party Transformation CS5
Calling Party Transformation CSS | = Mone = v|

[Fuse Device Pool Calling Party Transformation CS5

Calling Party Selection™® [ originatar v]
Calling Line ID Presentation® [ Default v
Calling Hame Presentation™® | Default Vl

Caller ID DN | |

Caller Mame | |

DRedirecting Diversion Header Delivery - Outbound

r SIP Information

Destination Address [192.169.127.77 |

Destination Address IPvE | |

Ooestination Address is an SRY

Destination Port* [5081 |
MTP Preferred Originating Codec® [FIIalaw |
Presence Group® | Standard Presence group Vl
SIP Trunk Security Profile® [Non Secure SIP crypto Trunk Profile v]
Rerouting Calling Search Space |< Mone = V|
Qut-0f-Dialog Refer Calling Search Space | < Mone = V|
SUBSCRIBE Calling Search Space |< Mone = V|
SIP Profile® [Early offer for G.Clear Calls v
DTMF Signaling Methad* [Na Preference v

rGeo Location Configuration

Geo Location [-- Not Selected -- v

Geo Location Filter [ < None = v

[Jsend Gealacation Infarmatian

—[ Save ] [ Delete ] [ Reset ] [ Apply Config ] [ Add New
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5 Disable TLS and sRTP for a S3 and S6

5.1 Switch off security for SIP and maintenance

Go to NovaTec-System -> System IP options.

vft We change the shape of the world

Select “Disable Security ..."”, acknowledge the displayed windows. In the left hand tree, under “System IP
options” the menue “TLS security” will be removed.

NovaTec-Configuration 6.4 - [20091119 download S6_77 CUCM trunk.mdb]

File ¥iew Configuration data Encryption

Licensing Help

RS RE E

----- El Analogue Interface-Configuration
=-E3 Systern access control
-3 Systam IF options
- El DNS servers
El Awailable IP services

£

5 -

=3 SIM Multiplexing

&[0 Mumbering plan

----- El Call data profile

=3 Trunk graup

-3 Master/ Slawe settings

----- El Synchronisation

#-[1 DSS1-> 1TRE canversion aptions
-3 Frame Ralay

&3 Layer 3 Multiplexer

-1 Fixed connections

----- El B Channel permissions

=1 Protocal Settings

----- [El Options

=1 Subscriber

-3 Line graup

=0 Calltake over

-3 Call back settings

=3 CLIP Masquerading

----- El B-channelta B-channel

=0 NIP (NevaTec Internet Pathfinder)
----- El Codecoptions

----- El Codec negotiation / properties
=3 SIP (valF)

- [El SIP codac mapping

Local Name

Local Domain

Local IP-Address

Subnet mask

Gateway

DSCP

MTL

External Gateway |P-Address
Public name

Mon masqueraded P
addreszes mazk [WPN)

— |P-Optionz
DHCP-Dptions |DHEP aff =]
DHCP startz optional app Ifo LI

|ag-B5760-esb011-03

Inovatec.sip
192 169 127 . 77
285 255 . 0 .0

192 189 . 2 | 5B

—WLaMN-T agging

™ LA&N-T agging O OFf

( Dizable Security ...

YLANAD Jo
Priority [VLAN] Jo
— Tranzport Layer Security [TLS) License is loaded W —

il | MovaTec - System IP oplions
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5.2 Change the IP transport service

Now the transport protocol TCP for TLS will be switched off and UDP will be used instead.
Goto NovaTec-System -> System IP options -> Available IP services.

Double-click the TLS-SIP service (the name might differ) and uncheck “Activate service”.
Leave with “OK”.

Edit service properties X

Core options I General options I Access oplions | SIP specific aptions I

Service name ITLS—SIP
Core pratocal Stream [TCF] -

Service SIP -

clivate service

Receive port B0E1
Send port a061
Destination port B0E1

& Remote IP address [ o 0 0 ]

£~ Remote name I

 Clignt

&+ Server

ok I Abbrechenl Upemehmenl

NovaTlec-Configuration 6.4 - [20091119 download S6_77 CUCM trunk.mdb]

File  View Configuration data Encryption  Estras  Licensing  Help

= E =1 =
NovaTec - Available IP services

B MovaTec-System

|

&l Chassis
El Interfaces Service name | Core protocol [ Type | Status [ Rale [ Receive [ Send | Destination |
Bl Analogue Interface-Configuration @ HTTP Sream HTTF Enabled | Server ] i} £} ]
- System access control @ TelNet Shresam TELMET | Disabled | Server 23 23 23
-2 Systern IP options @ S5IP-TCP Shream SIP Disabled | Server 5080 5060 5060
Bl DNS servers @ TLSSIP Stream SIP Dizabled | Server 5061 5061 5061
& Awailable IP services @ SIP-UDFP D atagram SIP Enabled | Server 5060 5060 5060

[El System NAT mapping
El EMUM servers
Bl TLS Security
-0 System encryption options
-0 GSM Setiings
-3 SIM Multiplexing
(-3 Numbeting plan
[El Call data profile
=3 Trunk group
-1 Master/ Slave seftings
Bl Synchranisation
-0 DSS1 > 1TRE conversion options
-1 Frame Relay

[ Layer 3 Multiplexer s

- Fixed connections Hew... | el | [elete |
-El B Channel permissions

@7 Pratacal Rattinac N

If a UDP service is present but not enabled, double-click this service entry and check “Activate service”.

If no UDP service is available, select the “New...” button to setup this service for SIP.
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Enter a name for this service and choose “Datagram (UDP)” as the new ip protocol.

Create an IP service

Ch:
[ratagram [UDF) / |

BOE0

BOE0
BOED

o . o . o . 0o

At the tab “Access options” uncheck “Activate authorization”.

Create an IP service

Enter the session owner and name (free choice) at the tab “SIP specific options”.
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Create an |IP service

The new transport protocol is now established.
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5.3 Remove TLS ports and switch from sRTP to RTP

Now go to ,NIP* -> SIP* -> Mapping lists" -> ,User mapping".
In the ,URI/Name/IP* field delete TLS port ,:5061".

To disable sRTP, select “Do not use” for “Encryption setting”.

Edit User mapping

lezieag a0 )

32 T

powssgment =] [roasiomen 3]
u

u
u
Mostse 51 Randrgprae ]

Now go to ,NIP* -> SIP* ->  ,Mapping lists" -> ,Local mapping".
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In the ,Registrar” field delete TLS port ,:5061".

Edit Local mapping

Activate local mapping i

— External option

External Mame 300 Wwildcard r

~ Internal options
Internal Mumber 300 “wildeard |

Additional flags I

— Account option:

Fegistrar |132.168.3 70:5081
Account S3-Analog-3
Password IUSerSDD |

Register own address [ Mo reverse mapping r Use for all addresses [

Pazsword is a digest [ Allow ingecure authorization [ Prefer own name r

Additional flags I
Cancel_|

5.4 Disable TLS and sRTP for a S3 device in CUCM configuration

Change from a crypto security profile to a non security phone profile.

The settings of the phone non security profile should be like this. “Incoming Port:” 5060.

alial,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System »  Call Routing +  Media Resources “oice Mail »  Device = Applicstion

Phone Security Profile Configuration

Copy % Reset £ Apply Config EEQ Add Mewy

rStatus

@ Status: Ready

rPhone Security Profile Information

Product Type: Transnowva 53
Device Protocol: SIP

* -
Harne !Transnova 53 - Standard SIP Mon-Secure Profile
Description |Transnova 53 - Standard SIF Mon-Secure Profile

Monce Validity Time* |&00

Device Security Mode | Non Secure

< %

Transport Type® [TcP+uDP

Cenable Digest Authentication

Exclude Digest Credentials in Configuration File

rParameters used in Phone

SIF Phone Port™® [5060

—[ Copy ] [ Reset ] [ Apply Config ] [ Add New
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5.5 Disable TLS and sRTP for a S6/trunk in the CUCM configuration

At the trunk configuration window uncheck the “SRTP Allowed..” box, set the “Destination Port” to 5060
and select the appropriate trunk non security profile.

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

System » CallRouting Media Resources = Woice Mail Device = &pplication User Management = Bulk Administration +  Help

Trunk Configuration

B Save x Delete % Reset ‘Z Apply Config |:|‘} Add Mews

r Status

@ Status: Ready

rDevice Information
Product:
Device Protocal:
Device Name*

SIP Trunk
sIP

[56-51P-Trunk

Description |SE-SIP-TrunI< SRTP |
Device Pool* | Default b |
Comman Device Configuration |Trunk7W|th7MoH b |
call Classification® |Use Systemn Default Vl
Media Resource Group List |< Mone = Vl
Location® |Hub7NDne Vl
ABAR Group |< Mone = Vl
Packet Capture Mode® | Mone b |
Packet Capture Duration |D |

D Media Termination Point Required
Retry Wideo Call as Audio

[Crransmit UTF-8 for Calling Party Mame

hen this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security.
oint* | Default v

Trunk Configuration

B Save x Delete %’ Reszet é Apply Config E:} Al Mewy

rIncoming Calling Party Settings

Use Trusted Relay

If the administrator sets the prefiz to Default this indicates call processing will use prefix at
the next level setting {DevicePoaol/Service Parameter), Otherwise, the value configured is
used as the prefix unless the field is empty in which case there is no prefix assigned.

[ Clear Prefix Settings ][ Default Prefix Settings ]

Number Type Prefix

Unknown |Dafault |
Nurnber

—Multilevel Precedence and Preemption {MLPP} Information

MLPP Domain | = Mone > w

rCall Routing Information

Remote-Party-Id
Asserted-Identity

Assertzd-Type™ [ Default v

SIP Privacy®  [Default v]

rInb d Calls
Significant Digits* [al v]
Connected Line 1D Presentation™® | Default v |
Connected Name Presentation * | Default - |
Calling Search Space |« Mone = v]
AAR Calling Search Space |< MNone = "l
Frefix DM | |
O Redirecting Diversion Header Delivery - Inbound
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Trunk Configuration
B Save x Delete %’ Reset i Apply Config HI} Acld Mewy

r Outbound Calls

Called Party Transformation C55 |< MNone = V|

Ml Use Device Pool Called Party Transformation CSS
Calling Party Transformation C55 | < Mone = M |

[ use Device Pool Calling Party Transformation CS5

Calling Party Selection® | ariginator o |
Calling Line 1D Presentation® |Default V|
Calling Mame Presentation™ | Default hd |

Caller I DN | |

Caller Mame | |

DRedirecting Diversion Header Delivery - Qutbound

r SIP Information

Destination Address |192,169.12?.?? |

Destination Address IPvé | |

[ oestination Address is an SRY

Destination Port® C |506D |

MTP Preferred Criginating Codec® | |

Presence Group™ ‘3 tPrEsETITE T Vl
SIP Trunk Security Profile® Mon Secure SIP crypto Trunk Profile — hd

Rerouting Calling Search Space |< Mone = Vl
Out-Of-Dialog Refer Calling Search Space | = Mone Vl
SUBSCRIBE Calling Search Space [< None = v|
SIF Profile ® [ Early offer for G.Clear Calls v|
DTMF Signaling Method* | Mo Preference Vl

rGeo Location Configuration

Geo Location [-- not selected - v

Geo Location Filter [ < Mane > v

[ send GeoLosation Information

—[ Save ] [ Delete ] [ Reset ] [ Apply Config ] [ Add Mew ]

The settings of the trunk non security profile should be look like this example. “Incoming Port:” 5060.
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alial,  Cisco Unified CM Administration

cisco

For Cisco Unified Communications Solutions

System »  Call Routing +  Media Resources »  “oice hal »  Device = Application +  User Mar

SIP Trunk Security Profile Configuration

B Save x Delete Copy % Reset ‘z Apply Config EBH Al Mesy

rStatus

@ Status: Ready

rSIP Trunk Security Profile Information

Name™ [Non Secure SIP Trunk Profile 11 |
Description [Mon Secure SIP Trunk Profile 1T |
Device Security Mode v|
Incoming Transport Type iTCP+UDP \\ o |
Cutgoing Transport Type /’ L |

[ enable Digest Authenticatian

Monce Yalidity Time (mins)* |._- oo

®.509 Subject Name |

Incoming Port™® QSDE‘D )

enable Application Level Authorization
E Accept Presence Subscription

[ sicoept Out-of-Dialog REFER

O Accept Unsalicited Motification

O Accept Replaces Header

O transmit Security Status

—[ Tave ] [ Delete ] [ Copy ] [ Resat ] [ Apply Config ] [ Add New
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6 Cisco CTL Client Installation and Secure token addition

For additional information explore CUCM help pages.

In order to support S3 or trunk TLS and sRTP secured SIP calls, the Cisco Unified Communication
Manager (CUCM) cluster security mode must be set to mixed mode. See the "Configuring the Cisco CTL
Client" section in the CUCM security guide

(http://www.cisco.com/en/US/docs/voice ip_comm/cucm/security/7 0 _1/secugd/sec701-cm.html)

to check the steps needed to turned mixed security mode on CUCM.

6.1 Installing the Cisco CTL Client

To install the Cisco CTL Client, perform the following procedure:

1.

10.

11.

12.

13.

14,

From the Windows workstation or server where you plan to install the client, browse to Cisco Unified
Communications Manager Administration, as described in the Cisco Unified Communications
Manager Administration Guide.

In Cisco Unified Communications Manager Administration, choose Application > Plugins. The Find
and List Plugins window displays.

From the Plugin Type equals drop-down list box, choose Installation and click Find.
Locate the Cisco CTL Client.

To download the file, click Download on the right side of the window, directly opposite the Cisco CTL
Client plug-in name.

Click Save and save the file to a location that you will remember.
Make sure security agent on server is off. Eg: No enterprise security agent is running on this server.

To begin the installation, double-click Cisco CTL Client (icon or executable depending on where you
saved the file). Note: You can also click Open from the Download Complete box.

The version of the Cisco CTL Client displays; click Continue.
The installation wizard displays. Click Next.
Accept the license agreement and click Next.

Choose a folder where you want to install the client. If you want to do so, click Browse to change the
default location; after you choose the location, click Next.

To begin the installation, click Next.

After the installation completes, click Finish.
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Please, check the following before starting CTL Client connect to CUCM:

1. Go to Cisco Unified Serviceability-> Tools-> Service Activation and ensure following two services are
active:

e Cisco CTL Provider is ACTIVE
e Cisco Certificate Authority Proxy Function is ACTIVE

2. Go to CUCM Admin page -> System -> Select CUCM server and Cisco CTL Provider service to
confirm port number.

System -« Call Routing «  Media Resources -+ Voice Mall v Device v Application »  User Management ~  Bulk Administration +  Help -+

ervice Parameter Configuration Related Links:

&
g Save Set to Default

-Status

@ Status: Ready

-Select Server and Service
#*

Server [ sktl-com-1 (Active) ~|
[ Cisco CTL Provider (Active) ~|

All parameters apply only to the current server except parameters that are in the Clusterwide group(s).

Service®

-Cisco CTL Provider {Active) Parameters on server sktl-ccm-1 {Active)

Parameter Name Parameter ¥Yalue Suggested Yalue
Port Number * [2444 2444

- (ae]) (Grimoemn)

Token additions to CUCM and mixed mode secure configuration

1. Start CTL Client:

[ cr clientv5.0 =13
CIsCo
Cizco Unified Communications M anager Server
Port: |2444

Usemame:

Pazzward: |

Help | Caneel | Mext I

e Don'tuse CUCM name, use IP address only.
e  Port by default should be 2444
e  User name and Password are CUCM user names and password.
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2. CTL will authenticate user and will connect to CUCM.

3. Following screen will be rendered. At this point, select “Set Cisco Unified CallManger Cluster to Mixed
Mode”. Select Next

B4 C1L Client v5.0 =]
Cisco CTL Chient ol

Cluster Security Mode |
" Set Cizco Unified Calltanager Cluster to Miked Mode

) Seb Cisco Unified Ealltanager Eluster to Hon-Secure Mode

Help | LCancel | Mext I

4. Client will prompt to add secure token. At this time insert token to USB port of CTL client installation
server.

5. CTL client will prompt for token password. Use password e.g. “Cisco_xyz” from the top of stickers.
6. Be very careful with password entry. Two wrong password entries will make token unusable.
7. Process will end with FINISH option, and ask to add another token.

8. Follow the same steps as followed earlier and select NEXT/FINISH

9. At the end of this exercise you will see two entries for security token along with CAPF and CCM TFTP
line items, as shown below. Caution: You will see only two security tokens, while picture has four
security tokens.
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[ c1L client v5.0 =]
Cisceo CTL Chent ahl
CI5CO
CTL Entiies |
Type | Hostnames|P Addr | |zzuer Mame | Subijec
CaPF rhdew-coml CH=CAPF-4387decd 0U=IFEC... CH=0C
CCM+TFTP rkder-comll CM=rtderv-comll.cisco.com, 0., CM=rh
Security Token - Mo Hosthame..,  cn=Cizco Manufacturing Cao=..  on="5
Security Token - Mo Hosthame...  cn=Cizco Manufacturing Cao=..  con="5
Securty Token Mo Hostharme...  on=Cizco Manufacturing Caco=..  con="S
Secuty Token - MoHostname...  cn=Cizco Manufactuning Caco=..  ch="5
£ | | |
Hep | addTFIP | AddFienal |
LCancel | Add Tokens | Lelete Selected | Eirizh I

10.Close CTL Client.

11.Make sure to RESTART CUCM and TFTP services from CUCM serviceability page.

6.2 Exporting CUCM certificates to S3

Download a Certificate or CTL

To download a certificate or CTL from the Cisco Unified Communications Operating

System to your PC, follow this procedure:

1.

Navigate to Security>Certificate Management.
The Certificate List window displays.

You can use the Find controls to filter the certificate list.

Click the file name of the certificate or CTL.
The Certificate Configuration window displays.

Click Download.

In the File Download dialog box, click Save.
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6.3 Importing S3 certificates to CUCM

The S3 CA that signs the S3 device certificates needs to be imported in the CUCM trust store. Please
see the “Security” section in the CUCM OS Admin Guide
(http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/cucos/7_0_1/cucos/os_701_cm.html) to
check how to import a certificate into the CUCM trust store.

S3 CA credentials upload on CUCM: The file "xxxxx" should be uploaded to the call-manager and
categorized as a "trusted" certificate.

OS Administration; Security; Certificate Management

Upload Certificate

Certificate Name: Callmanager-trust

Root Certificate (can leave blank)

Upload File: <file siptcl_ca_cert.pem>

If multiple call-managers are in a "cluster” configuration, then the "xxxxx" must be applied to all call
managers in the cluster.
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7 A common third party Certificate Authority for CUCM and S3 or S6

This chapter demonstrates the workflow to establish a common RootCA for a Cisco CallManager and a
S3 respectively a S6.

7.1 Replace a self signed CUCM certificate by a third party signed one

CallManager.csr
@ generate g @ sign
/

CallManager RootCA

CallManager.cer

- RootCA.cer
TI-C

7.1.1 Generate a new CUCM certificate-request

Go to Cisco Unified OS Administration.

alli.  Cisco Unified Operating System Administration REMIEERER] Cisco Unified OF Administration (v

cisco For Cisco Unified Communications Solutions

admin About Logout

Show + Seftings = Security = Software Upgrades =  Servicezs v Help

Certificate List
E:’,l: Generate New Eai Upload Certificate @ Dewinload €

El Generate CSR

| (1) 17 records found {Z Generate Certificate Signing Request - Windows Internet Explorer []2]] JC
|l 172,16.0.2 [ [
CiiEe s (@ = 27aii) Generate Certificate Signing Request ]_
Find Certificate List where | File Mame + | begins with [é-]o et g T
Certificate Name Certificate Type
CAPF-trust trust-certs CAP-RTP-001.
CallManager-trust trust-certs CAP-RTF-001. Status
CAPF-trust trust-certs CAP-RTP-002. ‘A Warning: Generating a new CSR will overwrite the existing CSR
CallManager-trust trust-certs CAP-RTP-002.
CAPF-trust trust-certs CAPF-3b88c4f:
CallManager-trust trust-certs CAPF-3b88caf; Generate Certificate Signing Request
CallManager certs CallManager.p
CAPF-trust trust-certs Cisco Manufa
CallManager-trust trust-certs Cisco Manufad — [ EislisElis L2 ] [ Close ]
CAFF-trust trust-certs Cisco Root G
CallManager-trust trust-certs Cisco Root C @ *_indicates required item.
ipsec-trust trust-certs cucuml.pem
ipsec certs ipsec.pem
CallManager-trust trust-certs rootca.pem
tomcat certs tomcat.pem
CallManager-trust trust-certs WWW.Nnovatec.
[ Generate New ][ Upload Certificate ][ Download| e Ferti 6 I va v ook - =
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7.1.2 Download a generated certificate request from a CUCM

Download the new request from the CallManager.
Let the third party CA sign the request.
Obtain the certificate from the CA and the RootCAs certificate.

almln  Cisco Unified Operating System Administration WEWIREUTLY Cisco Unified OS Administration %

€IS€O0 ko1 Cisco Unified Communications Solutions

admin About

Show - Seftings ~ Security » Softwars Upgrades ~ Services = Help =

Certificate List
@D Generate New EE] Upload Certificate Q Download CTL ETD Generate C

tr Q Download CSR

/= Download Certificate Signing Request - Windows Internet Explorer

— Status —
@ 7 resorts s e e [ Ty o
Download Certificate Signing Request —
Certificate List (1-170f17) @ Download CSR [g Close |
Find Certificate List where | File Name * | begins with vI
Certificate Name Certificate Type .FEl Status
CAFF-trust trust-certs CAP-RTE-001.pen| ’7 Certificate names not listed below do not have a corresponding CSR
CallManager-trust trust-certs CAP-RTP-001.pen|
CAFF-trust trust-certs CAF-RTP-002.pen
CallManager-trust trust-certs CAF-RTF-002.pen| Download Certificate Signing Request
CAPF-trust trust-certs CAPF-3b88c4fg.pd (Cer‘fificate Name® [callManager -
CallManager-trust trust-certs CAFF-3b88c4fE.ndg
CAFF certs CAFF.pem
CallManager certs CallManager.pem| — L Download CSR J [CIDEE]
CAFF-trust trust-certs Cisco Manufactur]
CallManager-trust trust-certs Cizco Manufactur] @ *_indicates required item.
CAPF-trust trust-certs Cisco Root C4 2
CallManager-trust trust-certs Cisco Root CA 2
ipsec-trust trust-certs cucuml.psm
ipsec certs ipsec.pem
CallManager-trust trust-certs rootca.pem B
tomcat certs tomcat.pem Fertig 6 Internet - HI00% T
CallManager-trust trust-certs www.novatec de. S RN K18 ey iy | e hd

NovaTec Kommunikationstechnik GmbH Titel des Dokumentes 44155



We change the shape of the world

7.1.3 Upload the certificate of the RootCA into CUCM

Select the certificate Name ,Callmanager-trust” to upload the RootCAs certificate.

almln  Cisco Unified Operating System Administration UEWIELTLY Cisco Unified OS Administration ¥

Cisco For Cisco Unified Communications Solutions

admin About Logout

Show « Settinge + Security + Softwars Upgrade: = Services » Help =

Certificate List

E:l_, Generate Ne gé Upload Cerificate [}, Downioad €L |8 Generate 057 [E1] Downioad c5R

{= Upload Certificate - Windows Internet Explorer | »~
— Status
£ | https: /{172, 16.0.2: 8443 cplatForm/certificatelIpload. do @ ZertifkatFehler [@
@ 17 records found
Upload Certificate
Certificate List (1 - 17 of 17) Eé Upload Fie  [T§ Ciose Lo 50 v
Find Certificate List where
— Status
Certificate Name Certificate Type
CAPF-trust trust-certs @ Status: Ready
CallManager-trust trust-certs
CAITF-tFUSt trust-certs — Upload Ce
CallManager-trust trust-certs .
Certificate ¥
CAPF-trust trust-certs Name® [CollManager-trust ) o
CallManager-trust trust-certs Root | |
CAPF certs Certificate fem
CallManager certs Description | /‘—\
CAPF-trust trust-certs . —
CallManager-trust trust-certe Uplead File  [r\novaTec\Zertifikat' T CA NouaTec‘\Neu\RoD(:{Dotcazﬂos.pen'iyﬂumm_]
CAFF-trust trust-certs
CallManager-trust trust-certs _ Upload File
ipsec-trust trust-certs
ipsec certs kem
¥ L L
CallManager-trust trust-certs @ - indicates required item.
tomcat certs fem
CallM -trust trust-certs - - .
MENET S R Lo Fertia €D Intemnet aovl ®imow - =
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7.1.4 Replace CUCMSs self signed certificate

To upload the obtained certificate select Certificate Name ,CallManager* and insert the name of the
RootCAs certificate. By referencing to a Root Certificate, the now imported certificate will replace the old
CallManager certificate.

almln  Cisco Unified Operating System Administration WEWIEUTLY Cisco Unified OS Administration %

€IS€0 k41 Cisco Unified Communications Solutions

Show - Seftings ~ Security » Softwars Upgrades ~ Services = Help =

Certificate List

E_]_"D Generate Ne Eai Upload Certificate | @}, Downioad CTL [?0 Generate CSR @ Download CSR

| (1) 17 records fotnd {= Upload Certificate - Windows Internet Explorer "l _

|

l|&] https:f{172,16.0,2:544 3 cmplatform/certificateUpload. do
Certificate List (1 - 17 of 17) Upload Certificate hoel 50 v
Find Certificate List where EJE] Upload File [g Close
Certificate Name Certificate Type
CAFF-trust trust-certs
CallManager-trust trust-certs — Status
CAPF-trust trust-certs @ Status: Ready
CallManager-trust trust-certs
CAPF-trust trust-certs
CallManager-trust trust-certs M Gad certificate
CAFF certs Certificate | CallManager ™ v| em
Mame
CallManager certs /
CAPF-trust trust-certs °°t-ﬁ cate [rootcazo08 |
CallManager-trust trust-certs Descriphian —
CAPF-trust trust-certs — — —
CallManager-trust trust-certs Upload File  [c:\NovaTec\Zertifikat\TI CA NovaTec\Neu\Redt\CallManager.pel [/ Durchsuchen. )
ipsec-trust trust-certs
ipsec certs em
CallManager-trust trust-certs - Upload File
tomcat certs em
CallManager-trust trust-certs @ *¥_ indicates required item.
[ _Generate new | Upload Certificate —
; = v
Fertig & Internet 4 - ®Bioow - = =
Fertig - — o — F00% <
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In addition upload a TI-CA_Base certificate (see chapter 7.2 ) into CUCM.

almiln  Cisco Unified Operating System Administration RENELEY) Cisco Unified OS Administration (v

CIS€0  ror Cisco Unified Communications Solutions

admin About Logout

Show - Settings + Security v Software Upgrades ~ Services = Help =

Certificate List

[§-]D Generate New @ Download CTL E-]O Generate CSR @ Download CSR
| (@) 17 records fourd {= Upload Certificate - Windows Internet Explorer, (4= g\

| ¥

] £ | https:/[172.16.0.2: 8443 (cplatForm)certificatellpload. do [@
Certificate List (1 - 17 of 17) Upload Certificate bge 50 v
stwnere[Flename vl =
Find Certificate List where | File Name “ gé T [g close
Certificate Name Certificate Type
CAPF-trust trust-certs
CallManager-trust trust-certs — Status
CAPF-trust trust-certs @ Status: Ready
CallManager-trust trust-certs
CAFF-trust trust-certs
CallManager-trust trust-certs — ad Certificate
CAFF certs Certifigate | CallManager-trust ) v| fr=m
CallManager certs me
CAPF-trust trust-certs Root |
CallManager-trust trust-certs CEI"tIfICa.tE
CAPF-trust trust-certs Description | |
CallManager-trust trust-certs Uplead File  [Cri\NovaTec\Zertifikat\TI CA NovaTec\Neu\Root\TICA_sAsE_3.p| [ Durchsuchen. )
ipsec-trust trust-certs
ipsec certs jrem
CallManager-trust trust-certs -
tomcat certs tem
CallManager-trust trust-certs @ *_indicates required item.
[ Generate New ][ Upload Certificate =
— Fertig € Internet gy v ®100% v AT & 0 - -

7.2 Replace a self signed TI-CA certificate by a third party signed one

See chapter 3.1 to create a certificate request for a S3 or S6.

Let the third party CA sign the request.
Obtain the certificate (here called TI-CA_BASE) from the CA and the RootCAs certificate.

cakey.pem

@ create @ sign

D
>

NovaTec TI-CA ca_req.csr RootCA

v

TICA.SE.crt

- RootCA.cer
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7.3 Import a third party RootCA certificate into a S3 or S6

See chapter 3.2 to load the RootCAs certificate into a S3 or S6.

RootCA.cer @ import

A 4

NTconfig S3/S6

sip_req.cnf

7.4 Sign a S3 or S6 SIP certificate by a third party signed certificate

See chapter 3.3 to sign the SIP certificate by the third party certificate called TI-CA_BASE.

cakey.pem
create by
: sign by
% sip_req.csr TICA BASE.crt
S3/S6 NovaTec TI-CA

sip_cert.crt

Here select TI-CA_BASE instead of ca_cert.

Tracelnfo CA 1.3 (=13

About ] Connection] Filez ] Create Key/Cerificate  Sign Cerificate Requests l Transfer CSR/CRT I Diagnosis]

Pazsword

Please enter issuer password | **********

xxxxxxxxxx

Please repeat issuer pazsword |

Irput Output
ESR fam s sip_req.cor from target >| | |CATHa | sip_ren.crt to target =
Céy ey file:  |C:hcerthcakey pem Serial path: | C:heerthserial

Ca's Cert |CohcerthTICA_BASE

||| veiddaps: 35
J Output Path: ,WJ

Certificate with human readable header r

Temp path:

Sign the certificate request |

Eit | Heb |
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8 Ro0tCA signs TI-CA:

e TI-CA creates a private key (cakey.pem 2048 bit) and a request (ca_reqg.csr). The request will be
signed by RootCA. RootCA issues three certificates: in Base64, DER and P7B format.

e The certificate in Base64 contains a PUBKEY from TI-CA and a PUBKEY from RootCA.

e The certificate in P7B contains two certificates: a TI-CA certificate as described above and a self-
signed root certificate from RootCA.

ca_req.csr @ _
sign

/ \
TI-CA RootCA

TI-CA_BASE.crt

RootCA.crt
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9 TI-CA signs Novatec Gateway MNT:

e If the Novatec Gateway MNT is adequately configured, i. e.
0 enable TLS security,
o0 Tis.lic is loaded,
o the config data for its Key/Request is available,
then the NovaTec Gateway creates a private key and a request (mnt_req.csr) after the reboot.

e The request (mnt_req.csr) in the NovaTec Gateway can be signed by TI-CA. The signed

certificate remains in the NovaTec Gateway.

Vi, L
o ) ;
<& We change the shape of the world

mnt_req.csr

/

S3/S6

\
mnt_req.crt

@ sign

TI-CA
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10 On the PC side: create and sign a request:

e Arequest (PC_mnt_req.csr in 1024bit) can be created with TI-CA in the PC.

e The created request, PC_mnt_req.csr, can again be signed with TI-CA => PC_mnt_cert.crt.

e The signed certificate (PC_mnt_cert.crt) can now be used by all PC clients to communicate with
the NovaTec Gateways.

TI-CA

l create

PC_mnt_req.csr ——» TI-CA

sign l

PC_mnt_cert.crt
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11 Import of CA certificates:

Option 1
To be able to validate a Certificate Chain continuously to the Root, the NovaTec Gateway and the PC
Client only need the self signed certificate from TI-CA as they find the “Common CA” there.

Opton 2

To be able to validate a Certificate Chain continuously to the RootCA (Server 2008), the NovaTec
Gateway and the PC Client need the self-signed certificate from RootCA and the TI-CA-BASE.crt
signed by the RootCA.

Note:

The import of CA certificates to the NovaTec Gateway is realised with NT-Conf.

The import of CA certificates to the PC Client is realised via a ,TLS Settings* window in GUI.

The setting of the flag ,Client-Authentication” in the NovaTec Gateway is realised with NT-Conf.
The setting of the flag ,Server-Authentication” in the PC-Client is realised via a ,TLS Settings"
window in GUI.

Option 2 does not work with NMP 6.4 as NMP 6.4 currently supports one-level validation. It
malfunctions when an authentication check is made during the connection establishment.
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12 Workaround for option 2:

As stated before, option 2 does not work with NMP 6.4 up to now. However, if the ,Server-Authentication”
flag is NOT set in the PC Client, then the server authentication check will not be executed and a
connection can be established.

NovaTec TI-CA

o==r=

ca_cert.crt ca_req.csr cakey.pem
(private)
\
\
\
\
\
RootCA \
‘|
\
sign \
\
1
NTconfig TI-CA_BASE.crt !
‘. !
1 )
! ]
mnt_req.cnf ! )
; ;
l’ /
1 /
! /
1 /
S3/6 J K
) @ sign o
mnt_req.csr e
mnt_cert.crt

NovaTec-TI-CA

@ Create and sign certificate
for PC

NovaTec-TI-CA

create / \ sign

PC_mnt_req.csr

PC_mnt_cert.crt
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Option 1

@ import

Enable client auth

ca_cert.crt

NTconfig
ca_cert.crt
S3/6
@ import
A PC-Client
e.g. NTconfig

Enable server auth

Option 2

NTconfig

@ import

Enable client auth

Self signed RootCA

TI-CA BASE.crt

S3/6

@ import

Self signed RootCA

A PC-Client

e.g. NTconfig

Enable server auth

J TI-CA BASE.crt
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Establish a TLS secured MNT connection from PC-Client to S3/S6

S3/S6 E.g. NTConf

Client Hello

<

Server Hello, Cerificate (mnt_cert.crt signed by TI-CA_BASE.crt), Certificate
Request -

Cerificate (signed by Server_2008)

<

NovaTec Kommunikationstechnik GmbH Titel des Dokumentes 55/55




	1 Enable encryption for RTP
	2 Enable TLS to secure SIP
	2.1 Enable TLS for S3

	3 TraceInfo CA
	3.1 Create a Novatec S3 Root-CA and Key
	3.2 Configure TLS for SIP
	3.2.1 Special SIP via TLS settings

	3.3 Sign a SIP-TLS-Certificate
	3.3.1 Sign Certificate Requests online


	4 Configure S6 secured SIP/sRTP connections to a CUCM trunk
	4.1 Differences between S3 and S6 configuration
	4.2 Configure the S6 trunk at CUCM side

	5 Disable TLS and sRTP for a S3 and S6
	5.1 Switch off security for SIP and maintenance
	5.2 Change the IP transport service
	5.3 Remove TLS ports and switch from sRTP to RTP
	5.4 Disable TLS and sRTP for a S3 device in CUCM configuration
	5.5 Disable TLS and sRTP for a S6/trunk in the CUCM configuration

	6 Cisco CTL Client Installation and Secure token addition
	6.1 Installing the Cisco CTL Client
	6.2 Exporting CUCM certificates to S3
	6.3 Importing S3 certificates to CUCM

	7 A common third party Certificate Authority for CUCM and S3 or S6
	7.1 Replace a self signed CUCM certificate by a third party signed one
	7.1.1 Generate a new CUCM certificate-request
	7.1.2 Download a generated certificate request from a CUCM
	7.1.3 Upload the certificate of the RootCA into CUCM 
	7.1.4 Replace CUCMs self signed certificate

	7.2 Replace a self signed TI-CA certificate by a third party signed one
	7.3 Import a third party RootCA certificate into a  S3 or S6
	7.4 Sign a S3 or S6 SIP certificate by a third party signed certificate

	8 RootCA signs TI-CA:
	9 TI-CA signs Novatec Gateway MNT:
	10 On the PC side: create and sign a request:
	11 Import of CA certificates:
	12 Workaround for option 2:

