Introduction to SimpliciTl

Low-power RF protocol from Texas Instruments

Free source code available
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What is SimpliciTI?

SimpliciTl is:
— Low Power: a Tl proprietary low-power RF network protocol
— Low Cost: uses < 8K FLASH, 1K RAM depending on configuration
— Flexible: simple star w/ extendor and/or p2p communication

— Simple: Utilizes a very basic core API

— Versatile: MSP430+CC110x/2500, CC1110/2510, CC1111/CC2511,
CC2430, CC2520

— Low Power: Supports sleeping devices
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Application Areas

SimpliciTl supports:

- alarm & security: occupancy sensors, light sensors, carbon monoxide
sensors, glass-breakage detectors

- smoke detectors

- remote controls

- AMR: gas meters, water meters, e-meters Analog Meter

- home automation: garage door openers, appliances, environmental
devices
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SimpliciTl Network topology

wireless sensing application

Examples message flows
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SimpliciTl Network topology

Active RF tags

. Query Device Examples message flows

Direct message

* Active RFtags @ Active RFID tag
typically enter and exit
the network ad-hoc.

» Tags must be able to
quickly associate to
the network while
maintaining low power
consumption.
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SimpliciTl Network topology

Smoke Detector System

. Optional Access point

. Sensor / Extender

. Alarm Triggered Device

Examples message flows

<+—> [|ooded Alarm Message
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Architectural Overview
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» Layers
— MRFI (“minimal RF interface”)
— NWK
— nwk applications (modules)
— customer applications

* Network Support

— init

— ping

— link / linklisten
— nwk mgmt

— send / receive
— 1/0
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Application Programming Interface (API)

e initialization
o smplStatus_t SMPL_ Init(uint8_t (*callback)(linkID _t));

e linking (bi-directional by default)
« smplStatus_t SMPL_Link(linkID_t *linkID);
» smplStatus_t SMPL_LinkListen(linkID_t *linkID);

° peer-to-peer messaging
o smplStatus_t SMPL_Send(lid, *msg, len);
» smplStatus_t SMPL_Receive(lid, *msg, *len);

 configuration
» smplStatus_t SMPL _ loctl(object, action, *val);
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Simple Configuration

operational mode (type)
power mode (sleep support)
topology

addressing / identification

RAM allocation
— packet size
— buffer sizes
— # supported links (connections)

security tokens
messaging (hop ct, repeaters)

radio (freq, crypto key, modulation,
CCA parameters)

[* FROM smpl_config.dat */

/ Number of connections supported
-DNUM_CONNECTIONS=4

/[l Maximum size of application payload
-DMAX_APP_PAYLOAD=20

/I size of low level queues for sent and received frames.
-DSIZE_INFRAME_Q=2
-DSIZE_OUTFRAME_Q=2

/I default Link token
-DDEFAULT_LINK_TOKEN=0x01020304

/I default Join token
-DDEFAULT_JOIN_TOKEN=0x05060708

/I this device's address.
-DTHIS_DEVICE_ADDRESS="{0x79, 0x56, 0x34, 0x12}"

I/ device type
-DEND_DEVICE

/Il for End Devices specify the Rx type.
/[-DRX_LISTENS

/[-DRX_POLLS

/[-DRX_NEVER

-DRX_ALWAYS
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Runtime Configuration

» radio frequency
e encryption key

» app access to frame header

» app access to radio controls

« AP nwk mgmt control

Object

Description

Comments

IOCTL_OBJ_FREQ

Get/Set radio frequency

Frequency agility. May be used by
APP or NWK.

IOCTL_OBJ_CRYPTKEY

Set encryption key

Customer may provide external means
for user to set a non-default key.
Requires reset to take effect.

IOCTL_OBJ_RAW_|O

Application layer access to
the frame header to directly
send or receive a frame.

This object is used for example to ping
another device where the network
address of the target device is supplied
directly and not done through the
connection table.

IOCTL_OBJ_RADIO

Application layer access to
some radio controls.

Limited access to radio directly. For
example, sleeping and awakening the
radio and getting signal strength
information.

IOCTL_OBJ_AP_JOIN

Access Point join-allow
context

Interface to control whether Access
Point will allow devices to join or not.
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Example
How to configure Access Point

star hub in the network ( 1/ net)
always-on (acts as range extender)
store and fwd for sleeping devices
linking and token (link and join) mgmt

AP can implement end device functionality (link listen, receive)

/I Initialize the HW/Radio
BSP_Init(); // initialize the BSP (API subject to change)
SMPL_ Init(0);

/I Handle Linking
SMPL_LinkListen(&linkID1);

I/l Receive Messages
While (1) {

/[ do something

1}

while((SMPL_SUCCESS == SMPL_Receive(linklID1, msg, &len) {

15

i3 TEXAS
INSTRUMENTS




Example
How to configure Range Extender

» always-on device
» repeats received frames (with limitations)

 limited to 4 / net (although flexible in design)

/I Initialize the HW/Radio
BSP_Init();
SMPL_Init(0);

// No Linking or application level functionality
while(1) ;
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Example
How to configure End Device

» poll for data
— polling is Port specific
— no data results
In blank (empty)
response

APl e.g. Sequence
— Init (and Join)
— Link (assumes listen)
— Sample Temp
— Send

» option to sleep

void main()

{
linkID_t linkID;
uint32_t temp;

/I Initialize the board’s HW
BSP_Init();

SMPL_ Init(0);

I link.
SMPL_Link(&linkID);

while (TRUE)
{
// sleep until timer. read temp sensor
MCU_Sleep();
HW_ReadTempSensor(&temp);
if (temp > TOO_HIGH)
{
SMPL_Send(linkID, “Hot!”, 4);
}
if (temp < TOO_LOW)
{
SMPL_Send(linkID, “Cold!”, 5);

1
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Packet Format

PREAMBLE | SYNC LENGTH MISC DSTADDR SRCADDR PORT DEVICE INFO TRACTID App Payload FCS
RD* RD* 1 RD* 4 4 1 1 1 n RD*

\ Network header | Apppayload ]

\ MRFI header [ MRF! payload |

\ MRFI frame |

SimpliciTl frame

*RD: Radio-dependent populated by MRFI or handled by the radio itself

srcaddr

preamble: hw sync

sync: hw sync

dev info: capabilities

length: bytes non-phy
dstaddr

port: app port number

* tractid: transaction nonce or seq hum

o app pyld: 0 <= n <= 52 byte/113 byte
(radio dependent)

e crc: must be valid

19
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Addressing and Communication

* net address = hw addr (4 byte) + app port
— statically assigned hw addr
— no address resolution mechanism Nwi ____________________

management

Logicalpath ooeoeoeoee =

* byte 1: 0x00, OxFF — reserved for broadcast

e communication topologies:

po— s

ED 2 ‘ | ED1

direct peer-2-peer

dl
L]
L)
LIS
®q
L)
®qo
..
L
L]
-
-«
"o
L J

direct p2p through RE

®e Sleeping
* ED 2

ED 2

store and fwd p2p through AP » store and fwd p2p through RE and AP
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Additional Detalls

* |AR development environment

 minimal hw abstraction

e no driver support (UART, SPI, LCD, Timers)
e no heap utilization

* NO runtime (nwk) context storage

* single thread (app), no tasks or scheduling

* nwk api is synchronous (does not return until
operation is complete)

* retries and acks must be managed by app

21
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Hardware Support

« MSP-EXP430FG4618 Experimenters Board

— (MSP430FG4618) w/ Socket Interface for CC110x /
CC2500

» eZ430RF-2500
— MSP430F2274 + CC2500

MSP430FG4615 [l

Microphone

Prototype
Area

MSP430F2013 1

Touch Pad

TUSB3410

MSP430F2274

CC2510-CC2511DK and CC1110
CC1111DK

 DSSS (MSP430 +CC2420, CC2430)

« CC2520

18-Pins Accessible
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Example

Hardware configuration

eZ430 RF Target Board

Access Point;
CC2511 USB Dongle

End Device:
CC2510EM

W/ End Device:

25
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Development Tools

Packet sniffer

» two end devices are
reading their internal
temperature sensor

 1/sec they report their
value to the access point

 the access point feeds the
data to a terminal window on
the PC via a virtual COM
port

o all RF traffic can be
monitored with the TI
SimpliciTl packet sniffer

Texas Instruments General Packet Sniffer SimpliciTl

File Help

Daldiar ndl s

Dest. Source Port Device Info Transaction aton payload || i
Address Address Encryption Number |[Rec. Type Send. Type HCount 1] 05 08 07
00000000 || 0x12345674 no 0x03 ALWAYS LISTEN END DEVICE 03 OxDz 0f 05 02
Dest. Source Port Device Info Transaction || Applicaton payload
Address Address Encryption Mumber |[Rec.Type Gend, Type HCount 05 08 07
00000000 || Ox12345674 no O0x03 ALWAYTS LISTEN END DEVICE 03 OxD3 06 05 02
Dest, Source Port Device Info Transaction || Applicaton payload
Address Address Encryption Number |[Rec.Type Gend. Type HCount 05 08 07
00000000 || 0x12345674 no 0x03 ALWAYS LISTEN END DEVICE 03 0xD4 05 05 02
Dest. Source Port Device Info Transaction Appl
Address Address | Encryption Mumber Rec.Type Hend. Type HCount [ 6F 44 97 F3 F9 3E CF FF FC C5 FF 3F FF FD 9F 7E A7
SCICEESF || OxFCFFELFF TTHERICT 0x27 ||NEVER_LISTENS  UNENOWH 07 0xCF 95 76 F7 96 9E 7F 2E FC 3F BB 6A FF F7 ES FF 54 E'
Dest. Source Port Device Info Transaction (| Applicaton payioad I
Address Address Encryption Mumber |[Rec.Type Hend. Type HCount
00000000 || 0x12345674 o 0x03 ALWAYE LISTEN END DEVICE 03 0xD5
Dest. Source Port Device Info Transaction
Address Address |[Encryption Mumber ||Rec.Type Send. Type HCount ]
12345674 || 0x12345676 o 0x03 ALWAYS LISTEN ACCEZS POINT 01 0xD3
Dest. Source Port . Device Info Transaction
Address Address Encryption Number |[Rec.Type Send. Type HCount
00000000 || 0x12345674 o 0x02 ALWAYE LISTEN END DEVICE 03 0xDE
Dest. Source Port Device Info Transaction
Address Address |Encryption Mumber ||Rec.Type Send. Type HCount [
17348670 || e 1 7248678 mn mwnz LErFSS PATNT AN nvne

LTWAYS LTSTFNM
|

Setup ] Select l\e\dsl Packet detai\s‘ Address book] Display fiter  Time line | Radio Settingsl

SOURCE < 172 >
Unregistered/broadcast [}
Auto-regigtered 0 BRSEREREAREEE § 0
Auto-registered 1
Packet count: 49 [Error count: 1 Filker OFF
Packet sniffer screenshot
26
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Current Consumption

How to estimate and measure?

o Guideline to SimpliciTIl current consumption as presented in
application note:

* Wireless Sensor Monitor Using the eZ430-RF2500.
o http://www.ti.com/litv/pdf/slaa378a

4a7ms |

eZ430-RF2500 TEXAS
Wireless Development Tool INSTRUMENTS
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http://www.ti.com/litv/pdf/slaa378a

Available examples

SimpliciTI distribution

SimpliciTl examples:

- 2 ED with bi-di

- AP as data hub

- Cascading ED

- Simple polling with AP

eZ430-RF2500

- Temp.Sens network with PC

qui

Distributed with eZ430-

RF2500.

- Comes with app.note

www.ti.com/simpliciti

28
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http://focus.ti.com/general/docs/techdocsabstract.tsp?abstractName=slaa378a
http://www.ti.com/litv/zip/slac139a
http://www.ti.com/litv/zip/slac139a
http://focus.ti.com/docs/toolsw/folders/print/ez430-rf2500.html

IMPORTANT NOTICE

Texas Instruments Incorporated and its subsidiaries (TI) reserve the right to make corrections, modifications, enhancements, improvements,
and other changes to its products and services at any time and to discontinue any product or service without notice. Customers should
obtain the latest relevant information before placing orders and should verify that such information is current and complete. All products are
sold subject to TI's terms and conditions of sale supplied at the time of order acknowledgment.

Tl warrants performance of its hardware products to the specifications applicable at the time of sale in accordance with TI's standard
warranty. Testing and other quality control techniques are used to the extent Tl deems necessary to support this warranty. Except where
mandated by government requirements, testing of all parameters of each product is not necessarily performed.

Tl assumes no liability for applications assistance or customer product design. Customers are responsible for their products and
applications using TI components. To minimize the risks associated with customer products and applications, customers should provide
adequate design and operating safeguards.

TI does not warrant or represent that any license, either express or implied, is granted under any TI patent right, copyright, mask work right,
or other Tl intellectual property right relating to any combination, machine, or process in which Tl products or services are used. Information
published by TI regarding third-party products or services does not constitute a license from TI to use such products or services or a
warranty or endorsement thereof. Use of such information may require a license from a third party under the patents or other intellectual
property of the third party, or a license from Tl under the patents or other intellectual property of TI.

Reproduction of Tl information in Tl data books or data sheets is permissible only if reproduction is without alteration and is accompanied
by all associated warranties, conditions, limitations, and notices. Reproduction of this information with alteration is an unfair and deceptive
business practice. Tl is not responsible or liable for such altered documentation. Information of third parties may be subject to additional
restrictions.

Resale of Tl products or services with statements different from or beyond the parameters stated by Tl for that product or service voids all
express and any implied warranties for the associated TI product or service and is an unfair and deceptive business practice. Tl is not
responsible or liable for any such statements.

Tl products are not authorized for use in safety-critical applications (such as life support) where a failure of the Tl product would reasonably
be expected to cause severe personal injury or death, unless officers of the parties have executed an agreement specifically governing
such use. Buyers represent that they have all necessary expertise in the safety and regulatory ramifications of their applications, and
acknowledge and agree that they are solely responsible for all legal, regulatory and safety-related requirements concerning their products
and any use of Tl products in such safety-critical applications, notwithstanding any applications-related information or support that may be
provided by TI. Further, Buyers must fully indemnify Tl and its representatives against any damages arising out of the use of Tl products in
such safety-critical applications.

Tl products are neither designed nor intended for use in military/aerospace applications or environments unless the Tl products are
specifically designated by Tl as military-grade or "enhanced plastic." Only products designated by Tl as military-grade meet military
specifications. Buyers acknowledge and agree that any such use of Tl products which Tl has not designated as military-grade is solely at
the Buyer's risk, and that they are solely responsible for compliance with all legal and regulatory requirements in connection with such use.

Tl products are neither designed nor intended for use in automotive applications or environments unless the specific Tl products are
designated by Tl as compliant with ISO/TS 16949 requirements. Buyers acknowledge and agree that, if they use any non-designated
products in automotive applications, TI will not be responsible for any failure to meet such requirements.

Following are URLs where you can obtain information on other Texas Instruments products and application solutions:

Products Applications

Amplifiers Emplifier-i.com Audio [pww Ti.com/audid

Data Converters Fataconverterir.com Automotive [vww Tr.com/automofiv

DSP Esp-ii.con Broadband [pww i.com/broadband

Clocks and Timers [www i-com/clocky Digital Control [pww ir-com/digitalcontrol

Interface [nierface-fi.com Medical [pww Ti.com/medical

Logic [ogicircon Military [vww i-com/militany

Power Mgmt power-i.com Optical Networking [xww Ti.com/opficalnetwor

Microcontrollers [nicrocontroller-t.com Security [nww r-com/secur

RFID ‘ i .CO Telephony lvww.tr.com/telephony

RF/IF and ZigBee® Solutions [WWw.ir.com/Ipr Video & Imaging vww Tr.com/vided
Wireless [vww T.com/wirelesy

Mailing Address: Texas Instruments, Post Office Box 655303, Dallas, Texas 75265
Copyright © 2008, Texas Instruments Incorporated


http://amplifier.ti.com
http://www.ti.com/audio
http://dataconverter.ti.com
http://www.ti.com/automotive
http://dsp.ti.com
http://www.ti.com/broadband
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http://www.ti-rfid.com
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http://www.ti.com/lprf
http://www.ti.com/video
http://www.ti.com/wireless
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