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Abstract— In this study, a new statistical multiplicative
watermark detector in contourlet domain is presented. The
contourlet coefficients of images are highly non-Gaussian and a
proper distribution to model the statistics of the contourlet
coefficients is a heavy-tail Probability Distribution Function
(PDF). In this study, a multiplicative watermarking scheme is
proposed in the contourlet domain using t location-scale

distribution (tLS). Afterward, we used the likelihood ratio
decision rule and tLS distribution to design an optimal
multiplicative watermark detector. The detector showed higher
efficiency than other watermarking schemes in the literature,
based on the experimental results, and its robustness against
different attacks was verified.

Keywords- t Location-Scale Distribution; Contourlet transform;
Multiplicative Image Watermarking; Maximum Likelihood.

L INTRODUCTION

In recent years, due to increasing digital media on the
internet, copyright protection turns into an essential problem.
One of the most popular approaches for the deal with this
problem is digital watermarking. Digital watermarking has been
proposed as a technology for copyright protection and content
authentication. At the first step of digital watermarking, the
secondary data (watermark) embedded into digital media such
as image, audio, video, and text. Afterward, in the second step,
the embedded watermark extract. The first and second steps of
digital watermarking are called watermark embedding and
watermark extraction, respectively. Some applications of digital
watermarking include broadcast monitoring, tamper proofing,
fingerprinting, content archiving, copyright protection and
secret communication. In this research, use of watermark
detection for copyright protection was examined.

In the literature, digital watermarking methods categorized in
different ways based on embedding domain: spatial [1] or
frequency [2], the embedding methods: spread spectrum [3] or
quantization based [4], and the extraction methods: detection or
decoding. Since frequency domain technique more robust under
different types of attacks, it's favored to the spatial domain.
Image watermarking has been studied extensively in the
transform domain such as Discrete Cosine Transform (DCT)
[5,6], Discrete Fourier Transform (DFT) [7], Discrete Wavelet
Transform (DWT) [8,9], Contourlet Transform (CT) [10,11] and
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Ridgelet Transform [12]. At the early stage of the studies, some
of transform domain watermarking methods implemented in the
DCT, DFT. Later, the DWT-based watermarking methods were
present. Next, [13] demonstrates the outperformance of the
contourlet-domain algorithms against the attacks compared with
other frequency-domain watermarking schemes. There are some
advances in contourlet domain over other directional
representations such as wavelet. The contourlet transform able
to have several directions while obtaining nearly ecritical
sampling. Also for computationally efficient implementation, it
uses the iterated filter banks. Hence, in this work, we focus on
image watermarking in contourlet domain.

Spread spectrum embedding methods use two basic
embedding techniques: additive and multiplicative. In [10], we
applied additive embedding rule for the watermarking scheme.
But since the multiplicative embedding method can model the
Human Visual System (HVS) preferred to additive embedding
methods. Also, the multiplicative watermarks are image content
dependent [14]. So, in this study, we improved [10] by using
multiplicative embedding in our watermarking scheme.

According to [15], the contourlet coefficients have large
peaks and are highly non-Gaussian; they also have heavier tails
compared to a Gaussian probability density function, so, we
can’t use correlation detector. Previous works used various
PDFs as the prior distribution for contourlet coefficients. Some
of the distribution that used for modeling the contourlet
coefficients include generalized Gaussian [16], Normal inverse
Gaussian(NIG) [17], Alpha-stable [18] and Bessel k Form
(BKF) [11] distribution.

In this work, we propose a new statistical multiplicative
contourlet domain watermark detector using t location-scale
distribution. The detector showed higher efficiency than other
watermarking schemes in the literature, based on the
experimental result, and its robustness against different attacks
was verified. We observed that the watermark detection
performance has enhanced as compared to other detectors such
as additive tLS, multiplicative BKF, and GG detectors.

The rest of the paper is as follows. Modeling of contourlet
coefficients is presented in section 2. Section 3 presents the
multiplicative watermarking method in the contourlet domain.
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Performance of tLS detector is assessed in section 4.

Conclusions are finally presented in section 5.
II.  STATISTICAL MODELING

In the first part of this section, we analyzed the location-scale
family distributions and reviewed the tLS distribution then in the
second part, contourlet coefficient modeling was examined
using tLS distribution.

A. tlocation-Scale Distribution (tLS)

A X as a random variable (RV) follows a student's t
distribution [19]
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Parameter v > 0 determines the degree of freedom and I
denotes the gamma function, which is defined as

[(a)= I: x e dx )

Where a > 0.

Student's t distribution can be generalized to a tLS by
applying the linear transformation ¥ =g+ 0 X . Through

application of a linear transformation, we can easily shift the
center of the distribution and affect the divergence from its
mean.

So, if X ~ Student's(v) then Y follows the t location

scale distribution (or non-standard Student's t distribution) with
the parameters [, 0,V . The PDF of t location-scale distribution
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where —o </ <4eo, 0 >0 and V>0 are respectively the
parameters of location, scale and shape. The maximum

likelihood estimator can be used to determine parameters of
location, scale, and shape [19].

B. Contourlet Coefficient Modeling with tLS

In [13], Do and Vetterli introduced contourlet transform for
obtaining sparse expansions. In this transform, Laplacian
pyramid (LP) is applied to the original image to reach multiscale
decomposition when the coarse image is iteratively subsampled

and each residual image is fed into the directional filter bank
(DFB) to obtain directional information. Fig.1 shows the results
of applying contourlet transform on the “Barbara” image. At
first, the image disintegrated in two pyramidal levels. Next, the
DFB applied on the image to obtain four and eight directional
subbands.
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R

Figure 1. Barbara image contourlet coefficients for two finest scale.

Since the contourlet coefficients have heavy-tailed, non-
Gaussian distributions, a proper distribution is needed for
modeling contourlet coefficients, which present large peaks and
heavier tails compared to the Gaussian PDF. In this research, tLS
distribution is used to model the contourlet coefficients. Fig.2
represents the log-scale histogram of contourlet coefficients and
the log-scale pdf of the best fitted tLS, student's t and generalized
Gaussian(GQG) distributions for Barbara image (8th and 9th
subband at fourth level of pyramidal decomposition). This figure
demonstrates that the tLS distribution is well fitted while
student's t distribution fails in modeling contourlet coefficients.
Also, in comparison with generalized Gaussian distribution, tLS
distribution has better performance for modeling the contourlet
coefficients.
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Figure 2. The log-scale histogram of contourlet coefficients for Barbara image
at (a) 8th and (b) 9th subband in the fourth level of pyramidal
decomposition and the best fitted t location scale, student's t and
generalized Gaussian distributions.

Similar results were obtained on different subbands for other
images.

III. WATERMARKING SCHEME

Watermark embedding and detection comprise a
watermarking scheme. So, in this section, we described them.

A. Watermark Embedding

In the watermark embedding step, we use a contourlet
domain multiplicative spread spectrum embedding scheme. For
this purpose, first, we applied the contourlet transform with the
fourth level of pyramidal decomposition and sixteen directions
of directional filter banks to the original images. So, for each
image, the contourlet coefficients of the directional subband,

X =[xl,x2,...,xN], is calculated. Then, to embed the watermark

bits into the directional subband coefficients, we select the
subband that has maximum energy. The energy of each
directional subband calculated as follows:

] ML X . 2
Ej,k=AxBZ::Z(Xj{k(m,n)) )

m=1 n=1

Where le’ , refers to the subband image at j-th

decomposition level and k-th bandpass directional image,

decomposed by an lj-th level DFB. AXB shows subband size,

and £ .k 1is the subband energy at j-th decomposition level and

k-th bandpass. Later, we use multiplicative embedding rule for
embedding watermark in the selected directional subband as
following

Y =xx(1+aw;) 5)

Where W:[W{,WZW, WN] is the watermark sequence, « is

the embedding power, ¥ =[V., ¥, ¥, ] refers to watermarked

contourlet coefficients. W represents the bipolar watermark with
similar probability (-1 and 1). According to watermark to
document ratio (WDR) value, the embedding power (&) value
for each image is calculated.

Now, to investigate the imperceptibility of embedding step,
we have plotted Fig. 3. In the first row of Fig.3 the original
images (Barbara, Airplane, Boat and Lena) are presented. The
corresponding watermarked images and the difference between
them have been shown in middle and bottom rows of Fig.2,
respectively. The peak signal-to-noise ratio (PSNR) and mean
square error (MSE) are common indices for analyzing the
invisibility of embedding. The values of the MSE, PSNR and
O show in Table I.

Figure 3. Original, watermarked and difference images respectively. the
Barbara, Airplane, Boat and Lena with size 512X 512 are test images
(WDR=-55).

It can be seen from Fig.3 and Table I that the images are
indistinguishable with high PSNR values. Hence, we achieved
the imperceptibility of the embedded watermark at the
embedding step.

TABLE L THE VALUE OF MSE , PSNR AND (X (WDR=-55)
Image PSNR MSE o
Barbara 53.94 0.2623 0.0625
Airplane 67.89 0.0105 0.0279
Boat 67.83 0.0107 0.0282
Lena 76.72 0.0013 0.0168
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B. Watermark Detection

Since, the application of paper is copyright protection, we
should verify the existence of a known watermark. In this
section, to detect the watermark in the contourlet subband
coefficients, we develop an optimum detector based on the tLS
PDF. The watermark detection can be represented as binary
hypothesis test:

]—[O [y =x =1,2....N (6)

H:y =xX(1+aw) i=12,..N 7

Ho and H; represent respectively the null (the watermark
does not exist) and alternative (the watermark exists)
hypotheses.

We assume the original image coefficients ( X) to be
independent and identically distributed (i.i.d) and follow a tLS

distribution with the parameters (Va Uo ) as defined in (3). So,

due to (6) and (7), the distribution of the contourlet coefficients
under null and alternative hypothesis can be computed as:

N
H,:P(y|H) =[]/ _tisG,. 1.0,
i=1
(8)

H, :P(y|H1)=ﬁ f_ts(y,,ux(1+aw),ocx(1+aw),v)
©)

f _ tls indicates the tLS distribution as determined in (3).

the likelihood ratio test (LRT) was applied, considering its
efficacy based on the Neyman-Pearson criterion. So, we employ
the LRT for a subband as:

P(y|H) 2
A = 10
) PO H,) 5 n (10)

Where 7] denotes threshold that is computed using Neyman-

Pearson criteria. By integrating (8) and (9) in (10) and using (2),
we have
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To mathematical simplification, the log-likelihood ratio test
(LLRT) instead of LRT was used. So; we have

ul 2
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2 (1+aw)o
(12)

Equation (12) is Maximum Likelihood(ML) detector that we
proposed.

IV. SIMULATION RESULTS

In this section, we study the performance of tLS watermark
detector on many images [20]. Since we have limited space for
reporting the results, we only publish the results of four
grayscale images, namely, Barbara, Airplane, Boat, and Lena
(512 x 512).

In the following, we first examine the performance of the t
location-scale detector without any type of attack and compare
it with other contourlet domain detectors such as Bessel K Form
(BKF) [11] and Generalized Gaussian (GG) [16] by receiver
operating characteristic (ROC) plot. Fig.4 represents the ROCs
of the three detectors for images (Barbara, Airplane, Boat and
Lena) without any attacks. This figure demonstrates that the
higher performance of our detector versus other detectors.
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Figure 4. ROC curve using tLS, BKF and GG based detectors without any
attacks on test images (a)Barbara, (b)Airplane, (c)Boat and (d)Lena
(WDR=-55 db).

Then, we examine the performance of the BKF, GG, additive
tLS [10] and Multiplicative tLS detectors under different types
of attacks by using the area under the ROC (AUROC).

Table II, Table III and Table IV represents the AUROC
results of the multiplicative tLS, additive tLS, BKF and GG

detectors under JPEG Compression, Gaussian Filter and
Rotation Attacks, respectively. In each row of tables, the bold
value is the best result. These tables demonstrate the
outperformance of the proposed detector.

TABLE IL AUROC VALUES UNDER JPEG COMPRESSION ATTACK
(WDR=-55)

Attack Images LS Additive BKF GG

type & t-L1S[10] | [11] | [16]
Barbara | 0.9998 | 0.9660 | 0.9770 | 0.9086
JPEG Airplane | 0.9999 | 0.8920 | 0.8699 | 0.9476
(QF=45) Boat 0.9942 | 0.8016 | 0.9550 | 0.5572
Lena 0.9688 | 0.7054 | 0.8278 | 0.5549
TABLE III. AUROC VALUES UNDER MEDIAN FILTER ATTACK (WDR=-

55)

Attack Images LS Additive BKF GG

type g t-LS[10] | [11] | [16]

. Barbara | 0.9815 | 0.9641 | 0.7847 | 0.6776
|I:\'/|IEdl'an Airplane | 0.9999 | 0.9933 | 0.8286 | 0.8566
'(Zirz;g Boat | 0.9982 | 0.9029 | 0.7825 | 0.7176

Lena 0.9973 | 0.8826 | 0.7071 | 0.8953
TABLE IV. AUROC VALUES UNDER ROTATION ATTACK (WDR=-55)
Attack Images LS Additive BKF GG
type 8 t-Ls[10] | [11] | [16]
Barbara | 0-9968 | 0.8596 | 0.9749 | 0.8172
RX:?“T(” Airplane | 0.9971 | 0.9025 | 0.8916 | 0.9227
ac
(8=10) Boat 0.9853 0.8848 | 0.9770 | 0.7416
lena | 0.9806 | 0.7498 | 0.8502 | 0.6681

V. CONCLUSION

A detector was proposed for multiplicative watermarking in
the contourlet domain based on tLS distribution. Accordingly
Neyman-Pearson criterion, the LRT is optimal for designing the
watermark detector. So in this work, we used LRT test.

Performance of our watermark detector was examined based
on several experiments and compared with additive tLS, BKF,
and GG detectors in the contourlet domain. The results confirm
that our watermarking detector was superior to other schemes.
Besides, it provided high robustness against different attacks.
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