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Abstract

Distributed Computing Theory continues to be one of the most active
research fields in Theoretical Computer Science today. Besides its foun-
dational topics (such as consensus and synchronization), it is currently be-
ing enriched with many new topics inspired from modern technological ad-
vances (e.g., the Internet). In this note, we present eight open problems in
Distributed Computing Theory that span a wide range of topics — both clas-
sical and modern.

1 Wait-Free Consensus

A consensus protoc@ a distributed algorithm whereprocesses collectively ar-

rive at a common decision value starting from individual process inputs. It must
satisfyagreementall processes decide on the same valueldity (the decision
value is an input to some process), datmination(all processes eventually de-
cide). A protocol in an asynchronous shared-memory systemaiisfreeif each
process terminates in a finite number of its own steps regardless of scheduling.
From the FLP impossibility result [31, 54], wait-free consensus is impossible.
However, it becomes possible using randomization with the termination condition
relaxed to hold with probability 1.

Theopen questionthat then arises is the complexity of solving consensus, mea-
sured by the expected number of register operations carried out by all processes
(total worK) or by any one procespér-process work

This complexity depends strongly on assumptions about the power of the ad-
versary scheduler. For adaptive adversaryhat chooses the next process to
run based on total knowledge of the current state of the system, the best known
protocol using only atomic read-write registers tak¥s?logn) expected total
work [14]. If counters supporting increment, decrement, and read operations are
available, this drops t@(n?) expected total work [4]. No faster protocol is known
using any objects that can be built from atomic registers, and there is a lower
bound ofQ(n?/ log® n) that holds even given powerful tools like unit-cost snap-
shots [6].
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Closing the gap between the upper and lower bounds is interesting because
all known polynomial-time wait-free consensus protocols are based on collecting
enough random votes that one standard deviation in the total is larger thanthe
votes that can be “hidden” by the adversary by selectively stopping processes, and
it is not hard to show that simple variants on voting cannot yield subquadratic
protocols. A faster protocol would thus require a significantly new approach.
Conversely, af2(n?) lower bound would show that voting is optimal.

With a weaker adversary that cannot observe coin flips that have not yet been
made public, consensus can be solve®{togn) work per process using multi-
writer registers [11]. There is no corresponding non-trivial lower bound. It would
be interesting to see if a(logn) lower bound could be proved for multi-writer
registers or even with strong objects like unit-cost snapshots. Closing the gap in
both models would show whether the cost of weak-adversary consensus arises
from fundamental limitations of grouping local coin-flips together or merely from
the weakness of atomic registers.

2 Oblivious Routing

A typical distributed computing environment consists of several processing units
which communicate through some underlying multi-hop network. The network

is usually modeled after a graph, possibly weighted, where nodes represent the
processing units and the edges the communication links. The nodes communicate
by exchanging messages in the form of pack&sutingis the task of selecting

the paths that the packets will follow in the network. Ideally the selected paths
should have smationgestionthat is, the maximum number of paths crossing any
edge should be small, and the paths should have stratch that is, the ratio
between the selected path and the respective shortest path should be as small as
possible.

Obliviousrouting is a type of distributed routing suitable for dynamic packet
arrivals. In oblivious routing, the path for a newly injected packet is selected
in a way that it is not affected by the path choices of the other packets in the
network. Racke [66] gives an existential result that shows that for any network
there exists an oblivious routing algorithm with congestion within facto? tog
from that of the optimal off-line centralized algorithm, wherds the number
of nodes. This oblivious algorithm constructs a path by choosing a logarithmic
number of random intermediate nodes in the network. Astal. [13] showed
that the probabilities for the random intermediate nodes can be computed a priori
in polynomial time.

Even though congestion is a fundamental metric for the performance of rout-
ing algorithms, stretch is important too, since it represents the extra delay of the
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packets when there is no congestion. Ideally, stretch should be a constant. So far,
the main research on oblivious routing algorithms has focused on optimizing the
congestion while ignoring the stretch. For example, a packet may have destination
to a neighbor node of the source and still the path chosen by an oblivious algo-
rithm may be as long as the number of nodes in the network.

An interestingopen problemis to examine the circumstances in which conges-
tion and stretch can be optimized simultaneously.

There is a simple counter-example network that shows that in general the two
metrics are orthogonal to each other: take an adjacent pair of npdasd®( /n)
disjoint paths of lengt®( +/n) betweeru andv. For packets travelling fromtov,
any routing algorithm that minimizes congestion has to use all the paths, however,
in this way some packets follow long paths, giving high stretch. Nevertheless,
there are special cases of interesting networks where congestion and dilation can
be minimized simultaneously. For example, in grids [15], and in networks of
uniformly distributed nodes in convex-like areas [16], the congestion is within a
poly-logarithmic factor from optimal and stretch is constant.

A second interestingpen problemis to find other classes of networks where
the congestion and stretch are minimized simultaneously.

Possible candidates for such networks could be for example bounded-growth
networks, or networks whose nodes are uniformly distributed in closed polygons,
which describe interesting cases of wireless networks. Another interesting open
problem is to find classes of networks in which oblivious routing gi€@es D
close to the off-line optimal, wher€ is the congestion anD is the maximum
path length. Such a result will have immediate consequences in packet scheduling
algorithms since it is known from [52] that it is feasible to deliver the packets in
time proportional tcC + D.

3 Stability of Continuous Consensus

Consensus is a fundamental task in distributed computing, it allows to reduce a
distributed task to a centralized task by agreeing on the system state, the inputs
and (hence) the common transition. One shot consensus cannot be self-stabilizing
[22] since it can terminate with disagreeing outputs. On the other hand, on-going
consensus may stabilize to eventually ensure that when a new consensus instance
is invoked the safety property for the output of this instance is correct [23].

In the scope of on-going (self-stabilizing) consensus task one may consider
the sequence of inputs and outputs of instances [20, 24] and require stability of
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outputs as long as the inputs allow such a stability. For example, when one con-
sensus instance output has been 1, and the next instance has 1 as a possible output
value, then 1 should be preferred. Namely, we would like to minimize the number

of times the output is changed.

Theopen problemis, to determine the most stable (consensus) function tg use,
given flexibility in deciding on the output of the system.

Namely, given a particular sequences of input changes, choose the function
that changes output as least as possible, assuming that the function from the inputs
to the common output is only restricted to ensure that the output has a value equal
to at least + 1 inputs. For example, if the system can remember (in memory) the
last output, the system may stick to the output as long as it can: say the system
includes five processors, at most two of which maybe faultyti-e2. In case the
inputs are 1, 1, 1, 1, 1 the system must output 1, then if the inputs are repeatedly
changedto 1, 1, 1, 1, 0 and then to, say, 1, 1, 0, 1, O the system may stay with a
stable output 1, but once the inputs are changed to, say, 1, 0, 0, 1, 0 the system
output must be changed to 0.

The case of a geodesic path of input changes, where each input can be changed
at most once is considered in [20, 24]. The upper bound for the memoryless binary
input case in [20] is 2+ 1 (where the majority of the firstt2- 1 inputs defines
the output). Multi-valued consensus extends the case of binary-valued consensus,
allowing the inputs (and the output) to be a non-necessarily binary value.

An upper bound for the number of output changes for a memoryless symmet-
ric system (where the function has the same output regardless of the position of
inputs in the input vector) is presented in [20]. The upper bound is a factor of
approximately 2 away from a corresponding lower bound shown using concepts
from Algebraic Topology.

Closing this gap, as well as considering non geodesic input path changes that
are useful to separate the performance and to evaluate consensus functions are
open questions

Also in the case of multi-valued consensus one may only require an output
value that is within the range of values of the correct values, further exploring
functions is also open, and we believe that it is fruitful field of research with appli-
cation to several domains, including sensor activated devices, stable aggregation
of distributed information and alike.
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4 Complexity of Implementing Atomic Snapshots

A snapshotbject consists ofn components (shared variables), each storing a
value. Processes can perfodPDATE operations to change the value of each in-
dividual component, an8CANS, each of which returns a consistent view of the
contents of all the components. These operations can be performed simultane-
ously by different processes. Snhapshots have been widely used to facilitate the
design and verification of numerous distributed algorithms because they provide
an immediate solution to the fundamental problem of calculating consistent views
of shared variables; this happens while these variables may be concurrently up-
dated by other processes.

A snapshotmplementatiorirom registers uses shared registers to simulate the
shapshot components and provides algorithmsS&aN andUPDATE. Assuming
that processes may fail by crashing, an implementatiomis-freeif each non-
faulty process terminates executin@@N/UPDATE within a finite number of its
own steps. An implementation lisearizableif (roughly speaking) the execution
of aSCAN or anUPDATE operation in any execution of the implementation appears
to take effect instantaneously.

Since snapshots have several applications, the design of efficient snapshot im-
plementations is crucial. Theme complexityf SCAN (UPDATE) of an implemen-
tation is the maximum number of steps executed by a process to perfecaNa
(UPDATE, respectively) in any execution of the implementation. filme complex-
ity of the implementation is the maximum of the time complexities B3@&N and
UPDATE. Despite the numerous work that has been performed on designing effi-
cient snapshot implementations (see [30] for a survey), their time complexity is
not yet fully understood. Some implementations use a small number of registers
but they have large time complexity while others employ more registers to achieve
better time complexity.

It is known [27] that at leasin registers are required to implement an
component snapshot. An implementation that uses oniggisters is provided
in [1, 28]. Its time complexity i©D(mn) for both SCAN andUPDATE, wheren s the
number of processes in the system. A lower bound(ofin) on the time complex-
ity of SCAN for space-optimal implementations (that use anlyegisters), proved
in [28], shows that this implementation is optimal. An implementation that uses
n registers and has time complexi®(n) for SCAN andO(nlog n) for UPDATE (or
vice versa) is provided by combining results in [2, 10, 42]. The fastest known
implementation [8] has time complexi@(n) for both SCAN andUPDATE and uses
O(n?) registers. Another implementation with time complex@gn) which, how-
ever, uses an unbounded number of registers can be obtained by combining results
in [2, 41]. Lower bounds on the space-time tradeoff are provided in [29], where
it is proved that the time complexity GiCAN in any implementation that uses a
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fixed number of registers grows without boundndacreases.

Bridging the gap between the lower bounds provided in [29] and the best known
upper bounds (discussed above) is a challengpen problem

Even less is known for the time complexity BPDATE. A lower bound of
Q(m) on the time complexity oPDATE is proved in [7]. This lower bound ex-
tends a similar result presented in [5] for the weaker version sihgle-writer
shapshot (where each component can be updated by only one process associated
to the component). Since the best known snapshot implementation [8] has time
complexityO(n) for UPDATE, it is unknown if this lower bound is optimal.

Proving better lower bounds for the time complexityUPDATE or designing
more efficient algorithms (in terms of tR#PDATE time complexity) is an in
triguing open problem

The identification of tradeoffs between the number of registers used in an im-
plementation, the time complexity 8€AN, and the time complexity dfPDATE
is another interestingpen problem

The lower bounds proved in [28, 29] hold for deterministic algorithms and|they
can be possibly beaten by employing randomization. Some randomized im-
plementations for the weaker version of single-writer snapshot objects are pre-
sented in [9]. Finding efficient randomized implementations for multi-writer
shapshot objects remains a challengdpgn problem

5 Pure Nash Equilibria in Selfish Routing

In modern non-cooperative networks, such as the Internet, participants, acting
selfishly, wish to efficiently route their traffic from some source to some destina-
tion with the least possible delay. In such environmeNesh Equilibria[62, 63]
represent steady states of the system where no user may profit by unilaterally
changing its strategy.

Koutsoupias and Padadimitriou [47], formulated the study of selfish routing
in non-cooperative networks by casting the problem as a non-cooperative game,
known in the literature as the KP-model;selfish users wish to route their un-
splitable traffic ontam parallel links from a source to a destination. Each link
has a certain capacity representing the rate at which the link processes traffic,
and users have complete knowledge of the system’s parameters such as the link
capacities and the traffic of other users. Also, users choose how to route their
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traffic based on a common payoff function, which essentially captures the de-
lay to be experienced on each link. However, modern non-cooperative systems
present incomplete information on various aspects of their behavior. For example,
it is often the case, that network users have incomplete information regarding the
link capacities. Such uncertainty may be caused if the network links are complex
paths created by routers which are constructed differently on separate occasions
according to the presence of congestion or link failures.

Gairing et al. [32] were the first to consider an extension of the KP-model
with incomplete information. Their model considers a game of parallel links with
incomplete information on the traffics of the users. The payoff functions employed
by the users take into account probabilistic information on the user traffics. The
authors show (along with other interesting results) that their model always admits
a Pure Nash Equilibrium and propose a polynomial-time algorithm for computing
such equilibria for some special cases.

In [38] an extension of the KP-model was introduced, where the network links
may present a number of different capacities and each user’s uncertainty about
the capacity of the links, calledelief, is modeled via a probability distribution
over all the possibilities. It is assumed that the users may have different sources
of information regarding the network and, therefore, take their probability dis-
tributions to be distinct from one another. This gives rise to a model with user-
specific payoff functions, where each user uses its distinct probability distribu-
tion to take decisions as to how to route its traffic. In particular, the model is
an instance of weighted congestion games with user-specific functions studied by
Milchtaich [59].

The authors of [38], among other problems, studied the existence of Pure Nash
Equilibria in this new model; they proposed Polynomial-time algorithms for com-
puting pure Nash equilibria for some special cases and they showed that the neg-
ative results of [59], for the non-existence of pure Nash equilibria in the case of
three users, do not apply to their model.

The problem of existence of pure Nash Equilibria for this new model in the
general case is a non-trivial problem; as of this writing, it remajmsn

Given the non-existence result for weighted congestion games with user specific
payoff-functions [59], a natural step is to disprove the existence of pure|Nash
Equilibria for the new model described in [38].

It is conjectured that the model introduced in [38] always admits a Pure [Nash
equilibrium in general. Proving or disproving this conjecture is an interesting
open challenge
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Work for answering this question has been carried out in various directions.
In [33] it was shown that the game introduced in [38] is nobadinal potential
game since it has been shown that the state space of an instance of the game con-
tains a cycle. Therefore, potential functions [60], a powerful method for proving
existence of Nash Equilibria, cannot be used for this model. Further attempts by
the authors of [38], including applying graph-theoretic methods and inductive ar-
guments have not been successful. The arguments end up failing mainly due to the
arbitrary relation between the different user beliefs on the capacity of the network
links.

Typically, simple counter-examples to the existence of pure Nash Equilibria
considering a small number of resource (links) and users are used for such pur-
poses (for example, in [59], the counter-example involves 3 users and 3 resources).
This appears not to be the case for the new model: in [38] was shown that for the
case of three users (and arbitrary number of links) pure Nash Equilibria always ex-
ist; also simulations ran on numerous instances of the model (dealing with small
number of users and links) suggest the existence of pure NE.

6 Adverse Cooperative Computing

The problem of cooperatively performing a collection of tasks in a decentralized
setting where the computing medium is subject to adversarial perturbations is one
of the fundamental problems in distributed computing. Such perturbations can
be caused by processor failures, unpredictable delays, and communication break-
downs. To develop efficient solutions for computation problems ranging from
distributed search such &&TI@home to parallel simulation an@dRID comput-

ing, it is important to understand efficiency trade-offs characterizing the ability
of p processors to cooperate bindependent tasks in the presence of adversity.
This basic problem of cooperation has been studied in a variety of models, includ-
ing shared-memory [3, 40, 43, 45, 58], message-passing [18, 19, 21, 26, 34, 48],
in partitionable networks [25, 37, 39], and also in the settings with limited com-
munication, e.g., [36, 57, 65]. Developing efficient algorithms solving such task-
performing problems in adversarial settings has proven to be difficult.

Here we tackle the problem of distributed cooperation in deterministic shared-
memory settings where the processors are subject to arbitrary failures and de-
lays. Kanellakis and Shvartsman [43] introduced and studied an abstraction of
this problem, calledNrite-All, formulated in terms of processors writing td
distinct memory locations in the presence of an adaptive adversary that introduces
dynamic failures or delays. Here writing to a memory location models an inde-
pendent task that can be performed by a single processor in constant time. The ef-
ficiency of algorithms in such settings is measured in termgak that accounts
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for all steps taken by the processors in solving the problem. The upper bound
for Write-All with synchronous crash-prone processors was shown ©(be
plog®t/ log logt), wherep < t, and at least one processor is non-faulty. The algo-
rithm exhibiting this bound has optimal work 6Xt) whenp < tloglogt/ log?t.
However, Kedem, Palem, Raghunathan, and Spirakis [45] showed thatpvaen

t, the work lower bound fokvrite-All is Q(t logt), thus no optimal algorithm for
Write-All exists for the full range of processons € t). Although a small gap of
logt/log logt remains between the upper and lower bounds, the problem can be
considered substantially solved for synchronous processors.

Solutions for theWrite-All problem become significantly more challenging
when asynchrony is introduced. The most efficient deterministic asynchronous
algorithm known forwrite-All is the elegant algorithm of Anderson and Woll [3]
that has worlO(t - p?) for p < t and anye > 0. The strongest corresponding lower
bound, due to Buss, Kanellakis, Ragde, and Shvartsman [1@tis plog p),
and it holds even if no processor crashes. Note that in complexity-theoretic terms,
the relative gap between these bounds on work is very large (i.e., polynomial in
p, being p* for p = t), since the lower bound is only a logarithm away from
linear work. Given that this gap is now 15 years old, and that this problem con-
tinues to be of interest, it appears that narrowing this gap is extremely challenging.

Thus we formulate our first, two-prongeahen problemas follows: (a) can a
stronger thaf)(tlogt) lower bound on work be shown for asynchromiste-
All problem, and/or (b) is there an algorithm for asynchronous processors that
solves the problem with work asymptotically less tt@('**) for p = t?

Next observe that an optimal algorithm fafrite-All must have work@(t),
however the lower bounds on work ©ft + plog p) make optimality out of reach
whenp = Q(t). Also note that the algorithm [3] has work complexibgt) for
all but a trivial numberp of processors. The quest then is to obtain work-optimal
solutions for this problem using the largest possible, and non-trivial compared to
t, number of processorg in order to maximize the parallelism of the solution.
Recently Malewicz [56] presented the first qualitative advancement in the search
for optimal work complexity by exhibiting an algorithm that has w@¥k) us-
ing a non-trivial numbeg of processors, wherg = +/t/logt. Using different
techniques, Kowalski and Shvartsman [49] exhibited an algorithm that has work
complexity of O(t + p?**), achieving optimality for a larger range of processors,
specifically forp = O(tY/?+2)),

Our second and finadpen problemis as follows: Is it possible to solve the
asynchronoudVrite-All problem with optimal workO(t) using the number of
processorp = t° for § > 1/27?
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Summing up, we presented tidrite-All problem that abstracts the distributed
cooperation problem in the presence of adversity. Despite substantial research,
there is a dearth of efficient deterministic shared-memory algorithma/fioe-All
with asynchronous crash-prone processors.

The most challengin@pen problemsin this area deal with closing the gap
between the lower and upper bounds on work, and with the development of
work-optimal algorithms that use the largest possible number of processors in
order to achieve high speedup in solving the problem of distributed cooperation.

7 Distributed Approximations

Initiated by Papadimitriou and Yannakakis [64], the distributed approximation of
linear programs has attracted the interests of researchers for some time. Most of
the past efforts considered the special class of packing and its dual (covering) lin-
ear programs. Note that many hard problems (e.g. dominating set, coloring etc.)
can be cast in the form of Integer Linear Programs (ILPs) and their distributed
complexity of a good approximation is, up to now, a major open issue.

It is fair to assume a setting of a network with classical message passing capa-
bility, in which a node can send a message of €)igegn) bits to each neighbor
in the net, in each communication step. Haris the network size. We can also
assume that each network node has a distinct id ofQlgy n) bits. This is a syn-
chronous communication model where the computation is assumed to advance in
(global) rounds. Imagine then a general ILP setting, where, for example, there are
n “producing” nodes andh “accepting” nodes. In general is less tham. Each
producer, call her, has to derive an integet (this can be negative. In that case
the producer demands units). For each “accepting” nodg when anx; arrives
to it, it has an associated cost (or benedjty x.. For each accepting nodethe
sum of alla = x, (i = 1...n), must be at most an integer quantity Hereaij, b;
are integers. The's produced have each a cost (or benefit) x; wherec; is an
integer. Now, the whole system must minimize the sum of;allx, (i = 1...n).
Or, at least approximate this minimum. The reader can recognize that this is the
general case of an ILP.

The distributed complexity (i.e. number of rounds to achieve a good approxi-
mation) of the general integer-linear programs is a majan problem

Note that the “accepting” nodes can elect a leader and then she can get all
the coefficients needed to solve the problem locally. But, the restriction in the
message size, leads to an awful number of rounds, e.g. arow\& want here
a small number of rounds (constant number would be fine). Note that we do not
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assume that thzij form a metric. They can also be arbitrarily large.

Facility location is an example of a non-positive linear integer program that
is not a covering or packing one. Only very recently, the works [61, 35] made
some progress in the distributed approximation of the facility location problem.
In the facility location problem, the network is a (usually complete but this does
not help much) bipartite graph, where two node setandF share edges between
them. HereC is the set of clients anB is the set of facilities. Each facilityhas
a non-negative opening coft The connection cost between facilitand client
j is an integerc’. Lety;, x' be zero/one variables wheye = 1 indicates that
facility i is open and’ = 1 indicates that clien is connected to facility. The
system has to minimize the sum of all opening and connection costs. Note that
any good solution that works with the relaxed linear problem first, must round the
non-integer solutions. Even this (e.g. randomized rounding ) has to be well done
in a distributed way.

An interesting variation of such problems is a selfish distributed optimization
situation. Let me motivate this by a Stackelberg game: Here eachinedets
to send flowx; to a destination nod¢. The total flow sums to (say) a value
Some of the nodes (belonging to a suldgedire not selfish but they agree to work
together (e.g. under an elected leader). The rest route their flows selfishly to avoid
big delays. But the nodes incan put their flows in such a way so that the Nash
Equilibrium reached by the other nodes is very close to an optimal flow routing
(e.g. of min total latency).

Finding distributed solutions to the selfish optimization problem described
above, remains aopen problem

For centralized solutions, one can see [44]. In fact, [44] shows that the leader
(i.e., the centralized equivalenttd can put its flow in such a way so that the Nash
equilibrium reached by the other selfish flows is indeed the optimal, provided that
the leader controls a sizeable portion of the overall flow. For recent developments
on distributed approximations to problems related to linear and integer program-
ming, we refer the reader to [51].

8 Sensor Networks: Locality for Geometric Graphs

Wireless sensor networks currently exhibit an incredible research momentum.
Computer scientists and engineers from all flavors are embracing the area. Sen-
sor networks are explored by researchers from hardware technology to operating
systems, from antenna design to middleware, from graph theory to computational
geometry. The distributed algorithms community should join this big interdisci-
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plinary party.

In the last twenty years, so-callémkal algorithms have been a thriving theo-
retical research subject. Inkalocal algorithm for some parametds, each node
can communicate at moktimes with its neighbors. Hence, even in synchronous
operation nodes can at most gather information about khe#ighborhood. Early
work for this model includes some of the most wonderful results in distributed
computing, such as Luby’s randomized independent set algorithm [55], sparse
partitions by Awerbuch and Peleg [12], or Liniatlogn) lower bound [53].

There have been recent advances on both upper [51] and lower [50] bounds;
however, many basic questions (e.g. a deterministic local construction of a max-
imal independent set) are stilpen(see also Section 7).

Until recently this theory was a bliart pour 'art . Sensor networks may be a
first real-world application domain for local algorithms. Due to their wireless na-
ture, the links of a sensor network are often unstable, in other words, the network
is dynamic. In such an environment it is often impossible to run a centralized
algorithm, as the network topology which serves as an input for an algorithm is
usually different from the topology after running the algorithm. Local algorithms
on the other hand are able to compromise approximation quality (efficacy) for
communication time (efficiency) in order to keep up with the network dynamics.

Unfortunately, local algorithms are not exactly tailored for sensor networks.
Apart from various other modeling issues [67], local algorithms are often devel-
oped for general graphs; in sensor networks, however, geometry comes into play
as the distribution of nodes in space and the propagation range of wireless links
usually adhere to geometric constraints. Several models inspired by both graph
theory and geometry are possible; in a recent survey [67], a few such models are
presented.

So far, very little is known about local algorithms for geometric graphs. To|give
a specific example, even for a simple model knownrisdisk graph the loca
complexity of typical coordination tasks (e.g., computing a dominating set) is
an open problem In fact, to the best of our knowledge, the currently best

algorithm for this problem on unit disk graphs remains an algorithm for general
graphs [51].
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