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Abstract

A new line of work [6, 9, 15, 2] demonstrates how differential privacy [8] can be used as
a mathematical tool for guaranteeing generalization in adaptive data analysis. Specifically,
if a differentially private analysis is applied on a sample S of i.i.d. examples to select a low-
sensitivity function f, then w.h.p. f(S) is close to its expectation, although f is being chosen
based on the data.

Very recently, Steinke and Ullman [16] observed that these generalization guarantees can be
used for proving concentration bounds in the non-adaptive setting, where the low-sensitivity
function is fixed beforehand. In particular, they obtain alternative proofs for classical concen-
tration bounds for low-sensitivity functions, such as the Chernoff bound and McDiarmid’s
Inequality.

In this work, we set out to examine the situation for functions with high-sensitivity, for
which differential privacy does not imply generalization guarantees under adaptive analysis.
We show that differential privacy can be used to prove concentration bounds for such functions
in the non-adaptive setting.
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1 Introduction

A new line of work [6, 9, 15, 2] demonstrates how differential privacy [8] can be used as a math-
ematical tool for guaranteeing statistical validity in data analysis. Specifically, if a differentially
private analysis is applied on a sample S of i.i.d. examples to select a low-sensitivity function f,
then w.h.p. f(S) is close to its expectation, even when f is being chosen based on the data. Dwork
et al. [6] showed how to utilize this connection for the task of answering adaptively chosen queries
w.r.t. an unknown distribution using i.i.d. samples from it.

To make the setting concrete, consider a data analyst interested in learning properties of an
unknown distribution D. The analyst interacts with the distribution D via a data curator A holding
a database S containing 7 i.i.d. samples from D. The interaction is adaptive, where at every round
the analyst specifies a query g : X" — R and receives an answer a,(S) that (hopefully) approximates
q(D") 2 Eg/pn[q(S”)]. As the analyst chooses its queries based on previous interactions with the
data, we run the risk of overfitting if A simply answers every query with its empirical value on the
sample S. However, if A is a differentially private algorithm then the interaction would not lead to
overfitting:

Theorem 1.1 ([6, 2], informal). A function f : X" — IR has sensitivity A zf If(S)— f(S)) < A for
every pair S,S" € X" differing in only one entry. Define f(D") = s'IEDn [f(S))] Let A X" — Fy be

(¢, 0)-differentially private where F) is the class of A-sensitive functions, and n > }2 log(%). Then for
every distribution D on X,
Pr[I£(S)- f(D") 2 182An] <
sy

In words, if A is a differentially private algorithm operating on a database containing # i.i.d.
samples from the distribution D, then A cannot (with significant probability) identify a low-
sensitivity function that behaves differently on the sample S and on D".

Very recently, Steinke and Ullman [16] observed that Theorem 1.1 gives alternative proofs
for classical concentration bounds for low-sensitivity functions, such as the Chernoff bound and
McDiarmid’s Inequality: Fix a function f : X" — IR with sensitivity A and consider the trivial
mechanism Ay that ignores its input and always outputs f. Such a mechanism is (¢, 0)-differentially
private for any choice of ¢,6 > 0 and hence Theorem 1.1 yields (up to constants) McDiarmid’s
Inequality:

n 6 —Q(e?-n)
& D”“f - f(D")| > 18eAn] < . =2 , (1)
where the last equality follows by setting n = ;—2 log(%).

In light of this result it is natural to ask if similar techniques yield concentration bounds for
more general families of queries, and in particular queries that are not low-sensitivity functions.
In this work we derive conditions under which this is the case.

1.1 Differential Privacy, Max-Information, and Typical Stability

Let D be a fixed distribution over a domain X, and consider a family of functions mapping
databases in X" to the reals, such that for every function f in the family we have that |f(S)— f(D")|
is small w.h.p. over S ~ D". Specifically,

fa,ﬁ(p):{f;x”_)m; Pr (IF(S fD”|>a]</5}



That is, for every function f € .7-;,/5(7)) we have that its empirical value over a sample S ~ D" is
a-close to its expected value w.p. 1 — . Now consider a differentially private algorithm A: X" —
Fa,p(D) that takes a database and returns a function from F, g(D). What can we say about the
difference |f(S)— f(D")| when f is chosen by A(S) based on the sample S itself?

Using the notlon of max-information, Dwork et al. [5] showed that if § is small enough, then
w.h.p. the difference remains small. Informally, they showed that if A is differentially private, then

[If )= f(D")>a] < pre.

f<—A

So, if A is a differentially private algorithm that ranges over functions which are very concentrated
around their expected value (i.e., f < e‘fzn), then |[f(S) — f(D")| remains small (w.h.p.) even when f
is chosen by A(S) based on the sample S. When > e M it is easy to construct examples where a
differentially private algorithm identifies a function f € 7, 3(D) such that |f(S)—f(D")| is arbitrarily
large with high probability. So, in general, differential privacy does not guarantee generalization
for adaptively chosen functions of this sort. However, a stronger notion than differential privacy —
typical stability — presented by Bassily and Freund [1] does guarantee generalization in this setting.
Informally, they showed that if a typically stable algorithm B outputs a function f € 7, 5(D), then
If (S)— f(D")| remains small.!

The results of this article provide another piece of this puzzle, as we show that (a variant of)
differential privacy can in some cases be used to prove that a function f is in %, (D).

1.2 Our Results

Notation. Throughout this article we use the convention that f(D") is the expected value of the
function f over a sample containing # i.i.d. elements drawn according to the distribution D. That

is, f(D") £ E [f(S)]
Fix a function f : X” — R, let D be a distribution over X, and let S ~ D". Our goal is to bound
the probability that |f(S)— f(D")| is large by some (hopefully) easy-to-analyze quantity. To intuit

our result, consider for example what we get by a simple application of Markov’s Inequality:

Pr [If(S)=f(D")> A<

S~D" S ’Dn[ (S

fompa - £ (S) = F(DM]. (2)

We show that using differential privacy we can replace the term [f(S)— f(D")| in the expectation
with |[f(S U {x}) - f(S U{y})|, which can sometimes be easier to analyze. Specifically, we show the
following.

Theorem 1.2 (part 1). Let D be a distribution over a domain X, let f : X" — R, and let A, A € R=? be
s.t. for every 1 <i <mn it holds that

(st [F$)- £ (56| < 3)

s [LIres)
z~D

where $U'=?) is the same as S except that the i element is replaced with z. Then for every & > 0 we have
that

14A
(D) >18¢eA -
Pr [If(S)-f(D")] 2 18eAn] < —,
provided that n > O(f'mil’ll{l,g} log(A'mIZ{l’f})).

LA similar notion — perfect generalization — was presented in [4].



Observe that for a A-sensitive function f, we have that the expectation in Equation (3) is zero,
so the statement holds for every choice of § >0 and n > O(gl—2 log(%)), resulting in McDiarmid’s
Inequality (Equation (1)). Intuitively, Theorem 1.2 states that in order to obtain a high probability
bound on |f(S)— f(D")| is suffices to analyze the “expectation of the tail” of 'f(S) -f (S(i‘_z))

function of the starting point A.
We also show that the above bound can be improved whenever the “expectation of the head” of

[F($)-£ (81

Theorem 1.2 (part 2). If, in addition to (3), At < A s.t. for every S € X" and every 1 <i < n we have

,as a

is smaller than A. Specifically,

E []llf(S"'“w)—f(s(mz)ﬂs,\- f(S(ﬂ_V))_f(S(iez))

Ep ] <, (4)

Then for every € > 0 we have that

Pr [1f(S)~ f(D")] = 18eTn] < -,

provided that n > O( A log( T-min(l, &} ))

emin{l,e}t A

Observe that while the expectation in (3) is over the entire sample S (as well as the replacement
point), in requirement (4) the sample S is fixed. We do not know if this “worst-case” restriction is
necessary.

In Section 4 we demonstrate how Theorem 1.2 can be used in proving a variety of concentration
bounds, such as a high probability bound on |f(S) — f(D")| for Lipschitz functions. In addition
we show that Theorem 1.2 can be used to bound the probability that the number of triangles in a
random graph significantly exceeds the expectation.

2 Preliminaries

2.1 Differential Privacy

Our results rely on a number of basic facts about differential privacy. An algorithm operating on
databases is said to preserve differential privacy if a change of a single record of the database does
not significantly change the output distribution of the algorithm. Formally:

Definition 2.1. Databases S € X" and S” € X" over a domain X are called neighboring if they differ
in exactly one entry.

Definition 2.2 (Differential Privacy [8, 7]). A randomized algorithm A: X" — Y is (e, 9)-differentially
private if for all neighboring databases S,S’ € X", and for every set of outputs T C Y, we have

Pr[A(S)e T] <e®-Pr[A(S') e T]+6.

The probability is taken over the random coins of A.



2.2 The Exponential Mechanism
We next describe the exponential mechanism of McSherry and Talwar [14].

Definition 2.3 (Sensitivity). The sensitivity (or global sensitivity) of a function f : X" — IR is the
smallest A such that for every neighboring S,S” € X", we have [f(S)— f(S)] < A. We use the term
“)-sensitive function” to mean a function of sensitivity < A.

Let X be a domain and H a set of solutions. Given a database S € X*, the exponential mechanism
privately chooses a “good” solution h out of the possible set of solutions H. This “goodness” is
quantified using a quality function that matches solutions to scores.

Definition 2.4 (Quality function). A quality function is a function g : X* x H — R that maps a
database S € X* and a solution h € H to a real number, identified as the score of the solution s w.r.t.
the database S.

Given a quality function g and a database S, the goal is to chooses a solution h approximately
maximizing q(S, h). The exponential mechanism chooses a solution probabilistically, where the
probability mass that is assigned to each solution / increases exponentially with its quality gq(S, h):

The Exponential Mechanism
Input: privacy parameter ¢ > 0, finite solution set H, database S € X", and a A-sensitive quality
function g.

exp(ﬁ-q(s,h))
crexp(55-q(S,h))”

1. Randomly choose h € H with probability 3
h/

2. Output h.

Theorem 2.5 (Properties of the exponential mechanism). (i) The exponential mechanism is (&, 0)-
differentially private. (ii) Let Opt(S) = maxsey(q(S, )} and A > 0. The exponential mechanism outputs

a solution h such that q(S,h) < (Opt(S) — A) with probability at most |H|- exp (—%).

2.3 Concentration Bounds

Let Xy,..., X, be independent random variables where Pr[X; = 1] = p and Pr[X; = 0] =1 -p for
some 0 < p < 1. Clearly, E[} i, X;] = pn. Chernoff and Hoeffding bounds show that the sum is
concentrated around this expected value:

Pr ZXi>(1+6)pn <exp(-pnd?/3) for0<s<1,
| i=1 ]

Pr

. :
in <(1-9)pn|< exp(—pnéQ/Z) for0<o<1,
i=1 ]

ixi —pn

[1i=1

Pr >0 < 2exp(—262/n) for 6 > 0.

The first two inequalities are known as the multiplicative Chernoff bounds [3], and the last
inequality is known as the Hoeffding bound [10]. The next theorem states that the Chernoff bound
above is tight up to constant factors in the exponent.
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Theorem 2.6 (Tightness of Chernoff bound [12]). Let 0 <p,0 < é, and let n > az

independent random variables where Pr[X; = 1] = p and Pr[X; = 0] =1—p. Then,

. Let Xq,...,X,, be

Pr in < (1-8)pn|=exp(-95%pn),

Pr in > (1+0)pn|>exp(-96°pn).

3 Concentration Bounds via Differential Privacy

In this section we show how the concept of differential privacy can be used to derive conditions
under which a function f and a distribution D satisfy that [f(S)—f(D")| is small wh.p. when S ~ D".
Our proof technique builds on the proof of Bassily et al. [2] for the generalization properties of a
differentially private algorithm that outputs a low-sensitivity function. The proof consists of two
steps:

1. Let Sy,...,S7 be T independent samples from D" (each containing n i.i.d. samples from D).
Let A be selection procedure that, given Sy,...,St, chooses an index t € [T] with the goal
of maximizing |f(S;) — f(D")|. We show that if A satisfies (a variant of) differential privacy
then under some conditions on the function f and the distribution D, the expectation of
|f(S¢) — f(D")| is bounded. That is, if A is differentially private, then its ability to identify a
”bad” index t with large |f(S;) — f(D")| is limited.

2. We show that if [f(S)— f(D")| is large w.h.p. over S ~ D", then it is possible to construct an
algorithm A satlsfymg (a variant of) differential privacy that contradicts our expectation
bound.

We begin with a few definitions.

3.1 Definitions

Notations. We use S € (X™T to denote a multi-database consisting of T databases of size 1 over

X. Given a distribution D over a domain X we write S ~ D"T to denote a multi-database sampled
ii.d. from D.

Definition 3.1. Fix a function f : X" — R mapping databases of size n over a domain X to the
reals. We say that two multi-databases S=(S,....S7) e (X"T and §’ = (Sy,...,87) € (X"T are
(f,A)-neighboring if for all 1 <i < T we have that

Definition 3.2 ((¢, (f, A))-differential privacy). Let M : (X")T — Y be a randomized algorithm that
operates on T databases of size n from X. For a function f : X" — R and parameters ¢, 1 > 0,
we say that M is (&, (f, A))-differentially private if for every set of outputs F € Y and for every
(f,A)-neighboring § S e (X”)T it holds that

—

Pr[M(S) e F] < et - Pr[M(S’) € F].



Claim 3.3. Fix a function f : X" — R and parameters e <1 and A > 0. If M : (X")T — Y is (¢,(f, A))-

- =

differentially private then for every (f,A)-neighboring databases S,S’ € (X™)T and every function
h:Y — R we have that

E _[h]< E _[hy)] + 4e- E _ [[h@)]-
yM(S) yM(S) y<—M(S )

Claim 3.3 follows from basic arguments in differential privacy. The proof appears in the
appendix for completeness.
3.2 Multi Sample Expectation Bound

The proof of Theorem 1.2 contains somewhat unwieldy notation. For readability, we present here a
restricted version of the theorem, tailored to the case where the function f computes the sample
sum, which highlights most of the ideas in the proof. The full proof of Theorem 1.2 is included in
the appendix.

Notation. Given a sample S € X", we use f(S) to denote the sample sum, i.e., f(S) =Y ¢ x.

Lemma 3.4 (Simplified Expectation Bound). Let D be a distribution over a domain X such that
[x] 0 and IE []1{|x|>1} |x|] <A Fix0<e<1,andlet A: (X")T — [T]bean (¢, (f,1))-differentially
x~D

private algorzthm that operates on T databases of size n from X, and outputs an index 1 <t <T. Then

[f ] <4en+2nTA.
DnT
t<—.A( )

Proof. We denote S= (S1,...,S7), where every S, is itself a vector S; = (x; 1,...,%;,). We have:

[Fs0]=)__E g 1]

D"T S~prT t<—A
teA( ) ie[n]
= Z {max|xm1| < 1} E  [x;]+ l{max|xm,i| > 1}- E [x;]]- (5)
n]S~D"T me|t] te—A(S) melt] te—A(S)

In the case where max,c[;]|x,, ;| > 1 we replace the expectation over f « A(§) with the deter-
ministic choice for the maximal ¢ (this makes the expression larger). When max,,¢(s [x,,i| < 1 we
can use the privacy guarantees of algorithm A. Given a multi-sample Se (X™7T we use §—i to
denote a multi-sample identical to S, except that the it" element of every sub-sample is replaced
with 0. Using Claim 3.3 we get

1 {max % il < 1} E [x;;]+4e E_ [Ixl]|+1 {max %] > 1} - max |x,, |
(—A(g)_,) t<—A(§_i) me[t] mE[T]

i€[n] S~pnT me(t]
<4en + Z E ]l{maxlxmzl < 1} E [xt,i]+ﬂ{max|xm,i|> 1}. max [x,,, | (6)
e S~ melt] reAGL) melt] e



We next want to remove the first indicator function. This is useful as without it, the ex-
pectation of a fresh example from D is zero. To that end we add and subtract the expression
]l{maxme[t] |2, > 1}- E  [x;,] to get (after replacing again IE; with max;)

t—A(S)
(6) <4den + E E  [x:;] +2- ]l{max|xm,i| > 1} - max [x,, |
ie[ ]§~DHT t(*.A(g)_) me[t] mG[T]
<d4en + ZZ Z |xm1|>1} |xm,i|]
i€[n] me[ T]SND”T
<d4den + 2nTA.

3.3 Multi Sample Amplification

Theorem 3.5 (Simplified High Probability Bound). Let D be a distribution over a domain X such that
[x] 0. Let A > 0 be such that IE []1{|x|>1} |x|] <A Fix1>¢e> ,/1 In(2/A). We have that
x~D

- A
SFjr)ﬂ[If(S)l > 30611] <

We present the proof idea of the theorem. Any informalities made hereafter are removed in
Section A.

Proof sketch. We only analyze the probability that f(S) is large. The analysis is symmetric for
when f(S) is small. Assume towards contradiction that with probability at least % we have that
f(S) = 30en. We now construct the following algorithm B that contradicts our expectation bound.

Algorithm 1 B

Input: T databases of size n each: S= (S1,...,S7), where T £ | 2¢/A].
1. Fori € [T), define q(S,i) = f(S;).
2. Sample t* € [T] with probability proportional to exp(%q(g, t)).
Output: t.

The fact that algorithm B is (¢, (f, 1))-differentially private follows from the standard analysis
of the Exponential Mechanism of McSherry and Talwar [14]. The analysis appears in the full
version of this proof (Section A) for completeness.

Now consider applying B on databases S= (S1,...,S7) containing i.i.d. samples from D. By our
assumption on D, for every t we have that f(S,;) > 30en with probability at least %. By our choice
of T =[2¢/A], we therefore get

_ N
> >1-|1-—| >=.
irel[a;]({f } 30£n] >1 (1 26) 25

S~Dv1T

The probability is taken over the random choice of the examples in S according to D. Had it been
the case that the random variable max;¢|7 {f(St)} is non-negative, we could have used Markov’s
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inequality to get

E

> 15¢n. (7)
§~D11T

rtg[aﬁ{q(?, t)}] = E [gg[aﬁ{f (S0}

Even though it is not the case that max;¢|r) {f(St)} is non-negative, we now proceed as if
Equation (7) holds. As described in the full version of this proof (Section A), this technical issue

has an easy fix. So, in expectation, max;¢[1) (q(g), t)) is large. In order to contradict the expectation
bound of Theorem A.2, we need to show that this is also the case for the index ¢* that is sampled
on Step 2. To that end, we now use the following technical claim, stating that the expected quality
of a solution sampled as in Step 2 is high.

Claim 3.6 (e.g., [2]). Let H be a finite set, h: H — R a function, and n > 0. Define a random variable
Y on H by Pr[Y = y] = exp(1h(y))/C, where C = }_ .y exp(nh(y)). Then E[h(Y)] > max,ey h(y) -

1
5 In[H|.
For every fixture of S, we can apply Claim 3.6 with h(t) = q(S—), t) and 1 = § to get

E 0560 =, E_[750)] > max{7(s)} - < In(T).

rer[T] treg[ te[T] &

Taking the expectation also over S~ we get that

_ - 2
E Sp > E Si)i|——=1In(T
B |75 = LB [max{ »}] “n(7)
t*<—B(§)
2
> 15en-— - In(T).
This contradicts Theorem A.2 whenever € > \/% In(T) = \/% In(2¢/A). O

4 Applications

In this section we demonstrate how Theorem 1.2 can be used in proving a variety of concentration
bounds.

4.1 Example: Subgaussian Diameter and Beyond

Recall that for a low-sensitivity function f one could use McDiarmid’s Inequality to obtain a high
probability bound on the difference |f(S)— f(D")|, and this bound is distribution-independent. That
is, the bound does not depend on D. Over the last few years, there has been some work on providing
distribution-dependent refinements to McDiarmid’s Inequality, that hold even for functions with
high worst-case sensitivity, but with low “average-case” sensitivity, where “average” is with respect
to the underlying distribution D. The following is one such refinement, by Kontorovich [13].

Definition 4.1 ([13]). Let D be a distribution over a domain X, and let p : X> — R=°. The sym-
metrized distance of (X, p, D) is the random variable E = £ - p(x, x”) where x,x” ~ D are independent
and ¢ is uniform on {+1} independent of x,x’. The subgaussian diameter of (X,p,D), denoted
Asg(X,p,D), is the smallest o € R=? such that

IE[e)‘E] < e“zAQ/Z, YleR.
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In [13], Kontorovich showed the following theorem:

Theorem 4.2 ([13], informal). Let f : X" — R be a function mapping databases of size n over a domain
X to the reals. Assume that there exists a function p : X> — R2Y s.t. for every i € [n], every S € X", and
every v,z € X we have that

|f(5<i~y>)_f(5<mz>)

) is the same as S except that the i'" element is replaced with x. Then,

<p(® 2),

i—x

where S(

n t2
Frlf(S) = f(PM=t]< 2eXp[_2n - A§G(X,P,D)]'

Informally, using the above theorem it is possible to obtain concentration bounds for functions
with unbounded sensitivity (in worst case), provided that the sensitivity (as a random variable)
is subgaussian. In this section we show that our result implies a similar version of this theorem.
While the bound we obtain is weaker then Theorem 4.2, our techniques can be extended to obtain
concentration bounds even in cases where the sensitivity is not subgaussian (that is, in cases where
the subgaussian diameter is unbounded, and hence, Theorem 4.2 could not be applied).

Let us denote 0 = Agg(X, p, D). Now for t > 0,

Pr [p(x,y)>t]<2 Pr [E-p(x,y)>t]=2Pr[E>t]= 2Pr[ev%'E > e«r%'t]
x,y~D x,y€D
Eef+1}

2

_ . 2
<2e¢ o2 ~]E[ea%'“] <2 2.2 ot = 2exp(——). (8)

So,

E, |1{lF(s)- £ (55> 2 |51 £ (56|

x'~D

< E_[1{p(x,y)> A} p(x,p)]
x,y~D

A 00
=J Pr [1{p(x,p) > A}-p(x,p) 2 t]dt + f Pr [1{p(x,p) > A}-p(x,p) > t]dt
o xy~D A xy9~D

A S
= f Pr_[p(x,y) > A]dt + J Pr [p(x,y)>t]dt
0 x,y~D 1 x,y~D

=A- Pr _[p(x,p) > A] + f Pr [p(x,y)>t]dt
x,y~D 1 xy~D

[ t2
2 ——— |dt
- exp( 20_2)

2
= A-2exp(—/\—) + VZna-erfc(L)

/\2
< A 2exp(—ﬁ)

/\2 /\2 /\2
< /\~2exp(——) + V2no~exp(—2—) < 3(A+a).exp(—2—) 2A
o



In order to apply Theorem 1.2 we need to ensure that n > O(e mirll{l 7 ln(’\'miz{l’e} )) For our

. . X . 1
choice of A, it suffices to set ¢g = © (WT) assuming that \F < 1. Otherwise, if = \f > 1, we will

choose ¢ =© (n/\TZQ) Plugging (&g, A) or (e1,A) into Theorem 1.2, and simplifying, we get

e %) ’ tSG-n1'5
b [If )= f(D")| > t] < 9)

e “2/3) , t>0-nld

Clearly, the bound of Theorem 4.2 is stronger. Note, however, that the only assumption we
used here is that I:o Pryy-plp(x,y) > t]dt is small. Hence, as the following section shows, this
argument could be extended to obtain concentration bounds even when Agg(X, p, D) is unbounded.
We remark that Inequality 9 can be slightly improved by using part 2 of Theorem 1.2. This will be
illustrated in the following section.

4.2 Example: Concentration Under Infinite Variance

Let f : X" — R be a function mapping databases of size n over a domain X to the reals. Assume
that there exists a function p : X?> — RZ? s.t. for every i € [n], every S € X", and every y,z € X we

have that
’f(g(i%y))_f(g(ihz))

where SU¥ is the same as S except that the i*" element is replaced with x.

<p, 2),

As stated in the previous section, the results of [13] can be used to obtain a high probability
bound on [f(S) - f (D")| whenever Pr, , p[p(x,y) > t] < exp( 2/az) for some ¢ > 0. In contrast,
our bound can be used whenever L\ Pryy~plp(x,y) > t]dt is finite. In particular, we now use it
to obtain a concentration bound for a case where the probability distribution of p(x,y) is heavy
tailed, and in fact, has infinite variance. Specifically, assume that all we know on p(x,p) is that
Pr[p(x,v) > t] < 1/t* for every t > 1 (this is a special case of the Pareto distribution, with infinite
variance). Let A > 1. We calculate:

B, [1{[r(5)=F(s6)|> A} )= (0

x'~D
< }I}E [T{p(x,v) > A}-p(x,9)]

[ee)

fo xywp p(x,y) > A}-p(x,y) 2 t]dt + L x,l;ﬂljp[ll{p(x,y)> AL-p(x,p) > t]dt

= Pr [p(x,y)>Aldt + j Pr [p(x,y)>t]dt
0 x’yND A xnyD

2 Prlptup = Al + [ Pr o) > tlds
x,y~D 1 xy~D

1 *1 2
<A—+f —dt_—éA.
A2, A
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In order to apply Theorem 1.2 we need to ensure that n > O ( s~mirll{l ) In ( /\'miz{l’e} + 1)) Assum-

ing that n > In(A), with our choice of A it suffices to set ¢ = @( %ln(/\)). Plugging ¢ and A into

(032
o( 5 ) (10)

Observe that the above bound decays as 1/t2. This should be contrasted with Markov’s Inequal-
ity, which would decay as 1/t. Recall the assumption that the variance of p(x,y) is unbounded.
Hence, the variance of f(S) can also be unbounded, and Chebyshev’s inequality could not be
applied.

Theorem 1.2, and simplifying, we get

IA

PrlIf(S) = F(D")[>1]

As we now explain, Inequality 10 can be improved using part 2 of Theorem 1.2. To that end,
for a fixed database S € X", we calculate:

yz~D[ {'f Sty f(s(i<—2))g/\}.|f(s(i<—y))_f(5(i<—z))

<1
< E ,2)] < 1 —dt=2=1.
< E D[py L dtH—j1 tzdt T

In order to apply part 2 of Theorem 1.2 we need to ensure that n > O (m ln( 2 )) For our

choice of A and 7, if n > AIn(1) then it suffices to set ¢j = @( %ln(/\)). Otherwise, if n < AIn(A)

then it suffices to set ¢; = © (% ln(/\)). Plugging (¢o,A) or (&1,A) into Theorem 1.2, and simplifying,
we get

Prilf($)-f@=1]< {

4.3 Example: Triangles in Random Graphs

A random graph G(N,p) on N vertices 1,2,...,N is defined by drawing an edge between each pair
1 <i < j < N independently with probability p. There are n = (I;’) i.i.d. random variables x; ;
representing the choices: x(; ;) = x(;,;) = 1 if the edge {1, j} is drawn, and 0 otherwise. We will use D to
denote the probability Pr,_p[x =1]=p and Pr, p[x =0]=1-p,and let S = (x{lrz},...,x{n,lln}) ~ DM,

We say that three vertices i, j,¢ form a triangle if there is an edge between any pair of them.
Denote fi,(S) the number of triangles in the graph defined by S. For a small constant «, we would
like to have an exponential bound on the following probability

Pr(f,(S) 2 (1+a)- fi,(D")]:

Specifically, we are interested in small values of p = o(1) such that fx (D") = (Ig)p‘?’ =0 (N3p3) =
o(N). The difficulty with this choice of p is that (in worst-case) adding a single edge to the graph
can increase the number of triangles by (N — 2), which is much larger then the expected number of
triangles. Indeed, until the breakthrough work of Vu [17] in 2002, no general exponential bounds
were known. Following the work of [17], in 2004 Kim and Vu [11] presented the following sharp
bound:

11



Theorem 4.3 ([11], informal). Let a be a small constant. It holds that
2772 2072
exp(—@(p N log(l/p <SP21;”[fK3 (1+a)- fx,(D") ]<exp( @(p N ))

In this section we show that our result can be used to analyze this problem. While the bound
we obtain is much weaker than Theorem 4.3, we find it interesting that the same technique from
the last sections can also be applied here. To make things more concrete, we fix

p= N*3/4.

In order to use our concentration bound, we start by analyzing the expected difference incurred
to fk, by resampling a single edge. We will denote 4; ;(S) as the number of triangles that are
created (or deleted) by adding (or removing) the edge {i, j}. That is,

Ai;j(s) = |{€ * Z,] . X{i’g} =1 and X{&j} = 1}'
Observe that a; ;(S) does not depend on xj; j;. Moreover, observe that for every fixture of i < j we

have that a; ;(S) is the sum of (N —2) i.i.d. indicators, each equals to 1 with probability p>.
Fix S = ( X{1,2)r -+ +» X{n=1 n}) €{0,1}" and x’ € {0,1}. We have that

()~ i (5 {z;~x>)|:{ 0 Xy =x

Ai']'(S) , X{i’]’}ix

where S(://=*) is the same as S except with x;,jy replaced with x’. Fix i < j. We can now calculate

E []1 {'fKS(S) - fx, (S({i'f}*x'))| > /\} : |f1<3 fKS( {i,j}ex ))”
= s}%n [Il{x{i,]-}n/} . ]l{Ai’j(S) > /‘\} . Ai,j(S)]
X'~D

= Pr [ X{i ]};tx] . Dn[ﬂ{Ai,j(S)>/\}'Ai,j(S)]

X(ij)x'~D

N
= 2p(1 —p) . (/\ . SF%ﬂ[Ai’j(S) > /\] +J:\ SP£,,[A1](S) 2> t]dt)

<2pN. P :(S) = Al 11
<2pN- Pr [a;(S) > A] (1)

Recall that a; ;(S) is the sum of (N —2) i.i.d. indicators, each equals to 1 with probability p>.
We can upper bound the probability that a; ;(S) > A with the probability that a sum of N such
random variables is at least A. We will use the following variant of the Chernoff bound, known as
the Chernoff-Hoeffding theorem:

Theorem 4.4 ([10]). Let Xy,...,X,, be independent random variables where Pr[X; = 1] = p and Pr[X; =
0]=1-p forsomeO0<p<1. Let k bes.t. p< % < 1. Then,

- k
ZXi >k|> exp(—n-D(EHp)),
i=1

where D(a||b) is the relative entropy between an a-coin and a p-coin (i.e. between the Bernoulli(a) and
Bernoulli(p) distribution):

Pr

D(allp) = a~log(£)+(1 —a)-log(i:la)).

12



Using the Chernoff-Hoeffding theorem, for p>?N < A < N, we have

(11)52pN-exp(—N-D(— (12)
Recall that we fixed p = N~¥4. Choosing A = N/13, we get:
(12) = 2pN -exp(-N - D(N'#/13||N~%%)). (13)

We will use the following claim to bound D ( N’12/13|| N’6/4):
Claim 4.5. Fix constants ¢ > b > 0. For N > max{2V/?,28/(¢=0)} we have that D(N‘b” N‘C) > Sb.Nb.
log(N).
Using Claim 4.5, for large enough N, we have that
(13) < 2pN -exp(-N"/13). (14)

So, denoting A = 2pN - exp (—N1/13), we get that

% Dn[ {[fi(9)- fi (s> A [fi (5)- f (9477 | <

In order to obtam a meaningful bound, we will need to use part 2 of Theorem 1.2. To that end,
for every fixture of S € X" and i < j we can compute

)| < A} (S - e (s9A) | < E[ngp#z)-a)

v,2~D
=2p(1-p)A<2pr=r.

JE [ {ls o - g (ste2)

Finally, in order to apply Theorem 1.2, we need to ensure that n > O( A ln(minkl’gh ))

emin{l,e}t
With our choices for A and 7, it suffices to set ¢ = © (, /%) Plugging ¢, A and 7 into Theorem 1.2,
and simplifying, we get that

P [1fic (8) = fic, (D) = o fi (D)) < exp (-N13).
It remains to prove Claim 4.5:
Claim 4.5. Fix constants ¢ > b > 0. For N > max{2V/?,28/(¢=0)} we have that D(N‘b” N‘C) > % -N-b.
log(N).
Proof of Claim 4.5.

L ) B _ 1-N-b

(N 4) =Nt (v (1)t
gy ) 187 g N
:N—b.log(Nc‘b)+(1 —N_b)~log(1 —I\I]\]C:—b__ll) (15)

13



Using the fact that log(1 —x) > —2x for every 0 < x < 1, and assuming that N > 2!/%, we have
that

(15)2Nb-log(NCb)_z(l_Nb)‘I\;:_b_—ll
_NY 1og(Nf—b)_2.1\If\;_b_—11+2N_b_%
>N 1og(Nc‘b)_2.I\Z]\;—b__ll
>N~ log(NC‘b)_z.I;;f
BT AN (16)

Assuming that N > 28/(=b) we get

(16) > % -N_b-log(NC_b)

2%-N‘b-log(N).

5 Privately Identifying a High-Sensitivity Function

Let S be a sample of n i.i.d. elements from some distribution D. Recall that if a low-sensitivity
function f is identified by a differentially private algorithm operating on S, then wh.p. f(S)

A

f(D") = S’PD" [f(S7)]. In this section we present a simple example showing that, in general, this

is not the case for high-sensitivity functions. Specifically, we show that a differentially private
algorithm operating on S can identify a high-sensitivity function f s.t. |[f(S)— f(D")| is arbitrarily
large, even though [f(S’) — f(D")| is small for a fresh sample S" ~ D".

Theorem 5.1. Fix f,&,B > 0, let U be the uniform distribution over X = {1} where d = poly(1/p),
and let n > O(gl—an(l/ﬁ)). There exists an (&, 0)-differentially private algorithm A that operates on a

database S € ({+1}%)" and returns a function mapping ({+1}%)" to R, s.t. the following hold.
1. For every f in the range of A it holds that Prg,_ym[f(S") = f(U")] < B.

2. Pr s [IF(S) = f(U™M] > B] > 1/2.
fEAs)

Proof. For t € [d], define f; : ({+1}%)" — R as
0 |Zicpnxie| < 20In(2/B)

filxi,.xy) =3 B, Y Xie > V/2n1n(2/B)
=B, Liem)¥it <—V2nIn(2/p)

That is, given a database S of n rows from {+1}4, we define 1:(S) as 0 if the sum of column ¢ (in
absolute value) is less than some threshold, and otherwise set f;(S) to be +B (depending on the
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sign of the sum). Observe that the global sensitivity of f; is B, and that f,(U") = S'IEW [f;(S")] = 0.
Also, by the Hoeffding bound, we have that

Pr [£.(S)=0] <p.

S~ur

So, for every fixed t, with high probability over sampling S ~ U" we have that f,(S) =0 = f,(U").
Nevertheless, as we now explain, if 4 is large enough, then an (¢, 0)-differentially private algorithm
can easily identify a “bad” index t* such that |f;-(S)| = B.

Consider the algorithm that on input S = (x1,x,,...,x,) samples an index t € [d]| with probability
proportional to exp (% |Zie[n] Xi,tl)- We will call it algorithm BadIndex.

By the properties of the exponential mechanism, algorithm BadIndex is (¢, 0)-differentially
private. Moreover, with probability at least 3/4, the output t* satisfies

4
in,t* > max in,t - ~In(4d). (17)

i€[n] i€[n]

In addition, by Theorem 2.6 (tightness of Chernoff bound), for every fixed ¢ it holds that

()

45
As the columns are independent, taking d = 2 (%) , we get that

45
Pr[inltzl.ll- 2nIn(2/B)

i€[n]

Pr[max in,t >1.11- 2n1n(2//)’)]23/4. (18)

i€[n]

Combining (17) and (18) we get that with probability at least 1/2 algorithm BadIndex identifies
an index t* such that

in,t* > 1.11-+/2nIn(2/p) - éln(4d).

i€[n] €
Assuming that n > O(el—zln(l/ﬁ)) we get that with probability at least 1/2 algorithm BadIndex
outputs an index t* s.t. fi(S) = B. O

5.1 Max-Information

In this section we show that algorithm BadIndex has relatively high max-information: Given two
(correlated) random variables Y, Z, we use Y ® Z denote the random variable obtained by drawing
independent copies of Y and Z from their respective marginal distributions.

Definition 5.2 (Max-Information [5]). Let Y and Z be jointly distributed random variables over
the domain (), Z). The f-approximate max-information between Y and Z is defined as

Pr[(Y,Z)e O] -
Ic/i(Y;Z):log sup IE( % )Z 19 P
Oc(Vx2), r[Y®Z O]
Pr[(Y,Z)e0]>p

An algorithm A : X" — F has -approximate max-information of k over product distributions,
written Ifolp(/l, n) <k, if for every distribution D over X, we have Ifo(S;A(S)) <k when S ~ D",
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It follows immediately from the definition that approximate max-information controls the
probability of “bad events” that can happen as a result of the dependence of A(S) on S: for every
event O, we have Pr[(S, A(S)) € 0] < 2k Pr[S ® A(S) € O] + B.

Consider again algorithm BadIndex : ({+1})" — F that operates on database S of size n =
O(}2 In(1/p)) and identifies, with probability 1/2, a function f s.t. f(S) # 0, even though f(S") =0
w.p. 1 — B for a fresh sample S’. Let us define O as the set of all pairs (S, f), where S is a database
and f is a function in the range of algorithm BadIndex such that f(S) = 0. That is,

O={(S,f)e({x1})"xF : f(S)=0}.

If we assume that I;{;(Badlndex, n) <k, then by Definition 5.2 we have:

< P [(SHEOlsé P [(5f)e0)rpsépey

f «BadIndex(S) T~U"
f«<BadIndex(T)

N =

So k > ln(ﬁ) =Q(e%n).
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A Concentration Bounds Through Differential Privacy — Missing De-
tails

Claim 3.3. Fix a function f : X" — R and parameters ¢,A > 0. If M : (X")T — Y is (&,(f, A))-

—

differentially private then for every (f,A)-neighboring databases 5,5 € (X™"T and every function
h:Y — R we have that

E [h@]<e- E [hp)] + (=€) E [l

-

y—M(S) yeM(S) peM(S)
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Proof.

oo 0
E (o= [ Pr (p>zlaz - [ P (hy)<ela:
p—M(S) 0 yeM(S) ooy M(S)
o 0
<ef J Pr [h(y)2zldz — ¢° f Pr  [h(y) <zldz
0 peM(S) oy M(S)
oo 0
:e—e[ J Pr [h(y)>z]dz - f Pr [h(y)SZ]dZ]
0 y(—M(S’) —ooy(—M(S’)
e _e—s)j Pr[h(y) > z]dz
0 y<M(S’)
=e E _[hy)] + (ef—e—f)-f Pr  [h(y) > z]dz
y<—M(S’) 0 yeM(S)
<et E _[hy)] + (ef—e—f)-f Pr_ [lh(y)l > z]dz
}ﬂ*M( /) 0 }1<—M(S,)
=e - E _[hy)] + (=€) E [lh)l]
p—M(S) y<—M(S’)

A.1 Multi Sample Expectation Bound

Lemma A.1 (Expectation Bound). Let D be a distribution over a domain X, let f : X" — R, and let
A, A be s.t. for every 1 <i < n it holds that

E [1f|f(s)-f(s0)

S~D"
z~D

> A} [f(s)- £ (s

]<A, (19)

where SU<?) is the same as S except that the i element is replaced with z. Let A: (X™)T — ([T]U L) be
an (&, (f, A))-differentially private algorithm that operates on T databases of size n from X, and outputs
anindex 1 <t <T or L. Then

CE L= 1) (F(D") = £(S))]| < (¢F =) - An+ 6AnT.
S~p7

te—A(S)

If, in addition to (19), there exists a number 0 < T < A s.t. for every 1 <i < n and every fixture of S € X"
we have that

E [ﬂ{|f(5<iey>)_f(5<i~z>)

v,2~D

< A}.|f(3<i~y>)_f(5<wz>)

] <, (20)

Then,

_E . [L{t = L}-(fF(D") = f(S))]| < (e —e F)-tn+6AnT.
tS<—~.Z(§)

We now present the proof assuming that (20) holds for some 0 < 7 < A. This is without loss of
generality, as trivially it holds for 7 = A.
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Proof of Lemma A.1. Let S = (S1,...,S7) ~D"T be independent of S. Recall that each element S, of
S is itself a vector (Xt1,...,Xt,), and the same is true for each element S/ of S’. We will sometimes
refer to the vectors Sy,..., St as the subsamples 0f§.

We define a sequence of intermediate samples that allow us to interpolate between Sand 5.
Formally, for £ € {0,1,...,n} define St = (Sf, S%) e (X™T where Se (xfl, ,xf,n) and

e _{xt’i K} Z>€

i ’ ;
Xp; o, 1 <?{

X

That is, every subsample S¢ of S? is identical to S; on the first ¢ elements, and identical to S;
—

thereafter. By construction we have S S0 = Sand 5" = §”. Moreover, for every t we have that S{ and

S{=1 differ in exactly one element. In terms of these intermediate samples we can write:

E E_[ljt= L}-(f(D”)—f(St))]’

S~DnT e A(S)

= E .
S~pnT t<—A( )

wu}( E [f(S ]—f(&))”

S' pnT

=|.E B E [1{t=L1}-(f(S)-f(S)]
S~DnT  te—A(S) S'~DnT

-1y B =L (7ish) - fsE7h)]

(e S5~ t<—A
<L;

teln)

[n{tu} (FsH=f£sH)]

55 ~D"T t<—.A

e B B [11 te 1) (f(Sf)—f(Sf‘l))]‘ (21)

Given a multisample S = (S1,...,S7) € (XMT, a vector Z = (z;...,z7) € X', and an index
1 <k < n, we define S*2) to be the same as §except that the k" element of every subsample S; is
replaced with z;. Observe that by construction, for every ¢,Z we have St(t=2) — §t-1,(t<2), Thus,

(2= )

=

%%IE E IE%
S,S'~prT Z~DT e A(S)

1t = J_}.(f(sf)_f(sf,(&—Z))]_ﬂ{t > L}.[f(Sf—l)—f(Sf 1(&-2))]”.

(22)

Observer that the pairs (§ , §€) and (5), Stlt=z )) are identically distributed. Namely, both S and

Stlt=2) agree with S on the last (n —{) entries of every subsample, and otherwise contain i.i.d.

samples from D. Hence, the expectation of (f(Sf) -f (Sf’(e(_z))) is zero, and we get
22=) | E E_E_|lft=1}: [f(sf‘l'(gﬁz))—f(sf‘l)]”. (23)
(eSS~ Z~DY 1 A(S)
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Observer that the pair (§€_1,§) has the same distribution as (§, _)5_1). Specifically, the first
component is nT independent samples from D and the second component is equal to the first
component with a subset of the entries replaced by fresh independent samples from D. Thus,

1{tu}-[f(s§"“2))—f<st> H

(23) = ) E E
ZEZ[n’] R nT Z~DT t(_A(Sf—l)

max,ue(r)|f (S5 1) = F(SE)I <A

<) E |1 and . B
= $r.pnt Z~DT (t—2) t(—A(gl’l)
max,reqr) f (S ) - F(Swl <2

maxer)1f (S51) = (S5 > A

+ E |1 or -max |f
fEZ[n'] §§/~’DnT Z~DT (f(—Z) MG[T]
maxeqr)|f (S ) = F(Sll > A

(24)

When max,,[t] If(SE71) = £(SE,)| < A we now use the properties of algorithm A to argue that
A(S_)e‘l) £ A(§€). Be Claim 3.3 we get that

maX,,e[T] IF(SE = FSEI <A ]
< E |1 and - E ]l{t:tJ_}-(f(S§€(_Z))—f(5t)]l
(t—2) t—A(SY) |

maxmem |f(Sm )_f(sm)| <A

max,er)|f(Sh ) = f(Sp)l < A
F(ef—et) E E |1 and . E []l{tiL}-'f(S;g(_Z))—f(St)

§§/~DHT Z~DT (f(—Z)
maXme[T) If{Sm —f(Sul<A

le(n]

maXer)f (S5 1) = (S5 > A

+ E E |1 or - max |f

§,§~pit Z~DT (2 melT]

We can remove one of the two requirements in the indicator function in the middle row (this
makes the expression bigger), to get:
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max,e(r)If (S5 = F(SEI< A
< E |1 and 1t = 1) (f(s}“z))—f(st)ﬂ
tepm [S5~p T 2Pt (tZ) t—A(SE)
ma,erIf (S5) = F(Swl < A
+(ef =) E E E ]l{max |f( “*Z’)—f<sm)| < /\}-]l{t - J_}.'f(Sﬁg(_Z))—f(St) ]'
§’§/~DHT Z~DT t(_A(§€) mE[T]

l€e(n]

maxXuer|f (S5 ) = f(Sp)l > A

+ IE E (1 or -max |f

§:§/~DnT Z~DT €<—Z
(<t max e If (S5 )= F(Swl > A

(4
Furthermore, we can replace 1 {maxme ) If (Sm&

)—f )| < /\} in the middle row with the
weaker requirement — just for the specific t that was selected by algorithm A. This yields:

(26)
max,e7|f (S5 = f(Se) < A

< E |1 and . E

E E_E [n{|f(s§€“z))—f<sf>|sA}~n{tu}.|f(s£€“z’)—f<st>

S~ Z~DT e A(SY)

max,e(r|f (S51) = F(SL)I> A
(27)

+ E |1 or -max |f
(t—2) me[T]
maxreqry (S )= F(Su)l> A

—

Using the fact that the pairs (§, S%) and (§€, §) are identically distributed, we can switch them
in the middle row, to get
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maxer)|f (S5 = f(SE)I < A

< E 1 and
(tZ) ) t—A(S)

maxperryIf (S )= F(Swl < A

max,er]|f (S5 ) = f(Sp)l > A
(28)

£ ) £(sm)

+ E E |1 o1 - max

S,S'~pnt Z~DT (tez me[T]
‘et maxpeqr)|f (S ) - £(Sll > A

Using our assumptions on the function f and the distribution D (for the middle row), brings

us to:

(28)
max 7] |f (S 1) = F(SEI< A
<) LB EN and LB i), (f(siM))—f(s»]l
Ce[n] |22~ MaX (1 |f( €<—2) £, <A <A

max,ue(r)|f (S5 ') = f(SE)I> A
+ E E |1 or - max |f (29)

Sropnt  Z~DT (t—2) me[T)
maXye[T) |f( ) f(sm)| >A

] (s} = £sm)
tefn) |5

Our next task is to remove the indicator function in the first row. This is useful as the pairs
(57, 5)(&_2)) and (§€, §) are identically distributed, and hence, if we were to remove the indicator
function, the first row would be equal to zero. To that end we add and subtract the first row with
the complementary indicator function (this amounts to multiplying the third row by 2). We get
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E E
§’§/~DHT Z~DT t

(29)< )

le[n]

+(ef—e )nt
max,e7f (S5 = f(Se)l > A
+2:) | E E |1 or - max |f

S SopnT Z~DT (t—2) me([T]
masepry 1 (S~ ) = F(S.)1> A

temn)|5°

Now the first row is 0, so

(30) = (e —e )nt
maXuerr) |f (S 1) = f(Sh)l > A
+2. Z E E |1 or - max |f

‘},\,DKT Z~DT €<—Z)
maxpeqr)|f (S ) = £(Sll > A

tem) |5

(31)

We can replace the or condition in the indicator function with the sum of the two conditions:

(31) < (ef —e )nt

+2- E E []l{max £t f(sf;)|>A}.max f(s,‘f“z’)—f(sm)]
fe[n] §,§/NDUT Z~DT me mE[T]
(€—2) (mZ))
2- E E |1 - f(S Ap- S —f(S 32
v Zsimﬁ MT[ {nr;éaxv( - £(Sul> };2?%3 £(sh)- £ m>] (32)
In the third row, we can replace max,,¢[7) with )17, to get
(32) < (ef —e F)nt
2. | E B l{max|f (L1 f(S,f1)|>/\}-max f(s,‘,f“z))—f(sm)”
Ze[n] S S/ ~pnT Z~D mE[T] mE[T]
(l<2) €<—Z
2. E B [{ir(s57)- s> ) (s f<sm>]‘ (33)
(eln)me[T) 15,5 ~DT 2~
Applying our assumptions on f and D to the third row brings us to
pplying P 8
(33) < (e —e “)nt+2nTA
12 1 (SEY) = f(sE)> AL (s“’“z))— 5
. {%ﬁf £S5 } ma [ (55°7) - )
(34)
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The issue now is that the expression inside the indicator function is different from the expression
outside of it. To that end, we split the indicator function as follows:

(34) < (ef —e “)nt+2nTA
max,e(r) | f (S5 1) - (S5 > A
2 LB B e max | (51577~ £(5,)
Le[n] ig ~pnT  Z~DT (t—2) me|T]
maxe[r] |f (Sm )—f (Sm)| > A
maXuer)|f (S5 ) = f (Sl > A
2 Lk T e max | (S55) - £(5,)
] 2) melT]
MaXyeT] f(Sm )—f(Sm) <A
<(ef—e“)nt+2nTA
— (b=2) (¢—2)
2. E E |1 S )= (S| > A Bt
’ é,; §3~pm 27| {nﬂ?ﬁf( w )G } max [f\Sm )= £ m>]
+2. Z E E ]l{rnax IF(SE) f(551)|>/\} max F(SEY) f(S,‘fl)IH
§&~pnt Z~DT me[T] me[T
le[n] >’ L
<(ef—eF)nt+6nTA.

A.2

Theorem A.2 (High Probability Bound). Let D be a distribution over a domain X, let f : X" - R,
and let A, A, T be s.t. for every 1 <i < n it holds that

e {lre-

z~D

Multi Sample Amplification

1<—z)

)| > A} [Fes)-
and, furthermore, VS € X" and V1 <i < n we have

yz~D[ {|f sliey)) f(s(i<—z))

where $U'=?) is the same as S except that the i*"
that

< A}.|f(5<i~y>)_f(5<iez>)

]ST,

element is replaced with z. Then for every € > 0 we have

provided that n > O(
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Proof. We only analyze the probability that (f(S)— f(D")) is large. The analysis for (f(D")— f(S))
is symmetric. Assume towards contradiction that with probability at least T We have that

f(S)—f(D") > 6(ef —e ¢)rn. We now construct the following algorithm B that contradicts our
expectation bound.

Algorithm 2 B

(e"—e‘*')rJ.

Input: T databases of size n each: S= (S1,...,S7), where T = [ =X

1. Set H={L1,1,2,...,T}.

2. Fori=1,..., T, define q(§,i) = f(S;)— f(D"). Also set q(g, 1)=0.

3. Sample t* € H with probability proportional to exp (;—/\q(S_), t))
Output: t.

The fact that algorithm B is (¢, (f, A))-differentially private follows from the standard analysis
of the Exponential Mechanism of McSherry and Talwar [14]. The proof appears in Claim A.4 for
completeness.

Now consider applying B on databases S=(Si,...,S7) containing i.i.d. samples from D. By our

assumption on D and f, for every t we have that f(S;) — f(D") > 6(e® — e™¢)tn with probability at

7A (ef—e™)T

least eenc By our choiceof T = [ =% J, we therefore get

Pr
§~DnT

N =

te[T] €—e¢

S DM > 6(ef —e~¢ >1-11 7A T>
max [£(5,)— F(D")} = 6(c" e >rn]_ —( —(e—)r) >

The probability is taken over the random choice of the examples in S according to D. Thus, by
Markov’s inequality,

E Snll= E
§~DnT I:I}é?_lx {q( )}] §~DHT

max{O , max (f(S;) —f(D))}] >3(ef —e “)tn. (35)

te[T]

So, in expectation, max;cy (q(§, t)) is large. In order to contradict the expectation bound of
Theorem A.2, we need to show that this is also the case for the index ¢* that is sampled on Step 3. To
that end, we now use the following technical claim, stating that the expected quality of a solution
sampled as in Step 3 is high.

Claim A.3 (e.g., [2]). Let H be a finite set, h: H — R a function, and 1 > 0. Define a random variable
Y on H by Pr[Y = y] = exp(h(y))/C, where C =} ey exp(nh(y)). Then E[h(Y)] > max,cy h(y) -

1
i In|H].
For every fixture of S, we can apply Claim A.3 with h(t) = q(§, t) and 17 = 57 to get

VE [ = t*gH[ﬂ{t* * 1]+ (£(Sr) = F(D")] > max(0, g[aT>§<f<st>—f<D”>>}—%ln<T+ 1).

Taking the expectation also over S~ we get that

_E [ll{t*iJ_}.(f(St*)—f(Dn))}] > E [max{o, max(f(St)—f(D”))}]_an(TnLl)
S~pT S~DnT te[T] €
t*<—8(§)

> 3(e€—e7€)’m—%ln(T+1).
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This contradicts Theorem A.2 whenever n > E(ei;\,g)r In(T+1)= E(egzz\,f)T In( (eé_;;ﬁ +1). O

Claim A.4. Algorithm B is (¢,(f, A))-differentially private.

Proof. Fix two (f, A)-neighboring databases Sand §’,and let b ¢ {L,1,2,...,T} be a possible output.
We have that

o exp(35-q(S,b)

Pr[B(S) = b] (36)

N

 Yaenexp( -4(S,a))

Using the fact that Sand §” are (f, A)-neighboring, for every a € H we get that q(5’,a) - A <
q(g, a) < q(S_)’, a)+ A. Hence,

2
= e -Pr[B(S") = b].
For any possible set of outputs BC {1,1,2,...,T} we now have that

Pr[B(S)e Bl=) Pr[B(S)=b]<) ¢ -Pr[B(S) =b]=Pr[B(S") € B].
beB beB
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