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Abstract ordinary peopleare beginning to commit precious,ir-

The rise of ubiquitouscomputinghas createda need
for wide-aeadurable storage. We proposea modeland
interface for suc an archival systemthat stores data
in adurable verifiablg available andself-maintainable
manner We arguethat sud a systencan be createdby
usingnoveltecniquesof erasuie codessecue hashing
and decentalized wide-area location infrastructuesto
distributefragmentsacrossthewide-araonanarbitrary
setof serves. Thismodelallowsfilesto remainavailable
evenasserves fail. Finally, weimplemensSilverbadk, a
prototypearchival systenusingthemodelthatwe devel-
oped,andmeasueits performance

1 Intr oduction

Theworld is undegoinga secondligital revolution. The
first beganwith the advent of the computey which rad-
ically changedmanufcturing, information processing,
andscientificende&or. The secondhasbeenfar more
subtle and at the sametime more penasie — the rise
of ubiquitouscomputing. With the break-neckpaceof
miniaturizationandconcomitantecreasén power con-
sumptioncomputationatievicesarerapidlyfindingtheir
way into the very fabric of lives: in cars,walls, cloth-
ing, andmaterials.Evenmoreastonishings thefactthat
gigabytesof informationcannow be deployedin small
disposabledevices. We canonly guessat the ultimate
ramificationsof this technology

Oneconsequencef inexpensve storageand compu-
tationis thatonlinedigital datais rapidly replacingother
formsof archval storage.This transformatioris atonce
a greatopportunityand a greatliability — while digital
informationis far moreflexible to manipulatethan(say)
paper it is also easily destryed. This problemof in-
formationfragility is reachingcritical proportions since

replaceablanemories(suchas photos)to digital form.
Consequentlywe asserthatthe mostpressingquestion
in the ubiquitouscomputingrevolution is: whee does
persistentinformationreside?

This paperis aboutpersisteninformation. The con-
structionof a highly-available persistenistorageinfras-
tructurepresentsnary complec issuessuchassecurity
consisteng, performanceavailability, andarchival dura-
bility. Systemssuchas Farsite[1] and OceanStorg7]
attemptto addressll of theseissuessimultaneouslyIn
this paper however, we will focuson onesingleaspect:
version-basedrchial storage We will presenburmus-
ingsin the contet of Silverback,a global-scalearchial
systemunder constructionhere at Berkeley. The pur-
poseof an archival systemis to durably storeinforma-
tion from mary users;durablein this context may mean
centuriesor millennia. An ancillarydesireis thatof time
trave[15], namelythe ability to reconstructhe view of
anarchiveddocumentasit appearedt ary time during
its lifetime. In today's world of ubiquitouscomputing,
we caneasily considerthe possibility that every person
in theworld may wish to archive information. Thuswe
wish to considersystemsthat scaleto 10'° usersand
store(perhapspnemole’ of bytes(6x 10?%).

The ubiquitouscomputingvision suggestsan on-line
archial system ratherthansomethingmoretraditional,
suchastape. Thereare at leastthreereasondor this.
First, a ubiquitousarchival systemmustbe ableto com-
mit information at high ratesfrom numerousdevices.
This implies the collaboratve effort of mary seners
writing to spinningstorage(for bandwidth)and use of
massve redundang with continuousrepair(for durabil-
ity). Secondubiquitousdevicesmight be unreliableor
possesdimited storage;this suggestghat devices will
make frequentuseof onlineretrieval of archival informa-

1A moleof bytesis not aslarge asit might seemseeSection3.5.



tion. Finally, tapestoragedensityis not keepingup with
the 18-monthdoubling period of disk capacity Hence,
archiving informationto spinningstorageis rapidly be-
comingtheonly optionfor archival storage.
Steppingbackfor amomentwe canlist severalprop-
ertiesthatwe desirefrom a global-scalearchival system:

e durability: Datais storedfor long periodsof time —
decadesgenturiespr evenmillennia.

o verifiability: Informationshouldnot subjectto sub-
stitutionattacks.

e availability: Datais accessiblemostof the time,
where“most” is definedin mary 9's of availability.

e maintainability The systemrecoversfrom sener
andnetwork failures efficiently incorporatenew re-
sourcesand adjustto changingusagepatternsall
without manualintervention.

e atomicity Eachupdateis appliedatomically with-
outinterferencdrom otherpendingupdates.

¢ performance Responséime is boundedanddeter
ministic — consistentvith online storage.

This paperwill describehow to constructa systemthat
meetsall of theserequirementsvhile maintainingscala-
bility to billions of usersandmolesof bytes.

The restof this paperis organizedasfollows: First,
Section 2 presentsessentialelementsof our archial
model, completewith a minimal setof archial opera-
tions. Next, Section3 exploresrequirementandcoding
techniquego achiere deeparchival storage, i.e. infor-
mationthatremainsunchangedor millennia. Section4
discusseghe designand implementationof the Silver-
backarchial system,while Section5 exploresthe per
formanceof this system.Section6 setssomefuture di-
rectionsand Section7 discusseselatedwork. Finally,
we concludewith Section8.

2 Archival Model

In this paperanarchiveis alinearly orderedsequencef
versions whereeachversionis a read-onlysequencef
bytes.New versionsmaybe addedto theendof thever
sionsequencéhroughupdateoperationseachof which
generates new version. Datamay be readfrom a spe-
cific versionthroughread operations.Eachversionis a
stand-alonentity andis abstractlyunrelatedo arny pre-
vious versions.For concretenes@n archive mightbea
file, adirectory, or adatabaseecod. Archivesmayalso
containthe nameof otherarchives.

We will assumethe ability to generateglobally-
unigueidentifiers(GUIDs); we will discusshe specifics
of GUID generationin Section 3.2 and Section 4.3.
Archives are uniquely specifiedby archive GUIDs (A-
GUIDs). Every versionof every archive will alsohave
a uniqueversion GUID (V-GUID). While V-GUIDs are
globally uniqueacrossall archives,version-IDsareonly
uniguewith respecto a specificarchive.

When multiple updatesare simultaneouslysubmitted
toanarchie,anentityin thenetwork, calledaserializer,
must provide atomicity This serializertakes eachup-
date,atomically appliesit to the archive (including ary
operationsrequiredto make this updatedurable),then
generates new V-GUID. Consequentlywhena client
seekshe mostrecentversionof anarchive, a requests
sentto the serializerto obtainthe V-GUID of this latest
version.More generally the systemprovidesa mapping
suchthat, givenan A-GUID andsomeversioninforma-
tion (for instanceatimestamp)the GUID of a particular
versioncanberetrieved.

A global-scalearchival systemmustincludearouting
infrastructurecapableof forwardingrequestgso appro-
priateseners.Requestsor differenttypesof GUIDs are
handleddifferently;, so all requestswill be taggedwith
theirtype. While the natureof theroutinglayeris anim-
plementationdetail, a good implementationcan signif-
icantly improve the performanceof the archival system.
Additionally, acachinglayermasledby theroutinglayer
cangreatlyimprove the lateng to data;notethat cache
consisteng is greatlysimplified sinceall requestgor in-
formationareagainstspecificversionsof anarchive.

2.1 Archival Interface

In this section,we will list the operationghat mustbe
presentin an archival system. First, to generatea new
archive, a usermustspecifya human-readableamefor
thearchive,theusersidentity asa public key, anda pub-
lic/privatekey pair for the signingof commits:

create(name, identity, keys) = A-GUID

An emptyfirst versionis producedaswell. We assume
that userskeepthe A-GUID of one“root” archive with
themat all times. This canbe usedto constructan ar
bitrary, hierarchicalnamingstructurein which to store
mappingsbetweeruserrelative namesandtheir associ-
atedA-GUIDs.

To readdata,we assumehat a client providesa V-
GUID anda specificatioraboutwhich datato read:

read(V-GUID,  offset, length) = data

This operatiorreturnsdatafrom the specifiedversion.



New versionsanbeeitheruniqueor derivedfrom pre-
viousversions We highlightthreedistinctupdateopera-
tionsin thefollowing: write()  , append (), andmod-
ify() . Eachof theseoperationggenerates new ver-
sion of an archive, returninga V-GUID in the process.
First, to generatea completelynew versiona write()
operationis used:

write(A-GUID, data) = V-GUID

This operationcommitsa new versionof thearchive. A
secondype of updatetreatsthe archive asa permanent
log:

append(A-GUID, data) = V-GUID

This operatiorappendsiew informationto theendof the
mostrecentversion. Note thata persistentog is a fun-
damentatomponenbf mary distributedalgorithms.Fi-
nally, we provide the ability to derive anew versionfrom
apreviousversionthroughthemodify()  operation:

modify(V-GUID, offset,
= V-GUID or nil

data, allowbr)

Theallowbr flagdenotesvhetheror notwe allow this
operationto generate versionbranch.Branchingwould
occurif theV-GUID is notthelatestfor thearchiveatthe
time this operationis serialized;if this happensandthe
allowbr flagissettofalse ,thenthemodify() op-
erationwill returnnil?. It is upto userto placeadditional
semantic®ntop of branchesf they occut

Finally, we provide query operationgo acquirespe-
cific versioninformationfrom a givenarchive. Thefirst
form returnsthelatestV-GUID from a givenarchie:

query(A-GUID) = V-GUID

This returnsthe latestV-GUID at the time that the re-
guestreacheghe serializer The secondorm of query
is moregeneral:

query(A-GUID, Spec) = V-GUID

This takes a specifierfor a version (which may be a
timestamp,version-1D, or other meansof identifying a
version)andreturnsanappropriate/-GUID.

2.2 Example

Figure 1 providesa pseudo-codelescriptionof how to
usetheinterfaceof Section2.1to back-upafile system.
Althoughsimplistic,this exampleillustratesa numberof

2Note that settingallowbr  to false allows read-modify-write
operationson low-conflict archives. Higher ratesof conflict canbe
handledwith anappend-onlyoggingmethodology

ARCHIVEFS(dir, A-GUID)
V-GUID « query(A-GUID);
foreach(file in dir)
name= “dir/file”;
record<— SEARCH(V-GUID,name);
if (isnull(record))
FILEGUID <« creatgname,identitykey);
record<— { name FILEGUID, 0 };
appendA-GUID, record);
else
FILEGUID <« record.aguid;
endif
if (record.timestampgt stattime(file))
record.timestamp- stattime(file);
appendA-GUID, record);
if (isdirectory(file))
ARCHIVEFS(nameFILEGUID);
else
write (FILEGUID, contents(file));
endif
endif
endfor

Figure 1: Archival File Badkup: Inputs are a top-level
directoryand A-GUID for thatdirectory We maintaina
simplename— (A-GUID, timestamp)mappingasalin-
earstructurethatis traversedoy the SEARCH() function.
Changedo this mappingare performedby appendinga
new mappingfor the givennameithisis simplebut inef-
ficient. Mappingsareinsertedasrecordsthataretriplets
with threefields: name aguid, andtimestamp

importantpoints. First, we generatea separaterchive

for every directory and every file. Second,directories
areapplication-leel associatie mappingdetweeruser

relatve namesand the A-GUIDs for that name. This

exampleprovidesa very primitive lineararrayfor name
resolution;useof the modify()  operationwould per

mit more efficient hash-tableso be constructed. Note
alsothatthis exampleprovidesnofile deletionoperation.
Third, recognitionof changess doneby the application
(in this casethroughtimestamps)not by the system.Fi-

nally, by reusingthe A-GUID for afile with eachchange,
we associatall versionsof afile with oneanother

3 DeepArchival Storage

Given the model in Section 2, we now describethe
mechanismswvhich malke a wide-areaarchial system
possible. Thesemechanismsnustprovide high levels of
durability andavailability, while ensuringusers’datain-



tegrity 3. In particulag we mustuseexplicit redundang
andgeographidistribution of datato protectdataagainst
inevitable hardware failuresand maliciousthreats,and
use cryptographicallysecuremechanismgo guarantee
theimmutability of read-onlydata.

3.1 A Casefor Erasure Codes

The mostcommonmethodsusedto achieve high dura-
bility of dataarecompletereplicationandparity schemes
suchasRAID [16]. Theformerimposesextremelyhigh
storageoverheadsizein storageis severalfactorslarger
thanoriginal data),while the latter doesnot provide the
robustnessecessaryo survive high rate of failuresex-
pectedn thewide area.Erasurecodesareanalternatve
to theseclassicmechanismavhich provides extremely
high durability andavailability withoutimposinganun-
reasonableverheadn storagespace.

Usingerasureodesausercanbreakup anobjectinto
n fragmentsandrecodetheminto kn fragmentswhere
k > 1. Suchencodingncreaseshe sizeof thedataby a
factorof k. Wereferto 1/k astherateof encoding.The
key strengthof erasurecodesis that the original object
canbereconstructedrom anyn fragments.

There are a number of erasurecodeswith differ-
ent performancecharacteristics. Some, such as Tor-
nadoCodes|[8], scalelinearly with the numberof frag-
ments. Tornadocodesin particular can reconstructan
objectvery quickly, but do so only with high probabil-
ity and only in the presenceof slightly more thanone
half (for rate one-half)of the fragments. Theseproper
ties make TornadoCodesappropriateonly when large
numbers(hundredsto thousandspf fragmentsare be-
ing produced.The “Reed Solomon”[11] family of era-
surecodesare popular but have encodingtime scaling
guadratically makingthem practicalonly for relatively
small objects. Becausave encodesmall blocksin Sil-
verbackwe choseaneffiecientversionof ReedSolomon
calledCauchyReedSolomoncodes.

3.1.1 Availability

Erasurecodingexploits the statisticalstability of alarge
numberof independentomponentsThe availability of
an objectincreaseswith the numberof fragmentsand
rateof encoding.As thefractionof thefragmentseeded
to reconstrucian objectdecreasegrobability of reach-
ing enoughfragmentdor reconstructionncreasesSim-
ilarly, asthe numberof fragmentsfor an objectgrows,
the probability that not enoughfragmentsare available
for reconstructiordueto network partitionsandmachine

SPrivagy of datacanbe enforcedby end-to-endencryption.
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failuresdecreasesThe availability of an objectcanbe
summarizeasbelow:

P, probabilitythatanobjectis available

ry  maximumsafenumberof unavailablefragments
f  totalnumberof fragments

n  totalnumberof machinesn theworld

m  numberof currentlyunavailablemachines

& D)
P S

Thisformulastateghattheprobabilitythatanobjectis
availableis equalto the numberof waysin whichwe can
arrangeunavailable fragmentson unreachableseners,
multiplied by the numberof waysin which we canar-
rangeavailablefragmentson reachableseners, divided
by thetotal numberof waysin which we canarrangeall
of thefragmentson all of the seners.

For instance,with a million machines,ten percent
of which are currently down, simply storingtwo com-
plete replicasprovides only two nines (0.99) of avail-
ability. A 1/2-rateerasurecoding of a documentinto
16 fragmentsgives the documentover five nines of
availability(0.999994), yetconsumeghesameamouniof
storage With 32 fragmentsthe availability increasedby
anotheifactorof 4000,supportingheassertiorthatfrag-
mentationincreasesavailability. Thisis a consequence
of thelaw of largenumbers.

)

3.1.2 Durability

An analysis of the MTTF of fragmentsand frag-
mentedobjectsis alsoessentialn motivatingdistributed
archives. Disk failure distributions obtainedfrom [10]
and shavn in Figure 2 indicate that while disks have
someinfantmortality, a high numberof themsurvive the
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durationof their servicelife of five years. Using these
numberswe determinedhatthe ageof a randomlyse-
lecteddisk wasuniformly distributedfrom zeroto sixty
months.Thisallows usto calculatethe expectedifetime
of afragmentafter disseminationandultimatelyto cal-
culatethemeantimeto failureof anentireobject.We ac-
ceptthesimplifying assumptiorthatall fragmentsvould
fail independentlyno seners behae maliciously and
that the repairmechanisnmwould (if the objectwasstill
alive), periodicallyreconstrucandre-disseminatevery
fragment. Our parameteréncludethe rate of encoding
(1/2), the numberof fragments(varying from 4 to 64
in incrementsof 4), andthe length of the repairepoch
(varyingfrom 1/4 monthsto 4 monthsin incrementsof
1/4 month).

Figure 3 shaws the resultsof our calculations. The
scaleof the MTTF axisis exponential indicatingthatthe
MTTF of objectsscalessupetlinearly with the inverse
of the repairepoch. A more exciting resultis that the
MTTF of objectsscalesexponentiallywith the number
of fragmentsWith twelve fragmentsandarepairtime of
two weeks,we seethatan objecthasan MTTF of over
onehundredbillion years.

3.2 Verification Scheme

Erasure coding requires the precise identification of
failed or corruptedfragments. As a result, the system
needgo detectwhena fragmenthasbeencorruptedand
throw it away. We thereforeintroducea secureverifica-
tion schemdor fragments.

For eachencodedblock, we createa verificationtree
over its fragments. Figure 4(a) is a binary verification
tree. The schemeworks asfollows: We producea hash
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Figure4: A \erification Treeis a hierarchicahashover

the fragmentsof the blow. The top-mosthashis the
block’s GUID.

over eachfragment,concatenatéhe correspondindpash
with a sibling hashto producea higherlevel hash,we
continuethe algorithmuntil thereis atopmosthash.We
thenstorewith eachfragmentall of the sibling hashego
thetopmosthash,a total of log n hasheswheren is the
numberof fragments Figure 4(b) shavs the contentsof
a “disseminatiorfragment”. The hashat the root of the
treeis the nameor GUID of the block. To ensurethat
otherdatadoesnot hashto the sameGUID, we usethe
SHA-1[9] securehash.

Onreceving afragmentfor recoalescingaclientver
ifies it by hashingover the dataof the fragment,con-
catenatinghat hashwith the sibling hashstoredin the
fragment,hashingover the concatenationand continu-
ing this algorithm until thereis a topmosthash. If the
final hashmatcheshe GUID for theblock, thenthefrag-
menthasbeenverified; otherwise the fragmentis cor-
ruptandshouldbediscarded.

3.3 Dissemination

The serializer must store fragmentsin a mannerthat
avoids correlatedfailures. Otherwise the statisticalad-
vantagesof erasurecoding becomesgreatly reduced.
Correlatedfailures can occur, for instance,within ge-
ographicregions or administratve domains. Avoiding
correlationis importantenoughthat we devote a com-
pletesectionto thisin Sectior4.3.1.

3.4 Repair

Crucialto theimplementatiorof a durablearchval sys-
temis the useof efficient, robustrepairalgorithms.In a



distributedarchial systemwith the previously discussed
properties thereare threebasictypesof repairmecha-
nisms: local fragmentmaintenance passivedetection
and active sweep Senerscan performlocal fragment
maintenanc®y periodicallycheckingtheintegrity of lo-
cal fragments. When senersfail, however, the system
requiresa distributed schemeto detectlossof fragment
availability. If neighbornodesmonitortheir peersthey
caninform interestedartieswhencertainfragmentsare
no longeravailable. Yet eventhis schemefalls shortin
the presencef maliciousseners. A periodic sweepof
all thefragmentdy someentityis requiredto completely
protectagainsia catastrophidossof data.

Passve detection,notification,and active sweepsare
simplified by the existenceof someentity chagedwith
the survival of a users data. A ResponsibldParty is a
serviceprovider paid by usersthat plays sucha role.
Becausadt is a serviceprovider, the ResponsibleParty
canremainonline continuously andthusreceve notifi-
cationsof fragmentfailuresaswell asperiodicallysweep
throughusers’data.

3.5 A Mole of Bytes

Humanitycurrentlygeneratesin estimated. .5 exabytes
of dataperyear An archival systenshouldbedurableon
the orderof 1000 years soa capacityof over 102! bytes
is desirable This numberis closeto onemole(6 x 10%3)
of bytes. The mechanismslescribedn the preceeding
sectionsgcombinedwith theincreasingcapacityof disks
andnetworks, make it possiblefor the first time to pos-
tulate the storageand maintenanceof a mole of bytes.
Put anotherway, what arethe resourcesxeededo pre-
ventthelossof a singlebytein a mole of bytesfor one
thousandyears?Assumingthat encodedbbjectsfail in-
dependentlytheanalysisperformedfor a singleobject’s
MTTF canbeextendedo ary number b, of objectssim-
ply by taking the b** root of the desiredprobability of
failure (in our case, 5).

Using the repair schemedescribedin Section3.1.2,
with sixty-four total fragmentsarate1/4 erasurecode,
anda repairepochof ten months,a mole of bytes(bro-
ken up into 4kB blocks, can be expectedto fail after
twenty-seenthousand/ears. The repairmechanisnfor
a mole of bytesrequiresthat one billion billion bits be
transferredper second. If we assumehatthereareten
billion machinesin the world, the bandwidthrequired
per machineis thereforeone hundredMbs. This num-
beris within oneorderof magnitudeof today’s network
capacity indicatingthata wide-areaarchival systemcan
successfullyscaleto serviceone mole of bytes. Scala-
bility becomeseven more feasiblewhen more efficient
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Decoder | | |Encoder/Decoder|
Network | Network |
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Figure5: Archive Architecture

repairschemesreused— schemesvhich only transfer
fragmentswhich requirereconstitution. Additionally, as
network bandwidthgrows with Moore’s Law, increasing
numbersof byteswill becomamaintainable.

4 Implementation

Figure 5 shaws the architectureof the prototypeSilver-
backarchial system. The wide-areadocationandrout-
ing infrastructureshownn in the middle of the architec-
ture is Tapestry[17], a wide-arearouting and location
infrastructurediscussedn greaterdepthin Section4.2.
All nodesin our implementationcommunicatethrough
Tapestry sothatthe setof storageseners(shavn atthe
bottom of the figure) which storefragmentsfrom a sin-
gle objectcanall becontactedy asinglemessageEach
nodein the network cansene asa client, a serializer a
storagesener, or asary combinationof theseroles. We
have shavn nodegtaking on singlerolesfor simplicity.

In this sectionwe discussour implementation®f the
componentaindinterfacesoutlinedin 2 and3. We begin
our explainationwith thearchial objectstructurein 4.1,
thenTapestryird.2, next the serializerin 4.3, andfinally
maintainingthe systemin 4.4.

4.1 Archival Object Structure

Figure 6 presentgyraphicallythe centraldatastructure
usedby the Silverbackarchval layer. At the heartof
this structureis the data B-treg a corventional B-tree
with blocks of datastoredat the leaves. This structure
is shavn in the figure inside the dashedbox. As in
databasesll blocksof the B-treesneednotbecolocated
at all times. To ensurethe integrity of blocks prior to
archval, the dataB-tree usessecureSHA-1 hashespr-
ganizedasin Section3.2, to referto othernodesin the
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tree.

ThedataB-treeusesa copy-on-writemechanismThe
serializeroperate®n the dataB-tree, utilizing the copy-
on-write mechanismto transformthe objectfrom one
consistentstateto the next. Becauseof the properties
of the copy-on-writemechanisma smallupdateonly re-
quireschanginga numberof blocksequalto the height
of thetreeandboththe old versionandthe new version
areaccessibldy referencingheir distinctroot nodes.

As the serializerproducesew versionsof the dataB-
tree, it passeghe new versionto the archival layer for
chedpointing A chedkpointis a self-containedbjectin
thearchive;thatis, it canbereconstructedavithout refer
enceto otherversionsor thelog (to bediscussedbelow).
To createa self-containedarchive, the archial layer de-
scendghetreearchiing blocksasin a pre-ordertraver-
sal;thatis, all child blocksarearchivedbeforetheir par
ent. For archive,a block is erasureencodedo producea
numberof encodedragments Theseencodedragments
arehashedusingthe SHA-1 algorithmto producea ver-
ification tree, as describedn Section3.2. The hashes
neededo verify anencodedragmentarecombinedwith
the encodedragmentto producea disseminatiorfrag-
ment or simply fragment The root hashproducedby
theverificationtreebecomeshe name or GUID, for the
block, andeachdisseminatiorfragmentof that block is
namedby that GUID. This GUID is storedin the par
entblock sothatavalid, permanenteferences archived
whentheparents archived. In Figure6, versionsls and

V1o have beencheckpointedandthe full encodingpro-
cesshasbeenshawn for blocksd; anddy.

Evenwith the copy-on-writeoptimization,ary change
to a dataobjectrequiresencodingandarchiing at least
a numberof blocksequalto the heightof thetree. For
small updates even this seemsinordinantly expensve.
To avoid the overheadof archving blocksfor eachup-
date mostof whichwill besmall,thearchval layerdoes
notarchive every versionwith a checkpointasdescribed
above. For versionswhich are not checkpointed the
archial layerinsertsa log entry Log entriesdescribe
how to alter a checkpointedsersionof a dataobjectto
restoreanintermediateversion. In Figure6, thearchive
canreconstructversionV; by applyinglog entry V5 to
checkpointedrersionVg; versionVs is recoveredby ap-
plying log entry V3 to versionVz, andsoon. VersionVig
is recoveredby accessinghe checkpointfor versionVig
directly, withoutary referenceo thelog. Thefrequeng
of checkpointis variableandcould evenbeintrospected
upon,basednthefrequeng andsizeof updates.

4.2 Tapestry

Objectsin Silverbackare free to residean any sener.
While this provides tremendoudlexibility for replica-
tion, caching,and migration policies, it makesthe task
of finding objectmuchmoredifficult.

This task falls to Tapestry,Silverbacks routing and
locationsubsystemTapestryis an|P overlayinfrastruc-



Figure7: Tapestryroutingexample This figureshavs a
routethatmight be takenby a message@riginatingfrom
Node0325 destinedor Node4598.

ture that usesa distributed, fault-tolerantdatastructure
to explicity track, by GUID, the location of all objects
in the network. EachGUID mapsdeterministicallyto its
uniqueroot nodein the network. A storagesener pub-
lishesan object’s by routing via Tapestry(asdescribed
below) fromitself to therootnode,depositingpointersto
theobjects locationat eachTapestryhopalongtheway.
To find an object,a client mapsthe objects GUID to its
root node and routesto that root node. Tapestryrout-
ing is hierarchical,and multiple routesto a destination
form atreerootedatthe destinationThis provideslocal-
ity propertiessincethe pathtakento root by ary client
searchindgor anobjectnearbywill with high probability
intersectthe pathtaken by the storagesener at publish
time. The Tapestrylocationclient routesdirectly to the
storagesenerwhenit findsalocationpointerfor the ob-
jectit is looking for. If sucha crossingdoesnot occur,
the route will eventually reachthe object’s root which
alsoholdsa pointerto the object.

The Tapestryrouting schemas basedon the hashed-
suffix routing structureoriginally presentedy Plaxton,
et. al.[12]. It usedocal neighbormapsto incrementally
route messageo the destinationaddresdigit by digit.
For example,a nodewith addres€325searchingor a
nodewith addresg598wouldfollow aroutealongnodes
with addresst * *8 = * x 98 = x598 = 4598,
wherex’srepresentwildcards.This processs illustrated
in Figure?7.

A key propertyof Tapestrylocationthat the archval
layer utilizes is that of locality. Since all fragments
belongingto a block are namedby the block GUID,
a searchfor fragmentsfor reconstructiorroutesto the
“root node” of the block, returningthe closestV blocks

to satisfythethreshold.

4.3 Serializer

Theserializeris theonly nodein the systemwhichis ca-
pableof encodingobjectsfor storage Sinceit is respon-
sible for orderingupdatego anarchive, it mustpossess
acopy (or aslice of acopy) whichit altersaccordingto
writesit recevesfrom theclient. Also, thereis a unique
serializeron a per archval objectbasis. Therefore,up-
datego differentarchival objectswill communicatevith
differentarchives. The seperationsllows the archival
systento scaleto thewide area.
Theclientapplicationcodecommunicatethroughthe
network to the serializerupdatemechanismto get V-
GUIDs andto write changedo archives. Note that the
decodelayer of the client is capableof communicating
directly with the archive; it can sendrequestdor ver-
sionsthrough Tapestryand is thereforecapableof ac-
cessingread-onlycopiesof datawithout contactingthe
serializersolongasit hastheversions’V-GUIDs.

4.3.1 Dissemination

Oncetheserializerrecevesanupdaterequesthearchive
systemmuststorefragmentsn amannemhich achieves
independencef fragmentfailures. Correlatedfailures
canoccurasaresultof similargeographidocationor ad-
ministrative domainof the storageseners. Independent
failureswill not posedifficulty to a randomdissemena-
tion schemeif the pool of storagesenersis large. For
example, it is extremely unlikely that twenty-four ran-
domly placedfragmentsof thirty-two fragmentsetwill
all belocatedon the WestCoast.

We define a simple randomizedalgorithm that en-
suresindependencef fragmentplacemenby avoiding
a catastophic collision with extremely high probabil-
ity. In the rare casethat the algorithm fails, only the
co-locatedragmentsmeedredissemination.

Definition: A catastophiccollisionis where(k—1)n
or morefragmentsareco-located.

Input: kn fragments{O0,... ,kn — 1}.

Output: Disseminatdragmentgo senersonour net-
work s.t. kn fragmentssatisfya systenmof m constaints,
where a constaint is a rule that statesa catastophic
(i.e. (k — 1)n) amountof fragmentannotsharea given
property(i.e. geographicegion,domain,admin,etc...).

Algorithm:
1. V; pickasenerr (i) u.a.r anddisseminaté to r(z).

2. V;, w(i) sendsackanack; with its properties



3. Analyzeeachack;
If all m constaintsaresatisfied- Done.
Elsepick a maximalsubsebf kn fragmentss.t. all
m constaints are satisfiedandredisseminatérag-
mentsnotin the subset.

Analysis:
Claim: Pr[catastophiccollision] < szt

Proof: We generalizeour analysisto a systemwith
only one constraint— property but the property has
mary valuesl. Given a property, distribution can be
madeuniform. Simply statedthe probabilitythata frag-
ments is storedon a serer with propertyvalue’; is %
Theprobabilitythata secondragment; + 1 is storedon

the samesener with propertyvalue/; is ¢ x 3 = 7.

Hencethe fragments(k — 1)n fragmentsare storedon

thesamesenerwith propertyvalue; is ;2= [ ]
Example:

As an example, given geagraphy as property with
32 uniquecities or 32 values,n = 16 andk = 2,
wherea rate 1/k encodingrequiresa minimum set of
n fragmentsto reconstructthe original object. The
Pr|catastophiccollision] < .

Given10'° usersand10* objectsperuset the pﬁ)ba-
6

bility of a catastrophicollision in the systemis % =
1

1010

4.3.2 Tombstones

Our systemallows serializersto be taken offline after
long periodsof no use.Whena serializeris takendown,
it first storesthe mappingsfrom its A-GUIDs to its V-
GUIDs in tombstonesso namedbecausehe serializer
putsthemin placein the eventof its own death.A tomb-
stonefor aparticulararchiveis namedandlocatedby that
archive’s A-GUID, andcontainghepublic key of these-
rializer, the nameof the archie, andthe latestV-GUID
of thearchie. It alsocontainsa signatureover this in-
formationwhich is producedby the serializers private
key. Thus,atombstonds verifiableby its archive’s A-
GUID: one needsimply hashover the concatenatiorof
the public key and human-readableameto verify the
public key againsthe A-GUID, andthenusethe public
key to verify the tombstones signature.Whenthe seri-
alizer producesewn tombstonedor anarchive, it routes
themto thestoragesenerscontainingheold tombstones
for thatarchive. Thesesenersverify thenew tombstones
andthenoverwritetheir oldercounterparts.

In the presencef aresponsiblearty, the useris able
requesto sendarequesto thearchial systenfor afile
evenif no serializeris currentlyactive. Therequeswill

be routedto the tombstonedor the archive, which in
turn are sentto the responsiblgparty. The responsible
party spavnsanew serializerwhich beginsservicingre-
quests.

4.4 Maintenance

In orderto provide long term availability in a dynamic
ervironment, Silverbackshouldsurvive changesto the
physicalinfrastructureover time with minimal external
managementDuring normaloperationnew nodesegu-

larly becomeavailableto the network, while othernodes
exit thesystemfor maintenancer dueto failure. Silver-

backpraidesmechanismshatseamlesslyntegratenew

nodes extractexiting nodesandrecoversfrom link and
nodefailures,all with minimal externalintervention.

4.4.1 Integration

To make a new sener available for archival storage,it
only needsa network connectiorandthelocationof one
known TapestrynodeThe sener thenweavesitself into
therouting andlocationlayer, adwertisesthatit is ready
to storenew fragments. Tapestryincludesa setof dis-
tributedalgorithmsto supportautomaticsener integra-
tion andremoval withouthumanadministration.To inte-
grateinto the network, a sener populatesits neighbor
mapsby copying and optimizing neighbormapsfrom
nearbynodeghatshareportionsof its addressThenode
completesintegration by notifying nearbynodesof its
existenceso that neighborsmay includeit in their own
neighbormaps.

If a sener cannotstore new fragmentsdue to stor
ageconstraintsjt may ceasethis adwertisementat ary
time, either through manualintervention or introspec-
tively. Similarly, serializerscanadvertisetheir availabil-
ity throughTapestrywhenthey areintroducedo thenet-
work.

4.4.2 Removal

A sener canbe removed from Silverbackifit becomes
obsolete needsschedulednaintenancepr experiences
componenfailures. When possible,the sener runsan
optional shutdavn script which proactvely informs the
routinglayer of its imminentdeparture Neighbornodes
whichrecevethismessageanupdateheirroutingmaps
to eliminatereferencego the departingnode. Location
pointersto fragmentsand fragmentsthemselescanbe
moved off the sener, or regeneratedfter its departure.
Since Tapestrynodesitilize a soft state fault-handling
model, nodesuse regular heartbeatbeacongo inform



neighborneighborsof their existance while objectstor
age seners republishtheir objectson a regular basis.
In the absenceof a departureannouncementhe rout-
ing layerwill detectandcorrectfor the sener’'sabsence.
First, its neighbornodeswill detectits absenceandup-
date their routing maps. Nodeswhich dependon the
sener for routing will promotesecondaryroutersand
find new backups Secondpbjectpointerswill berepub-
lished. Finally, the Tapestryroohodeswill missregular
adwertisement$or fragmentsandif redundang falls be-
low acceptabléevels,sendnatificationto theobjects’re-
sponsiblepartiesor to otherstoragenodeswhowill then
ensureegeneratiorandredisseminatioof fragments.

4.4.3 Fault-handling

To maintainobjectssuchasfragmentsandtombstones,
our archival systemmales useof the repair methodol-
ogy discussedn Section3.4,andrelieson built-in fault-
handlingmechanismé Tapestry

At alowerlevel, Tapestryattempt® recoverfrom rou-
tine failures,and notifies Silverbaclof application-leel
failures. For example,to toleraterouting failures,a lo-
cal routing mapwhich determineghe next hoplocation
containsseveral secondaryoutesin additionto the pri-
mary route. Failureson the primary link resultin mes-
sagesswitchingtransparentlyover to secondaryoutes.
To reducethe impactof locationfailures, Tapestrypub-
lishesanobjectmultipletimeswith differentnamesThis
greatlyimprovesthe probability thata nodecanfind an
objects location, even in the presenceof full network
partitions.

As part of its failure detection, Silverbackstorage
senerson the network periodicallyissueheartbeatbea-
consfor eachof its fragments.Thesebeaconsare prop-
agatedthrough Tapestryin exactly the samefashionas
theinitial publicationof a new object(describedn Sec-
tion 4.2). Our analysisin Section3.1 showv that main-
tenanceneedonly occuronthe orderof months.Conse-
guently heartbeatsanberelatively infrequentminimiz-
ing the overheadf the bandwidththey consume When
therootnodeof aparticularobjecthasfailedto recevea
beacorfor a givenfragmentafter severalheartbeaperi-
ods,it sendshotificationto theobject'sresponsiblgarty,
which will thenreconstrucandredisseminatasneces-
sary

Finally, an actve maintenancesweepmust be per
formed to protectdataagainstadwersariesin the wide
area. This taskcan be performedby a users responsi-
ble party, which can be trusted, but may have limited
CPU and bandwidthresources.Alternatively, the stor
age seners themseles can perform this task. While
they have lesscontendedesourcesare not completely
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trustworthy. This tradeof can be explored depending
on the degreeto which userstrustthe wide areaandon
resourceavailability. Note that the responsibleparty is
only neededf the userdesiressomeondo be responsi-
ble for a given operation,sincestoragesenersarealso
capableof repair Therefore responsiblgartiesarenot
essentiato anarchive modelor to ourimplementation.

4.5 Scalability

We now attemptto analytically evaluateour designand
implementatioron the scalabilitymetric. With thelarge
scaleof datastoragediscussedn Section3.5, any point
of centralizationor potentialbottleneckwill hamperthe
scalabilityof the overall system.

To understandhow the Silverbacksystemscalespone
needsto recognizethe penasivenessof dataindepen-
dencethroughoutour design. Our key approachis to
remove ary centralauthoritywhich could buckle under
heary load. Eacharchive containsall versionsof asingle
file, andeacharchiveis associatedith its own serializer
This impliesthatserializerscanbe distributedacrossall
availablenodes,andload-balancingzanbe achiezed on
a fine granularity The otherkey mechanism;Tapestry
takesafully decentralizedpproacho routingandloca-
tion [17]. As aresult, granularityis maintainedon the
orderof files, andthelack of centralizedmechanismsl-
lows the systenmto scaleup with the amountof available
resources.

5 Performance

In this section,we evaluateour systemby focusingon
threemetricscritical to the operationof anarchival sys-
tem: dataexpansiontimeto durability, andreadperfor-
mance By dataexpansionwe meanthefactorby which
thesizeof thedataincreaseén thearchive. For instance,
if a systemusesan erasurecodewith rate one-half,the
expansiorfactoris atleasttwo. Timeto durability refers
to thetime it takesthe systemto take new bytesfrom a
userandfinish storingthemin adurablefashion.Finally,
readperformances thetime betweenwhenauserissues
arequesfor bytesof aversionof anobjectandthetime
thatherecevesthosebytes.

5.1

To explore the performanceof Silverback, we con-
structeda prototypefile systembackupserviceon top
of Silverback. Referbackto figure 5 to seewherethe
client applicationlevel coderesidesin the system. We
placedNFSI[6], ajava-basedNFS[13] seneron top of

Initial Prototype



ourimplementatiorof a serializer Our serializemesides
onthesamemachineor LAN asits clientswouldto limit
thenetwork lateng of requestso the serializer

Userscanmounta directory storedin Silverbackjust
like any NFSdirectory Thekernelprocessefile system
calls from the userand passeghemthroughthe vnode
layerto the Silverbacksener, which cachediles anddi-
rectorieson a local baclkend directory Silverbackser
vices requestsby accessindiles in its local cacheor,
whennecessarby accessinghearchial layer.

Filesanddirectoriesin Silverbackarenamedustlike
files in standardUNIX file systems.Userscanappend
versionnumberortimestampso thesenamesvhenthey
wish to accesgastversionsin a similar syntaxto that
usedin the Elephanffile systen]14].

Finally our filesytemcodeis similar to the Archival
FilesystenBaduppresentedh figure 1. Theonly differ-
ences insteadf implementingheexpensve SEARCH()
function, we developeda more efficient meta-objecti-
brary, calledMLib’s. A MLib is metadatdor adirectory
andcontainsaanentryfor every child of thedirectory and
eachentry, in turn, storesthe versionnumber time of
creation,andV-GUID for everyversionof its file.

In the contet of the discussiorabove andin the be-
ginning of section5, we analyzeSilverbackin terms
of data expansion time to durability, and read perfor-
mancemetricsin the following sectionsby a combina-
tion of resultsfrom analysis,simulation,and measure-
mentfrom our prototype.To drive our microbenchmark
resultswe usedaccespatternfrom the Andrew Bench-
mark [5], a standardile systembenchmarkwvhich tests
all major component®f a file system.We ranour stor
agesenerson a large collection of campus-sizealus-
ters [2], and our routing infrastructuresimulatedwide
arealateng by varyingthetime to thesenodesto up to
200ms. Runningthe benchmarkagainstNFSI without
Silverbacktook 188 seconds.

5.2 StorageOverhead

An importantmeasureof the efficiency of an archival
systemis the data expansion,or the numberof bytes
storedfor every byte the usercommits. In Silverback,
every archive versionhas somemetadataand a B-tree
for data.Datablocksarecurrentlyexactly 4kB large,but
indirectblocksareno largerthannecessarythey arenot
paddedo 4kB). Rootblocksarealwaysindirectblocks,
even for files smallerthan4kB, and have appendedo
themthe metadatdor the version. The Cauchyencoder
we usepadsthetop block plusthe metadatdo 896 bytes
(the smallestpossibleeven multiple of 128) beforegen-
eratingthe block’s 32 fragments.Eachfragmenthasap-
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Figure 8: StorageOverhead: Total bytesstoredversus
originalfile size

pendedo it 24 bytesof encodingmetadatand120 bytes
of verificationhashegseeSection 3.2). Thus,the top
block for the smallestpossiblefile is 6400 bytes.

The datablock for a file of size < 4kB is paddedto
4kB andfragmentednto 32 encodefragments eachof
which is 256 byteslarge. The systemappenddo these
fragment24 bytesof encodingmetadatalus 120 bytes
of verificationinformation, making the total numberof
bytesdisseminated 2800 bytes. Thus,the smallestsize
file in Silverbackis 19200 bytes. Files of size smaller
than4kB will all be of this size,andfiles betweerndkB
and8kB will be of size32000 bytes.Thesizescontinue
in a stairstepfashionevery 4kB, asshawn in Figure8.
Thisfigurealsoshows disseminatiorsizesfor fileswhen
8KkB blocksareused.Notethatin this case smallerfiles
are slightly larger, but that larger files — where most
bytesare stored— are steadilysmallerthan their 4kB
block equivalents.

5.3 Time to Durability

Usersof anarchival systemwanttheir datato be durably
committedasquickly aspossible. The time requiredto
producedisseminatiorfragmentss a key componenof
this figure. Using a stand-alongprogram,we measured
thetime it took to encodea 4kB block to be 7.04mswith
a standardleviation of 0.23ms.

In our run againstAndrew, we measuredhetime in-
tenval betweenwhenSilverbackbeganto commitanup-
dateto thearchival layerto whenit putthelastfragment
onthenetwork for disseminationThis numberis amea-
suremenbf theloadupdateproduceonaserializer Fig-
ure 9 shaws that the time to durability hada minimum
sizewhich grew linearly with the numberof bytesbeing
disseminatedThevariability shavn in the graphis are-
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sult of threadcontext switchingand garbagecollection
in our Javaimplementation.To help masktheseeffects,
we have removed all timeswhich were more thantwo
standarddeviationsabove the meantime for a particular
disseminatiorsize.

5.4 ReadPerformance

To serviceareadrequestanarchial systemneeddo re-
guestmultiple fragmentsfrom the network and perform
computatiorto reconstructhe object. Becauseheseop-
erationsmpactthe userpercevedlateng of theread,it
is importantthat an archival systemexecutethesesteps
efficiently. Thelocal computatiorrequiredto reconstruct
a4kB blockfrom fragmentsvasmeasuredisinga stand-
aloneprogramto be 3.83mswith standarddeviation of
0.77ms.

We also measuredhe time our run againstAndrew
took to servicefile requestswhich resultedin a cache
miss. Thesenumbersareshawvn in Figure10. This fig-
uresshaws thatfor files consistingof justoneblock, the
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Time to Coalesce vs. Fragments Requested
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Figure 11: ReconstructiorLatency This chart shavs
lateny requiredto receve enoughfragmentsfor re-
constructionin a Transit-stubnetwork of 4096 Tapestry
nodes.

time from arequesto thetime thatthe datahasbeende-
codeis independenbf thefile size. For files largerthan
4kB, we seethatthe minimumtime requiredto servicea
requesigrows linearly with the size of thefile. Because
we implementedour prototypein Java, we hadto con-
tendwith garbagecollection. Additionally, we ran our
simulationat a time when the resourcesf the cluster
thatwe usedwerebeingtaxed by otherparties.Both of
thesefactorscontributedto a high variability in thereco-
alescetimes,sowe removedall datapointswhich were
two standardieviationsabove the meanrecoalescéime
for otherfiles of the samedisseminatiorsize.

5.5 Large-scaleSimulations

Whenwe receve a readrequestfor a block no longer
actively maintainedthe archival layerreconstructdt by
locatingandrequestingvia Tapestry)enoughfragments
of that block, and reconstructinghe block from them.
To better understandhe latenciesinvolved in serving
suchrequeston a wider scaleusing a routing overlay
suchasTapestrywe ranthreesimulationsmeasuringhe
tradeof betweemumberof fragmentgequestedndvar
ious performancenetrics. Theseresultsconfirmour hy-
pothesisthat requestinga small numberof blocksover
the thresholddrastically reducesresponsdime in nor-
mal and failure-proneernvironmentswhile incurring a
low costin additionalaggreyatebandwidthused.

We ranour experimentson a pacletlevel simulatorof
Tapestryrunning4096overlay nodeson severaltopolo-
gies,including Transit-stubnetworks, TIERS networks,
andmodelsof the MBone and AutonomousSystemson
the Internet. The resultsare similar acrosstopologies,
andwe show hereonly the Transit-stulresults.For these
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Figure 12: Reconstructionwith Failures This chart

shavs simulatediime necessarjor block reconstruction
in a Transit-stutnetwork of 4096 Tapestrynodesretry-

ing afterlink failures.

Aggregate Bandwidth as Function of Server Distance to Root
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Figurel13: AggregateBandwidthUsed This chartshavs

the aggrgyatebandwidthusedduring block reconstruc-
tion asa function of fragmentsrequested A bandwidth
unit is bandwidthusedtransmittingl fragmentacross
onenetwork hop.

simulations,we assumeda memorylesglistribution ap-
plied to network hop lateng, wherethe averagehop la-
teng was 1 “hop unit” For eachrun, we simulatethe
lateng/ requiredfor a randomlyplacedclient to request
and receive 16 (threshold)out of 32 (total) fragments
for a block. The client needsto only issuea singlere-
guestspecifyingthe numberof fragmentg V) desirecto
Tapestry which travels to the “root node” of the block,
gatheringthe closestN fragments.We alsoassumehat
25%of the 32 randomlyplacedfragmentstorageseners
arehighly loaded requiringanadditional5 hop unitsfor
gueuingwhereunloadedsenersrequireonly 1 hop unit
for queueprocessing.

Figure1llshavsthetime beforeatleastthreshold(i.e.
16) fragmentsarereceved by the client. The resultfol-
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lows a power curve, shawving that increasingfragment
requestgraduallyremovesfactorssuchas network la-

teng varianceandsener load. Error barsshawving stan-
dard deviation also decreasesignificantly as numberof

requestsncreasesFigure 12 confirmsthis resultin the
casewherelinks fail, clients detectend-to-endfailures
andissuegetriesuntil successFinally, Figure13 shavs
the expectedbandwidthusage,where eachunit repre-
sentshandwidthrequiredfor onefragmentover onenet-
work hop. We vary locality by measuringrom clientsat
differentdistancesrom the object’s root node. There-
sultshows clientscloserto therootincuralowerslopein

aggreyatebandwidth,meaningthatthey find morefrag-
mentswith lesshops,decreasinghe penaltyfor higher
fragmentrequests. Our resultsdemonstratehat by re-
questingafew fragmentsoverthethresholdwe gainsig-
nificantbenefitsbothin responsd¢ime andresponseari-

ability, while incurring arelatively low bandwidthover-

head.

6 FutureWork

There are several unresohed security issuesin our
archial architecture Chief amongthemis thatwe have
not discussedneansof preventinga machinefrom pub-
lishing false adwertisementsTo prevent misrepresenta-
tion, anintrospectionayer mustusesomeform of repu-
tationschemedo helpfilter out maliciousmachines.

Another (unresohed) issue in Silverbacks utility
modelis the questionof billing. Clientswill presum-
ably pay a responsibleparty to ensurethe integrity of
their data,andthe responsibleparty will in turn cooper
atewith and pay storageproviders. Eacharchial frag-
mentmustthereforebe taggedwith a billing certificate
which canbeusedon aregularbasisto acquirepayment,
ultimately from the object’s owner. Any billing scheme
mustbe thoroughenoughthat doublebilling (two stor
agenodesclaiming fundsfor the samefragment)should
beimpossible.

Finally, the serializempresentedn this paperis neither
scalablenor fault tolerant. A setof senerson the wide
areausingabyzantineagreemenprotocolcanbeusedto
provide consisteng andconflictresolutionfor anarchive
in afaulttolerantmanner

7 RelatedWork

The idea of using versioningas a meansto provid-
ing time-travel was first introducedwith the Postgress
databas¢15]. TheElephanffile system[14] studiedthe
idea of time travel in a file system. Additionally, the



projectexaminedschemegor reducingthe storageover-
headby understandingradeofs betweerthe numberof
versionsstoredandthe granularityof time-travel possi-
ble.

Severalotherprojectsusetheideaof distributing data
of multiple machinesfor persistanceand availability.
The FarSiteproject[1] replicatesdataat multiple nodes
throughoutan organization-scaleetwork. They demon-
stratethat sucha distribution on a typical network can
provide five ninesavailability with a replicationfactor
of only three. The PAST project[3] providespersistant
storagein their peerto-peersystemby replicating ob-
jectsanddistributing themthroughoutthe system. Ob-
jectsstoredin PAST areimmutableandthusdo provide
facilities for time-travel. PAST, however, suffers from
large storagerequirementsdbecauseand doesnot pro-
vide ary mechanismgor repairotherthanclient scans.
Most similar to the Silverbackarchial layer is Inter
memory[4]. This systemusesCauchyReed-Solomon
erasurecodesto fragmentdata; the fragmentsare then
distributedamongmembersf the service.ln intermem-
ory, repairis drivenfrom a centralizedsource.

8 Conclusion

The mostimportantconcernin today's world of ubiqui-
tous computingis that of informationpersistenceThis
paperdescribesilverbackaglobal-scaleyersion-based
archival systemthat is durable, verifiable available
maintainablgeandatomic whichscalego handlebillions
of usersanda mole of bytes. We discussedhe imple-
mentationof Silverbackand exploredthe performance
of aprototypebackupsystembuilt ontop of it.
Threetechnologiesnake this systempossible:

e ErasureCoding: Erasurecodingprovidesdurability
by exploiting the statisticalstability of large num-
bersof independentomponents.

e SecureHashing: Securehashespermit globally-
unique IDs to be unforgeably associatedwith
archival data.

e TapestryRoutingand DatalLocation: Tapestryis a
distributedinfrastructurahatroutesqueriedirectly
to fragmentsandresourcegsuchasserializers)us-
ing only localinformation.

Version-basedrchival systemsuchasSilverbackare
enabledby Moore’s law growth in disk and storagere-
sources Oneof the mostexciting consequencesf such
a systemis the legitimate prospectof preservingdigital
informationfor 1000sof years.
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