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#whoami

• Associate Principal @ Vantage Point

• Hacks stuff for a living

• CREST CCT (App), OSCE and more.

• Most recent research -> mobile games
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Disclaimer

• All information presented during this presentation are strictly for 

educational purposes only

• Vantage Point and the presenter will not be held responsible for any 

damages and/or losses due to misuse of information presented in this 

presentation.
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https://www.delicious.com.au/recipes/ikan-bilis-
peanuts/e5a92312-62fc-4a8e-9577-94ad4126a047

Ikan Bilis.... what?
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Ikan Bilis

• “small fishes”

• F2P (free-to-play)

• Small spenders

Whales

• P2P (pay-to-play)

• P2W (pay-to-win)

Ikan Bilis vs Whales
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https://gfycat.com/gifs/detail/GlossyChillyBat

Ikan Bilis vs Whales
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Definition from Wiki -

“Game mechanics are constructs of rules or 
methods designed for interaction with the game 
state, thus providing gameplay.”

Mobile Game Mechanics
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Mobile Game Mechanics

https://arcaderage.co/2016/07/10/gameplay-mechanics-explained/
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# Ranking in “Top Grossing Apps”

#14

#21

Mobile Game Mechanics – Clash Royale

https://www.youtube.com/watch?v=ipobTqtP-sw
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Mobile Game Mechanics – Clash Royale
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Mobile Game Mechanics – Clash Royale
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Mobile Game Mechanics – Clash Royale



13



14

Other Areas

• Online || Offline Components

• Social Elements (rankings/leaderboard)

• PvP?

• Shared || Instance Spaces

Mobile Game Mechanics
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• Game Client

• Network Traffic

• Server

• Business Logic Game Mechanics

• and of course...

Deployed Security Mechanisms
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• Game Client

• Network Traffic

• Server

• Business Logic Game Mechanics

Deployed Security Mechanisms
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Identifying the Gap
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The Gap – Game Progression

Improve 
Current 

State

Complete 
Challenge

Get 
Rewards

• Character Level

• Equipment

$  Cash-only Equip

• Boss Raids

• Quests

$   Extra Raid Entry Tickets

• Better Equipment

• Periodic Tiered bonuses

$  Highest Tier bonuses
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Closing the Gap?
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# Ranking in “Top Grossing Apps”

#1

#1

Game #1 – MapleStory M

https://www.youtube.com/watch?v=Awg8INN4Tdc
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Game #1 – MapleStory M

Game Progression

• Kill mobs and do tasks to gain EXP

• The faster you kill, the more EXP you gain (per hour)

• To kill faster, you need to deal more damage (better equip / 

higher level)
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Game #1 – MapleStory M

Game Progression (Mathematical Estimates)

• Lv 1 – 100 => Takes around 30-50 game hours

• +1-2 weeks of farming => “Epic” weapon to “Unique”

• +120 days of farming => “Unique” to “Legendary”
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Game #1 – MapleStory M

Game Progression (Mathematical Estimates) 

• Lv 1 – 100 => Takes around 30-50 game hours

• $$ +1-2 weeks of farming=> “Epic” weapon to “Unique”

• $$ +120 days of farming=> “Unique” to “Legendary”
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Game #1 – MapleStory M

Blue-> whales

Orange -> ikan bilis
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Game #1 – MapleStory M

Blue-> whales

Orange -> ikan bilis
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MapleStory M – Network Traffic
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• Non-proxy aware, TCP

• Multiple EC2 instances with their default URLs

(ec2-x-x-x-x.ap-southeast-1.compute.amazonaws.com)

• Each login / “change channel” will change destination server

• Common port range (7201-7206)

MapleStory M – Network Traffic
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MapleStory M – Game Client / Modification
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MapleStory M – Game Client
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MapleStory M – Game Client



33

MapleStory M – Game Client

IL2CPP

https://docs.unity3d.com/Manual/IL2CPP-HowItWorks.html
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• https://github.com/Perfare/Il2CppDumper

• needs libil2cpp.so and global-metadata.dat

• needs two parameters in libil2cpp.so

• Throw libil2cpp.so into IDA -> fetch 2 addresses

• il2cpp::vm::MetadataCache::Register()

MapleStory M – Game Client

https://github.com/Perfare/Il2CppDumper
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MapleStory M – Game Client
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MapleStory M – Game Client
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MapleStory M – Game Client
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Top exploit for MSM in the wild (patched recently)

• “Cast Skill” Packet Replay

• Concept of Balance

• “Ultimate” skills deal high damage but comes with long cooldown time

• Exploit effectively closes the attack power gap (the whales don’t 

need them as much)

MapleStory M – Game Mechanics
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MapleStory M – Game Mechanics
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Top Abuse by Players

• Macros / Bots

MapleStory M – Game Mechanics
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MapleStory M – Game Mechanics
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Auto-Battle

• 5 hrs for 600c

• Crystal Rates -

107.6c per SGD

• ~$6 per 5hrs of 

Auto-Battle

MapleStory M – Game Mechanics
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MapleStory M – Game Mechanics
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# Ranking in “Top Grossing Apps”

#61

#18

Game #2 – King’s Raid

https://www.youtube.com/watch?v=jRsMDl5bF0w
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Game #2 – King’s Raid

Game Progression

• Clear game chapters to unlock more “side-quests”

• More unlocked chapters gives more daily/weekly rewards.

• To clear more chapters, you need to deal more damage (better 

equip / higher level)
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Game Progression (Mathematical Estimates)

• Chapter 1 – 6 => Takes around 2-4 calendar weeks

• + 1-2 months => Chapter 7

• + xx months  => Chapter 8

Game #2 – King’s Raid
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Game Progression (Mathematical Estimates)

• Chapter 1 – 6 => Takes around 2-4 calendar weeks

• + 1-2 months => Chapter 7

• $$$ within 1st month  => Chapter 8

Game #2 – King’s Raid
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Known Exploits for KR in the wild

• In the form of publicly distributed mods

• God Mode

• 2x / 5x / 10x ATK, DEF and HP

• 1-hit kill

King’s Raid – Game Mechanics
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King’s Raid – Game Client
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King’s Raid – Game Client
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Known Exploits for KR in the wild

• Tried to learn from existing mods

King’s Raid – Game Mechanics
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King’s Raid – Game Mechanics / Normal
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King’s Raid – Game Mechanics / Modded
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King’s Raid – Game Mechanics
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Questions?

nicholas.lim@vantagepoint.sg

@kactros_n

mailto:nicholas.lim@vantagepoint.sg

