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WHY THE NEED TO 

DELIBERATE…..?  
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Potential Game Changers 

Through 2035 (The Era of Accelerated Human Progress) 

Robotics 

40+ countries develop military robots with some level of autonomy. 

Impact on society, employment.  

Vulnerable: Cyber/EM disruption, power systems, ethics without man in 

the loop.  

Formats: Unmanned/Autonomous; ground/air vehicles/subsurface/sea 

systems. Nano-weapons.  

Examples: (Air) Hunter/killer UAV swarms; (Ground) Russian Uran: 
Recon, ATGMs, SAMs. 

Artificial Intelligence 

Human-Agent Teaming, i.e., where humans and intelligent systems 

work together to achieve a physical or mental task.  Human and the 

intelligent system will trade off cognitive and physical loads in a 

collaborative way.   

Weaponized Information enabled by AI that deliberately 

misrepresents voice and video to influence the political, financial, 

and military areas.  

Cyber 

Self-configuring, self-

protecting computer 

systems and networks. 

Swarms/Semi Autonomous 
Massed, coordinated, fast, collaborative, 

small, stand-off. Overwhelm target systems. 

Mass or disaggregate.  
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Potential Game Changers 

Through 2050 ( ) 

Directed Energy Weapons  

Signature not visible without technology. Power 

requirements currently problematic. 

Potential:  Tunable, lethal, and non-lethal. 

Laser:  Directed energy damages intended 

target. Targets: Counter Aircraft, UAS, Missiles, 

Projectiles, Sensors, Swarms.  Must dwell on 

target. 

RF:  Attack targets across the frequency 

spectrum.  

Targets:  Not just RF:  Microwave weapons 

“cook targets,” people, electronics.  

Synthetic Biology 

Engineering / modification of biological 

entities. 

Increased Crop Yield:  Potential to reduce 

food scarcity. 

Weaponization:  Potential for micro-

targeting, seek & destroy microbes that can 

target DNA. Potentially accessible to super-

empowered individuals. 

Medical Advances:  Enhance Soldier 

survivability. 

Genetic Modification:  Disease resistant, 

potentially designer babies and super 

athletes/Soldiers.  Synthetic DNA stores 

digital data. Data can be used for micro-

targeting. 

CRISPR:  Genome editing. 
 

Power 

Critical driver of future capabilities. 

Storage/production increases despite getting 

smaller/lighter.  

Strategies: Renewables, reduce consumption, 

increased storage and generation.  

Thin / Super Capacitors:  Store exponentially 

more energy and recharge faster.   

Hybrid Renewable Energy:  Combining two or 

more renewable energy sources. 

Wireless:  Power and charging over the air 

(long distances). 

Nuclear: Very small reactors for the electrified 

force: small modular advanced nuclear power 

via DE and electric transportation.   

Energetics  

Defines the relationships of the flow and storage of energy.  

LENR: Low Energy Nuclear Reactions 

Insensitive Munitions:  Chemically stable munitions 

withstand shock, fire, projectiles; yet explode as intended.  

Nano Materials:  Miniaturized power sources; reduce bulk, 

increase yield. 
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WHERE ARE WE PLACED 
Based on 

MoD Annual 
report 

2018-19 
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EW DEVP – LEADING NATIONS 

This is an advt in the US 

Navy & Marine Corps 

website inviting white 

papers in the yr 2010. 

Tech – Thought Process 

 

Unattended ES Systems. 

 

EW Mgt Systems. 

 

Adaptive Sig Processing. 
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ADAPTED FROM ATP 3-12.3  

US ARMY PUBLISHED IN 

JULY 2019 

The EW Cycle Targeting 

Process –Process Flow 
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WHAT DO WE INFER ? 
 
DO WE SEE SOME KIND OF 
CONVERGENCE ?  
 
INTEGRATION OF VARIOUS THEMES ??  
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EW ADAPTATION 



STATE CONT OVER DEVP OF EW CAPB 

INTEGRATE MIL EW DOMAIN WITH 
OTHER STATE ACTORS 

EXPLOIT R & D 

FURTHER DEVP OF EW EDUCATIONAL 
& RESEARCH SYS 

EXPAND MIL TECH COOPERATION 

ELECTRONIC WARFARE 

RUSSIA – NEW 

STRATEGIC 

DOCUMENT 
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OUTCOMES 

CONVERGENCE OF DOMAINS – CYBER & EW FUSION 

SPECTRUM & EW PLG / MGT AS A MAJ PLAYER 

COGNITIVE EW 

ROLE OF AI 

WAY AHEAD – AS A FUSION OF TECHNOLOGIES 
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EW-CYBER RELATIONSHIP 

SOURCE WEBSITE: ASSOCIATION OF OLD CROWS 
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 THE FIRST-STRIKE ADVANTAGE OF CYBER WEAPONS COMPARED TO NUCLEAR WEAPONS 

IS VASTLY DIFFERENT AND RESULTS IN A FIRST-STRIKE STRATAGEM USING CYBER 

WEAPONS FOR DETERRENCE AS NOT USEFUL.  

 

 A FIRST-STRIKE ADVANTAGE IS GAINED WHEN COUNTERING CYBER WEAPONS AND SOME 

CONVENTIONAL WEAPONS.  

 

 FIRST-STRIKE IN CYBERSPACE IS LIKELY TO BE THE MOST USEFUL FOR COERCION BY 

DENIAL, LESS USEFUL FOR COERCION VIA RISK, AND LEAST USEFUL FOR COERCION 

THROUGH PUNISHMENT.  

 

 A FIRST-STRIKE STRATAGEM FITS VERY WELL WITH STRATEGIC AND MILITARY AIMS, 

ALTHOUGH A DECLARATORY STRATAGEM AIMED AT DETERRENCE IS NOT USEFUL IN 

CYBERSPACE, ONE THAT IS NOT DECLARED COULD BE VERY USEFUL. 

 

 TECHNOLOGY AND CYBERSPACE IS CONTINUOUSLY CHANGING, WHICH WILL AFFECT THE 

FUTURE USEFULNESS OF A FIRST-STRIKE STRATAGEM FOR DETERRENCE. 

USES OF EW – CYBER CONVERGENCE 
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SPECTRUM MANAGEMENT 

Electronic warfare refers to military 

action involving the use of  

electromagnetic and directed 

energy 

to control the electromagnetic 

spectrum or to attack the enemy 

 

EW capabilities enable Army 

forces to create conditions and 

effects in the EMS to support the 

commander’s intent and concept of  

operations. EW includes EA, EP, 

and ES and includes activities such 

as electromagnetic jamming, 

electromagnetic hardening, and 

signal detection, respectively. EW 

affects, supports, enables, 

protects, and collects on 

capabilities operating within the 

EMS, including cyberspace 

capabilities. 
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EM BATTLE MANAGEMENT  
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Source: Army Technology.com 
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RAVEN CLAW 
INFORMATION OVERLOAD: VISUALISING ELECTRONIC WARFARE TO MANAGE DATA PROLIFERATION 
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Source: DARPA website 
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COGNITIVE EW 
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COGNITIVE EW 

COGNITIVE EW- A2F2T2EA4 – AUTONOMOUSLY ANTICIPATE FIND FIX 
TRACK TARGET ENGAGE & ASSESS ANYTHING ANYTIME ANYWHERE 

DIFFERENT FROM SOFTWARE DEFINED – NOT PRE PROGRAMMED. 
COGNITIVE SYS WILL RECONFIGURE ITSELF ON THE FLY 

CURRENT REALITY – RELIANCE ON LIBRARIES OF SIGNATURES/ 
DATABASE – IF NEW WAVEFORM USED THEN ASSESSMENT CYCLE IS 
LONG DRAWN – TIME PENALTY 

CURRENT REQUIREMENT – OPEN SYSTEM ARCHITECTURE & PLUG & 
PLAY APPROACH 
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WHAT IS BLADE 

THE BEHAVIORAL LEARNING FOR ADAPTIVE 

ELECTRONIC WARFARE (BLADE) PROGRAM IS 

DEVELOPING THE CAPABILITY TO COUNTER NEW AND 

DYNAMIC WIRELESS COMMUNICATION THREATS IN 

TACTICAL ENVIRONMENTS.  

 

BLADE IS ENABLING A SHIFT FROM TODAY'S MANUAL-

INTENSIVE LAB-BASED COUNTERMEASURE 

DEVELOPMENT APPROACH TO AN ADAPTIVE, IN-THE-

FIELD SYSTEMS APPROACH.  

 

THE PROGRAM WILL ACHIEVE THIS BY DEVELOPING 

NOVEL-MACHINE LEARNING ALGORITHMS AND 

TECHNIQUES THAT CAN RAPIDLY DETECT AND 

CHARACTERIZE NEW RADIO THREATS, DYNAMICALLY 

SYNTHESIZE NEW COUNTERMEASURES, AND PROVIDE 

ACCURATE BATTLE DAMAGE ASSESSMENT BASED ON 

OVER-THE-AIR OBSERVABLE CHANGES IN THE THREAT. 
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AUTOMATED SPECTRUM SITUATIONAL AWARENESS 

General Dynamics SignalEye™ solution 
provides spectrum situational 
awareness by automating the 
classification of signals through the 
use of machine learning. This 
electronic warfare software provides 
tactical warfighters and security 
personnel with a timely, accurate view 
of the threat in the RF spectrum. 
SignalEye is always on - learning and 
alerting you to the signals that 
threaten you and your mission.  

DETECT, ISOLATE AND CLASSIFY SIGNALS FOR RF SPECTRUM SITUATIONAL 
AWARENESS 
General Dynamics SignalEye uses artificial intelligence (AI) to provide 
warfighters and security personnel with a timely, accurate view of the threat 
in the RF spectrum and enables analysts to detect trends in the adversary’s 
behavior. SignalEye doesn’t require specialized hardware acceleration. In a 
tactical context, this electronic warfare software deploys on a commodity 
hardware as an add-on to a RF front end system 

Features At A Glance 
•Machine Learning – signal classification using convolutional neural 
networks (CNN)  
•Data Driven – detection capabilities based on neural network 
training  
•Streaming – signal detection in streaming digital RF data  
•Software Only – solution runs on general purpose computer  
•Hardware Independent – RF front-end agnostic  
•Mission Independent – integrates with existing user-focused mission 
interfaces  
•Standards Based – supports VITA-49, VITA Radio Transport 
•Public API – C/C++, Python, Java, Scala  
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COGNITIVE AI 
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ANTI - FRAGILE EW 

ADAPTED FROM PAPER TITLED ‘ANTI 
FRAGILE ELECTRONIC WARFARE ‘ 

BY MARC LICHTMAN OF VIRGINIA TECH 
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CONCURRENT DEVP 
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NATIONAL WAVEFORM DESIGN 
COMMON WAVEFORM ACROSS ALL SERVICES – 
OWN DESIGN & DEVP 

SUPER IMPOSES ON TOP OF SERVICE 
SPECIFIC REQMT, IF ANY 

WE CAN ADD OWN SECRECY ACROSS ALL  
SERVICES – ECCM MEASURES UNIFORMITY 

OPTIMISE WAVEFORM FOR SPECIFIC TRN & GEO 
LOC 

USED ACROSS ALL AGENCIES IF NEEDED 

CONCURRENT DEVP & CONTER MEASURES DEVP 
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THE NEW BATTLEFIELD: THE RACE TO INTEGRATE CYBER AND ELECTRONIC WARFARE 

WHY IS UNIFYING EM CAPABILITIES (SUCH AS EW, 

SIGINT, SPECTRUM MANAGEMENT, C4ISR AND 

NAVIGATION/ WAR) CURRENTLY SO IMPORTANT?  

 

------ ENABLE SYSTEMS TO SCALE ACROSS PLATFORMS 

AND DOMAINS WHILE ENHANCING COMMONALITY & 

EFFICIENCY OF OPERATIONS AND THIS WILL EVOLVE 
TOWARDS AI-ENABLED MULTI-RF SYSTEMS. 

SCALABILITY AND OPEN ARCHITECTURES WILL BE KEY 

TO ADDRESSING THESE DIFFERENT FACETS OF THE 

MODERN BATTLEFIELD.  

 

A “ONE SIZE FITS ALL” SOLUTION WILL NOT WORK, 

AND THE ABILITY TO TAKE A CAPABILITY AND SCALE IT 

ACCORDING TO THE DIFFERENT NEEDS IS ESSENTIAL 

IF WE ARE TO MOVE AWAY FROM DESIGNING AD HOC 

SYSTEMS IN SILOS.  
 



OPEN ARCHITECTURE FRAMEWORK FOR ELECTRONIC WARFARE (OAFEW) HAS BEEN 

DEVELOPED FOR REUSABILITY OF VARIOUS OBJECT MODELS PARTICIPATING IN THE 

ELECTRONIC WARFARE SIMULATION AND FOR EXTENSIBILITY OF THE ELECTRONIC WARFARE 

SIMULATOR.  

 

OAFEW IS A KIND OF COMPONENT-BASED SOFTWARE (SW) MANAGEMENT SUPPORT 

FRAMEWORK.  

OPEN SOURCE ARCHITECTURE 
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SUFFICIENT LOW NOISE  CAPB IN THE RECEIVERS 

ABILITY TO OPERATE ACROSS WIDER BANDWIDTHS 
AND AT HIGHER FREQUENCIES WHILE GENERATING 
SUITABLE OUTPUT POWER IN THE TRANSMIT CHAIN 

SWaP CONSIDERATIONS TO INCL PORTABILITY,  MODULARITY & 
SCALABILITY 

SOLID STATE SEMI CONDUCTORS – GaN IS HERE TO STAY  

COST FACTOR 

RELIABILITY 

FUTURE REQMTS 

CONVERGENCE OF 

FIELDS – 

COMPLEMENTARY 

EFFECTS 

SPECTRUM SENSING & 

SHAPING 

DEALING WITH ROGUE 

ELEMENTS - 

ASYMMETRY 

CHANGE IN THREAT 

ASSESSMENT – WAR TO 

BE WON EVEN BEFORE 

THE BATTLE IS FOUGHT 
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NOTHING  

GOES UNNOTICED 
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