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Abstract: Due to the massive improvements in data communication and networks, security became
one of the most important fields. Securing transmitted data in any available method implied a great
variety of techniques to shelled important data from unauthorized access. Encryption is one of these
techniques which depend on keys for encryption and decryption. The problem is who to transmit
these keys secretly and change them frequently. In this research a new method is proposed for key
generation and exchange using the powered elliptic curve, Beaufort cipher, and Porta table to
produce many one-time-pad keys.
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Introduction

Cryptography is used for securing data by developing methods that allow
information to be sent in a secure form in such a way that the only the
receiver can retrieve the information.

Message authentication code (MAC), sometimes known as atag, is a
short part of information or message used to authenticate message.

Message authentication code consists of three algorithms:

« A Kkey generation algorithm selects a key.
« Assigning algorithm: to returns a tag given the key and the message.
« A verifying algorithm: to verifies the authenticity of the message

given the key and the tag., return accepted when the message and tag
are same , otherwise return rejected[1].
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Elliptic curve

Each elliptic curve is an equation in two variables, with two coefficients.
For cryptography, the variables and coefficients are limited to elements in
a finite field.

Elliptic curves over Zp
Y2=( X% +aX + b) mod p (1)

Ep(a,b) consisting of all p, for all of integers (X,y) that satisfy Equation
(1), There are many parameters have to be defined that are necessary to
do meaningful operations. They called "domain parameters":

1. p: prime number , defines the field for the curve operates Fp. All
point are taken modulo p.

2. a, b Two coefficients Integer number which satisfy Equation.

3. G(x,y): base point of the curve which belonged to the curve .

4. n: The order of the curve basic point G. [2][3].

Beaufort cipher

The Beaufort cipher is a polyalphabetic substitution cipher can be
pronounced algebraically. using an encrypting of the letters A-Z as the
numbers 0-25 and using addition modulo 26, let Message M ={MI.....
Mn} characters of the plain text ,let C={C1...Cn} be the characters of
the cipher text ,let K ={K1....Kn} the characters of the key, repeated if
necessary. Then Beaufort

C =Ek(p) = k-p mod 26
P =Dk(c) =c-p mod 26
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Table 1: Characters, weights, and codes

Char weight | Code char weight | Code
A 0 00000 N 13 01101
B 1 00001 0 14 01110
C 2 00010 P 15 01111
D 3 00011 Q 16 10000
E 4 00100 R 17 10001
F 5 00101 S 18 10010
G 6 00110 T 19 10011
H 7 00111 Y 20 10100
I 8 01000 Vv 21 10101
J 9 01001 w 22 10110
K 10 01010 X 23 10111
L 11 01011 Y 24 11000
M 12 01100 z 25 11001
Porta Table

Giovanni Baptista della Porta developed the Porta Table is used to
substitutions(exchange) two character to one character and the table
below .

Table 2: Porta table

A B C D E F G H I J K L M

hs N o] P Q R S T U v W X T Z
A B C D E F G H I J K L M

- Z N o] P Q B 5 T U v W X Y
A B C D E F G H I J K L M

= ¥ z N o] P Q R s T U v W X
] A B C D E F G H I J K L M
o X i Z N 0 P Q R S T U WV W
A B C D E F G H I J K L M

. W X Y z N o] P Q E 5 T U W
A B C D E F G H I J K L M

KL v W X T Z N Q P Q R S T U
~ A B C D E F G H I J K L M
M U v W X Y Z N o] P Q E B T
A B C D E F G H I J K L M

OF T u v W X ¥ z N o] P Q R S
A B C D E F G H I J K L M

o8 S T U WV W X T Z N 0 P Q R
] A B C D E F G H I J K L M
ot R E T U W X Y z N o] P Q
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- A B C D E F G H I I K L M

Q R 5 T U v w X T z N Q P

A B C D E F G H I I K L M
Wix

P Q E S T U Vv W X Y yA N ]
vz A B E D E F G H i I K L M

(0] P Q R s T U v W X Y Z N

Let d = length of message ( number of character)

Let L the location of point p(x,y) in the sequence of point of carve.
Choose Ep(a,b)

Choose G € Ep

User A (sender)
Choose na € [ 2,p-2] as private key
Calculate Pa=na G as public key
Compute k=naPb

User B (receiver)
Choose nb € [ 2,p-2] as private key
Calculate Pb=nb G as public key
Compute k=naPa

Generate key

1-Add the k to first five number of points:

2- Each point k contain x,y value ,convert each value to character using
table 1.

3- K(charl ,char2),choose d/3+1 point to be the key for encryption.

4- The intersection between charl and char2 giver on character using
table2.

5- Convert each character to number using table 1.
6- Choose the message authentication start at location d.
7- Convert the message authentication to its weight using table 1.

8- Encrypted using Beaufort cipher.
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Implementation

Consider the curve E29(1,1) y2=x3 +x+1mod29,witha =1,b=1
andp=29 .

With E29(1,1) , The points in E29 are the following:
{(0,1),(0,28),(6,7),(6,22),(8,17),(8,12),(10,24),(10,5),(11,26),(11,3),
(12,24),(10,5),(11,26),(11,3),(12,28),(12,1),(13,23),(13,6),(14,27),(14,20),
(16,16),(16,13),(17,28),(17,1),(18,15),(18,14),(19,21),(19,8),(22,17),
(22,12),(24,25),(24,4),(25,22),(25,17),(27,22),(27,7),(28,17),(28,12),
(29,1), (29,28) }

Sender (A)

1-Letna=3€[2,P-2] G=(0,1) P=29
2-Pa=naG =3(0,1) =(14,2)
3-K=naPb=3(16,16)=(14,27)

Receiver (B)

1-Letnb=5 [2,P-2] G=(0,1) P=29
2-Pa=nbG =5(0,1)= (16,16)
3-K=naPb=3(16,16)=(14,27)

Generate key

1-Add K to first five points in carve:
K1=K+pl =(14,27)+(0,1) = (22,12)
K2=K+p2 =(14,27)+(0,28) = (19,21)
K3=K+p3 =(14,27)+(6,7) = (18,17)
K4=K+p4 =(14,27)+(6,22) = (18,14)
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2- From above contain 10 points:
P1=(14,27)=(0,A)=T=19
P2=(0,1)=(A,B)=0=14
P3=(22,12)=(W,M)=0=14
P3=(0,28)=(0,1)=(A,B)=0=14
P4=(19,21)=(T,V)=E=4
P5=(6,7)=(G,H)=R=17
P6=(18,17)=(S,R)=A=0
P7=(6,22)=(G,W)=M=12
P8=(18,14)=(S,0)=K=10
P9=(8,17)=(1,R)=I=8
P10=(13,23)=(N,X)=D=3

3-Convert the message to code

M A L M A M O O N
M 0 11 12 0 12 |14 14 13
K 19 14 14 14 4 19 14 14
cipher | 19 3 2 14 -8 |5 0 1

18
Code |10011 | 00011 | 00010 | 01110 00101 | 00000 | 00001

The decryption process is the reverse of the encryption process.
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Conclusions

In this research the powered elliptic curve was used to exchange
symmetric key. From this key many other one-time-pad keys were
generated by producing other points on the curve. The proposed method
was able to produce more than ten keys from one exchanged point. Using
Beaufort and Porta table increase the security of the proposed encryption
method.
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