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Glossary of main terms

Hazard — something with the potential to cause harm or injury

Risk — the likelihood that it will actually cause harm or injury

Risk assessment — the process of identifying hazards and assessing the
severity of harm and likelihood it will occur

Risk factor — the range of factors that combine to represent the potential
for harm, injury, damage or loss to occur

Corporate governance —adherence to a set of principles to ensure proper
controls are established and maintained within the organization
Microfirm — up to ten employees

Small firm — 11-50 employees

Medium-size firm — 51-250 employees

Large firm — over 250 employees

HSC - Health and Safety Commission are the national body with the
responsibility for considering health and safety issues and where the
law may need to be amended to provide better or further protection for
workers and others in the workplace

HSE - the Health and Safety Executive answers to the HSC providing
inspection and enforcement services

COSHH - the control of substances that might be hazardous (that is
with the potential to cause harm or injury) when used or stored, or
disposed of. The substances can be liquids, gases, fumes, dusts and can
be absorbed through direct contact with the skin, through breathing in,
through swallowing and via other means such as through puncture
wounds

RIDDOR - Reporting of Injuries, Diseases and Dangerous Occurrences
Regulations 1995

Manual Handling — the action of handling large/heavy/awkwardly
shaped/compact/uneven or sharp-edged objects (including people or
animals). It relates to lifting, pulling, pushing or carrying these objects
and the potential damage it can do to people if they handle things
incorrectly. This can be lower back injuries, injuries to upper parts of
the body and limbs and other injuries associated with dropping the
object.
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Glossary of main terms

CORG I - the central registration body for businesses and individual
operatives working in the gas installation industry

Control measures — an action/device/strategy intended to eliminate/
alleviate/reduce the negative impact on the business or individual of
a situation or event

Direct losses — generally the more visible, more easily quantifiable
losses that can be expected to occur and can be insured against to some
degree

Indirect or consequential losses — less easily quantified and less likely
to be insurable.
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Chapter |
Introduction

I.1 Aim of the book

The last five years of the twentieth century witnessed significant changes
in the way firms operate and in the fundamental structure of business
units as globalization became more prominent. British industry has
changed from primarily manufacturing based to predominantly service
provision and, after the mergers and takeovers of the 1970s, came the
trend for down-sizing to much smaller business units in the 1980s and
1990s. Total number of businesses has grown to around four million, the
vast majority being sole traders or partners without employees, accom-
panied by the rapid growth in the use of telecommunications, the
internet, part-time and temporary employment contracts and the use of
home-working.

Membership of the European Union has brought with it a stream of
legislation and, more recently, a desire to bring all member states into
closer alignment on employment and worker protection, social issues,
taxation and other fiscal measures. This has been closely followed by
many directives which seem to be blurring the edges between different
disciplines when transposed into national legislation. Despite greater
emphasis on recognizing the needs of small firms, there are con-
siderable pressures, both internal and external, that require firms to be
able to demonstrate to others that they are managing the business
satisfactorily.

While Figure 1.1 identifies some of these pressures, when considered
alongside the changing and uncertain face of current competitive climate,
we can see why risk management is often sidelined in smaller
organizations.

The ten elements of operation that represent the main risk areas to the
success of a business are considered to be:

1 Premises — where the firm is located, type of premises available for use,
amenities, distribution routes, access for customers

2 Product — industry sector, features of product or service offered, life
cycle and fashion trends, materials used in production, green issues,
quality
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Figure 1.1 Internal and external pressures on business

10

Purchasing — access to supplies, storage and warehouse facilities, stock
control, payment terms, cost

People — the workers in the organization, skills, training needs,
motivation and commitment, incentive packages available, employ-
ment contracts

Procedures — production procedures, record keeping and reporting
systems, monitoring and review, use of standards, emergency
procedures

Protection — personal protection of workers and others, property and
vehicle security, insurance cover, information systems, data security
Processes — production processes, waste and scrap disposal, skills,
technology and new materials

Performance — targets set, monitoring, measurement tools, consistency,
validity of data

Planning — access to relevant data, management skills, external factors
and levels of control, short- and long-term planning, investment
options

Policy — range of policies that support the strategic plans of the
firm.

Each element represents its own type of risks that interact with, and
impact on, the others sometimes positively and sometimes negatively.
No-one can eliminate all the risks in all the areas — it is a risky business
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setting up, operating and developing a successful operation. With careful
management they can, of course, be reduced or controlled sufficiently to
alleviate or spread the risk, hopefully in such a way that retains the
excitement and challenge of running a successful business while
protecting all stakeholders from potential harm.

An evaluation of all the business operations requires honesty and
motivation in order to produce a comprehensive, detailed analysis of
potential risks within all ten areas listed above, referred to as the 10 Ps. A
daunting task, but a necessary one in order to gain a true appreciation of
how all the elements fit together, rather than the ‘sticking plaster’
approach to dealing with risks piecemeal as they materialize.

The 10 Ps approach outlined here considers each of these ten areas of
business management for the risk factors and controls in place, providing
prompts and tools for assessing the risks they present in order to
prioritize subsequent risk reduction activities required. These risk factors
include issues such as:

® employment — related to employing workers, need for skills, manage-
ment structures, shortages, employment protection

® legislation — including discrimination law, health, safety and fire
protection, environmental protection, permits, procedures, record
keeping

® security — safeguarding people, premises, data and copyright protec-
tion, theft, violence to staff and others

® competition — pricing strategies, location, bench marking and stan-
dards, public perceptions, penalties

® finance — investment, insurance and litigation, returns and profit, long-
and short-term planning.

Risks are allocated a rating against such factors as:

extent of potential harm or damage

likelihood it will occur

possible disruption to business activities or growth
short- or long-term effects

internal strengths and weaknesses

ability to recover

likely impact on owners/shareholders/public image
litigation.

Clearly a wholly theoretical approach is of limited value when, in reality,
businesses do not operate in such a nice neat way! However, it is vital that
all risks to the business should be considered strategically at the most
senior level, not just financial risks, and an approach that can be used
consistently throughout is a valuable tool for management. Of particular
significance now is the emphasis on visible corporate governance
demonstrated through adherence to the Combined Code of the Commit-
tee on Corporate Governance! from December 2000. Transparency is the
key word, whether related to government activities or the business
world, so ability to produce evidence of actions taken to safeguard the
interests of stakeholders is critical.
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The structure and size of the organization will impact on the depth and
breadth of risk management activities required, as will the industry
sector. It is also important to note that judgement will be needed at an
individual level and this book is not intended to be an over-arching
requirement on every firm irrespective of its relevance. It is intended to
provide comprehensive guidance to those who have responsibility for
ensuring adequate corporate governance at board level, for managers
responsible for establishing and monitoring procedures to support the
strategic objectives of the business, plus others who provide advice and
guidance to the business community.

1.2 Business structures

As noted earlier there are vast differences in the way businesses are
organized that will impact on how the proposed approach is used. It is
useful to consider the underlying assumptions and beliefs of the author
that support the development of this approach to risk management.
These are that:

@ despite the stated goals of reduced burdens on business and ‘better
regulation’, new legislation introduced in recent years has had a much
more fundamental impact on the way business operates than any of
the regulations that have disappeared

® larger organizations are generally (not always of course) better placed
to accommodate such legislative changes than smaller firms, so the
burdens as cost per employee are often disproportionately applied — in
some cases as much as 10 per cent more

e growth in the number of small firms will continue in the near future

® consumers expect more, particularly on environmental protection and
being seen to operate an ‘ethical’ business at global level

® workers expect more in the way of protection from health and safety
risks, a greater say in major business decisions and more direct
consultation

® there is greater emphasis on accountability and higher expectations of
results from those in senior management positions

® external factors play an ever-increasing role in how the company is
perceived by customers, shareholders and other stakeholders.

Despite evidence to suggest otherwise, there still exists the view that
small firms are just scaled down versions of large organizations.
With around 94 per cent of private-sector firms in the UK employing
fewer than 10 people, it is vital to acknowledge the differences in
organization that such a microfirm requires. However, as business
structures continue to change, the definition of ‘small firm” based on the
number of employees becomes less helpful, though still an important
indicator. It would seem that a combination of number of employees/
industry sector/turnover/incorporation status might be more helpful
when considering potential risks and management priorities to control
them.
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This is not a book about management theory in general, but clearly
there are some points worth noting relative to business structure and the
range or type of risks that might have the greatest impact. The following
summary presents the main features in this context against the most
common forms of business entity, from sole trader to plc.

1.2.1 Sole trader/self-employed individual

Usually unincorporated with a fluid, flexible management approach,
which suggests that potential risks can be spotted and dealt with more
quickly. Although entrepreneurs are often considered to be risk-takers,
this is more likely to be ‘calculated risk’ taking, using less formal methods
for analysing and evaluating risks. The biggest problems are likely to be
related to:

® lack of knowledge and awareness about legislative requirements

® restricted access to finance and poorer financial management skills

® concentration on production rather than administrative or manage-
ment issues

@ higher ratios of insurance premium

® restricted access to some markets and reliance on a limited customer
base

® less formal methods of monitoring and control

® poorer quality premises and plant.

The owner is the critical person and the central pivot of the organization’s
culture if and when workers are employed.

1.2.2 Partnership

Shared responsibilities, skills and financial investment between two or
more people, plus potential for employing other staff. Apart from the
obvious risk of one or more partners running off with the assets, risks are
likely to be similar to those of the self-employed individual. Potential
difficulties relate to authority, control, decision-making and monitoring
controls. Significant risks may also be evident in small, high-tech
enterprises, especially new firms with high-cost borrowing and little
business experience. Partners may operate in an even or uneven
collaborative way and the industry sector may present greater risks
associated with process or licensing requirements.

1.2.3 Small private limited companies

Up to around 50 employees or a small business unit as part of a larger
organization, these tend to be hierarchical in structure, with culture and
beliefs established by the original owner. Often in traditional industries or
sectors, although a growing number are high-tech or service sector firms.
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Risks often associated with:

® poor communication channels

® need to change management approach as the firm grows and the early
flexible style needs to become more structured or formalized

® inappropriate premises or facilities to support growth of the firm

® product life cycle and product development

@ lack of training or facilities to develop up-to-date skills

@ inability, or unwillingness, to change to meet challenges of modern
competitive environment.

1.2.4 Medium-size limited companies

Larger concerns, more visible to a wider band of customers, therefore
there are greater risks associated with consumer choice, environmental
protection policies and public image. Risks also associated with insuffi-
cient communication and feedback channels resulting in too little or too
much information to maintain an effective risk management programme
throughout the firm. While shallower hierarchical structures are develop-
ing, larger organizations inevitably have to devolve power and authority
to smaller business units, adding to the potential base of data feedback
but also potentially to confusion.

Risks may be diverse and impact on various divisions, increasing the
need to have systems in place to manage risks effectively. Such
organizations are often slower to recognize and react to financial or
competitive risks and there is significant potential for operational risks to
be ignored or given insufficient weighting when considering overall risk
management strategy.

1.2.5 plcs and large organizations

The larger the organization, the greater the need for formal risk
management strategies that flow from the top down. In addition to the
risks already outlined above, internal risks are associated with lack of
coordination of specialist department interests and information channels,
making it more difficult to take a holistic view. There has to be greater
reliance on feedback of relevant information at senior level, with many
opportunities along the way for dilution or amendment of data.

Recent legislative changes mean greater transparency is needed, with
wider dissemination of business information, wider worker participa-
tion in decision-making, plus eco-friendly pressures from consumers.
Public image often becomes more significant as the organization grows
and risks associated with public or financial market perceptions
increase as ability directly to control or reduce such risks decreases. At
this level, the issue of risk-sharing and the balance of potential insured
losses against uninsured losses needs careful management. Commit-
ment and motivation may present additional risks for firms in merger
or takeover situations.
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Though not exhaustive, the above summaries highlight some of the
potential risk factors that firms must consider irrespective of sizes, and
the need for a systematic approach that is relevant, comprehensive and
cross-functional, while acknowledging the unique spread of pressures
facing individual firms.

1.3 10 Ps of risk management

The risk management approach identified by the author in Practical
Health and Safety Management for Small Businesses* was developed
specifically to help those working in or with small and microfirms. It
considers the health, safety, fire and other legislative risks to the business.
While primarily concerned with physical or visible risks, thus making it
easier for non-specialists to establish a workable management approach
in the absence of any other, it provides a useful base from which to
develop a more holistic system for analysing and evaluating business
risks in general. By adding further elements of planning and performance
measurement it becomes a much more comprehensive management tool
that can be tailor-made to suit the individual firm.

Figure 1.2 shows how the different elements impact on each other, and
although these 10 principles cover the main elements comprehensively, it
is hardly a nice easy number to remember! They have, therefore, been
broken down into four distinct groups of:

1 Physical properties — premises/product/purchasing supplies

2 People elements — people/procedures they follow /protection

3 Actions or processes — processes/performance against targets

4 Management issues — policy and strategy/planning and organizing.

Policy
Planning
Premises B N People
Product P :)cesses Procedures
Purchasing eriormance Protection
Planning
Policy

Figure 1.2 The 10 Ps of risk management
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These all overlap or interact with each other constantly, so cannot be
separated out too far. However, they do provide a structure from which
to identify and evaluate risks to the business, and to initiate and monitor
controls to reduce these risks.

While many text books focus on the policy of the firm as a starting
point, in reality businesses tend to start from the concrete and move on to
strategic issues in a more untidy, organic way. Wherever the reader
chooses to start within the 10 Ps structure, they will inevitably move
backwards and forwards to the policy and planning elements, especially
smaller firms. At the larger end of the scale, senior management will rely
on input from others at business unit or division level, who may also
choose a different starting point.

The next section, Part two ‘Identifying risk factors’, considers possible
risk factors against each of the ten headings, allocates some form of risk
rating against each and decides on priorities for action. Part three will
develop this further as various options for control measures are
explored.
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Chapter 2
Identifying risk factors

2.1 Risk assessment

As the current health and safety (H&S) legislation in Europe depends on
a risk assessment approach to managing and controlling hazards, there is
a great deal of information and guidance available on what this involves.
While this book is not exclusively concerned with health and safety risks,
there is a legal requirement to carry out such assessments so it is prudent
to start from this point.

The principles of risk assessment are quite straightforward, based on
the following activities:

1 Identify hazardous conditions/properties/processes that could poten-
tially cause harm, injury or damage

2 Consider what this harm, injury or damage might be; who could be
affected; and how serious the result of exposure might be

3 Evaluate the likelihood that such harm, injury or damage will occur,
taking into account any control measures that exist

4 Make judgements about adequacy of controls in place, identify gaps in
adequate provision and prioritize actions needed to correct the
situation

5 Monitor and re-evaluate after appropriate time scales and when
circumstances/materials/processes etc. change.

Despite the fairly simple logic of this approach, there has been much hype
and confusion generated about what risk assessment actually is, with the
result that the potential value and practical application of the process has
become lost under a mountain of paperwork. This does not mean that
records of the process are unnecessary. Clearly such activities should be
recorded in some form to confirm they have been carried out adequately
and to ensure that:

1 the scope or extent of activities to be assessed is clearly identified
beforehand

2 the full range of potential hazards or risk factors has been
considered
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3 people in the organization know what these are, what controls are in
place and how to use them

4 adequate monitoring and review can take place

5 and other parties can see that risks are being managed appropriately.

Indeed, significant findings of health and safety risk assessments
should be recorded by law, certainly when five or more people are
employed. It is particularly important that risk assessments are relevant
to the business itself, are carried out by suitably experienced, competent
people, are of sufficient depth to ensure people and property are
protected and that they reflect what actually happens in the firm
rather than what management thinks should be happening. This does,
therefore, require input from several sources, both users of the
systems as well as managers, technical experts or health and safety
specialists.

In the author’s view, the least successful approach is the use of external
specialists to ‘do risk assessments’ for the firm with little or no input from
internal staff. There may well be valid reasons for using external
consultants for some elements of the risk assessment, but this should be
identified through earlier assessment activities within the firm. Even the
specialist expertise required for assessments such as noise levels, fibre/air
concentrations, or asbestos materials will need to involve workers
directly.

For some readers, this will be familiar ground and H&S risk assessment
will have been a regular occurrence as it has been a legal requirement for
at least 8 years. Other readers may be familiar with evaluating broader
risks to the business but not specifically health and safety. In addition,
changes to the fire precautions regulations mean that many more firms
are now brought into this requirement than previously, as emphasis is
now on a risk assessment rather than a fire certificate prescriptive model
and all firms employing more than one person have to carry out a fire risk
assessment.

The intention in this section is to establish a risk assessment approach
that can be applied to all the elements of the 10 Ps, bringing together the
fire and H&S risks with other issues and concerns that need to be
controlled and managed in the organization. The starting point in
Chapter 2 is to identify hazards within the firm using a practical checklist
approach, then to evaluate the hazards or risk factors in Chapter 3 and to
allocate risk ratings in Chapter 4.

2.2 Identifying hazards

In all industries there are hazards or risk factors that are so glaringly
obvious to those working with them that they are hardly worthy of note.
Unfortunately, the frequent reference to ‘common sense’ belies the
previous knowledge, skills and experience of individuals that help them
to recognize such hazards and makes it less likely that newcomers to the
industry are made aware of them.
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Example: A young man, Simon Jones, was killed within hours of starting
work at Euromin (based at Shoreham Docks) in 1998, after being sent there
by an employment agency. He was given no training in how to carry out the
tasks set, which were particularly hazardous given his position in the cargo
hold in relation to the crane grab being used and was disadvantaged still
further by the total disregard for any safe working procedures.

In larger organizations, different sections or divisions may well have a base
of knowledge of hazards but no central source of reference. In addition,
results may be patchy, depending on the way data has been collected and
the range of people involved in its collection. It is important that a structure
is agreed and applied throughout the firm to make it both consistent and
easier to collate, of course, but also to ensure all the relevant risk factors
have been identified. Records should also include details about where and
when the assessment is carried out and by whom.

A valuable starting point is a site plan (Figures 2.1 and 2.2), irrespective
of size of firm, as it gives visual reminders about areas of activity that are
sometimes forgotten, such as external waste storage areas and rarely-
used storerooms. It is useful for highlighting movement of people and
goods through the firm and potential areas for conflicting priorities of
use. From an insurance point of view it also demonstrates that a
comprehensive analysis has been carried out and that the planning and
policy elements are based on relevant information.

In addition, a checklist for movement of goods through the business
such as the one included here (Figure 2.3) provides a useful structure to
work to and includes elements of delivery of materials as well as onward
travel. It can work just as well with a service type of business as a
production one, in that movement through the business may be of people,
animals, or objects. The list of stages can be amended of course to reflect the
work of the particular business unit and should reflect what actually
happens on a day-to-day basis. It also enables people involved in these
different stages to confirm the type and range of activities carried out fairly
quickly.

The areas to consider include:

Car parks, delivery areas, pedestrian access
Reception and waiting areas

Storage of supplies and materials

Movement of goods from stores to first process stage
Office and administration areas

Public display areas

Work-in-progress stages

Maintenance and repair

Activities carried out off-site, including movement between sites
Storage of waste/scrap materials

Packaging and storage before distributed
Distribution.
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Site location: ...
Date of assessment:

) Equipment .

Stage of Main and People H&S Security

progress activities procs%sdses involved issues issues
u

Stage 1:
Arrival

Stage 2:
Process

Stage 3:
Process

Stage 4:
Completion
or finishing

Stage 5:
Onward
movement

Figure 2.3 Checklist — movement of goods through the business

It may also be valuable to consider what equipment or processes are
used at each of these stages, especially for health and safety and security
risk factors considered later and the number of people involved
(including those who only occasionally need to be present).

The following section considers each of the 10 principles against the
risk factors identified in Chapter 1, within the four groups of:

(a) physical properties
(b) people elements

(c) actions or processes
(d) management issues.

2.3 Risk factors:

(a) Physical properties — premises/product/purchasing

2.3.1 Premises

This is often a significant risk factor for smaller firms, as they frequently have
limited access to suitable premises either at start-up stage or when
expanding production. At the other end of the scale, larger concerns with
a variety of sites have additional risk factors to consider and must fully
optimize the facilities available at each. A wide range of risk factors
include:
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® suitability of premises to type of process involved, particularly in
traditional manufacturing industries

® size of premises and facilities available

® financial concerns related to ownership or tenancy status, repairs,
expansion etc.

® location and means by which the product or service reaches the
customer

® health, safety, fire and environmental risks to workers and others.

Employment risk factors

® Location — skill shortage areas and access to suitably qualified or
experienced staff, particularly in areas of traditional industries now
redundant

® Relocation — need to relocate critical staff members; costs involved and
employment packages required for whole family relocation

Example: Loss of major industries such as mining, heavy manufacturing or
banking, represent significant risk factors to firms in the area. The base of
highly skilled labour from these industries may require substantial retraining
for work in different sectors.

® Capacity of premises for workers and customers
® Capacity for production processes and people to operate them
® Provision of facilities for staff, customers.

Legislative risk factors

® Equal opportunities and other discrimination laws relative to potential
workforce base

® Safety — structure of buildings including narrow or uneven stairs and
steps; layout of buildings for moving goods or materials; movement of
vehicles on-site; electrical supplies; adequate lighting and potential for
slips and trips; working areas considered to be ‘confined spaces’

Example: Older premises are not easily converted to reduce potential safety
hazards of narrow or uneven stairs and steps. Modern purpose-built
commercial premises may still present potential problems with changed
production processes or greater use of computerized systems.

® Health - heating and lighting provision; ventilation and clean air;
smoking of workers or customers; washing and toilet facilities; extreme
heat/cold areas of working
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Example: Increased pressure to provide smoke-free working environments
may not present problems where spare capacity is available for providing
specified smoking areas. On the other hand, some premises are not suited
for such segregation, especially leisure areas where customers expect to be
able to smoke.

Health — the requirement to identify and record all areas of the site
where asbestos materials may be present; damaged or exposed sections
of asbestos materials; potentially hidden sources of asbestos, partic-
ularly older premises

Fire — structure of buildings including open-plan areas and stair-wells;
access routes; escape routes/facilities available in emergencies; struc-
tural materials; location relative to other high-risk premises; shared
premises and multiple occupancy; need for fire certificate

Example: Shared premises may present additional hazards associated with
safety or security of common areas, such as lobbies, stairs or escape routes.
It is particularly important to consider processes of others in shared
premises, proximity and additional fire hazards introduced by their
activities.

Environment — disposal and storage areas for hazardous materials;
proximity to residential areas regarding noise emissions; ventilation
and exhaust systems used; removal/disposal of asbestos materials
used in structure

Example: Use of asbestos materials in the structure of buildings needs to be
identified, potential risk to workers and others assessed and removal,
where necessary, to be carried out under controlled conditions.

Permits or licences to operate in given premises; licence requirements
to safeguard workers and public; planning permissions.

Security risk factors

Visitors to the site and control of access to certain areas; fencing and
gates

Example: Access to the site may or may not present additional risks, but
unauthorized entry to shop-floor areas by delivery staff, for instance, may
introduce further hazards.
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® Unauthorized visitors — potential for injury; arson; property damage;
vandalism

Example: Potential for arson is more difficult to identify in some situations
than others. Piles of broken pallets against buildings near to perimeter
fences are ideal targets for arsonists, as are waste skips full of flammable
materials. Less obvious targets may be closed or ‘secure’ storage areas that
require more effort and planning on the part of the arsonist.

® Theft of materials; goods produced; money and other valuables;
workers/customers’ valuables; safe storage areas

® Access to electronic data; personal records; confidential information

® Access to harmful substances/agents; storage of hazardous substances
and materials

® Violence to staff, visitors, animals on site.

Example: Consider areas where staff may be particularly vulnerable at
certain times, such as opening up in the early morning or locking up at night,
when working alone, or when moving money and valuables around the
site.

Competitive risk factors

® Declining or growing commercial locations — impact of nearby derelict
or empty premises on customer perception

® Changes to local by-laws — local authority changes to parking and
loading facilities; changed one-way road systems; diverted road and
pedestrian traffic

Example: Environment and transport policies are being produced by all local
authorities in the UK and these are likely to include restricted access to
town centres at certain times of day; specified times for loading or unloading
vehicles; charges or tolls. Introduction of traffic calming measures involves
road closures and potential impact on passing trade.

® Customer expectations of premises, image, facilities
o High-street or out-of-town location.

Financial risk factors

® Cost of purchase, duties, legal costs
® Local authority and utilities charges and potential changes to these
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Example: Recent serious flooding (during 2000) in many parts of the UK not
usually affected has already resulted in massive increases in insurance
premiums, limited insurance cover, or no cover at all for future flood
damage. Uninsured losses can be up to ten times more than insured losses.
In addition, local authorities are expected to increase council tax and
business rates significantly in order to recover costs of clearing up and
improving flood defences.

@ Terms of leasing agreements; timespan for agreement renewal

® Life span of plant; mark down and write-off values

® Maintenance requirements; shared premises and responsibilities

® Charges for car park spaces

® Insurance premium rates dependent on growth or decline of local
environment

® Additional security precautions required due to location, such as
CCTV or metal shutters.

2.3.2 Product or service

There are several risk factors associated with the product or service itself
that then feed into questions about purchasing, production, waste
management etc. These include:

stages of the life cycle of the product and recent trends

the firm’s competitive position now and potential in the future
‘green’ environmental issues that affect development

life-style trends and demographic changes

a range of internal and external pressures on the business.

Employment risk factors

@ Skills of workforce; relevance to current requirements and trends
® Age structure of workforce and demographic trends

Example: General ageing of the work population means fewer young people
in some industry sectors, such as nursing or care sector where the most
experienced and skilled groups of workers are expected to retire during the
next decade. More workers are now caring for older relatives, as life
expectancy increases, as well as children or young adults who are living in
the parental home for longer.
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e Willingness and ability of workforce to up-grade their skills

® Need for flexible staffing due to variation in demand; contract
conditions

® Staff ratios required

Example: Also a legislative and competitive issue, the ratio of staff to client/
customer may present problems, for example in childcare services. Working
time regulations require an ‘uninterrupted’ break of 20 minutes in a 6-hour
shift which may require additional staff cover for limited periods during
the day.

@ Skill levels and experience of sales force.

Legislative risk factors

® Employment contract conditions and employment law protection

® Working patterns and hours (working time legislation); holiday and
break entitlements

® Product safety — potential for injury if not used properly; labelling and
packaging; sharp edges and/or moving parts; weight/size/shape of
product; child-safety requirements

Example: As UK society follows the US lead and becomes more litigious, so
potential hazards associated with the product or service need to be
carefully considered. Providers of information, guidance and advice are just
as susceptible to such factors as producers of consumer products.

® Consumer protection — use of non-hazardous materials; description of
product or service and customer perception (see also litigation later)

® Worker safety — use of substances and materials; sharp edges and
moving parts of product; personal safety when working with the
public or animals and potential for violence

® Health - biological contaminants during production; fumes when in
production or during storage; allergenic or carcinogenic properties

Example: Agriculture and horticulture, scientific testing facilities, food
production, and medical services are all sectors that need to identify the
potential risks to health from exposure to biological or chemical substances.
This is important whether dealing with animals or humans.

® Fire — product acts as a source of ignition/fuel/oxygen when in
production, use or storage; flame retardant properties; testing require-
ments; potential for explosion; flammable qualities
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Environment — methods of distribution if hazardous; disposal of
product; obsolescence; substitution of materials for production or
packaging

Licence requirements for provision of service/production/movement
and distribution/disposal of waste and scrap materials; specified
qualifications for workers.

Example: Recent regulations have been introduced for transporting
hazardous goods or materials, with specific systems and qualifications
required at all stages of the journey.

Se

curity risk factors

Copyright and registered designs; patents

Research and development security; use of technology in production
or materials used for product/service

Use of temporary workers; fraud; industrial espionage potential
Unauthorized access to data; restricted access to parts of production
process

Theft; fire; damage; storage of high-value components/work-in-
progress/or finished goods

Protection of money and other valuables; amount of money on
premises at any time

Security of vehicles and personnel in transit between sites.

Example: Often overlooked, the security of vehicles is a risk factor whether
they are stored on-site or used by staff to travel to and from work. Delivery
of materials, components and finished goods should be considered, as well
as transport of equipment or plant to carry out the job off-site (such as
construction).

Competitive risk factors

Life-cycle stage of product or service; consumer trends and cyclical
demand

Example: Apart from obvious short-term fashion trends, there are longer-
term life-cycle risk factors for most products. For example, the licensed
trade and restaurant industries have been particularly badly hit in recent
years, but coffee bars have seen a massive rise in popularity in just three
years.

Demographic changes relative to product or service
Pricing range; sales methods used
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Example: Use of the internet as a method for reaching customers is
growing daily, particularly in retail and as a means to ‘cut out’ the
agent or broker in transactions, such as house purchase, holidays, or
financial services. Even small firms traditionally trading in small local
areas can use this sales method, or can view it as a further risk for their
business.

Target quality levels; quality control and assurance methods

Use of standards and bench marking in industry/firm

Changes to legislation regarding use of materials/products, both UK
and EU

Public perception of industry and firm; bad publicity for other
businesses in industry.

Example: The rail industry is a good example of the potential risk to an
organization from bad publicity within an industry having an impact on
individual firms. It may not be easy to forecast what the triggers might be
for such a lack of confidence, but the potential risk could be considered
on a ‘worst scenario’ basis if necessary.

Financial risk factors

® Profit ratios; costs of production rising/steady/falling

® Range of suppliers available/used; payment and delivery systems
agreed

® Storage and warehouse facilities and costs; call-off facilities; use of Just
in Time for materials or components; stock control; penalties

® Delivery methods and costs; cost of fuel
Example: The year 2000 witnessed considerable financial damage to many
firms as the cost of fuel escalated, shortages in supply occurred and
transport of goods was disrupted. This affected many industry sectors and
firms with little or no contingency planning in place were at a distinct
disadvantage.

@ Collection of payments; debt/credit control systems; electronic transfer
of payments; payroll systems

® Cash flow; banking facilities; lending rates; expected return on
investments

® VAT and other tax regimes for firm’s products or service

® Licence costs; worker training and qualification costs
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Example: The gas industry has been particularly hard hit financially by
changes to the licence and registration scheme operated by CORGI, the
introduction of new qualification structures for operatives and increased call
on resources to fund the relevant training.

Cost of investments; repair and replacement of equipment/machin-
ery/buildings.

2.3.3 Purchasing

This is a significant element in the management of risks that is often isolated
from consideration of the other elements. There are broad issues such
as:

® the use of recognized standards in the business

® the firm’s policy on quality

® government policy on standards, environment, protection of workers
etc.

plus more specific issues for the firm such as:

cost and payment conditions

types of materials, availability, delivery

production processes and techniques

technology and renewing or replacing equipment and machinery
‘green’ issues and public perceptions of the firm.

Employment risk factors

Skills and experience of purchasing team; ability and resources to
consider best options for purchase

Existence of effective communication between all parts of the firm to
ensure appropriate ordering programme

Access to information about needs of different departments; awareness
of needs of any management system standard in place

Need for very close liaison with planning departments and dialogue
on planning issues.

Example: The risks associated with mismanagement of the purchasing or
procurement function may be significant. The larger the organization, the
more potential for problems related to communication channels and
inappropriate ordering schedules. This may be exacerbated by central
purchasing policy that does not take full account of individual business unit
requirements.




Identifying risk factors 27

Legislation risks

Competition laws and the need to operate a fair procurement system

Example: A high proportion of firms do not review purchasing arrangements
to consider the optimum option, but stay with the same suppliers for many
years. While such loyalty sometimes results in preferred supply conditions,
the risk factors associated with this approach relate to requirements for
changing supplies to match changing processes or methods of production;
the ability of the supplier to continue operating as planned; and potential for
restricting access to other suppliers unfairly.

Payment systems and issue of late-payment

Safety — adequate storage facilities; safe loading/unloading areas; use
of vehicles on site; storage and handling of hazardous substances and
materials; retention of Hazard Data Sheets

Health — manual handling of loads; use of vehicles for handling; noise
levels; light, heat and ventilation in storage areas

Example: In industries such as agriculture and horticulture, it is still difficult
to receive supplies in size of container and quantity that reduces risks of
manual handling injuries.

Environment — transport of materials and products; training and
qualifications for handling or transporting some materials; arranging
waste disposal services

Systems for monitoring location and state of materials; records of
disposal

Replacing plant and machinery with safer/more environmentally
friendly /more efficient/quieter versions.

Security risk factors

Checking supplies in to confirm quantity/quality; checking materials
out to relevant people

Theft; fire; damage; vandalism; arson

Safe storage of hazardous substances; authorized access

Pilfering and theft by staff/others

Movement of goods/materials between sites; transport safety and
security; use of refrigerated or other specialist vehicles and containers

Example: While there has been a significant shift towards automated sales
transactions in recent years, there are still many cash-based businesses such as
leisure or retail. Risks may, therefore, be considerable for some firms, including
potential for injury to staff as well as loss of money (often uninsurable).
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® Movement and storage of money and valuables
® Perimeter fencing; delivery vehicles and staff.

Competitive risk factors

@ Pricing strategy; access to appropriate materials and suppliers
® Use of environmentally-friendly materials; public perception

Example: Substitution of hazardous substances in printing, for instance, may
represent competitive risk factors if sufficiently robust or effective substitutes
are still not available. For example, the use of water-based inks for printing on
flexible plastic products results in print that does not always ‘fix’ satisfactorily
— hence blue hands from carrying the printed carrier bag home!

® Suppliers or customers introducing different management or control
systems; need to up-date procedures and reporting systems
® Introduction of new legislative requirements for industry.

Financial risk factors

® Rising costs of supplies

® Rising fuel and transport costs; vehicle and other licence costs

® Public pressure to substitute some materials/components of
production

Research and development costs to use substitute materials effectively;
staff retraining

Costs of insurance for secure storage

Opportunity cost of holding large quantities or high-value stock.

(b) People elements — people/procedures/protection

2.3.4 People

It is important to consider workers at all levels in the firm, especially those
with non-traditional forms of work contract and temporary workers. There
are broader considerations for some firms, as risks to visitors to the site and
the wider public in the vicinity may need to be identified. Other issues
include:

® how workers are organized, for example as groups or teams

cultural issues including the ‘culture’ within individual workplaces
whether there exists (or should exist) union recognition for workers
skills and competence of current workers and how closely these fit future
needs

training and supervision of workers

legislative requirements aimed at reducing risks to workers.
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Employment risk factors

Range of skills and experience of current workforce and match with
activities

Skills and expertise required for future work and activities; gap
between these two

Example: Training is a crucial element of maintaining the skill base and the
type of skills training required by the firm may not easily be accessed locally.
Risks are also associated with the format or structure of available training,
or the ability to analyse exactly what is needed.

Level of retraining needed; cost and time involved; access to new
staff

Need to find relevant training provision; internal or external provision;
training and support available internally

Amount, type, quality of supervision and management of workers;
organization of work groups and communication links between
them

Culture of organization; review and feedback mechanisms available
Recognition of union membership

Opportunities for promotion and development of staff; barriers to
advancement; facility for staff to move between departments

Use of temporary staff; motivation and commitment of staff.

Example: High staff turnover and use of a large proportion of workers on
temporary contract may represent an additional risk. This may become
more apparent when linked to the need for providing adequate health and
safety training for staff.

Legislative risk factors

Equal opportunities, racial discrimination, disability discrimination
requirements; reflection of balance in local community

Example: Some industries find it difficult to recruit relevant skilled and
qualified staff that reflects the make-up of the local community, so leaving
themselves open to charges of non-compliance with relevant anti-
discrimination legislation.

Provision of state-defined benefits, maternity and parental leave etc.
Work patterns; working time legislation and access to time off; rest and
washroom facilities
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Example: In nurseries and other childcare premises, staff have traditionally
taken lunch breaks with the children under their care, rather than
separately as an uninterrupted break. Risk factors related to these
legislative requirements relate to staff deployment, additional cover for
breaks and financial implications of this in the fee structure for
customers.

Minimum wage and pay structures

Safety — adequate training and supervision; provision of relevant
information; use of adequate protective gear/equipment; safe equip-
ment, machinery, materials; regular maintenance procedures; when
driving safely, on behalf of firm; lone working

Health — health screening and surveillance required; lighting, heating,
ventilation; use of VDUs; sight and hearing testing may be necessary;
exposure to hazardous substances; potential air contamination and
biological hazard exposure; extremes of temperature

Exposure to violence and/or stress; working from home; working in
other people’s premises

Staff ratios for some tasks.

Security risk factors

Violence to staff from customers/other staff/unauthorized visitors

Example: Violence or abuse of staff by members of the public has grown
considerably over recent years and must be acknowledged as a risk factor
by any organization that deals directly with the public.

Use and movement of money and other valuables on and off site
Theft and damage by workers or others; fraud and access to
confidential information

Data protection; use of information technology systems
Unauthorized access to parts of site

Security of company vehicles on and off site; private use of vehicles.

Competitive risk factors

‘Poaching’ trained staff by other firms; recruitment strategies
Commitment and motivation of staff

Access to sufficient suitably-skilled staff

Demographic trends and ageing population; lack of young people
entering industry
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Example: The gas industry is an example of an ageing, skilled workforce with
significant reduction in the numbers of young people entering the sector.
Risks are then associated with loss of skills as older workers retire and a
shrinking skill base of workers to take their place.

® Payment and financial incentive schemes.

Financial risk factors

® Cost of wages and other payments; ratio of wage bill to sales; profit
sharing schemes

Example: Rising costs of employment represent a risk factor for firms,
particularly those with high staff turnover. Changes to ‘industrial injuries’
support structures will present further risks as employers will need to
establish rehabilitation systems for injured or disabled workers.

® Minimum wage; rising national insurance contributions (NIC) for
employers; taxation levels

® Recruitment costs; turnover rates for staff in different positions in
firm

@ Cost of provision of state benefits through payroll; cash flow

® Direct and indirect costs of skills training; costs of H&S and other
relevant training

® Insurance premiums; costs of injury and ill health to workers;
provision of occupational health protection schemes; potential provi-
sion and cost of rehabilitation services

® Sickness absence; cover for other periods of absence; maternity benefit
provision.

2.3.5 Procedures

This element relates to others in the 10 Ps quite closely, particularly the
product, process and people. The sort of questions you might consider
should include:

® how appropriate are they for current production processes!

® will they be appropriate for future production?

® how will the introduction of new technologies impact on existing
procedures!

® are they actually implemented as they should be and are they monitored
effectively?

® how is their effectiveness measured and evaluated?

® do they serve to reduce risks or pose additional ones?
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Employment risk factors

® Lack of relevant skills in present workforce

® Inexperience of workers; high proportion of newcomers to industry, for
instance from redundant industries in region; significant proportion of
‘vulnerable’ groups of workers, especially young people

Example: Sectors with high staff turnover rates, such as the leisure and
catering industries, may also have a high proportion of young workers at any
one time. Potentially, such workers are more vulnerable due to lack of
experience and skills, but also because they have not had time to learn a job
fully before moving on. However, mature workers with high-level skills from
old traditional industries may also be more vulnerable when having to
change career direction.

® Complacency in use of long-established procedures; development of
‘short cuts’ to inappropriate procedures

Example: All industries can experience complacency among staff
where procedures have been in place and remained unchanged for a
long time. In production areas this may lead to ‘short cuts’ to speed up
the task, for instance by over-riding safety mechanisms. This complacency
may also relate to inaccurate record-keeping and reporting procedures
that then represents a risk to the validity of data used to support
management decisions.

® Access to relevant skills training; need for different skills in future and
resistance to training

® Need for fewer low-skilled workers; increased use of technology to
reduce number of people employed per business unit; redeployment of
staff and resources.

Legislative risk factors

® Safety — changes in law regarding use of materials/substances; greater
specification of safe methods of working in some industries

® Need to analyse procedures for risks to individuals, including safe
working practices and permits to work; monitor, supervise and control
use of procedures on day-to-day basis
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Example: Safety hazards must be identified for individuals where necessary,
whether for short-term or long-term working. For example, in the short
term there may be additional risk factors for pregnant or nursing women, or
someone recovering from an accident or illness. Long term, the additional
hazards present for individual left-handed workers operating machinery
designed for right-handed people — with stop buttons placed wrongly — are
often overlooked.

® Health — working time; exposure to stressors; workloads; noise
generation and protection for workers

® Ensure changes to procedures do not introduce additional hazards for
workers or others

® Record-keeping procedures; number of people involved in collecting
and collating data; relevance and accuracy of data collected; internal
and external reporting procedures, e.g. RIDDOR

® Emergency procedures in the event of fire, explosion, spillage or
leakage of substances

® Environment — transporting goods or substances; disposal of hazard-
ous waste; licences for movement and disposal; records; qualifications
of relevant staff; notification systems.

Security risk factors

® Emergency procedures in event of theft, violence, damage, arson

® Safeguarding sensitive or confidential data

® Security of IT data and systems; illegal use of internet access by staff or
others

Example: As IT systems become more complex and sophisticated in their
operation, so too do the means to access them illegally. This may therefore
represent a risk factor, whether it relates to medical or sensitive personal
information about clients/patients/workers, or financial data of individuals.

® Movement of money and other valuables; site and vehicle security
® Systems to monitor movements of staff, particularly lone or mobile
workers.

Competitive risk factors

® Use of out-dated, slower methods of production

® Need to replace plant and equipment with more efficient models;
ability to meet customer demand for new features or facilities of
product or service

o Customer service expectations; replacement/refund/compensation
procedures
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Minimum/optimum/maximum production schedules and ordering
systems

Use of third party certification schemes for quality/environment/
occupational health and safety management systems (such as ISO
9000/ ISO 14000/ BS 8800 standards)

Example: For firms without third party certification systems in place,
these may represent a risk factor if clients use them as a means of
restricting access to goods or services. As a user of such schemes, there
are several risk factors associated with their use, including time and
human resources to establish and maintain the system/cost, often
becoming a net cost to the firm/difficulty in integrating 2 or 3 different
standards for quality, environment and OH&S and of reducing impact of
conflicting or overlapping requirements of these systems.

Use of industry standards or codes of practice; recognition by
customers.

Financial risk factors

Cost of implementing and maintaining third party certification
schemes

Cost of replacing out-dated or inefficient plant and equipment

Short- versus long-term investment programmes; potential returns on
investments and time scale

Example: The ‘boom and bust’ cycles experienced in the UK have left some
negative equity situations, substantial losses on share values in some sectors
and potential problems for those responsible for making financial borrowing
or investment decisions.

Cost of training and retraining staff; cost of recruitment

Time and resources needed to monitor use of procedures and maintain
adequate records where needed

Insurance and potential litigation; balance of insured and uninsured
losses.

Example: Insurance protection generally only covers around 20 per cent of
the real cost of incidents and, indeed, many people are already under-
insured. Operational changes may not have been notified to insurance
provider for some time and values for plant may be much higher than
original premiums allowed for.
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2.3.6 Protection

This is much broader than just protection of people from health and safety
risks and includes identifying risks associated with the protection of:

® people

® premises

® materials

@ intellectual rights
® data and security
® the environment

plus other concerns such as insurance and the law.

Employment risk factors

® Generation and protection of ideas by workforce; opportunities for
workers to put forward ideas and take part in consultation with
management

® Protection of jobs; use of flexible working patterns; maintaining
motivation and commitment of workers

® Use of different employment contracts; conflict of definition of
‘worker’, ‘self-employed’ person etc. and expectations of worker
protection

Example: As worker protection measures increase, so too do risk factors
associated with balancing these measures against the need for a flexible
workforce and the needs of different groups of employees on different
employment contracts.

® Pension provision; other benefits and incentives.

Example: From October 2001, all firms employing more than five people
will need to provide workers with access to some form of pension
scheme as the norm, rather than as an optional extra. The government’s
Stakeholder Pension provision should be available from April 2001 to
support this.

Legislative risk factors

® Employment law requirements re dismissal, redundancy, time off,
contract of employment, discipline and grievance procedures etc.
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Example: The base of case study material to demonstrate the impact of the
Human Rights Bill is not yet sufficient to evaluate its impact as a risk factor.
It is likely, however, to impact more on labour-intensive industries or those
that are highly-regulated at present.

® Statutory Sick Pay; Statutory Maternity Pay and benefits; minimum
wage; correct application of collection/payment of government
schemes

® Safety — provision of adequate training, information and supervision;
provision of safe working areas with safe tools and equipment; safety
gear and personal protective equipment (PPE); regular maintenance
and repair programmes; protection of vulnerable groups of workers

Example: Some sectors, such as construction or agriculture, will need to
reduce the residual, inherent hazards of the task as much as possible before
relying too heavily on personal protective equipment for individuals.

® Health - health surveillance monitoring; recording results; con-
fidentiality; use of results for management and/or human resources
decisions; rehabilitation programmes in-house

Example: Access to occupational health services is a growing requirement in
the UK, as it is in many European countries and is likely to become a
mandatory requirement for most workers in the future.

® Fire — greater emphasis on protection of surrounding areas in the event
of fire; impact on people/ buildings/land/animals

Example: The recent review of Fire Safety Regulations has seen a shift of
emphasis to a risk assessment approach, with specific references to the
need to consider the potential impact on, and protection of, the local
environs if a fire occurs.

® Environment — protection of internal and external environment;
emissions; economic use of power sources; use of renewable sources
where possible.

Security risk factors

® Protection of people and premises; use of barriers to keep people away
from hazards
® Unauthorized access to plant and machinery
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Unauthorized access to records and protection of individual’s human
rights

Provision of appropriate training and support for staff to deal with
potentially violent situations.

Example: Industries where face-to-face contact with the public is involved,
crime rates and instances of threatened or actual violence to staff have
increased in recent years, posing additional threats to personal security and
safety.

Competitive risk factors

Cost of providing wide range of protective measures; need to keep up-
to-date with changing conditions

Resources required to maintain systems and thus taken away from
primary production

Public perception of image of company; ethical approach; environmen-
tal protection

Example: Potential loss of credibility or positive image with customers may
be a risk factor for firms as a result of actions by others in the industry. This
may relate to methods of selling, such as Time Share properties or double-
glazed window units, or to the product/service itself, such as incorrect
advice to clients on pensions during the 1980s and 1990s.

Industry image, positive or negative; impact of bad publicity attached
to other firms in locality or industry

Uneven distribution of legal compliance among main industry players;
inappropriate use of schemes to restrict access to suppliers

Growing base of employment protection and other government-led
measures represent burdens on firm (may be more relevant to size of
firm)

Need for transparency of decisions balanced by need for commercial
confidentiality.

Financial risk factors

Cost of employment protection measures; difficulty of replacing key
staff when absent (for whatever reason) and additional costs involved

Example: Larger organizations may be able to accommodate the absence of
key staff members for some time, although the costs might be substantial.
This is more difficult in smaller organizations, those that are traditionally
female-dominated (with potential maternity absence), or in larger concerns
with high levels of absence in certain divisions.
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® Increasing redundancy cost burden on employer and, potentially, lack
of adequate provision for future

® Balance between costs of different employment contract terms

® Interest rates on planned borrowing for investment.

(c) Actions or processes — process/performance

2.3.7 Process

Risks associated with the process itself can vary enormously, of course,
depending on the type of business being considered. However, the
fundamental questions will be related to:

® the techniques used and inherent risks associated with them

@ controls in place to reduce risks

® potential impact of technological developments, both positive and
negative

® changes in legislation and their impact on choice of techniques

® government initiatives to support and encourage firms to consider using
new technologies

® skill levels of available staff, both in-house and more widely available in the
geographic area

Employment risk factors

® Lack of skills; lack of motivation or commitment

® Direct contact with the public often leading to high levels of stress;
potential or actual violence to workers

® High turnover of staff due to unsatisfactory work conditions or
requirements

Example: Whethe