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1.0 Introduction

A primary responsibility of pharmaceutical manufacturers is to provide safe and efficacious products 
of appropriate quality to patients and consumers by assuring decisions are based on accurate, reliable, 
truthful, and complete data. Data integrity is a mandatory requirement and key concern of health 
authorities. At the time of this writing, data integrity citations, especially those related to computer-
ized systems in laboratory and manufacturing environments, have resulted in a number of significant, 
well-publicized enforcement actions from the U.S. Food and Drug Administration (FDA) and other 
regulatory authorities, including the United Kingdom Medicines and Healthcare products Regulatory 
Agency (MHRA), and European Medicines Agency (EMA). These enforcement actions have taken 
the form of warning letters, import alerts, statements of GMP noncompliance, notices of concern, 
and refusals to accept and/or approve applications. Many of these actions involve failing to docu-
ment or report alterations, deletions, fabrications, and/or misrepresentations of data in quality control 
laboratories. The range of data integrity findings spans the spectrum from unintentional errors in data 
reporting and lack of controls necessary to ensure data authenticity to intentional acts involving failure 
to report data and/or falsification of records. 

The spike in enforcement actions, in part, is linked to improved detection capabilities, which have 
become more prevalent as technological enhancements have extended the level of automation in both 
pharmaceutical quality control and microbiology laboratories. The extensive use of computer systems 
and digital media for product testing, as well as in ancillary support systems, provides more visibility 
to data integrity gaps than was evident with static paper records. 

The consequences of failing to uncover data integrity problems through self-discovery or internal 
audit programs before they are found by regulatory agency inspectors can impact the outcome of 
the inspection in ways that could be very damaging to a business. Similarly, the business impact on 
contract manufacturers, contract laboratories, and suppliers can be very serious if they fail to uncover 
and disclose data integrity problems before regulators or their customers’ auditors do. One of the 
responsibilities of regulatory agency investigators is to verify the accuracy, reliability, and integrity of 
data submitted in written form or other media prior to, during, or after an inspection, or as part of a 
drug submission for market authorization, annual report, mandatory quality defect report (e.g., Field 
Alert), or Adverse Event Report. The regulatory investigators (also referred to as inspectors in some 
regulatory regions) may detect and document inconsistencies between the information provided and 
available for review that may suggest data integrity problems that the company will need to correct. 
Such inconsistencies can be used by the health authority as the basis for a regulatory action or formal 
written communication. From the regulators’ perspective, noncompliance with good data integrity 
practices is not based solely on the intent to mislead authorities to believe that all laboratory activi-
ties are performed according to current good manufacturing practices (CGMP) when they are not. 
Requirements for appropriate laboratory records and documentation began with the first GMP regula-
tions and expectations have been clarified in other publications such as the FDA Guide to Inspections 
of Pharmaceutical Quality Control Laboratories published in 1993 (1). 

In some instances, a regulatory agency may decide to ban products from entering its jurisdiction and 
order or recommend that the potentially affected product be removed from the market.1 Regula-
tory agencies and organizations that oversee a manufacturing site’s adherence to CGMPs have made 
significant efforts to communicate their expectations to both industry and their inspectorates about 
managing data and ensuring its integrity. Some of these expectations can be found in the U.S. FDA 
Draft Guidance for Industry on Data Integrity and Compliance with CGMP (April 2016), World Health 
Organization (WHO) Guidance on Good Data and Record Management Practices (May 2016), Draft 
PIC/S Guidance Good Practices for Data Management and Integrity in Regulated GMP/GDP Environ-
ments (August 2016), MHRA GXP Data Integrity Definitions and Guidance (March 2018), Guidance 
for Industry, Part 11, Electronic Records; Electronic Signatures—Scope and Application (August 2003), 

1 Some regulatory agencies have the legal authority to order product removal from the market, while others can 
only recommend such actions.
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and EU Annex 11: Computerised Systems (June 2011) (2–8). Even older health authority publications 
on traditional audit practices may also be helpful in identifying and preventing data integrity issues in 
laboratories. Some examples include: FDA Guide to Inspections of Pharmaceutical Quality Control 
Laboratories (1) and the European Medicines Agency (EMA) Questions and Answers: Good Manu-
facturing Practice–Data Integrity (9).

This increased focus on data integrity by health authority investigators has resulted in the need for 
firms to modify and harmonize strategies to address data integrity gaps in a manner that promotes 
transparency, accuracy, and reliability of data as well as detection of data integrity breaches. 

Industry can use technology shifts, along with the new awareness that stems from recent regulatory 
sanctions, to enhance their efforts to improve processes and establish mechanisms for detection and 
mitigation of gaps that impact data integrity in paper, hybrid, and computerized systems. The overall 
goal of ensuring data reliability is to protect patients as well as provide competitive sustainability.

1.1 Purpose
This technical report, developed by subject matter experts from the global pharmaceutical industry 
and regulatory agencies, summarizes data integrity risks and the best practices, including audit ap-
proaches, that can be utilized to develop a robust data integrity management system for laboratory 
settings with both manual and electronic processes that firms can follow to achieve compliance and 
mitigate risks. Current regulatory trends indicate breaches in data integrity and a need for additional 
guidance regarding the regulatory expectations. The intent of this report is to outline regulatory re-
quirements and expectations, along with best industry practices to ensure data integrity, to highlight 
common gaps in laboratory data management practices, and to recommend methods of remediation. 

For the purpose of this report, the term “data integrity” means the degree to which data are complete, 
consistent, accurate, trustworthy, and reliable and that these characteristics of the data are maintained 
(3) to support the quality of drug products throughout their lifecycle from the point of development 
through commercialization. The reliability of such data is necessary to support clinical trials, product 
development, manufacturing, testing, and regulatory reporting requirements, all of which are depen-
dent on the processes and controls in place from the point of data creation to ensure data cannot be 
altered, deleted, omitted, or in any way modified to misrepresent what actually occurred. Data integ-
rity is the cornerstone of establishing and maintaining confidence in the reliability of data. 

1.2 Scope
This technical report focuses on the management of data integrity within pharmaceutical quality con-
trol analytical and microbiology laboratories and is also applicable to analytical development and 
R&D laboratories. It provides the framework and tools necessary to establish a robust data integrity 
management system to ensure data integrity for paper, hybrid, and computerized systems within the 
laboratory.

Licensed to Schoerie, Trevor/PharmOut Pty Ltd: Copying and Distribution Prohibited.
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2.0 Glossary of Terms

Many of the terms used in this report are defined by multiple regulatory bodies. Because regulatory 
definitions can form the basis of enforcement actions and, in the United States, prosecutions, regula-
tory definitions from the MHRA, WHO, FFIEC, and FDA are provided, when available. In the ab-
sence of a regulatory definition, the technical report team selected a definition either from an existing 
PDA technical report, another reputable source, or one reached by consensus of the team.

Archival
MHRA (Archive): A designated secure area or 
facility (e.g., cabinet, room, building or com-
puterised system) for the long-term retention 
of data and metadata for the purposes of verifi-
cation of the process or activity (5).

WHO: The process of protecting records from 
the possibility of being further altered or delet-
ed, and storing these records under the control 
of independent data management personnel 
throughout the required retention period (3).

Audit Trail 
FDA: A secure, computer-generated, time-
stamped electronic record that allows for recon-
struction of the course of events relating to the 
creation, modification, or deletion of an elec-
tronic record. An audit trail is a chronology of 
the “who, what, when, and why” of a record (2).

MHRA: Metadata containing information associ-
ated with actions that relate to the creation, modi-
fication or deletion of GXP records. An audit trail 
provides for secure recording of life-cycle details 
such as creation, additions, deletions or altera-
tions of information in a record, either paper or 
electronic, without obscuring or overwriting the 
original record. An audit trail facilitates the recon-
struction of the history of such events relating to 
the record regardless of its medium, including the 
“who, what, when and why” of the action (5).

WHO: The audit trail is a form of metadata that 
contains information associated with actions that 
relate to the creation, modification or deletion of 
GXP records. An audit trail provides for secure 
recording of life-cycle details such as creation, ad-
ditions, deletions, or alterations of information in 
a record, either paper or electronic, without ob-
scuring or overwriting the original record (3).

Backup
FDA: A true copy of the original data that is 
maintained securely throughout the records re-
tention period. The backup file should contain 
the data (which includes associated metadata) 
and should be in the original format or in a for-
mat compatible with the original format (2).

MHRA: A copy of current (editable) data, 
metadata and system configuration settings 
maintained for recovery including disaster re-
covery (5).

WHO: A copy of one or more electronic files 
created as an alternative in case the original 
data or system are lost or become unusable. 
Backup differs from archival in that back-up 
copies of electronic records are typically only 
temporarily stored for the purposes of disaster 
recovery and may be periodically overwritten. 
Such temporary back-up copies should not be 
relied upon as an archival mechanism (3).

CGMP Record
FDA: When generated to satisfy a CGMP re-
quirement, all data become a CGMP record. 
You must document, or save, the data at the 
time of performance to create a record in com-
pliance with CGMP requirements, includ-
ing, but not limited to, §§ 211.100(b) and 
211.160(a). FDA expects processes to be de-
signed so that quality data is created and main-
tained and cannot be modified (2).

Complete Data
FDA: FDA requires complete data in labora-
tory records, which includes raw data, graphs, 
charts, and spectra from laboratory instruments 
and associated metadata. (§§ 211.194(a) and 
212.60(g)(3) (2). A complete record of all data 
secured in the course of each test, including 
date and time the test was conducted and all 
graphs, charts, and spectra from laboratory in-
strumentation, properly identified to show the 
specific component, drug product container, 
closure, in-process material, or drug product, 
and lot tested (2).

Corruption (Data)
FFIEC: Errors in computer data that occur 
during writing, reading, storage, transmission, 
or processing, which introduce unintended 
changes to the original data (10).

Licensed to Schoerie, Trevor/PharmOut Pty Ltd: Copying and Distribution Prohibited.
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Data
MHRA: Facts, figures and statistics collected to-
gether for reference or analysis. All original re-
cords and true copies of original records, includ-
ing source data and metadata and all subsequent 
transformations and reports of these data, that 
are generated or recorded at the time of the GXP 
activity and allow full and complete reconstruc-
tion and evaluation of the GXP activity (5).

WHO: Data means all original records and true 
copies of original records, including source data 
and metadata and all subsequent transforma-
tions and reports of this data, which are gener-
ated or recorded at the time of the GXP activ-
ity and allow full and complete reconstruction 
and evaluation of the GXP activity. Data should 
be accurately recorded by permanent means at 
the time of the activity. Data may be contained 
in paper records (such as worksheets and log-
books), electronic records and audit trails, pho-
tographs, microfilm or microfiche, audio- or 
video-files or any other media whereby infor-
mation related to GXP activities is recorded (3).

Data Integrity 
FDA: Refers to the completeness, consistency, 
and accuracy of data. Complete, consistent, 
and accurate data should be attributable, leg-
ible, contemporaneously recorded, original or 
a true copy, and accurate (ALCOA) (2).

MHRA: The degree to which data are complete, 
consistent, accurate, trustworthy, reliable and that 
these characteristics of the data are maintained 
throughout the data life cycle. The data should 
be collected and maintained in a secure manner, 
so that they are attributable, legible, contempo-
raneously recorded, original (or a true copy) and 
accurate. Assuring data integrity requires appro-
priate quality and risk management systems, in-
cluding adherence to sound scientific principles 
and good documentation practices (5).

WHO: The degree to which data are complete, 
consistent, accurate, trustworthy and reliable and 
that these characteristics of the data are main-
tained throughout the data life cycle. The data 
should be collected and maintained in a secure 
manner, such that they are attributable, legible, 
contemporaneously recorded, original or a true 
copy and accurate. Assuring data integrity re-
quires appropriate quality and risk management 
systems, including adherence to sound scientific 
principles and good documentation practices (3).

Data Lifecycle
MHRA: All phases in the life of the data (in-
cluding raw data) from initial generation and 
recording through processing (including trans-
formation or migration), use, data retention, 
archive/retrieval and destruction (5).

WHO: All phases of the process by which data 
is created, processed, reviewed, analyzed and 
reported, transferred, stored and retrieved and 
monitored until retirement or disposal. There 
should be a planned approach to assessing, 
monitoring and managing the data and the 
risks to those data in a manner commensurate 
with potential impact on patient safety, prod-
uct quality and/or the reliability of the deci-
sions made throughout all phases of the data 
life cycle (3).

Dynamic Record Format
FDA: The record format allows interaction be-
tween the user and the record content (2).

MHRA: An electronic record which the user/
reviewer can interact with (5).

WHO: Records, such as electronic records, that 
allow for an interactive relationship between 
the user and the record content (3).

GXP
WHO: Acronym for the good practice guides 
governing the preclinical, clinical, manufac-
turing, testing, storage, distribution and post-
market activities for regulated pharmaceuti-
cals, biologicals, and medical devices, such 
as good laboratory practices, good clinical 
practices, good manufacturing practices, good 
pharmacovigilance practices and good distri-
bution practices (3).

Human Factors
A science discipline that examines human psy-
chological, social, physical, and biological char-
acteristics to evaluate the design, operation, or 
use of products or systems for optimizing human 
performance, health, safety, and/or habitability 
(11). 

Hybrid Approach
WHO: The use of a computerized system in 
which there is a combination of original elec-
tronic records and paper records that comprise 
the total record set that should be reviewed 
and retained (3). 
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Manual Integration
Process used by a person to modify the integra-
tion of peak area by modifying the baseline, split-
ting peaks, or dropping a baseline as assigned by 
the chromatography software to overrule the 
pre-established integration parameters within 
the chromatographic software. 

Metadata 
FDA: The contextual information required to 
understand data. A data value is by itself mean-
ingless without additional information about 
the data. Metadata is often described as data 
about data. Metadata is structured information 
that describes, explains, or otherwise makes it 
easier to retrieve, use, or manage data (2).

MHRA: Metadata is data that describe the at-
tributes of other data and provide context and 
meaning. Typically, these are data that describe 
the structure, data elements, inter-relation-
ships and other characteristics of data. It also 
permits data to be attributable to an individual 
(or if automatically generated, to the original 
data source) (5).

WHO: Metadata are data about data that pro-
vide the contextual information required to 
understand those data. These include structur-
al and descriptive metadata. Such data describe 
the structure, data elements, interrelationships 
and other characteristics of data. They also per-
mit data to be attributable to an individual (3).

Original Record
MHRA: The first or source capture of data 
or information, e.g., original paper record of 
manual observation or electronic raw data 
file from a computerised system, and all sub-
sequent data required to fully reconstruct the 
conduct of the GXP activity. Original records 
can be static or dynamic (5).

Peak Integration
Process used to by a chromatographic system to 
determine the peak area (based on height and 
width) and obtain the quantitation of the peak 
of interest. The measurement is based on the in-
tegral technique of splitting the peak into a large 
number of rectangles, which are then summed 
to provide an estimate of the total area under the 
peak (12).

Raw Data
FDA: Any laboratory worksheets, records, 
memoranda, notes, or exact copies thereof 
that are the result of original observations and 
activities of a nonclinical laboratory study and 
are necessary for the reconstruction and evalu-
ation of the report of that study. Raw data may 
include photographs, microfilm or microfiche 
copies, computer printouts, magnetic media, 
including dictated observations, and recorded 
data from automated instruments (13).

MHRA: The original record (data) which can 
be described as the first-capture of informa-
tion, whether recorded on paper or electroni-
cally. Information that is originally captured in 
a dynamic state should remain available in that 
state (5).

Static Record Format 
FDA: A fixed-data document such as a paper 
record or an electronic image (2).

MHRA: A “fixed” record such as paper or pdf (5).

WHO: A static record format, such as a paper 
or pdf record, is one that is fixed and allows 
little or no interaction between the user and 
the record content (3).

Systems (in computer or related 
systems)

FDA (attributed to ANSI): People, ma-
chines, and methods organized to accomplish 
a set of specific functions. Computer or re-
lated systems can refer to computer hardware, 
software, peripheral devices, networks, cloud 
infrastructure, operators, and associated docu-
ments (e.g., user manuals and standard operat-
ing procedures) (2,14).

WHO: A computerized system collectively 
controls the performance of one or more auto-
mated processes and/or functions. It includes 
computer hardware, software, peripheral de-
vices, networks and documentation, e.g., man-
uals and standard operating procedures, as well 
as the personnel interfacing with the hardware 
and software, e.g., users and information tech-
nology support personnel (3).
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True Copy
FDA: 21 CFR 211.180(d) requires records to 
be retained “either as original records or true 
copies such as photocopies, microfilm, micro-
fiche, or other accurate reproductions of the 
original records” (8). Electronic copies can be 
used as true copies of paper or electronic re-
cords, provided the copies preserve the content 
and meaning of the original or raw data, which 
includes associated metadata and the static or 
dynamic nature of the original records (2). 

MHRA: A copy (irrespective of the type of me-
dia used) of the original record that has been ver-
ified (i.e., by a dated signature or by generation 
through a validated process) to have the same in-
formation, including data that describe the con-
text, content, and structure as the original (5).

WHO: A true copy is a copy of an original re-
cording of data that has been verified and certi-
fied to confirm it is an exact and complete copy 
that preserves the entire content and meaning 
of the original record including, in the case of 
electronic data, all essential metadata and the 
original record format as appropriate (3).

2.1 Acronyms
ALCOA Accurate, Legible, Contemporaneous, 

Original and Attributable

ALCS Analytical Laboratory Computerized 
Systems

COTS Commercial Off-The-Shelf (software)

CPC Critical Process Control 

CQA Critical Quality Attribute

CGMP Current Good Manufacturing Practice

CSV Comma Separated Values

EDC Electronic Data Capture

GXP Inclusive of Good Laboratory 
Practice, Good Clinical Practice, 
Good Manufacturing Practice, Good 
Distribution Practice and Good 
Pharmacovigilance Practice 

ICH International Conference on 
Harmonisation

LIMS Laboratory Information Management 
System

PQS Pharmaceutical Quality System

QA Quality Assurance

QC Quality Control

QU Quality Unit

USP United States Pharmacopeia
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3.0 Regulatory Trends for Data Integrity Issues in  
Pharmaceutical Laboratories

Regulations and guidelines require analytical and microbiological laboratories to have the appropriate controls 
and procedures, governed by a robust and reliable Quality Unit organization, to ensure paper documentation 
and electronic data are properly managed (15–17). Laboratory management and personnel must be properly 
trained on CGMPs on a regular basis, including on good data management practices, and have the neces-
sary resources to maintain a sustainable CGMP environment. Regulations specifically require each person 
engaged in a CGMP-related function to be properly trained in the operations they perform and in CGMPs 
(18). A review of recent inspection findings and regulatory actions initiated by various health authorities dem-
onstrates that these expectations have not been attained consistently, though the regulations have remained 
largely unchanged for the past 30 years. The breaches in data integrity found during inspections in recent years 
have triggered the need to publish additional guidance documents describing more clearly the regulatory ex-
pectations in CGMP-related systems (e.g., laboratory, quality, production, utilities, packaging, and facilities/
equipment). These guidances emphasize the importance of good laboratory and manufacturing documenta-
tion practices and greater collaboration among regulatory agencies around the world and across the industry.

The common trends identified in regulatory observations between 2012 and 2017 are similar for both 
analytical and microbiological laboratories and include the following: 

•	 Failure to perform required testing: Citations have been issued for sterility testing of finished 
product, in-process, active pharmaceutical ingredient (API), environmental monitoring, water, 
and media fills where the required sampling, incubation, and/or testing were not performed, while 
records were generated as if the sampling or testing had been performed. Regulators have cited 
firms for failing to perform testing of in-process and finished drug products, while COAs indicate 
that the final testing had been conducted. 

•	 Falsification of critical data: Citations have been issued for falsification of sampling informa-
tion or test result data in worksheets/logbooks/test reports, including fabricated results for samples 
not attained and/or incubated, and for reporting failing results as passing.

•	 Deletion of data: Citations have been issued for deletion or overwriting of electronic data gen-
erated in the laboratory. A review of many systems’ audit trails shows the deletion of chromato-
graphic injections or critical test data information. 

•	 Deficiencies in deviation reports and investigations of data integrity issues: Citations 
have been issued for deficiencies such as inadequate root cause (e.g., did not address data manipu-
lation and falsification), failure to expand the scope of the investigation to assess potential impact 
of poor data integrity practices on other functional areas, lack of an action plan describing how 
corporate management and the Quality Unit will prevent data manipulation, lack of a compre-
hensive assessment of all products manufactured, and lack of data to support applications.

•	 Falsification of CGMP records: Citations have been issued for evidence of falsification of 
CGMP records, including modification of records, omissions, or reporting inaccurate results. In 
order to provide more specific context, an analysis of individual citations listed in recent FDA 
Warning Letters was completed and indicates five common data integrity trends found during the 
inspection of quality control laboratories. See references (19–24). For example, in a 2013 criminal 
plea agreement, the defendant pled guilty to the introduction into interstate commerce of adulter-
ated drugs, with intent to defraud or mislead, failure to file timely required reports, making false 
statements (25).

•	 Failure to ensure that laboratory records included complete data: derived from all tests nec-
essary to ensure compliance with established specifications and standards. Regulators have found that 
laboratories fail to maintain critical test result data pertaining to products tested (which may include in-
coming raw material, in-process testing, released test results, stability results, or data generated during the 
testing of exhibit batches). This deficiency is often cited during API inspections as “Failure to maintain 

Licensed to Schoerie, Trevor/PharmOut Pty Ltd: Copying and Distribution Prohibited.



8 © 2018 Parenteral Drug Association, Inc. Technical Report No. 80

complete data derived from all laboratory tests conducted.” Investigators find that out-of-specification 
(OOS) test results are excluded, not reported, or not investigated. Unexplained missing or deleted chro-
matographic data also have been reported under this category. During the review of FDA Warning 
Letters published between 2012 and 2017, unexplained deletions of laboratory test results often were 
associated with repeated test analysis with no justification nor explanation. Incomplete data sets should 
be detectable through audit trails which are reviewed on a routine basis. Failure to ensure that laboratory 
records be complete is not a new issue. A case filed in 2012 in a federal district court, shows the U.S. 
Government and a regulated pharma firm entering an agreement that listed, among other violations 
found by the government a failure to include in laboratory records a complete record of all data secured 
in the course of each test, including all graphs, charts and spectra from laboratory instrumentation (26). 

•	 Failure to configure computerized systems to meet the requirements for the security 
and control of data, in particular, permitting unauthorized system access, allowing for the dele-
tion of electronic and printed raw data (including information related to undesirable or failing 
results), and/or failing to configure and/or enable audit trails. This category of citations was ref-
erenced in more than 15 FDA Warning Letters between 2012 and 2017, primarily spotlighting 
the failure to properly configure laboratory systems used for high performance liquid chromatog-
raphy (HPLC), gas chromatography (GC), and ultraviolet (UV) and infrared (IR) analysis that 
leaves them vulnerable to data manipulation. In some cases, an actual breach in data integrity was 
described, while in others, only the failure to properly secure and configure the system was cited. 
Regulators have found electronic data manipulated or computerized systems misused primarily 
due to limited or inappropriate controls in place. For example, analysts performed “pre-analysis, 
sample trial injections, unauthorized or unofficial” HPLC or GC injections and modified or al-
tered a computer’s time-and-date stamp of the “official sample” to make it seem as if the “official 
sample” was tested at the time the pre-analysis, sample trial, unauthorized, or unofficial injections 
were performed. Trial sample analyses of samples under test are never acceptable. Standard, blank, 
and placebo trial analyses may be required for equilibration or system verification purposes. These 
analyses must be labeled appropriately, included with the sample of data set, and distinguishable 
from the sample analyses.

These modifications or alterations may go undetected by the Quality Unit. One common root 
cause may be that the Quality Unit does not have adequate procedures, training, and understand-
ing of how to review original electronic data and metadata, such as audit trails, that track these 
actions. A poorly configured computerized system includes, but is not limited to, systems where 
laboratory staff or managers may have administrator-level access that allows them to eliminate 
failing, atypical, and unsatisfactory results; alter peak areas; change system settings (e.g., date, 
time, etc.); or eliminate injection sequences. System configuration to ensure data security should 
be challenged during system validation. 

•	 Failure to document laboratory records contemporaneously and/or deliberate falsifi-
cation of manual records: Regulators have found inconsistencies when comparing laboratory 
documentation records against the electronic data files (e.g., dates recorded on sample-receiving 
records are inconsistent with the date stamped on the HPLC chromatograms) as well as failure to 
document sample/weights, dilutions, standard lot numbers, etc. (21).

•	 Performing unreported sample test injections: This deficiency was cited specifically in four 
FDA Warning Letters, based on unauthorized testing of chromatography samples outside the 
quality system. Trial analyses and deletion of data were found to be closely related; specifically, the 
deletion of data or the failure to configure systems to detect the deletion of data. 

•	 Failure to validate analytical methods: This deficiency was cited in two FDA Warning Letters, 
calling into question the accuracy of any data collected using a test method that had not been validated.

Title 21 CFR 11.10(f ) requires that systems enforce the sequencing of steps and events, i.e., each step 
should be recorded before the next step or event occurs. Complying with this requirement would re-
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sult in system design (technical and/or procedural) that forces users to record the data for the step (e.g., 
of processing lab data) prior to the next step (e.g., of processing the lab data again to obtain a second 
result). Despite this requirement, consultants have found the following examples where processing of 
data is being performed in temporary memory or data is being buffered and then selectively sent to 
the database for “permanent recording” after the data set has been sanitized as example issues (27): 

•	 Some standalone instruments (i.e., instruments that are connected to a local computer but not to 
a network), also sometimes referred to as locally-managed laboratory instrument systems, allow 
the entire analysis of a sample through to result generation in temporary memory prior to record-
ing (i.e., saving the data into permanent memory). Enabling audit trails (system and method audit 
trails) should detect these issues, which is discussed in more detail in Section 6.4.

•	 Certain data flows are not being correctly designed in that multiple inputs to LIMS (e.g., weights 
from balances, KF moisture readings, etc.) are incorrectly entered into LIMS in temporary memo-
ry where the user can edit values prior to committing the data to the LIMS database. For example, 
this would allow persons to alter the weights that would, in turn, alter the moisture results. In the 
absence of contemporaneous corroborating source data, such as printouts from the balance and 
KF, this data integrity issue may not be detectable. The data flow should instead be designed to en-
force the recording of the weight in the LIMS at the time of the weighing, and prior to the second 
step of the generation of the moisture reading, etc. Further discussion of the indirect measures to 
aid in detecting this is included in Section 6.2.

These examples are not all-inclusive but are representative of issues uncovered by regulatory agencies 
during recent inspections and found by consultants during remediation efforts. 

4.0 General Considerations for the Control of Data Integrity  
in the Laboratory

Laboratory data is generated, processed, recorded, and maintained in electronic (also referred to as 
digital), paper, or manual systems or in a combination of these (hybrid). The following general prin-
ciples are foundational to establishing robust data integrity:

•	 Controls should be established to cover the entire data lifecycle from data collection to use in GXP 
reports and archiving.

•	 The data lifecycle extends through retention, archival/retrieval, and destruction.

•	 The data lifecycle should be re-evaluated for risk and the appropriateness of risk mitigation con-
trols every time the laboratory evolves from a manual to a hybrid and/or electronic instrument or 
experiences a change in the data capture process or the workflow in the laboratory. 

4.1 Original Records
Original records include source data and all metadata needed to be “complete” and to allow for full 
reconstruction of conduct of the GXP activity. Original records for most laboratory systems include 
source electronic data and any subsets that are printed. Some equipment, such as pH meters and bal-
ances, may create a paper printout or static image of electronic reading during data acquisition as the 
original record. However, electronic records from certain types of laboratory instruments are dynamic 
records, and a printout or a static record does not preserve the dynamic format that is part of the com-
plete original record (2). A firm must justify the choice of record (paper or electronic) based on whether 
the data is static or dynamic. In the case of dynamic data, it is required to maintain electronic records.
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Original records include source data and all metadata and must be recorded contemporaneously with 
the GXP step or event, whether the process and data are manual/paper or automated/electronic. Spe-
cific attention should be given to implementing controls that prevent and detect the alteration, cor-
ruption, or deletion of the data in temporary memory or transient locations, including proper security 
and verification of the complete data flow. When reviewing microbiological analysis, it should be un-
derstood that the original physical petri plates, contact plates, test tubes, agar strips, and items of these 
types used during product or environmental testing are not considered the analytical records because 
the initial results can change over time even during post-analysis storage (even under refrigeration). 
The visual analytical data after the prescribed time of incubation should be observed (retrieved) from 
these materials and recorded either manually onto a paper document or into a digital system (e.g., 
LIMS) without alteration or corruption. 

4.2 Human Factors
The reliability of laboratory results can be influenced by the personal and professional background of 
the microbiologists, analysts, and laboratory technicians who perform these analyses. PDA uses the 
following definition of human factors: A science discipline that examines human psychological, social, 
physical, and biological characteristics to evaluate the design, operation, or use of products or sys-
tems for optimizing human performance, health, safety, and/or habitability (11). A full human-factor 
analysis or explanation of why people intentionally or unintentionally falsify documentation or omit 
information is not the focus of this technical report, but human factors should not be ruled out when 
trying to determine the root cause of a breach in the integrity of data or questionable practices that 
may affect the quality of pharmaceutical drugs produced. 

The psychological subset of human factors which may include attitude, perception or reality, religious 
background, socioeconomic factors, coercion, and fear of persons in positions of authority, etc. are 
especially challenging to discern in the workplace (28). A person’s developmental history and past life 
experiences, as well as current/recent stressful events or scenarios, may affect or influence its behavior 
and decisions. For example, a person experiencing a stressful family situation, loss of a significant one, 
illness (e.g., depression, anxiety), or undergoing social economic challenges may not have the correct 
mindset or mental stability to make basic sound decisions. These factors could trigger or pressure a 
person to engage in inappropriate behaviors or cause careless errors. Therefore, every organization 
should have the appropriate controls and systems in place that will allow early detection of behaviors 
or patterns that are not within the expected norm and that may affect the quality of pharmaceutical 
drugs produced.

One of the roles of regulatory investigators is to determine if a facility is operating in a state of control 
and in compliance with required regulations. This is done by verifying the integrity of data generated 
by a firm. Regulators and independent company auditors both evaluate pharmaceutical laboratory 
practices, among other CGMP aspects, and document data anomalies. However, it would be unrea-
sonable to expect that regulators and auditors will detect all possible forms of data integrity practices 
that may be occurring in a pharmaceutical laboratory. Breaches in the integrity of data is not limited 
to one system or area. A review of the literature calls attention to a variety of data integrity problems 
that have been documented in several pharmaceutical analytical and microbiology laboratories located 
around the world (29). In addition to the examples discussed in this report, these published observa-
tions can serve as a point of reference and a training tool to assist in identifying where to look when 
performing a regulatory inspection or an internal audit. 
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5.0 Data Integrity in the Pharmaceutical Microbiology Laboratory

5.1 General Considerations and Risks
The approaches used to investigate the occurrence of suspected data integrity issues that have recently 
occurred in a pharmaceutical microbiology laboratory can be challenging and, in some cases, may be 
very different than those used to evaluate similar occurrences in an analytical chemistry laboratory. 
Many microbiological methods are performed manually; subsequently, the recorded results are often 
based on the visual observations by an individual scientist performing the tests. 

Listed below are a few examples of regulatory observations, Warning Letters, or other institutional ac-
counts that note data integrity problems associated with microbiological laboratory records. These are 
only examples and are not intended to be an all-inclusive list of concerns: 

•	 Company failed to record and report reliable and accurate data for the environmental monitoring 
(EM) results; for example, contamination in Grade A rooms were recorded and reported as having 
no viable microorganisms present when, in fact, microbial contamination was present. Specifically, 
the settle agar plates used in these areas were falsely reported as having “no colonies present” but 
were found to contain 16 colony-forming units (CFU), more than could be reasonably overlooked. 

•	 Company failed to implement an adequate quality assurance system as evidenced by: product ste-
rility test failures that occurred and were not reported, investigated, or documented; five batches 
of viral harvests that were rejected due to contamination, yet no reports were initiated; and a 
company practice that product sterility test failure(s) were investigated only if more than one test 
jar per batch of the first or second harvests failed for sterility.

•	 Company used a contract laboratory to perform microbiological testing; however, the company 
audit checklist used to evaluate the suitability of this laboratory was completed by the contract 
laboratory, not the company, with no follow-up verification. 

•	 Private testing laboratory claimed to have conducted microbiological testing, yet it did not have 
the laboratory equipment (i.e., incubators) and/or media necessary to perform the analysis. 

•	 Company used an “unofficial” notebook to record microbial contamination in the plant’s water 
system; however, there was no official investigation or documentation regarding the water system 
contamination with a known pathogen (Pseudomonas aeruginosa). [Comment: This type of obser-
vation relates to both the microbiology laboratory and operators’ behaviors. Periodically, deceptive 
individuals will use the same technique to mislead, misrepresent, and/or obscure emerging micro-
bial problems in manufacturing equipment that can impact product quality.] 

•	 Company recorded results that the growth promotion test on the media used for simulation stud-
ies supported growth meeting the standard set by USP Chapter <71> Sterility Tests when, in fact, 
the microorganisms did not grow (30). In another case, filamentous fungi were seen growing in 
all five spiked media tubes, indicating contamination, yet laboratory records claimed that all five 
distinct species of microorganisms were actually growing per the USP standard. 

Again, while this list is not exhaustive, it does present actual inspection observations made by several 
regulatory auditors during their documentation of data integrity anomalies in pharmaceutical micro-
biology laboratories.

5.1.1 Interviewing Analysts
One critical element in conducting an audit for data integrity problems in a microbiological laboratory is in-
terviewing the individuals who perform the QA/QC tests, in particular, the laboratory analysts or technicians. 
When reviewing analytical results recorded on worksheets or data printouts from the LIMS, for example, it 
is extremely difficult to detect data that should have been recorded but was not. Much of what analysts learn 
comes from on-the-job training, yet unofficial dialogue with coworkers or supervisors is rarely captured or 
documented. For instance, when a senior analyst instructs a junior analyst on how to handle the appearance of 
“unwanted” microorganisms found growing on analytical petri plates (such as, “Write the numerical count of 
the suspected colonies on the lid of the petri dish but don’t record it on the official worksheet until the supervi-
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sor has a chance to review it.”), this “unofficial” practice will not be found in the company’s standard operating 
procedures (SOPs). An auditor can best assess the potential for inappropriate practices, first, by verifying the 
acceptance criteria described in SOPs and, then, by inquiring of the analysts or technicians if they have been 
instructed to adjust or modify data or divert from the laboratory SOPs in any form. Without conducting such 
face-to-face interviews, this kind of microbiological data manipulation would be extremely difficult to detect. 

5.1.2 On-site Laboratory and Sampling Review
There are several procedural steps when handling, shipping, and storing microbiological samples that 
can dramatically and negatively impact final analytical results. Specific examples of managing sam-
ples that can diminish recovery of microbiological or endotoxin results and, thus, should be avoided 
through procedures and adequate employee training, are listed below: 

•	 Collecting in-process product or water samples in an inappropriate container that may bind (or 
remove) a bacterial endotoxin from the sample may later reduce the true level of bacterial endo-
toxins within that test portion. 

•	 The excessive use of disinfectants to spray the sampling port(s) prior to taking the sample may 
result in the disinfectant dripping into the sample bottle and reducing the actual bioburden of the 
product sample. Sampling from the sample ports should closely simulate the common practices 
performed during routine production operations.

•	 When using in-line sample collection manifolds for collecting intermediate-stage product manu-
facturing, the manifold needs to cool down after heat sterilization so it does not kill the microbes 
collected for laboratory testing. 

•	 Product sample collection bags should not be held directly under a UV light within a storage 
cabinet. Exposure to UV light will kill the microbes present before the sample collection bags are 
delivered to the laboratory for testing.

•	 Microbiological sample bags should not be stored in a freezer or extremely cold refrigerator, which 
may injure or stress indigenous microbes. Microbial samples should be placed within a controlled 
environment to preclude any harmful or deleterious impact on the samples; then, analyses should 
commence as soon as reasonably possible.

Finished products or in-process samples that are undergoing sterility testing in a Class 100 clean 
room (or isolator) should be disinfected using an antimicrobial solution and a validated contact time. 
Disinfectant vapors or solution passing through the product packaging or container-closure and into 
or onto the product prior to sample analysis may prevent or kill microbes in the media-enrichment 
test environment, which may inhibit recovery of product contaminants. For example, if the product 
sample was contaminated prior to the package disinfection step, a vulnerable container-closure system 
prepared with excessive disinfectant would likely result in false negative data. The sample container 
disinfection process should be included in laboratory qualification studies and the suitability tested to 
ensure that residual disinfection solution does not alter the integrity of the sample results.

Because microbiological results are not captured in a chromatograph, as with HPLC or GC analysis, 
opportunities to directly review any anomalies between the raw and recorded data are few. One way 
to verify the accuracy of the test data documentation is to set aside all available microbial petri plates, 
broths, identification strips, etc., in a secure area or refrigerator just after they have been removed from 
the incubator and analysis is complete. A careful review of the raw data against the analytical worksheets 
or LIMS data entries should reveal any discrepancies and provide an opportunity to catch any problems 
with either personnel training or equipment recording, and thus improve, laboratory procedures. 

Another technique may prove effective in checking data from samples stored in refrigerators and freezers. 
The original test vessels from completed analyses of all positive samples (in-process or finished product bio-
burden test results, sterility test results, water testing, EM, personnel, etc.) usually contain microbial isolates. 
Conducting an inventory of the stored samples can provide a starting point to determine if there are dif-
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ferences between what was actually recovered during sample analysis and the data recorded on worksheets 
or in the LIMS. While taking inventory of samples stored in freezers and refrigerators, be sure to note the 
product name, lot numbers, tracking numbers, microbial identification, etc., marked on the exterior of test 
tubes and petri dishes. This collected information will provide a list that can later be compared to the results 
recorded on batch records, worksheets, and LIMS. The information gathered from reviewing the stored 
sample plates and tubes can indicate whether a company’s SOPs are effective or if the analysts are following 
procedures correctly when there are objectionable microorganisms that need to be investigated. If the num-
ber and types of actual microbial isolates found from the stored samples do not match those in the com-
pany’s quality control records, these data integrity issues may be due to intentional misreporting of the data.

5.1.3 Worksheet Review
Microbiology data often relies on less automated recordkeeping that can be manipulated, often without 
clear traceability to the original record, when recording forms and worksheets are not well controlled 
or reconciled. In order to cross-check and confirm data in worksheets, entries in linked documentation 
should be reviewed (e.g., logbooks of equipment, batch records). Control over the issuance of original 
paper records, forms or worksheets should provide mechanisms that allow the original records to be 
distinguished from copies and reconciled. An expert microbiologist recommends reviewing analytical 
worksheets carefully during an inspection for the following indications of possible falsification: (a) lab 
reports containing more tests than can reasonably be run per day or per week or by an individual ana-
lyst; (b) backlogged sample worksheets reviewed and approved as a batch at the end of the month; (c) 
worksheets completed by personnel not present in the lab the day of the tests; (d) worksheets reviewed 
and approved by someone other than an authorized reviewer/approver; (e) changes in handwriting 
or signatures; (f ) changes in reporting format, e.g., <1 CFU being replaced by zero; (g) results with 
counts reported as merely meeting specifications; (h) a change in frequency of OOS result reporting; (i) 
perfectly filled-out worksheets, indicating a risk that they are a second copy; (j) use of media before it 
passes growth promotion; (k) missing worksheets or worksheets out of numerical order; (l) discrepancies 
between investigation reports and worksheets; and (m) results from a single batch reported twice (31). 

5.1.4 Contract Laboratories
Companies that do not have the laboratory space, specialized equipment, or capacity to conduct high-
volume microbiological analyses may outsource this type of testing to contract laboratories. In such 
cases, the company is responsible for thoroughly investigating the reputation and quality control per-
formance of any new or unfamiliar contract laboratory with which they engage in a quality agreement. 
Before signing an agreement, it is recommended that a manufacturer (a) confirm that the contract labo-
ratory complies with CGMP regulations regarding laboratory qualifications and can perform the re-
quired compendial testing for microbial recovery and bacterial endotoxins (30,32–34); (b) conduct an 
on-site audit; and (c) submit a sample batch for testing to ensure the quality of testing and data integrity. 
The company may wish to submit a blinded challenge of test samples that should produce OOS results. 
Documentation that the laboratory management is qualified to interpret microbiological sample results 
is required, especially if those individuals will be used as subject matter experts for data review or in the 
event the lab management needs to conduct a laboratory investigation for questionable sample results.

Reports written based on samples tested by a contract laboratory should include complete analytical 
worksheets from the analysis performed (e.g., raw material, in-process product intermediates, EM sam-
ples, water, finished products). All of the original data (including calculations) and all of the positive 
(growth promotion results) and negative controls used during analysis should be included in the response 
report as they are equally important to the final product analysis results. The full investigation report of 
any OOS must also be provided. A certificate of analysis with a summary of the analytical results does not 
provide all of the information needed to verify sample test data or to satisfy a regulatory audit. 

Two laboratory areas that the sponsor or owner company must carefully oversee are: (a) monitoring of 
source data, including electronic data and metadata, at the contract site, and (b) establishing contrac-
tual provisions to ensure the contract site does not delay, deny, refuse, or limit the ability of the sponsor 
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or owner company to inspect their source data. As observed by experienced consultants, some contract 
sites only allow the sponsor company to review printouts, refusing access to their source electronic data 
and metadata. Risk-based reviews of critical source data and metadata and reconciliation of source data 
with reported information is essential for a meaningful data integrity audit.

If a company obtains services from more than one contract laboratory—a common practice, particularly 
when special laboratory equipment or expertise is needed—it should thoroughly investigate the reputa-
tion and quality control performance of each laboratory engaged. Though rare, the possibility exists for a 
contract laboratory to falsify data or adjust reported analytical results for microbiologically compromised 
samples, threatening the company’s product and reputation as well as patient safety. Another potential 
risk is that each contract laboratory uses a different microbial identification platform (e.g., genotypic vs. 
phenotypic) that may generate different species names for the same isolate. This can make it difficult for 
the investigation of any analytical OOS results to find the true potential source of product contamination 
with manufacturing EM isolates that may have used yet another type of microbial identification system.

Lending credibility to the concern about the honesty of private testing laboratories is a court case pros-
ecuted by the U.S. Department of Justice for the FDA. In 2008, the FDA brought criminal charges 
against a private contract testing laboratory that was caught falsifying data for more than 350 sample 
worksheets. All 350 sample worksheets showed that the laboratory president performed all analytical 
steps at “1PM” each day. The worksheets indicated that the submitted nutritional supplement product 
samples were analyzed for yeast and mold. In most cases, the analytical results were made available on 
the same day the samples were received. The FDA investigators became suspicious of the results on the 
worksheets because the laboratory had none of the reagents, media, or equipment needed to perform 
these analyses. The unsuspecting manufacturers that sent their products to this contract laboratory 
were unaware and failed to detect that these sample results were fraudulent (25).

A challenge that some license holders or product owners may have when auditing contracted facilities is 
limited access to records or information that may reflect a widespread systemic problem at the contract-
ed site and may go undetected. These challenges should be anticipated early in the business and quality 
agreement discussions to ensure sufficient access to the appropriate records, procedures, and systems 
during record audits, especially when dealing with OOS or data integrity events. A dual responsibility 
exists to ensure that all products will be produced and tested according to the regulatory requirements, 
especially when regulators see contracted facilities as an extension of a manufacturing operation. 

5.1.5 Equipment and Instrument Review
If not handled correctly, a variety of equipment and instruments used in a pharmaceutical microbiology labo-
ratory (e.g., incubators, water baths, pH meters, EM devices, temperature monitoring systems, microscopes) 
can become the source of a data integrity problem; some of these will be discussed in greater detail later in 
this section. The general concern is that the results derived from the analyses conducted with equipment and 
instruments not calibrated or not used properly may generate erroneous results. The three examples that fol-
low describe how the review of quality control shortcomings of laboratory or manufacturing equipment can 
be critical in detecting erroneous results. Lack of quality control could result in overlooking microbiological 
conditions or contamination that may compromise manufacturing monitoring and valid product testing. 

•	 When water activity devices are not calibrated or maintained properly, the validity of the analyti-
cal data derived comes into question. For example, if the sensing head of a device is not cleaned 
properly before a subsequent product sample is placed in the chamber, regardless of the reason 
for the error, the impact on the analytical value of the final product for release or testing may be 
significantly altered. Whether or not the post-assay data had been manipulated or unintentionally 
changed, the analytical results may have been compromised, possibly affecting product disposi-
tion (good or bad). A full investigation is required to determine the potential impact. 

•	 A laboratory’s automated microbial identification system (e.g., Vitek II®, Biolog) generally stores a 
data file of all the microbial isolates it has identified from all product or environmental microbial 
isolates tested on it. These identification platforms should have tracking numbers that trace the 
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origin of the microbial isolate back to the product batch record, LIMS, OOS, investigation re-
ports, or similar data. These microbial identification records can be used in an audit to verify the 
accuracy of the associated paper trail should there be any question of transparency.

•	 The dates for when instruments are unavailable due to needed repair or calibration are usually maintained 
in a logbook or digital spreadsheet. Comparing the records of nonfunctioning or absent laboratory equip-
ment that might have been used for analysis against the microbiological worksheets may detect potential 
data integrity problems. The risk for using uncalibrated or nonfunctioning laboratory equipment is great-
est when the workload becomes heavy or when tight deadlines are imposed. On the surface, this may 
appear to be a quality control issue; however, it can become a data integrity concern depending on the 
level of disrepair or calibration of the instrument used and the ultimate impact on the analytical results.

5.2 Testing for Environmental Monitoring, Sterility, and Bacterial Endotoxins
5.2.1 Environmental Monitoring Equipment
Some of the equipment used most frequently in the pharmaceutical microbiology laboratory and 
manufacturing facility are environmental monitoring (EM) devices used to collect volumes of air or 
surface contact from specific rooms (e.g., ISO-5 manufacturing areas used for filling sterile products 
or sterility test suite used to analyze finished drug products labeled as sterile). The neglect or mishan-
dling of EM devices can cause misleading or incorrect analytical results about the microbial presence 
(bioburden) within the room being monitored. 

5.2.2 Air Sampling Devices
In general, an air sampling device requires that a petri dish or a specifically designed plastic strip con-
taining nutrient agar be placed into the device; the instrument is then turned on to draw a specific 
volume of air into contact with the agar surface. At the end of the air sampling dwell time, the petri 
dish or strip along with any captured microorganisms are removed from the device and placed in an 
incubator. Subsequently, the number of growing microorganisms on the media is counted. Examples 
of where data integrity problems can occur with air sampling devices include: 

•	 Visualization of the Petri Dish� Signs of agar impingement and/or colonies growing within 
the agar medium, caused by the directed air being drawn into the device onto the agar surface, 
should be visible, ensuring that the agar petri dish was placed into the air handling device during 
the initial room setup or at another time, when appropriate. 

•	 Clogged Samplers� Over time, the narrow opening of the EM sampler that funnels the air 
directly toward the turning petri dish will become clogged, essentially preventing the full volume 
of air to impinge on the agar surface. Though a maintenance or operational anomaly, this directly 
impacts the data integrity of the microbial evaluation of critical work areas. Routine cleaning of 
the device in that narrow opening is essential to ensure data integrity for this equipment. 

•	 Quality Control Logbook� As with other laboratory equipment, recording if or when any of the air 
sampling devices are defective or out of service in the quality control logbook is essential. The dates during 
which a piece of equipment is listed as “out of service” would not be found in the sample batch records. 

•	 Settle Plates� When settle plates are used to passively monitor the manufacturing or laboratory environ-
ment, plates located near surfaces directly exposed to UV light during monitoring may not be suitable. 
UV light may kill viable airborne microbial contamination, resulting in questionable results. Settle plates 
exposed too long become desiccated, and unwrapped settle plates exposed within an isolator during va-
porized hydrogen peroxide (VHP) or other decontamination steps become unable to support growth. In 
either case, potentially viable airborne microbial contamination may not be recovered during exposure.

•	 Final Counts� Any manipulation or adjustment of final microbial counts without sound scien-
tific justification, such as subtracting colony counts near the edge of the petri plates or the number 
of bacterial colonies appearing at the beginning time period for air sampling plates, is a concern 
for data integrity (Figure 5.2.2-1).
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5.2.3 Surface and Personnel Monitoring Equipment
Disinfectants should not be applied to a work surface or on an operator’s gloved hands prior to sam-
pling those surfaces using replicate organism detection and counting (RODAC) plates. Application of 
a disinfectant to a surface designated to be monitored before the test is performed will change the re-
sults of the assay, making the surface appear to be free of microorganisms or producing a lower biobur-
den. The manipulation of procedural requirements can obscure the reality of a contaminated facility 
or a person’s poor aseptic technique resulting in the manufacture of a drug product under conditions 
that adulterate the finished product and impact patient health. Data integrity detection may need to 
occur at microbiological recovery stages long before an analyst opens the incubator door and transfers 
the tubes and petri dishes for colonies to be counted, otherwise, the data may be compromised and 
meaningless. In some cases, the surface monitoring is not done correctly, e.g., too short a contact time 
or performed improperly (for instance, only the finger tips are sampled but the fingers are not correctly 
rolled over the agar, or fingers are overlapping the plate).

5.2.4 Review of Sterility Test 
The laboratory methods employed to conduct a sterility test on finished sterile pharmaceutical drug 
products or medical devices are delineated in international pharmacopeial sterility test chapters such 
as USP <71> (30). There are two analytical choices: (a) passing the aqueous product through a mem-
brane filter to collect the potential microorganisms recovered from its contents, followed by rinsing 
to remove residual antimicrobial preservative(s) contained in the product; or (b) adding the product 
directly into the enrichment media. The essential step before employing these validated compendial 
procedures is to run a product suitability test in the presence of a set of required QC microorganisms 
to ensure that, under the test conditions, the product ingredients do not interfere with the recovery 
and growth of these challenge QC microorganisms. The design of the suitability test establishes the 
procedures used during routine testing to provide scientific proof that the method will work under 
routine product-testing conditions.

When the sterility test is properly performed as described in the compendia, and after determining 
the product suitability with that method, data integrity problems can result if sample handling and 
product testing is significantly altered or mismanaged from the approved SOPs. The following are risks 
for data integrity breaches in sterility testing: 

•	 Before product containers (units) are transferred to the sterility testing suite or HEPA-filtered 
laminar flow hood, the outside of each container is usually subjected to a disinfection procedure: 
sprayed or wiped with a sporicidal solution to decontaminate the exterior of the container, pre-
venting surface contamination from being transferred into the testing area. Any overexposure 
to the disinfection solution may penetrate the package or container and kill potential product 

Figure 5.2.2-1 Misreading of EM Plates
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contaminants before the sterility test is performed. This critical analytical step for certain product 
types (e.g., medical devices, combination products), if performed incorrectly, can result in a “false 
negative” sterility test that would allow the release of a potentially contaminated lot of parenteral 
or implantable products. This data integrity problem may not be obvious on a laboratory work-
sheet or detected in LIMS because the destruction of potential microbial results would have oc-
curred before the product was tested.

•	 In a pharmaceutical microbiology laboratory, the preparation of the media and reagents used dur-
ing sterility testing is an important step, which should be performed carefully to avoid mistakes. 
For instance, when analyzing products by the “direct inoculation” approach, the accidental use 
of a lower volume of test medium may create an inhibitory growth condition due to a higher 
concentration of the product or preservatives in the test medium compared to those levels proven 
acceptable during the suitability test. The early detection of low volume test tubes can be missed 
when the tubes are located in the middle of the holding rack.

•	 One observation that has been documented on several FDA Form 483s occurs when the mem-
brane filter is transferred to the enrichment broth, or when a powdered product is added directly 
to the medium, and the membrane filter adheres to the top of the inner portion of the test tube 
above the liquid medium (Figure 5.2.4-1). This problem has been traced to the use of short, 
four-inch forceps rather than the recommended 10- or 12-inch forceps that may not allow the 
transfer of the membrane filter into the broth. A similar mishap may occur when hygroscopic 
powder products adhere to the neck of the inner tube, preventing the product from entering the 
enrichment media and allowing potential product contaminants to grow (Figure 5.2.4-2). A 
third example, documented during the inspections of contract laboratories performing sterility 
testing on sterile medical devices, involves ineffectively cutting up long catheters or complex de-
vices, preventing the product from contacting the enrichment broth. The portions of the product 
protruding from the liquid broth may be the regions of the device that contain the indigenous 
microorganisms (Figure 5.2.4-3).

These examples reflect testing conditions that may have gone unrecorded or unobserved by a reviewing 
supervisor; however, their occurrence may result in false negative data to the final recorded laboratory 
result. The prevention of problems in the pharmaceutical microbiology laboratory that affect data 
integrity may need to be fixed at stages before observational or data entry is recorded on a worksheet 
or in LIMS.

Figure 5.2.4-1 Membrane Location Figure 5.2.4-2 Hygroscopic Product Figure 5.2.4-3 Device Placement
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5.2.5 Bacterial Endotoxin Testing
The bacterial endotoxin test (BET) described in compendial test chapters is an enzymatic assay that 
employs the reagent limulus amebocyte lysate (LAL) along with a vial of controlled standard endotoxin 
(CSE). The CSE serves as an artificial, laboratory-derived source of bacterial endotoxin that can be 
used to perform the suitability test (inhibition/enhancement test); it is also employed as a positive 
control to ensure that incubation conditions during product testing have not been compromised. The 
BET can also be conducted using a gel clot procedure or with the use of a spectrophotometer, employ-
ing a modified version of the LAL reagent (34). Each of these reagents requires careful handling and 
storage, the directions for which are clearly stated in the product’s package instructions. 

To minimize potential data integrity problems with the final laboratory test results, when performing 
the BET method for finished product testing of pharmaceutical drugs or medical devices, there are a 
few critical parameters that need to be understood, satisfied, and documented: 

•	 During product container storage (refrigerated or at room temperature), when vial or ampoule 
samples containing aqueous solutions are delivered to the laboratory, the indigenous bacterial 
endotoxin may form micelles or attach to the glass or rubber stopper surfaces and move out of the 
solution. Unless the laboratory SOP for performing the BET on aqueous products includes a mix-
ing step prior to removing the test aliquot, the detectable level of endotoxin determined by the as-
say will be underestimated and may inaccurately portray the product’s endotoxin unit value within 
specifications. Consequently, the final analytical results could be impacted, even when using a 
validated and properly controlled assay, depending on the outcome of a formal investigation (35). 

•	 An allowable amount of bacterial endotoxin (as defined in the pharmacopeial product mono-
graphs) may be present in a drug product based on its dosage, route of administration, and total 
amount of endotoxin delivered, e.g., within a one-hour dosing for an injectable product. A well-
designed BET method requires that the maximum valid dilution (MVD) be calculated before the 
assay is performed. If it is not calculated precisely, with the formula variables and the units used in 
the MVD formula, an incorrect value may result. The data integrity problem may occur if the cal-
culated MVD value is higher than the true number. That would make it possible to run the assay 
at a higher product dilution, creating a testing situation where unacceptable levels of endotoxin 
may be present in the product but released without detection. Since endotoxin contamination can 
have dire patient consequences, this is a crucial data integrity matter.

•	 In a U.S. Department of Justice criminal prosecution brought by the FDA involving a fraudulent 
and contaminated hormone product, the drug manufacturer submitted the bacterial endotoxin 
analytical data as part of the laboratory evidence. The FDA laboratory detected levels of bacterial 
endotoxin in the vials used for product rehydration above USP specifications. The drug manu-
facturer employed a private laboratory to test the same suspect lot for bacterial endotoxin and 
reported the levels of bacterial endotoxin detected as below the compendial specification. Labora-
tory records showed that the analyst for the private lab manipulated the product dilution to avoid 
detecting the actual level of endotoxin in the product. The analytical report had been tailored to 
give a finished result with an endotoxin level below the USP allowable limit. The FDA laboratory, 
however, performed the full range of product dilutions to avoid missing the actual endotoxin con-
tamination level. The FDA’s test data proved the contract laboratory had manipulated the dilution 
to produce false results for their client. This example illustrates the need to both understand the 
analysis procedure and recognize how it can be manipulated. 
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6.0 Data Integrity in the Analytical Quality Control Laboratory

6.1 General Considerations and Risks
Manual and electronic data generated within the analytical quality control laboratory (chemical and 
physical testing) should be maintained and reported in a manner that ensures compliance with CGMP, 
as well as with the FDA’s measure of being attributable, legible, contemporaneous, original, and ac-
curate (ALCOA) (2). 

This compliance is accomplished through the implementation of robust controls, beginning with the 
establishment of policies and procedures aligned with regulatory requirements, and a data governance 
process that ensures the data for health products are reliable enough to make a case in court (36). 
Factors affecting data integrity include risk-based governance of laboratory data processes; appropri-
ate validation of test methods; controls on the computerized system; and training and education of 
analysts, reviewers, and individuals involved in the testing or review of laboratory testing operations.

Some firms have implemented a laboratory data governance manual as one way of addressing the 
complexities within an analytical QC laboratory. A document of this type can be used as a roadmap, 
guiding the user through the manual and electronic data governance processes in place from the point 
of sample receipt to the time of data reporting. Associated equipment, logbooks, and procedural con-
trols can be referenced and the overall laboratory flow for samples and data can be outlined. Flowcharts 
of various analytical equipment data handling and/or processes can be presented for quick reference 
and verification to evaluate the quality and data integrity risks. Flow charts are also useful in applying 
principles of quality risk management as noted in ICH Q9 (37).

In order to understand data integrity risks within the laboratory, it is important to understand the types of 
data being generated and the systems in place that impact and control data integrity. The associated data 
acquisition processes may range from simple systems to complex: simple systems, where data is recorded 
manually; hybrid systems, where the equipment or instruments generate both source electronic data and 
a paper printout of the data; and complex systems, where all the data is generated, processed, recorded and 
maintained electronically. Original records include source data and all metadata and must be recorded con-
temporaneous with the GXP step or event, whether the process and data are manual/paper or automated/
electronic. When source data is generated electronically via an analog signal and then converted to a digital 
signal and/or transferred from a source system with limited storage capabilities, such as a mobile device, or to 
a storage database, such as an electronic data capture, then end-to-end data process governance and verifica-
tion controls must ensure that what is stored in the database is a complete and accurate copy of the source data 
and all metadata and allows for full reconstruction of the data process. Specific attention should be given to 
establishing controls that prevent and detect the alteration, corruption, or deletion of the data in temporary 
memory or transient locations, including proper security and verification of the complete data flow (27).

6.2 Hybrid Systems
A hybrid system refers to analytical equipment for which both electronic and paper documentation 
combine to build the record. Analytical balances, autotitrators, polarimeters, dissolution apparatus, 
and pH meters, for example, are instruments managed by firmware that provide paper records. Per 
MHRA, balances and pH meters without software are considered simple systems (5). To comply with 
regulatory requirements, a firm must ensure that the original data generated is retained and/or that the 
record archived represents a true copy of the data (2).

Several models of the above-listed equipment (balance, auto titrator, polarimeter, dissolution appara-
tus, and pH meter) with various functionalities are available in the market. Equipment with features 
including software, audit trail functionality, and storage capacity along with equipment with firmware, 
without electronic audit trail storage capacity, are considered analytical laboratory computerized sys-
tems (ALCS). For example, if a laboratory uses a balance connected to a computer or with integrated 
software, this balance qualifies as ALCS (discussed further in Section 6.3) and is not in the scope of 
hybrid systems. As shown in Figure 6.2-1, simple systems with or without analytical data storage ca-
pability are both considered to be hybrid systems. 
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6.2.1 Hybrid Systems—Associated Risks
The major risks associated with data integrity in the data governance of laboratory hybrid systems should 
be monitored by quality personnel on a regular basis and include, but are not limited to, the following: 

•	 Lack of traceability for all the data generated (lack of password control, lack of audit trail capability 
and/or intentional inactivation of audit trail, and vulnerability of date and time to manual change)

•	 Lack of understanding of the functionality and available features

•	 Lack of second-person review

•	 Testing into compliance or duplicate prints of the same record

•	 Poor restoration, backup, or single-point failure (hard drive)

•	 Lack of controls to retain source electronic data and data that is “complete” and includes all metadata, 
which may be due to access to the computer clock, recycle bin, and data files in operating system files

•	 Lack of adequate second-person verification that printed data is a true copy of original data or a 
representative summary of the source electronic data, including all metadata and results

Many of these risks also occur in full electronic systems if adequate controls are not in place. 

6.2.2 Hybrid Systems—Qualification 
Most vendors provide a standard validation protocol defining the functional criteria and controls of 
the hybrid system. The firm’s Quality Unit is responsible for ensuring that these controls, validation 
criteria, and instrument operational qualifications are properly understood and implemented. If re-
quired, the Quality Unit should implement company-designed controls to govern the intended use of 
the system. Please note that all types of data have the potential for manipulation, particularly in CSV 
text or PDF format. Some additional examples of limitations that should be checked are:

•	 Data format and storage capacity� The data storage format, limits, and storage capacity 
should be known to identify possible risks, e.g., data that is not stored in its original format, or 
can be formatted in “CSV,” “Unix code formatter,” or saved as a spreadsheet or PDF. Systems with 
insufficient data storage capacity may result in data being overwritten or not saved. 

•	 Data backup and archival capabilities� The process of data backup, archival, and retrieval of 
data should be controlled and tested. Ideally, backups will be automated to eliminate errors and/
or incomplete data transfer. 

•	 Cross-platform data capabilities� The requirements for viewing, printing, or analyzing data 
on a computer should be known and tested, e.g., if the data is stored in CSV text or PDF format, 
it may be viewed directly. Most data (such as Karl Fischer equipment for measuring moisture) 
may require installation of a specific software program to store and interpret this data; in that case, 
software validation may be required, and the software should be checked for additional features, 
such as data compatibility with commonly used software (e.g., PDF generators and spreadsheets).

Figure 6.2-1 Data Flow in Hybrid Analytical Systems
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•	 Data integrity when copied to computer� If data or results are being copied to a computer, 
the possibility of data manipulation must be tested to define the controls and limitations for data 
copying and printing; for example, if the data is stored in spreadsheet format, the date and time 
of acquisition, identity, result, etc., might be open to manipulation. 

•	 Data handling� If an analytical instrument (e.g., balance) does not have the functional capability 
to store and manage the data or the critical metadata, the printed data may be considered as the 
original record, only when that record is a complete and accurate copy of the complete data and 
metadata generated by the instrument. Firms engaged in the manufacture and testing of pharma-
ceutical products who process information electronically should have laboratory equipment that 
meets CGMP standards for the processing and maintenance of electronic data. The entire end-
to-end data handling process, from the point of generation of the electronic signal in the source 
system through to final decision-making based upon this source data, needs to be assessed for data 
integrity risks and designed to reduce these risks through a combination of appropriate technical 
and procedural controls. The Quality Unit is ultimately responsible for ensuring that appropri-
ate procedures are in place for storing and protecting electronic records and restricting access to 
those files. One best practice is to identify an independent system administrator with specialized 
expertise to be responsible for storing and protecting electronic records.

•	 Results output� The results from hybrid systems (pH meters, balances, and titrators) should 
be printed with date-and-time stamp, raw data, metadata, measurement values, sample identity, 
batch number, file names, and calculated values. 

•	 Backup and data review� For hybrid systems that are not connected to computers, ideally a re-
port (event log) can be printed (meaning published in PDF) with every analysis or, at least, printed 
periodically. Publishing or viewing event logs may not always be possible on hybrid analytical equip-
ment; therefore, data integrity should be ensured by periodic Quality Unit checks for date and time 
breaches, data breaches, weights-on-results calculations vs. analytical scale printouts, checks against 
the timing of other instruments, and periodic data reconciliation (results stored on the instrument 
vs. recorded in an equipment logbook). Any breach in data or of established laboratory criteria 
should be investigated according to laboratory SOPs and applicable regulatory guidance. 

•	 Data lifecycle management� Periodic data backups, if applicable, should be implemented and 
archived. Archived data should be stored according to Quality Unit procedures. Archived data is 
generally stored off-site and should be checked for ease of data retrieval. Backup data should be 
more readily accessible.

Deficiencies that have been cited in FDA Warning Letters include:

•	 Investigators found that laboratory analysts did not document the balance weights at the time 
of sample weighing. Specifically, sample weights used in calculations were created after the chro-
matographic runs (38).

•	 A review of the Karl Fischer electronic records revealed an OOS result that was not reported. The 
passing results reported on the data sheets were generated from another sample tested an hour 
after the initial OOS results were obtained on the same day (39).

6.3 Analytical Laboratory Computerized Systems (ALCS)
This section describes instruments that are connected to computers for data acquisition, analysis, 
and storage. Typical examples are HPLC, GC, particle-size distribution analyzers (PSD), ultraviolet 
spectrophotometry (UV-Vis), infrared spectrophotometry (IR), and X-ray diffraction instrumentation 
(XRD). The system includes the hardware, software, and operating platform as well as manuals, SOPs, 
and trained analysts. 
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Although some laboratories currently maintain data generated from ALCS on the validated computer 
connected to the instrument, best practice is to maintain such data on a qualified server for increased 
security. Procedures should be established for the following: 

•	 Lifecycle management of the data collected, detailing the roles and responsibilities of the person-
nel operating these systems

•	 Definition of quality oversight for the system administrator role, including access levels, roles, 
and periodic review of actions. To avoid any real or perceived conflict of interest, administrator 
privileges best be assigned to an individual who is not involved in laboratory activities. Also, any 
changes to administrator roles or privileges should be documented with Quality Unit oversight 
and approval.

•	 Controls to prevent raw data from being overwritten, manipulated, or deleted without detection 
by enabling audit trails 

•	 Controls to verify detection (i.e., audit trail functionality) and accurate documentation to support 
any investigations (e.g., if a system audit trail has been turned off for any reason, it should be as-
sociated with proper justification) 

•	 Verification of the original, approved, validated state of the system 

•	 Systems to recover and review data in-progress when an automated process has been interrupted 
(either manually or automatically)

•	 Consistent names for files, file folders, and file paths of storage locations of electronic data

•	 Demonstration that each step or event, such as processing of data to generate a result, is recorded 
at the time of the step or event and before the next step or event, such as reprocessing data

Suggested controls to prevent and detect possible data integrity breaches include: 

•	 SOPs that require unique user identification and password; user types and permissions; registration 
and configuration of new systems; creation of folders to manage the hierarchies of data; and desig-
nation of who will perform backups/restores and how often, who can create and adjust methods, 
who can optimize methods that can be changed, who can create data, who can approve and review 
data, who can determine what should be reviewed, and who can archive data when it is “completed”

•	 Protocol that restricts users from changing the system date and time 

•	 Protocol that restricts permission to delete any kind of data to the responsible users who need it, 
e.g., restricting part of data archival procedures to only the independent administrator

•	 Procedure that allows only authorized personnel to access the application/operating system or 
install software updates and only under the appropriate change control by an authorized person 
independently approved by the Quality Unit to ensure system validation is preserved 

•	 Security policies that configure and restrict access to data via the operating system to ensure main-
tenance of data integrity, including internet access

•	 Dedicated network or server for analytical systems (recommended)

•	 Automatic operating system updates must be disabled; only scheduled updates by IT personnel 
should be enabled

•	 When an analytical test run has been interrupted for any reason (e.g., power outage or equipment 
malfunction), appropriate documentation and a record of the event up to the point of interrup-
tion should be maintained, along with an assessment of the possible impact 

•	 Mapping of end-to-end data process for the ALCS to identify and mitigate data integrity risks and 
identify opportunities for future improvements

•	 Procedure requiring periodic data and audit trail reviews 
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Figure 6.3-1 Sample Data Flow and Audit Trail Points in an ALCS
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should be the same as those for computer system qualification. The following are recommended com-
ponents of server qualification:

•	 Assign the system a unique identification 
number

•	 Locate the server in a secured environment

•	 Restrict access to the physical location of 
server

•	 Document the operating system details and 
version number

•	 Qualify the server for its intended use and 
controls that prevent misuse 

•	 Map the network and perform functional 
testing

•	 Define the periods to update applications, 
operating system, and antivirus software 

•	 Control remote access appropriately (e.g., 
maintenance or system upgrades)

As a result of Cloud technology, software-as-a-service (SaaS) is becoming a common offering by soft-
ware vendors. An SaaS environment offers pharmaceutical companies many benefits; however, they 
must understand that, ultimately, as the end user, the pharmaceutical company is responsible for the 
appropriate use and the control of this technology. Consequently, a detailed service level agreement 
(SLA) between the SaaS hosting company and the end user is needed to clearly define the roles and 
responsibilities of each party particularly to satisfy each regulatory requirement. Such an agreement 
details information about the vendor, the physical and logistical security of the facility, and the secu-
rity of the firewall and firewall monitoring for possible cyberattack. It should also include any other 
elements to ensure the environment is well controlled for the application’s use, including data back-
ups, application response times, and support response times. Appropriate metrics that can be used to 
monitor the SaaS hosting company’s ability to meet the established expectations of the SLA should 
be maintained. Both companies should devise a contingency plan to ensure against loss of data in the 
event of network outage, hardware failure, or a cyber event and conduct a routine and detailed audit 
of the SaaS application and the hosting environment at a frequency determined based on risk. The ul-
timate responsibility remains with the pharmaceutical laboratory, including the review of audit trails, 
backup logs, change controls, and system administration controls to assure that only appropriate users 
are accessing the system. 

A clear advantage for the use of SaaS applications is that, typically, the buyer can use much of the 
vendor’s documentation for installation qualification (IQ) and operational qualification (OQ) and the 
vendor provides test scripts for the standard out-of-the-box functionality. This may reduce the docu-
mentation required by the company buying the services to test unique features or user-defined con-
figurations. When the application is ready for use, the end-user company performs the user acceptance 
testing that certifies the system meets the agreed-upon requirements and is fit for use in the company 
environment. It is important to note that this approach does not alleviate the regulatory requirement 
for the end user to assure a compliant use of the system.

Pharma companies (end users) can also host the company-owned regulated systems in a third party’s 
Cloud environment. This scenario allows a third party to run a company’s application in a virtualized 
server in the third party’s data center. The regulated company must still assure compliance in the third 
party’s environment, but this allows the regulated company to focus more on its own core business 
rather than staffing the complex environment of a regulated data center.

As with an SaaS system, a detailed SLA must be established with the third party’s data center detailing 
information about the vendor, the physical and logistical security of the facility, and the security of 
the firewall and firewall monitoring for possible cyberattack. The agreement should include any other 
elements that ensure the environment is well controlled for the application’s use. The end-user com-
pany should devise a contingency plan to ensure against loss of data in the event of network outage or 
hardware failure and conduct a detailed audit of a Cloud system and application vendor at least once 
a year. As with SaaS, the end-user company should perform user acceptance testing of the vendor’s 
application hosted in the vendor’s Cloud to certify that the application is fit for use in the company’s 
environment (7). 
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Additional information on Cloud and SaaS qualification can be found in the Control Objectives for Information and Related Technologies (COBIT) framework 
created by the international professional association ISACA as a good practice for information technology (IT) management and IT governance (40) and in ITIL® 
(Information Technology Infrastructure Library) books, a set of widely accepted best practices for IT service management for business (41). 

Several different health authorities have published guidances and regulations that set out their expectations for system qualification and software validation. Consen-
sus standards are also available in some areas. Table 6.3.1-1 provides a cross-reference of key terms related to automated systems and the regulations, guidances, or 
standards that specify the expectations.

Table 6.3.1-1 Key Terms and References for Automated Systems Requirements 

Reference Term FDA Part 11 (6) FDA Part 820 (42) EU Annex 11 (7) ICH Q7 (43)
WHO DI (Draft) 

(3)
ISO 13485:2016 

(44)
GAMP 5 (45)

GAMP 5 and IT 
Infrastructure 

and Control (45)

COBIT 5 
Reference (40)

MHRA ‘GXP’ Data 
Integrity Guidance 
and Definitions (5)

Audit Trail Part 11.10(e) Section No. 9 5.43 5.4; 13.7; 6.6 BAI07 6.13

Change and 
Configuration 
Management

Part 11.10(k) 820.70(i) Section No. 10 5.43; 5.47 8.6; 13.6 4.1.6
Appendix 
M8 and O6

6.1 BAI06
6.16; 6.17.2; 6.19 

Data Backup Part 11.10(c) 820.180 Section No. 7.2 5.48
5.4; 11.2; 13.3; 
13.7

Appendix O9 DSS04 6.17; 6.17.2

Data Encryption DSS05

Data Exchange
Part 11.10(h) 
Device checks

Section No. 4.8 Appendix D7 BAI07

Disaster Recovery 3.2; 13.11 Appendix O10 BAI07 DSS04

Electronic Media 
Management

14.2 DSS06

Incident and 
Problem 
Management

5.46 11.2; 13.12 Appendix O4 DSS02, DSS03

Infrastructure 
Monitoring

6.3
6.11 
Appendix10

DSS01

Network 
Connectivity

DSS01

Periodic Review
Part 11.300(b) & 
(c); Part 11.10(k)

Section No. 11 12.60 13.12 7.2.2 Appendix O8 Appendix 4 MEA01 6.2; 6.15; 6.17.1

6.3.2 Commercial Off-the-Shelf Software Validation for HPLC, GC, and other Instrument Operations 
Most commercial off-the-shelf (COTS) software includes formal, structural testing and a compliance certificate from the vendor, who has the proprietary source code. Once the 
system is installed, the purchasing laboratory must configure the equipment, define roles and responsibilities, and confirm operation in its environment. Validation must be com-
pleted on-site for the intended use. Part of the validation may include verification and/or audits that the vendor has performed adequate testing prior to shipping the software. 
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Software validation is often referred to by regulators as “confirmation by examination and provision 
of objective evidence that software specifications conform to user needs and intended uses, and that 
the particular requirements implemented through software can be consistently fulfilled” (46). In prac-
tice, software validation activities may occur both during and at the end of the software development 
lifecycle to ensure that all requirements have been fulfilled. A conclusion that software is validated is 
highly dependent upon comprehensive software testing, inspections, analyses, and other verification 
tasks performed at each stage of the software development lifecycle. 

Validation documentation should include evidence of verification by the system owner, or Quality Unit, 
of the following: 

•	 Vendor has performed adequate testing prior to shipping the software 

•	 Intended functionality of software in terms of analysis, data acquisition, processing, reporting, 
tracking, and security

•	 Software name, configuration, and version number

•	 Compliance of audit trail(s) that meets 21 CFR Part 11 requirements

•	 Logic/basis for the algorithms used in calculations (e.g., USP tailing, ASTM peak integration)

•	 Common statistical calculations used by the software (such as mean, standard deviation, and 
% relative standard deviation), as well as complex statistics (such as residual error, regression, and 
slope) calculated manually and compared with software values

•	 Data transmission checks of the computer, the server, and the interfaces between the two (to verify 
what happens with the server, network unavailability, and local PC unavailability) are essential to en-
sure data transmitted has not been manipulated, altered, or corrupted during the transmission phase. 
The compatibility of COTS software with the laboratory data management software being used, such 
as laboratory information management system (LIMS), electronic laboratory notebooks (ELN), and 
enterprise resource planning (ERP), is also important to ensure the integrity of the electronic data.

Additional details on validation planning and lifecycle management can be found in Validation of 
Chromatography Data Systems by Robert McDowall (47).

6.3.2.1 Controls for COTS Software for HPLC, GC, and Other Instrument Operations 

The following are the minimal controls needed to safeguard COTS software and secure its use:

•	 Identifying the person(s) responsible for installing updates 

•	 Addressing any changes to software through change control procedure with risk assessment

•	 Setting up secure individual user log-ins and periodic change of passwords

•	 Disabling data modification, deletion, or copying by anyone other than the administrator

•	 Restricting data deletion to only the authorized system administrator following established proce-
dures, with oversight by the Quality Unit

•	 Maintaining a detailed, QA-approved list of roles and responsibilities and copies of previous versions 
of software when updating to allow reviewing, processing, audit trail review, backup/restore testing, 
and reporting of older reports in case of regulatory requirements and investigations (recommended)

•	 Establishing periodic review of control effectiveness based on the risk posed, paying attention to 
software upgrades and patches, and taking appropriate remediation and/or mitigation actions 

•	 Maintaining a detailed list of roles, responsibilities, and access privileges for all the software in the laboratory

6.3.3 Laboratory Instrument Functionality and Qualification
Risk assessments to be executed during the initial qualification of laboratory instruments should iden-
tify various controls to manage risks, including data risks, at an acceptable level and should be chal-
lenged upfront. Necessary periodic checks and/or system controls would be identified at the same time. 
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Qualification of laboratory instruments and any features or functionality that may compromise data 
should be verified, for example:

•	 Date and time stamp function should be enabled either in the instrument or on the computer 
attached to the instrument, but analysts should not have the option of modifying the date and 
time stamp functionality

•	 Analysts should not have the authority or capability to disable the audit trail feature 

•	 Some instruments are manufactured with built-in memory and a computer that can also be con-
nected to an external computer; the system owner should clearly define the role of such computers 
without compromising the data generated on those instruments

6.3.4 Data Governance — Generating, Processing, Reporting, and Archiving 
Any features or functionalities that will enable data generation should be checked for how they func-
tion without connecting to computer (e.g., samples injected prior to the official test). Analysts should 
not have the authority to conduct independent trial or pre-sample injections, and system suitability/ 
equilibration procedures should be defined in method validation/procedures. FDA Warning Letters 
have cited companies for performing these types of testing prior to the official test. As per USP <621>, 
no sample analysis is acceptable unless the suitability of the system has been demonstrated (48). If 
the system suitability test fails, the results should be documented and handled according to the firm’s 
SOPs; in this case, adjustments can be made, and a system suitability test can be repeated. Procedures 
should be designed, however, to prevent trial injections in quality control analysis. FDA has found trial 
injections of official samples included in a few company SOPs and has determined that the practice is 
not acceptable. Regulators have also found trial injections conducted with samples masked or identi-
fied as standards, that when reexamined, were found to be samples and not standards. 

Regulatory authorities prohibit pre-testing samples with the goal of obtaining a favorable or specific re-
sult prior to testing the official or reportable sample, or to overcome an unexpected/unacceptable result 
(e.g., testing different samples until the desired passing result is obtained). This practice, also referred 
to as “testing into compliance,” is not consistent with CGMP. In some situations, actual samples have 
been used to perform system suitability testing as a means of testing into compliance. Regulatory au-
thorities consider the practice of using an actual sample in test, prep, or equilibration runs as a means 
of disguising testing into compliance and deem it a violation (47).

Modern chromatographic software has the capability of acquiring data until the point a chromato-
graphic run is intentionally or unintentionally interrupted. Any such instances that are cited as “system 
crash/equipment unplugged” or “miscommunication” without documented justification may not be 
accepted by regulatory agencies. These instances should be properly investigated and documented. 
Companies should evaluate this software capability as a part of qualification of new equipment. It is 
also recommended to evaluate this for existing analytical equipment where available.

6.3.5 Data Generation
The Quality Unit should have clear procedures and qualified personnel to meticulously define data 
governance in the organization. Appropriate written procedures should be in place and should be 
followed to ensure all data generated by the laboratory is reliable and accurate. The moment an injec-
tion is made, or signal processing starts, the data file is deemed to be generated. The following are the 
criteria or characteristics that define a data file:

•	 Analyst’s name

•	 Name of product 

•	 Description of sample

•	 Date and time stamp

•	 Method parameters (wave length, flow, 
injection volume, and run time, at a 
minimum)
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Figure 6.3.5-1 depicts the typical data flow in chromatographic analysis. The following conditions 
should be defined in the laboratory procedures and any deviations investigated:

•	 When the data file can be treated as raw data 

•	 What to do if a run aborts before 
completion 

•	 How to handle transmission loss from 
analytical equipment to connected 
computer 

•	 What to do if power is lost between 
chromatographic runs

•	 Protocol for renaming of data file after 
signal acquisition

•	 How to identify willful acts to compromise 
data using any of the above methods 

6.3.6 Injection Sequences 
Analyzing several samples at one time is a common practice in analytical laboratories, where samples 
are queued by a set of commands or “sequences.” The Quality Unit should approve the software system 
architecture and the defined rules for creating and executing sequences; controls and permissions for 
renaming files after acquisition; controls on modifying method parameters during sample execution; 
and copying or moving data files. Where possible, these rules should be incorporated into the system 
architecture. Renaming a file to mask or hide the identity of a trial or pre-sample injection is not an 
acceptable practice. 

In addition, the following controls are recommended to capture such events in an audit trail:

•	 Name/number of sequence

•	 Analyst’s name

•	 Name of the product

•	 Reason for modification

•	 Description of the method for each sample

•	 Review or clearance by a second analyst 
before execution of sequence (suggested) 

The following conditions also should be listed in the functional requirements and defined in labora-
tory procedures and any deviations should be investigated:

•	 Modification or execution of partial 
sequences

•	 Acceptable situations to abort a sequence 
and to maintain a track of aborted 
sequences

•	 Modification of the method parameters 
after initiating the sequence

•	 Criteria for adding a sample to a sequence 
after initiation

•	 Handling transmission loss from analytical 
equipment to the connected computer 

•	 Managing power loss between 
chromatographic runs 

•	 Controls on sample trial injections, system 
check injections, or single injections

•	 Controls to identify willful acts to compro-
mise data using any of the above situations
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6.3.7 Data Processing and Peak Integration
Chromatographic software uses dynamic peak detection algorithms and automatic peak detection 
algorithms. Integrating the chromatograms using software to apply the integration events, such as 
peak width, threshold, height, and area, etc., and then visually observing the peak integration for its 
correctness is generally recommended. The inherent or analytical variations and combination of vari-
ous factors can result in non-Gaussian peaks and drifting baselines in which the auto-integration will 
either underreport or overintegrate the peak areas.

Once acquired, the electronic raw data of the measurements (measured values and metadata) are stored 
and available for processing. Some acquired electronic raw data already represent usable results (e.g., 
weight, temperature, and humidity). Other acquired electronic raw data, such as intensity values cor-
related with time or wavelength and generated by chromatography or spectroscopy, require further 
processing to obtain usable results (e.g., retention times, peak areas, and amounts). These processes, 
such as integration and calibration, are defined by processing parameters or calibration factors and 
affect only the resultant data after processing, but not the acquired electronic raw data. In contrast to 
the acquired electronic raw data, the processing parameters, such as integration events and calibration 
curves, may be changed during data evaluation. The changed processing parameters, methods, and 
processed data should be identified by versioning (i.e., number of times reprocessed) either on the 
results or from the audit trail data (25).

Integration events should be defined through standard algorithms, and metadata and should be associ-
ated with respective raw data files. In such cases, the analyst adjusts the integration events to obtain 
proper peak integration. As chromatography is a comparative technique, the consistent integration 
events should be applied for the entire set of chromatograms, as much as possible, or published along 
with the chromatograms. Figure 6.3.7-1 represents an overlaid chromatogram of the standard and 
a sample (of the same concentration) integrated with the same integration events. Integrating small 
peaks, closer peaks, negative peaks, drifting peaks, and peak-to-valley requires time and skill. Integrat-
ing peaks manually is not recommended and should be avoided to the extent possible. 

Figure 6.3.7-1 Typical Overlaid Chromatogram of Two Injections (Standard and Sample) Integrated with Same Integration Events
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QC laboratories should have procedures in place that require authorization to perform manual integra-
tion and for procedures to track such events to avoid unnoticed or unevaluated cases that may affect 
the accuracy of the results. PDA defines manual integration as a process used by a person to manually 
integrate the peak height or area by modifying the baseline of the chromatogram with use of chromato-
graphic software. The conditions and circumstances when manual integration would be allowed should 
be predefined (e.g., complexity of the sample matrix). Generally, a good chromatographic data system 
would be able to render consistent and reliable baselines for an overwhelming majority of injections with-
in a chromatographic run. When consistently bad chromatographic peaks and baseline issues are encoun-
tered, having good documentation should not be the only way to address the issue. In this circumstance, 
the goal should be to improve the system and ensure that the data generated is reliable and consistent.

The Quality Unit should define standard protocols for processing data to include the following, which 
may be instrument- or application-specific: 

•	 Reprocessing peaks 

•	 Applying instrument/application-specific integration events/algorithms

•	 Fully integrating peaks 

•	 Inhibiting or disregarding any peaks in the test chromatogram (e.g., blank peaks, placebo peaks, 
solvent peaks) without scientific justification; examples where justification is needed include 
counter ion and reagent interactions with a sample 

•	 Applying the same integration events for all samples in the sample set or sequence and justifying 
any change in integration events

Peak integration is the process used by a chromatographic system to determine the peak height and width 
and obtain the quantitation of the peak of interest. Certain USP monograph methods specify inhibiting 
integration at specified zones in the chromatographic run. USP <621> states that peaks can be disregarded 
by setting the thresholds in the integration to at least half of those below reporting threshold (32). There-
fore, utilizing the built-in capability of the chromatographic data acquisition software to inhibit integration 
of peaks from solvent, mobile phase, placebo, and counter ions in impurity analysis is a common industry 
practice. Firms should scientifically evaluate and judiciously determine whether to use the inhibit integra-
tion functionality. Peaks in the chromatographic analysis may be excluded in the event of a known abnor-
mality. Unknown peaks should be integrated and investigated according to the firm’s quality procedures. 

Manual integration is the process used by the analyst to integrate the peak height or area by modifying 
the baseline of the chromatograph using software (49). Manual integrations may be required for R&D 
and biological labs. Though in QC labs, manual integration may be necessary or acceptable only under 
special circumstances (e.g., complex chromatography due to sample matrix interferences, poor resolu-
tion, co-elution of peak of interest, problem with the baseline, or software with limited capabilities); 
however, manual integration is not generally acceptable for assay. Manual integration should not be 
left to an analyst’s discretion; it should be performed only according to an approved procedure, with 
documented approval from a supervisor and results appropriately documented. A mature quality sys-
tem will review these instances as part of continual improvement of methods and equipment. Modern 
chromatographic software identifies and displays manually integrated peaks. Figure 6.3.7-2 represents 
a model chromatogram with manually integrated peaks and software integrated peaks. 

Printed chromatograms should be presented in visible scale as per the respective analysis (peak top vis-
ible for assay or single analysis, peak base clearly visible for purity analysis). After integration, results 
may be published or electronically stored. If results are reprocessed, permission from a supervisor is 
required. Those types of events may be noted in a log (paper or electronic) for quick reference. 

Figure 6.3.7-3 illustrates a chromatogram in proper scale and visibility to determine the proper inte-
gration. Common practice across the industry is to present a visible and clear baseline for multicom-
ponent analysis and the entire peak for single-peak analysis.
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Figure 6.3.7-2 Typical Chromatogram with Integration Type (Manual/Chromatographic Software)

Figure 6.3.7-3 Chromatogram with Appropriate Integration Events 
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Figure 6.3.7-5c Raw Data Integrated 
with Improper Integration Events Leading 
to Peak Trimming

Figure 6.3.7-5b Raw Data Integrated 
with Proper Peak Width and Threshold

Figure 6.3.7-5a Raw Data of a Single Component 
Analysis before Integrating

Improper Integration

Figure 6.3.7-4a represents the chromatogram printed in large scale, where peak integration is not 
visible. Figure 6.3.7-4b represents the same chromatogram with printed proper scaling, where peak 
trimming and missing peak integrations are visible, revealing possible intentional data manipulation.

Assay analysis, dissolution, and content uniformity involve a single analyte/peak analysis where the 
content will be calculated against a known standard. Gaussian peaks, with allowed system suitability 
characteristics of accuracy and precision, are expected in these types of analysis. Normal Gaussian 
peaks should be integrated exactly where the peak starts and finishes. The peak integration represented 
in these types of analysis is illustrated in Figures 6.3.7-5a-f. 

Figure 6.3.7-4b Chromatogram of Related Substances Analysis Presented with Appropriate Scale

Figure 6.3.7-4a  Chromatogram of Related Substances Analysis Presented with an Improper Scale

Missing 
Peak

Peak 
Trimming

Peak 
Trimming
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Figure 6.3.7-5f Raw Data Integrated 
Peak Followed by a Negative Peak or Drift

Figure 6.3.7-5e Raw Data Integrated 
with Peak Tailing

Figure 6.3.7-5d Raw Data Not Integrated Base 
to Base

Figure 6.3.7-6c Co-eluting Peaks 
Integrated with Improper Integration 
Events, Presents Less Response

Figure 6.3.7-6b Co-eluting Peaks 
Integrated with Suitable Peak Width and 
Threshold

Figure 6.3.7-6a Raw Data of Co-eluting Peaks of 
Related Substance Analysis

Figure 6.3.7-7c One Peak Integrated 
with Peak Trimming and another Peak by 
Integrating Tailing, Fronting

Figure 6.3.7-7b Multicomponent 
Peaks Integrated with Suitable Peak Width 
and Threshold

Figure 6.3.7-7a Raw Data of Multicomponent 
Analysis

Figure 6.3.7-5a is the unprocessed signal of a single component analysis. Figure 6.3.7-5b represents 
raw data integrated with proper integration events and displayed in visible scaling. Figure 6.3.7-5c 
represents the peak integrated by trimming to yield low area. (Associated risk: Reporting fewer peak 
areas leads to less assay or dissolution or lower content values.) Figures 6.3.7-5d–f represent the raw 
data integrated with improper integration events, which presents more area. (Associated risk: Report-
ing more peak areas leads to more assay or dissolution or higher content values.)

Data manipulation of chromatograms by manually manipulating the integrated peaks is one factor 
the FDA has cited in Warning Letters (50–53). In these illustrations, all the integrations presented are 
made through chromatographic software by adjusting integration events. Chromatographic software 
will indicate which peaks are manually integrated. Laboratory management should have appropriate 
controls in place for detecting the data compromises made by applying the wrong integration events. 

Figures 6.3.7-6a–c and Figures 6.3.7-7a–c show integration errors that occur for multicomponent 
analysis (peak groups), such as related substances analysis/chromatographic purity analysis. In both 
cases, fewer peak areas will be reported.
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6.3.8 Results Printing or Publishing 
Some software packages use the term “printing” to generate a final result; in this case, printing does 
not mean output to paper form. Printing, or “publishing,” refers to the next step in generating output 
once testing is complete. In a well-configured system, the results after this step are final and may not 
be changed without reprocessing. Reprocessing must be governed by procedures and software that is 
correctly configured and should require a comment or justification. Before publishing, the supervisor or 
Quality Unit should review the results, according to established laboratory procedures. Though printing 
results on paper is not an ideal practice, some firms still use this approach, often due to limited software 
functionality or limited resources. The following items or reports should be generated, through publish-
ing or software functionality, after each analysis and made available in the system for review:

•	 Sample sequence 

•	 Instrument method 

•	 Integration events/processing method 

•	 Results (chromatograms) 

•	 Results audit trail (if available)

•	 Sequence audit trail (if available)

•	 Method audit trail (if available)

The results should include the following criteria:

•	 Analyst’s name and signature 

•	 Date and time results were processed

•	 Results audit trail, method audit trail, and 
sequence audit trail

•	 Chromatograms presented in visible scale 
per respective analysis (peak top for assay or 
single-analyte analysis, peak base for purity 
analysis)

6.3.9 Audit Trails 
An audit trail is a chronology of the “who, what, when, and why” of a record. It ensures a secure, 
computer-generated, time-stamped electronic record is available that allows for reconstruction of the 
course of events relating to the creation, modification, or deletion of an electronic record. For example, 
the audit trail for an HPLC run could include the user name, date and time of the run, integration 
parameters used, and details of reprocessing, if any, including the change justification. In addition, as 
part of reconciliation, the injection log can be included, but this injection log does not include audit 
trail injection information (blank/system suitability/Lot#) (2).

The audit trail feature (or function) should be enabled at all times, with strict access controls in place; 
equipment with data processing capability but lacking audit trail capability should be upgraded to 
CGMP standards. In those instances where the equipment lacks such capability, appropriate controls 
(e.g., paper-based) should be implemented to ensure all data and information generated, along with 
the history of all activities performed, is available for review.

The audit trail should include all possible data changes; then, the reviewer can decide whether any data 
change represents a compromised or regulated event. 

Different types of audit trails supply data on different functions; each should be assessed individu-
ally and, then, all audit trails should be assessed collectively to determine the integrity of the data. 
Instrument-specific software provides several fields for configuring audit trails, and templates from 
which to choose for presentation. Figure 6.3.9-1 illustrates one approach to audit trail classification. 
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The Quality Unit is responsible for enabling fully functional audit trails, assessing the different kinds 
of metadata captured, and choosing which fields are required to verify and ensure data reliability and 
compliance. This approach should be carefully selected with a view to design the most appropriate pro-
cedures for batch release as well as a sound periodic review. The following list reflects one recommended 
approach to the various classifications of audits, each of which are discussed in the sections below:

•	 System-level audit trail 

•	 Application-level audit trail

•	 Method audit trail 

•	 Results audit trail (or injection audit trail) 

•	 Sequence audit trail 

•	 Transaction log/system error log

6.3.9.1 System-Level Audit Trail 
If a system-level audit capability exists, the audit trail should capture, at a minimum: any attempt to 
log in, successful or unsuccessful; ID, date, and time of each login attempt; date and time of each log-
off; device used; and function(s) performed while logged in, i.e., applications that the user attempted, 
successfully or unsuccessfully, to perform, as shown in Figure 6.3.9.1-1 (2).

System audit trails cover the activities related to system policy changes, user activities (login, logoff, 
unauthorized logins and user privileges changes), changes to projects (creating, deleting, modifying 
and restoring), verification of project integrity and changes to systems. The Quality Unit should review 
system audit trails on a periodic basis established by the firm for any type of deletions. 

Figure 6.3.9.1-2 displays a typical system audit trail for project deletion. System audit trails are re-
viewed in investigations to check the login and logoff times as well as any system-based information 
that is not captured on application-level audit trails (2).

Figure 6.3.9-1 Example of an Audit Trail Summary

System Level

User activity (login/logoff/failure login attempts/privilege changes)

System policy changes

System level audit trail archival/retrieval

Folders information (Created/Deleted/Modified)

Application Level

User activities (login/logoff/failure login attempts/privilege changes)

Data creation/modification/deletion/publishing/restoring

Methods creating/modification/deletion

Product/Molecule Folder Level

Summary of sequence, methods,  
result audit trails

Data acquired system details

Method

Creation/modified details

Each modification identified by  
version number

Sequence

Sequence modification during  
and after execution

Result

Calculated Value

Processing history (Integration 
type, result number, calibration 

curves and modification of sample 
details), publishing details
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Logged in as QA Reviewer 
File Edit View Records Help

Action Change Date User

1 Successfully Logged On 3/22/2018 10:41:17 AM EDT Groupleader

2 Unsuccessful Logon Attempt 3/22/2018 10:42:52 AM EDT Analyst A

3 Successfully Logged On 3/22/2018 10:42:56 AM EDT Chemist

4 Unsuccessful Attempt to Confirm Identity 3/22/2018 10:45:02 AM EDT Groupleader

5 Unsuccessful Logon Attempt 3/22/2018 11:05:03 AM EDT Analyst A

6 Unsuccessful Logon Attempt 3/22/2018 11:05:15 AM EDT Analyst A

7 Unsuccessful Logon Attempt 3/22/2018 11:05:38 AM EDT Analyst A

8 Successfully Logged On 3/22/2018 11:20:28 AM EDT Chemist

9 Successfully Logged On 3/22/2018 11:31:03 AM EDT Chemist

10 Unsuccessful Attempt to Confirm Identity 3/22/2018 11:31:58 AM EDT Chemist

11 Successfully Logged On 3/22/2017 11:34:02 AM EDT Groupleader

Figure 6.3.9.1-1 System Audit Trail (Default)

Logged in as QA Reviewer
File Edit View Records Help

Action Change Date User

105 Deleted Project 4/14/2018 8:00:55 PM EDT System/Administrator
Project: XYZ Reason: 
Project is being deleted.

106 Deleted Project 3/22/2018 10:42:52 AM EDT System/Administrator
Project: AAA Reason: 
Project is being deleted.

107 Deleted Project 3/22/2018 10:42:56 AM EDT System/Administrator
Project: BCD Reason: 
Project is being deleted.

108 Deleted Project 3/22/2018 10:45:02 AM EDT System/Administrator
Project: HGK Reason: 
Project is being deleted.

109 Deleted Project 3/22/2018 11:05:03 AM EDT System/Administrator
Project: DDB Reason: 
Project is being deleted.

Figure 6.3.9.1-2 System Audit Trail for Project Deletion

6.3.9.2 Application-Level Audit Trail 
Application-level audit trails monitor and log user activities, including which data files were opened 
and closed, and what specific actions have been taken, such as reading, editing, processing, and delet-
ing records or fields, and publishing reports. This could also be called a project-level audit trail. Some 
applications may be sensitive enough to create an audit trail that captures “before” and “after” informa-
tion for each modified record or the data changed within a record (54). 

6.3.9.3 Method Audit Trail
Method audit trails track the changes made to the method and typically contain the following information:

•	 Method modification history

•	 Method used for all injections

•	 Method modified between the sequences
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6.3.9.4 Results Audit Trail 
Chromatograms or reports can serve as a results audit trail. Figure 6.3.9.4-1 is a model results audit 
trail report that presents integration type, date acquired, date processed and by whom, and if the chro-
matogram was altered after generating data. Typically, chromatograms should contain:

•	 Sample description

•	 Date and time of sample acquisition 

•	 Date and time of results processed, if possible

•	 Minimum method parameters, i.e., wave 
length, injection volume, and method 
name/ID

•	 Integration type

•	 Retention time (any other system suit 
parameters) 

•	 Time printed, published, or saved

•	 Integration events

•	 Sample name change after execution

Filters can also be used to search the requirement from huge amounts of data. Figure 6.3.9.4-2 rep-
resents a filter to search whether the sample has been injected in multiple projects. For older systems 
with limited functionality, the reviewer should sign and stamp results printed on paper and review the 
electronic data according to the Quality Unit policy. If the results are published electronically, the re-
viewer should e-sign the results after reviewing and lock the signed file. If it will be used for any inves-
tigational purpose, the Quality Unit must review the electronic data per the firm’s policy, as electronic 
data is deemed to be final. Once the printed data is audited, original electronic data should be available 
for reference and should not be altered. Any modification to the approved data needs to be justified. 

Sample Set Method Report Summary
Sample Set Name QCE_680_007_Inj 
Linearity_SSM

Sample Set Id 3784

Peak Results
SampleName Vial Date Acquired Instrument Method Id User

1 Blank (Mobile Phase) 1 2/3/2017 11:22:34 AM EST 1003 Chemist

2 Caffeine (0.06 mg/mL)_5µL 2 2/3/2017 11:26:13 AM EST 1003 Chemist

3 Caffeine (0.06 mg/mL)_20µL 2 2/3/2017 11:29:56 AM EST 1003 Chemist

4 Caffeine (0.06 mg/mL)_40µL 2 2/3/2017 11:33:51 AM EST 1003 Chemist

5 Caffeine (0.06 mg/mL)_80µL 2 2/3/2017 11:38:00 AM EST 1003 Chemist

6 Caffeine (0.06 mg/mL)_100µL 2 2/3/2017 11:42:21 AM EST 1003 Chemist

Peak Results
Result Comments Altered Result # Injection ID Date Acquired Result ID

1 Process Injection No 1 3786 2/3/2017 12:15:39 PM EST 3821

2 Process Injection No 1 3792 2/3/2017 12:15:40 PM EST 3822

3 Process Injection No 1 3798 2/3/2017 12:15:40 PM EST 3823

4 Process Injection No 1 3804 2/3/2017 12:15:41 PM EST 3824

5 Process Injection No 1 3810 2/3/2017 12:15:41 PM EST 3825

6 Process Injection No 1 3816 2/3/2017 12:15:42 PM EST 3826

Specific Result number

Denotes sample name alteration (“Yes” if name altered)

Figure 6.3.9.4-1 Results Audit Trail Report
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6.3.9.5 Sequence Audit Trail
Sequence audit trails, or sample set audit trails, track the changes made to the sample sequence or 
batch. Figure 6.3.9.5-1 represents a typical sequence audit trail report, which generally contains the 
following information:

•	 Name correction for sample set or injections after injection acquisition

•	 Sample set alteration 

•	 Sample name alteration during sequence execution

•	 Method used for all injections

•	 Aborted sequences

6.3.9.6 Project-Level Audit Trail
By enabling the audit trails option while creating it, a project will capture all the activities performed 
with respect to sample set, injections, channels, results, calibration curves, and peaks. Figure 6.3.9.6-1 
represents a project audit trail record for deleted injection as a poor example to show fraudulent data.

Figure 6.3.9.4-2 Filter to Search Sample in Multiple Projects

Action

1 Run Sample Set

Details

1 Sample Set: QCE_680_007_Inj Linearity_SSM Sample Set Methods: QCE_680_007_Inj Linearity_SSM Sample Set ID: 3784 Reason: Start the sequence

Change Date User Misc

1 2/3/2018 11:21:19 AM EST Chemist QCE_680

Figure 6.3.9.5-1 Sample Set Audit Trail Report

Details

1 Deleted Injection Sample Name: Caffeine solution-1.0mg/ml-RT check Vial: 1 Injection ID: 2243 Reason: To generate an example report for deletion result as a part of report to PDA

Change Date User

1 2/22/2018 5:27:31 PM EDT System

Figure 6.3.9.6-1 Project Audit Trail – Deleted Injection
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6.3.9.7  Injection Log
Chromatographic data acquisition software typically has the ability to maintain a log of injections. In 
addition to the date and time, the software may include additional information associated with the 
injection such as lot number, blank or system suitability, reference, or sample. An audit trail ensures 
the integrity of the data and, if the audit trail is enabled, review of the injection log is not necessary. 
Injection log reports are typically built in by the software developer, though with limited ability to 
customize without expert programming capability. The type, ease of log retrieval, and ease of printing/
publishing are also built-in functionalities of the software; however, their inclusion will vary among 
software suppliers. An injection log is separate and distinct from an audit trail; while it is a good tool 
to have, it is not essential to ensuring data integrity (2).

6.3.10 Transactional Log/System Errors
6.3.10.1 Chromatography
The transactional log (which may be referred to by other terms depending on the equipment vendor) 
and system error logs are online, instantaneous features that display pop-up messages about system 
functionality, user activity, and hardware-related issues or errors. Figure 6.3.10.1-1 shows the types of 
errors generated by the software or transactional log and a typical representation of a software transac-
tional log. Figure 6.3.10.1-2 represents a typical transactional error log. 

The transactional log is neither an audit trail nor is it intended to be a replacement for or component 
of other audit trails. A transactional log generally provides some additional information related to soft-
ware (e.g., missing vial, lost prime) or hardware malfunctions (e.g., HSS fault, lost connection) and 
can help in interpreting the audit trail. 

No one should have access or authority to manually change this log; however, the system can be configured 
to automatically purge the messages on a periodic basis to ensure efficient operation of the system process-
ing memory. If the audit trail is never turned off, any deletion, modification, or copying of messages per-
formed by the administrator will be recorded in validated audit trails (e.g., system audit trail). The Quality 
Unit should verify when a system or run has been interrupted due to a disconnection or power loss. 

Type Category Time Application User Project

Error Instrument 1/19/2017 4:22:32 AM EST QCE_568 Groupleader HPLC Calibration_2017

Error Instrument 1/19/2017 4:22:32 AM EST QCE_568 Groupleader HPLC Calibration_2017

Message

Lost prime

Instrument Failure W2690/5#D11SM7731A

Figure 6.3.10.1-1 Example of a Transactional Log

11/18/2018 09:03:14p Column heater door open
11/19/2018 05:26:05p Bubble found on compression
11/20/2018 12:27:47p Column heater door open
11/26/2018 09:41:52a Bubble found on compression
11/27/2018 10:35:43a Column heater door open
11/27/2018 10:37:11a Column heater door open
11/27/2018 11:29:57a Column heater door open
11/27/2018 11:36:31a Column heater door open
11/27/2018 11:37:03a Column heater door open

Error Log
Idle

Figure 6.3.10.1-2  Example of a System Error Log
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The messages appearing in the log may come from the application software, third-party software, (e.g., 
Oracle database supporting system for chromatographic software) or other connected instruments (e.g., 
balance connected to HPLC) or equipment. Some chromatographic software packages offer this function-
ality. The transactional logs are system-level messages, temporarily stored and often automatically purged 
by the system at time-based defined intervals; their utility is therefore time-sensitive. These transactional 
logs may prove beneficial for trending (e.g., trending of most frequent instrument or processing errors 
that require attention helps in troubleshooting) or investigational purposes (e.g., describing the cause of 
the failure) and companies may utilize this information accordingly. During software validation, messages 
will present as information, warning, or error according to listed categories (e.g., general, security). Critical 
messages and actions regarding data manipulation or data deletion that may appear in the transactional log 
must be captured in validated audit trails (e.g., system, result, sequence or sample, or method audit trails). 

Categorization of error messages having an impact on the software and product ideally would be incor-
porated during software development and validation by the vendor. Some errors with titles that sound 
critical (e.g., cable disconnected, connection lost, communication failure) may not be captured in a 
validated audit trail but recorded in a transactional log. It may be difficult to confirm that these types 
of messages are all caused by intentional interruptions or have any impact on product quality data. It 
is therefore important to have appropriate controls and procedures in place to ensure that true power 
outages be recorded, especially if a chromatographic run is affected.

The Quality Unit for the lab must establish and validate error messages during equipment installation 
and qualification. Some error messages are specific to the operating system of the software and are not 
directly related to data or equipment operation. It is important to work with the software supplier to 
understand the description of messages that are recorded in the transactional log as they may be subject 
to evaluation during inspection. Further, it is important to identify those messages that are critical, i.e., 
related to data and instrument operations. For existing or previously installed equipment (e.g., legacy 
systems), during installation and qualification, the Quality Unit should assure that all transactional 
log messages are reviewed and understood, and that critical messages are identified and included in 
validated audit trails. Transactional log messages that have no impact on analyses or quality attributes 
of a product and messages that are also recorded in validated audit trails need not be retained. 

For example, if a cable is disconnected from an HPLC to a LAC/E box, then the data will not be captured, 
and the transactional log will show a message as system interruption due to cable disconnection. Further dia-
logue between industry, health authorities, and vendors is needed to resolve how to address this evolving topic.

6.3.10.2 Other Types of Equipment 
Transactional logs are also available from other types of automated analytical equipment such as X-ray 
diffraction(XRD) or Karl Fisher(KF). Examples are shown in Figure  6.3.10.2-1 and Figure 6.3.10.2-2 
below. Figure 6.3.10.2-2 also provides an example of how the log entries can be misleading if an auditor is 
not fully trained on the system. For example, although one entry reads “Deleted the journal entry” in the 
XRD log, the actual reason for displaying the message is a job interruption. The Quality Unit should rec-
ognize critical messages recorded in transactional logs and ensure they are recorded in validated audit trails.

9/21/2018 Deleted the journal entry with the ID’s: 81161, 81162, 81163, 81164, 81165, 81166

9/21/2018 Deleted the journal entry with the ID’s: 81158, 81159, 81160

9/21/2018 An operation has started.

9/21/2018 ReleaseControl

9/21/2018 An operation has finished. Active job time was 0 second (0.0minutes)

9/21/2018 Get control job by

9/21/2018 The job with the id ‘2200’ has finished. Active job time was 871 seconds (14.5 minutes)

9/21/2018 Times for saving raw file for job 2200 was long!

9/21/2018 Success loading assembly: WizardPlugiExtensionXrd, Version=6.5.0.0, Culture=neutral, PublicKeyToken=null

Figure 6.3.10.2-1 Example of a Transactional Log for XRD

i

i

i
i
i
i
i
i
i
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6.3.11 Common Deficiencies
The following problems, listed with the respective ALCS components, are often encountered and com-
monly found in audits or cited in FDA Warning Letters: (55)

•	 Computers 
– Shared passwords 
– No control over data generated
– Data acquisition date-and-time-stamp changes to alter actual date and time of results
– No control of automatic software updates 
– Computer systems/software validation errors 
– Time synchronization across all equipment and computers in the laboratory
– Inappropriate database protection in computerized systems
– Unauthorized changes made by analysts
– Altering or setting back the computer’s clock or date and time of the chromatographic injection

•	  Server 
– Lack of oversight by Quality Unit
– Validation errors
– Improper network mapping that leads to data transmission losses
– Cloud systems not verified for data transmission and data losses

•	  Equipment
– Single injections or sample trial injections of test samples made directly on instrument
– Stand-alone equipment connected to computer without server lacks controls, routine audit trail re-

views, and full data retention capabilities that prevent analysts or other personnel from deleting data 
– Features not appropriately selected or engaged, e.g., provision for trial injections without being 

captured in audit trails (implies lack of understanding or verification by lab personnel)
– Improper configuration of computers or storage devices that can lead to duplication or falsification 

of data (implies lack of training for IT personnel)
– Data losses due to power outage without investigation
– Altering system suitability to make it appear as if the sample failure was caused by an equip-

ment malfunction

•	 Off-the-Shelf Software 
– Data processing scenarios not validated 
– Data calculations not validated 
– Part 11 compliance assumed or not verified
– Software version changes incompatible with older files

•	 Data Handling 
– Trial injections of test samples 
– Data integration problems and compromises
– Not reviewing/publishing/enabling audit trails 
– Not reporting incidents

Warning 2017-09-22 13:04:10 UTC-4 KF2 Conditioning stopped

Information 2017-09-22 13:03:51 UTC-4 KF2 Determination finished

Warning 2017-09-22 13:03:17 UTC-4 KF1 Conditioning stopped

Information 2017-09-22 13:03:10 UTC-4 KF1 Determination finished

Warning 2017-09-22 13:02:57 UTC-4 KF2 Sample data live modified

Information 2017-09-22 13:01:35 UTC-4 KF2 Determination started

Warning 2017-09-22 13:00:37 UTC-4 KF1 Sample data live modified

Information 2017-09-22 12:59:21 UTC-4 KF1 Determination started

Figure 6.3.10.2-2  Example of a Transactional Log for KF
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– Retesting samples, deleting OOS results, and reporting passing results during stability or to 
release batches 

– Data deletions
– Data manipulations, such as changing integration, date and time, or method parameters
– Data not archived 
– Data archived on unreadable discs
– Reviewers unable to detect the problems due to lack of understanding fields
– Aborted sequences
– Inhibition of peaks/disregarding peaks without proper scientific justification

6.4 Other Laboratory Equipment
Due to the increasing number of citations about HPLC and GC instruments that have led to FDA Warn-
ing Letters, laboratory management may underestimate the importance of other equipment (e.g., UV, 
FTIR) being in compliance with 21 CFR Part 11. Because not all laboratory equipment is available in 
both a hybrid-system and a computer operated system (e.g., UV spectrophotometer, Fourier transform in-
frared spectrometer (FTIR), atomic absorption spectrometer, X-ray spectrometer, or titrator), there could 
be a mix of formats in the laboratory. As a result, some laboratories have adopted “scientific data manage-
ment systems,” which can capture data from all instruments that generate signals and are equipped with 
RS 232 or local area network ports. If used, this scientific data management system needs to be qualified 
as laboratory data management software and should be compliant with 21 CFR Part 11 requirements.

Although the software supplied for UV and FTIR instruments may not have the same applications as 
HPLC or GC software, similar observations have been listed as deficiencies in audits and FDA Warn-
ing Letters, for example: (55)

•	 Lack of audit trails

•	 No unique user IDs and passwords 

•	 Data can be deleted 

•	 Data files can be saved as new data files using “save as” function

•	 Not all changes to data captured in audit trails 

•	 Processing parameters not saved or not captured as metadata

•	 Not enabling, reviewing, or printing/publishing audit trails 

•	 All user IDs and passwords treated as “administrator” for the majority of stand-alone systems 

•	 Failure to establish and exercise adequate controls over computers to prevent unauthorized ac-
cess, changes to, or omission of electronic data

•	 Failure to maintain complete electronic raw data for instruments, Malvern particle-size analyzer, 
and UV spectrophotometer, e.g., instruments were connected to stand-alone computers that 
stored the data, which could be deleted at any time

Laboratory management should ensure that the following procedures and system design, where pos-
sible, are put in place for UV and FTIR instruments:

•	 Audit trail feature enabled at all times

•	 System audit trails review, including scope and how to conduct 

•	 Data protection and archival

•	 Individual user logins 

•	 Qualification of software
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6.5 Laboratory Data Management Software
Some analytical laboratories manage laboratory data using commercial software like LIMS or scientific 
data management systems. Whether the software is validated at the site, either by the vendor or by 
the user, the user is responsible for assuring its compliance with 21 CFR Part 11. The Quality Unit 
should understand completely the functionality, features, and capability of the software. All automatic 
equipment used in pharmaceutical manufacturing environment, including computers used to test 
drug products, must also comply with 21 CFR Part 211.68. Regulatory expectations for computerized 
systems used in the manufacture of API are found in the ICH Q7 Guidance for Industry (6,8,43).

Browser-enabled user logins from multiple computers pose a potential risk. Login functionality is recommend-
ed to be properly challenged, mitigated, and verified. An additional layer of security should be embedded in the 
software that allows only user logins that have been verified by specific, permitted IP addresses as filter logins.

Laboratory data management software typically is validated using the following steps (not necessarily 
in this order): 

•	 Document the software name and version number

•	 Define the period for software updates

•	 Check and validate e-signatures 

•	 Validate the software for its intended use 

•	 Determine capability of meeting 21 CFR Part 11 requirements in terms of audit trail and controls 

•	 Test the software on the network for data transmission

•	 Set up controls and traceability of printouts and define number of printouts allowed

•	 Check data and security of offshore and Cloud data 

•	 Validate Cloud-based data management system for security and possibility of compromise

•	 Establish quality service agreement and contingency plan for Cloud-based systems and deter-
mine exact physical location of servers

•	 Verify record and logic behind the algorithms used in calculations 

•	 Calculate manually the common statistical computations used by software (such as mean, stan-
dard deviation, percentage of relative standard deviation to complex math like potency content, 
similarity factor (F2) values for dissolution analysis, and coefficient of variation for uniformity of 
dosage) and compare with software values

•	 Check data transmission and losses from instruments to attached computer 

•	 Check data transmission to computer, server, and interfaces in between, and validate for intended 
functionality of analysis, data acquisition, processing, reporting, tracking, and security

•	 Ensure PDFs of any converted data files are not editable and bear a date-and-time stamp

•	 Confirm that intended software is compatible with COTS software for any laboratory instrument 
(e.g., HPLC, GC, and PSD).

6.5.1 Controls
The following are the minimum controls needed to validate laboratory data management software: 

•	 Identify the person responsible for updates and maximum possible software updates to be per-
formed by the software vendor and in-house IT personnel

•	 Address any changes to software through change history

•	 Establish secure unique user login identifications and periodic change of passwords

•	 Restrict permission to delete data to administrator or IT personnel
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•	 Maintain copies of older versions of software whenever version is updated (recommended) and 
ensure that backed-up data from previous versions can still be accessed

•	 Check software integrity on a periodic basis

•	 Maintain detailed list of roles, responsibilities, and privileges for all staff who use the laboratory 
data management software

6.5.2 Common Deficiencies that May Lead to Data Compromise 
•	 Browser-based interface enabling simultaneous logins with the same IDs without sufficient con-

trols to prevent redundant data activity

•	 Not investigating qualification errors or shortfalls according to nonconformance procedure

•	 Not enabling, reviewing, or publishing audit trails 

•	 Installing features without complete understanding, leading to data compromise 

•	 Lapses in training, e.g., lack of training or inadequate training for tasks being performed

6.5.3 Spreadsheet Validation
Many laboratories use customized spreadsheets for calculations. To avoid possible data breaches, the 
Quality Unit should validate the customized spreadsheet template for its intended use and protect it 
by restricting permissions to alter the template or delete data. 

Typically, customized spreadsheets are validated by customizing them to the intended use with a stan-
dardized formula in the USP or another valid source, comparing the manual calculations against the 
spreadsheet calculations, and testing boundaries and functions.

6.5.3.1 Spreadsheet Controls
The following are the minimum controls to be put in place for customized spreadsheets, which are 
recommended to be captured in the SOPs:

•	 Encrypt with password protection

•	 Restrict editing (set to “Read only”) so previous data is not retained in the template

•	 Save spreadsheets to a designated location on the server and capture the file location on each spreadsheet

•	 Change passwords and revalidate customized spreadsheets periodically per established SOPs

Figure 6.5.3.1-1 represents a typical template for a validated, protected, tamper-resistant spreadsheet.

Figure 6.5.3.1-1 Example of Validated, Protected Spreadsheet
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6.5.3.2 Common Deficiencies in Spreadsheets
The following are commonly seen deficiencies in spreadsheets that may lead to data compromise and 
risk of data integrity problems: 

•	 Spreadsheets not validated

•	 Accidental or deliberate formula changes made in unprotected spreadsheets (e.g., in Figure 
6.5.3.2-1, data was manipulated; the failing value of 96.30 was replaced with a passing value of 
98.23, which was entered manually on the unprotected sheet) 

•	 Entering passing results in unprotected spreadsheets (Figure 6.5.3.2-2)

•	 Lack of controls on spreadsheet access and lack of training of staff to respect password control

Figure 6.5.3.2-2 Modified Standard Average Change Value in Spreadsheet for Assay Preparation 1 

Figure 6.5.3.2-1 Validated Spreadsheet: API Assay Failure (Failure Result is 96.30)
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6.6 Electronic Data Governance 
In the current analytical laboratory environment, the key factors, discussed in this section, need to be 
considered for data governance. Analytical equipment controlled by firmware may not be able to publish 
audit trails. If not, the Quality Unit should implement a procedure to check for data compromises on 
any equipment for which this is the case. Controls should be similar for all equipment and data integrity 
should be ensured on all equipment. A logbook for data backup and deletion should also be maintained. 

A high-level diagram of electronic data governance in an analytical laboratory is presented in Figure 6.6-1.

6.6.1 Data Backup and Storage
The Quality Unit should develop a procedure for data backup and determine at what intervals it will 
be performed. Hybrid systems have temporary electronic storage that is overwritten (e.g., calibration 
curves on pH meters); this printed/published record is the primary data source. This electronic infor-
mation is not intended for backup or long-term retention. Analytical equipment on which electronic 
data is generated should be included in the data backup. Copying data onto discs as a backup is recom-
mended to protect against the potential failure of the server or Cloud. The data copied onto the discs 
should be checked for completeness and accuracy. To ensure the safety of the data, common industry 
practice is to maintain two copies of the data at different locations. Any Cloud-based storage service 
should be GXP-compliant (5). Wherever possible, a risk-based cold backup (a scheduled backup 
without any manual intervention) should be planned to avoid surprises and regulatory complications.

It is strongly recommended that electronic signatures, if adopted, comply with 21 CFR Part 11 re-
quirements and include date and time stamps.

The laboratory data governance manual is useful for consolidating current information about labora-
tory equipment and data procedures and may contain sections such as those listed below. Table 6.6.1-1 
represents a model table from a laboratory data governance manual. Preparing this manual and keeping 
it current is a good practice, one that makes a laboratory audit more efficient. 

•	 Details of all laboratory equipment

•	 Details of all equipment software, including version information 

•	 Laboratory equipment procedure numbers

Figure 6.6-1 Typical Analytical Laboratory Data Mapping
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•	 Data handling procedures, list of audit trails published or reviewed, each analysis, and typical 
information captured

•	 List of all users of all software and their roles

•	 Server(s) details

•	 Data backup frequency

•	 Risk analysis and mitigation plan

•	 Names and contact information of key personnel and vendors

Table 6.6.1-1 Example of a Table in a Laboratory Manual

Instrument Software Version
Procedure 
Reference

Part 11 
Compliant

Audit Trails 
Reviewed

Data Frequency

Backup Reconciliation

HPLC Important R 1 SOP 34, 36, 45 Yes Yes 3 M 30 days

GC Important R 1 SOP 34, 39, 45 Yes Yes 3 M 30 days

PSD Super V 5 SOP 34, 48, 56 Yes Yes 3 M 60 days

Balance N/A N/A SOP 15 N/A N/A N/A N/A

LIMS Excel V 4.2 SOP 98, 89, 105 Yes Yes 1 M N/A

6.6.2 Routine Checks of Data and Multiple Equipment in the Laboratory
The Quality Unit should schedule regular data reconciliation to detect data compromises early. Creat-
ing a data flow of the entire laboratory from the top down will provide an excellent overview of where 
mistakes or breaches might occur. Random checks of employee shifts or timing logs against equipment 
use should be performed to check data integrity. Synchronization of raw data across the instruments 
can be verified to expose data manipulation by random checks, such as checking the injection time and 
balance printout/PDF time for sample weighing and reconciling data periodically on instruments, as 
represented in Figure 6.6.2-1. 
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Figure 6.6.2-1 Typical Data Reconciliation Exercise
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Examples of what to look for on some instruments are: 

•	 Titrator: Data stored on the internal memory vs. number of records in the instrument logbook

•	 HPLC: Number of injections vs. number of logbook entries or number of results

•	 UV, IR: Number of data files vs. number of logbook entries.

6.6.3 Communications with Chromatographic Software Vendors
Since instrumental software may have some exceptional behavior, firms should document the com-
munications with software vendors regarding clarification/remediation of error messages, warning 
messages, software bugs, and other issues that may be identified in audit trails, or other operations 
that need support from the vendor. These issues, communicated over the phone or via email, should 
be documented and will serve as a basis for change of procedures or initiation of new controls. Often 
vendor call centers or tech support groups allot a ticket number or tag number that can be referenced. 
In addition, there may be issues or restrictions in the software that a vendor would identify and com-
municate to all users through website notification or email communication. Firms should assess and 
document how those communications will be evaluated and how a determination is made regarding 
the effect on GMP operations. Recordings of audit trails and other critical data are recommended 
to be checked on a periodic basis to have better control and understanding of software issues. If any 
anomalies are observed they should be investigated immediately, and if they are suspected as software 
issues they should be communicated to the vendor for next steps of investigation.

6.6.4 Presenting Data on Request in Electronic Format for Audits and Inspections
Auditors and health authority inspectors may request that electronic data be copied onto portable media 
(such as a USB or portable hard drive) or in a readable format (such as PDF, Microsoft Excel, or text) for 
their review evidence. Copying data from a validated system compliant with 21 CFR Part 11 or EU GMP 
Annex 11 onto media or into a readable format that does not maintain the original metadata should be 
avoided if possible. If data is transferred onto media or into a readable format, verification that the data and 
metadata are a true copy is recommended. Uncontrolled use of the copy-and-paste function can be prone to 
error and give the impression that original data has been altered or falsified. Establishing an SOP that gov-
erns how to copy and save data from laboratory systems is highly recommended. The SOP should describe 
the standard queries and reports that can be generated for audit and inspection purposes and the controls in 
place to ensure the accuracy of non-routine reports. Printing or exporting injection logs with all the details, 
such as injection time and sample name, may not be readily possible on some chromatographic software.

7.0 Risk Management of Data Governance Systems 

Data integrity controls should be based on quality risk management principles such as ICH Q9 (37), 
that is, the level of controls, verification, and oversight should be commensurate with the criticality of 
the data to patient safety and with the risk to data accuracy, completeness, fabrication, or falsification. 

7.1 Risk Assessment 
Conducting a risk assessment is a recommended method to assess and challenge processes, systems, 
controls, and practices in place for the generation, review, and archival of paper and electronic data. 

Risk assessments may be performed as part of the selection, commissioning, and validation of com-
puterized systems. Testing of system functions and user privileges should be performed to ensure ap-
propriate controls are in place that prevent or track changes to data, including any mechanism or role 
that allows data to be altered, overwritten, not saved, or deleted. 
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Risk assessments for paper data should be performed to assess controls in place that provide for trace-
ability and reconciliation of the records. Mechanisms should also be in place to ensure that original 
records can be authenticated. 

7.2 Risk-Based Mitigation 
As discussed earlier in this paper, risks to ensuring data integrity might include computerized systems 
with lack of audit trails or appropriate security controls to prevent unauthorized changes as well as 
observational test methodologies. A systematic approach to risk mitigation is the use of a risk matrix. 

A risk matrix can be established using criticality of the test and maturity of the quality system and use 
of risk-reducing technology. Data criticality can be established based on whether the test is for a critical 
quality attribute (CQA), such as a sterility test; a critical process control (CPC), such as an environmental 
monitoring test; or an in-process control or other test, such as environmental monitoring for nonsterile 
products. Figure 7.2-1 shows a risk matrix applied to data integrity. In this example, the matrix is used 
to establish which microbiological tests require second-person verification prior to approving test results. 

Currently, a high percentage of the tests conducted in microbiology laboratories are observational, that 
is, the results (such as a colony count) are viewed and manually recorded on a paper document or in a 
computer record. Absent an easy, reliable method to verify the recorded data, some laboratories require 
microbiologists to use second-person verification (e.g., supervisor) by physical examination of the test 
plates. Further, the second-person verification could be performed as a discreet step prior to approval 
of the data or combined with the data-approval step.

Risk factors for the collection, control, and verification of microbiology data are reduced with comput-
er interface technology, such as automated plate readers or rapid methods that produce an electronic 
record that is retrievable and relatively tamper-proof or digitally time-and-date-stamped photography 
equipment. This can include automation and the use of advanced methods with a validated data re-
cording (for example, ATP bioluminescence platform) system and audit trail capabilities. Even when 
a technological solution is not available, a strong pharmaceutical quality system (PQS), including an 
effective site audit program, supervisory and Quality Unit presence in the laboratory, and a robust pe-
riodic review of the documentation system, will reduce data integrity risk. On the other hand, a weak 
PQS increases the data integrity risk. 

Figure 7.2-1 Risk Matrix Example for Microbiological Testing
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8.0 How to Remediate Breaches in Data Integrity

8.1 Discovery of Data Integrity Issues in Pharmaceutical Laboratories
Data integrity issues may be discovered by various means, including self-reporting, data review, and 
internal audits, as well as during regulatory inspections. Any deviations from the established proce-
dures that affect data integrity should be reported through the quality system; the Quality Unit should 
then investigate those situations to assess their impact and scope, determine the root cause, and define 
corrective and preventative actions. 

Deviations affecting data integrity may be a single event or the result of ongoing practices. Regardless, 
each instance must be investigated to ensure data reliability. Any data breach or compromise that takes 
place due to ignorance or to a willful act may lead to a quality- or public safety-related event. Upon 
discovery of a data integrity breach, the actions taken should be proportional to the circumstances. 
Key considerations are to contain the event, to gather the data necessary to confirm event details, and 
to determine the scope. 

Employee interviews play a key role in data integrity investigations and should be conducted as soon 
after an event as possible. To prevent a conflict of interest, interviewers selected to conduct the investi-
gations should be independent from the unit under investigation and should conduct interviews away 
from the unit under investigation. While data integrity investigations should be documented within 
the quality system (as are all types of investigations), portions of these investigations may need to be 
kept “confidential” within the quality management system while the investigation is underway to pro-
tect the anonymity of the individuals involved. This is necessary to protect against retaliation, to pro-
mote open communication, and to avoid possible roadblocks during the course of the investigation. 

Factors that may contribute to data integrity breaches include: 

•	 Inadequate resources, training, or necessary expertise

•	 Time constraints

•	 Poor test methods, validation gaps, or product issues

•	 Processes, procedures, or systems that do not fundamentally support data integrity. 

Data integrity failures may be unintentional errors or may be attributed to sloppiness. They may also 
be a deliberate attempt to mislead, misrepresent, alter, or falsify the original data. While corporate 
officers, management, and personnel often dismiss the willingness of their colleagues to breach data 
integrity principles, its occurrence has been evidenced by multiple incidents of regulatory correspon-
dence and in industry discussions. Leadership may be culpable, intentionally or not, of creating an 
environment where values and/or performance expectations hinder compliance, or where individuals 
may act in their own interests. Acknowledging these risks is crucial to developing a data governance 
system that can detect and remediate data integrity failures of this nature. 

8.2 Investigation Considerations
An investigation must evaluate both the impact of the data integrity breach on the data generated and 
the decisions made based on that data. Companies might want to use the services of an independent 
laboratory to conduct a retrospective review of data and/or perform additional testing. 

Remediation of data integrity “risks,” as opposed to an identified data integrity breach, may follow a 
similar pattern of investigation to determine the possible impact on data generated; however, the ap-
proach and level of effort invested in a retrospective review will differ. For example, if a system gap is 
identified and process improvements are made to address the gap, a retrospective review of data gener-
ated prior to the process improvement may not be necessary. Factors to consider in this decision may 
include the overall site compliance profile; complexity of the risk (level of effort to exploit the risk); 
associate knowledge (well-known gap or initial discovery); or type of risk, as well as measures in place 
and/or other testing that detects a product failure. It may not be possible to confirm with absolute 
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certainty that a gap has not been exploited; however, when identified, immediate actions should be 
taken to protect against that risk being exploited and to correct the system or process for the future. 

As an example, if administrator access was given to a laboratory supervisor or analyst and audit trails 
were not in place or turned on, a retrospective data review and associate interviews may provide some 
evidence of actions taken. Yet, most likely, that review will not provide 100% certainty that the data 
generated, while those risks were in place, were not compromised. Taking immediate action to address 
those gaps will contribute greatly to ensuring data integrity in the future. Added controls can demon-
strate gaps related to test methods or product issues that may not have been detectable prior to system 
upgrades. In that event, a full investigation would be required, including a retrospective review of 
previously tested and/or released batches as well as test results for pending and approved applications 
that might have been affected. 

8.3 Comprehensive Assessment of Systems
For a remediation plan to be effective, a comprehensive assessment (CA) of the potentially affected 
system(s) and extent of the inaccuracies must be performed including identification of root cause. 
Depending on the severity and complexity of the issue, a competent independent party might best be 
utilized to perform the CA under a protocol that specifies how the data or information will be assessed, 
along with the scope of the evaluation. The approach selected should be justified. The following points 
in the scope of a CA for laboratory data integrity breaches should be considered:

•	 Time period and product(s) to be covered 

•	 Details specifying data types to be examined (estimated number of HPLC-processed injections, 
type of microbial identification platform) 

•	 Equipment to be evaluated (HPLC, GC, NIR, FTIR, automated microbial air sampler, stand-
alone equipment) 

•	 Departments included in the assessment (R&D, stability, microbiology laboratory) 

Systems other than the laboratory may need to be included. 

The CA should focus on the process gaps that permitted the data integrity breach to occur without de-
tection. Depending on these gaps, the CA would be designed to identify other possible data integrity 
breaches that may have occurred. In most cases, the CA and retrospective review should include an 
assessment of testing data for incoming materials, in-process testing, stability and finished testing, and 
data used to support pending and approved applications to determine if any wrongful acts might have 
adversely impacted the application. This should include impact on the development/scale-up/valida-
tion of products distributed. This data review is critical because the findings may need to be reported 
to the regional regulatory agency and can be used to inform decisions to initiate corrective actions 
against marketed products or the withdrawal of pending or approved applications. 

For the remediation to be effective, the scope of the CA must be appropriate. For example, if one or 
two employees were engaged in deliberate practices that compromised data integrity, the CA should 
require evaluation of all test results generated by those employees. Whether or not lab managers were 
aware of the wrongdoing should also be considered in the scope of the CA.

The following are recommendations on how to implement a CA: 

•	 Consider using independent interviews of staff, without fear of reprisal, to ensure the causes of 
data integrity issues and scope of the problematic practices are fully understood. 

•	 Develop a detailed protocol and methodology, a summary of all laboratories, manufacturing 
operations, and systems to be covered, and a justification for excluding any relevant operation.

•	 Identify the omissions, alterations, deletions, records destroyed, nonconcurrent records 
completed, etc. 
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•	 When appropriate, conduct a retrospective evaluation of the nature of the deficiencies in testing 
data integrity. A risk-based decision should be made in determining the scope of such reviews 
considering the data integrity gap, whether there is evidence that the gap has been exploited, and 
the potential impact on product quality. 

•	 Assess the associated risk and potential effects of failures on drug products released and on patients.

•	 Third-party product testing may be considered as part of additional verification.

8.4 Corrective and Preventive Action Plans
A risk-based approach is necessary for establishing corrective and preventive actions for data integrity 
breaches uncovered. Actions taken may include establishing additional controls, providing training or 
resources to prevent recurrence, or implementing measures to promote transparency and detection. 

Any permanent changes implemented should be based upon the results of the investigation and com-
prehensive assessment, the resulting root cause determination, and the gap analysis. The following 
steps are commonly taken to prevent recurrence:

•	 Product impact assessment (e.g., evaluation of risk to patient safety and potential market actions)

•	 Creation of a mechanism for anonymous reports to surface data integrity issues early, before they 
become systemic

•	 Changes to SOPs

•	 Changes in personnel

•	 Changes in access to computerized systems

•	 Capital investment in upgrading to equipment with more compliant features

•	 Changes to the quality oversight function (reassessment of roles and responsibilities, QA review 
process, how corporate quality/compliance will oversee)

•	 Improvement in systems that allows employees to report suspected noncompliant practices 
without fear of retaliation 

•	 Gap analysis providing clear understanding of deficiencies that lead to questionable practices so 
to prevent recurrence

•	 Evaluation of potential market actions

•	 Assessment of similar practices affecting other markets (products intended for international markets)

•	 Engagement with other regulatory authorities and reporting findings

•	 Comprehensive continuous training program in place and training effectiveness assessment

•	 Changes to the internal audit program

•	 Assurance that incidents of missing data, deletion of data, and changes to time-and-date stamps 
has stopped and actions have been taken to prevent recurrence

•	 Verifiable changes to software to ensure inability to manipulate electronic data

•	 Management strategy, including global corrective action plan that could identify if problems were 
limited to a specific site or generalized throughout corporation and how problems will be prevented

•	 Create a detailed plan on how a firm will ensure reliability, accuracy, and completeness of data 
generated and/or submitted to the regulating agency in applications or DMF submissions 

•	 A mechanism to provide regulators and sponsors notifications and updates regarding the 
assessment of each application should also be considered
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9.0 Conclusion

Data integrity is a key element of ensuring robust operations in laboratories. It signifies the level of 
completeness, consistency, and accuracy of testing processes and results. The current focus on data 
integrity by health authorities requires companies to remain alert to changing regulations and to in-
stigate internal strategies to detect and correct gaps in data integrity. Therefore, this report identified 
the global guidances applicable to the data integrity of analytical and microbiological laboratories and 
described recent regulatory actions against pharmaceutical manufacturers who have major breaches. 

Frequent internal auditing, continual training of analysts on regulatory expectations for data gen-
eration and management, and assessment of various types of data generated by simple, hybrid, and 
complex systems are essential. Advancements in automated systems are improving electronic data 
generation and storage, even as many tests are still performed manually, particularly in micro labs. 
Thus, computer server qualification, software validation, laboratory equipment qualifications, and 
data retrieval for inspection or review are the key elements of data integrity.

Risk assessment of data governance and control of systems in the pharmaceutical industry should be 
conducted to remove or mitigate the potential for a breach in data integrity and to avoid enforcement 
actions (warning letters, import alerts, notices of concern, and refusal to accept or approve applications). 
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