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FOREWORD

e-Everything

Every January for the past 10 years, members of a cult from all over the world
have headed to Silicon Valley for a summit. In the early years, only a few cryp-
tographers, mathematicians, and forward thinkers in the relatively new field of
computer security showed up for this then-obscure event, known as the RSA
Security Conference. Imagine, if you will, a group of distinguished eggheads
and computer nerds getting together to talk about cryptographic algorithms and
how they might one day be used to solve security problems.

In Internet years, that first event was a very long time ago. A decade for
everyday people, it was an Internet generation for those of us involved with
computer technology. The problems were small and often theoretical then. We
couldn’t imagine the looming frenzied pace of change, the way the World Wide
Web (World Wide what?—it wouldn’t be invented for another year) would
explode, and the e-izing of everything and anything. With those changes came
what those original visionaries predicted: e-fraud, e-theft, e-vandalism, e-scams,
e-viruses, and e-everything-else bad along with e-everything good.

Nowadays, there are dozens of computer security conferences and exhib-
its. Even so, our understanding of cryptography is weak, often only abstract.
Practical applications of cryptography are just beginning to become common-
place. These solutions are still young. It is a struggle for an information tech-
nology professional, and often an information protection professional, to
understand how security technology works and how to apply cryptography
appropriately to solve real business problems.

"The RSA Security Conference is bigger than ever. Hidden among the prod-
uct demos, sales pitches, and seminars, interesting technical papers are still pre-
sented. It was at RSA 2000 that I met the joyful and energetic H. X. Mel. Like
many others, he and Doris Baker had a vision of how to improve security. Their
vision, however, was not product implementation, but education—to make
cryptography understandable to the people who need it. Their book, this book,
is more than “Alice and Bob” diagrams and yet less than a tome full of math.
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xvi FOREWORD

Instead, it is filled with examples of the principles behind today’s solutions, ex-
plained with an interesting historical perspective.

Even after 10 years working in the field of information protection for a ma-
jor electronics manufacturing company, I learned a lot from this book. I think
you will, too.

—]John Kinyon
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PREFACE

A Tool for Everyone

In the past, cryptography was used mainly to secure the communications of the

powerful and influential, the military and royalty. But the widespread use of
computers, and the attacks to which they are vulnerable, has expanded the need
for secure communications around the globe. This book describes the protec-
tion afforded by modern computer cryptographic systems and explains how the
pace of modern technology requires continuing attention to the security of
those systems.

The advent of computers changed a great many things, but not the funda-
mentals of cryptography. Through stories and pictures, Cryptography Decrypted
presents cryptography’s evolution into a modern-day science, laying out patterns
from the past that are applicable today. It also gives you a thorough understand-
ing of terms that are destined to become as much a part of our language and life
as megabyte and Internet. As you begin to think about controlling various aspects
of your life using wired or wireless communication, on line all the time, your
understanding of cryptography—its benefits and its pitfalls—will make you feel
a little more in control of a rapidly changing world.

Because rapid advances in the speed of hardware will continue to threaten
the security of current cryptographic methods, it’s essential that you choose
appropriate techniques and perform ongoing assessment if you want to main-
tain your digital security. You can make such choices and assessments only if you
know the basic concepts of cryptography. Cryprography Decrypted offers you that
knowledge through visual representation of difficult concepts, an easy-to-use
reference for reviewing key cryptographic terminology, and instructive histori-
cal information.

You need little or no background in cryptography to read this book. Nei-
ther does it require technical or math genius. It’s designed so that anyone from
CIOs to self-taught computer enthusiasts—and everyone in between—can pick
up this book without any knowledge of encryption and find it fascinating, un-
derstandable, and instructive.
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PREFACE

If you have some understanding of computer cryptography, Cryptography
Decrypted is systematic and comprehensive enough to solidify your knowledge.
It provides a simple description of the component parts of secret key and pub-
lic key cryptography. (Those who already understand and don’t wish to cover
any more material about secret key cryptography may choose to read only Parts
II through IV, bypassing Part I.)

Throughout the book, we use images to clarify cryptographic terms. After
explaining the basic cryptographic components, we describe real-world crypto-
graphic systems, some possible attacks on those systems, and ways to protect
your keys.

The book provides a historical framework on which to build your under-
standing of how and why computer cryptography works. After a discussion of
how cryptography has evolved into an essential Internet tool, we analyze secret
key exchange problems and then explain the evolution of public key cryptog-
raphy, with its solution to the key exchange problem. Along the way we explain
some simple background on the math tricks that make public key cryptography
secure.

Traditionally, those who have thoroughly understood cryptography have
been trained as mathematicians or scientists. Our goal here is to explain com-
puter cryptography with rather little discussion of math. If the esoteric details
aren’t of immediate concern to you, you can skip Chapter 11 (“Making Public
Keys: Math Tricks”), Chapter 14 (“Message Digest Assurances”), and the appen-
dixes without diminishing your understanding of the basic concepts.

Appendix A describes some aspects of public key mathematics, including
inverses, primes, the Fermat test, Diffie-Hellman, DSA, elliptic curve, and
pseudo-random number generation. Appendix B provides details of IPsec, a
security system introduced in Chapter 21.

Acknowledgments

It was no small task to wade through and distill the technical and historical
material to write a cryptography book that would be understandable to a broad
audience. We could not have done it without the considerable help we received
from conscientious reviewers who left no stone unturned. They included Paul
Brown, Sheila Frankel, Russ Housley, Doug Hughes, John Kinyon, Marcus
Leech, Greg Rose, Ben Rosengart, Anton Stiglic, David Youd, and Neal Ziring.

Of course, we might never have gotten through the many months of cre-
ation and rewrite without our editors, Tyrrell Albaugh, Karen Gettman, Betsy
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light at the end of the tunnel.

Our heartfelt thanks to them all.
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INTRODUCTION

Welcome to the Front Line

If your computer is connected to or transmits over an electronic network, your
data is on the front line. Attackers are getting more competent by the month,
and their attacks more intrusive, virulent, and widespread—from Melissa to the
Love Bug to the unknown virus that ate your hard drive.

Although few of us leave our valuables unlocked, few of us know how to use
cryptographic locks to secure our digital possessions. By the time you finish
reading this book, you will.

@ Most governments, including those of Canada, China, France, Saudi @
Arabia, and the United States, consider cryptographic tools to be munitions of
war, so it’s reasonable to think of potential attacks on your data as a kind of war.
Your opponent is anyone who wants to read, modify, or destroy your private
documents.

In large part, this is a book about the cryptographic keys and methods you
use to safeguard your digital possessions. Figure I-1 shows cryptographic keys
and the symbols we use to portray them. Part I of this book explains secret keys

A Devastating Opponent

In World War Il the German Observation Service—Beobachtungs-Dienst,
or B-Dienst—was a small group of codebreakers who played a powerful
role in the Battle of the Atlantic. B-Dienst uncovered the positions of
Allied convoys that German submarines then destroyed, devastating the
Allied Atlantic forces from 1941 to 1943. For example, during three days
in March 1943, the Germans sank 21 Allied vessels while losing only one
submarine. Better communications security and new technologies such
as sonar helped the Allies turn the tide.

Xix
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XX INTRODUCTION

e

Secret Key Public Key Private Key

Figure I-1  Cryptographic keys used in this book.

and secret key methods. Part IT describes public and private keys and public key
methods. Part III explains how keys are distributed, and Part IV shows how
three real-world systems—secure mail, Secure Socket Layer (SSL), and Internet
Protocol Security (IPsec)—use cryptographic keys and methods.

Need a Quick Read?

Chapters 3, 4, 11, and 14 contain details that can be skimmed or skipped. Chap-
ters 3 and 4 show cryptographic techniques that strengthen secret key methods.
Chapter 11 explains a simple math trick to make public/private keys. Chapter
14 illustrates some cryptographic tools used to identify message tampering.
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