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ABSTRACT

DESIGN AND IMPLEMENTATION OF A NETWORK
SERVICE MARKETPLACE

SEPTEMBER 2014

YUNSHENG QI
B.Eng., TIANJIN UNIVERSITY
M.S.E.C.E.;, UNIVERSITY OF MASSACHUSETTS AMHERST

Directed by: Professor Tilman Wolf

The Internet has successfully served the world for more than three decades, while
limitations and drawbacks still exist. A lot of researches have been done on inno-
vation of Internet to address those inadequacies. One approach to improve Internet
performance is to make choice as a principle in network architecture. We believe that
a service-based network architecture with choice, or we call it ChoiceNet, is the most
suitable option for future Internet. In this thesis, we design and implement a network
service marketplace. Due to the flexibility and functionality of web application, the
marketplace is implemented by a web application to fulfill functions such as storing
and searching network services, handling actual financial transaction and interacting

with client and service planner.
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CHAPTER 1
INTRODUCTION

1.1 Background

The Internet has amazingly developed in both technology and theory in past 30
years. According to the statistics of Internet World Stats, the growth of world internet
users is 566.4% from 2000 to 2012 [8]. With the extreme growth, the current Internet
has successfully supported a wide range of services and applications at the edge of
the network [12]. In spite of the success of Internet, there are still a lot of limitations
and inadequacies in current network architecture with emerging requirements for the
Internet including security, privacy, personalized service, complexity of management
etc. Therefore, new network architectures are being explored.

There are several research teams currently studying next-generation Internet.
Some of them focus on data transmission, such as Named Data Networking (com-
munication driven by the receiving end [18]) and some focus on cloud computing,
such as NEBULA Future Internet Architecture (a future network that enables the
vision of cloud computing to be realized [1]).

In this thesis, the research focuses on service-based network with choice. “Design
for choice” is a key principle for future Internet [4]. We believe that ChoiceNet
(service-based network with choice) is the most suitable option for future Internet
since it can not only drive innovations of current Internet but also take economy
plane into account as a crucial place. According to [16], choice means that

... the entities using the network can select from a range of alternative
services that may differ in functionality, performance, and cost ...



Choice can allow the dynamic selection of those alternative services if the network ar-
chitecture supports it. It is also necessary to ensure that incentives trigger innovation

through suitable economic process and users can “vote with their wallets” [16].

1.2 Motivation

Research institutions and business companies never stop to explore the possibilities
to improve the performance of Internet through innovation network architecture since
the invention of Internet. Some of them are success and deployed to commercial use,
while others are just to stay in the research stage and have not or slowly been used
in real life for a variety of reasons. A famous one of them is IP Multicast which is
lacking consideration of commercial world.

[P multicast is a method of sending Internet Protocol (IP) datagrams to a group
of interested receivers in a single transmission [15]. The sender only sends the packet
once and the nodes (switches and routers) take care of delivering packet to multiple
receivers by a multicast distribution tree structure. Figure 1.1 shows the comparison
of unicast, which we are currently using, and multicast. There is no restriction for
hosts or users to create a multicast group, sending data to a group or receiving data
from a group and receivers do not have any kind of access control [5].

As with all IP datagrams, multicast datagrams are best-effort. The efficiency
advantage of IP multicast is apparently. However, there are also some existing issues,
such as group management, distributed multicast address allocation and security and
privacy [5]. Those issues are significantly increasing the cost of transit Internet
service providers (ISPs) and reducing data traffic which is source of their profits.
Without additional profits and growth of expenses, the multicast has been under
slow commercial deployment by ISPs and carriers. ChoiceNet can provide solutions
which take economy plane into account to address the commercial deployment of IP

multicast or other network innovations. For example, users have choice to switch to



multicast or stay on unicast, while service providers can charge more for multicast to

balance high expenses on multicast.

Client 1 Client 1
Server Router Client2 Server Router Client 2
Client 3 Client 3

(a) Unicast. (b) Multicast.

Figure 1.1: Unicast v.s. Multicast.

Due to the importance of economy plane in ChoiceNet, a medium is necessary
between the user and service provider. (In this thesis, user is defined as any entity
using service and service provider is the entity can provide choice of service. Therefore,
access ISP can be a user to use the service from transit ISP and also can be the service
provider to provide network service to customers.) A web application is implemented
to act as this medium because of its advantages of multiple functions, flexibility on

multiple platforms and easiness on extending functions.

1.3 Problem Statement

There are a lot of problems to design and implement a web application to meet
the requirements of ChoiceNet. This section states those problems and solutions will
be proposed in next few chapters.

The first problem before design the ChoiceNet web application is the definition
and description of service. Each network service is a choice or one network service
provides multiple choices. In ChoiceNet, one entity could act as multiple roles. For

instance, Comcast, an ISP, buys services from AT&T, a backbone network operator,



and also provides services to their customers. In that scenario, services are varied and
complicated. A service could be an independent service or a composition of a series
of services. It is hard to figure out a general way to define and describe a service to
meet different conditions. Definition and description of service are also prerequisites
for data storage and service providing in the web application.

After explored the solution of service definition and description, problems are
appeared for designing the web application. The following concerns are requirements

for this web application, but not limited on those.
1. Service provider can submit service to this web application
2. The web application have storage for those services
3. User can search and choose service easily

4. The web application can handle financial transaction between user and service

provider

5. The web application can set the service up once service provider received user

payment
6. Service provider can manage his account and proposed services
7. User can manage his account and purchased services

8. The web application should have friendly interface for both user and service

provider
9. The communication between server and client app should be secured

There are much more details on those requirements, such as how to make the
search and display services fast, how to handle multiple requests for one service and
how to protect user privacy and information. The rests concerns will be discussed in

next two chapters.



1.4 Contribution

This thesis is centered around the marketplace implementation of ChoiceNet, aim-
ing to build up a web application and deploy multiple functions. First, we review
related researches and works which can solve some initial concerns such as the de-
scription of service and economic benefits of ChoiceNet. Next, the design of web
application is proposed to solve every problem in detail, including database table
design and optimization, using PayPal to handle financial transaction and combina-
tion of server and client method to process users’ searching service request efficiently.
Finally, the results and discussion are listed.

The main contributions are as below:

1. Implement the data storage for service according to the service definition and

description.

2. Design the searching algorithm and user interface for user searching and choos-

ing service.
3. Handle actual financial transaction between user and service provider.

4. Hand over the network service payment information to planner who can set up

network and provide service to users.

5. Establish the secured data transmission between server and client

1.5 Organization

The remainder of the thesis is organized as follows: Chapter 2 presents the back-
ground and related work on ChoiceNet. This chapter is the basis of further research of
ChoiceNet web application including the definition of choice, ChoiceNet architecture,
specification of service, economy plane and cryptography. Chapter 3 introduces the

design of web application in detail. This chapter discusses the solutions of previous



concerns such as database design, web interface and financial transaction. Chapter 4
provides results of web application and discussion of them. In Chapter 5, we present

the conclusion and further work.



CHAPTER 2
BACKGROUND AND RELATED WORK

In this chapter, we introduce related researches and works which are the founda-
tions of future steps. We first present the answer of question - “what is ChoiceNet?”
and explain the crucial role of choice. Next section gives a brief overview of the
architecture of ChoiceNet. Section 3 introduces the specification and composition
of network services, which clear the initial concern of service definition and descrip-
tion. Section 4 presents economic concerns including economic plane in ChoiceNet
and possible solution of financial transaction. Last section shows some theories of

cryptography related to our web application.

2.1 Service-Based Network with Choice
2.1.1 What is ChoiceNet?

In previous section, we define choice as the network users have the opportunity
to select a service from a range of alternatives which are different in functionality,
performance, and cost. Choices can and should appear at different layers in the
protocol stack of a network, ranging from different communication paths to different
protocols and application-layer services [12]. It is also necessary to ensure that
incentives trigger innovation through suitable economic process and users can “vote
with their wallets” [16]. There are a large amount of studies that research various
economic issues effect current network and Internet, but most of them trend to analyze
and understand the effects. ChoiceNet system integrates the economic processes and

interactions into the network architecture [12]. Through this work, researchers can



concentrate on innovations of network and leave the commercial deployment to the

marketplace of ChoiceNet.

2.1.2 Choice as Principle in Network

ChoiceNet system is based on following three key principles [16]:

Principle 1: Encourage alternatives to allow users to choose among a
range of services. The underlying network architecture must provide the support
to create different types of services and to create alternative services of the same
type [16]. Alternatives allow users to select the best choice for their applications,
ranging from value for money to best performance to meet their needs. For example,
in present Internet, users have to switch to other ISPs if they are not satisfied with
service provider. In ChoiceNet, users can select more specific services, such as specific
route to transmit their data or RSA to encrypt their data.

Principle 2: Let users vote with their wallets to reward superior and in-
novative services. In current network or Internet, the competition only exists at the
application layer, while ChoiceNet allow choices appear at different layers in the pro-
tocol stack of a network. The underlying network infrastructure has the mechanism
that users encourage service provider to offer superior services and discourage inferior
or outdated services with users’ wallet. In ChoiceNet, providers with more innovation
and high quality service have more chance to survive in competition. For instance,
users trend to pay the service with best value for money and service providers have
to deploy more advanced technology and develop more service innovation.

Principle 3: Provide the mechanisms to stay informed on available al-
ternatives and their performance. ChoiceNet should have the mechanism to keep
both users and providers updated from market information. That means users can
find services which meet their needs easily and be informed about new services which

are better than those they are currently using. At the same time, service provider



can acquire information from user to update their services to better match market
demands. This incentive of medium between users and providers makes ChoiceNet
web application more significant.

These three principles are interdependent and mutually rely on each other [16],
which are illustrated in figure 2.1. For instance, users will not pay for innovative
services if they don’t know the existence of innovations. Users’ “vote with wallet” will
stimulate providers to update or innovate services and alternatives are the information

for users to “know what happened”.

Encourage
Alternatives

ChoiceNet

Vote With Know What
Your Wallet Happened

~_

Figure 2.1: Foundational principles and their dependencies [16].

2.2 ChoiceNet Architecture

The three principles of ChoiceNet arouses an entirely new network architecture
which has choices inside the network. Figure 2.2 illustrates schematically how the
principles interact within ChoiceNet and the new features they support.

Based on the first principle, “encourage alternatives”, of ChoiceNet, a new control-
plane and economy-plane mechanisms are offered to support alternatives. The mar-
ketplace in economy-plane allow service providers to publish and advertise their ser-

vices, while users or applications can select alternative services through negotiation



Economy
plane

End-

system

Alternative selection

Marketplace

Service negotiation /
payment

‘ Advertisement

Trust/
reputation | |

End-

system

N Alternatives - \
- Introspection
Cclmtml Setup < —» Protocol In-network Path ;<§|> i«t— Setup
plane alternatives services alternatives | | Service | | Manage- | |
control control control : proofs ment :

Data
plane

Alternatives
for protocol
stacks, paths,
and in-
network
services

—

Figure 2.2: Service composition framework in ChoiceNet [16].

and payment. Users can “vote with wallet” to reward innovations. The selected
service is set up as an optimal path based on users’ demands in control-plane and
ChoiceNet also has introspection mechanism to keep providers and users informed
according to the principle, “knowing what happened”. Data-plane can be current or
innovative network infrastructures to implement the selected service, which is called
service composition. Next section shows how varied services to be described and
composed in a standard way. Economy-plane is entirely new in network architecture

so we will presents more details in section 4.

2.3 Specification and Composition of Network Services
Based on the work in [3] and [13], one of important prerequisites to design this
web application is solved. This section introduces the description and composition of

service in ChoiceNet.
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2.3.1 Service Description

Due to variety of services, it is hard to generalize a description of service. Based
on the definition of choice and characteristic of ChoiceNet, service should include
everything in the network, such as link bandwidth, storage or software services offered
on nodes [3]. A service can be provided as multiple services by one service provider
and third-party entities can also offer aggregated service by multiple providers. This
means more complexity of service. A description of service should let providers submit
services to the web application in a standardized manner. Therefore, we describe a

service as:

S =< IFset, Apre, Dpost > (2.1)

where [ F'set is the service’s interface set that defines all the I/O interfaces; A, are
preconditions that need to be satisfied for the service to be executed; and A, are
postconditions of the output produced by the service. Both these sets of characteristics
include protocol and data semantics [6].

In most of the scenarios of using this ChoiceNet, users are tending to use a com-
bination of multiple services. Therefore, service composition and instantiation will

present a solution to chain multiple services.

2.3.2 Service Composition and Instantiation

Service providers and developers can submit services to web application based on
this standard. The web application can than store those services and display them to
users. When users select a service and pay for it, the marketplace has to response to
it and provide service. To be more specific, the marketplace has to compose a set of
services along a path which are optimization or near optimization in cost, latency or
bandwidth with respect to the users’ selection, and marketplace inherently dictates

the path to be taken and the order in which services are executed [3].

11



Service composition is the process of putting a series of basic services together
to form a complicated service which can be offered to customers [6]. As service
description mentioned in last section, a service can be represented as a sequence of
services (51, Si...Sin) and qualified with < I,O >, where I is the precondition of
Si1 and O is the postcondition of S;, [6].

Service instantiation happens after customer chooses a service. Marketplace hands
service information to planner who can find proper path. Once appropriate paths have
been identified, the planner hands them back to marketplace to make final choice.

Figure 2.3 shows examples of service composition. C is a video request from end
system ES1 to video server Server2. R2 is required for format conversion, because
the formats of video sent from Server2 and displayed in £ S1 are not same. Different
formats consists of part of preconditions and postconditions in this service. Moreover,
high bandwidth is also necessary for video transmission in this service. Therefore,

the composition of (] is:

S =< Server2, E1, R1, R2, R4, E2, ES1 > (2.2)

Similar to C4, (5 is a low bandwidth video request and its composition is:

S =< Server2, E1, R2, R3, E2, ES1 > (2.3)

Cj5 is a request of financial data transaction with encryption over a low bandwidth

link. The service composition for Cf is:

S =< Serverl, F1, R2, R3, E2, ES1 > (2.4)

This problem can be reduced to an Artificial Intelligence (AI) planning problem.

We can represent every communication request as:

12



— . — . P:Cy Server1 :Online Banking Server

____________ »:C; Server2  :Video Server

— — — p:Cs E1, E2 :Routing, Firewall, Encryption/Decryption
R1, R3, R4 :Routing
R2 :Routing, Transcoding
ES1 :End System

Figure 2.3: Service composition framework in ChoiceNet [3].

S=<1,G> (2.5)

where I is the precondition of the source service, and G is the precondition of the des-

tination service [3]. This will be able to help us obtain optimal service compositions.

2.4 Economy in ChoiceNet
2.4.1 Economy Plane

In current network or Internet, customers pay access ISPs for Internet access and
service, while access ISPs pay transit ISPs and other ISPs for carrying their traffic
to/from the rest of network [17]. A simple transmission across the Internet always
include at least three different network providers - access ISPs to transit ISPs to
another access ISPs. In this economic relationship, transit provider have no incentive
to compete for customers by offering service and users have no control on the quality
of received services. Current economic relationship lacks a rational mechanism for

users to reward their network provider for quality and innovation network services.

13



ChoiceNet economy plane aims to allow network service providers compete for users
and users can vote providers by their wallet for better services.

The current Internet is a complicated system which is beyond most people imagi-
nation and no single network provider can control all end-to-end path [17]. ChoiceNet
enables service providers to offer single network service which they are operates, and
ChoiceNet also allows virtual providers or third parties to provide services which are
combination from others. We discuss an example of online video chatting to explain
how economy plane to implement ChoiceNet idea. Online video chatting providers,
like Skype on PC and Line on mobile platform, can only optimize their service by
improving terminal and compressing data. Those providers almost have no control of
data transmitting on physical infrastructure and users are not able to choose which
network provider to handle their video chatting data. ChoiceNet enables online video
chatting providers to provide services with integrating network services from ISPs or
third party entities to offer services by combining services from Skype and network

providers.

custome >provider
Economy
plane
,,,,,,,,,,,,,,,,,,, End- |
system
Use
plane
client E ervice

Figure 2.4: Interfaces in ChoiceNet [12].

Figure 2.4 illustrates the relationship of interfaces in economy plane and use plane

(use plane is the traditional control and data plane in figure 2.2). In economy plane,

14



customers and providers interact with each other to establish economic relationships
in which customers can choose and pay for services providers offered. In use plane,
services are enabled based on economy plane agreements. ChoiceNet comprises econ-
omy plane and use plane [17].

[10] and [9] develops a game theory model for ChoiceNet in which network service

providers compete with the quantities of services and maximize their profit.

2.4.2 Financial Transaction

Financial transaction in real world is not as simple as users making payment
and got services. Financial transaction includes the identities of users and service
providers, the trust between users and service providers and the security of finan-
cial transaction. Each user and service provider must have unique ID for users to
distinguish providers and for providers to identify users to provide services. Trust
is another important factor. ChoiceNet should have a trust mechanism to protect
users and service providers from malicious entities. Moreover, financial security is the
concern of every entity.

Based on those requirements, PayPal is selected to realize financial transaction
with real financial world. PayPal is not only meet ChoiceNet needs, but also a third
party e-commerce business which allow users to have multiple choices to pay through

Internet.

2.5 Cryptography and Authentication

Due to the complicated characteristic of financial transaction in real world, it
is very important to take some steps to protect it. This section introduces some
encryption methods which are used in the web application and the secured method

to exchange key between server and client.

15



2.5.1 Secure Hash Function

The purpose of hash function is to generate a “fingerprint” of a file, a message
and other block of data [14]. Hash function has a lot of properties, such as any size
input data, fixed size output data and easy implementation, however properties of
“one way computation” and “collision resistant” make secure hash function to be the
best method to be used in user authentication. Figure 2.5 shows how hash function
works in user authentication. The password is transmitted and stored as hashed-
password rather than plain text. Even the transmitting path or server database is
compromised, it is impossible for attacker to obtain user password because of “one
way computation” which means it is beyond the ability of malicious agent to beak it

with existing resources.

Client Server
Username & Store username and
Hash user Hashed- hashed-password
password
password

Compare credential
information

Authentication
success or fail

Figure 2.5: User Authentication.

2.5.2 Symmetric Encryption

The communication between server and client is required to be encrypted to pro-
tect payment information and other sensitive information. The plain text can be
encrypted and cipher text can be deciphered by both server and client with same key.

Therefore, key exchange become a crucial part and this is discussed in next section.
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Common symmetric encryption methods are Data Encryption Algorithm (DES) and
Advanced Data Algorithm (AES).

2.5.3 The Diffie-Hellman Key Exchange Algorithm
The purpose of Diffie-Hellman (DH) key exchange algorithm is to let two entities
exchange key securely and then they can use it in following encrypted communication.

The following steps summarizes the Diffie-Hellman Key Exchange Algorithm.

e Global Public Elements: Both server and client obtain the same ¢ (prime

number) and a (a < ¢ and a is primitive root of ¢).

e Public Key Generation: Server and client select X, (X, < ¢q) and X, (X, <
q) and calculate public key Y, (Y, = a® mod ¢q) and Y. (Y. = a*° mod q)

respectively. Then, server and client exchange Y, and Y, with each other.

e Secret Key Generation: Server generates secret key K by K = Y. X* mod ¢

and client generates same secret key K by K = Y mod gq.

The security of the Diffie-Hellman key exchange lies in the fact that, while it is
relatively easy to calculate exponential modulo a prime, it is very difficult to calculate

discrete logarithms. For large primes, the latter task is considered infeasible. [14]
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CHAPTER 3
DESIGN OF THE WEB APPLICATION

This chapter presents the design of ChoiceNet web application and we discuss
solutions for each concern in previous statement. In this chapter, we first give an
overview of the whole implementation of ChoiceNet and the design of web application.
The design of database is introduced in section 2 and each model is depicted in detail
in subsection. The following sections show the design of web interaction and interface,

financial transaction, searching and filtering and client app interaction.

3.1 Overview

3.1.1 ChoiceNet Implementation Overview

g Client Application User
User
5 Web Application
- Provider
wn
Planner Manager

Figure 3.1: ChoiceNet implementation overview.

The architecture of implementation is shown in 3.1. The implementation of

ChoiceNet contains three main parts which are client application, web application
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and network planner. At client side, we have a client application which can detect
any new connection in client machine and provide corresponding services to user.
At server side, the web application handles service management, account manage-
ment and financial transaction. Network planner calculates candidate paths for user

selected service and provide corresponding service.

3.1.2 'Web Application Overview

©

o User Provider Manager
5 L]

\ .

= Accounts Service

= ChoiceNet
2 PayPal

§ Accounts Service Payment

Read and Write
Read only

Figure 3.2: Web application overview.

Figure 3.2 shows the overview of the whole web application. The main purpose
of this web application is to implement the economy-plane of ChoiceNet. Essential
functions of marketplace are: users and providers can exchange information which can
help users to choose right service to meet their needs and help providers to find market
demands and offer high quality and innovative services. Moreover, it can handle pay-
ment between users and providers and financial transactions with real world. It then

hands over the service information to planner to set up corresponding network and
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provide service to users. Therefore, the web application is more like an e-commerce
web application selling services and locates the application layer of ChoiceNet. This

web application is equipped with multiple functions to solve problems of ChoiceNet.

3.1.3 MVC Design Pattern

Model-view-controller (MVC) is a popular software design pattern for implement-
ing user interfaces. It divided a software application into three interconnected parts:
model, view and controller. The view manage graphical and/or textual outputs which
are displayed to users; the controller interprets inputs from the users; finally, the
model manages the behavior and data of the application and interact with view and

controller [2]. Figure 3.3 is a typical relationship between MVC and users.

Model

Update Manipulate
View Controller
Output Input
User

Figure 3.3: MVC components.

In web application, model is the “manager” of database to crunch data. View re-
trieves data from model and displays them to users in web page. Controller processes
the user input, such as username and password, to model. Django is a web framework
based on the idea of MVC. Because Django can build deep, dynamic, interesting sites

in an extremely short time [7], we choose Django as our web application framework.
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3.1.4 Sub-Applications

The web application should be divided into parts, which are sub-applications.
Each of them aims to solve one problem or some problems and cooperates with each
other as a whole. There are several benefits to use sub-applications. First, it is easy to
update the web application. Painful searching and finding in whole web application
to do little modification become eliminated and new complicated function can be
added as a new sub-application. Second, work can be distributed by sub-application.
Though most of the web application part is going to be done by one person, it is part
of a big project. Group work is necessary in some parts like handling service routing
calculation and service delivery. Last, the web application can have a clear outline

for others to read and use.

Manager
(Web)

Search Upload
Services Services
P Notif
ay Pay otify
User Provide Provider

Services

Figure 3.4: Accounts relationship.

There are four sub-applications in ChoiceNet Shopper:

e accounts: It is the sub-application to handle user accounts including user
signing up and login, user information storing and changing, etc. Accounts can
be categorized to three types: manager who is in charge of the web application,
provider who provide and advertise services, user who utilizes and pays for

services. Figure 3.4 shows the relationship of three types of account.
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Table 3.1: Requirements and corresponding sub-applications.

Requirements

Corresponding Sub-applications

Service provider can submit service to this
web application

accounts, service

The web application have storage for those
services

service

User can search and choose service easily

accounts, service, choiceNet

The web application can handle finan-
cial transaction between user and service
provider

paypal, choiceNet

The web application can set the service up
once service provider received user payment

paypal, choiceNet

Service provider can manage his account and | accounts
proposed services
User can manage his account and purchased | accounts

services

The web application should have friendly in-
terface for both user and service provider

accounts, service, choiceNet

The communication between server and
client app should be secured

accounts, choiceNet

e service: This sub-application is the essential part of this web application and

manage all of services information. It can retrieve data from database and dis-

play it based on user requirements. User can choose services and get served after

paying for them. The services in this sub-application follow the requirements

of service specification and composition in previous chapter.

e paypal: It is the sub-application to handle actual financial transaction and

store payment data. This sub-application is a standard application for PayPal

and integrates with PayPal IPN (Instant Payment Notification).
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e choiceNet: ChoiceNet is a comprehensive sub-application. It handles user bal-
ance, provider income, service comment, service invoice and interaction session

with client app.

Each of the sub-application aims to handle part of the stated requirements of this
web application. For example, when user search a service, web application search
services in service sub-application based on keywords user submitted; then filter the
results based on user permissions from accounts sub-application; finally, display re-
sults to users by choiceNet sub-application. Table 3.1 shows those requirements and

corresponding sub-applications.

3.2 Data Storage Design

3.2.1 Data Storage Overview
paypal

IPN

choiceNet

Balance

account Comment
User Income
Invoice

Session
Service

— Foreign Key

service Type ---------- » Many to Many

Figure 3.5: Database relationship.
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Database design is the essential part of this project. The database design is the
dominating factor of the operation efficiency of the whole web application. Designing
too many tables means more joining times when querying the database. Joining table
is very inefficiency for server operation. Too few tables lead to one or two big table,
which also takes time to search expected items. One of the rules to design database
is to keep frequently used attributes in main table and use foreign-key or many-to-

many-field to link not common used attributes in other tables. Figure 3.5 shows the

overview of the relationship of tables.

Each sub-application has its own tables for its function. We presents paypal sub-

application as a section and next three subsections introduce the design tables of

accounts, service and invoice respectively.

3.2.2 Accounts Sub-application

Table 3.2: Users table.
Name Type Length | Description
id INT 11 Auto added, auto increment
username VARCHAR | 70 Use email as username
password VARCHAR | 128 Encrypted by SHA-256
first_name VARCHAR | 40 -
last_name VARCHAR | 40 -
isSuper TINYINT 1 Boolean, web super user has more priority
accountType | VARCHAR | 255 Classify users
is_active TINYINT 1 Only active user can use this web
is_staff TINYINT 1 Staff user can manage services
date_joined | DATETIME | - The date and time user signed up
last_login DATETIME | - Auto added when user login
is_superuser | TINYINT 1 Super user can login admin page
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Accounts sub-application has one table: users. Table 3.2 lists the details of users
table. The password is stored in encryption by SHA-256 to protect user information.
Super user is the manager of the web application including database, user and provider
behaviors. Account type classifies users into three types which are wuser, provider
and manager respectively. User is the customer of network service. They pay for
selected services and get the corresponding services. Provider can be physical network
infrastructure provider or third party provider. They offer single service or complex
services, which are combination of related services, to users. Manager has the highest
priority of this web site. They can manage all of the services provider uploaded and

all of the accounts of user and provider.

3.2.3 Service Sub-application

Table 3.3: Service table.

Name Type Length* | Description

id INT 11 Auto added, auto increment
name VARCHAR 20 -

picture VARCHAR 100 Path of picture

owner FOREIGN-KEY - To accounts user table
description VARCHAR 3000 -

service_id VARCHAR 255 Public service ID
service_type MANY-TO-MANY | - To servicetype table
service_cost DECIMAL 64, 12 -

service_bandwidth | DECIMAL 64, 12 -

service_lantency DECIMAL 64, 12 -

* (20, 2) means the length of the number is 20 with 2 decimal places.
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Service application contains two tables: service, servicetype. The important details
of service table is listed in table 3.3. This table stores services, which are defined and
described in previous chapter. The most frequently use attributes are list in this

table, while others related to other table.

Table 3.4: Servicetype table.

Name Type Length | Description

id INT 11 Auto added, auto increment

name VARCHAR | 20 -

category VARCHAR | 20 Examples: “important”, “not important”
description | VARCHAR | 200 To accounts user table

Table 3.4 shows servicetype table. Service types are what kind of services provided
to users, such as encryption, decryption, compression, decompression, coding, DNS,

WINS, link, etc. Node and link table are similar to servicetype and not listed here.

3.2.4 ChoiceNet Sub-application
Because choiceNet sub-application is comprehensive and handles complicated func-

tions, it has five tables: balance, comment, income, invoice and session.

Table 3.5: Balance table.

Name | Type Length | Description

id INT 11 Auto added, auto increment
user FOREIGN-KEY | - To accounts users table
balance | DECIMAL 64, 12 -

Table 3.5 shows the details of user balance. This table store the current balance

of user.
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Table 3.6: Comment table.

Name Type Length | Description

id INT 11 Auto added, auto increment

user FOREIGN-KEY | - To accounts users table

service FOREIGN-KEY | - To services service table

rate INT 11 0-5 rate

comment VARCHAR 4096 The comment left by user or provider
created_date | DATETIME - -

is_provider TINYINT 1 Check commentator is provider or not

Table 3.6 shows the details of comments. This table store rating from users and

comments left by user or provider to service.

Table 3.7: Income table.

Name Type Length | Description

id INT 11 Auto added, auto increment
provider FOREIGN-KEY | - To accounts users table
income DECIMAL 64, 12 -

updated_time | DATETIME - -

Table 3.7 shows the details of provider income. This table store the information
of service provider income by selling network services. Service provider can withdraw
money to this income account from selling and transfer income to balance for buying
other services.

Table 3.8 shows the ChoiceNet invoice table. Part of this table is duplicated from

ipn table, however it is still necessary because it has three functions: (1) help users
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Table 3.8: Invoice table.

Name Type Length | Description

id INT 11 Auto added, auto increment
date_created | DATETIME - -

service FOREIGN-KEY | - To service service table
buyer FOREIGN-KEY | - To accounts users table
amount INT 1000 -

is_paid TINYINT 1 -

is_active TINYINT 1 -

number VARCHAR 255 Unique

to handle their orders, (2) help services to manage their sales status, (3) after each

payment, it can notify network setup part to provide services to users.

Table 3.9: Session table.

Name Type Length | Description

id INT 11 Auto added, auto increment
session INT 11 Random number as session key
start_time | DATETIME - Start time of session

end_time | DATETIME - End time of session

user FOREIGN-KEY | - To accounts users table
is_login TINYINT 1 -

key VARCHAR 128 The key of this session

Table 3.9 shows the ChoiceNet session table. This table is for the interaction with

client application. It stores the session information and encryption key. Section 5

introduces more detail about the interaction between server and client.
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3.3 Web Interaction and Interface

Table 3.10: Account’s accessibility to different page.

Web page | User Provider | Manager| Description

Welcome Y Y N Instruction of using this web site

Sign up Y Y N User and provider submit infor-
mation to obtain access

Log in Y Y Y To verify account identity

Self- Y Y Y Account user can modify some at-

account tributes of their account

Homepage | Y Y Y

Service re- | 'Y Y Y List results of services based on

sults user search

Orders Y N N List all orders of user purchased

Payment Y N N User pay provider for service

Manage N Y Y List all services provider uploaded

services

Upload N Y N For provider uploading new ser-

service vice

Update N Y N For provider modifying existing

service service

Manage N N Y Web site manager manage all user

accounts and provider accounts

After proposed back-end database design, this section shows the operation of

front-end. As stated in previous section, there are three types of accounts, each type

of accounts has different accessibility to each web page. Account’s accessibility is

listed in table 3.10. User has lowest priority of the web site, but they can access all of

the management pages, including manage services and manage accounts, except for

manage self account page. Provider can manage and update their uploaded services
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and create new services. Manager can manage all accounts and services with highest

priority, but it is unnecessary for them to participate in economic activities.

Welcome
Manager
User Sign up
Log in
Log in
Self- Homenade Manage
Self- account Pag accounts
Homepage  Orders
account
Service Service Manage
result Payment result services
(a) User operation flow. (b) Web manager operation flow.
Welcome
Provider  Sign up
Log in
Self- Manage
account iomepage services

Service  Upload
result service

Update
service

(¢) Provider operation flow.

Figure 3.6: Operation flow for different accounts.

Figure 3.6a, 3.6c and 3.6b illustrate the typical operation flows of user, provider

and manger respectively. From those operation flows, log in page is the central of
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further operations. To utilize the full function of this web site, every entity has
to sign up an account and log in. Guest user can only browse network services
without any further steps, like choosing and paying for services or uploading and
selling services. User and provider should have more interaction to keep each other
information updated, such as user can leave feedback to provider and their services,
provider can advertise their new and innovative services to users and both user and
provider can watch the service status. All of those functions is finished by choiceNet

sub-application.

3.4 Financial Transaction Integration

PayPal has a pretty decent API to support developer to integrate PayPal products.
There are a lot of products for different business. Even though PayPal Payment
Advanced and Pro have more functions such as customers paying without ever leaving
the website and designing and hosting checkout pages for full control, PayPal Payment
Standard can satisfy all of the financial demands of this web application. After
comparisons of those products and to the functions of our web application, PayPal
Payment Standard is the best choice among those products.

Every time a successful payment is made, PayPal is sending a POST request to
this web site. After receive the IPN, this table create a new item contain information
of the transaction. PayPal calls this process Instant Payment Notification (IPN) but
it is known as webhooks. This method has some disadvantages because it drops users
off to PayPal’s website. However it’s easy to implement and doesn’t require SSL.
Figure 3.7 show the authentication flow of IPN.

Paypal sub-application has one table, called ipn, which is a standard table for
PayPal IPN. This table contains a large amount information of transaction including
address, buyer and seller information and it is hard to handle. Therefore, we design

our simple invoice table in choiceNet sub-application as a supplement.
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Figure 3.7: IPN auth flow [11].

3.5 Searching and Filtering Mechanism

It is important to have a proper design to handle user searching and filtering, be-
cause of large amount of services in this web application and excellent user experience
demands. Traditional way is to query the server every time when user changes key-
words or requirements of searching or filtering. Server have heavy burden to search,
sort and filter results. Frequent query the server can also jam the server network
traffic. Our method is to reduce the unnecessary query times to server and spare
some searching and filtering work to client side, i.e. browsers.

Modern browser is a very powerful tool and can handle more complicated work
than ever. Therefore, we propose that server handles searching and browser handles
filtering results. To be specific, back-end server provides search result to client/browser
and front-end browser filters and sorts the loaded searching results based on user re-
quirements. Client will not query the server unless users changes their searching

keywords. Data transmission between server and browser through Internet is also
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with API

Results in unified format

Query

Self-process

Browser/
Client

Figure 3.8: Server and browser interaction.

decreased. Users can experience more responsive and smooth operation in this web

application. Browser in this web application plays an important role. It process part

of the job which originally belongs to server and it only query the server when it is

necessary. The relationship between server and browser is illustrated in figure 3.8.

Server

Filter or Sort
loaded results

Browser

Filter or Sort

Scenario 2

Server
Return results
Query
User Browser| |User
Search
Scenario 1
Server
Query
User
Change search

or load more results

Scenario 3

Return results

Browser

Figure 3.9: Searching and filtering scenarios.
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Based on figure 3.8, we depict three scenarios of how user searching and filtering
network services. Figure 3.9 shows those three scenarios. In scenario 2, server is free

from browser query and browser processes data itself.

[% ChoiceNet Shopper Search here... \ ﬁ Qi, Yunsheng v
Gt TS Searching from server
Showing 1-25 of 55 result(s)
Cheaper
Search loaded results: P USD$1.00
' + Process ID: 4321 « Max-bandwidth: 100.00 MB/s
/ « Service Input: data « Min-bandwidth: 10.00 MB/s
Sort loaded results: + Service Output: data « Delay: 111,643.00 ms
- ; + Pre-requirements: nothing « Date Added: Nov 1, 2013
Name (A-2) ; N - 12:16:46 PM
Switch o "Page view" ~
Service type: c N s . ~
. d | ) ompressing service USD$964.00
v
User sorti ng an ﬁ teri ng + Process ID: 9854 « Max-bandwidth: 786.00 MB/s
« Service Input: Big volume « Min-bandwidth: 10.00 MB/s
data + Delay: 200,855.00 ms
« Service Output: + Date Added: Nov 19, 2013
Compressed data 9:08:56 PM

Choose il €

« Pre-requirements: Nothing

Decompressing USD$367.00

« Process ID: 9855 « Max-bandwidth: 908.00 MB/s

+ Service Input: Compresseds Min-bandwidth: 70.00 MB/s
data « Delay: 201,021.00 ms

N + Service Output: Big volumes Date Added: Nov 19, 2013

Figure 3.10: Searching and filtering interface.

Figure 3.10 shows searching interface. Every action in left grey column belongs to
scenario 2 which take a large portion of user actions. Because grey column takes obvi-
ous position of the page, it can guide user full use of the “local utility” - browser. This
interface use asynchronous web technique: AngularJS. Via this technique, web appli-
cations can communicate with a server asynchronously (in the background) without
interfering with the display and behavior of the existing page. When users do some
operations, like go to next page, without changing searching keyword, only network
services data send to browser. The server do not need to send the large accessory

files, like JavaScript and CSS, unless users start a new search.
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3.6 Server-Client Interaction

At the client side, we have a client application which can run on user machine to
detect any new network connection and provide choices to user based the connection.
User than can select choice and pay for it without opening web browser or logging
in PayPal. After transaction in web application, user will be served as they selected

service. Figure 3.11 show the design of the interaction between server and client.

Client

Xc,Yc

Server
Request a new session
—_
Public element g&a ﬁS{YS
____________ Login information
..................................................................................... ,|Create
Session id&number | new
I———————— Session
Communication with session

— Plain text
.............. > Encrypted

Figure 3.11: Interaction between server and client.

The initial interaction is executed by following steps. These steps includes “Se-

cure Hash Function”, “Symmetric Encryption” and “Diffie-Hellman Key Exchange

Algorithm” in Chapter 2.

1. Server and client exchange cryptography data a and g

2. Client uses a and ¢ to calculate client private key (X.) and public key (Y,)

3. Client sends request with Y, to server
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4. Server uses a and ¢ to calculate server private key (X;) and public key (Y5)
5. Server calculates encryption key (K) by using X and Y,

6. Server sends Y, and session id to client

7. Client calculate encryption key (K) by using X, and Yj

8. Client sends encrypted user login information (username and hashed password)

and session id to server to request login
9. Server deciphers and verifies user login information
10. Server sends the status of login to client
11. Server and client then can communicate with encryption

After initial interactions, user log in and session is established successfully. User
can request choice of network from server. User than will get served after successfully
payment by user account balance. User also can request refund if service did not set

up or service is not satisfied.

3.7 Technique List

This section summarizes some techniques which are used in this web application.

e MVC Design Pattern: Model View and Controller is a software design pat-
tern for implementing user interfaces by dividing software application into three

interconnection parts.
e Django 1.6: It is the web framework implementing MVC design pattern.
e Python 2.7.2: It is the back-end programming language.

e South 0.8: It is a database migration tool to create new table or modify

existing table.
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Django-PayPal: Django PayPal is a pluggable application that implements

with PayPal Payments Standard to handle financial transaction.

AngularJS: It is a front-end HTML enhancement to implement asynchronous

technique.

Django REST Framework: It is a toolkit to build Web APIs for asyn-

chronous web pages.

Bootstrap: It is a collection of compiled CSS, JS, and fonts.

MySQL: Database.
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CHAPTER 4
EVALUATION AND DISCUSSION OF RESULTS

In this chapter, we shows the results of the web application. First, we shows the
implementation of database by MySQL. Second, pages of three types of accounts,
user, provider and manager, are introduced. Comment system, PayPal integration
and searching and filtering are shown in next three sections. Finally, section 6 shows

the interaction between server and client.

4.1 Database

.  Field Type Length Unsigned Zerofill Binary Allow Null Default Extra

Lozt v lid INT 21 auto_increment 4

s — password VARCHAR = 128 None S
S last_login DATETIME B None B
B A S is_superuser TINYINT = 1 None =
accounts_use..._permissions || corname VARCHAR s 70 None B
auth_group first_name VARCHAR 4 40 None .
auth_group_permissions last_name VARCHAR s 40 None H
auth_permission isSuper TINYINT s ) ) - None 2
auth_user accountType VARCHAR 4 255 - 4 NULL None 4
auth_user_groups is_active TINYINT a1 ) 8 ) None o
auth_user_user_permissions date_joined DATETIME : - None v
is_staff TINYINT & q - - ~ None o

choiceNet_balance
choiceNet_comment
choiceNet_income
choiceNet_invoice
choiceNet_session
django_admin_log
django_content_type
django_session
django_site

paypal_ipn
service_service
service_service_service_type
service_servicetype
south_migrationhistory
test_table

Figure 4.1: Database.

We use MySQL as our database. We create all of the tables which are discussed

in last chapter. Figure 4.1 shows all tables for each sub-application and Django
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standard tables.

sub-application.

The name of each table begins with the name of corresponding

Figure 4.2 shows the password status stored in database. The password is en-

crypted by SHA-256, so if the database is compromised, attacker still cannot decode

it with limited resources.

id

aN

2
24
2
26
27
29

N

%]

password
pbkdf2_sha256$12000$ EdSA7xN...

pbkdf2_sha256$10000$hll3QpINv...

pbkdf2_sha256$10000$WaMyws...

pbkdf2_sha256$12000$ZhD2Xw3...
pbkdf2_sha256$10000$p5dp2hsE...

pbkdf2_sha256$10000$xXTRe8a...
pbkdf2_sha256$10000$IpsZuCP7...
pbkdf2_sha256$10000$xc60MrO...

last_login is_superuser username first_name last_name |isSuper |account
2014-05-12 20:40:11 1 admin@admin.com admin admin 1 super
2013-09-23 20:07:49 0 user@user.com user user 0 user
2013-09-21 02:40:02 0 test@test.com test test 0 user
2014-05-12 22:30:47 0 yunsheng@umass.edu Yunsheng Qi 0 user
2013-09-21 03:00:34 0 test2@test.com test2 test 0 user
2013-09-21 03:05:15 0 test3@test.com test3 test 0 user
2013-09-21 03:06:12 0 test4@test.com test4 test 0 user
2013-11-23 18:25:20 0 test50@test.com test50 test 0 user

Figure 4.2: Password Storage.

4.2 Account Pages

4.2.1 Customer User

Figure 4.3 illustrates how the interface guides user to register and utilize the web.

User have to first sign up with valid username (unique email address) and password.

User first and last name are not required. After successfully signing up, user can log

in this web and manage their account by changing user information and password.

Please sign up ...

Aready a ChoiceNet user? Login now

Or shopping as a guest?

Your password

Confirt your password:

User Settings

Welcome to ChoiceNet Shopper! N

Your current password (Required fikd}

Not a ChoiceNet Shopper user?

Your new e-mail address:
Or shopping as a guest
yunsheng@umass.edu

First name:

Email

Password:

Sign in Forget password?

Figure 4.3: User registration process.
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User entries are list on the top right corner of every page. Figure 4.4a shows the
list of user entries. User can check past orders and add balance to their account. User
can also go to account settings page and help page. Figure 4.4b is the page for user

to add balance through PayPal. The current balance is also shown on this page.

Qi, Yunsheng ~

i= Orders Add Balance

£ Settings
@ Help

Current balance: USD$1136.8502

Enter Amount 0.00
® Sign out Add Balance from Paypal

(a) User entry list. (b) User add balance page.

Figure 4.4: User entry list and balance page.

Figure 4.5 is the interface for user to manage orders. In this page, user can

comment and rate services, pay the unpaid orders and delete orders.

m ChoiceNet Shopper Costumer Search here.. ﬁ Qi, Yunsheng ~
Orders
Order placed:
g Action:
Nov 24, 2013 Test Service 2
02:33:54 a.m. Rate and Comment
Total: N 31 Status: PAID . =
usD$4 Reciept Number: 1385278434479-service-10-24 L =
A
@
Order placed: N
- Action:
Nov 24, 2013 \ Test Service 10 v
02:34:21 a.m. Rate and Comment
Total: N 31 Status: PAID : -
uUsD$89 Reciept Number: 1385278461932-service-18-24

Figure 4.5: User orders management page.
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4.2.2 Service Provider

Provider registration process and settings page are very similar to user’s except
for notifying web manager to add identity as a service provider. Provider entries
are list on the top right corner of every page. Figure 4.6a shows the list of provider
entries. Provider can check past orders, add balance to their account and go to
account settings page and help page. Besides those functions same as user account,
provider can also manage products (network services) which are uploaded by this
provider. By checking sales page, provider can see the sales status of their services.
Figure 4.6b is the page for provider to add balance. The current balance is also shown
on this page. Provider can also add balance through PayPal or from their provider

income account which are earned by selling services.

Provider, Provider v

Add Balance

= Orders

+ Add Balance Current balance: USD$1447.2184
88 Products Provider account: USD$0

[l Sales

& Settngs Enter Amount 0.00

© Help Add Balance from Paypal

® Sign out Withdraw all provider account money to balance

|

(a) Provider entry list. (b) User add balance page.
Figure 4.6: Provider entry list and balance page.
Figure 4.7 shows the products list (services list) where provider can manage service
by commenting and editing. In this page, service provider can also add new service.

Figure 4.8 is the page for provider to monitor their sales status. It also lists the

total income.
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@ ChoiceNet Shopper Provider Search here... ﬁ Provider, Provider ~

Products
+ Add Service
Order uploaded: .
Nov 01, 2013 Cheaper Action:
12:16:46 p.m. W
USD$0.1900 Sales number: 2
E—
A
L

Order uploaded:

) . . Action: v
May 06, 2014 Provider add service
07:11:58 p.m.
Price: _A Service ID: Provider add service

USD$67.4500 Sales number: 0 View Service

Figure 4.7: Provider service management page.

TUpg ChoiceNet Shopper Provider Search here.. [a ] Provider, Provider ~
Sales

Paid total: USD$444.7843 Unpaid total: USD$1.5200

You have USD$7.646484375000 in your provider account. [ i Te eV eI =R R e (e S de (erere 1114

Order placed:

5 Action:

Nov 24, 2013 Cheaper o

11:14:52 p.m. CETTAT
Total A Status: PAID prm——

USDS$0.1900 Reciept Number: 1385352892536-service-3-2 View Service

il

Order placed:

A Action:
Nov 25, 2013 Test Service 12
10:55:55 p.m.
Total 3 Status: PAID

= =
USD$345 Reciept Number: 1385438155326-service-20-24 s

Figure 4.8: Provider sales management page.

4.2.3 Web Application Manager

Django Administration site allow super user to manage database remotely. This
admin site is pretty decent to be used as web application manager management page.
Figure 4.9 shows the interface of admin site. Manager can add or edit any account

or service.
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Django administration

Site administration

Users dhAdd
Groups 4k Add
Balances 4 Add
Comments 4 Add
Incomes 4 Add
Invoices 4 Add
Sessions 4 Add
PayPal IPNs &k Add
Service types 4 Add
Services 4k Add
Sites 4 Add

# Change

& Change

¢ Change

¢ Change

¢ Change

¢ Change

¢ Change

# Change

& Change
& Change

¢ Change

Recent Actions

My Actions

4 Qi, Yunsheng
Comment

& Service 8
Service

& Service 7
Service

& Service 6
Service

& Service 5
Service

& Service 4
Service

& Service 3
Service

& Service 2
Service

& Service 1
Service

& Test Service 12
Service

Figure 4.9: Web application manager admin site.

4.3 PayPal Integration

Because we are using PayPal Payment Standard, we cannot integrate payment

page within this web application. Every time web application processes payment

of adding balance, user has to redirect to PayPal web site with wrapped payment

information. The wrapped PayPal payment information is including:

e business: The registered business entity email which receives the payment.

e amount: The number of items/services which are brought by user.

e item _name: Name of items/services.

e invoice: The unique invoice ID of this transaction.

e notify_url: The url for PayPal to notify the web site of successfully payment.

e return_url: The url for user to return the web site after transaction.

e cancel_return: The url for user to return the web site after user canceling

transaction.
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Check out

USD$100.0
Add Balance =
Kk Buy Now
_

-7 = = SEE
< Add Balance page
(a) User payment page.

PayPal IPN Flag Flag info Invoice Custom Payment status Created at
<IPN: Transaction 03W25844HL450103M> (-] 1385418775155-service-! 53-2 Completed Nov. 25, 2013, 5:24 p.m.

(b) PayPal IPN in database.

| Date created 2 Buyer Service Number 3 Amount Is paid: Is active

() Nov. 25, 2013, 5:32 p.m. admin, admin Long name service long long long long long long long long 1385418775155-service-53-2 1 9 9
) Nov. 24, 2013, 11:14 p.m. admin, admin Cheaper 1385352892536-service-3-2 1 V] V]
—J Nov. 24, 2013, 2:33 a.m. Qi, Yunsheng Test Service 2 1385278434479-service-10-24 1 9 9

(c) Invoice in database.

Figure 4.10: PayPal integration.

Figure 4.10a shows the payment page integrated with PayPal and figure 4.10b and
figure 4.10c shows PayPal IPN and invoice in database after user successful payment.
User will redirect to PayPal website to finish the payment by logging in their PayPal
account and confirm payment. After payment on PayPal website, user will redirect
back to this web application. At the same time, the web application get PayPal IPN

and update the financial transaction information.

4.4 Searching and Filtering

We design two ways to list the searching results for user: load view (figure 4.11a)
and page view (figure 4.11b). Load view let user load more results every time user
scrolls to the bottom of the page or load all qualified results at once. Page view allows
user to switch to different pages. Users can also filter or sort the existing results by

interacting with left grey column.
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Upg ChoiceNet Shopper

Services

Showing 1-25 of 52 result(s)
based on key word(s): service

Listing 20 result(s) based on
key word(s): test

Search loaded results:
test
Sort loaded results:

Name (A-2) 4

Switch to "Page

Knowles Engineering Building 211C,
University of Massachusetts,

151 Holdsworth Way,

Amherst, MA 01003

Ty ChoiceNet Shopper

Services

Showing 1-25 of 52 result(s)
based on key word(s): service

Listing 20 result(s) based on
key word(s): test

Search this page:
test
Sort this page by:

Name (A-2) §

witch to *Load view’

service

n Qi, Yunsheng ~

Udle AUUEU. INOV 2U, 2010

Load all resuls

Test Service 25

« Process ID: 5025 .

« Service Input: data .

« Service Output: audio .

» el « Pre-requirements: .
Encryption data

Test Service 26

' « Process ID: 5026 .

« Service Input: data .
» Service Output:

el Compressed data
« Pre-requirements: Nothing

GLike ¥ Follow = © Prof. Wolf Homepage = @ Translate a

(a) Load view.

service
— ——

page 44 Previous page

=z

Test Service 13

' « Process ID: 5013 .

« Service Input: Plain text ~ «
. Servlce Output: Big volume-

Compressed data
+ Pre-requirements:
Compressed data

Test Service 12

Process ID: 5012
Servlce Input: Plain text
« Service Output:
Compressed data
Pre-requirements:
Encrypnon data

)

oy

« Pre- requ.remems
Encryption data

PN
(b) Page view.

Test Service 14

Nextpage »  Last page M

USD$525.00
Max-bandwidth: 459.00 MB/s
Min-bandwidth: 21.00 MB/s
Delay: 162,342.00 ms
Date Added: Nov 20, 2013
5:23:43 PM
A
L
USD$526.00 v
Max-bandwidth: 1,000.00 MB/s
Min-bandwidth: 67.00 MB/s
Delay: 162,417.00 ms
Date Added: Nov 20, 2013
5:24:19 PM
Privacy Policy | Terms of Use | Feedback
Copyright © 2013 Network Systems Laboratory
Al rights reserved.
n Qi, Yunsheng ~
Date Added: Nov 20, 2013
11:35:57 AM
USD$512.00
Max-bandwidth: 100.00 MB/s
Min-bandwidth: 67.00 MB/s
Delay: 103,641.00 ms ~
Date Added: Nov 20, 2013
11:36:44 AM @
v
USD$513.00

Max-bandwidth: 100.00 MB/s
Min-bandwidth: 10.00 MB/s
Delay: 103,726.00 ms

Date Added: Nov 20, 2013
11:37:27 AM

Figure 4.11: Two ways of search results visualization.

4.5 Rating and Comment System

After purchasing a network service, user can rate and comment the service on

the orders page. Service provider also can comment the service they uploaded, but
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USD$14.44

Service 2 [ Buy Now |

7 Sales Number: 2
7 Rate:

(a) Rate and sales number.

Total comments: 4

2014-05-07 08:47:41-04:00, by , Rate: 5/5

Comment: Good service

2014-05-07 09:42:39-04:00, by

Comment: Thank your for commenting.

2014-05-07 11:07:39-04:00, by , Rate: 3/5

Comment: Sometime it has big latency.

2014-05-07 11:08:28-04:00, by , Rate: 5/5

Comment: Yes, latency happens sometime.

(b) Comments.

Figure 4.12: Rating and comment system.

provider cannot rate. The average rate and all comments are shown on service detail

page. Figure 4.12 shows rating and comment on service detail page.

4.6 Server-Client Interaction
Due to the requirements of Interaction between server and client, six interactions
are implemented: request new session, user login, request network service, pay unpaid

order, check payment status and request refund.

4.6.1 Request a new session
Figure 4.13 shows the public and encryption keys of server and client. The public
keys of server and client are randomly generated and longer enough to protect data.

The encryption key is a 64-bit key generated by logarithm of public and private key.
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Request a new session

Client public key: 40651752420408332017122352540785149655441618560100969784924881194275126927949874911025152807665436583510032594358923691935017460271
191438155820430273380343311972708506566516443959026374288469532307934499849867768441647226908420613089452721586299825356132504051384022358634135499653
075809005016508692480140746100747681331504481556485127060753344889784119339991521879614483536876681689840820570834178561327820770413969426809599988924
689273141076579435388094431234030558116938896025724390920773522980725078949818495225965055034567137320752714213067167642312938992250170284788116205473
269616187539156401937204403442416834521139188629317219667053144718596934272123492338052887791443873604917889414807797419001403739617859798030321986996
786741205384248774240040009733437992891016305382084832389700094127307389222890512778308016042369741482171936686823574733404557754927900541195342289921
238420935422471740280902973611409686311375092805819277568091669301881456991942753555363247736663805999044416787442145378547611993213380231376281488153
361248302789040422358061200474157313824782009112822075511941990268079303809295651732615079249289868375780153493808060262403550671627906515424536668455
286358396258849058524016765383594760754319042112260497994680302329695858329262784047284249421001170456132226730285707450671386715764498581119650461998
233924874138169736308675249985383494012201927713179918876814371239677370660505224893969081418251120486045688495695314878103834093581927753470935929495
213764123681025267074417580120782072845560519504490628102230963594677743127057651448663301178445596587572190122050762044274066273063170248314726921278
010086947482776556859298314776134790099552322633896906395066383468819973440578446572569687293728810741502645861854712999794923613245078552007302706993
11988160501295648299589459915959310431943868417410474280715923469679

Server public key: 15192198645297502558651139825150383390290736670589006196088352183202455349996969588197135902305900473838519862632505118760208259287
807840108502227564912838146610508230380307357860186667433830104823511173424468055822622339875506292036773439157489326557973939590411918644505470581653
327659004010471762293074028824791813372861514799166574280887742771724877620580893838320366184775144354533307071406276415647647884334371006200911103033
441052332000025171332862010865528910814377489052017216013363371596693917856530738159704444094942843409935302113695282488685381340646944043098169781300
818250513031323357488934621610584151607479872145086906652582974287756164781242232346183863146656948180207952830107950288891121551645458715220793703714
263970915919968387637097608502786660650145838310586751788629429168386239334281979839712582387619306140884815084152423858094401043906629765150532210863
717243450682841476443212513826343006850251410214956480061698664637464015821076277233637312024401876585341259118562174550711052371537742527429617557689
470614169279146724816347568164718861036791925225332914773928929462047283269164245756806039471126934257566598820128441210100390902562155223464901591590
826062649715942410142337832607400213515638883872665074789252125585945174582758530151026108833575436739815851986183974325464638046523880066701154828723
692954456978166433363347083598741461710722381505019436363518639446166752439513940164942011155538580088902958432076690375707612010694566992188945526731
130765027365016063434042198411181847311065595273172064650420866995906826493789285675081017300074184148186125286345385914942550554857456226987833794662
123549869586611153918368537115848639750502764515274215911149836637909218852081169168567239145608236466122179730602464483538674793921113663826177020821
790452722940179686487688564969192156349922899040258757387115373045425

Session ID: 136

Encryption key: c7cb8acd623e83bbcae@b4108880ae3al6fa3c8e34e5b56b6eff3f3d49b3f11d

Figure 4.13: Request a new session.

The interaction variables and explanation contains two parts. URL is ...key/

exchange/. Data send to “key exchange”:

send_data = {'publicKey' : publicKey}

where publicK ey is the client public key for server to obtain cryptography key. Data

received from “key exchange”:

. / . . . . / . / . / /
received_data = {'is_session’ : is_session, expire’ : expire, data’ : data}

where is_session is a boolean shows the session is set up or not, expire is a boolean
shows the session is expired or not, data is plain text, if session is not created, data =

None, and

data = {'session_id' : session_id, publicKey' : publicKey}

where session_id is the id of the session and publicKey is the server public key to

obtain cryptography key.

47



4.6.2 User Login
Figure 4.14 shows the interaction of user login. The password is hashed and

protected to send to server.

User login

Password (plain text): yunsheng

Password (hashed text): dd22e6d874291ec9a1320da2b49e6665bdf180e3

Client plain text data: {'username': 'yunsheng@umass.edu', 'password': 'dd22e6d874291ec9al1320da2b49e6665bdf180e3"}

Client cipher data: 0b10100110000000011100100110110101100101011001100011011111011100001101100101101001011110110001110001000110101001111101011111000101
000010011101000100001111001101111111110001010010000011101010011000101101011100101101101010010000011111011111100101000001100011100001001010001101000100
100101010100110101101111010100000010001010100100010100101101000100100000000100010001000100000010111101001101011011010010111000001000011110010000110010
011100000101011000010001011010010110111110100011001001001000101101100111001111100010101000100000010010100100111010110010010101110111110110101001101100

0011000000000000011110011000010000000010110011010011110010010000011000010101001000101110100000100010110011011011010100100100110010001101011

Server cipher data: {u'expire': False, u'data': u'0b10100110000000010111000001110000111000010101111001000101111011100011101011110000000001011101101110
001110011010110011101100001011011010101001100100100101010111111010100110101100101101101100000001010101111101110000111000101011100110110111000011000011
110010100100001110011000100101111101101010101100101100000000010001001110111001011100001110001011011110011110000010100101010010010101001101011001110100
000001110101011001011000000001001001001100111011110001010000010110110000100110100110011000010111110000010011000110001101101011000000101000011001011101
101101101', u'is_session': True}

Deciphered server data: {u'session': 94614787, u'balance': u'1136.850195312500', u'success': True}

Figure 4.14: User login.

URL is ...request/new/session/. Data send to “user login”:

send_data = {'data’ : data,' session_id' : session_id}

where session_id is the id of session and data is cipher text, and

data = {'username’ : username, password’ : password}

where username is the email address of user and password is the hashed password.

Data received from “user login”:

received_data = {'is_session’ : is_session, expire’ : expire, data’ : data}
where is_session is a boolean shows the session is set up or not, expire is a boolean
shows the session is expired or not and data is cipher text, if session is not created,

data = None, and

data = {'success’ : success,’ session’ : session}
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where success is a boolean shows login success or not and session is the number of

session.

4.6.3 Request Network Service
Figure 4.15 is for client to request a network service from server. Client must
send service ID to server and other verification information. Server returns a url to

redirect user to make a payment by PayPal.

User request service

Client plain text data: {'service_id': '10.5.0.1_0_10.4.0.2', ‘amount': 1, 'session': 44454638}

Client cipher data: 0b10101101110100010011111011111011000101011001111010000011001101101000010000100010000100011011111000100110110111000001110000010110
000101000000001110010110111100001101001001100100110000111110001111101101111011010101000011001110010101000011000010101100100101101001101001110110001110
101000110011111001100011000100100001100100100101001101110010101111010100111001011111001001110001100111010101100001110010101001011011011011000111010011
01010000101001010111001100101101011000110001011101111011000101000010111111100111000111111110101111000101101100001110100110101101010000100100

Server cipher data: {u'expire': False, u'data': u'0b10101101110100010010010000010110101000000010000101110001111011101000001001101111101100111100001011
110000010110101111010011001010001011101010110111100001000011100011001100000100001101110111011001010111000010111011011111100011011110000011011110111111
111111010111000011110100100010001010100010001000000111001011011100000011001000110010001101110111000111100001101001001110111111011101010111000110111011
101011101100001010000101000100111100100001111111101100101011100111010001000000100101111001100000010001111000000110010110001110110110011100001110100101
100100101110011110010010011010000110000111100110111111100011111100001110001100001110110001001110111000010101110001110101011100100111100011000111001001
110001000001000001000101100100110010111100010011001001010011101100000111100111000001011111011101110111110111101111101001011101000111000001000110011111
101100011010010101001101100101010001110011011101101011000000011001101001001011011000101010011000100001010000000011110010100010110100001001001000001100
010101110000110111101000011101100010001111100001010010111010111110"*, u'is_session': True}

Deciphered server data: {u'invoice_number': u'1401129980624-service-64-24', u'is_service': True, u'payment_url': u'paypal/payment/service/64/2/1401129
980624/24/'}

Figure 4.15: Request network service.

URL is ...request/service/. Data send to “request service”:

send_data = {'data’ : data,' session_id' : session_id}

where session_id is the id of session and data is cipher text, and

data = {'service_id' : service_id,' session’ : session,’ amount’ : amount}

where service;d is the id of service request, session is the number of session and

amount is the amount of request service. Data received from “request service”:

received_data = {'is_session’ : is_session, expire’ : expire, data’ : data}
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where is_session is a boolean shows the session is set up or not, expire is a boolean
shows the session is expired or not and data is cipher text, if session is not created,

data = None, and

/- . / . . !/ - . ! . .
data = {ZS,S€TUZC€ 1s.service, invoice_number’ : mvozce,number,

"payment_url’ : payment _url}

where is_service if service does not exist, return false, invoice_number is the invoice
of transaction and payment _url the url redirect user to make payment by PayPal (the

full url must be url_root + payment_url).

4.6.4 Pay Unpaid Order
User can pay unpaid order directly from client app. Figure 4.16 shows this inter-

action.

Pay unpaid order

Client plain text data: {'invoice_number': u'1401129980624-service-64-24', 'session': 44454638}

Client cipher data: 0b10101101110100010010010000010110101000000010000101110001111011101000001001101111101100111100001011110000010110101111010011001010
001011101010110111100001000011100011001100000100001101110111011001010111000010111011011111100011011110000011011110111111111111010111000011110100100010
001010100010001000000111001011011100000011001000110010001101110111000111100001101001001110111111011101010111000110111011101011101100010000011111110011
010110110001101100101111100101110011011001000100101001100000001101001010001101000101111011100000111000000011000110101001111000000100
001011101010110111100001000011100011001100000100001101110111011001010111000010111011011111100011011110000011011110111111111111010111000011110100100010
001010100010001000000111001011011100000011001000110010001101110111000111100001101001001110111111011101010111000110111011101011101100010000011111110011
010110110001101100101111100101110011011001000100101001100000001101001010001101000101111011100000111000000011000110101001111000000100

Server cipher data: {u'expire': False, u'data': u'0b10101101110100010010010000010110101000000010000101110001111011101000001001101111101100111100001011
110000010110101111010011001010001011101010110111100001000011100011001100000100001101110111011001010111000010111011011111100011011110000011011110111111
111111010111000011110100100010001010100010001000000111001011011100000011001000110010001101110111000111100001101001001110111111011101010111000110111011
101011101100001010000101000100111100111011101111111110011110000110100001111000000110101110101001101000001100101011011101111111110111110010011010001001
001111100000111010110110000101000101110000000000100001001110110110101111100110011101000010111011001101011100111100000000001110100111110001001110000011
101110111000101100111100101100111111110000101001000000110101010101010011110011010101000001100110100101011110010110001100001000001100011000001111111011
111100000010000111001010010010100011001001000100100111001100000101000111000100010110011000110000100110100010101111101011100011111110001010100100110011
001111000111000110100110010000101011000011000100000001101100110001111010011000101000011001011001110101100100101111011111110011100111001001101110011100
111111001001011000001110111100101000111011100011000010000100111010000000111110101110001010100010001100000011", u'is_session': True}

Deciphered server data: {u'invoice_number': u'1401129980624-service-64-24', u'is_invoice': True, u'previous_paid': False, u'payment_url': u'paypal/pay
ment/service/64/2/1401129980624/24/ "'}

Figure 4.16: Pay unpaid order.

URL is ...pay/order/. Data send to “pay unpaid order”:

send_data = {'data’ : data,’ session_id' : session_id}

where session_id is the id of session and data is cipher text, and

data = {'invoice_number’ : invoice_number,' session’ : session}
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where invoice_number is the order to pay and session is the number of session. Data

received from “pay unpaid order”:

received_data = {'is_session’ : is_session, expire’ : expire, data’ : data}

where is_session is a boolean shows the session is set up or not, expire is a boolean
shows the session is expired or not and data is cipher text, if session is not created,

data = None, and

data = {'is_invoice’ : is_invoice," invoice_number’ : invoice_number,

"'payment _url’ : payment_url, previous_paid' : previous_paid}

where is_invoice if invoice does not exist, return false, invoice_number is the invoice
of transaction, payment_url the url redirect user to make payment by PayPal (the
full url must be url_root + payment_url) and previous_paid if the order is already

paid, return true.

4.6.5 Check Payment Status
User can check payment status after finished a payment by PayPal from client

app. Figure 4.17 shows this interaction.

Check payment status

Client plain text data: {'invoice_number': u'1401129980624-service-64-24', 'session': 44454638}

Client cipher data: 0b10101101110100010010010000010110101000000010000101110001111011101000001001101111101100111100001011110000010110101111010011001010
001011101010110111100001000011100011001100000100001101110111011001010111000010111011011111100011011110000011011110111111111111010111000011110100100010
001010100010001000000111001011011100000011001000110010001101110111000111100001101001001110111111011101010111000110111011101011101100010000011111110011

010110110001101100101111100101110011011001000100101001100000001101001010001101000101111011100000111000000011000110101001111000000100
Server cipher data: {u'expire': False, u'data': u'0b10101101110100010010010000010110101000000010000101110001111011101000001001101111101100111100001011

110000010110101111010011001010001011101010110111100001000011100011001100000100001101110111011001010111000010111011011111100011011110000011011110111111
111111010111000011110100100010001010100010001000000111001011011100000011001000110010001101110111000111100001101001001110111111011101010111000110111011
101011101100001010000101000100111100111011101111111110011110000110100001111000000110101110101001101000001100101011011101111111110111110010011010001001
001111100000111010110110000101000101110000000000100001001110110110101111100110011101000011010110101110011001110011100111010001000001011100000101101110
000010011001000000001110111001111100100001010010001010"*, u'is_session': True}

Deciphered server data: {u'invoice_number': u'1401129980624-service-64-24', u'is_invoice': True, u'payment_status': False}

Figure 4.17: Check Payment Status.
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URL is ...check/payment/status/. Data send to “request refund”:

send_data = 'data’ : data,’ session_id’ : session_id

where session_id is the id of session and data is cipher text, and

/- . / . . / . / .
data = {'invoice_number’ : invoice_number,’ session’ : session}

where invoice_number is the order to pay and session is the number of session. Data

received from “request refund”:

received_data = {'is_session’ : is_session, expire’ : expire, data’ : data}

where is_session is a boolean shows the session is set up or not, expire is a boolean
shows the session is expired or not and data is cipher text, if session is not created,

data = None, and

data = {'is_invoice’ : is_invoice," invoice_number’ : invoice_number,

'payment _status’ : payment_status}

where is_tnvoice if invoice does not exist, return false invoice_number is the invoice

of transaction and payment_status: the status of payment.

4.6.6 Request Refund
User can request refund directly from client app if user does not get served or the

service is not satisfied. Figure 4.18 shows this interaction.
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Request refund
Client plain text data: {'invoice_number': u'1401129980624-service-64-24', 'session': 44454638}
Client cipher data: 0b10101101110100010010010000010110101000000010000101110001111011101000001001101111101100111100001011110000010110101111010011001010

001011101010110111100001000011100011001100000100001101110111011001010111000010111011011111100011011110000011011110111111111111010111000011110100100010
001010100010001000000111001011011100000011001000110010001101110111000111100001101001001110111111011101010111000110111011101011101100010000011111110011
010110110001101100101111100101110011011001000100101001100000001101001010001101000101111011100000111000000011000110101001111000000100

Server cipher data: {u'expire': False, u'data': u'0b10101101110100010010010000001011101100101100000111100111110101000111011111001110001110011101011101
110010110111000001100100110100000011100111110111111100100011101001111101000100000111110101100000111011111001101000000111000010100010101001001100101111
000111011000111111111111001001010100110010000010100010100100010111000011", u'is_session': True}

Deciphered server data: {u'is_invoice': True, u'is_refund': False}

Figure 4.18: Request refund.

URL is ...request/refund/. Data send to “request refund”:

send_data = 'data’ : data,' session_id : session_id

where session_id is the id of session and data is cipher text, and

data = {'invoice_number’ : invoice_number,' session’ : session}

where tnvoice_number is the order to pay and session is the number of session. Data

received from “request refund”:

received_data = {'is_session’ : is_session, expire’ : expire, data’ : data}

where is_session is a boolean shows the session is set up or not, expire is a boolean

shows the session is expired or not and data is cipher text, if session is not created,

data = None, and

data = {'is_invoice’ : is_invoice, is_refund’ : is_refund}

where is_invoice if invoice does not exist, return false and is_refund return false, if

request is unsuccessful.
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CHAPTER 5
CONCLUSION AND FUTURE WORK

This chapter first draws the conclusion of the web application. Although the web
application meets the requirements ChoiceNet and every function of proposed design
is implemented, there are still some improvements on this project which is discussed

in the second section.

5.1 Conclusion

This thesis introduces the design and implementation of the network service mar-
ketplace. At first, the slow commercial deployment of multicast motivates us to this
research, called ChoiceNet. ChoiceNet not only can solve the problem of multicast,
but also is the most suitable option for future Internet. As part of ChoiceNet, we
decide to use a web application to implement the marketplace. Based on the require-
ments of ChoiceNet, a list of problems are stated.

As the foundation of this thesis, we introduce related research work on ChoiceNet.
The definition of choice and the whole picture of ChoiceNet are first introduced. The
definition and composition of service are the basis of designing database and decide
how the service stored in database. An economy plane is added on the top of control
plane which is existing in current network. The function of economy plane is also
shown. Security is another concern of communication between server and client, so
useful theories and knowledge are depicted.

Based on related work, we propose the design of the web application. We first go

through the overview of the design and then introduce the details by following orders:
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database, interface and interaction, financial transaction integration, searching and
filtering mechanism and server-client interaction.

At last, the results are shown. We implement three types of accounts to act differ-
ent roles in ChoiceNet, including customer user, service provider and web manager.
We use PayPal integration to implement the principle-“Vote with Your Wallet”, use
searching and filtering to implement “Encourage Alternative” principle and use rat-
ing and comment system to implement “Know What Happened”. The interaction

between server and client is shown with security protection.

5.2 Future Work

Though this thesis finished all proposed work, there are still some work can be
done in future to improve the whole research. This web application is designed for
a research, so it is far from commercial deployment. User interface (UI) of all three
types of accounts should be more distinguished from each other and each UI should
be designed friendly for each type of account. The database should be expanded to
handle more complicated network service. It is better to have more payment methods
other than only PayPal. The connections of client-server and web-planner are still

weak and more work need to be done to strengthen the connection.
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