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Architecture of an I P/ MPLS Network with Hardened Pipes
Abst ract

Thi s docunent describes an | P/ MPLS network that has an infrastructure
that can be separated into two or nore strata. For the

i mpl ement ati on described in this docunment, the infrastructure has
been separated into two strata: one for the "Hard Pipes", called the
"Hard Pipe Stratuni, and one for the normal |IP/ MPLS traffic, called
the "Normal | P/ MPLS Stratun'.

Thi s docunent introduces the concept of a Hard Pipe -- an MPLS Labe
Switched Path (LSP) or a pseudowire (PW with a bandwidth that is
guar anteed and can neither be exceeded nor infringed upon

The Hard Pi pe stratum does not use statistical multiplexing; for the
LSPs and PW set up within this stratum the bandwi dth is guaranteed
end to end.

The docurment does not specify any new protocol or procedures. It
does explain how the MPLS standards inpl enentati on has been depl oyed
and operated to neet the requirenments fromoperators that offer
traditional Virtual Leased Line (VLL) services.
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Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any ot her
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nmakes no statenent about its value for

i mpl enentati on or deploynment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7625

Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1. I nt roducti on

| P | eased line services, Ethernet Private Line (EPL), and Ti nme-
Division Multiplexed (TDM |eased |line services are comonly offered
by operators worl dwi de.

There are customers, e.g., nmany enterprises, that insist on TDM

| eased |line services. They do so regardless of the fact that the
sanme operators often offer IP | eased |ine services and EPL services
at a lower price and with a guaranteed bandwi dt h.

Today we see a trend that TDM (i n particular, Synchronous Digita

Hi erarchy / Synchronous Optical Network (SDH SONET)) networks are
gradual ly carrying less and less traffic, and nany operators want to
shut their TDM networks down to reduce costs.

In light of these trends, vendors and operators have built and

depl oyed the Hard Pi pe service described in this docurment. It is a
way to introduce |leased |ine service with the same characteristics as
TDM | eased |ine services in | P/ MPLS networKks.

Even if | eased |line has been the initial notivation to define the

Hard Pi pe technol ogy, the Hard Pipe is by no means limted to support
| eased line services. Wen guaranteed bandwi dth is the priority,
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Virtual Private Wre Services (VPWS), Virtual Private LAN Services
(VPLS), L3 Virtual Private Networks (L3VPN), and IP-only Private LAN
Services can be mapped to a tunnel in the Hard Pipe stratum

EPL and Ethernet Private LAN (EPLAN) are out of scope for this
docunent .

Virtual Leased Line service is used in exanples throughout this
document .

The sol ution soon to be deployed has an Ethernet infrastructure that
has been split into two parallel |ogical networks -- two paralle
strata. The first stratum-- the Hard Pipe Stratum-- does not use
statistical multiplexing, and bandwi dth is guaranteed end to end.
The second stratum-- the Normal |P/MPLS Stratum-- works as a norna
| P/ MPLS network. The two strata share the sane physical network,
i.e., routers and |links, but the resource reserved for the Hard Pipe
stratumwi |l never be preenpted by the Normal |P/MPLS stratum

The routers will handle the traffic belonging to one stratum
differently fromhow traffic fromthe other stratumis handled. This
separation in traffic handling is based on support in hardware.

The reader of this docunent is assuned to be famliar with RFC 3031
[ RFC3031] and RFC 5921 [ RFC5921].

Scope

Thi s docunent has the follow ng purposes:

o to introduce a two strata | P/MPLS network: the purpose of one of
the strata is to provide capabilities for services that are, from
a custoner’s point of view, functionally identical to TDMIike

| eased |ines; and

o to indicate how a router differentiates the traffic of the two
strata.

Abbr evi ati ons

CC. Continuity Check

CV: Connection Verification
L-1 abel: Leased Line |abe

LSP: Label Swi tched Path
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LSR: Label Switching Router
MPLS- TP: MPLS Transport Profile
NMS: Net wor k Management System
OAM Qperations, Adm nistration, and Mi ntenance
P: Provi der Router
PE: Provider Edge Router
PW Pseudowi re
T-1abel : Tunnel | abel
TDM Time-Division Miltiplexing
t LDP: Targeted LDP
VLL: Virtual Leased Line
VPLS: Virtual Private LAN Service
VPWE: Virtual Private Wre Service

2. The Stratified Network
The concept of stratified or strata networks has been around for some
time. It appears to have different nmeaning in different contexts.
The way we use the concept is that we logically assign certain
characteristics to part of the network. The part of the network that
has the special characteristics formone stratum and the "renai nder"
forns a second stratum The network described in this document uses
a single link-layer technol ogy, Ethernet.
In many cases, a whole physical interface is assigned to a single
hard stratum especially in the scenario where there are nany
physi cal |inks between two nodes.
Thi s docunent does not address the network configuration
possibilities for Hard Pipe and | P/MPLS strata in detail. There are

configuration options, the basic configuration is that one Hard Pipe
stratum and one | P/ MPLS stratum are provi sioned.
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However, it is also possible to provision nore than one Hard Pi pe
stratum e.g., if custonmers want enhanced separation for their |eased
line. Even though the nmain driver for the Hard Pipe technology is
the |l eased |ines, any service for which an operator does not want to
use statistical multiplexing will benefit fromusing the Hard Pi pes.

2.1. The Physical Network

Consi der a network with 10 routers and all the Iinks between are 10G
Et hernet, such as shown in Figure 1. This is the network topol ogy
we’ ve used for this nodel and also (with topology variations) in our
first depl oynment.

+-- -+ 10G +-- -+ 10G +-- -+ 10G +-- -+
-] BJ---o-iio-- | Cl----------- | D|---------- | E|---+
10G | +---+ +---+ +---+ +---+ | 10G
| | | | |
+---+ | 10G 10G | 10G | 10G | +---+
-1 F | | | | | G|--
+---+ | | | | +---+
| | | | |
10G | +---+ +---+ +---+ +---+ | 10G
oo Hsmeeooooe e R R ERREEEE | K [-mmooooes | Ll---x
+---+ 10G +---+ 10G +---+ 10G +---+
Figure 1

In this docunent, we use the terms "traffic matrix" or "estinated
traffic matrix" to indicate an estimate of how rmuch traffic will flow
bet ween the ingress and egress (PE) nodes. This nmay be translated

i nto how much bandwi dth is needed per link in the Hard Pipe stratum

2.2. The Hard Pipe Stratum

VWhen the intention is to define a Hard Pipe stratum it is, for
exanpl e, possible to start froman estimated traffic matrix to

esti mate how nuch bandwi dth to reserve on the |inks of the Ethernet
link-l1ayer network for the Hard Pi pes.

Note that the inplication is that the normal traffic gets the

remai nder of the avail abl e bandwi dth. Thus, the |ink-layer network
will be split into two |ogical networks, or two strata -- one stratum
for the hardened pi pe network and the other for the "normal" |IP and
MPLS traffic. This is shown in Figures 2 and 3.
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+---+ 2G +---+ +---+
- | CI | E|---+
1G | +-- -+ +-- -+ +--- 4 | 2G
| | | |
+- - -+ 2G | 1G | +- - -+
-1 F | | | G|--
+-- -+ | | +-- -+
| | | |
1G | +---+ +---+ +---+ +---+ | 2G
+o-- H|----m-o--- R | K|---------- | L |---+
+---+ 2G +---+ 4G +---+ 4G +---+

Figure 2: The Hard Pipe Stratum

It is worth noting that even if the figures in this docunent are
drawn to indicate "bandwidth on the Iink", the only bandw dth

i nformati on that the nodes have available is the bandw dth assi gned
to the Hard Pipe stratumand the Normal |P/MPLS stratum All other
information is kept on the NVMB/ Controller. The NMS/ Controller keeps
a gl obal bandw dth resource table for the Hard Pipe stratum

2.3. The Normal |P/MPLS Stratum

G ven that the starting point is the physical network in Figure 1 and
the Hard Pipe stratumas defined in Figure 2, the Nornal |P/ MPLS

stratumw Il ook as is shown in Figure 3:
+--- 4+ 8G  +---+ 10G +--- 4+ 10G +--- 4+
bl BB EEEEEEEREEE S | Df--mmeeeee | El---+
9G | +---+ +---+ +---+ +---+ | 8G
I I I I I I
+-- -+ | 10G 8G | 10G | 9G | +-- -+
il AL I I | 1 GI--
bk | | | e
I I I I I I
9G | +---+ +---+ +---+ +---+ | 9G
boee| HJemoeen-es | 3 - | K |-memeoeee | L---+
+--- 4 8G +---+ 6G +--- 4 6G +--- 4

Figure 3: The Normal |P/MPLS Stratum
2.4. Stratum Networks
In this docunment, the concept of stratumnetwork is used to indicate
basically parallel |ogical networks with strictly separated

resources. Traffic sent over one stratum network can not infringe on
traffic in the other stratum network.
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In the case described here, all the traffic in the Hard Pipe stratum
is MPLS encapsul ated. A nunber of the |abels have been set aside so
ot her applications can’t allocate themand so the routers recognize
them as belonging to the Hard Pi pe application.

3. Configuring the Leased Lines in the Hard Pipe Stratum

When the strata are provisioned, the | P/MPLS stratumis set up
exactly as any other | P/ MPLS network. The one small difference

bet ween provisioning the Hard Pipe stratumand the | P/MPLS stratumis
that no overbooking is done for the Hard Pipe stratum

Over booki ng and/or congestion in the | P/MPLS stratum can not affect
the Hard Pipe stratum

Al'l |abels used for the Hard Pipe stratum are "Configured Label s",
i.e., labels that are provisioned and recl ai ned by managenent
actions. These nmanagenent actions can be by manual actions or by an
NVS/ Control ler or a centralized controller. For the size of network
bei ng depl oyed, manual configuration is not practical; we are both
provisioning and reclaimng a | abel froman NMS/ Controller

o If an operator wants to set up a leased line, it is first checked
if there is a path available in the Hard Pipe stratumthat matches
the criteria (e.g., bandwi dth) for the requested |eased |ine.

* |f such a path does exist, it is checked if there is a matching
MPLS tunnel avail abl e over that path.

+ If such a tunnel exists, it is used to establish the |eased
line by adding L-labels formng an LSP that are carried by
the tunnel. L-1abels are known only by the ingress and
egress LSRs. They are local to the endpoints the sane way
that the | abel signaled by Targeted LDP (tLDP) is local to
the endpoints of a targeted session LSP. (Here, "Targeted
LDP" neans LDP as defined in RFC 5036 [ RFC5036], using
Targeted Hel | o nmessages.)

At the same tinme, the avail able bandwidth in the Hard Pipe
stratumis decrenented by the bandwi dth that is needed for
the leased line for every hop across this stratumin the
gl obal resource table (for the Hard Pipe stratum.

+ |f such a tunnel does not exist, it can be established so
that the |l eased |ine can be set up as above.
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4.

* |f the path does not exist (not enough bandwidth in the Hard
Pi pe stratumfor the | eased Iine), available bandw dth on the
links is checked to see if the stratum can be expanded to
acconmodat e such a path.

+ |If the Hard Pipe stratumcan be expanded, this is done and
the tunnel for the leased line is established as descri bed
above.

It is likely that other nodifications of the Hard Pipe
stratum e.g., consolidating already set up Hard I P tunnels
on to existing links so that roomfor new |l eased |ines are
created, may have inplications that go well outside the

| eased line service, and it is currently not viewed as a
fully automated operation

+ If it is not possible to expand the Hard Pipe stratumto
accommodat e the new path, set up of the leased line wll
need to be declined.

Thus, given the existence of a viable Hard Pipe stratum |eased |ines
are configured in two very sinple steps. First, establish a hop-by-
hop tunnel (T-1abels), and second, configure the |eased |ines
(L-1abels). The T-labels need to be configured on both the PE and P
routers while L-labels only need to be configured on the PE routers.

Note that L-labels may be used for normal |P service [RFC3031],
BGP/ MPLS VPNs [ RFC4364], or PW [ RFC3985].

Efficient State Managenent

The system as described here generates a very snall anount of state,
and nost of it is kept in the NVS/ Controller

1. State in the Forwardi ng Pl ane

The only configured information that is actually kept on the LSRs is

o the information needed for the | abel swapping procedures, i.e.
i ncom ng | abel to outgoing |abel and port, and whether the |abe
bel ongs to the set of |labels that are set aside for the Hard Pi pe
stratum tunnel s; and

o the bandwi dth available for the Hard Pipe stratum and the Norna
| P/ MPLS stratum
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4. 2.

Hao

State in the NMS/ Controller
The following state needs to be kept in the NMS/ Controller

o the topol ogy and bandw dth resources available in the Hard Pipe
networ k; see Figure 2.

o the total and avail able bandwidth per Iink in the Hard Pipe
network; see Figure 4.

o the T-label mappings; see Figure 5.
o the L-label nappings; see Figure 6.

0 the reserved bandwi dth, as well as other constraints and the path
per L-1abel.

Annot ations for Configuring Leased Lines

The annot ati ons given bel ow are neither a progranm ng gui deline nor
an indication howthis architecture could be inplenmented. It is
rather an indication of how much data needs to be saved for each
stratum and | eased line, as well as where this data coul d be stored.

Considering the Hard Pipe stratumas it has been outlined in
Figure 2, there is actually sonme additional information related to
the Hard Pipe stratumthat not is shown in the figure.

Looking explicitly on the Iink between LSR J and K we fi nd:
+---+ +---+ +---+ +---+
SRR N EEEEEEEEEEE IR EEEEETEEEES | K [-mmeee - | L---
+---+ +---+ +---+ +---+
[4,0]G
Figure 4
The annotation [4,0]G neans that 4G is allocated to the stratum on

the link between J and K, and of these, 0G has been allocated to a
servi ce.
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If we were to allocate two tunnels |abels fromthe | abels that have
been configured to work within the Hard Pipe stratum the resource
view woul d | ook |ike this:

+-- -+ +-- -+ +-- -+ +-- -+

coel H[eneneneens [E N EEEPEPEPETE | K J=emeneee | LI
+---+ +---+ +---+ +---+

[4,00GT1 , T2
Figure 5

Note that allocating the tunnel |abels does not reserve bandw dth for
the tunnel fromthe Hard Pipe stratum

When the L-labels are assigned, this will consune bandw dth; so we
need to keep track of the bandw dth per |eased |ine and the total of
bandwi dth all ocated fromthe Hard Pipe stratum

The annotation for the |ink between J and K could | ook like this:

+--- 4 +--- 4 +--- 4 +--- 4

NI EEERTEREPEE I R S EEEPERTERS | L=
o+ o+ o+ o+

[4,1.5]G T1, L1 [.5], L2 [.5], T2, L1 [.5]
Fi gure 6

The line [4,1.5]G T1, L1 [.5], L2 [.5], T2, L1 [.5] would be
interpreted as foll ows:

The Hard Pi pe stratum|ink between nodes J and K has 4G bandw dth
all ocated; of the total bandwidth, 1.5Gis allocated for |eased
l'ines.

Tunnel | abel T1 carries two | eased lines, each of 0.5G and tunnel
| abel T2 carries a third | eased line of 0.5G

Note that it is not necessary to keep this information in the nodes;
it is held within the NM5/Controller. Also, it is not necessary to
keep the bandwi dth per |eased line, but some operations are
simplified (e.g., removing a leased line) if this is done.
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5.

Setting Up Leased Lines

Consi der the case where an operator wants to set up a |leased |ine of
0.4GfromF to Gin the Hard Pipe stratumin Figure 2.

Since there are no constraints other than bandw dth and ingress and

egress PEs, the shortest path will be chosen. A tunnel will be
configured fromF to G over the nodes F, H J, K L, and G and a
Leased Line label (a) will be configured on F and G and the

avai |l abl e resources will be recal cul at ed.

A second | eased |ine of 0.3G between the sanme PEs is easily
configured by adding a new Leased Line |abel (b) at the ingress and
egress PEs.

After these operations, a view of the Hard Pipe stratumresources
(avail abl e bandwi dt h) woul d | ook |ike this:

+-- -4 2G +-- -4 +-- -4
- | CI | E|---+
1G | +-- -+ +-- -+ +--- 4 | 2G
| | | |
+-- -+ 2G | 1G | +-- -+
-1 F | | | GI--
+---+ | | +---+
| | | |
. 3G | +---+ +---+ +---+ +---+ | 1.3G
R Il R | K[ mmmemeeee | Ll---+

oo+ 1.3G  +---+ 3.3G  +---+ 3.3G  +---+
Figure 7: The Hard Pipe Stratum after Operations

If the operator now wi shes to establish a new leased Iine with the
criteria being that it should originate fromF and term nate at G
have 0. 4G bandw dth, and pass through node E, then analysis of the
Hard Pi pe stratum (after establishing the first two |isted |lines) and
the criteria for the new |l eased |ine would give the follow ng:

o The existing tunnel cannot be used since it does not pass through
E; a new tunnel need to be established.

o The hop fromF to H cannot be used since the avail abl e bandw dth
is insufficient.

0 Since no existing tunnels neet the criteria requested, a new
tunnel will be set up fromF, to B, C J, K L, E(the criteriato
pass through E), and to G
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A new L-label (c) to be carried over T2 will be configured on F and
G and the available resources of the Hard Pipe stratumw |l be
recal cul at ed.

6. Leased Line Protection

This leased |ine service uses the MPLS Transport Profile (MPLS-TP)
line protection as it is defined in RFC 6378 [ RFC6378] and is updated
as specified in RFC 7271 [RFC7271] and RFC 7324 [ RFC7324]

The CV and CC are run over the tunnels between the Miintenance Entity
Group End Points (MEP) at each end, i.e., the entire tunnel is
protected end to end.

In general, all of the MPLS-TP Operations, Admnistration, and
Mai nt enance (OAM) as defined in RFC 6371 [ RFC6371] is v applicable.

7. Security Considerations

The security considerations as defined in "Security Framework for
MPLS and GVPLS Networks" (RFC 5920 [ RFC5920]) and "MPLS Transport
Profile (MPLS-TP) Security Framewor k" (RFC 6941 [RFC6941]) apply to
thi s docunent.
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