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Abstract - In recent years, a broad research has been done in the domain of Mobile Ad-hoc Networks(MANETS). Due to the
bounded resources in MANETS, to develop a reliable and efficient routing approach is still a threat or issues. There are distinct
aspects appropriate for research like synchronization, power consumption, routing, bandwidth consideration, etc. This paper
concentrates on routing approach which is the major challenging concern due to the change in topology of ad-hoc networks. Under a
number of network scheme, such as network topology and size, it is difficult to figure out which routing protocol may perform well.
In this paper we contribute an outline of broad range of the current routing approaches, with a special focus on their functionality and
characteristics. Also based on the routing information and methodologies the comparison is provided, which can be use to make
decisions of routing. Performance of all the routing protocols are considered as well. Further this consideration will benefit the
researcher to get an outline of the existing protocols and advice which protocols may have better performance with respect to

changing network scenario.
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1. Introduction

Mobile ad hoc network is a group of wireless
Amobile computers and it is a self-configuring

network of mobile routers connected by
wireless links. In which nodes collaborate by
forwarding packets for each other to allow them to
communicate outside range of direct wireless
transmission. Ad hoc networks require no centralized
administration or fixed network infrastructure such as
base stations or access points, and can be quickly and
inexpensively set up as needed. A MANET is an
autonomous group of mobile users that communicate
over reasonably slow wireless links. The network
topology may vary rapidly and unpredictably over time,
because the nodes are mobile. The network is
decentralized, where all network activity, including
discovering the topology and delivering messages must
be executed by the nodes themselves.

Fig 1: MANET
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2. Routing Approaches in MANET

Routing approaches for MANETS can be divided into
three classes on the basis of routing information
update technique. Classification of routing protocols
in mobile ad hoc network can be done in many ways,
but most of these are done depending on routing
strategy and network structure.

They could be Proactive (Table-driven), Reactive
(On-demand) and Hybrid. Figure 2 shows the three
classes of routing approaches in MANET. Proactive
MANET protocols are also called as table-driven
protocols and will actively determine the layout of the
network.

In this approaches all the paths are maintained all the
times so routes can be found anytime. The main
properties of proactive approaches are that it uses the
low latency in discovering the new path. It uses the
more bandwidth to update routing knowledge.
Reactive approach does not initiate for finding the
paths. By flooding a query it establishes routes on
demand. When finding a route it uses bandwidth only
when there is a need for discovering the routes.

So, its latency is high. In this approach due to
flooding there is a network overhead for query for
finding the routes. Hybrid approach merges the
advantages of above two approaches.
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‘ Ad-Hoc Routing Protocols |

l l

Proactive or Table-Driven | | Reactive or On-Demand | | Hybrid |
—DSDV — AODV ZRP
— CGSR — DSR ZHLS
— WRP — TORA DST
— FSR — ABR DDR
— GSR — SSR

Fig 2: Classification of Routing Protocols

3. Particle Swarm Optimization

The Particle Swarm Optimization algorithm is based on
certain social behaviours observed in flocks of birds,
schools of fish, etc., from which certain aspects of
intelligence emerge. After its development by Kennedy
and Eberhart in 1995, this evolutionary paradigm has
been seriously studied on and grown in the past decade.
The standard PSO model consists of a swarm of
particles, moving interactively through the feasible
problem space to find new solutions. Each particle has a
position represented by a position vector; where i is the
index of the particle, and a velocity represented by a
velocity vector.

Each particle remembers its own best position so far in
the vector prest and the best position vector among the
swarm is stored in a vector gwest the search for the
optimal position (solution) advances as the particles’
velocities and positions are updated. In every iteration,
the fitness of each particle’s position is calculated using
a pre-defined fitness function and the velocity of each
particle is updated using the gbest and pbest which were
previously defined. A particle’s velocity and position
are updated as follows:

Via = WVia + C1 F1(D Best — X id) + C2¥2(& Best — Xid);
i=12,...,N,andd=12,...D

Xid = X id +V id

Particle Swarm Optimization optimizes an objective
function by undertaking a population based search. The
population consists of potential solutions, named
particles, which are metaphor of birds in flocks. These
particles are randomly initialized and freely fly across
the multi dimensional search space. During flight, each
particle updates its own velocity and position based on
the best experience of its own and the entire population.

The various steps involved in Particle Swarm
Optimization Algorithm are as follows:
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Step 1: The velocity and position of all particles are
randomly set to within pre-defined ranges.
Step 2: Velocity updating — At each iteration, the
velocities of all particles are updated according to,
Vi=Vi+ ¢1 Ri(Pivest -pi) + €2 R2 (Givest — i)
where p; and v; are the position and velocity of
particle i, respectively; pipest and Zipest 1S the position
with the ‘best’ objective value found so far by particle
i and the entire population respectively; w is a
parameter controlling the dynamics of flying; R, and
R» are random variables in the range [0,1]; c1 and c2
are factors controlling the related weighting of
corresponding terms. The random variables help the
PSO with the ability of stochastic searching.

Step 3: Position updating — The positions of all
particles are updated according to,
pi=pitvi

After updating, p; should be checked and limited to
the allowed range.
Step 4: Memory updating — Update pipesc and gipest
when condition is met,

Pibest=Di if f(pi) >f(Pibest)

Gibest =8 if f(gi)>f(&ibest)
where f(x) is the objective function to be optimized.
Step 5: Stopping Condition — The algorithm repeats
steps 2 to 4 until certain stopping conditions are met,
such as a pre-defined number of iterations. Once
stopped, the algorithm reports the values of gy.s and
f(gvest) as its solution.
PSO utilizes several searching points and the
searching points gradually get close to the global
optimal point using its pbest and gbest. Initial
positions of pbest and gbest are different. However,
using thee different direction of pbest and gbest, all
agents gradually get close to the global optimum.

4. Problem Formulation

4.1 Problem Statement:

Energy and efficiency are always the main concern in
wireless Mobile network. A mobile network contains
huge amount of data transmission over the network.
In this work we have combined the Path Selection
Routing along with the concept of PSO. The initial
route will be identified by the Path Selection
algorithm and in case of any broken link or intrusion
in the path it will look for the Alternate path using
Swarm optimization.

The presented work is divided in two main stages. In
first stage, the path selection algorithm will be defined
over the network as the optimized path. After the path
generation, some agents will be distributed over the
network to monitor the network and to identify the
broken link over the network. As the broken link will
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be identified, the PSO will be identified to find an
optimimal route from the broken link position to the
destination.

The objective function is defined as follows:

f =min Z (WI'J)II-J

ijev

1, i=1
s.t. Zlu Z 0, i=23,...N—-1
=1 =1 -1, otherwzse
[ €{0,1}, V(.))
Fig 3: Schematic Diagram Showing Iteration for PSO
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Fig 4: to illustrate the population interaction for the search model
4.2 Objectives

The proposed research work is about to achieve the
following research objectives:

. Study and analyze existing shortest path
techniques in MANET

. Define a Mobile Network along with
specific energy based parameters.

. Detection of Broken link or intrusion over
the network

. Design an Improved Path Selection
Algorithm that is inspired from PSO

. Implementation of proposed algorithm in
Matlab Environment.

. Analysis of Results

5. Proposed Work and implementation
5.1 Formulation of Hypothesis

A Wireless Mobile network is a dynamic network with
large no. of nodes. As the traffic increases over the
network such type of network suffers from the problems
like congestion and packet loss. A Mobile network is
always open for all nodes over the network. If the

386

network is wireless in such case there are more
chances of inclusion of some external node in the
network. The complete solution is defined in terms of
two stages. In first stage we have to find the node that
is responsible for packet loss over the network.
Another stage is the development of algorithm or
approach that will eliminate the node dynamically and
get the reliable data transmission over the network.

5.2 Research Methodology

Our proposed algorithm is based on two basic
approaches:

1. Right Path Selection Algorithm
2. Swarm Optimization Algorithm

| Accent source and destination node |

| Set current as source node |

v

Identify the Neighbor Nodes of current ——

v

Analyze the communication parameters energy,
throughput, delay for neighbor i

v

Is effective node
found?

Send dummy request to identify the attacker node

v

Is node attacker?

| Call the PSO for route selection |

Fig 5: Algorithmic approach of the work
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5.2.1 Right Path Selection

In an adhoc network, distance is the major factor
respective to which routing algorithm is used. The
parameters included in this work are

(i) Distance

(ii) Energy

(iii) Effective Throughput

(iv) Load Analysis
Now to perform the effective communication between
the source and the destination the effective parameters
are required to identify for each neighbor node of
current node.

5.2.2 Swarm Optimization Algorithm

In this work, the parametric analysis is performed on
each node to identify the best neighbor. The parameters
considered here are the throughput analysis, energy,
delay analysis on each node. As the parameters are
identify for all the neighbors, best neighbour is selected
from the list. Now it will check the node for valid node.
Set this node as the best neighbour and the
communication will be performed over that node. If
reply is not accurate, the attacker node is identified.

Hence we achieved efficiency in terms of energy by
applying path selection whereas Swarm Optimization
Algorithm gives the required reliability.

6. Discussions and Results
6.1 Simulation Tool

1) MATLAB Editor is used for writing the code
to implement our algorithm.

2) The result will be shown in the command
window of MATLAB.

An Overview of Matlab Environment

MATLAB is a high-level language and interactive
environment that enables you to perform
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computationally intensive tasks faster than with
traditional programming languages such as C, C++,
and Fortran.

6.2 Network Design

The proposed work is about to find the optimal
solution of any broken link or data loss in a high
speed Wireless LAN. The proposed work is about the
generation of such an approach that will dynamically
compensate the problem of link failure and provide
the optimize solution without any data loss.

The proposed system will give the benefit in terms of
Efficiency and accuracy. The network is designed
with some defined parameters given as

6.2.1 Scenario 1
Parameter Value
e Number of Nodes 10
e Topography Dimension 100m x
100m
e Traffic Type CBR
¢ Topology Random
e Initial Node 1
e Destination Node 10

The proposed work is about to introduce a
compromising path to transfer data from some safe
route if there are some chances of occurring of any
intrusion or the congestion in the route of the basic
routing algorithm.

The results obtained from the work are shown here:

6.2.2 Results

The network is defined with 10 number of nodes from
1 to 10. Blue nodes are showing source and
destination node. Other nodes are the intermediate
nodes. We have first implemented the shortest path
algorithm used by DSDV protocol.
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Figure 2

Fig6 : Network Architecture
1=>5=7=>10
The path obtained from the network is

Figure 3

Fig7 : Generated Path (Existing Approach)
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Such kind of path is always the first choice of intruder. The results driven from the Compromising path
The proposed PSO Improved algorithm has defined an Algorithm
intruder safe compromising path that will not cover any 1=>6=>10
node of shortest path and will return a safer path to the The connectivity is shown in fig 8
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Fig8 : Generated Path (Proposed Work)

The comparison of distance covered between Existing The proposed work has reduce the total distance
and Proposed work is: covered while generating the intruder safe and

Parameters | Values (Existing) | Values (Proposed) congestion free path over the network.

(DSDV) (PSO)

Distance 49.54 40.15

Energy 6.5119e+003 5.2569¢e+3

Consumed (i) Energy based Analysis

Network 1.4845e+005 ms 4.8787e+003 ms 7000 SRSty eSSt AU Riohased

Delay

Table 6.1 comparison of distance covered between Existing Bono

and Proposed work so0o |

The comparative analysis is shown in the form of

graphs given as under oo

Energy
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i) Distance Analysis

Distance Analysis (Existing s, Proposed
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S0

45 | 1000

40
[u]

Existing Froposed

Figl0 : Energy Analysis (Existing Vs. Proposed)

G

30

Distance

As the data is transferred from a congestion free path,
the overall energy consumed while performing the
transmission is reduced as compared to the existing
approach.

Existing Proposed

Fig9 : Distance Analysis (Existing Vs. Proposed)
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(iii) Network Delay Analysis
As the data is transferred from a congestion free path,
the delay for performing the transmission is reduced as
compared to the existing approach.

w10% Delay Analysis (Existing Vs. Proposed

Existing Proposed

Figl1 : Delay Analysis (Existing Vs. Proposed)

7. Conclusion

In this thesis, we have considered the routing
approaches in mobile ad hoc networks from the security
and congestion viewpoint. We have analyzed the threats
against ad hoc routing and presented the requirements
that need to be addressed for secure routing. Existing
secure routing algorithm for mobile ad hoc networks are
not much secure. And importance of Mobile networks
cannot be denied as the world of computing is getting
portable and compact. Unlike wired networks, mobile
networks pose a number of challenges to security
solutions due to their unpredictable topology, wireless
shared medium, heterogeneous resources and stringent
resource constraints etc. The Security research area is
still open as many of the provided solutions are
designed keeping a limited size scenario and limited
kind of attacks and vulnerabilities.

In this present work, we have defined an PSO improved
safe routing approach to transfer data from congestion
free and attack safe path. Generally, the shortest path is
the most favourite area for the attackers to perform the
intrusion, but the presented approach will not cover any
node that is having the higher probability of the attack
or the congestion. As the communication will be
performed over a congestion free path, the energy and
the delay over the network will be reduced. The
presented approach is effective in terms of energy and
the time as well as provide a reliable route over the
network. The obtained results shows that the presented
approach has improve the network reliability and the
energy.

The proposed algorithm intends to provide security. The
Secure Compromising path Algorithm provides a
foundation for governing a secure communication
system for mobile ad hoc networks.
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Future Work

The proposed algorithm presented in this thesis
considers the defend of Man in Middle Attack as well
as provide the safe communication in case of
congested networks. In this work, a preventive
approach is defined to perform the communication
over the safe path. The path safety can be performed
from the attacked nodes as well as from the congested
nodes. The improvement over the work can be
performed in different ways.

e In this present work, PSO is used as the
optimization and safe route generation
algorithm. In future, some other optimization
functions can be used for the path generation
such as, genetics, ABC etc.

e The presented work is the generic model
respective to the attack. In future the work
can be performed respective to the particular
attack type over the network.
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