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Preface

As the world becomes ever more connected, the demand for networking engineers will
only increase. In Networking Fundamentals, we focus on the objectives of Microsoft's MTA:
Networking Fundamentals Exam 98-366. This will not only help you prepare in terms of
sitting the exam, but will also provide you with a basic knowledge of networking to build
upon throughout your networking career.

Who this book is for

This book is intended for those individuals wishing to gain an introductory understanding
of networking or those wishing to undertake the MTA: Networking Fundamentals Exam
98-366.

What this book covers

Chapter 1, Differentiating between Internets, Intranets, and Extranets, provides you with an
understanding of what a network is, before going into the details of internets, intranets, and
extranets, describing each of these in turn. The chapter also introduces a number of basic
security mechanisms, including firewalls and demilitarized zones. It goes on to explain
how to configure internet security zones on a Windows client.

Chapter 2, Understanding Local Area Networks, gives you an overview of what the author
describes as scales of networks, defining the differences between LANs, WANs, PANs,
MANSs, and CAN . In this chapter, we focus on local area networking, and explain the use
of IP addresses, hostnames, and MAC addresses to identify devices on a network.
Following on from this, it describes the key characteristics of wired and wireless networks,
before concluding with a discussion of virtual local area networks (VLANS).

Chapter 3, Understanding Wide Area Networks, introduces the concept of WANSs, and
explains the steps required to set up and configure a broadband connection. It goes on to
discuss the various WAN technologies, including circuit switching, packet switching, frame
relay, and leased lines. It looks at dial-up and takes you through the process of setting this
up. The chapter also focuses on carrier standards, and looks at those in use,

including ISDN, xDSL, SONET, satellite, and cellular.
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Chapter 4, Understanding Wireless Networking, focuses on the ever-developing technology
of wireless, specifically Wi-Fi. The chapter begins by exploring the various IEEE 802.11
standards, discussing the attributes of each, and the CSMA/CA access method. We then
move on to discuss wireless topologies, before concluding the chapter by covering wireless
security methods.

Chapter 5, Network Topologies — Mapping It All Out, looks at various topologies in use in
modern networks, beginning with differentiating between logical and physical topologies.
The chapter then moves on to cover bus, ring, star, mesh, and hybrid topologies, discussing
the attributes of each.

Chapter 6, Switches and Switching — Forwarding Traffic on a Local Network, looks at how data
moves around a local network. It begins by explaining the purpose of switching and how
frame-forwarding decisions are made, before focusing on the use of spanning-tree protocols
to combat broadcast storms. The chapter then covers the characteristics of switches, such as
managed versus unmanaged, connectivity, ports, and VLANSs, and finishes with a
discussion of switch security.

Chapter 7, Routers and Routing — Beyond a Single Network, moves us into the realm of
moving data between networks, and begins by looking at how routing decisions are made,
and discusses static and default routes. The chapter then moves on to provide an overview
of distance vector, link-state, and hybrid protocols. It then explains the steps required to
implement routing on a Windows Server, before concluding the chapter with a discussion
of network address translation and quality of service.

Chapter 8, Media Types — Connecting Everything Together, discusses the various means of
physically connecting networking devices. The chapter looks at the attributes of each cable
type — coaxial, twisted pair, and fiber optic — and a use case of each.

Chapter 9, Understanding the OSI Model, introduces the concept of network models before
focusing on the OSI model. We take each of the seven layers of the OSI model in turn,
discussing the functionality of each, and, where applicable, discuss the use of ports and
highlight common protocols for the layers.

Chapter 10, Understanding TCP/IP, looks at the second of the two common network
models. It provides a comparison between this and the OSI model, and explains the
functionality of each layer.

[2]
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Chapter 11, Understanding IPv4, discusses the most common of the addressing schemes in
use today. The chapter begins by providing an overview of IPv4, in particular, the structure
of an IPv4 address. It then moves on to discuss the five classes of IPv4 available, including,
where appropriate, providing a distinction between public and private address ranges.
Following on from this, subnet masks and their purposes are covered, before moving on to
classless inter-domain routing. Finally, the chapter explains the steps in assigning IPv4
addresses to hosts.

Chapter 12, Understanding IPv6, introduces you to the successor to IPv4, namely, IPv6. An
overview of IPv6 is provided, including the syntax of an IPv6 address, and the rules for
representing an IPv6 address in a shortened format. The chapter then moves on to discuss
the various address types and prefixes, and how IPv6 addresses are assigned. The chapter
concludes by covering methods of interoperability between IPv4 and IPv6.

Chapter 13, Understanding Name Resolution, discusses the purpose of name resolution in
modern networks. We cover the most prevalent method, Domain Name Service (DNS),
explaining the use of fully qualified domain names, and how they link to DNS records to
provide resolution. The chapter then explains how host files are used to provide a localized
static name resolution methodology, before looking at the relative legacy name resolution
provided by Windows Internet Name Service (WINS).

Chapter 14, Network Services, rounds up a number of common network services. The
chapter begins by disusing Dynamic Host Configuration Protocol (DHCP), including how
it operates, and explains the steps to setting this up on a server. We then move on to
covering firewalls, providing differentiation between how each type of firewall operates.
Next, an overview of proxy servers is provided, before we move on to remote desktop
services and explain the steps for connecting to such a service. The chapter then explains
the difference between active and passive file transfer protocols. Following this, the chapter
covers file servers, and introduces the concepts of share and NTFS permissions. The chapter
concludes by discussing print servers and domain controllers.

Chapter 15, Mock Exam 1, provides you with an opportunity to test the knowledge that you
have acquired throughout this book by means of a 40-question mock exam.

Chapter 16, Mock Exam 2, provides a second mock exam of 40 questions to test your
knowledge even further.

[3]

NEWOUTLOOK. | T


https://newoutlook.it

Preface

To get the most out of this book

You should have a basic understanding of how to navigate round a Windows operating
system, including how you navigate to the control panel of your particular system, and also
how to open Command Prompt.

While the majority of the activities in this book can be carried out on your standard
operating system, it is recommended that you install a version of your operating system on
a virtual machine. This will ensure that any changes you may make do not impact your
normal system.

Some examples utilize a Windows Server operating system. If you would like to attempt
those examples yourself, you can do so by downloading an evaluation copy of the
operating system from Microsoft's Evaluation Center: https://www.microsoft.com/en-gb/

evalcenter/.

Undertake all of the end-of-chapter quizzes, and address any wrong answers before
moving on to the next chapter. It is important that you know why something is the answer,
rather than just knowing that it is the answer.

Read chapter 11, Understanding IPv4, and then re-read it. This is arguably the one topic
everyone struggles with. Make sure you understand it before moving on.

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it here: https://static.packt-cdn.com/downloads/
9781838643508_ColorImages.pdf.

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLSs, user input, and Twitter handles. Here is an
example: "In Command Prompt, type hostname and press the Enter key."

Bold: Indicates a new term, an important word, or words that you see on screen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"Select Properties from the context menu."

[4]
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Warnings or important notes appear like this.

Tips and tricks appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book
title in the subject of your message and email us at customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packtpub.com/support/errata, selecting your book,
clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packt .com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in,
and you are interested in either writing or contributing to a book, please visit
authors.packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt . com.
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Section 1: Network
Infrastructure

In this section, you will be able to describe the difference between internets, intranets, and
extranets, and identify the characteristics and technologies in use in local and wide area
networks. You will also gain an understanding of the various wireless technologies
available to us. Finally, you will learn about the common network topologies and the
benefits and disadvantages of each.

This section comprises the following chapters:

Chapter
Chapter
Chapter
Chapter
Chapter

1, Differentiating between Internets, Intranets, and Extranets
2, Understanding Local Area Networks

3, Understanding Wide Area Networks

4, Understanding Wireless Networking

5, Network Topologies - Mapping It All Out
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Differentiating between
Internets, Intranets, and
Extranets

As technology moves more and more toward providing us with a completely
interconnected world, there is an ever-increasing demand for IT professionals who are
skilled in networking to plan, implement, and maintain these networks. The world of
networking is vast and ever-evolving, meaning that IT professionals need to keep their skill
set up to date. By understanding the fundamentals of networking, you will be forming a
solid foundation that you can build your skills upon and will be in a better position to
support your infrastructure.

This chapter focuses on identifying the key characteristics of internets, intranets, and
extranets, allowing you to differentiate between each of them. It will also serve as an
introduction to security mechanisms such as Virtual Private Networks (VPN), security
zones, and firewalls.

The following topics will be covered in this chapter:

¢ Understanding a network
e Introduction to basic security features
e Microsoft security zones

Technical requirements

To complete the exercises in this chapter, you will need a PC or virtual machine running
Windows 7 or above (preferably Windows 10) with a working network connection.
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Differentiating between Internets, Intranets, and Extranets Chapter 1

Understanding a network

Before we dive into this subject in detail, I think it is important to actually define what
actually constitutes a network. Network is one of those terms that is used often but when
you ask someone to describe it, they can't without being vague.

For the purpose of this book, I will define a network as a set of two or more endpoint
devices that communicate with each other through a shared medium. You will notice that I
refer to endpoint devices and avoid the use of the terms computer and servers. While it would
not truly be incorrect to describe them as such, these terms tend to narrow down an
individual's train of thought. We'll look at this in the following activity.

Activity 1: Make a list of all the devices you can think of that are
networked in some way.

I would envisage that your list included at least PCs, servers, and laptops. At one point in
time, this would have been a fairly accurate summarization, but nowadays, we need to
move away from what I would dub as traditional computers and realize that the ability to
connect to a network is ubiquitous in so many devices. Here's my list:

e Phones

¢ Mobile/cell phones
¢ Games consoles
e Smart TVs

o Fridges

¢ Heating systems
e Speakers

e Headphones

e Cars

o CCTV

e Toys

The list goes on in this age of the Internet of Things (IoT), where it seems that anything
and everything will be given the opportunity to connect to a network in some way.

[8]
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What do all these devices have in common? They all possess at least one network interface
card (NIC), they are running a network operating system (NOS), and have been coded in a
way that takes advantage of one or more of the networking protocols that are available. We
have liberated the term protocol from politics, where it means a strict code of etiquette and
precedence, for utilization in computing. In computing, it refers to a set of rules or
standards that have to be adhered to. Some of the most common networking protocols will
be discussed throughout this book.

Another definition of a network is that it's a shared medium, and I have found that this term
often confuses people, so I feel it is worth clarifying it early on. When referring to a network
medium or to network media, we are talking about the channel that the data is being
transferred across. This could be a cable or through airwaves in the case of wireless
networks. It should be noted that the use of the terms medium and media in computing are
not restricted to networking, and you will also hear them being used in reference to storage
and hard drives, floppy disks, CDs, DVDs, Blu-rays, and USB flash drives. Network cables
and wireless standards will be discussed in chapter 7, Routers and Routing — Beyond a Single
Network, and chapter 4, Understanding Wireless Networking, respectively.

We need to have some means of identifying devices on a network. To achieve this, we can
use hostnames, IP addresses, and MAC addresses. None of these are mutually exclusive,
and most networks will utilize all three. We will discuss these in more detail later in this
book. Next, we will try to understand what an internet is all about.

Understanding internet

Although they're often used synonymously, there is a subtle difference between an internet
and the Internet. When spelled with a lowercase i, internet is derived from inter-network
and refers to the connectivity between different networks. When capitalized, the Internet
refers to the services that are publicly available outside of our own networks and the
supporting infrastructure.

Let me clarify this with two examples. Company A's infrastructure connecting directly to
company B's infrastructure would be classed as an inter-network. In this instance, the
connections are not publicly available. However, when you connect to a web page such as
Facebook or Hotmail, or to a File Transfer Protocol (FTP) server, this is classed as the
Internet as they are publicly available.

[9]
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We have also come to treat the Internet and the World Wide Web (WWW) as the same
entity, whereas this is not the case. As we mentioned previously, the Internet refers to
services and infrastructure. In contrast, the WWW is only a portion of the services that the
Internet provides, albeit a large portion, and refers to servers that provide websites to end
users.

For the purposes of this book, unless specifically mentioned, I will use the terms internet,
Internet, and WWW interchangeably.

Understanding intranets

The prefix intra- means on the inside. From that, we can deduce that an intranet relates to
network communication within our network. Any services that are provided within an
intranet are restricted to your network. Access to these services will be controlled through
user/device authentication to ensure that they remain private and inaccessible from the
Internet.

You will find that some organizations host internal web pages, such as the collaborative
tool SharePoint from Microsoft, or a Human Resources self-service portal, to name just two.
It is often the case that these are also referred to as the company intranet.

Exam tip: If you can remember that intra- means inside, then an internet
must be outside your network.

Understanding the extranets

As more and more organizations rely on network connectivity, it makes sense to utilize this
technology to make business more efficient. How can we do that? By allowing access to our
intranet to organizations other than our own. This raises obvious security concerns.
Therefore, access is only permitted to trusted (or authorized) organizations such as our
business partners or our larger customers. Furthermore, this access is limited only to the
resources that they need for their normal interaction with us.

[10]
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Let's assume that company A sells specialist circuit boards; company B uses these circuit
boards as key components for a product they sell. Before company B takes any orders for
their product, they need to ensure company A has the circuit boards in stock. They could
call company A over the phone, but this means they may have to call multiple times a day.
Wouldn't it be easier to allow them to check stock availability themselves and then place an
order? You can facilitate this by creating an extranet.

Exam tip: Do not confuse an extranet with a demilitarized zone (DMZ),
otherwise known as a perimeter network, which we will discuss shortly.
For an extranet, the words to look for are trusted or authorized.

The following diagram is a visual representation of how these three areas fit together:

internet

Figure 1.1: The internet, intranet, and extranet

Now that we have understood what internets, intranets, and extranets are, we will now
look into the basic security features of a network.

[11]
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Introduction to basic security features

With all of this interconnectivity, it is important that we protect our networks and the data
held within them. At this stage, I would like to introduce you to some of the following basic
security technologies that we can utilize to protect our networks:

e Firewalls
e DMZ
e VPN

Firewalls

Firewalls are arguably one of the best methods of protecting your computer, yet very few
people understand them. I would suggest the reason for this is because Microsoft does a
pretty good job of implementing firewalls within their Windows operating systems (OSes).
Windows Firewall has been part of the OS since its introduction in Windows XP Service
Pack 2, and over time, its functionality has increased.

As abasic description, a firewall is designed to either allow or deny network traffic based
upon a set of defined criteria. These criteria could be a predefined set of default rules or
could be user-created, or even a combination of the two. These rules are often referred to as
access control entries (ACEs), and a group of them form an access control list (ACL).
These criteria could then be applied to outbound (or egress) traffic or inbound (or ingress)
traffic. Understanding that a rule can be applied in each direction is important to know. For
example, you may be troubleshooting a connectivity problem between two devices, so you
would use the commonly used ICMP tool known as ping since ICMP can be used for
malicious purposes and Windows Firewall blocks it by default.

You are aware of this and enable an outbound rule to allow the traffic out, but you get no
responses back. This is very likely due to an inbound rule preventing ICMP traffic back into
your PC. In the following screenshot, we can see the results of two attempts to ping the IP
address 8. 8. 8.8, which belongs to Google's public DNS server, and is commonly used by
IT support staff to test connectivity to the Internet. We can see that the ping command at
the beginning of the screenshot is successful. Before running the command a second time, I
enabled an outbound firewall rule that blocks ICMP traffic. As you can see, the second
command does not elicit the same results as the first one:

[12]
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C:\Users\User>ping ¢

Pingi

oo oo
= |

Pinging

General .
General failure.
General failure.
General failure.

Ping statistics for 8.8

= 4 (180% loss),

Figure 1.2: Ping results

A number of firewalls read through their rules in a sequential manner. They read the rules
in order until they find one that matches, and then apply that rule and doesn't carry out any
further processing. So, what problems could arise from this? Let's look at the following
pseudo-firewall rules:

1. Block all inbound traffic from an IP address between 10.0.0.1and 10.0.0.10.
2. Allow all inbound traffic from IP address 10.0.0.5.

The firewall would look for a match for rule 1 first, and if no match was found, it would
then move on to check rule 2. If a match was found against rule 1, then it would block the
traffic, and not even look at rule 2. That's all well and good, but what happens to any
inbound traffic from 10.0.0.5? Despite that address explicitly being allowed at rule 2, it
matches the criteria at rule 1, so it would be blocked. A better way of doing this would be to
reverse the order of the rules:

1. Allow all inbound traffic from IP address 10.0.0. 5.
2. Block all inbound traffic from an IP address between 10.0.0.1 and 10.0.0.10.
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By reversing the rules, any inbound traffic from 10.0.0.5 would be received by the
firewall and compared against rule 1. In this case, rule 1 is a match. The traffic is allowed
and rule 2 never gets checked.

Windows Firewall is an example of a host-based firewall. A host-based firewall is one that
is either built into the OS or installed on the device. The limitation of this is that you need to
configure the firewall on each device and it only protects that device. One saving grace if
you are in a domain environment is that you can deploy these settings to each machine
using a group policy object. A network-based firewall, on the other hand, provides
protection to all of your networks and monitors traffic going in and out of the network.
This may be through a dedicated hardware device or as a feature on another network
device, such as a router. In an organization, you may find network-based firewalls are in
operation between your own networks, and not just between your internal network and the
outside world.

Reading the preceding content, you may be thinking that a network-based firewall is the
better of the two as it protects the entire network. However, look at the following diagram
and pay particular attention to the placement of the firewall. It's only inspecting traffic that
transits through it. But what would happen if Computer A was compromised? If we only
had a network-based firewall in place, there is nothing preventing Computer A from
attacking Computer B:

— >

Computer A I |
' \4 ‘1‘k‘ |
» e m—
=== -
A l
1T TN
Network Based Internet
Firewall

—>

Computer B

Figure 1.3: Network-based firewall
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So, is a host-based firewall better? It would certainly prevent the preceding issue where
Computer A attacks Computer B, but it leaves your network susceptible to an attack from
outside. You may be thinking, that’s OK, because the host-based firewalls would protect the
systems. That may be correct for some systems, but not all network devices have the
capability to have a host-based firewall. A lot of IoT devices are prime examples of this.
Because of this, it is recommended that any network you run has both host-based and
network-based firewalls to provide what is known as defense in depth.

Careful consideration needs to take place in respect of positioning the network-based
firewalls to ensure there are no gaps, and to allow you to plan your rules out adequately.

We will cover the various different types of firewalls in more detail later in chapter 14,
Network Services, but for now, I would like to look at the built-in Windows Firewall.

Windows Defender Firewall is accessible via Control Panel | System and Security |
Windows Defender Firewall. We can see how my firewalls have been configured in the
following screenshot:

& Windows Defender Firewall —

“ v 4 ﬂ » Control Panel » Systemn and Security » Windows Defender Firewall v Search Control Panel »

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall . )
l o Private networks Not connected ()
Q Change notification settings
G Tum Windows Defender Networks at home or work where you know and trust the people and devices on the network

Firewall on or off

&) Restore defaults
Q Advanced settings Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Windows Defender Firewall state: On

Troubleshoot my network

Active private networks: None

Notification state: Notify me when Windows Defender Firewall blocks a
new app

. v Guest or public networks Connected ()

Networks in public places such as airports or coffee shops

Windows Defender Firewall state: On

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: 7 VodafoneConnect02480963
See also I - - .

Notification state: Notify me when Windows Defender Firewall blocks a
Security and Maintenance new app

Metwork and Sharing Center

Figure 1.4: Windows Defender Firewall settings
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Notice that it details the configuration for private networks and public networks. When you
connect to a new network, you are prompted to specify what sort of network location you
are connecting to. Home or work networks are classed as private networks; Wi-Fi hotspots
in bars, libraries, coffee shops, and so on would be classed as guest or public networks.
When you select one of these options, a set of preconfigured firewall rules are applied to
that connection. A connection type that is not displayed in the preceding screenshot is
domain. This option is only available if the device is connected to a domain. Notice that
these are read-only settings. To change them, we need to click on Turn Windows Defender
Firewall on or off on the left-hand side of the page. This will take us to the following
screen:

@ Customize Settings -

« v 4 ‘ » Control Panel » System and Security » Windows Defender Firewall » Customize Settings v & Search Control Panel y-l

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use,
Private network settings
o (® Turn on Windows Defender Firewall
[]Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

@ (O Turn off Windows Defender Firewall (not recommended)
Public network settings
e (® Turn on Windows Defender Firewall

[]Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Defender Firewall blocks a new app

6 (O Turn off Windows Defender Firewall (not recommended)

Cancel

Figure 1.5: Basic Windows Defender Firewall settings

As you can see, if the firewall is turned on, we have two further options we can configure:
Block all incoming connections, including those in the list of allowed apps and Notify
me when Windows Defender Firewall blocks a new app. The latter option is useful if you
don't know what applications are trying to use your network connection since you can
allow or deny on a case-by-case basis.
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The preceding screenshots just show basic configuration. We can go into the Advanced
settings by clicking on that option on the left-hand side of the Windows Defender Firewall
pop-up screen. This will open a new window, as shown in the following screenshot:

B Windows Defender Firewall with Advanced Security — [m] x
File Action View Help

&= | F =

AL St Da e ) Windows Defender Firewall with Advanced Security on Local Computer Actions

3 Inbound Rules # | Windows Defender Firewall with Advan.. &
Outbound Rules

3‘!._. Connection Security Rules
B, Monitoring &3] Export Policy...
Overview Restore Default Policy
Domain Profile

‘.@' Windows Defender Firewall is on.

ﬁ Windows Defender Firewall with Advanced Security provides network security for Windows computers. & Import Policy.
=

Diagnose / Repair

View »
Q Inbound connections that do not match a rule are blocked
- |G Refresh
'@' Qutbound connections that do not match a rule are allowed.
D Properties
Private Profile
Help

@' Windows Defender Firewall is on.

O Inbound connections that do not match a rule are blocked
'@' Outbound connections that do not match a rule are allowed
Public Profile is Active

‘.@' Windows Defender Firewall is on.

Q Inbound connections that do not match a rule are blocked
-Q- Qutbound connections that do not match a nule are allowed.

El Windows Defender Firewall Properties

Getting Started

Authenti o b

p s

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).

EJ Cannection Securty Rules

View and create firewall rules

Figure 1.6: Windows Defender Firewall advanced settings
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The initial screen provides you with an overview of the firewall and, on the right-hand
side, allows you to import and export firewall policies. Clicking on Inbound Rules takes

you to a list of current inbound rules, as shown in the following screenshot:

0 Windows Defender Firewall with Advanced Security — X
File Action View Help
| HE =]
2 indeus b v et
&3 Inbound Rules % Inbound Rul .
Outbound Rules ame Group Profile Enabled Acti ...n ound Rules
M Connection Security Rules 9 5KPlayer Private  Ves Alle @3 NewRule...
I.é‘ Manitaring ®5KPIayer Public Yes Bloc T Filter by Profile »
8 5KPlayer Private  Yes Alle
() 5KPlayer Public Yes Bloc Y Filter by State 4
@ File Transfer Program Public  Yes Allo 7 Filter by Group 4
& File Transfer Program Public Yes Alle View »
& Firefox (C:\Program Files\Mozilla Firefox) Private Yes Allo & Refresh
9 Firefox (C:\Program Files\Morilla Firefox) Private  Ves Allo =
% Samsung DeX Public  Yes Allo || = Exportlist..
0 Samsung Dex Public Yes Allo Help
V] pTorrent (TCP-In) All Yes Allo
V] pTarrent (UDP-In) All Yes Allo
/] @{Microsoft.Windows.ShellExperienceH... @{Microsoft Windows.Shell.. Domai.. Yes Allo
& @FirewallAP1.dI|,-80201 @FirewallAP|.dIl,-80200 All Yes Alle
@ @FirewallAPL.dIl,-80206 @FirewallAP|.dIl,-80200 All Yes Alle
@ Alloyn Router (TCP-In) Alloyn Router Domai.. Yes Alle
(/] Allloyn Router (UDP-In) Allloyn Router Domai.. Yes Allo
@ App Installer App Installer Domai.. Yes Alle
BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr...  All Mo Allo
BranchCache Hosted Cache Server (HTTP... BranchCache - Hosted Cach... All Mo Allo
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove.. All Mo Allo
@ Cast to Device functionality (qWave-TCP... Cast to Device functionality Private... Yes Alle
@ Cast to Device functionality (qWave-UDP... Cast to Device functionality Private... Yes Alle
& Cast to Device 55DP Discovery (UDP-In) Cast to Device functionality Public Yes Allo
& Cast to Device streaming server (HTTP-St... Cast to Device functionality Public Yes Allo
& Cast to Device streaming server (HTTP-5t... Cast to Device functionality Domain  Yes Allo
@ Cast to Device streaming server (HTTP-St...  Cast to Device functionality Private  Yes Alle
@ Cast to Device streaming server (RTCP-Str... Cast to Device functionality Private  Yes Alle
v
< 3|« >

Figure 1.7: Inbound Rules
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Likewise, clicking on Outbound Rules provides you with a list of current outbound rules,

as shown in the following screenshot:

File

| F

Action  View Help

= HE

ﬂ Windows Defender Firewall wit
B3 Inbound Rules
Outbound Rules
5‘!._. Connection Security Rules
w lé, Monitoring

B Firewall
éi_.. Connection Security Rul
% Security Associations

‘ Windows Defender Firewall with Advanced Security

Outbound Rules

Name

0 @{Microsoft.Windows.ShellExperienceH...
& @FirewallAPL.dII, 80204
0 3D Viewer
/] Alloyn Router (TCP-Out)
9 Alloyn Router (UDP-0ut)
@ Lpp Installer
BranchCache Content Retrieval (HTTP-O...
BranchCache Hosted Cache Client (HTTP...
BranchCache Hosted Cache Server(HTTP...
BranchCache Peer Discovery (WSD-Out)
0 Captive Portal Flow
@ Cast to Device functionality (qWave-TCP...
0 Cast to Device functionality (qWave-UDP..,
@ Cast to Device streaming server (RTP-Stre..,
U Cast to Device streaming server (RTP-Stre...
@ Cast to Device streaming server (RTP-5Stre..,
@ Connect
@ Connected Devices Platform - Wi-Fi Dire...
@ Connected Devices Platform (TCP-Out)
@ Connected Devices Platforr (UDP-Out)
@ Core Networking - DNS (UDP-Out)
@ Core Networking - Dynamic Host Config...
0 Core Networking - Dynamic Host Config...
@ Core Networking - Group Policy (LSASS-...
0 Core Networking - Group Policy (NP-Out)
@ Core Networking - Group Policy (TCP-Out)
0 Core Networking - Internet Group Mana...
8 Core Networking - [IPHTTPS (TCP-Out)

<

-

Group

@{Microsoft.Windows.Shell...

@FirewallAPLdIl,-20200
3D Viewer

Alloyn Router

Alloyn Router

App Installer

BranchCache - Content Retr...
BranchCache - Hosted Cach...
BranchCache - Hosted Cach...
BranchCache - Peer Discove...

Captive Portal Flow

Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Connect

Connected Devices Platform
Connected Devices Platform
Connected Devices Platform
Core Networking

Core Metworking

Core Metworking

Core Metworking

Core Metworking

Core Networking

Core Networking

Core Metworking

Profile
All

All

All
Domai...
Domai...
All

All

All

All

All

All

Private...
Private...

Domain
Private
Public
All
Public
Domai...
Domai...
All

All

All
Domain
Domain
Domain
All

All

Enabled

Acti *
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle
Alle

>

Actions

Outbound Rules
Mew Rule...
Filter by Profile
Filter by State

4B

Filter by Group
View

Refresh

Export List...

B0k

Help

- v v -

Figure 1.8: Outbound Rules
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By double-clicking on an existing rule, you can see the properties of that rule and edit the

configuration accordingly:

Protocols and Ports Scope Advanced
General Programs and Services

be modified.

General

@{Microsoft. Windows.5hellExperienceHost_10.0.18362.1_neutral_neutral...

Local Principals

Remote Computers

@ This is a predefined rule and some of its properties cannot

% Name:
| Windows perienceHost /resources/PlgDi

Description:

neutral neutral cw5n Th2boewy Pms-

@ Py
{Microsoft. Windows . ShellExperienceHost_10.0.18362.1_
v

Enabled

Action
<5 (@ Allow the connection

o )
L (O Allow the connection f it is secure

(") Block the connection

Cancel

Apply

pd

Figure 1.9: Rule properties
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A new rule can be created by selecting the appropriate direction, that is, inbound or
outbound, and then clicking on New Rule... on the right-hand side. As shown in the
following screenshot, I have chosen an outbound rule:

@& Mew Outbound Rule Wizard >

Rule Type
Select the type of firewall rule to create.

Steps:

& FRule Type What type of rule would you like to create 7

@ Program

@ Action {® Program

@ Profile Rule that controls connections for a program.
@ Name ) Port

Rule that controls connections for a TCP ar UDP port.
) Predefined:
@Firewall AP1 dll -80200
Rule that controls connections for a Windows experience.

() Custom
Custom rule.

Back Next = Cancel

Figure 1.10: Creating a new rule
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Note that we can create program, port, predefined, and custom rules. Look at the steps on
the left-hand side. The Program and Port options have five steps. Predefined only has two
steps since the action is predefined. Choosing Custom, however, gives us seven steps, as
shown in the following screenshot:

ﬂ Mew Cutbound Rule Wizard >

Rule Type
Select the type of firewall rule to create.

Steps:

& Rule Type What type of rule would you like to create ?

& Program

@ Protocol and Ports () Program

@ Scope Rule that controls connections for a program.

@ Action ) Port

@ Profils Rule that controls connections for a TCP or UDP port.
@ MName ) Predefined:

@Firewall AP dll.-20200

Rule that controls connections for a Windows experience.

(®) Custom
Custom rule.

Back Next = Cancel

Figure 1.11: Custom rules
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Going through each of the rule types and configuring each would drastically increase the
length of this book; however, I would like to just highlight one of the steps of the custom

rule, namely Protocols and Ports:

ﬁ Mew Cutbound Rule Wizard

Protocol and Ports

Specify the protocols and ports to which this nule applies.

Steps:

& Rule Type To which ports and protocols does this rule apply?

@ Program

# Protocol and Ports Protocal type: TCP e
@ Scope Protocol number: 6>

@ Action

@ Profile Local paort: Specific Ports W
@ Name

Remote paort: All Ports

Intemet Control Message Protocol
(ICMP) settings:

Example: 80, 443, 5000-5010

Example: 80, 443, 5000-5010

< Back

Mext =

Cancel

Figure 1.12: Protocols and Ports
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On this particular screen, we are only able to define local and remote ports if our chosen
protocol is either TCP or UDP. All the others will use the specific port for the protocol that's
been selected.

Another rule type you can configure is Connection Security Rules, which allow or deny
traffic based on what security mechanism is in place on the connection. The following
screenshot shows some of the options that are available when you configure a rule here:

ﬁ MNew Connection Security Rule Wizard d

Rule Type

Select the type of connection security rule to create.

Steps:

& Rule Type What type of connection security rule would you like to create?

@ Requirements

@ Authentication Method @ Isolation

s Profile Restrict connections based on authentication criteria, such as domain membership or
: health status.

& MName

() Authentication exemption
Do not authenticate connections from the specified computers.

() Serverto-server
Authenticate connection between the specified computers.

O Tunnel
Authenticate connections between two computers.

() Custom

Custom rule.

MNote: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a connection, create an inbound or outbound rule.

Back Mext = Cancel

Figure 1.13: Connection Security Rule
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One final area I would like to mention is firewall logging. As network engineers, we may be
required to troubleshoot network connectivity where firewalls are involved. Therefore, it is
important to know where the firewall logs are stored. On Windows devices, this is located
at $systemroot%$\system32\LogFiles\Firewall\pfirewall.logq.

We need to enable logging in the properties of Windows Firewall with advanced security,
as shown in the following screenshot:

Customize Legging Settings for the Domain Profile b
Mame: | stem 32 LogFiles'\Firewal pfirewall log Browse...
Size limit (KEB): 4086 =
Log dropped packets: Yes e
Log successful connections: Yes o

Mote: f you are configuring the log file name on Group Palicy object, ensure
that the Windaws Defender Firewall service account has write pemissions to
the folder containing the log file.

Default path for the log file is
“Laystemroot % aystem 32N ogfiles firewal pfirewall log.

Cancel

Figure 1.14: Firewall logging settings

Whenever you configure a new firewall rule, it is imperative to test that rule has been
applied correctly. Is it allowing/denying the traffic we want it to? Is it allowing/denying
traffic that we don't want it to? A scenario I have come across a number of times is when an
engineer only tests to see if the firewall is allowing/denying the traffic it is intended to,
without testing if it has affected anything else.
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DMZ

A DMZ, or a perimeter network, is a means of allowing the public to access certain network
services while still maintaining the security of your internal devices. At this point, you may
be thinking, that’s what an extranet does. Yes, there are some similarities between them, but,
remember, an extranet provides access to those services to trusted organizations, whereas a
DMZ allows access to the public. No trust or authorization is required.

Obviously, making anything accessible to the public brings with it inherent security risks,
so it is important that only services that are deemed as public-facing and necessary are
placed there and that suitable security mechanisms are put in place as added protection.
Common services that would be placed in the DMZ include a web server and a Domain
Name System (DNS) server.

The following diagrams show examples of firewall placement when implementing a DMZ.
In the following diagram, we can see that the DMZ has been implemented using two
firewalls. In this instance, Firewall A would have rules that would allow traffic requesting
web traffic, and Firewall B would have rules that block inbound requests for web traffic.
Some organizations will purchase firewalls from two different manufacturers. If an
organization used the same firewall throughout its infrastructure, and that firewall had a
vulnerability, then the vulnerability would likely be reproduced across the network.
However, if firewalls from different manufacturers were used, then a vulnerability in one
model would be unlikely to be replicated across the network:

o C e

Intranet Internet
Firewall B Firewall A

Figure 1.15: Using two firewalls

A more common implementation of firewalls is the three-homed firewall shown in the
following diagram:
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DMz

[ [
[ ¥ I

Intranet ) Internet
Firewall

Figure 1.16: Three-homed firewall

This implementation is sometimes also referred to as triple-homed or a screened subnet.
Each home on the firewall refers to a different network: the external network, the DMZ, and
the internal network. Although a single firewall is being utilized, each port can have
different rules assigned to it. For example, port 2 can allow inbound web request traffic and
port 3 can block this traffic. While it obviously saves the cost of only requiring one firewall,
it increases the risk. If that one firewall is breached, then both the DMZ and the internal
network could be compromised.

VPNs

Recently, more people have become aware of the existence of VPNs and have begun to use
them in their personal lives. There are a number of legitimate reasons for people to do this,
such as protecting their privacy when using an open network, and a number of illegitimate
reasons, such as circumventing regional locks on streamed media. In this book, I will focus
on the use of VPNs in a business environment.

A virtual private network can be defined as a means of transmitting private data securely
from one network across an unsecured network to a third network. Generally speaking, the
unsecured network we are referring to is the Internet, which, due to the nature of its design,
has a number of potential security risks. However, this is not always going to be the case. I
worked for one organization that required the use of VPNs within their own infrastructure.
In this case, the network being transmitted was not insecure — we just needed to ensure any
data that was transmitted across it was not visible to other users, even though they were
from the same company. We often refer to the use of VPNs as using a VPN tunnel.
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You may be wondering why companies would need to use a VPN, and that is a good
question. First, let's look at a very common reason for doing so, and that is when an
organization is located on multiple sites. In the following diagram, we can see a site-to-site
VPN, where the organization has two sites: a head office and a branch site (sometimes
referred to as satellite sites). In this case, the organization wants to ensure that all the traffic
between the sites is protected, so they utilize VPN to facilitate this. All the traffic from the
branch offices passes through a device known as a VPN concentrator. The VPN
concentrator at each site will directly connect to the VPN concentrator at the head office.
The transmission of data across the VPN is transparent to most users, that is, they are
unaware that this takes place:

/ Head Office \ / Branch Office \
[——)

[=—=)
v

VPN ( VPN
Concentrator VENMunnel O - Concentrator

\\ j [
]
- et = -
[=—=) E

[—)

_/ \_ /

i

Figure 1.17: Site-to-site VPN connectivity

Another common form of implementation is through the installation of a VPN client on
each device, also known as a remote access VPN. When a user wants to connect to the head
office, they need to open up the VPN client application on their device and then
authenticate via the application before they can gain access to the head office network. This
implementation is usually reserved for telecommuters or mobile users, such as sales staff or
field engineers, or home-based users, since the administrative overhead becomes too great.

On the user's end, they have to deploy and configure the application on each device and
run the application. You also have to rely on the user remembering their VPN credentials,
which may not be the same as their domain credentials. Users who are connecting remotely
will be required to authenticate against some form of remote authentication server before
access is granted. The following screenshot shows how this may be implemented:
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Figure 1.18: Device-based VPN

A VPN may also be used with an extranet to provide limited secure communication to our
infrastructure for our trusted partners. In all the preceding implementations, the user's
device will appear as if it is on the head office network.

VPN tunnels provide data security through the use of encryption and authentication. The
methods that are used vary, depending on the tunneling protocol that's used. Microsoft has
used the following three different VPN protocols in recent years:

¢ Point to Point Tunneling Protocol (PPTP)
¢ Point to Point Protocol (PPP)
¢ Secure Socket Tunneling Protocol (SSTP)

The now obsolete PPTP was designed to transmit PPP traffic through a VPN. In this case,
PPTP creates a communication channel to the recipient, and that channel would then be
used to create a Generic Routing Encapsulation (GRE) tunnel for the data to be
transmitted across. Encryption was provided by Microsoft Point-to-Point Encryption
(MPEE), and authentication was by Password Authentication Protocol (PAP), Challenge
Handshake Authentication Protocol (CHAP), or Microsoft's version, MS-CHAP.

Exam tip: It is very easy to confuse the acronyms PPTP and PPP.
Remember that the T stands for Tunneling.
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SSTP was implemented in Windows Vista. Like PPTP, SSTP was designed to securely
transmit PPP traffic. However, SSTP uses Secure Socket Layer/Transport Layer Security
(SSL/TLS) to provide encryption. It also utilizes the same network port as HTTPS traffic,
that is, port 443. Since this port is usually open on firewalls for secure web browsing, this
means that network administrators didn't need to open another port to allow the traffic
through. Authentication of SSTP traffic was provided by MS-CHAP and Extensible
Authentication Protocol-TLS (EAP-TLS).

Windows 7 saw the introduction of the Layer 2 Tunneling Protocol (L2TP). While L2TP
provided the tunnel, it did not provide any form of encryption, so it was usually deployed
alongside Internet Protocol Security (IPSec), which does. Authentication is conducted
using the Internet Key Exchange (IKE).

To try and overcome the issues with users forgetting to start their VPN connections,
Microsoft released support for DirectAccess in Windows 7. When a user started up their
device, the DirectAccess service running on it would check to see if it was on the same
network as the DirectAccess server. If it discovered it was on the same network, then it
knew not to use DirectAccess as a form of VPN. However, if it was not on the same
network as the DirectAccess server, then the device would use the DirectAccess service to
make a connection to your organization's DirectAccess server. Again, this was transparent
to the user. The additional benefit of using DirectAccess was that administrators could
manage those remote devices as if they were on the local network.

With the release of Windows 10, Microsoft provided users with a service called Always On
VPN, which was designed to replace DirectAccess. Always On VPN could be configured to
create a device tunnel that would connect through the VPN once the device had booted up,
or could be configured to use a user tunnel that connects once a user logs in. These two
options are not mutually exclusive and both can be implemented at the same time.
However, to utilize a device tunnel, you have to use either an Enterprise edition of
Windows 10 or an Education edition.

With this, we have finished looking at the basic security features of a network. Now, we
will move on to study Microsoft Security Zones.

Microsoft security zones

Despite its name, the Internet Options settings within the Windows OS also applies to the
intranet. These options are accessible through the control panels of all the recent versions of
Windows:
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‘& Metwork and Internet = O
<« v A @ » Control Panel » Metwork and Internet » v Search Control Panel yel
Control Panel H i p ;
ontrel Fansl Home A Network and Sharing Center:
5 . - View network status and tasks | Connectto a network | View network computers and devices
wstem and Security
s Network and Internet . Internet Options
j ~ —

Hardware and Seund ¥—=| Changeyour homepage | Manage browser add-ons | Delete browsing history and cookies

Programs C ":"h Infrared

=~ Send or receive a file
User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access

Figure 1.19: Internet Options in Windows 10

Alternatively, we can access them through the settings of the Internet Explorer browser, as
shown in the following screenshot. Oddly, its successor, Microsoft Edge, doesn't have the
same functionality. Regardless of the version of Windows being used, the options we will
discuss are the same:

()~ (2] abourTabs - [ ] x| (18 8ing R
e Favorites | 5/ B Suggested Sites + &) Web Slice Gallery +
|@NEwTab |—‘ B~ v [ dh v Page~ Safﬁy'mg'
[@ Diagnose Connection Problems...
5 Reopen Last Browsing Session
[ Pop-up Blocker »
Manage Add-ons
Reopen closed tabs ~ Browse with InPrivate
View tabs that you've closed since starting Internet Explorer. Browse the web without storing data about your browsing Q Work Offline
_ ‘ session. I Compatibility View
G Google
2 Compatibility View Settings
QOpen an InPrivate Browsing window
Reopen Last Browsing Session Full Screen F11
Toolbars L3
Use an Accelerator e v
Open a web service with text that you've copied from a webpage.
<> Devel Tool F12
Show copied text EIEEpETIEES
&3 Blog with Windows Live Slpp=ie is
ﬁ Map with Bing e
7 Internet Options
Bl Search with Bing 5

Figure 1.20: Internet Options via Internet Explorer

Exam tip: Be familiar with both methods of accessing these options. Any
questions around this topic may have either or both in the answer set.
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The Internet Options settings allow you to configure security levels separately for each of
the four zones: Internet, Local intranet, Trusted sites, and Restricted sites. These can be

seen in the following screenshot:

€ Internet Properties

? X

General Security Privacy Content Connections Programs — Advanced

Select a zone to view or change security settings.

@ @

IGIEGEY  Local intranet  Trusted sites  Restricted

/9

sites

Internet

restricted zones.

content

@ This zone is for Internet websites,
except those listed in trusted and

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
. - Prompts before downloading potentially unsafe

- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode {requires restarting Internet Explorer)

Custom level... De

IIT level

Reset all zones to default level

Figure 1.21: Windows Internet zones and security

By clicking on a zone in the top box, you will be presented with its default settings. If you
do not wish to use the default settings, you may use the slider to choose one of the other
predefined levels — or templates, as Microsoft calls them. As you change the slider, the text
to the right adjusts to describe the level. These templates are listed as follows and refer to
the level of security that's applied. For example, High refers to high security and Low refers

to low security:

e High
Medium-high
Medium
Medium-low

e Low
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If the predefined templates do not fulfill your requirements, you can choose the option to
configure a Custom level... by clicking on that option. The custom levels are configured
separately for each zone, as shown in the following screenshot. When configuring custom
levels for a zone, you have the ability to adjust the settings to a very granular level. Be
warned that this is not for the faint-hearted as there are a lot of options. Fortunately, you
don't get tested on these options in the exam. If you incorrectly adjust the custom level for a
zone, you have the option to reset it to one of the predefined levels, and Microsoft helpfully
highlights which was the default level for that zone. On the main Security tab, there is also

the option to reset all the zones to their default levels:

e

[

Security Settings - Internet Zone

Settings

[£id .NET Framework 'S

& Loose XAML
@ Disable
(O Enable
O Prompt
3‘3 XAML browser applications
(®) Disable
() Enable
() Prompt
& %PS documents
(O Disable
® Enable
O Prompt
% .NET Framework-reliant components
@ Permissions for components with manifests

£ >

*Takes effect after you restart your computer

Reset custom settings

Resetto: | Medium-high (default) v Reset...
Cancal

Although it isn't mentioned in the exam objectives, I would like to briefly mention enable
protected mode, in case you think I have omitted it. This option refers to how the browser
When this option is selected, the browser runs with restricted
privileges, thus reducing the chances of a malicious website compromising the system.

application itself works.

Figure 1.22: Custom levels for the Internet zone

Now, we will discuss each of the zones.
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Internet

As the name implies, this security zone relates to any website outside of your
infrastructure, or more accurately, any website outside of your infrastructure that does not
fall under any of the other zones. By default, this zone will use the Medium template. Note
that when using the predefined templates, you are unable to adjust the level to anything
lower than Medium.

Local intranet zone

This zone applies to all the websites deemed to be inside of your infrastructure. By default,
this zone will use the Medium-low template. You may be wondering how the browser
determines whether the site is on the Internet or on an intranet. This is a very good
question, and there are two methods of doing so. First, you can add a site manually by
clicking on the Sites button, as shown in the following screenshot, and then clicking
Advanced on the next screen:

€ Internet Properties ? X

General Security  Privacy Content Connections Programs  Advanced

Select a zone to view or change security settings.

@ ¢ / O

Internet  Localintranet Trusted sites  Restricted
sites

Local intranet
@ This zone is for all websites that are
found on your intranet.

Security level for this zone
Allowed levels for this zone: All
Medium-low
- Appropriate for websites an your local network
(intranet)
- - Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

[CJEnable Protected Mode (requires restarting Internet Explarer)

Custom level,.. Default level

Reset all zor

oK Cancel Apply

Figure 1.23: Local intranet zone
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As shown in the following screenshot, when you're adding a site to the local intranet zone,
it is simply a case of entering the URL and clicking Add. You may also specify that sites
that have been secured with the HTTPS protocol can be added. You may also use a
wildcard to represent any host on the named domain; for example,
http://*.mydomain.local would implicitly add myserver.mydomain.local and
anotherserver.mydomain. local to the local intranet zone:

& Local intranet *

Yfou can add and remove websites from this zone. All websites in
Lﬁ thiz zone will use the zone's security settings.

Add this website to the zone:
| http://mys erver.mydomain.local| | I Add
Websites:
Remove
[Jrequire server verification (https:) for all sites in this zone
Close

Figure 1.24: Adding a site to the local intranet zone

The other option is for the OS to perform this check automatically, as shown in the
following screenshot, but this is beyond the scope of the exam. However, if you are
interested in knowing how this happens behind the scenes, Microsoft has provided a good
explanation at https://blogs.msdn.microsoft.com/ieinternals/2012/06/05/the—-

intranet-zone/:

&% Local intranet >

Use the settings below to define which websites are induded in
the local intranet zone.

[ Automatically detect intranet network
Indude all local (intranet) sites not listed in other zones
Indude all sites that bypass the proxy server
Indude all network paths (UNCs)

What are infranet settings? | Advanced Cancel

Figure 1.25: Automatically detect intranet network option
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Trusted sites

If you firmly believe that a website that you are visiting can be trusted, and thus want to
reduce the level of security on the website, you can add it to the Trusted sites zone. Again,
this is done by clicking on the Sites button. Unlike local intranet, sites in this zone have to
be added manually. The default template that's used is Low, but there is a requirement for
all the sites to require HTTPS. However, this can be disabled.

Restricted sites

This zone uses the High template by default and cannot be lowered using the slider,
although custom levels can be applied. If you apply a custom level in Windows 10, you will
receive a warning notification. Any website that you believe may cause harm, or has done
so in the past, should be added to this zone. As well as preventing potentially malicious
functions to run on the website, this zone will also warn users if they are downloading
potentially malicious content. This zone doesn't have an option that allows you to enforce
the use of HTTPS.

Local machine zone

This zone is not available on the Security tab of Internet Options, but it still applies. This is
an implied zone that assumes that anything that's stored and retrieved by the browser from
the local machine, with the exception of cached web pages, can be trusted, and therefore
applies the Low template.

In the following activities, you will explore a number of the Internet Options that are
available on a Windows OS:

Activity 2: Accessing Internet Options in Windows 10:

1. On the desktop, click in the Type here box to search.
2. Typein Internet Options.

3. Select Internet Options from the suggested list.

4. Click on the Security tab.
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Activity 3: Investigating the predefined levels and custom levels:

1.

S

For each zone, adjust the security level slider.

Note the differences in each level.

Note the available predefined level for each zone.

Click on Custom level... and explore the various options there.

Click on Restore all zones to default levels on the Security tab to revoke any
changes you may have made.

Activity 4: Adding sites to zones:

*® NG

10.
11.
12.

. Click on Trusted sites.

Click on the Sites button.

In the Add this website to this zone box, enter https://www.google.com and
click Add.

Repeat step 3 with http://www.google.com open and click Add. What
happens?

Click Close.

Click on Restricted sites.

Click on the Sites button.

In the Add this website to this zone box, enter http://www.google.com and
click Add.

Repeat step 8 with https://www.google.com open and click Add. What
happens?

Click No.

Click Close.

Click OK to close down the Internet Options dialog box.

As you can see, Windows allows us to have some control over the level of security that is
applied to websites, though this is dependent on the zone they are located in. Most
websites will be within the Internet zone; however, you may find that you are required to
explicitly add sites to either the local intranet zone or trusted sites zone. Any sites you add
here should be added with caution. Sites in the restricted zone may not run with their full
functionality and so you will have to balance this with your security requirements. While
there is the option to custom configure each of these zones, it is unlikely that you will do
this unless doing so resolves a particular issue.
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Summary

In this chapter, we discussed the minimal requirements that are needed to form a network.
We highlighted how networks had grown away from the traditional idea of connecting
personal computers together and moved toward the interconnectivity of a whole range of
items. We introduced the concept of internets, intranets, and extranets while highlighting
the subtle difference between internets and the Internet. Then, we went on to describe some
of the basic security concepts involved in a network. Firewalls were discussed as a means of
regulating traffic in and out of our network. Then, we covered demilitarized zones, or
perimeter networks, and their use of providing public access to a subset of an
organization's infrastructure. Next, VPNs and their implementation were introduced.
Finally, we listed the security zones that are available in Windows operating systems and
how to add sites to restricted and trusted zones.

Now that we have covered some of the foundation elements of networking, we will move
on to discuss the methods of implementing what I would describe as the two major
versions of networks, namely local area networks (LANs), which we will cover in the next
chapter, and wide area networks (WANs), which we will cover in Chapter 3,
Understanding Wide Area Networks.

Questions

1. Which of these refers to the connectivity between different external networks?

(A) VPN
(B) Intranet
(C) Internet
(D) DMZ

2. Which of these does not allow us to identify a device on the network?

(A) Virtual port number
(B) IP address

(C) MAC address

(D) Hostname
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3. Replace the underlined word in the following statement with the correct word(s). If you
believe the statement is already correct, then select No change is required:
A DMZ allows or denies network traffic based on a set of rules.

(A) VPN

(B) Internet

(C) Firewall

(D) No change is required

4. Which of these technologies allows you to securely connect to a private network over an
insecure network?

(A) Extranet
(B) DMZ
(C) Firewall
(D) VPN

5. Which of the following devices would you most likely position within a DMZ?

(A) Domain controller
(B) DHCP server

(C) Print server

(D) Web server

6. What is the default security level for Restricted sites?

(A) Low

(B) Medium-Low
(C) Medium-High
(D) High

7. What network protocol is used by the ping utility?

(A) DHCP
(B) ICMP
(C) ARP
(D) PPTP
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8. When would you use a VPN concentrator at both ends of the VPN tunnel?

(A) When home-based users are connecting to the head office
(B) When field-based engineers are connecting to the head office
(C) When a branch office is connecting to the head office

(D) None of the above

9. Which of the following would you implement to allow trusted third parties to gain
limited access to your internal network?

(A) Extranet
(B) DMz

(C) Firewall
(D) Internet

Further reading

To find out more about remote access VPN, visit https://docs.microsoft.com/en-us/

windows-server/remote/remote-access/vpn/always—-on-vpn/.
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Understanding Local Area
Networks

Most network engineers will cut their teeth supporting an organization's internal network
infrastructure. This internal infrastructure will normally take the form of a local area
network (LAN). Therefore, it is important to have a good understanding of LAN
technologies to provide this support and ensure that the organization can continue to
function effectively and efficiently. Any network failures can have results ranging from
inconvenience to financial loss.

This chapter focuses on the implementation of LANs in a small office/home office
environment. We will discuss the differences between a LAN and a WAN, as well as the
use of private IP address ranges. We will identify the key components in both wired and
wireless networks, and finish by discussing virtual local area networks (VLANS).

The following topics will be covered in this chapter:

e Scales of networks
Introduction to LANSs
Local addressing

Wired and wireless LANs
VLANSs

MANs

CANs

PANs

Let's get started!
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Technical requirements

To complete the exercises in this chapter, you will need a PC or virtual machine running
Windows 7 or above (preferably Windows 10) with a working network connection.

This chapter also includes an optional activity for which you will need to install Wireshark
(available from https://www.wireshark.org/download.html).

Scales of networks

Networks can be described in terms of their scale of deployment according to how much of
an area they cover or what type of area they cover. The exam objectives specifically call out
LANSs and wide area networks (WANSs). LANs and WANs will be discussed in this and the
following chapters. I will round off this chapter with a brief explanation of metropolitan
area networks (MANSs), campus area networks (CANSs), and Personal Area Networks
(PANSs). The following diagram is a visual representation of where each of these fits in the
scale of networks:

Figure 2.1: Scale of networks

It should be noted that you may see the acronyms prefixed with the letter W; for example,
WLAN, WWAN, and so on. This usually indicates that it is a wireless variant of the
network.
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Introduction to LANs

I'm going to start this section by asking you to complete an activity. The reason for this is
that I feel that if you can understand how your home network is connected, you will
understand the concepts we will discuss here better.

Activity 1: Sketch out your home network. Don't worry about artistic quality; this is not the
aim here. Draw any device you have on your network and how they connect together. If
they are wired together, draw a solid line between the devices; if they are wireless, draw a
lightning bolt between them.

Congratulations! You have just drawn out a LAN. My home network is as follows:

5.
W

[

Figure 2.2: My home network

~

So, what is a LAN? A LAN can be described as something that covers a small geographical
area that's small enough that the devices can be classed as being local to each other. When
you sketched your home network, all of the devices were in the vicinity of each other, that,
is, all of them were within your house. However, LANSs are not restricted to home use, and
they are prevalent in most organizations. Most modern LANs will usually be a combination
of wired and wireless devices, and we will discuss these shortly. Another way of thinking
about LANSs is that, usually, all of the devices that make up the infrastructure are owned by
you or your organization.

When communication takes place between devices on a LAN, there is a requirement to
identify and thus differentiate between the devices on the network. The methods of doing
so are covered in the next section.
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Local addressing

As we mentioned briefly in the previous chapter, identifying devices on a local network can
be done using hostnames, MAC addresses, and IP addresses. All of these must be unique
within the LAN. Let's have a look at each of them.

Hostnames

A computer's hostname is an easy-to-read (for humans) method of identifying a device on
the network. Each device's hostname is configured by the system administrator. The
hostname may be reflective of the role that the device is performing; for example, MXServer
for a mail exchange server, DC1 for a domain controller, and so on. They may follow a set
naming convention; I have worked in organizations that name file servers after Star Wars
characters, and print servers after Star Trek characters. This is useful if everyone is a fan of
these two movie and TV franchises. Alternatively, you can let Windows provide a
hostname during the installation phase. While this method makes things a little easier
during the installation phase, it can cause you headaches later on since the names aren't
easy to type out. For servers, I would recommend naming the device before installing any
services, to avoid complications later.

When referring to a destination device by its hostname, the sending device will need to
resolve it to an IP address. This process will be discussed in more detail in Chapter

14, Network Services. The following two activities explain the most common ways we can
find our hostname.

Activity 2: Find your hostname from Command Prompt:

1. While on your desktop, press the Windows key + R to open the run command.
2. Type cmd and press the Enter key.
3. In the Command Prompt, type hostname and press the Enter key.
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4. Your output will look similar to mine:

B8 Command Prompt - O =

Figure 2.3: Output of the hostname command

Activity 3: Find your hostname from system properties:

1. On your desktop, open up a Windows Explorer window.

2. Right-click on either This Computer (Windows 10) or Computer (Windows 7).
3. Select Properties from the context menu.

4. Your output should look similar to mine:

A system — O
4 E& 5 Control Panel 5> System and Security > System O Search Control Panel p=)
Control Panel Home . . .
Wiew basic information about your computer
& Device Manager Windows edition
@ Remote settings Windows 10 Enterprise Evaluation

Ml \\/
) System protection @ 2018 Microsoft Corporation. All rights reserved. =. WI n d OWS 1 0

) Advanced system settings

System
Processor: Intel(R} Core(TM]) i7-3520M CPU @ 2.90GHz 2.89 GHz
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: Windows10-Test ®)Change settings
Full computer name: Windows10-Test
Computer description:
Workgroup: WORKGROUP

Windows activation
Windows is activated Read the Microsoft Software License Terms
Product ID: 00329-20000-00001-AA236 ®)Change product key
Seealso

Security and Maintenance

Figure 2.4: System properties window
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Although hostnames make identifying devices a little more human-friendly, often, we tend
to think of IP addresses as the main means of identifying a device on a network. We will
cover IP addresses in the next section.

IP addresses

While hostnames are human-friendly, they are not that friendly for devices since their
syntax doesn't provide a means of identifying whether a device called Gordons-PC is on a
local or remote network. On its own, a hostname would generally be thought of as being
local, but this may not always be the case. Therefore, we need to resolve hostnames to an IP
address. We will cover IP addresses in more detail in chapter 11, Understanding IPv4 and
Chapter 12, Understanding IPv6, but for the purposes of understanding LANs, I would like
to touch upon IPv4 here. An IPv4 address is broken down into two sections:

e A network element
e A host element

The network element is used as a means of identifying the network a device is on, while the
host element identifies the device itself on the network. This provides a hierarchical
approach to addressing. A common analogy that is used is that the network element is like
your street name, and the host element is like your house number. Just like your house
number needs to be unique on your street, lest your neighbor receives your mail and vice
versa, a host element needs to be unique on a network.

Since there are limits on the number of IPv4 addresses that are available globally, we can
reuse IP addresses in different LANs by following the Request for Comments (RFC) 1918.
The RFC allocates three ranges of IP addresses that can be used in LANs. These addresses
are known as private IP addresses and are deemed non-routable outside of your network.
An address can be used in multiple LANs without any issue as long as it is used only once
within each LAN.

These address ranges are as follows:

e Class A: 10.0.0.0->10.255.255.255
e ClassB:172.16.0.0->172.31.255.255
e Class C:192.168.0.0->192.168.255.255
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Don't worry about the references to the classes at this point. Arguably, you could use other
public IP addresses within your network, but this would cause numerous issues.

In the following diagram, we can see that the same private IP address is used in each of the
three LANSs. This is perfectly acceptable and demonstrates the reuse of such addresses:

192.168.0.25 192.168.0.25

192.168.0.25

Figure 2.5: Reuse of private IP addresses
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While the preceding diagram shows permissible reuse of private IP addresses, the
following diagram shows the reuse of private IP addresses within a single LAN. This is not

permissible and would cause you to receive numerous IP address conflicts or duplicate IP
address error messages:

O- O-

— —>
192.168.0.25

192.168.0.25

—
192.168.0.25

Figure 2.6: Incorrect reuse of a private IP address

When a transmitting device has identified the IP address of a recipient device, it asks
itself, is the recipient on the same network as me, or is it on a remote network?.
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It does this by comparing the network element of its own IP address with the network
element of the recipient's IP address. If the network element matches, it assumes that the
devices are on the same network; if they differ, it assumes that the recipient is on a remote
network. An example of this can be seen in the following diagram. Server A is using a
public IP address since it represents a public-facing server on the internet:

Computer A Computer B

192.168.0.25

Server A
192.168.0.26

192.169.0.1

192.168.0.27

Figure 2.7: Local versus remote addresses

For this example, the network element of the IP addresses in LAN 1 will be 192.168.0 and
the host elements will be .25, .26, and .27. For Server A, the network element will be
192.169.0 and the host element will be . 1.

If Computer A wants to talk to Computer B, it compares the network elements of both
addresses and sees that they are both 192.168.0. Computer A can reasonably assume that
Computer B is on the same local network as itself. However, if Computer A wants to talk to
Server A, it carries out a similar comparison and notices that Server A has a network
element of 192.169.0, which differs from its own network element. Computer A can
reasonably assume that Server A is on a remote network.

This comparison is important to make since any network traffic destined for a remote
network has to be sent via a default gateway for onward transmission.
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In this section, we have focused on IPv4, and you may be wondering whether there is an
IPv6 equivalent. The simple answer is yes, but in reality, it is a little more complex. IPv6
uses what is known as unique local addresses, which have the prefix £c00:: /7. However,
because IPv6 has so many addresses available compared to IPv4, these are not generally
configured as there are enough public IPv6 addresses for every device in the world. We will
discuss IPv6 in more detail in chapter 12, Understanding IPvé.

MAC addresses

A MAC address is a means of identifying a device on the local network. It is an address that
has many names. As well as being referred to as a MAC address, it is also referred to as a
physical address, a hardware address, or a burnt-in address (BIA). These three variations
refer to the fact that the MAC address is on the physical network card, or burnt into the
network card.

A MAC address is represented as a 48-bit hexadecimal number. Hexadecimal is referred to
as a base-16 numbering system. How hexadecimal works is beyond the scope of this book,
but it is important that you are able to identify a MAC address. The following screenshot
shows the output of the ipconfig /all command and shows the MAC address (listed as
a physical address) of this network card as 08-00-27-F5-50-3F. It should be noted that if
you have multiple network cards, you will see multiple MAC addresses:

BN Select Command Prompt

C:\Users\User>ipconfig fall
Windows IP Configuration
Host Mame . .o : Windowsl1e-Test
Primary Dns Suffix e e e .
Mode Type . . . . . . . . . . . . : Mixed
g Enabled. . . . . . . . : No
WINS PP Enabled. . . . . . . . : No
DNS Suf earch List. . . . . . : broadband

Ethernet adapter Ethernet 2:

ion-specific DNS Suffix . : broadband
: PRO/16686 MT Desktop Adapter

Physical Address.

Figure 2.8: Output of ipconfig /all
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In Linux, the equivalent to ipconfigis ifconfig. Although ifconfigis
not mentioned in the exam objectives, it may appear in the answers as a
distractor, and you might select it by accident under exam pressure.

Another method of listing your MAC addresses is by using the getmac command from the

Command Prompt. However, the output is not as user-friendly, as shown in the following
screenshot:

B8 Command Prompt

Figure 2.9: Output of getmac command

Here, we can see that the MAC address is comprised of 12 characters broken into 6 pairs.
Each of these characters uses 4 bits (12 characters * 4 bits = 48 bits). As you can see, each
pair is separated by a -. This is specific to Windows, and you may see :, _, or even no
separator, depending on the system you are looking at.

You may be asked to identify a MAC address from an answer set. There
are three things to look for: first, whether there are 12 characters, second,
whether each individual character is either a number between 0-9 or a
letter between A-F, and third, whether there are no double colons, for
example, : :. The latter is a legitimate character set in IPv6 addresses and
may mislead you.

MAC addresses are not randomly generated. They should be globally unique and no two
network cards should have the same MAC address. To facilitate this, each network card
manufacturer is issued an Organizationally Unique Identifier (OUI). The OUI is the first
six characters of the MAC address. Using the MAC address shown in the preceding
screenshots, my OUl is 08-00-27. Using an online OUI lookup website, I can see that my
network card is from PCS Computer Systems GmbH. The last six characters should only be
allocated to one network card by the manufacturer.
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Activity 4: Identify your MAC address using any of the methods described previously.
Then, using an online OUI lookup site, identify the manufacturer of your network card.

Although MAC addresses are supposed to be globally unique, they can be
spoofed using software.

To find a MAC address related to a particular IP address, our computer will use

the Address Resolution Protocol (ARP). When using the ARP, your computer shouts out to
all the devices on the network (broadcasts), asking who has the IP address you are
communicating with. All the devices on the network will receive that ARP request and will
look at the IP address that was requested. If the IP address doesn't belong to that device, it
will ignore the request. If the IP address does belong to the device, it will send an ARP
reply saying that IP address ABC belongs to MAC address XYZ. The following screenshot
shows a Wireshark capture of an ARP request, while the screenshot after that shows the
ARP response.

In the following screenshot, we can see that, at line 48, the ARP request where the source
MAC address 58:ba:d4:9c:10:80, with a source IP address of 192.168.1.1, is asking
who has 192.168.1.15. Note that the destination MAC addressis ff: ff:ff:ff:ff:ff,
which is a broadcast MAC address that's used when you want to speak to all the devices on
the network:

[W]arp B
No. Time Source Destination Protocol Length Info

48 4.817668709 58:ba:d4:9c:108:80 froff:ff:ff:f7. 7T ARP 60 Who has 192.168.1.157 Tell 192.168.1.1

49 4.817684703 6¢:88:14:02:b4:90 58:ba:d4:9c:10:808 ARP 42 192.168.1.15 is at 6c:88:14:02:b4:90

» Frame 48: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ©
» Ethernet II, Src: HuaweiTe 9c:10:80 (58:ba:d4:9c:10:80), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
-~ Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPv4 (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: 58:ba:d4:9c:10:80

Sender IP address: 192.168.1.1
Target MAC address: 00:00:00:00:00:00
Target IP address: 192.168.1.15

Figure 2.10: ARP request
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In the following screenshot, we can see the ARP reply where the source MAC address
is 6¢:88:14:02:b4:90 is responding to the ARP request and saying it has the IP address
192.168.1.15:

‘ﬂlarp

No. Time Source Destination Protocol Length Info
48 4.817668709 58:ba:d4:9c:10:80 fr:ff:ff:ff:ff:ff ARP 60 Who has 192.168.1.157 Tell 192.168.1.1
49 4.817684703 6c:88:14:02:b4:90 58:ba:d4:9c:10:80 ARP 42 192.168.1.15 is at 6c:88:14:02:b4:90

+ Frame 49: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
+ Ethernet II, Src: 6c:88:14:02:b4:90, Dst: 58:ba:d4:9c:10:80
-~ Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: IPv4 (BxB800)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: 6c:88:14:02:b4:90

Sender IP address: 192.168.1.15

Target MAC address: 58:ba:d4:9c:10:80
Target IP address: 192.168.1.1

Figure 2.11: ARP reply

Once the MAC address is known for its IP address, the Windows device will store the
address resolution in its ARP cache. The ARP cache is checked before an ARP request is
sent. If there is a corresponding entry in the cache, no ARP request is sent. It should be
noted that cache entries have a reachable time that stipulates how long the address resolution
is stored for, before being removed from the cache. By default, this is between 15 and 45
seconds, but this can be adjusted.

You can view your ARP cache by going into a Command Prompt and
typing arp -a.

It should be noted that the title of the left-hand column, that is, Internet
Address, is slightly misleading since these are the IP addresses on your
local network or special-purpose IP addresses.

Activity 5: Looking at the output from the arp -a command, identify any IP addresses that
are mapped to the broadcast MAC address. We will discuss why there are multiple entries
for this in chapter 11, Understanding IPv4.
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Optional activity: The preceding screenshots showed ARP requests in a Wireshark packet
capture. If you would like to see this in action on your own device, perform the following
steps:

1. Install and run Wireshark.
2. Click Edit | Preferences | Name Resolution. Clear the checkmark for Resolve

MAC Addresses:
M Wireshark - Preferences ? *
' Appearance Name Resolution
Columns O I -
Font and Colors Resolve MAC addresses «
Layout [] Resolve transport names
Capture [ resolve network (IP) addresses
Expert
Filter Buttans IUse captured DNS packet data for address resolution
Mame Resolution Use an external network name resolver
Protocol
rotocots Maximum concurrent reguests | 500
RSA Keys
Statistics [] only use the profile "hosts" file
Advanced [] Resolve VLAN IDs
[] Resolve 557 PCs
[] Enable OID resolution
|:| Suppress SMI errors
SMI (MIE and PIE) paths Edit...
SMI (MIE and FIB) modules Edit...
MaxMind database directories Edit...
£ >

Cancel Help

Figure 2.12: Name Resolution tab in Wireshark
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3. Click on the shark fin in the menu bar to start the capture:

M The Wireshark Network Analyzer - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A8 7 ® R E =T LIEE QA
a display filter ... <Ctrl-/> 3 v Expression...  +
Welcome to Wireshark
Capture
using this fiter: [ [Enter a capture fiter ~| allinterfaces shown =
Bluetooth Network Connection
Local Area Connection® 8
Local Area Connection® 7
Wi-Fi A
Local Area Connection® 10
Local Area Connection® 9
Npcap Loopback Adapter A A
Local Area C -
Ethernet
Learn
User's Guide - Wiki * Questions and Answers -
REad: to load or Eaemre Mo Packets Profile: Default
Figure 2.13: Shark fin on the Wireshark menu bar
& Capturing from Wi-Fi X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
(RG] REQe==2FL55Eaaan
a display filter . <Ctrl-f> 3 -] Expresson... | +
Time Source Destination Protocol  Length Info
1 0.000000 10.41.148.128 224.0.0.251 MDNS. 211 Standard query @x8@@0 PTR _companion-link._tcp.local, "QM" question PTR _homekit._ tcp.local, "QM" question PTR _a..
2 .080299 feBB::1c32:012c: 1e8.. £f82::b MDNS 231 Standard query @xB@@80 PTR _companion-link. tcp.local, "QM" question PTR _homekit. tcp.local, "QM" question PTR _a..
3 1.037931 10.41.140.81 34.242.249.235 TcP 55 52214 » 443 [ACK] Seq=1 Ack=1 Win=513 Len=L [TCP segment of a reassembled PDU]
4 1.082431 34.242.249.235 10.41.140.51 Tcp 66 443 > 52214 [ACK] Seq=1 Ack=2 Win=1164 Len=g SLE=1 SRE=2
5 5.548896 e@:cbrbc:30:3a:9e 6c:88:14:02:b4:90 ARP 606 Who has 10.41.148.817 Tell 18.128.123.128
6 5.548931 6c:B88:14:02:b4:90 ARP 42 10.41.140.81 is at 6c:88:14:82:b4:98
7 5.632329 €@:icbibci30:3a:9 FRffaffffffff ARP 6@ who has 10.41.148.50? Tell 10.128.128.128
8 5.632415 ed:cb:bc:30:3a:9 ffffff:ffff:ff ARP 606 Who has 10.41.148.1607 Tell 16.128.128.128

Frame 1: 211 bytes on wire (1688 bits), 211 bytes captured (1688 bits) on interface @
Ethernet IT, Src: d4:a3:30:04:95:54, Dst: G1:08:5¢:00:00:7h

Internet Protocol Version 4, Src: 18.41.148.128, Dst: 224.0.0.251

User Datagram Protocol, Src Port: 5353, Dst Port: 5353

Multicast Domain Name System (query)

@0 Gc 00 01 05 5F 72 61 G 7 cd lc 88 Gc 90 01 Fa op

Gc S5F 73 6c 65 65 70 2d 7B 72 6f 78 79 84 5F 75 _sleep- proxy _u
6470 o 21 00 Bc 00 @1 ¢ Oc 00 Oc 00 01 00 00  dp !

11 91 00 12 Of 42 6f 63 64 61 Ge &2 83 99 73 20 Boh dan- s
6050 61 64 €O Bc 00 00 29 05 a0 00 @0 11 94 08  iPad )

12 60 04 00 0= @2 3c f6 a3 3d 04 05 54 d4 a3 3d < e Tem

@1 60 Sc 00 00 fb d4 a3 3d 04 95 54 08 66 45 06 - A - TE ~
@0 c5 09 12 60 @0 Ff 11 3a 71 ba 29 Bc 86 6 08 q)

@0 b 14 0 14 <3 00 b1 cf 94 00 00 GO 00 06 05

@0 G1 00 00 00 B1 0f 5f 63 6f 6d 70 61 6e 69 & _ companio

6e 2d 6c 69 Ge Gb 84 5f 74 63 70 05 6c 6f 63 61 n-link _ tcp loca

6c 80 60 Oc 00 B1 08 5f 68 6f 6d 65 6b 69 74 <@ 1  homekit

1c 80 B 00 O1 88 5f 61 60 72 78 6c 61 79 <@ 1c 5 irplay

Q7

Wi-Fi. <ive capture in progress> Packets: 8 - Displayed: 8 (100.0%)

Profie:

Defaul]

Figure 2.14: Red stop button on the Wireshark menu bar
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6. In the display filter bar, type arp:

M ~Wi-Fi — X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A @ I BREBRs=2EFTLS||ERQAAE
(I [arpl [X] -] Expression...  +
Mo. Time Source Destination Protocol  Length Info ol
5 5.548896 e@:cb:bc:30:3a:9 6C:B88:14:02:b4:90 ARP 6@ Who has 10.41.148.81% Tell 16.128.128.128
6 5.548931 6C:88:14:02:b4:90 e@:cb:bc:3@:3a:ge ARP 42 18.41.148.81 is at 6c:88:14:82:b4:90
7 5.632329 e@:cb:bc:30:3a:9 ffffoffeffeff:ff ARP 6@ Who has 10.41.149.807 Tell 18.128.128.128
8 5.632415 e@:cb:bc:30:3a:9 ffffoffeffeff:ff ARP 6@ Who has 10.41.148.1607 Tell 16.128.128.128
18 13.599536 e@:cbibci3@:i3a:%e 6c:85:14:82:b4:98 ARP 6@ Who has 18.41.146.817 Tell 18.128.128.128
19 13.599568 6C:88:14:02:b4:90 e@:cb:bc:38:3a:9e ARP 42 18.41.148.81 is at 6c:88:14:082:b4:90
37 21.607471 eB:cb:bc:38:3a:9% foffoffffff:ff ARP 68 Who has 18.41.146.817 Tell 16.128.128.128
38 21.6075086 6c:88:14:82:b4:90 eB:cb:bc:38:3a:%e ARP 42 18.41.148.81 is at 6c:88:14:82:b4:90
43 29.558777 e@:cb:bc:30:3a:9% 6c:88:14:02:b4:90 ARP 6@ Who has 18.41.148.81? Tell 18.128.128.128
44 29.558811 6c:88:14:82:b4:90 e@:cb:bc:38:3a:%e ARP 42 19.41.148.81 is at 6c:88:14:82:b4:90

Frame 5: 6@ bytes on wire (48@ bits), 6@ bytes captured (48@ bits) on interface @
Ethernet II, Src: e@:cb:bc:3@:3a:9e, Dst: 6c:88:14:02:b4:90
Address Resolution Protocol (request)

6c 88 14 82 b4 98 €@ cb bc 3@ 3a 9e @8 96 @@ AL 1

@3 @@ @6 94 8@ 1 e® cb bc 3@ 3a J9e @a 30 3@ 3@

@0 @@ @2 92 @@ @@ 6a 29 B8c 51 00 @@ @0 O2 @8 A8 )
@@ @@ 20 B@ @0 BE 6B BB 0O @ @8 Ba

oRs

0 i wireshark_Wi-Fi_20191104204446_a08340.pcapng Packets: 1280 - Displayed: 91 (7.1%) - Dropped: 0 (0.0%) Profile: Default

Figure 2.15: Display filter bar in Wireshark

7. Hit Enter.
8. Investigate the ARP requests and replies.

You may be wondering why you use MAC addresses and IP addresses. Remember, MAC
addresses are used for local communication only, whereas IP addresses are used for local
and remote communication. If we only use MAC addresses, we won't be able to
communicate with remote devices. If we only use IP addresses, then we would have to
send all the data to every device on the network. Yes, we do send an ARP request to all
devices, but that is a small amount of data, and it's only sent once in a while.

Let's take a look at a high-level view of communication taking place locally and remotely. It
should be noted that this is a simplified version of the process:

¢ Local device to local device:
1. Get the recipient hostname.

2. Resolve the recipient hostname to an IP address.

3. The sender checks to see if the IP address is on the local network. In
this case, it is local.
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4.

© ® N oW

10.

11.

The sender checks the ARP cache for an IP | MAC mapping. None are
found.

The sender broadcasts an ARP request.

The recipient machine sends an ARP reply.

The sender updates its ARP Cache.

The sender packages the data to be transferred and sends it out.

The recipient machine receives the data and checks that the destination
MAC address belongs to it. It does.

The recipient machine checks that the destination IP address belongs
to it. It does.

The recipient machine processes the data that's dependent on the
service/application it is for.

e Local device to remote device:

1.
2.
3.

S

10.
11.

12.

13.

Get the recipient hostname.

Resolve the recipient hostname to an IP address.

The sender checks to see if the IP address is on the local network. In
this case, it is remote, and any data that's transmitted needs to be sent
via the default gateway.

The sender looks up the IP address of the default gateway.

The sender checks the ARP cache for an IP | MAC mapping for the
default gateway. None are found.

The sender broadcasts an ARP request, asking for the MAC address of
the IP address linked to the default gateway.

The default gateway sends an ARP reply.

The sender updates its ARP cache.

The sender packages the data to be transferred. It stipulates that the
destination MAC is that of the default gateway, but the destination IP
address is that of the remote device.

The sender transmits the data to the default gateway.

The default gateway receives the data and checks that the destination
MAC address belongs to it. It does.

The default gateway checks that the destination IP address belongs to
it. In this case, it does not.

The default gateway forwards the data, as per its rules, to the
destination device. The source and destination MAC addresses are
altered at each router they transit, but the IP addresses remain the
same.
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14. The recipient machine receives the data and checks that the destination
MAC address belongs to it. It does.

15. The recipient machine checks that the destination IP address belongs
to it. It does.

16. The recipient machine processes the data that's dependent on the
service/application it is for.

Now that we have looked at how devices are identified on a LAN, we will shift our focus to
factors that should be considered when creating a LAN.

Wired and wireless LANs

When creating a LAN, we generally have three options available to us: implement a wired
network, implement a wireless network, or, more commonly, implement a hybrid of both
types. In this section, we will discuss the implementation of wired and wireless networks
and briefly introduce the devices that are utilized in each.

For connectivity to remote networks, a routing device or default gateway
would be required, with the exception of Figure 2.22 (Wireless routers
section). I have omitted these from the images for clarity.

Considerations

When implementing any network, it is important to take a number of factors into
consideration to ensure your network runs efficiently. A non-exhaustive list is as follows:

e Budget: This constraint will dictate how much you can spend on equipment, any
third-party support you receive, time frames, and so on.

e Skill set: Do you have staff with the necessary skill set to implement and
maintain the network?

e Existing infrastructure: Do you want to integrate with the existing infrastructure
or replace it?

e Hardware: What equipment do you want to use for end users, network devices,
and so on? Are they compatible with each other?
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¢ Environment: Do you have sufficient power to support all the network devices?
What coverage do you need to provide? Is there anything that could cause
interference in the transmission of data? Is it a listed building with restrictions on
laying cables?

e The number of users: How many users will you need to support? Can you
support them and still provide a quality service? Do you need to balance the
network load across a number of devices to provide that quality?

¢ Security: How are you going to protect your data in transit? Can it be
eavesdropped, either digitally or physically? How are you going to protect your
network devices from physical attacks?

e Network model: Are you going to implement a peer-to-peer network or client-
server network model?

Let's look at that last point in more detail.

Network models

When discussing network models, we are really focusing on the software side of
implementing the network. The type of network operating system you are using, the
number of users, and the skill set of supporting staff are usually the key deciding factors as
to which model you implement.

Peer-to-peer networks

When raising the topic of peer-to-peer (P2P) networks in recent years, you may have found
people mentioning torrents or other file-sharing technologies. While there is some overlap,
it is the original use of the term peer-to-peer that Microsoft will include in the exam.

A P2P network (sometimes referred to as a workgroup) is one where there is no one device
that has complete control of the network and the files, services, and so on that are used on
the network. The term peer refers to individuals with the same status, and that applies here.
All the endpoints on the network have the same status. Every device is responsible for
authenticating users and holds a security database it needs to check. This means that any
user wishing to log on to that computer needs to have an account on it. This is referred to as
a local user account. The device is also responsible for controlling access to the files,
services, and so on that it provides.
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As shown in the following diagram, we can see that we have four PCs, and we have four
users listed. If each of those users needs the ability to log on to each of those PCs, we would
need to create four accounts on Computer A, four on Computer B, four on Computer C,
and four on Computer D. A total of 16 accounts need to be created. If Bill is sitting at
Computer A and he changes his password, he is only changing his password on Computer
A. The passwords on the other computers don't change. This is referred to as decentralized
administration:

Users: Computer A Computer B Users:
Amjid Amjid
Bill Example.txt Bill
Sarah Sarah
Theresa Theresa
Users: Users:
Amjid Amjid
Bill Bill
Sarah Sarah
Theresa Computer C Computer D Theresa

Figure 2.16: P2P network

Likewise, Computer A has a file called Example.txt that other users may wish to access
over the network. To do so, they need to have an account on Computer A. When accessing
the file over the network, they may be prompted to enter their credentials for Computer A.
However, if the credentials (username and password) are the same on both Computer A
and the computer they are sitting on, Windows will implement what is known as pass-
through authentication, and no credentials will be asked for.

The benefit of using this model is that it doesn't require a server and therefore there is no
demand on the support staff (if they even exist) to have a higher-level skill set. Due to the
addition of homegroup in Windows 7, sharing resources has become even simpler, which
makes a peer-to-peer network an attractive option for smaller environments. However,
because of the administrative overhead involved in using a decentralized model such as
this, it is recommended that you only use this model when you have 10 or fewer
users/devices.
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Client-server networks

Unlike P2P networks, client-server networks have some form of hierarchy. The most
common form of this is a domain model that utilizes some form of directory service, such
as Microsoft's Active Directory, for authentication and control when it comes to accessing
resources. In contrast to P2P networks, this provides centralized administration and is
geared toward a network that contains servers and has skilled support staff, and more than
10 users/devices.

The following diagram shows a client-server model. If Amjid wants to log on to Computer
A, his credentials are sent from Computer A to the domain controller that authenticated
him and he is able to log on. Likewise, if he jumps over to Computer B, a similar process
happens. Any time Amjid changes his password, the change is stored on the domain
controller, which affects all the computers he logs on to. Similarly, if he wants to access
Example.txt, which is stored on Server A, his credentials will allow him to (as long as the
permissions on the file allow him to):

Computer A Computer B

Users:
Amijid
- | Example.txt Bill
O Sarah
Theresa
—
Server A Domain Controller

Figure 2.17: Client-server model
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Remember that P2P is for 10 or fewer users and offers decentralized
administration. The client-server model is for 10+ users and offers
centralized administration.

Regardless of the model that's used, we can describe networks as being wired or wireless.
We will discuss each of these in the following sections.

Wired networks

With the introduction of the OSI and TCP/IP models as network standards, as discussed in
Chapter 9, Understanding the OSI Model, and chapter 10, Understanding TCP/IP, the
implementation of wired networks has become such a simple process that they have
become prevalent in both home and business environments. In this section and the section
after, we will focus on their implementation in a business environment, but will briefly talk
about home networks at the end.

As we mentioned in the previous chapter, the minimum number of devices we need to
form a network is two, and we also need some form of medium to connect them. Therefore,
we could connect two PCs together using, for example, a crossover cable or a Firewire
cable, but the limitations due to the size of this network mean that it is unlikely to be
implemented. Most LANs will have more than two devices and will need some form of
interconnectivity device to link them together. Interconnectivity devices are those that are
not deemed endpoints (PCs, laptops, phones, servers, and so on), and include hubs,
bridges, switches, and routers. Let's have a look into LANs using different interconnectivity
devices.

LANs using a hub

It is unlikely that you will see a LAN that utilizes a hub device, but I have included it here
(and bridges, later) to provide you with a better understanding of the benefits of a switched
network. A hub is a dumb device. It acts as an interconnectivity device that applies no logic
to the transmission of data. It just forwards the data out of all of its ports, which means the
data is sent to all the connected devices, each of which will have to process the data
marginally to see if the data is for it or not. This is shown in the following diagram:
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Computer A Computer B

Computer C Computer D

Figure 2.18: A hub network

When Computer A sends data to Computer B, the hub receives the data and sends it out to
all devices, including Computer C and Computer D. One of the other downfalls of using a
hub in the network is that it provides two types of transmission, as follows:

¢ Half-duplex transmission
e Full-duplex transmission

Half-duplex means that although data is able to flow in both directions, it can only flow in
one direction at a time. On the other hand, in a full-duplex transmission, data can flow in
both directions at the same time. Because of this half-duplex limitation, and the flooding of
data to all devices, a hubbed network will only allow one device to communicate at any one
time. If more than one device communicates at the same time, a collision occurs, and the
data doesn't go through. Because of this, all the devices connected to a hub are said to be in
the same collision domain.

Activity 6: Think about the security of this type of network. How much data would an
attacker be able to capture if they plugged a sniffing device into one of the ports on the
hub?
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they may refer to as a home hub or something similar. This is usually just
a name. They are unlikely to be the same as the hubs described in this

0 Some Internet Service Providers (ISPs) will provide you with a device
section and will offer more functionality.

LANs using a bridge

To improve the efficiency of hubbed networks, bridges were introduced to segment the
network. Bridges learn the MAC addresses on each side of the bridge, and will only
forward data it knows is destined for a device on the opposite side of the bridge. Usually, a
bridged network would also include hubs. The following diagram shows a simplified
bridged network:

Computer A Computer C
) _—
—_— —
- -
E —D E —D

Bridge

Computer B Computer D

Figure 2.19: A bridged network

When Computer A wants to talk to Computer B, the data is sent to the hub. The hub sends
the data to Computer B and also to the bridge. When the data is received at the bridge, it
checks the destination MAC address and sees that it belongs to a device on the same side as
Computer A. The bridge discards this traffic and doesn't forward it. However, if Computer
A wants to talk to Computer C, the data is received by the hub and sent to Computer B and
the bridge. Computer B will ignore the data, but the bridge will see that the destination
MAC address is on the other side of the bridge and will forward it on. The data is then
received by the hub on the opposite side, which forwards it out of all the ports to Computer
C and Computer D. Computer C will process the data while Computer D will ignore it.
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As you can see, bridges, while not perfect, will reduce the amount of contention on the
network and make them more efficient.

LANs using switches

Switches have become the backbone of most organizations' networks, and having an
understanding of their functionality is an important skill for any IT support member. Not
only do switches allow for greater network segmentation, but they also offer full-duplex
communication, making them more efficient.

The following diagram shows a simplified switched network:

Computer A Computer B

Computer C Computer D

Figure 2.20: Switched network
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Switches operate by learning which of its ports a particular MAC address is connected to
and base their forwarding decisions on this knowledge. We will talk about this learning
process in more detail in Chapter 6, Switches and Switching — Forwarding Traffic on a Local
Network. Looking at the preceding diagram, we can see that Computer A wants to
communicate with Computer D. It sends the data to the switch, the switch looks up which
port Computer D's MAC address is linked to, and it sends the data through that port to
Computer D. In essence, the switch is creating a virtual connection between the two
devices.

One of the benefits of using a switch is that all the devices can communicate at the same
time. If Computer C wants to talk to Computer B while Computer A is talking to
Computer D, it can. The switch will form a virtual connection between Computer C and
Computer B. But what happens if Computer C wants to talk to Computer D while
Computer A is talking to Computer D? Here, the switch buffers (or stores) the data until
there is a gap in the traffic, and then it forwards it on. This means that every port on a
switch is in its own collision domain. A collision will only occur if there is more than one
device connected to the switch port, which is very unlikely as it would involve the use of
legacy devices such as hubs or bridges.

The following is an example of an enterprise switched network. As the size of the
organization increases, you will start to see a tiered approach being adopted:

Ve

H H o Ly

~N

Distribution Layer

- /

\ \ A

4 I
Access Layer

- /

¥
(] (]
_— 1
1 1
E - E - Endpoint Devices

V4

/

Figure 2.21: Tiered switches
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Access switches allow endpoint devices to connect to the network. Traffic that's sent to and
from the endpoints is transmitted through these switches. Switches on the distribution
layer allow traffic to passed between the access switches. Finally, core switches allow traffic
to passed between distribution switches. Looking at the preceding diagram, you may be
wondering why we need the core switches if the distribution layer switches are connected
either directly or via another switch on the same layer. The simplest reason is speed.
Distribution switches and their links have a higher capacity and speed than access switches,
and in turn, the core switches have a higher capacity and speed than the distribution
switches. If the leftmost access switch wanted to send data to the rightmost access switch
by going via a core switch, it goes through one less link than if it were connected via
distribution layer only, and the links up to and between the core switches will be of a
higher bandwidth than the links on the distribution layer.

Wireless networks

With the increasing presence of wireless devices, it is highly unusual to find a LAN that
doesn't provide some form of wireless connectivity. When was the last time you went into a
coffee shop that didn't offer Wi-Fi? When implementing a wireless network, special
consideration needs to be made in terms of coverage, security, and possible sources of
interference. It is recommended that we carry out a site survey to ensure that full coverage
is obtained.

Wireless networks can be classed as either ad hoc or infrastructure. An ad hoc wireless
network is one where devices connect directly to each other without going through any
interconnectivity device, whereas wireless infrastructures do go through one. In either of
these cases, some form of wireless NIC is required in the endpoint devices. Each wireless
NIC will meet certain IEEE 802.11 standards, which dictate their performance abilities.
These standards will be discussed in more detail in chapter 4, Understanding Wireless
Networking, but it is important to know that any standards that are implemented are
compatible with each other.
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When implementing an infrastructure mode wireless network in a business environment,
you will need Wireless Access Points (WAPs). WAPs allow wireless devices to connect to
the wired LAN. The WAP will be configured so that it has a service set identifier (SSID).
The SSID is a means of identifying the wireless network using a human-readable name.
Once associated with the WAP, the wireless device can communicate with other devices,
regardless of whether they are wired or wireless. In the case of communicating with other
wireless devices, the traffic is forwarded to the WAP the recipient device is associated with.
The following diagram shows a small wireless LAN with a WAP attached to a switch. A
laptop and mobile phone are connected to the WAP:

0-
c—

.

o-
c—>

@

i

Figure 2.22: Wireless LAN
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You may be thinking that the preceding wireless LAN is not quite the same as the one you
have at home, and you would most likely be right. The reason for this is that, in a home
network, it is unusual to have a WAP and a switch. It's likely that you have a single device
that functions as a WAP, a switch, and a router. These devices are known as wireless
routers and allow endpoint devices to connect directly to it. Most wireless routers will also
have the ability to connect wired devices as well. A wireless router will have separate
circuitry for each function that allows for one circuit to pass data to another as and when it
is required. The following diagram shows a simple network utilizing a wireless router:

@@

»

]

1

Bl
= E

—

Figure 2.23: Wireless router

In the preceding sections, we have discussed the physical means of creating networks.
However, we can use software to create virtual networks by configuring switches.

Virtual LANs

While switches allowed us to make our networks more efficient through segmentation, they
can allow us to segment the network down even further through the use of VLANSs. Before
we discuss the use of VLANSs, I would like to introduce you to the idea of broadcast
domains so that you have a better understanding of one of the benefits of implementing
VLANS.
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When a device sends out a broadcast transmission, it is sent to every device on the local
network. All of the devices receiving that broadcast transmission are said to be on the same
broadcast domain. Routers aren't designed to forward broadcast transmissions, thereby
limiting them to your local network. You may be thinking that broadcasts don't happen
that frequently, but if you look at the Wireshark capture in the following screenshot, you
will see that a number of them are being used for ARP requests on my home network. ARP
is just one use of broadcasts, and there are numerous other legitimate purposes. If you scale
this up to 1,000 endpoint devices, you will start to understand how much traffic is actually
sent as a broadcast. When we implement VLANSs, each VLAN is said to be in its own
broadcast domain:

No. Time Source Destination Protocol Length Info

.175594938 HuaweiTe 9c:10: Broadcast .1, 1.1
958 29.175762390 HuaweiTe 9c:10:80 Broadcast ARP 60 Who has 192.168.1.37 Tell 192.168.1.1
959 29.175953801 HuaweiTe_9c:10:80 Broadcast ARP 60 Who has 192.168.1.2? Tell 192.168.1.1
960 29.176239476 HuaweiTe_9c:10:80 Broadcast ARP 60 Who has 192.168.1.47 Tell 192.168.1.1
961 29.176461770 HuaweiTe 9c:10:80 Broadcast ARP 60 Who has 192.168.1.57 Tell 192.168.1.1
962 29.176634775 HuaweiTe_9c:10:80 Broadcast ARP 60 Who has 192.168.1.14? Tell 192.168.1.1
963 29.176815282 HuaweiTe_9c:10:80 Broadcast ARP 60 Who has 192.168.1.67 Tell 192.168.1.1
964 29.177050552 HuaweiTe 9c:10:80 Broadcast ARP 60 Who has 192.168.1.87 Tell 192.168.1.1
965 29.177247790 HuaweiTe 9c:10:80 Broadcast ARP 60 Who has 192.168.1.9? Tell 192.168.1.1
966 29.177423065 HuaweiTe_9c:10:80 Broadcast ARP 60 Who has 192.168.1.107 Tell 192.168.1.1
967 29.177619020 HuaweiTe 9c:10:80 Broadcast ARP 60 Who has 192.168.1.117 Tell 192.168.1.1
968 29.177836704 HuaweiTe 9c:10:80 Broadcast ARP 60 Who has 192.168.1.157 Tell 192.168.1.1
970 29.178056824 HuaweiTe_9c:10:80 Broadcast ARP 60 Who has 192.168.1.12? Tell 192.168.1.1
971 29.178282975 HuaweiTe_9c:10:80 Broadcast ARP 60 Who has 192.168.1.137 Tell 192.168.1.1

Figure 2.24: Packet capture of broadcast transmissions

In Figure 2.23, you may notice that the source MAC address is represented differently than
in Figure 2.9 and Figure 2.10. This is because I have asked Wireshark to resolve the first six
characters (the OUI) to the manufacturer.

VLANS allow us to break the network down further. Rather than doing this physically, this
is done virtually by configuring the switch. How you break down the network into the
VLANSs will vary from organization to organization. Some examples of how you may want
to break down the LAN into VLANSs are as follows:

¢ One for each floor of a building
¢ One for each department
e One for each classroom in a school

One for different levels of security
One for data and one for voice communications
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Think for a moment about a hospital. In a hospital, you may find that there are a number of
devices that fall under the remit of the radiology department. These devices may be used in
A&E for X-rays, in maternity for ultrasound, in oncology for mammography, and in MRI
machines in neurology, to name just a few. Each of these devices may need to communicate
to some central point such as a radiology information system (RIS); however, they are
likely physically spread out across the hospital. This is where VLANSs come into play. We
can tell the switches that the switch port each of these belongs to is part of the same VLAN.
VLANS are usually identified by a number.

The following diagram shows the hospital scenario we detailed previously. We can see that
the radiology devices I have listed are all in VLAN 10, whereas Computer A, Computer

B, and Computer C are in VLAN 20. If Computer A sends out a broadcast transmission,
only other devices in VLAN 20 will receive it. The device in oncology will not receive it,
despite being physically connected to the same switch, since it is on a different VLAN. In
fact, for any communication to take place between the two VLANs, we need a device that's
capable of routing traffic between the two. This may be the switch itself, that is, a layer 3
switch that's capable of IP addressing (switches without this capability are referred to as
layer 2 switches, or just switches), or a router somewhere in the network.

Maternity

Oncology

Neurology

Figure 2.25: Example VLAN in a hospital
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While implementing VLANSs requires some administrative overhead, they provide great
benefits in terms of security and performance. We can segment the network into areas of
varying degrees of data sensitivity; for example, all of the human resources devices will be
on a dedicated VLAN, as would all the finance department devices. Because each VLAN is
in its own broadcast domain, the network becomes more efficient, thereby increasing
performance.

Metropolitan area networks

A MAN is a network that spans across a city. This may be used by organizations such as
property management companies that may have numerous properties that they are
managing across the city. Other uses of MANSs include providing mobile customers with a
continuous network service across the city. For example, in Manchester, UK, the tram
provider, Metrolink, offer free Wi-Fi on all their trams. To be able to provide this, they need
to implement a MAN.

Campus area networks

When we think of a campus, we usually think of a university campus or a high school
campus. However, large organizations such as Google and Microsoft refer to each of their
physical locations as a campus. Both uses of the term are correct when discussing a CAN. A
CAN is a network that connects multiple LANs within a defined geographical area, such as
a university site.

Personal Area Networks

A PAN refers to the interconnection of devices around a person. An example will help
clarify what I mean here. I am a keen runner, and I track all my runs using a Garmin
Forerunner 920XT watch. When I finish my run, my watch synchronizes with the Garmin
Connect application that's running on my phone. It does this via a Bluetooth connection,
and no data that's transmitted between the two traverses my LAN. Another example that's
becoming more prominent is Bluetooth headphones that are connected to your phone.
While both of these examples use Bluetooth, other technologies that can be used include
infrared, Wi-Fi, USB, and Firewire.
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Summary

In this chapter, we learned how to differentiate between the different scales of networks.
Then, we moved on to methods of identifying devices, including how each method was
used. Then, we looked at the implementation of wired and wireless networks. While we
primarily focused on physical networks, we finished this chapter by looking at using
VLAN:Ss to further segment our network.

Now, you will be able to identify private IP address ranges that you will use extensively
throughout your career. You have learned how to identify the MAC address of a Windows
device, as well as the manufacturer from the OUI, which can help pinpoint what sort of
device is communicating. You also gained an understanding of factors to consider when
planning LANs. While this may not be something you will do in the early stages of your
career, having an understanding of it will be beneficial. We also looked at the different
network devices in a LAN and gained a basic understanding of how these functioned,
which will prove invaluable when troubleshooting networks.

In the next chapter, we will look at moving outside of our local networks and discuss the
technologies behind WANSs. From this, you will start to understand how the infrastructure
of the internet is formed and gain knowledge of how to troubleshoot issues across different
networks.

Questions

1. What protocol is used to map an IP address to a MAC address?

(A) DHCP
(B) ICMP
(C)HTTP
(D) ARP

2. Which of the following is a valid MAC address format?

(A)AA:AA:12:34::AA:AA
(B)AB:F1:1B:FE:12:D1:65:91
(C)aB:12:12:CA:1F
(D)AG:CA:1F:AA:11:DA
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3. What type of data transmission allows traffic to flow in both directions at the same time?

(A) Unidirectional
(B) Simplex

(C) Half-duplex
(D) Full-duplex

4. Which of the following describes a network that spans a city?

(A) CAN
(B) LAN

(C) MAN
(D) WAN

5. An IP address that can be used locally within your network and is not routable across the
internet is known as what?

(A) An alternate private IP address
(B) Private IP address

(C) Public IP address

(D) ARP

6. Which of these commands will display the MAC addresses of your interfaces?

(A) ipconfig /all
(B) show mac

(C) display mac
(D) ifconfig /all

7. What identifier does a switch use when making a forwarding decision?

(A) Destination IP address
(B) Source IP address

(C) Destination MAC address
(D) Source MAC address

8. A network that covers a small geographical area is known as a . Fill in the blank:
(A) CAN
(B) LAN

(C) MAN
(D) WAN
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9. Which of the following is the broadcast MAC address?

(A) aa:aa:aa:aa:aa:aa
(B) ff:ff:ff:ff:ff:ff
(C)11:11:12:12:12:112
(D) 99:99:99:99:99:99

10. Looking at the following diagram, if Computer A sent a broadcast transmission, which
devices would receive the data? Do not include Computer A in the count.

(A)2
(B)3
©7
(D)8
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Further reading

¢ To find out more about RFC 1918—address allocation for private internets,
visit https://tools.ietf.org/html/rfc1918.

¢ To find out more about RFC 5494—IANA allocation guidelines for the ARP,
visit https://tools.ietf.org/html/rfc5494.
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Understanding Wide Area
Networks

Historically, organizations in the early days of networking were concerned with the sharing
of information and data internally. However, as more organizations began to own their
own computer systems, it became increasingly evident that it would be beneficial to share
information between organizations, such as universities. From this, the idea of wide area
networking began to take shape to become what it is today. There are very few
organizations in the developed world that have not taken to the internet. Gaining a good
foundation knowledge of how some of the basic wide area network (WAN) infrastructure
works will give you a good grounding to be able to support your organization and
troubleshoot any issues as they arise.

This chapter moves out of your own networks and discusses the principles behind WANSs.
It focuses on the services offered by service providers, discussing the characteristics of each
of the different methods, including use cases.

The following topics will be covered in this chapter:

Introduction to WANSs
Setting up a broadband connection

Leased lines

Dial-up
Carrier standards
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Technical requirements

To complete the exercises in this chapter, you will require a PC or virtual machine running
Windows 7 or above (preferably Windows 10) with a working internet connection.

Introducing WANs

In the previous chapter, we defined a LAN as a network that covered a small geographical
area. In contrast, a WAN is one that covers a large geographical area. We can further define
this by saying that a WAN is also used to link LANs, and a prime example of this is the
internet. Pretty much every resource we access on the internet is located within someone's
LAN. Because of the size of the network involved in a WAN, we will usually find parts of
the infrastructure are hosted and controlled by third-party service providers.

For the purposes of the MTA exam, the definitions I have used for LAN and WAN should
be adhered to. However, in the real world, you will likely find that uses of the terms LAN
and WAN are used incorrectly. For example, I once worked for a global company with

offices across the world. You can't get much larger. Resources we accessed could be in the

UK, Japan, the United States, or anywhere the company was based. Yet we referred to the
network as a LAN, and not a WAN.

Pretty much every organization will connect to a WAN via a third-party service provider,
and your service provider will have some form of reciprocal agreement with other service
providers to allow each other's traffic across their respective infrastructure. Which service
provider you use for that initial connection will depend on a number of factors, which are
beyond the scope of this book and the exam, however, ultimately you will need to choose a
provider that can meet your requirements. One of the key considerations, though, will be
the choice of whether you want a dedicated connection or a shared connection. We will
discuss these in the following sections.

Setting up a broadband connection

In the 1990s, when I got my first computer, most ISPs would provide you with a CD that
included software that configured your home connection to their service. These usually
would configure your dial-up modem, and in some cases also gave you a graphical user
interface to navigate the internet. However, the use of CDs has pretty much faded with the
demise of modems. Nowadays, our ISP will provide us with some form of preconfigured
home router that will connect directly to the ISP, and all you have to do is connect your
devices to the router.

[78]
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While we can usually connect directly to our ISP-provided hub/router, there may be times
when we need to manually configure this broadband connection. In the following activity,
we will manually set up a broadband connection.

Because in the real world this requires an account with a service provider,
we will set up the connection, but it will not connect. Your screens may
differ slightly depending on the OS used.

Setting up a broadband connection

Activity 1: Setting up a broadband connection is relatively straightforward, and in the real
world the ISP would provide you with some of the configuration values that we use in the
following process:

1. Open Network and Sharing Center on your PC.
2. Select Set up a new connection or network:

ot Network and Sharing Center = =] 28
T :.: <« Network and Internet » MNetwork and Sharing Center v & | | Search Control Panel L |
View your basic network information and set up connections
Control Panel Home
View your active networks
ChangEdapter settings
Change“advanced sharing test.local Access type: No network access
settings Domain network Connections: [ Ethernet
Change your networking settings
‘Eﬁ- Set up a new connection or network
. Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
Internet Options
Windows Firewall

Figure 3.1: Network and Sharing Center
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3. Select Connect to the Internet and click Next:

Choose a connection option

nect to the Internet
t up a broadband or dial-up connection to the Internet,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Figure 3.2: Setting up a connection or network

4. Choose the appropriate option to connect. In this case, you can see that I only
have one option:

How do you want to connect?

Broadb%nd (PPPoE)

Connect using DSL or cable that requires a user name and password.

=2

[]Show connection options that this computer is not set up to use

Figure 3.3: Connecting to the internet
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5. Enter the credentials provided by your ISP, provide a Connection name, and, if

appropriate, check the box to allow other users of the device to use the
connection. Then, click Connect:

Type the information from your Internet service provider (ISP)

User name: ‘ Gordon |

Password: "eessee |

[[]Show characters
[] Remember this password

Connection name: %Broadband Connection

@ [WliAllow other people to use this connection:

This option allows anyone with access te this computer to use this connection,

I don't have an ISP

Figure 3.4: Inserting your credentials

6. The device will now try to connect. As we do not have a connection, you can
either click Skip here, or wait for it to time out, then click Set up connection
anyway, followed by Close:

Connecting to Broadband Connection...

A -

Connecting through WAN Miniport (PPPOE)...

Figure 3.5: Trying to connect
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In the preceding activity, we configured the initial setup of a broadband connection. Now
we have an internet connection set up, let's look at some of the properties.

Configuring connection properties

Activity 2: There are a number of properties that we can configure for each connection. We
cover a number of these in the following activity:

1. Click on Internet Options:

rr
re

Iy

Network and Sharing Center = || =] =X

T

:‘: <« Network and Internet » MNetwork and Sharing Center v & | | Search Control Panel 2 |

Wiew your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter setting

Change advanced sharing test.local Access type: No network access
settings Domain network Connections: @ Ethernet

Change your networking settings

{;. Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also
Internet Options

Windaows Firewall

Figure 3.6: Network and Sharing Center
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2. Select the Connections tab on the Internet Properties dialog box:

A Internet Properties _

| General I Security | Privacy | Contentl Connections |Programs I Advanced |

To set up an Internet connection, dick Setup
Setup.

Dial-up and Virtual Private Metwork settings

£53 Broadband Connection Add...
Add VEN...

Remove,..

Choose Settings if you need to configure a proxy Settings
server for a connection.

Local Area Metwork (LAM) settings

LAM Settings do not apply to dial-up connections. LAM settings
Choose Settings above for dial-up settings.

oK | | Cancel Apply

Figure 3.7: Internet Properties dialog box

3. The Setup option allows you to repeat the previous activity, but also allows you
to select an existing connection. The Add... option allows you to create a new
connection.

4. Select the connection you created in the previous activity and click Settings.
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5. Investigate the options available to you here. You will not need to know these for
the exam but it is worthwhile knowing they exist for the real world. Of the
options shown in this dialog box, I will draw your attention to the Proxy server
option, which we will discuss in more detail in chapter 14, Network Services:

= Broadband Connection settings -

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings
|:| IUse automatic configuration script

Proxy server

H IUse a proxy server for this connection (These settings wil not
apply to other connections).

an Advanced

Bypass proxy server for local addresses

Dial-up settings

User name: | Gordon | | Properties |

Password: | |
Domain: | | %

QK || Cancel |

Figure 3.8: Broadband Connection settings
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6. Click on Properties and investigate the options there. In the Sharing tab, you will
see that you can share the device's internet connection. This is seldom used
nowadays and is a throwback to the days when you only had one modem and
wanted to share it in a household. You would connect the PCs to a hub, and one
of the PCs would be connected to the modem. This allowed the other devices to
share the modem-connected PC's internet connection:

| General | Options I Security I Metworking | Sharing

Intemet Connection Sharing

[]iAllow other networl users to connect through thls
computer'’s Intemet connection i

[ ] Establish a dial-up connection whenever a computer on
my networlc attempts to access the Intemet

Alow other network users to control or disable the

shared Intemet connection

Figure 3.9: Broadband Connection Properties

Once the data has been received on the WAN, it has to be moved around to get to its
destination. To do this, we use some form of packet switching technology; usually, this will
be either X.25 or Frame Relay. Before these technologies came along, when the only means
of connection was via dial-up, we used circuit switching.
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Circuit switching

With circuit switching, the telephone system created a physical connection from the person
initiating the call to the person receiving the call. This is not to say there was a cable that
ran my house to my friend's house. There would be a cable that connected my house to the
telephone exchange, and from there another cable was then connected to create a
connection to another exchange where the process was repeated until the final exchange
would connect me to my friend's house.

You may have seen this in action if you have seen an old black and white movie with a
scene at a telephone exchange. The telephone operators would manually plug and unplug
the cables to make or end the physical connection. Because it would only be my call on this
connection, the bandwidth was dedicated to me, and thus the quality of the call was
guaranteed. However, circuit switching was not without its drawbacks. If there was a break
in the connection, there was no redundancy in place, and a new connection had to be
initiated. If it failed during a data transfer, you would have to re-transmit. Figure

3.10 shows an example of how a circuit switching connection may have been made:

OO
09 OO

Telephone Telephone Telephone
Exchange Exchange Exchange

OO OO
OO O O

Telephone Telephone Telephone
Exchange Exchange Exchange

Figure 3.10 Circuit switching example

As circuit switching was not without its faults, an alternative was required to address them.
Packet switching was the solution, and we will cover this next.
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Packet switching

Packet switching was introduced to alleviate some of the issues that were found in circuit
switching. Using this method, the data being transferred is broken down into smaller
chunks of data called packets. A virtual connection is made between the devices. One of the
key differences between packet switching and circuit switching is that there is no fixed path
between the devices, and each packet may take a different route. As you can see in Figure
3.11, the first packet (single black line) and the second packet (double black line) have gone
different paths. Note that, for clarity, I have not added the double black line for the
connection between the devices and the central offices:

OO
OO

Central Office

Central Office Central Office Central Office

Figure 3.11: Packet switching network

Each of these packets includes a portion of the original data (payload), a header, and a
trailer. As the header and trailer are additional to the data being transmitted, they are
classed as management overhead. The header will include information such as the source
and destination addresses, and a segmentation number, as well as other details. The
segmentation number is used to rebuild the segmented data at the recipient's end and as a
means of accounting for all the data. Has it all been received? The trailer contains a cyclic
redundancy check (CRC) for error checking. When sending data, the following process is

followed:

The sending device performs a mathematical calculation on the data being sent.
The output of that calculation is added to the trailer.

On receipt of any data, the receiving device performs the same calculation.

The receiving device then compares its result with the value stored in the trailer.
If the two values match, then the data has been transmitted correctly.

If they do not match, then the data is deemed to be corrupted, and some form of
correction or re-transmission is required.

o Gk W=
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How large these packets are is dependent on the network itself. We'll look at an example
scenario and identify how many packets need to be transmitted.

Joe wants to send a file that is 4 Kb in size, across a network that supports a fixed packet
size of 512 bits. Each packet has 124 bits of overhead (92 bits for the header and 32 bits for
the trailer). We can see just from comparing the file size and fixed packet size that the
original data needs to broken down into packets. But how many? To work this out, we need
to know how big the payload can be in each packet. We can find this using the following
calculation:

o Payload size = fixed packet size - overhead:
Payload size = 512 bits - 124 bits
Payload size = 388 bits
e With this information, we can find out how many packets we would send:
Number of packets = original file size/ Payload size
Number of packets = 4096 bits/388 bits
Number of packets = 10.55

Obviously, we cannot send .55 of a packet, so this would be 10 packets with a payload of
388 bits each, and an 11th packet with a payload of 216 bits.

X.25 packet switching

While X.25 packet switching is one of the oldest packet-switching technologies, it is still in
use today even though frame relay is available. Through the use of X.25 technology, an
organization can take advantage of a 64 Kb WAN connection that is called up whenever
there is data to be transmitted. X.25 provides an end-to-end connection that is digital
throughout, thus removing the requirement to convert data from digital to analog and back
again. While all data being transmitted across any network will have some form of
management overhead included in the transmission, X.25 has a greatly reduced overhead

compared to that used in circuit switching. This leads to more efficient use of available
bandwidth.
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There are a number of components you need to be familiar with to understand how X.25
packet switching works, and I would like to define them before providing an overview of
how communication takes place.

Packet Assembler Disassembler (PAD): This is likely to be the router on the
sending device's network. It takes the original data and breaks it down into
packets. On arrival at the destination network's router, the packets are re-
assembled back into their original form.

Data Terminating Equipment (DTE): This is the device where the data being
transmitted on a packet-switched network terminates. In most modern iterations,
this would be the router, but may actually be a terminal device. The DTE is
owned by the client.

Data Circuit-Terminating Equipment (DCE): This device connects your network
to the medium that links you to the packet switching network. In a packet-
switching network, this would be a device called a Channel Service Unit/Data
Service Unit (CSU/DSU). One of the important functions these devices provide
is that of clocking. Clocking is a function that allows synchronous transmission of
data, that is, all devices are working on the same timings and thus avoid
collisions.

Central Office (CO): This is the building owned by your service provider where
all the digital connections go to.

Packet Switching Exchange (PSE): A device located in the CO that is used for
routing the data. Each PSE contains thousands of circuits, and it will choose one
of these circuits to transmit the data through. (This is represented by the small
circles in Figure 3.2.)

Virtual circuit: The collection of circuits selected for the transmission of a set of
data.

Demarcation point (Demarc): This is the point where services from your service
provider interface with your own services. This will mark the boundaries of
responsibilities, and is quite important to know when troubleshooting. Is it a
problem in your devices or with the providers, or possibly subsequent providers,
that your data is transiting through. A demarcation point may be an interface on
a device or something as simple as a network jack.
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Figure 3.12 shows the connection from the end device to the internet, where the CO will be
located. The routing that takes place within the internet is shown in Figure 3.12:

Bl = = e

Switch Router/PAD CSU/DSU Internet

Figure 3.12: X.25 setup

Now you know the components, let's put this all together and discuss the process:

SN

8.

Your device sends the data to a router.

The router (PAD) disassembles the data into packets.

The PAD forwards the packets to the CSU/DSU.

The CSU/DSU then forwards the packets via the Demarc to the CO.

Once received at the CO, a PSE may disassemble the packets further if they are
too big for onward transmission. The PSE will then view the destination
information within the packet, and decide which circuit to forward it through.
There is no requirement for all of the packets from one set of original data to be
sent through the same circuit/path.

The PSE sends the data on to the next hop in the path. This may be another PSE
or may be the recipient's PAD.

Once the data arrives at the recipient's PAD, it is checked (using the CRC) and
reassembled.

The PAD finally forwards the data to the intended recipient.

X.25 allows for devices on the LAN to share the WAN connection. As you can see from
Figure 3.12, the end devices connect to the router via a switch, meaning they can all transmit
data to the router. The PSEs have the capacity to store data in their buffers for onward
transmission later (store and forward). Because they are storing the data before transmitting
it, there is an element of fault tolerance here. If the data being transmitted fails for whatever
reason, the PSE still holds it in its buffer and can therefore attempt to forward it on again.
This may mean forwarding it via a different circuit if the original one is no longer available.
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It is possible to identify the path that the data takes using the tracert command. tracert
traces the route your data takes to reach a destination. The following activity will
demonstrate this command in action:

Activity 3:

1. Open Command Prompt on a Windows PC.
2. tracert to Google's public DNS server using this command: tracert
8.8.8.8.

3. Review the output.

Your output should look similar to mine (Figure 3.13). If you receive a General
failure message, it is likely that the ICMP packets being used by tracert are being
blocked by the firewall:

rle.com [8

ms 1 ms
ms ms
13 ms 13 ms
12 ms ms

4

[w

3 ms 13 ms
ms ms
13 ms 3 ms

-

race complete.
Figure 3.13: tracert output

Looking at my output, we can see a number of things. Firstly, we can see that tracert has
resolved the IP address of 8. 8. 8.8 to what is known as a fully qualified domain name
(FQDN) of google-public-dns—a.google.com We can see that it allowed the route to
be a maximum of 30 hops (routers). If the destination was any further than this, it would
not have completed the trace. Then, the output provides us with the details of the 8 hops to
get to 8.8.8.8. Hop #1 is my home router (default gateway). There are three sets of
timings for each hop. tracert sends three packets of data to each hop (basically sends a
ping) and records the latency (how long it takes for a reply to come back). Then, I am
informed of the IP address of the hop, and, where available, its name. Look at hop #5.
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Notice there are no timings, just an asterix, *, and it says Request timed out. Thisis
most likely due to the device at hop #5 being configured not to respond to ICMP requests. It
is not unusual to see multiple entries similar to hop #5. However, I would suggest that if
you have no connectivity to the end device (in this case 8. 8.8 . 8) and from hop #5 onward
you have just received Request timed out messages, that there is a problem between
hop #4 and hop #5.

Exam tip: I would encourage you to refer to t racert as trace route. A lot
of people refer to it as trace R T, and then forget what it is used for. By
referring to it in full, you can easily recognize its function. I would,
however, be remiss not to include a caveat to this. In Linux, the command
is traceroute, not tracert. If you follow my recommendation of
referring to tracert as trace route, be careful as the Linux variant may be
in the answer set as a distractor.

Frame relay

We discussed previously how X.25 segmented the original data being transmitted by
breaking it down into packets. Frame relay utilizes a similar technique, but breaks the
original data into chunks of data known as frames. However, confusingly, it is still referred
to as packet-switching technology. Devices in a frame relay network are similar to those
used in an X.25 network, except the former uses a Frame Relay Access Device (FRAD)
instead of a PAD, and the DCE is a device known as frame relay switch instead of the
CSU/DSU (Figure 3.14):

B === === B S

Switch FRAD Frame Relay Switch Internet

Figure 3.14: Frame relay

With frame relay, the virtual circuits created are not dedicated to just you and are shared
with other organizations. This raises some obvious concerns regarding privacy, and also
leads to decreased transmission speeds as you share the connection. This doesn't sound too
appealing, so why use frame relay? Quite simply, it is cheaper and uses fewer devices. To
try and help alleviate the issue of decreased speed, frame relay does not attempt to correct
any errors it detects during the transit of the data. If a frame is detected as having an error,
it is simply discarded. Error correction is left to the relevant endpoint devices. They will
identify that data is missing and attempt to correct the issue, usually by re-transmission.
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Unlike X.25, which is needed to call up to transmit data, frame relay uses permanent virtual
circuits (PVCs). As the name implies, these are permanently connected and do not need

to call up to transmit data. These PVCs connect to PSEs sitting in a frame relay cloud and
are likely to be paired. One PVC will be for transmission, and the other for receiving, giving
you a full-duplex connection.

Organizations will need to decide on what bandwidth they are likely to use and agree this
with the service provider. The normal bandwidth you select is known as the committed
information rate (CIR). There may be instances when this is not quite enough, and frame
relay allows for burst transmissions of up to two seconds. This provides you with
additional bandwidth, with two additional rates, burst rate (BR) and burst excess (BE). The
BR is double the CIR, and the BE is BR plus half the CIR. There are lots of abbreviations
there, so let me clarify that:

Burst rate (BR) = 2 x committed information rate (CIR)
Burst excess = Burst rate + (committed information rate/2)

Both frame relay and packet switching utilize a shared infrastructure. Although this means
it is a cheaper option compared to alternatives, it is not without issues. In the next section,
we will look at a more costly alternative.

Leased lines

I find people struggle a little with differentiating leased lines from other forms of
connectivity, purely due to the use of the term leased. All of these connections require you to
lease some form of service from your provider, and that's what confuses people. What I
would ask you to do to combat this is to prefix leased lines with the word dedicated.

Unlike other forms of connection discussed here, a leased line is a dedicated link between
you and another location. It's dedicated in that it is only you using it, and, unlike the others
we will discuss, it is not shared with other subscribers. You may have noticed that I refer to
another location rather than specifically mentioning the connection is to your service
provider. This is deliberate, because although most leased lines will connect you to your
service provider, you may also have a dedicated connection between company sites.
Because the lines are dedicated to you, the service providers can guarantee a level of
quality. They also tend to offer full-duplex connectivity with the same speed for uploads as
that available for downloads.
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Leased lines offer always-on communication. They are permanently connected and ready to
send and receive data at any time of day, and there is no requirement to initiate the
connection. Because of this, leased lines are a more expensive option, and potentially you
are paying for the connection when it is not being used, such as night time or weekends. It
is unlikely, therefore, that a leased line will be used to connect a residential home to a
service provider. In fact, in 18 years of working in IT, I have only once come across a home
user that had a dedicated lease line.

Dial-up connectivity

You may be looking at the title of this section and wondering why are we covering such an
old technology. The simple answer to this is that, despite its age, dial-up is still used.
However, unless you're living in rural areas where faster methods are not available, it is
unlikely that it would be used as a primary means of connection to a WAN. In most
instances, dial-up would be used as a backup means of connectivity, used for allowing
support staff to connect and rectify any issues with the primary means of connection.
Imagine that you are an on-call network engineer, and someone calls you up in the middle
of the night to report that there is no internet access. You try to connect to the router from
home, but there is no connectivity. You then use a dial-up connection to dial into the
network, connect to the router via its internal interface, and rectify the fault.

Dial-up connections utilize the traditional telephone network. You may hear this referred to
as public switched telephone network (PSTN) or more informally, plain old telephone
service (POTS). The telephone network was designed to carry voice communications, and
its use for carrying data was piggy-backed on to the existing infrastructure. The
performance of dial-up can vary significantly depending on a number of factors. For
example, distance can impact the quality of the signal, likewise the environments where the
telephone line is shared, such as a workplace or a hotel, will suffer from degradation.
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To connect using dial-up, a user needs to use a device called a modulator/de-modulator
(modem). A modem may be a standalone device, maybe on an expansion card added to the
computer, or embedded on the motherboard, although this is unlikely on modern PCs. If
using a standalone device, you will need to connect it to the PC. The modem is then
connected to the telephone socket in your building. The purpose of the modem is to convert
the digital signals from your PC into analog signals for transfer across the telephone lines.
The destination modem reverses this process, taking the analog signal, and converting
them back into a digital format that can be understood by the recipient PC. Figure 3.15
shows a simplified dial-up network. In reality, the modem connects to a telephone socket at
the wall, and does not connect directly to the telephone pole:

Telephone Network

B .

[——] [=—]

Modem Modem

Figure 3.15: Dial-up connection

Compared to modern technologies, dial-up offers a very slow service. Although the
telephone lines can transmit 64 Kb/s, only 54 Kb/s is used for data, and the remaining 8
Kb/s is used for signaling purposes. As modem technology advanced, compression was
used to transfer data at a higher rate. For example, V.44 would boost the speed up to the
equivalent of 320 Kb/s. ISPs were able to extend this further by using compression to
reduce the size of web page content such as text and images.
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Activity 4: Setting up a dial-up connection: In this activity, we will go through setting up
your computer to use a dial-up connection:

As it is unlikely that you have access to a modem and a relevant dial-up
account with your ISP, this activity will include some steps that you are
unlikely to see if you're doing this for real.

1. Open Network and Sharing Center on your PC.
2. Select Set up a new connection or network:

bt Network and Sharing Center = | =] =

Search Control Panel L |

T

:‘: <« Metwork and Internet » MNetwork and Sharing Center v O |

View your basic network information and set up connections
Contrel Panel Home

View your active networks

Changegapter settings
Change advanced sharing test.local Access type: Mo network access
settings Demain network Connections: [l Ethernet
Change your networking settings
‘ﬁ;. Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
@ Treublesheot problems
Diagnese and repair netwerk problems, or get troubleshoeting information,
See also

Internet Options

Windows Firewall

Figure 3.16: Setting up a new connection
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3. Select Connect to the Internet and click Next:

Choose a connection option

Connect to the Internet

Set up a broadband or dial-up connection to the Internet,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Figure 3.17: Connecting to the internet

4. Choose Dial-up (note: as I do not have a modem connected, I had to choose
Show connection options that this computer is not set up to use for it to show):

How do you want to connect?

> Broadband (PPPoE)

@ Dial-up

Connect using a dial-up modem or ISDN.

[#] Show connection options that this computer is not set up to use

Connect using DSL or cable that requires a user name and password.

Figure 3.18: The Dial-up option
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5. Enter in the details provided by your ISP. Then, click Dialing Rules:

Dial-up phene number:

User name:

Password:

Connection name:

| den't have an ISP

=E |

(©) @ Connect to the Internet

Type the information from your Internet service provider (ISP)

| 555-12345678 | Dialing Rules

| Gordon |

[ Show characters
Remember this password

| Dial-up Connection |

'f‘:;' [w] Allow other people to use this connection

This eption allows anyone with access te this computer to use this connection.

Create || Cancel

Figure 3.19: Inserting your credentials

6. In the Dialing Rules dialog box, you can configure the following options. The
option to set a number in the If you dial a number to access an outside line,
what is it? field is useful for you when you are in a hotel or workplace where
you have to dial a 9 to get an outside line. Click OK to close this dialog box:
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the following infarmation about your current location.

What country/region are you in now?

|Ur1i13ed Kingdom ]

What area code (or cty code) are you in now?

|

If you need to specify a carrier code, what is it?

If you dial a number to access an outside line, what is it?

b

|

The phone system at this location uses:
(® Tone dialing ) Pulse dialing

Before you can make any phone or modem connections, Windows needs

Figure 3.20: Dialing rules dialogue box

Do you want to use a connection that you already have?

) No, create a new connection

(®) Yes, I'll choose an existing connection

g’ Broadband Connection
= WAN Miniport (PPPOE)

% Dial-up Connection

s

Figure 3.21: Setting up a connection

7. To use this connection, repeat steps 1 to 3 again. Then, from the presented
connections, choose Dial-up Connection, and click Next to connect:
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As you can see from the preceding activity, this is quite a convoluted process and would be
difficult for a lot of users, especially at the height of dial-up's popularity when people were
not as computer-savvy as they are now. Because of this, most ISPs would provide a setup
CD that would do all the donkey work for you. In fact, at one point you could not buy a
computer magazine, or go into a supermarket, without being presented with a free CD for a
trial with some ISP or other.

Obviously, in a business environment, you don't want just anyone being able to dial in. To
avoid this, we need to configure the system to authenticate and authorize the user before
allowing them to gain access to the network. Traditionally, this was carried out by a
Remote Authentication Dial In User Service (RADIUS) server, and in modern
implementations this role is carried out by a Network Policy Server (NPS). As can be seen
in Figure 3.22, the client device connects to the dial-in server, and the server forwards the
user's credentials to the RADIUS server for approval. The RADIUS server sends back either
an approval or rejection based on credentials and the user's permissions. If approved, the
client device is allowed on the network. It should be noted that, despite its name, a RADIUS
server provides authentication for more than just dial-in remote users:

Remote Client Dial In RADIUS Internal Network
Server Server

Figure 3.22: RADIUS server setup

The user's dial-in permissions are set in their user profile. Figure 3.23 shows the options
available. At the top, we either allow or block connection, or we can allow the connection
based upon the settings in the Network Policy (NP). This policy simply states what criteria
a user or device has to meet to be considered safe to be allowed on the network. The next
section is an option to verify caller ID. This only allows calls to come in from a predefined
phone number. As companies tend to get cheaper calls due to business rates, it is usually
more cost-effective to call back the user rather than them calling up from their individual
houses (assuming they can claim the calls back on expenses), so there is an option to call the
user back on the number they dialed in on. As an added security option, you can specify a
number that is called back to. The obvious restriction to this is that the user dialing in is
restricted to that one location if it is a landline number. The last options allow the allocation
of static IP addresses (as opposed to DHCP-issued ones) and static routing. We cover
routing in more detail in chapter 7, Routers and Routing - Beyond a Single Network:
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Administrator Properties \L-

Remote control I Remote Desktop Services Profile I COM=
General I Address | Account | Profile I Telephones I Organization
Member Of | Dial+n | Environment | Sessions

Network Access Pemission

" Mllow access

" Deny access

{* Control access through NPS Network Policy

[ Verify Caller-ID:
Callback Options
{* No Calback
" Set by Caller (Routing and Remote Access Service only)
" Aways Callback to: |

[~ Assign Static IP Addresses %

Define IP addresses to enable for this |
Dial4n connection.

[~ Apply Static Routes

Define routes to enable for this Dialin
connection.

m

OK || Cancel | Ppply T

Figure 3.23: User dial-in settings

With the need to provide faster inter-connectivity to accommodate the requirements of
more dynamic and demanding services, the days of dial-up were numbered. The following
section discusses the various successors to this standard.

Understanding carrier standards

The term carrier standards refers to standards that have been agreed upon for the various
different carrier technologies. These standards cover a whole range of areas, including
coding mechanisms, modulation, voltages, and physical attributes. However, for the exam
we only need to have a high-level understanding.

We will now look at some of the common individual carrier standards.
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Integrated Services Digital Network

As technology developed, the limitations of dial-up began to become a hindrance. Faster
and better methods of communication were required. Integrated Services Digital Network
(ISDN) was one of those methods. While improving on dial up, ISDN still utilized the
existing telephone network. However, dial-up only allowed one device to use the line at a
time, whereas ISDN allowed numerous network devices and voices to utilize the line at the
same time.

To connect to the internet using ISDN, an ISDN modem is required. It should be noted that
although a modem used with ISDN shares its name with a modem used with dial-up, that
is pretty much where the similarities end. Recall that a dial-up modem converts digital
signals to analog and back again. However, with ISDN the signal used is digital throughout
the journey, and no conversion to/from analog is required. Removal of the conversion step
helped improve performance, as did faster connection times. ISDN modems also tend to
have more ports to connect devices to than their dial-up counterparts, although connecting
too many devices may impact the individual experience of those devices due to having to
share a finite bandwidth.

mentions conversion of analog signals, then the answer is definitely
leaning toward dial-up, but ensure you read the question and the answer

9 It is easy to think of modems being used for dial-up only. If a question
set fully.

ISDN uses the concept of channels for the transmission of data and the management of
such transmissions. These channels are split into two types, a bearer channel (B) and a data
channel (D). Rather confusingly, the B channel is used to bear the data, and the D channel is
mainly used to carry the management data for signaling and control. Oddly, because this
seems the wrong way round to me, it actually sticks in my mind more. Each B channel is
capable of carrying 64 Kb/s, and the D channel is also capable of carrying 64 Kb/s.

There are two types of access available in ISDN, Basic Rate Interface (BRI) and Primary
Rate Interface (PRI). BRI utilizes two B channels and a single D channel. This provides 128
Kb/s for data. In contrast, PRI varies depending on the region. In North America, it uses
what is known as a T1 connection (one of a number of T-Carriers discussed later), Japan
uses a J1 connection, and Europe and the majority of the world uses an E1 connection. A T1
and J1 connection utilizes 24 B channels providing a bandwidth of 1,544 Kb/s (or 1.544
Mb/s), whereas E1 uses 32 B channels providing a bandwidth of 2,048 Kb/s (or 2.048 Mb/s).
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Asynchronous Transfer Mode

Asynchronous Transfer Mode (ATM) is another method that allows the integration of data
and voice communications, and is used within PSTN and ISDN networks. ATM splits the
data into fixed-size cells of data, and requires a connection to be made between endpoints
before any data is transferred. This helps make the network more efficient. If no connection
can be established, then no data is transmitted.

Digital Subscriber Line

Similar to ISDN, Digital Subscriber Line (DSL) provides a means of transmitting digital
signals across the existing telephone network. Again a modem is required, but unlike ISDN
a digital to analog conversion does take place. Although the data being transmitted is now
an analog signal, both data and voice communications can take place simultaneously as the
data is being transmitted at a higher frequency than the voice communications. Common
forms of DSL are Asymmetric DSL (ADSL) and Symmetric DSL (SDSL):

e ADSL: Most homes utilized ADSL, so this became synonymous with the term
DSL. ADSL offers a faster download speed than upload speed. This made sense
at the time. Most home users would only be downloading from the internet, even
if this was just web pages, and the only uploads they would be doing were the
commands from their devices to pull those websites down.

e SDSL: SDSL was more the domain of organizations, as this was a dedicated line,
and therefore more expensive. As can probably be deduced from its name, SDSL
could upload and download at the same speed.

There are a number of other variations of DSL, and you may see the acronym xDSL to
represent DSL; however, ADSL and SDSL are the two main ones. ADSL can provide
around about 24 Mb/s download and 1 Mb/s upload, and SDSL provides a speed of about 2
Mb/s. The speeds mentioned here are dependent on the distance from the central office. As
the distance increased, the speed would reduce due to attenuation (degradation of the
signal).
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Synchronous Optical Network

Synchronous Optical Network (SONET) is a means of sending digital data down a high-
speed optical connection. One of the benefits of SONET was the ability to send multiple
data streams through a single connection. The following table shows the details of the
speeds of each level:

Level Transmission speeds
0OC-1 51.84 Mb/s

OC-3 155.52 Mb/s

OC-12 622.08 Mb/s

0OC-24 1.244 Gb/s

0OC-48 2.488 Gb/s

0C-192 9.953 Gb/s

If you can remember the speed of OC-1, then to find the other speeds you
8 just multiply that value by the OC level number.

While SONET utilized optical cabling, other technologies utilized copper cabling and T-
carriers, which we will discuss in the next subsection.

T-carriers

T-carriers or Transmission carriers are utilized by some of the technologies listed
previously to transmit data at high speed. In addition, they may be used as a link between
LANS to provide a high-speed connection with the added benefit of privacy. The following
table shows the details of the relevant speeds per standard:

Europe Japan North America
Level Speed Level Speed Level Speed
E1l 2.048 Mb/s J1 1.544 Mb/s T1 1.544 Mb/s
E3 34.368 Mb/s J3 32.064 Mb/s T2 44.736 Mb/s
E4 139.264 Mb/s J4 97.728 Mb/s T3 274.176 Mb/s

SONET and T-carriers will usually be used in organizations where the additional
bandwidth offered by these technologies prevents any performance issues. Let's look at an
option for the home environment.
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Broadband cable

At this point, you may have read through all of the preceding sections and are now
thinking, my home network does not use any of these. If this is true for you, it is likely you
use some form of broadband cable, especially if your TV and internet is provided by the
same supplier, for example, Sky in the UK. This one connection probably uses a single RG-6

coaxial cable.

Fiber to the X

While not specifically mentioned in the exam objectives, I would like to discuss other WAN
technologies that I feel it is worth knowing exist, namely Fiber to the X (FTTx), satellite,
and cellular.

FTTx is a term that will crop up in the real world. FTTx is a generic term referring to the
varying levels of Next Generation Access (NGA) that fiber optic connections and services
provide. The following sums up the common versions of FTTx:

e Fiber to the home (FTTH): A form of Fiber to the Premises (FTTP). It provides a
fiber connection to your house. It should be noted the fiber connection usually
ends at some form of junction box attached to your outside wall, and the
connection from that box to devices inside, such as the modem, will not be fiber.

e Fiber to the building/business (FTTB): Another form of FTTP. This is similar to
FTTH but is geared towards either business or multi-tenancy buildings such as
apartment blocks. Fiber is used to the building but from that point to the offices
or different apartments a different medium is used.

e Fiber to the curb/kerb (FTTC/K): In this instance, the service provider lays fiber
connections to the communications cabinet at the end of the road (realistically
this could be anywhere within 300 m of your premises).

In chapter 8, Media Types - Connecting Everything Together, we discuss the characteristics of
various cabling technologies including fiber. In that chapter, we will discuss the speeds of
fiber. It is important to note that although the various FTTx implementations provide fast
speeds to the various endpoints (home, business, curb, and so on) the onward connection
from there to your end devices is likely to be slower, and you will not be able to take the
full advantage of the speeds fiber offers.
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Satellite

Satellite WAN is an ideal connectivity solution in areas where the laying of cables is
problematic, such as rural locations, hazardous terrain, on board ships, and so on. Laying
cables to each of the aforementioned locations would be either prohibitively expensive or
impossible. Although still a relatively expensive option, satellite avoids the problem of
laying cables to these areas by utilizing satellites in a geo-stationary orbit above the
equator. Geo-stationary means the satellite orbits the earth at the same speed the earth is
rotating, thus allowing the satellite to be easily located. End user devices will connect to a
modem-like device, which in turn is connected to a satellite dish. For communication to
take place, the dish needs to have a clear line of sight to the satellite for the signal to get
through. When installing and aligning a satellite dish, an engineer will have to take into
consideration potential environmental factors. An example of this is trees. An engineer may
have obtained a perfect signal during a wintertime installation, but come spring, leaves
return to the tree and block the line of sight.

Satellite communication is known to have high latency. The signal has to go from earth to
the satellite, and from the satellite to your provider's Network Operations Center (NOC)
back on earth, from the NOC to the destination device. The data sent back in response
follows that route in reverse. In ideal conditions, this can take about half a second to
complete, but in reality is usually going to be slower due to internet traffic, heavy rain,
snow, solar interference, and so on. In early satellite implementations, this latency resulted
in maximum speeds of approximate 2 Mbp/s, which limited you to either web browsing or
file downloading. Video conferencing, streaming, and online gaming was a definite non-
starter. However, speeds have now increased dramatically, and at the time of writing
(2019), Viasat offers a connection of 100 Mbp/s. Figure 3.24 gives an overview of a satellite
network:

1000
100LC
100L -
% ﬁ 10001 /; ;
) __| OOOL LIL] _—
] 10100 1] I
— - g L ] g —| -
1000—-
E BEO—I E
—= 10100L
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Transmitting Device Satellite Dish Network Operations Centre Destination Device

Figure 3.24: Satellite network
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Interestingly, until recently I had a mindset that the use of satellite was few and far between
and performance was relatively poor in comparison to wired connections. However, having
just purchased a cave house in an area of Spain (trust me — Google them), I realized most of
the village does not have the ability to have wired connections physically laid down and
satellite is the only viable option. In addition, the quality of streaming video seemed to be
better than my wired broadband connection in the UK.

As the price of cellular connections has started to drop or the data allowance per dollar has
increased, the use of cellular connectivity as a means of sole connectivity has started to
grow. My latest cellular contract offers me 100 GB of data per month for a reasonable price.
This is more than enough for most people and moves us away from the need to have a
fixed base station. In the next section, we discuss this technology in a little more detail.

Cellular

Cellular technology has improved in leaps and bounds since its inception, and has become
one of the main methods of accessing a wireless WAN (WWAN). The majority of modern
cell phones have the ability to connect through either 3G or 4G to provide information at
our fingertips. A number of tablet devices and laptops also have cellular data connectivity
functionality. This technology, along with cloud services, has allowed businesses to truly
embrace the concept of having a mobile workforce.

To be able to utilize 3G or 4G, as with the other technologies, you need to have a
subscription with a service provider and a mobile device. The mobile device will use either
Global System for Mobile (GSM) or Code Division Multiple Access (CDMA) technology.
GSM devices require a Subscriber Identity Module (SIM) card, whereas CDMA doesn't
and providers use the device's Electronic Serial Number (ESN) to identify and authorize it
on their network. CDMA is the prominent technology in the USA, and GSM elsewhere.

3G and 4G are the third and fourth generations (the G) of mobile data technology. As no
formal standards have been agreed on as to what constitutes each of these technologies, it is
difficult to state a maximum speed possible. 3G using HPSA+ can, theoretically, reach 21.6
Mb/s, and 4G can achieve 300 Mb/s. The caveat to these speeds is that they are achievable
under ideal conditions rarely seen in the real world. There is also an impact on the speed
obtained if the user is moving, as there is slowdown as they switch between cell towers.
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Summary

In this chapter, we moved away from our own infrastructure and looked further afield into
WAN. We defined a WAN, before we covered the two packet-switching technologies of
X.25 and frame relays. We then discussed the benefits of using a dedicated lease line. Dial-
up, and other networking methodologies that used the POTS/PSTN, such as ISDN, ATM,
and xDSL, were then covered. We also discussed some characteristics of the T-carriers and
their equivalents, and the OC-levels used in SONET. Finally, we finished off this chapter by
covering broadband and fiber connections, satellite, and cellular.

Going through this chapter, you learned how to create broadband connections on a
Windows computer, before going on to learn how to configure network properties. While
the former is becoming less common, you will still come across this; the latter you will be
required to configure on a more regular basis. You also learned how to use the tracert
command to identify the path data takes to the destination. This is a command you will use
on a regular basis to identify points of failure on a route. We also saw how to configure
dial-up connections, and while this may seem like legacy technology, large organizations
will use this as part of their disaster recovery.

In the next chapter, we will look at wireless networking, and discuss the various standards
and topologies before talking about wireless security. You will begin to gain an
understanding of some of the factors that influence and impact wireless deployments, and
from this, mitigate against them.

Questions
1. What type of network medium is used by SONET?

(A)UTP

(B) Coaxial
(C) Wireless
(D) Optical

2. What is the speed of an E3 connection?

(A) 1.544 Mb/s
(B) 2.048 Mb/s
(C) 34.368 Mb/s
(D) 44.736 Mb/s
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3. Which devices convert digital signals to analog signals for transmission over the
telephone network?

(A) Modem
(B) Switch
(C) Router
(D) Telnet

4. Which device in a packet-switching network is most likely to function as a PAD?

(A) Modem
(B) Switch
(C) Router
(D) Telnet

5. How many B channels does an ISDN Basic Rate Interface have?

(A)1
(B) 2
(©3
(D) 4

6. Which WAN technology used fixed-size cells to transfer data?

(A) Frame relay

(B) Packet switching
(C) ATM

(D) 3G

7. Which of the following is used for error checking in X.25 networks?

(A) CRC
(B) ATM
(C) ECC
(D) PSE

8. If you had a committed information rate (CIR) of 128 Kb/s, what would the burst excess
be?

(A) 128 Kb/s
(B) 192 Kb/s
(C) 224 Kb/s
(D) 320 Kb/s
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9. What device routes traffic around a packet-switched network?

(A) PSE
(B) PAD
(C) CSU/DSU
(D) DTE

Further reading

Learn more about the various types of cables here:

e Difference Between Circuit Switching and Packet Switching: https://
techdifferences.com/difference-between-circuit-switching—and-packet-—
switching.html

o ADSL vs Fibre broadband: what do they mean and which do I need?: https://www.
techradar.com/uk/broadband/adsl-vs-fibre-broadband
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Understanding Wireless
Networking

Looking around my bedroom right now, I can see several devices that can connect to
wireless networks: mobile phone, laptop, tablet, fitness watch, games console, and
television. It seems each month some hitherto non-smart device develops wireless
connectivity. As we move toward the ubiquitous use of wireless technologies, the ability to
understand how to implement and configure a wireless network is a skill that is in greater
demand.

This chapter will introduce you to current technologies in use, covering the various
standards that are in common use today. We'll discuss topologies in use in wireless
networks, allowing you to identify which best suits your needs. Given the broadcast nature
of wireless, we'll finish this chapter by highlighting the importance of security to maintain
data protection.

The following topics will be covered in this chapter:

o Wireless standards
e Wireless topologies
o Wireless security

Technical requirements

To complete the exercises in this chapter, you will require a computing device with access
to the internet.
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Understanding wireless standards

As networked technology has developed, it appears to have thrown off the shackles of
cables to a great extent. Most endpoint user devices now come shipped with some form of
wireless connectivity already built in, offering us information at our fingertips as we
connect to various wireless hotspots on our travels, uttering our mantra to the waiter in the
coffee shop, what's the Wi-Fi password? As these devices are from different manufacturers,
there was a requirement for a specification to be created that all network devices would
adhere to.

Wireless standards are a set of standards that allows devices from different manufacturers
to communicate with each other. My focus in this section will be on the IEEE 802.11
wireless standards (or Wi-Fi). Although there are other wireless standards, such as IEEE
802.15 (Bluetooth) and IEEE 802.16 (WiMAX), these are not covered in the exam objectives.

In July 1990, the Institute of Electrical and Electronics Engineers (IEEE), announced that
their 802 project was forming a working group to investigate and develop wireless
standards. This working group was named 802.11. Over the years, the working group has
created several wireless standards that are in operation in various environments, but we
will only look at five of these.

I would like to discuss some terminology common to all of these standards before going
into their various characteristics.

CSMA/CA

Wi-Fi is classed as a contention-based technology. All devices on the network are vying for
the attention of the access point. The access method used in Wi-Fi networks is called
Carrier Sense Multiple Access/Collision Avoidance (CSMA/CA). Let's break that down a
bit to understand it better:

e Carrier sense means it listens to what is happening on the carrier, in this case, the
airwaves.

e Multiple access simply means that the carrier is available to multiple devices.

¢ Collision avoidance means that there is a mechanism in place to avoid
collisions.

With a wired connection, you can detect a collision; in a wireless network,
you cannot, so you need to avoid it.
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As can be seen in Figure 4.1, CSMA/CA follows a simple process of Ready To Send/Clear
To Send (RTS/CTS):

1. The sending device listens out for any transmissions (carrier sense).

2. If no transmissions are heard, it sends an RTS message to the access point
advising it has data that it wants to transmit.

3. If the access point is free, it will send a CTS message to the device. All other
devices hear it and do not attempt to transmit for a period of time.

4. The sending device transmits the data:

1. I'm listening
but cannot hear
anyone talking

2. Request to Send (RTS) ((i))

@k 3. Clear to Send (RTS)

p————N 4. Data is Sent

Figure 4.1: CSMA/CA process

You may be thinking, if the sender is listening to make sure the network is clear, why do
we need to send an RTS message? I would like to draw your attention to Figure 4.2, which
demonstrates what is known as the hidden station problem or hidden node problem:

Figure 4.2: The hidden station problem
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As you will read in the following sections, wireless networks can only transmit over a
limited distance. In the preceding diagram, we can see that both laptops are 60 meters away
from the wireless access point. Both devices are within range of the access point but are so
far away from each other that they cannot hear when the other is talking to the access point.
Because of this, when the device are listening to hear any device talking (step 1 of
CSMA/CA), they do not hear each other, and therefore send an RTS message. The access
point will receive this but will not send a CTS message.

Radio waves

For this chapter, we will look at wireless communication through the use of radio waves, as
opposed to light waves. Radio waves form part of the electromagnetic spectrum, and
appear, as the name would suggest, in the radio frequency zone of the spectrum. These
waves are generated by passing an alternating current through a conductor and transmitted
out of an antenna as a waveform (Figure 4.3) or sine wave. Data is transmitted through
these radio waves:

/\/\/\/\/

Figure 4.3: Waveform

How close each of the peaks of the waves are is dictated by the frequency, which is
discussed in the following subsection.

Frequency

Frequency can be defined as the number of times a specific event occurs in a specified
period of time. Looking at Figure 4.4, we can see that when the wave signal has returned to
its starting point, it has completed a single RF signal cycle. Each cycle is measured in hertz
(Hz):
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One Cycle

/

Figure 4.4: RF signal cycle

Frequency is defined by the number of cycles it completes in one second. One cycle per
second is 1 Hz. Figure 4.5 shows radio waves at two different frequencies. The top wave has
a lower frequency (2 Hz) than the bottom wave, which is ~9 Hz. The higher the frequency,
the more data can be transmitted per second. However, higher frequencies tend to have a
shorter wavelength, which means that, over distance, the signal becomes too weak to be
received:

1 Second

<
<

>
»

NN T
AV AVAVAVAVAVAVAVAVAVAVAVAY

Figure 4.5: Two different frequencies

For ease of reference, as the number of hertz increases, we use a set of prefixes to identify
the frequency:

¢ 1,000 Hz =1 Kilohertz (1 KHz)
¢ 1,000 KHz =1 Megahertz (1 MHz)
¢ 1,000 MHz =1 Gigahertz (1 GHz)
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The two most common frequencies used in Wi-Fi communication are the 2.4 GHz and 5
GHz ranges. Both of these are classed as unlicensed frequency ranges. Unlicensed means
that anyone can use them without requiring a permit. The obvious advantage of this is
avoiding every user of a wireless computing device seeking a license, but that advantage is
a double-edged sword. Because anybody can use devices working within these ranges,
there is an abundance of them out there, which can lead to unexpected Radio Frequency
Interference (RFI). The 2.4 GHz range is particularly affected by this as baby monitors,
microwave ovens, Bluetooth, radio-controlled toys, and so on all use this range.

The 2.4 GHz frequency band is broken down into up to 14 overlapping channels (Figure
4.6), each with a width of 22 MHz. In the US and Canada, there are 11 channels available;
most of Europe has 13; and Japan has 14 channels available. These differences are due to
regional legislation. Whenever you implement a wireless network, you ideally want to
perform a site survey, in part, to see what channels are already in use by you or
surrounding organizations.

You will look to see what channels are available to use and, where possible, spot an unused
channel that does not overlap with any channels in use. Just looking at the channels
available in Figure 4.6, you can see that channels 1, 6, and 11 do not overlap:

123456789 10
/ | ’;X\// ; . \\\‘ ;&\ // x‘\‘ \\
[ fY [ L

L IS S S

|

2.4 GHz 2.5 GHz

11 12 13 14

22 MHz

Figure 4.6: 2.4 GHz channels

However, if you look at the quick survey I have carried out on my laptop at home (Figure
4.7), you will see, in the bottom graph, that there is a lot of overlap going on. There are a
couple of reasons for this.

First, I have no control over the wireless access points, so I am reliant on my neighbors
being tech-savvy enough to check and configure the channels they are using. Second, most
modern wireless access points will configure the channel used automatically, and select the
channel least used:
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Figure 4.7: Overlapping 2.4 GHz channels

Although channels 2, 7, and 12 do not overlap either, it is unlikely you
will need to think about these as channel 12 is not available in the US and
Canada.

The 5 GHz frequency range, at one point, was less saturated with devices than its 2.4 GHz
counterpart. However, as more devices embraced standards that supported this range, this
is becoming less the case. Like the 2.4 Hz range, the 5 GHz range is split into channels,
however, they are non-overlapping and there are 23 of them of 20 MHz each. Any devices
that support both frequencies are referred to as dual-band.

The realms of frequencies can easily become quite complex, however, the exam does not go
into any great detail. Remember that, for two devices to communicate, they need to be on
the same frequency, and for better performance with 2.4 GHz devices, you utilize non-
overlapping channels.
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Modulation

The modulation of radio waves can be a very technical topic and goes well beyond the
objectives of the exam. With that in mind, I would like to summarize its purpose here, and
briefly mention it as we go through the various standards, as I feel it is relevant in the real
world. Modulation can be simplified to mean a method of modifying the transmission of
radio waves to increase efficiency. This modification can be applied to either the power
(amplitude), frequency, or phase.

By modulating the power, you are increasing or decreasing the height of the sine wave;
modulating the frequency involves changing the frequency in such a way that the peaks of
the sine waves are nearer or further away from each other. The higher the frequency (the
closer the waves are), the more data will be transmitted.

Phase modulation is one area that people struggle to get their heads around, usually
because most materials discuss the signals being 1n° out of phase of each other. In simpler
terms, normally, signals are sent down at regular intervals; let's choose an arbitrary value
here, and let's say that interval is every 4 seconds. If we are sending signals out of phase,
we might send signal 1 at 0 seconds, signal 2 at 2 seconds, signal 3 at 4 seconds, and so on.
If you have ever sung the song row, row, row your boat, where other people start the song
when you are part of the way through it, those other singers are out of phase with you.

By modulating the signal, we are making more efficient use of the available bandwidth
offered by the channel.

IEEE 802.11a

The 802.11a standard was released in September 1999 and supported devices using the 5
GHz range. In ideal conditions, this standard had a speed of 54 Mbps and had an indoor
range of 35 m.
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To make more efficient use of the available bandwidth, 802.11a utilized a modulation
technology called Orthogonal Frequency Distribution Multiplexing (OFDM). This
technique broke the 20 MHz channels used by this frequency range into 52 sub-carriers per
channel. Each sub-carrier had a bandwidth of 312.5 KHz, and therefore had a lower data
rate than a full channel. While this may seem counter-intuitive, it actually worked quite
efficiently as the number of sub-carriers meant the overall data rate was better. An analogy
may be beneficial here. Imagine you are driving a single car down a three-lane motorway,
and no other cars are allowed to use it. The motorway itself is the channel. The single car is
only using part of that channel. The other two lanes are sitting there unused and
redundant. If, however, we split that motorway into lanes (the sub-carriers) and let other
cars use the motorway, we can see that we are using it more efficiently. In essence, this is
what OFDM facilitates.

IEEE 802.11b

Like IEEE 802.11a, the 802.11b standard was released in September 1999. However, this
standard utilized the 2.4 GHz frequency range and therefore is not compatible with 802.11a.
This disparity in frequency between the two standards meant that there was no
compatibility between the devices in each of the standards. 802.11b has a maximum indoor
range of 35 m.

For modulation, 802.11 uses a technique called Direct Sequence Spread Spectrum (DSSS).
If a radio signal is corrupted in transit between devices for any reason, such as interference
or a weak signal, then it would likely be discarded and the original transmission would
have to be re-sent. This becomes more of an issue over distance or in areas of higher RFI. To
overcome this obstacle, additional data would be transmitted that would allow for errors
occurring in the transmission. On any network, data is transferred at a base level in bits.
Each bit can be one of two values, 0 or 1. When DSSS is used, rather than sending the data
over as a single bit, a representative set of bit values is sent (known as chips). An example
of this is as follows:

e 1=10101101
e 0=01010010

So, every time a device wants to send a bit with a value of 1, it actually sends over a stream
of bits: 10101101. Again, this may seem counter-intuitive, however, if one of the bits in the
stream is corrupted, then we can still calculate the original value of the bit being
transmitted, hence avoiding having to re-transmit and use up bandwidth.
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IEEE 802.11g

IEEE 802.11g was released in 2003 and was designed to enhance the technical capabilities of
802.11b and provide a speed of up to 54 Mbps. Like 802.11b, a frequency of 2.4 GHz was
used, which meant that devices from both standards were able to communicate on the same
network. This meant in the early days of 802.11g implementation, organizations did not
necessarily have to replace all of their hardware at the same time. However, the downfall of
mixing standards on a network was that the network could only go as fast as the slowest
device. Therefore, a mixed network would likely reach 11 Mbps, which really defeated the
object of having a faster standard. IEEE 802.11g had a maximum indoor range of 38 m.

For modulation, this standard uses a derivative of OFDM.

IEEE 802.11n

While previous iterations of the Wi-Fi standards marginally improved with each release,
IEEE 802.11n really leaped forward. To begin with, it supported both 2.4 GHz and 5 GHz,
therefore, devices supporting it were usually dual-band. It also introduced the concept of
Multiple-Input Multiple-Output (MIMO) antennas. Simply put, 802.11n devices usually
had multiple antennas. Of those, all of them could send or all of them could receive, or
most likely you would have some antennas transmitting or some receiving. All of these
antennas could be used for communication with one or other or multiple devices, and you
could even have some antennas working on one frequency, while the remainder worked on
the other frequency.

In addition to MIMO, 802.11n had a couple of other tricks up its sleeve. Firstly, it could
combine two adjacent 20 MHz channels into one 40 MHz channel, in a process called
channel bonding, effectively more than doubling the bandwidth (more than double due to
less management overhead). Secondly, it could use a technique called beamforming. When
an antenna transmits, the signal goes out equally in all directions (technically, it's more of a
doughnut shape than a ball). However, with beamforming, the signal is more focused in a
particular direction and therefore provides a stronger signal, reaching up to 70 m. By
combining all of these techniques, 802.11n provides speeds of up to 600 Mbps (in total).

For modulation, this standard uses a derivative of OFDM.
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IEEE 802.11ac

The final Wi-Fi standard I will cover is IEEE 802.11ac. This more recent standard returned
to using a single frequency, namely, 5 GHz, but improved on the MIMO beamforming and
channel bonding that we first saw in 802.11n. In fact, it utilized 40 MHz channels that could
be bonded to make 80 MHz and 160 MHz channels. It also used a very efficient modulation
technique called Quadrature Amplitude Modulation (QAM). These improvements
allowed 802.11ac to have a staggering overall speed of 1.3 Gbps. However, the indoor range
dropped back down to 35 m.

Chapter 4

Summarizing the standards

I've given you a lot of facts and figures in the preceding sections, so I feel it would be
beneficial to summarize them in a table. You will notice in the table I have not put the
standards in alphabetical order. This is deliberate, as I find people remember them better
this way as you generally start low (frequency, speed, and so on) and work up. And it
spells B(e)GAN AC. I have to admit before AC came along, it was a little tidier:

Category |Speed Frequency Indoor distance = |Modulation
B 11 Mbps 2.4 GHz 35m DSSS

G 54 Mbps 2.4 GHz 38 m OFDM

A 54 Mbps 5 GHz 35m OFDM

N Up to 600 Mbps 2.4 GHz & 5 GHz 70 m OFDM

AC 1.3 Gbps 5 GHz 35m QAM

Now we have talked about the standards, we will look at the topologies we can implement
to take advantage of them.

Implementing wireless topologies

Wireless networks can fall into general topographic groups, ad hoc and infrastructure. We
will discuss both of these in this section, as well as some peripheral information pertinent to
wireless networks, such as planning a network.

[121]

NEWOUTLOOK. | T


https://newoutlook.it

Understanding Wireless Networking Chapter 4

In chapter 2, Understanding Local Area Networks, we discussed various areas that we
needed to consider when planning our LAN. All of these are still valid in a wireless
network, but I would like to specifically highlight some that have a major impact on the
performance of a wireless network:

e Hardware: Recall that in the preceding section, we discussed the different
wireless standards, and how they needed to support the same frequency to be
compatible.

¢ Environment: One of the reasons we would implement a wireless network is to
support devices in locations where we do not have the capacity to lay cables. This
may cause us some issues in a large warehouse-like environment where the
distance from the device to WAP may hit the limits, or the equipment within the
warehouse may interfere with the signal. In those instances, we may want to
locate a WAP in the center of the warehouse. But what if there is no power there?
In that case, we would use a network cable to provide power to the device. This
is referred to as Power over Ethernet (PoE) and has to be supported on the
device.

e The number of users: The number of users efficiently supported by a WAP
varies depending on whether it is a consumer-grade or business-grade device.
Remember that Wi-Fi is a contention-based technology. The more users, the less
efficient the network will be for an individual user.

e Site surveys: Planning a wireless network should include conducting a site
survey. A survey will help you to identify the best positioning for your WAPs
and identify any wireless black spots or dead zones where there is no signal.
Ideally, you will want the coverage area of the WAPs to overlap to a degree to
allow users to roam the building and have a continuous signal.

A Wi-Fi network is identified by its Service Set Identifier (SSID). This is a human-readable
name usually created by the network administrator and broadcast out by the WAPs.

Ad hoc mode

An ad hoc mode network (or peer-to-peer) is geared toward connecting devices together
without the need for any intermediary devices such as WAPs. The devices quite simply talk
to each other, in what is referred to as an Independent Basic Service Set (IBSS). The
IBSSID is a pseudorandom identifier similar to a MAC address generated by the device
creating the ad hoc network.
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Infrastructure mode

In an infrastructure mode wireless network, wireless clients must connect to an
intermediary wireless network device, such as a WAP or wireless router, to be able to
communicate to other devices on the network. This network may involve just one WAP or
multiple WAPs and usually connects to a wired backbone network. Regardless of which
method you implement, the SSID will be the same for all WAPs. A single WAP and its
associated devices are referred to as a Basic Service Set (BSS) and are identified by a Basic
Service Set Identifier (BSSID), which is the MAC address of the WAP. A collection of
BSSes using the same SSID form an Extended Service Set (ESS) and are identified by an
Extended Service Set Identifier (ESSID), which is usually the SSID of the network.

The implementation of a wireless network using an extended service set allows users to
roam around the building and maintain connectivity as they do so. We can see, in Figure
4.8, that this network is made up of three separate BSSes that share the same SSID, hence
forming an ESS:

ESSID: Example

BSS: B =
SSID: Example

((i)) —_—

BSS: A
SSID: Example ((i))

BSS: C
SSID: Example

|‘k|
—

Figure 4.8: Service sets in operation
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An infrastructure mode wireless network will be the main type of wireless network
implemented within an organization and at home. I will now discuss a few variations of the
infrastructure mode network.

Point-to-point wireless including wireless bridge

Traditionally, a wireless bridge allows you to connect a wired network to a wireless
network, and that still holds true. However, we can also think of a wireless bridge as
connecting two wireless networks together, such as when you want to connect one building
to another building but cannot lay cables (Figure 4.9):

)<

v
TN

Figure 4.9: Wireless bridge connecting between two buildings

[124]

NEWOUTLOOK. | T



https://newoutlook.it

Understanding Wireless Networking Chapter 4

In this sort of implementation, you will most likely use a unidirectional antenna, such as a
Yagi. I would also like to mention that, although the preceding diagram shows a straight
line connecting the two antennae, this is for simplicity, and the transmission is, in reality,
more of a flattened oval shape, known as a Fresnel zone.

A wireless bridge is a form of point-to-point network. When we use a wireless access point,
this is point-to-multipoint communication. That is, the one device (point) connects to
multiple clients (multipoint). As you saw earlier with the wireless bridge, one antenna
(point) is talking to only one other antenna (point). Wireless point-to-point communication
can reach up to around 15 km at the time of writing, and therefore avoids the costs
associated with laying cable in most cases. An important consideration is that the two
devices have line-of-sight of each other so the signal be transmitted clearly. In some
instances, this may require elevating the antenna so it avoids any obstacles.

We have already discussed the attrition suffered by wireless communication, and point-to-
point is no exception. Of course, over these greater distances, this can be more of an issue,
and the signal can be affected by things such as solids (for example, buildings and trees),
dust, and water. You may think water is an odd thing to affect a wireless signal, but it is
worth bearing in mind that there is moisture in the atmosphere, and of course, these
connections are outside, and there is the potential for rain.

Wireless Distribution System

A Wireless Distribution System (WDS) is a wireless network where the majority of the
networks do not connect to a wired network but connect to each other. Any WAP that
connects to the wired network is referred to as a main base station. A remote base station is
one that receives data from wireless clients and forwards them to a main base station or
relay base station. A relay base station receives data from main and remote base stations
and forwards it to another base station.
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By creating a wireless mesh network (Figure 4.10), we allow for redundancy in our network.
If a base station fails, there are mechanisms in place to route the data to another relay base
station for onward transmission:

(<i>) . . (<i>)

Figure 4.10: Wireless mesh topology

With all of this data flowing across the airwaves, we need to think about how we are going
to protect it. In the next section, we will discuss the security methods available to do just
that.

Understanding wireless security

Wireless communication could be described as a broadcast technology. Anything that is
transmitted is available for all to hear or eavesdrop on. Can you spot what issues this may
bring? If you said this leaves the data unsecure, you would be correct. Therefore any
wireless deployment needs to ensure that appropriate measures are taken to protect the
data.
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There are three principles of data security that we need to bear in mind. These are classed
as the CIA triad (sometimes the IAC triad) and form the basis of any security plan. CIA is
an acronym for Confidentiality, Integrity, Availability:

¢ Confidentiality: This refers to protecting data in such a way that only the people
who are authorized to see it can do so.

e Integrity: This is the trustworthiness of the data. Has the data been changed in
any way? This may be through accidental corruption or malicious actions.

e Availability: This is ensuring that the data is there and ready to use to those who
are authorized to see it.

People tend to confuse the description of confidentiality and availability so I would like to
provide you with an example. Let's say you are a member of a web forum and to access the
forum and read the posts, you have to sign in with a user account. This maintains
confidentiality. One day, the web server crashes, but it fails over to a backup server and the
data is there for you to use. This ensures availability.

The following sub-sections describe some of the methods for securing your data on a
wireless network. The important thing to note is that relying on only one of these methods
is not best practice. It is important to have multiple security mechanisms in place. This
layered approach is referred to as defense in depth.

Encryption

Encryption is the mechanism of taking data that is readable (clear text) and putting it
through a mathematical calculation (algorithm) to produce data that is not readable (cipher
text). The data is encrypted with what is known as a key and is deciphered using a key. The
longer the key, the harder the encryption should be to crack. If the data is encrypted and
decrypted using the same key, this is known as symmetric encryption. If you use one key
to encrypt the data and it can only be decrypted by a second, mathematically-linked key,
then you are using asymmetric encryption. For this exam, you do not need to know
anything more than that as far as the background of encryption is concerned. Let's discuss
the encryption techniques used for security.
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Wired Equivalent Privacy

Wired Equivalent Privacy (WEP) was the first form of wireless encryption and, as the
name implies, was supposed to give the same level of privacy as a wired connection.
However, to be honest, it's misleading as wired connections don't necessarily provide
privacy. I want to make one thing clear from the outset. If someone suggests using WEP,
don't use it. It is inherently insecure.

WEP uses a form of encryption called RC4 and uses either a 64-bit or 128-bit pre-shared
key (PSK). A PSK is, in essence, a password that you use to connect to the network, and the
same password is configured on each device. It should be noted that the effective strength
of these is actually 40-bit and 104-bit, as they use 24-bits for a number known as the
Initialization Vector (IV), which is different on every frame sent. The problem with the IV
is twofold. Firstly, it is sent across in the clear, and secondly, after 16 million frames have
been sent (pretty quickly on a busy network), the IV is repeated. This greatly reduces the
effectiveness of WEP encryption and it can be cracked in a matter of minutes on even a low-
performance device.

At this stage, you may now be thinking why am I telling you about this. If it's that bad,
surely no one would use it, would they? You would think so, but I know one of my
neighbors is using it, and when on holiday last year (2018), I saw numerous locations with
it still.

Wireless Protected Access

When WEP was cracked, we needed a quick fix to protect networks. This came in the form
of Wireless Protected Access (WPA) and was essentially a firmware update the network
devices. It still used the RC4 encryption cipher but also introduced the Temporal Key
Integrity Protocol (TKIP). TKIP uses a genuine 128-bit key and a 48-bit IV and throws into
the encryption mix the source and destination MAC addresses. One of the issues with WEP
is the repetition of the IV, and TKIP includes a mechanism to avoid this.

WPA is available in two formats, WPA-Personal (or WPA-PSK) and WPA-Enterprise. In a
home or small business environment, you will likely use WPA-Personal. You share the key
with everyone who needs to know it, and they connect to the network using it. This works
well as long as you can securely share the key with the users, such as telling them face-to-
face. If someone leaves the organization, you change the PSK and let everyone know the
new key. Admittedly, I would be amazed if organizations change the PSK when someone
leaves.
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PSKs are easy to administer when you have a small number of users and/or devices, but
what about an organization with thousands of employees, and possibly a high turnover of
staff? As soon as you've told everyone the new key, another member of staff leaves, and
you have to repeat the process. In these environments, you would implement WPA-
Enterprise. Using this method, users are authenticated using their user credentials against
an authentication server (usually RADIUS) using a protocol called 802.1x/Extensible
Authentication Protocol (EAP). The process is described in the following steps:

1. The client (known as a supplicant) sends the user's credentials to the access point.

2. The access point (authenticator) forwards the credentials to the authentication
server.

3. The authentication server confirms the credentials are permitted to allow
wireless access or not, and either an allow or deny response is sent back to the
access point.

4. The access point receives the response and forwards it to the client.
5. If an allow response is received by the client it communicates on the network.

Figure 4.11 shows an example of WPA-Enterprise topology:
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Server

Figure 4.11: WPA-Enterprise using 802.1x authentication

Don't get confused that EAP uses 802.1x not some derivative of 802.11.
This is because it is used in more than wireless in what is known as Port-
Based Network Access Control (PNAC).

WPA2

The original WPA was only intended to be an interim measure following WEP being
cracked, while a more permanent solution was identified and has been cracked itself. This
(at the time) permanent solution came in the form of WPA2. WPA2 required devices to
install new devices that supported the standard and therefore was a total replacement for
WEP and WPA.
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Whilst WPA2 supported Personal and Enterprise implementations and TKIP, the
encryption algorithm used was the 128-bit Advanced Encryption Standard (AES). This
stronger encryption standard has stood the test of time well. You may be thinking that
WPAZ2 is safe then. Unfortunately not. Whilst AES is still very secure, the mechanics behind
WPA?2 itself led to it being cracked last year (2018), and manufacturers have released
patches.

WPA3

I'just want to tip my hat to WPAS3, although it is unlikely to appear in the exam. Once
WPA2 was cracked, there was a rush to bring out a more secure standard that offered better
security at the handshake point between devices. Sadly, WPA3-Personal has already been
found to include flaws that can be leveraged.

In brief, WPA3 offers enhanced security features such as longer encryption of up to 192 bits;
it replaces PSK with Simultaneous Authentication of Equal, which allows better key exchange;
it also offers forward secrecy. This odd term means that, should an attacker capture
encrypted data in the hope that they will subsequently capture the network key and
decrypt this captured data, there are mechanisms in place that prevent this. A network key
no longer means you can decrypt historically captured data.

Other wireless security techniques

Encrypting your traffic is arguably the best way to protect your wireless data. In this
subsection, I will cover several other methods that are available but will only protect you
against a casual attacker. Whether you implement them or not would most likely be based
on whether it is worth the hassle of implementing them over any benefits you may reap
from having them.

Disabling SSID broadcast

We discussed the purpose of the SSID in the Implementing wireless topologies section
previously. There is a train of thought that disabling the SSID being broadcast is a great
method for hiding your network, and on the surface, this seems to make sense. If they don't
know it's there, they cannot attack it, right?
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Remember, we discussed that when connecting to a wireless network for the first time, it is
simply a case of looking down the list provided to you by the device and selecting the
appropriate one. If we disabled the SSID broadcast, the network would not be on the list
and we would have to go through some additional steps to connect to it. Let's say we
disabled SSID broadcasts and our network is hidden. How does our device connect to a
hidden network? Quite simply, it shouts out for every single wireless network it has ever
been associated with and been told to remember, via a probe request.

The following screenshot (Figure 4.12) is the output of a Linux tool called Airodump-ng
(part of Aircrack-ng), which sniffs the network for any SSIDs and any probe requests. The
top table shows information about the SSIDs it has discovered, and the bottom table shows

devices that it has detected and the MAC address of any access point that device is

currently associated with, and/or any probe requests the devices are sending out. You can
see in the screenshot that the device (referred to as STATION) at the bottom is probing for a

Wi-Fi connection called Sky10270:
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Figure 4.12: Airodump-ng output
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Please do not worry about remembering the different sections of the output shown in the
preceding screenshot. It will not appear in your exam, and I have only used it here as I feel
it really helps to illustrate how ineffective disabling SSID broadcasts is.

MAC filtering

MAC filtering is another often suggested way of protecting wireless networks. MAC
filtering is the process of identifying devices that are permitted on your network by their
MAC address. If you don't recognize the MAC address, they are not coming onto your
network. This is relatively simple to set up on a small network, but on a larger network
where there may be thousands of wireless devices, it is unlikely to be as simple.

The other downfall to this method is that it is relatively simple for an attacker to identify
the authorized MAC addresses on a network, de-authenticate a device, and spoof its MAC
address.

Disabling Wi-Fi Protected Setup

Wi-Fi Protected Setup (WPS) was implemented to make connecting to networks even
easier. What could be simpler than pressing a button on the wireless router and a couple of
clicks on your computer? None of that confusing choosing SSIDs, encryption, PSKs, and so
on. The problem was WPS was not implemented very well and works on the principle of
sharing an 8-digit PIN. Unfortunately, that PIN is split into two 4 digit sections, and the 8"
digit is actually a check-digit to make sure the others are correct. Combined, this makes it
easier to brute force, hence some devices only allow several attempts before locking out the
device for a period of time.

A word of caution, I disabled this on my home router, only for the ISP to re-enable it during
a firmware update. As with a lot of things in security, if you do not use it, disable it.

Reducing transmission power

We tend to leave our wireless devices at the default settings as far as transmission power is
concerned. Now is the time to ask yourself, do you need it that strong. If you only need
coverage within your building, and not in the parking lot or the cafe across the road, reduce
the transmission power. As long as everyone in your organization can still connect, you
will be fine, and it avoids an attacker sitting in their car connecting in.
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Changing defaults

Several wireless access points/routers ship with a default username and password. These
are easy to find on the internet, and therefore you should change these as soon as you can.

Network segmentation

Have any wireless networks running on a separate VLAN than your wired network. This
helps to reduce how far into your network an attacker can encroach. I would also suggest
that you separate any guest Wi-Fi network into its own VLAN.

Faraday cage

A Faraday cage is a metal cage that blocks wireless transmissions from escaping and is
usually found in very sensitive government areas. You may have visions of people literally
working in a cage, but rest assured this is not the case. Usually, a Faraday cage used for this
purpose will be built into the fabric of the room/building itself.

Scanning for rogue access points

Because you are not physically connecting a device to a network cable, any wireless
network is susceptible to Man-In-The-Middle (MITM) attacks through the use of rogue
access points. A common form of rogue access point is an evil twin. An evil twin is an
access point that pretends to be a legitimate access point in that it has the same SSID, but
usually has a stronger signal, so you are more likely to connect to the rogue one. Once you
connect to the illegitimate access point, the attacker can easily sniff your data transiting
through. To avoid suspicion, an attacker would forward your data to the original
destination, and from the destination back to you.

The only real prevention for this is to scan your network for any rogue access points within
your area. Remember, they do not even need to be within your building; they may be sat
out on the street. If this is the case, the only recourse you have is to report it to the
appropriate legal authorities.

[133]

NEWOUTLOOK. | T


https://newoutlook.it

Understanding Wireless Networking Chapter 4

Activity 1: In the following activity, I would like to embed some of the principles I have
discussed previously by simulating configuring a wireless router:

1. Navigate to https://emulator.tp-link.com/TL-WR702N/Index.htm.
2. View the current status of the router.
3. Click on Working Mode and select AP to configure it as a WAP:

Wireless Working Mode Settings
@ AP: AP mode.
() Router: Wireless router mode
O Repeater: Repeater mode
O Eridge: Bridge mode
() Client: Client mode
Save

Figure 4.13: Wireless Working Mode Settings

4. Click on Network.
5. Provide a suitable private IP address and subnet mask:

MAC Address: 00-0A-EB-01-53-01

IP Address: 192.168.0.254
Subnet Mask: 255.255.255.0 ~

Save

Figure 4.14: LAN settings
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6. Change the SSID to <your name> Wi-Fi:

Wireless Settings - AP

ssiD:  [Gordon Wi-Fi |
Region: | United States ~
Warning: Ensure you select a correct country to conform local law.

Incorrect settings may cause interference.

Mode: | 11bgn mixed ~

Channel Width:

Enable Wireless Router Radio
Enable 55D Broadcast
[] Enable WD3

Save

Figure 4.15: Wireless Settings- AP

7. Change the region to your own region.

Change the channel to one of the non-overlapping channels.
9. Only allow 802.11n.

10. Click on Wireless Security.

11. Configure the latest personal security and encryption.

12. Enter a PSK of your choice.

*
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13. Click on MAC Filtering:

Wireless MAC Filtering

Wireless MAC Filtering: Disabled Enable

Filtering Rules
® Deny the stations specified by any enabled entries in the listto access.

O Allow the stations specified by any enabled entries in the listto access.

D MAC Address Status Description Modify
Add MNew... Enable Al Disable All Delete Al
Previous Next

Figure 4.16: Wireless MAC Filtering

14. Allow your own device's MAC address to use this WAP.
15. Click on Wireless Advanced.

16. Reduce the transmission power to medium.

17. Click on Save.

Optional Activity: Log on to your Wi-Fi access point via your web browser but putting the
IP address of your default gateway in the address bar. You will need to know the
administrator credentials to log on. Investigate the various settings you have configured. Be
careful about changing things by accident.

When configuring a Wi-Fi connection in the real world, you will need to apply the
appropriate settings for your network.
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Summary

In this chapter, we looked at the various IEEE 802.11 standards pertaining to wireless
technologies, including their various attributes and access methods. We discussed factors
that would influence our planning of wireless networks, and the two modes available, ad
hoc and infrastructure mode. We talked about the configuration of these networks, before
moving onto security, emphasizing the main methods for protecting our data.

From this chapter, you will have gained the ability to deploy a basic wireless network,
ensuring that you have considered factors that would impact the performance of the
network. You also learned how to configure a wireless access point with appropriate
security settings for your environment.

In the next chapter, we will look at the various network topologies available to us. We will
describe the use cases and highlight the pros and cons of each. Also, we will explain the
difference between logical and physical topologies.

Questions

1. Wi-Fi networks use which access method?

(A) Token ring
(B) CSMA/CD

(C) CSMA/CW
(D) CSMA/CA

2. A junior network technician needs to set up an access point using 802.11g. What
frequency will it use?

(A) 2.4 Hz

(B) 2.4 KHz
(C) 2.4 GHz
(D) 2.5 THz

3. Which 802.11 standard has the furthest indoor range?

(A) 802.11g
(B) 802.11a
(C) 802.11n
(D) 802.11ac
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4. What type of wireless topology would be used when you want to connect two devices
directly together in a peer-to-peer relationship?

(A) WDS

(B) Ad-hoc mode

(C) Infrastructure mode
(D) Wireless bridge

5. Which of these Wi-Fi security standards takes advantage of EAP?

(A) WEP-PSK

(B) WEP-Enterprise
(C) WPA-PSK

(D) WPA2-Enterprise

6. Which of these Wi-Fi standards does not use a 5 GHz frequency?

(A) 802.11b
(B) 802.11a
(C) 802.11n
(D) 802.11ac

7. You have a wireless network that supports 802.11g, but you have noticed that the
network seems to be running at 11 Mbps. What is the most likely cause of this?

(A) EMI

(B) Incorrect encryption standard selected

(C) Interference from Bluetooth devices

(D) You have an 802.11b device on the network

8. The EAP falls under which standard?

(A) 802.1a
(B) 802.1x

(C) 802.11b
(D) 802.11x
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Further reading

To find out more about Wi-Fi and wireless security, visit these links:

e Discover Wi-Fi: https://www.wi-fi.org/discover—-wi-fi

° VVFFisecurﬁy:https://ico.org.uk/your—data—matters/online/wifi—
security/
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Network Topologies - Mapping
It All Out

Which network topology should you use for a small business? What about for a large
enterprise? Unfortunately, there is no one-size-fits-all approach to networks. There is too
much disparity between the types of equipment each organization has. A large business
may update their hardware on a regular basis, thereby keeping up with newer technology,
whereas a smaller business may not update theirs for 5 to 10 years. With the speed at which
technology develops, there will be vast differences in that time frame.

This chapter will describe common network topologies in use today and when they can be
used. It highlights the advantages and disadvantages of each topology. It is important for
all network engineers to understand these differences to ensure that they select the
appropriate topology for their purposes, and be able to troubleshoot each.

The following topics will be covered in this chapter:

e Logical topologies versus physical topologies

Bus topology
Ring topology
Star topology

Mesh topology

Hybrid topology
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Logical versus physical topology

At this point, you might be wondering what a topology actually is, so I think it is probably
best that we clear that up first and foremost. In relation to networks, a topology can be
thought of as a map that details how the network fits together and how the data travels.
Topologies can be classed as either physical or logical. A physical topology describes how
the devices are connected together, whereas a logical topology describes how the data
travels from device to device. This can be quite difficult for people to understand, so what I
would like you to do is think about getting to work, home, or the local shopping center. My
journey is like this:

1. Cycle to the local train station.

2. Train from the local train station to the destination station.

3. Tram from the destination train station to the tram stop close to work.
4. Walk from the tram stop to the office.

In essence, I have summarized my journey into a logical topology. I haven't described the
journey in full, by telling you every turn that I take. That would be a physical topology. To
confuse things further, quite often the physical and logical topology are the same. Do not
worry too much if you are still a little confused; as we go through this chapter I will
provide you with a great example that should reinforce this concept fully; however, the
following two activities will also be of benefit to your understanding.

Activity 1: Choose a destination such as work or college, and create a logical topology of
how you would go from home to that destination. This activity works better if you change
modes of transport.

Activity 2: In this activity, you will create a physical topology for the preceding journey:

1. Go to Google Maps.

2. Search for your destination.

3. Choose Directions and plot a route from your home to your destination.
4. The output is your physical topology.

Having a good understanding of topologies will become extremely beneficial to you as you
progress through your networking career, particularly when troubleshooting. In the
following sections, we will discuss the common topologies in use, and highlight the
advantages and disadvantages of each.
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Bus topology

For clarity I'm going to draw the bus topology in a way that in some implementations could
be classed as slightly inaccurate, but I will explain why afterward. A bus topology can
generally be described as a backbone cable with devices connected directly to it, as shown
in Figure 5.1:

Computer Computer Computer Computer
A B C D
—]
Sl I S Il
E o o o
[—=) [——) [——] [——]

-

—D [—=] —
Computer Computer Computer Computer
E F G H

Figure 5.1: Bus topology

In the preceding diagram, I want to draw your attention to two things. Firstly, the backbone
is quite clearly one single cable, and in some cases this would be correct, but in some others
you might find it is made up of a number of shorter cables. Secondly, the various
computers connecting to the backbone are shown as doing so through some form of
intermediary cable. Again, in some instances this would be correct, and in others the
devices would form part of the backbone and connect those shorter cables I mentioned in
the first point.

In chapter 8, Media Types - Connecting Everything Together, I will describe the two types of
cable and their connectors that will dictate whether it's one long cable or a number of
shorter cables. However, I will mention one characteristic of the cabling here. When the
signal reaches the end of the cable, it will bounce back along the cable. To avoid this, each
end of the cable will be fitted with a device called a terminator, which kills the signal and
prevents this bounce.
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At this stage, I would like to pause and talk about the access method used in a bus
topology. This is deliberate as it will help you understand some of the advantages and
disadvantages we will cover shortly. Recall that Wi-Fi uses an access method called Carrier
Sense Multiple Access/Collision Avoidance (CSMA/CA); however, the Ethernet standard
(IEEE 802.3) uses a similarly named access method called carrier sense multiple
access/collision detection (CSMA/CD), which is used for a number of wired connections.

I tend to think of the last A in CSMA/CA as standing for airwaves. It's not
a correct interpretation, but it helps me remember that CSMA/CA is used
on Wi-Fi as the data travels the airwaves.

The first part of the CSMA/CD process is identical to CSMA/CA in that any device wishing
to transmit on the network has to listen out for a gap in the traffic (carrier sense). If no
device is talking the device will transmit its data; if a device is already transmitting, the
device wishing to send data will wait a random amount of back off time, before repeating
the process.

Let's revisit Figure 5.1, and update it. In the following example (Figure 5.2), Computer B is
wanting to simply send some data to its neighbor Computer C. The arrow lines indicate the
route of the data sent from Computer B. What do you notice about it? If you said that the
data goes to all the devices and not just Computer C, you would be correct. There is no
Satellite Navigation (SatNav) on the network that tells the data when it reaches the
backbone cable to turn left, turn right, or go straight on. Herein lies one of the problems of a
bus topology. It uses half-duplex transmissions and forms one big collision domain. If
Computer B is transmitting, no one else can transmit, so it is not the most efficient method
available.

Computer Computer Computer Computer
A B C D
E E E E
tj—_‘ﬁ — ‘I_F.t’ o

C O

I Cim Sl

[—=]) [—]) [—=] [—])
Computer Computer Computer Computer
E F G H

Figure 5.2: Data transmission on a bus topology
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I'm going to return to the CSMA/CD process, and talk about what happens when two
devices talk at the same time. In this scenario, both devices have listened to the network,
and cannot hear anyone talking, so they both decide to send their data at the same time.
You have probably had this yourself in normal conversations where no one is talking then
all of a sudden two people break the silence at the same time. However, in CSMA/CD there
is no polite you first option as such.

When two devices transmit at the same time, a collision occurs, and is detected. This
detection is picked up through a change in amperage on the cable, and the transmitting
devices send a jamming signal that tells all the other devices not to transmit. Both
transmitting devices then back off for a random period of time, before repeating the
transmission process. Once they have transmitted, normal service is resumed on the
network.

Advantages

The relative simplicity of a bus topology means it is well suited for a small network, and
can be extended with minimal effort. A bus topology also offers some resilience. As you see
later, in some topologies a failure of one node or its connection can bring down a whole
network. Look back at Figure 5.2: if that connection between Computer B and the backbone
breaks, it only impacts communications to and from that device. A bus topology is also
relatively cheap to implement, as it uses a minimal amount of cabling.

Disadvantages

I have mentioned already that a bus topology is great for a small network; however, as your
network grows it becomes less and less efficient. Therefore, any company growth needs to
be factored in when planning a network, particularly if you are leaning toward
implementing a bus topology. The more devices you add, the more collisions will occur. I
would concede, however, it is unlikely in this day and age that you would implement a bus
topology network.

Although this type of network is resilient to a single device failure, the backbone cable
serves as a single point of failure. If some break occurs on that one cable, then the whole
network is lost. This is further exacerbated by the fact that a bus topology can be quite
difficult to troubleshoot.
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Ring topology

In a ring topology, each device is connected to two devices (Figure 5.3), and data is
transferred by passing it on to the next device in the network. If the data is not for that
device, it will forward it on to the next device and so on:

Computer
A

- Computer Computer [ -
D B

Computer

Figure 5.3: Ring topology

Early iterations of the ring topology were unidirectional, and quite often people would
draw them as only going clockwise. Yes, they are unidirectional, but the devices do not
understand the concept of clockwise and counterclockwise, so devices will transmit in one
direction or the other depending on how they are configured. Looking back at Figure 5.3,
let's imagine Computer A wanted to talk to Computer D. In a clockwise configuration, the
data would pass through Computer B and Computer C en route to Computer D. In

a counterclockwise configuration the data would transfer directly to Computer D.

In later iterations of this topology, traffic could be transmitted bidirectionally. This could
either be always on or implemented to happen should a network fault occur. In Figure 5.4,
we can see there is a fault between Computer B and Computer C:
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[——=)

Computer
A

- Computer Computer
: G

Computer
C
=

Figure 5.4: Ring topology with fault

However, if a bidirectional implementation was in place, Computer A could maintain
communication with Computer B by sending data clockwise, and with Computer C and
Computer D by sending data counterclockwise. The reply traffic would still be able to flow
in the reverse direction. An example of a bidirectional ring topology is a Fiber Distributed
Data Interface (FDDI), which will send data in both directions.

Advantages

A ring topology is relatively simple to troubleshoot. Looking back at Figure 5.4, if we know
that Computer A can talk to Computer B but not to Computer C, then the issue must be
somewhere between Computer B and Computer C, or on the devices themselves.

Additionally, as the devices in a ring topology are not fighting for access to the network
media, no collisions take place, making it quite efficient. In addition to this, each device that
receives the data will regenerate the signal before passing it on to the next device, thereby
reducing signal attrition.
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Finally, it is relatively simple to add a new device to a ring network. You disconnect the
cable from one of the existing machines, plug that into the new device, and run a new cable
between the new device and the device you had previously disconnected.

Disadvantages

I finished off the last section saying how simple it was to add a new device to a ring
topology. While this is indeed the case, to do so will require any unidirectional networks to
be brought down. If we are disconnecting a device, albeit temporarily, there is no way for
the data to pass through. Likewise, if a device is faulty, it has the capacity to bring down
the network, unless a bidirectional implementation is in place.

Another aspect to bear in mind is that, as each device receives the data, it has to perform a
check of the data to see if it is for itself, before passing it on if it is not. On a small network,
this is not too much of an issue, but as the network scales up, this will start causing
considerable delay to the traffic.

Star topology

I always like to define a star topology as a network where all devices connect to a central
point. I have seen numerous materials that refer to a central hub, and while this is correct
terminology, I find some people get fixated on the word hub. That central point could be a
hub device, it could be a switch, it could be a router, or it could be a server. Most likely, it
will be a switch. You might be puzzled at my inclusion of a server in that list. While it is
unusual, it can be done given the right hardware and software. I have also found that some
materials draw a star topology with a device that looks like a server in the middle, and that
becomes a fixation too.

In Figure 5.5,  have placed a switch as the central device, as this is the most common
implementation:
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Computer
A

Computer

Computer
B

Computer

Figure 5.5: Star topology

Quite often you will see star topologies illustrated the way I have done in the preceding

diagram, and there is nothing wrong with that. It makes it easier to interpret.

Look at Figure 5.6, and ask yourself whether it is a star topology:

Computer
A

Computer
B

Computer Computer
C D

Figure 5.6: Another example for star topology

Remember, a star topology is one where devices connect to a central point. In the image,
they all connect to that top switch. All communication must go through that one central
device. Therefore, this is a star topology.
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Advantages

There is a reason why the star topology is the most common topology currently in use. It is
efficient and fairly resilient. The efficiency is dependent on what central device is in use, but
remember that most modern topologies would use a switch as opposed to a hub to reduce
collisions. The resilience comes from the fact that the failure of one device or connection
generally does not bring down the whole network.

Looking at Figure 5.7, we can see that a fault on the cable between the central device and
Computer A will still allow other devices to communicate:

Computer Computer
B

A
S
| |
E E

Computer Computer
D C
) )
| I
E E [

Figure 5.7: Fault on star topology

Other benefits of a star topology include the ability to add devices at will to the network
without causing disruption. There is no requirement to take the network down just to add a
new device. In addition, this topology scales well to large networks.

Disadvantages

Although the star topology is resilient to devices or their connections failing, I'd like you to
look back at Figure 5.5 and see if you can identify what could bring down the whole
network. If you said the central device, you would be correct. That central device is a single
point of failure (sometimes referred to as an SPOF). If that device goes down, no one is
going to be talking. While there is usually some contingency in having spare (redundant)
switches, the endpoint devices usually will only connect to one.
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The other issue that is common with a star topology is that it can be quite expensive. The
images that I have used so far have illustrated a relatively short cable between devices. In
reality, in a star topology, your device will be connected to a wall port. That wall port will
then be connected to a patch panel in a communications cabinet. Each wall port will have
its only cable back to the cabinet. That all starts adding up to a lot of cable. There is no
sharing of media here.

Token ring

At this point, I'm going to link back to logical and physical topologies, and give you the
example that I promised at the start of this chapter. First let me explain how a token ring
operates, and then I will dive into the topological areas.

In a token ring network (IEEE 802.5), a device can only talk when it is in possession of a
token. That token is passed from device to device, until someone needs to talk, and they take
possession of the token. Once they have finished with the token, they relinquish it for
someone else to use.

Judging from its name, you are likely to assume that a token ring is a ring topology. Well,
you are right and you are wrong. A token ring network has a physical star topology and a
logical ring topology. Physically, the devices connect to a central device called a media
access unit or multiple access unit (MAU), hence the physical star (dashed lines). But as far
as the data is concerned, it goes from device to device (solid lines), and the MAU is ignored:

N

Figure 5.8: Token ring

[150 ]

NEWOUTLOOK. | T


https://newoutlook.it

Network Topologies - Mapping It All Out Chapter 5

Figure 5.8 shows a simplified token ring network. The red straight lines indicate the
physical flow of the data. The green curved lines indicate the logical flow of the data. So
you can see how this is a physical star and also a logical ring topology. I'd like to finish off
this section by just mentioning something about the MAU. Recall that, in a ring network, if
a device fails then it can impact on the whole network. Having an MAU in place overcomes
that. If it detects that Computer B has failed, for example, it will skip that and pass the
token to Computer C, thereby offering continuity of service.

Mesh topology

In chapter 4, Understanding Wireless Networking, one of the topologies that we covered was
a wireless mesh, and we can create a similar topology with a wired network. For ease,
when I refer to mesh in this section I will be referring to a wired mesh unless I specify
otherwise. A mesh network can take one of two forms, full mesh or partial mesh.

between a wireless mesh and a wired mesh network. Do not over-think
the questions by trying to differentiate between wired and wireless mesh

9 Exam tip: Unless specifically stated, the MTA does not differentiate
networks yourself.

In a full mesh network, every device is connected to every other device. To be able to do
this, devices will need to have a separate interface for each of the other devices. Now, while
this is theoretically possible to do with the devices being a computer (if it had enough
expansion slots on the motherboard), it is highly unlikely that this would happen. In the
majority of mesh networks, the devices we are referring to would be either switches or
routers, as they offer multiple available interfaces.

In Figure 5.9, I have created a very simple four-device mesh network. As you can see, each
device is connected to the others, and therefore each has to have three interfaces available:
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Router Router

Router Router
D C

Figure 5.9: Full mesh topology

When planning a mesh network, it is important to be able to calculate how many interfaces
you will need and how many cables. Look back at Figure 5.8: how many interfaces in total
do you think we need, and how many cables? With this small network it is probably
relatively easy to calculate just by counting from the image, but what if we have 100
devices? 300? 76,587? Don't worry, there is a pair of fairly simple formulas we can use:

n = number of nodes/devices
Number of interfaces = n(n-1)
Number of cables = (n(n-1))/2 or number of interfaces/2

So how many interfaces did we need for our four-device network?
Number of interfaces = n(n-1)

=4(4-1)

=4x3

=12
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Number of cables = n(n-1)/2
=4(4-1)/2
=(4x3)2
=12/2
=6

In contrast, a partial mesh network does not connect every device together, but will have
some devices that are connected to all of the other devices. Those fully connected devices will
usually be critical for the running of the infrastructure. Figure 5.10 shows our four-device
network as a partial mesh:

Router Router
A B

Router Router
D C

Figure 5.10: Partial mesh topology

As you can see only, Router B is connected to all of the other devices, and the remainder
are a mixture of connecting to one or two devices.

[153 ]
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Advantages

The key advantage to using a mesh topology is fault tolerance. A full mesh topology offers
a high level of redundancy. Should the direct connection between two devices fail, an
alternate pathway will be used. This is usually an automatic or dynamic change after the
connection is identified as being lost. In Figure 5.11, the connection between Router B and
Router C has been lost. Which route could the data from Router B take to get to Router C
now? Let's have a look:

Router Router
A B

Router Router
D C

Figure 5.11: Mesh topology with failed connection

There are four possible alternative routes that could be taken in this scenario. The data
could go in the following ways:

e Router B | Router A | Router C
¢ Router B | Router D | Router C
¢ Router B | Router A | Router D | Router C
e Router B | Router D | Router A | Router C

As you can see, on such a simple network, a full mesh topology gives quite a lot of
redundancy.
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Disadvantages

The obvious disadvantage to implementing this form of network is cost. A full mesh
network is expensive to implement due to the number of cables and interfaces required,
which is why a partial mesh could be seen as some form of compromise.

The other disadvantage is the skill set required to configure the mesh for redundancy. It is
not quite as simple as plug the devices into each other, and it is ready to go. You need to
ensure you configure the topology correctly, particularly the routing for failover. Failure to
do so, could result in your super fault tolerant network crashing to a standstill.

Hybrid topology

One of the definitions of a hybrid is something consisting of mixed components, and that
definition fits our purposes here. A hybrid topology is a network topology that connects
two or more different network topologies together. Two such examples are a star-bus
(Figure 5.12) and a star-ring (Figure 5.13):

[e=—=)

Figure 5.12: Star-bus hybrid topology
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Looking at Figure 5.13, we can see the bus topology acting almost as a backbone for
connecting the two star topologies. Any communications between the two star topology
networks will have to abide by the rules of the bus topology, that is, follow the CSMA/CD
process for access:

.

Figure 5.13: Star-ring hybrid topology

As you can see in Figure 5.13, the star-ring hybrid topology involves connecting a number
of star topologies over a ring topology. Again, the rules of the intermediary topology need
to be followed.

By using a hybrid topology, you are leveraging the benefits of the component topologies
while minimizing the disadvantages. In the preceding two topologies, for example, by
using stars as part of the topology, we are still allowing the devices in each star to
communicate, even if the connection to the bus is lost.

[156 ]

NEWOUTLOCK. | T


https://newoutlook.it

Network Topologies - Mapping It All Out Chapter 5

Activity 3: Revisit the network plan that you created in chapter 2, Understanding Local Area
Networks. Now that you have learned about topologies in this chapter, which topology are
you using?

Summary

We began this chapter by differentiating between logical and physical topologies before
looking at the various topologies. The topologies covered included bus, ring, star, mesh,
and hybrid, and we highlighted the benefits and disadvantages of each in terms of
performance, resiliency, and cost.

You have learned how to understand the flow of the data using logical topologies and from
that to understand some of the areas to troubleshoot on each topology in the event of a
failure. On bus topologies, you have also learned about the importance of terminators to
avoid signal bounce. In addition, you have learned the two calculations needed to identify
the number of interfaces and cables in a full mesh topology, which will assist you greatly in
planning such a deployment.

In the next chapter, you will be introduced to the first of the two intermediary network
devices this book focuses on, namely, switches, with routers being covered in a later
chapter. The next chapter discusses the purposes of switches, the benefits of using them
over hubs, and how a switch makes a forwarding decision after receiving data.

Questions

1. In a token ring network, what is the central device known as?

(A) MAU

(B) Switch
(C) Router
(D) Server

2. Which access method is used on a bus topology?

(A) Token
(B) CSMA/CA
(C) Ticket
(D) CSMA/CD

[157]
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3. All devices in a star topology are unable to communicate with each other. What is most
likely at fault?

(A) Operating system
(B) Network card

(C) Switch

(D) Cable

4. FDDI utilizes which form of topology?

(A) Bus
(B) Ring
(C) Star
(D) Mesh

5. In a full mesh network consisting of five devices, how many interfaces are required in
total?

(A) 4
(B) 5
(C) 10
(D) 20

6. Which topology offers the best fault tolerance?

(A) Full mesh
(B) Star

(C) Partial mesh
(D) Bus

7. Which IEEE standard covers token ring?

(A) 802.1
(B) 802.3
(C) 802.5
(D) 802.15

[158]
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8. Which type of topology is shown in the following diagram?

(A) Bus

(B) Partial mesh
(C) Star

(D) Hybrid

Further reading

To find out more about network topologies, visit https://www.comparitech.com/net-

admin/network-topologies—-advantages—disadvantages/.
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Section 2: Network Hardware

In this section, you will be introduced to the two most common hardware devices, switches
and routers, and network cables. You will gain an understanding of the purpose of each

device and how they operates. You will also learn about the various physical cables and
connectors that are commonly used today.

This section comprises the following chapters:

® Chapter 6, Switches and Switching — Forwarding Traffic on a Local Network
e Chapter 7, Routers and Routing — Beyond a Single Network
e Chapter 8, Media Types — Connecting Everything Together
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Switches and Switching -
Forwarding Traffic on a Local
Network

In the introduction to chapter 2, Understanding Local Area Networks, I mentioned how most
network engineers cut their teeth supporting an organization's internal infrastructure. This
will ultimately mean gaining exposure to switches in some form or another. While it isn't
likely that you'll be fully configuring switches at the entry-level, it is important that you
understand how they function. The abundance of multi-user environments that are used
both at home and at work makes it important for traffic to be forwarded quickly and
efficiently.

This chapter introduces the concept of switching and provides an explanation of how
switching decisions are made. We will discuss the different types of switch, their use cases,
and the key attributes of these essential devices.

The following topics will be covered in this chapter:

¢ The purpose of switches and switching
¢ Understanding frame forwarding
¢ Understanding switch characteristics
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Technical requirements

There are no technical requirements for this chapter.

The purpose of switches and switching

In chapter 2, Understanding Local Area Networks, we introduced the use of switches within a
LAN. Recall that a switch is a device that's used to forward traffic from one device to the
next within a local network. By introducing a switch to our network, we are providing a
means of segmenting the network into smaller, more manageable, and more efficient areas.

At a basic level, this segmentation leads to a reduction in collisions since each port on a
switch is classed as its own collision domain. In the following diagram, each computer is
connected to a port on the switch in the center and has formed its own collision domain:

Collision
domains

Collision domains

Collision domains
q

>

Collision
domains

Figure 6.1: Collision domains
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Notice that this segmentation reduces collisions but doesn't remove them. The reason for
this is that, in most modern switched networks, a switch port is only connected to one
device, thus providing zero collisions in a properly configured network. However, if a hub
is connected to the switch port or has been incorrectly configured, this would lead to
collisions still being detected. Further segmentation can be provided through the use of
VLAN:S.

Now that we know why we should provide our network with a switch, let's look at how
frames are forwarded.

Understanding frame forwarding

Recall that, unlike hubs, switches have intelligence built into them to prevent devices from
receiving all the data being sent on the network, even if it isn't destined for them. In this
section, I will walk you through the frame forwarding process that a switch undertakes to
move data from A to B.

Methods of frame forwarding

Before I go any further, I would like to briefly mention the two methods of forwarding
data. They are as follows:

¢ Cut-through switching
e Store and forward

Cut-through switching

In cut-through switching, the switch forwards the data almost immediately. It just needs to
know the source and destination MAC addresses. As soon as it has this information, it will
forward the data, even if the whole frame hasn't been received by the switch. A simplified
visualization of this can be seen in the following diagram:
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Figure 6.2: Cut-through switching

Let's go through the numbered steps in the preceding diagram so that we can understand
this process better:

In step 1, the frame is being sent.

In step 2, the switch receives the destination MAC address.

In step 3, the switch starts to forward the frame, even though it's only received
the destination MAC address.

In steps 4 and 5, the switch continues to send the remainder of the frame.

[164 ]

NEWOUTLOOK. | T


https://newoutlook.it

Switches and Switching - Forwarding Traffic on a Local Network Chapter 6

While this is a fast method, it means that frames that containing errors are forwarded. To
prevent this, most modern switches will use a process called store-and-forward instead of
cut-through switching.

Store and forward

In this process, the switch will store the frame data in its memory buffer until the complete
frame has been received. Once the frame has been completely received, the switch will
perform error checking on the data before forwarding the frame on. Any corrupt frames are
discarded. Store and forward also allows data to be prioritized through Quality of Service
(Qo0S). We can see a simplified visualization of this in the following diagram:
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Figure 6.3: Store and forward switching
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Let's go through the numbered steps in the preceding diagram so that we can understand
this process better:

e In step 1, the frame is being sent.
In step 2, the switch receives the destination MAC address.
In step 3, the switch holds on to (stores) the frame.

In step 4, the switch now has all of the frames it will carry out the error check on.
In step 5, the switch forwards the frame(s) on if they passed the error check.

Regardless of which of these two methods you use, the process of frame forwarding will be
the same. We'll learn more about this in the next section.

Frame forwarding process

I will summarize this process here and then walk through an example. When a switch
receives data from a device, it follows this process:

1. It checks to see if the source MAC address is in its MAC table (also known as
the Content Addressable Memory (CAM) table):
e Ifitisn't, the switch updates the table by specifying which interface the
sender's MAC address is on

2. Then, it looks to see if there is an entry for the destination MAC address:
e If there is, the frame is forwarded internally to the interface that's
listed, which and then transmits it to the destination device.
e If there is no entry for the destination MAC address, the switch will

flood or broadcast the frame from all its interfaces, except the interface
the frame came in on.

3. Hopefully, the intended recipient will receive the frame and respond.

4. The switch will repeat this process for the response and should, of course, know
the interface that the destination (the original source device) is on.

You may be wondering what happens if the device isn't directly connected to the switch
that has received the frame — perhaps the frame has been forwarded from another switch.
In this situation, the switch receiving the data doesn't really care. It just cares about what
interface the data has been received on. The MAC table will purge entries on a regular basis
if they haven't been used for a period of time.

In this walkthrough, we are going to use the topology shown in the following diagram. As
an aside, can you recall which topology is shown here?
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PC 01
MAC: 0001.96B0.6CD4 MAC: 0010.1189.2785

PC 03
MAC: OOEQ.8FDA.9596

PC 02

Figure 6.4: Topology walkthrough

In this walkthrough, PC 01 sends some data to PC 02, who will respond:

1. PC 01 sends data to the switch.

2. The switch receives the data and checks its MAC/CAM table to see if there is an

entry for PC 01's MAC address. There is no entry there at the moment:

Switch=

Figure 6.5: No entry for MAC address

3. Since there is no entry, the switch updates the table with the relevant

information:

Switch

Vlan

10 pEe1.96b0. 6cdd DYNAMIC Fa@/1
Switch=

Figure 6.6: Updated MAC/CAM table
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4. Then, the switch looks for the destination MAC address (PC 02) in the table.

5. Since there is no entry, the frame is forwarded out of all the interfaces except for
the one it came in on (Fa0/1).

6. Both PC 02 and PC 03 will receive the frame and check the destination MAC
address contained within it. PC 03 will ignore the frame as it's not intended for it.
7. PC 02 will process the frame accordingly and, in this case, send a response.

8. On receipt of PC 02's response at the switch, the latter will check the MAC table
to see if there is an entry for PC 02's MAC address.

9. Since there is no entry, it will update the MAC table with the relevant
information:

Switch=show mac-addr -table
Mac Addr Table

Vlan Mac Address

18 Pee1.98b 4 DYNAMIC
18 pe16.118 785 DYNAMIC
Switch=

Figure 6.7: Updated MAC/CAM table

10. Then, it will look at the destination MAC address (PC 01's) and check whether
it's in the MAC table.

11. On this occasion, there is an entry for it, so the switch forwards the frame
through Fa0/1. There is no need to flood it out of all the interfaces.

You may have noticed that, in the output shown in the walkthrough screenshots, there is a
column for Type, and each of the entries shows DyNaMIC. This indicates that the MAC
address/interface mapping has been learned automatically. An administrator may
configure static mapping, but this is unlikely.

Here, the switch flooded the frame out of every interface as it didn't know which interface
the unicast MAC address was on. It will do the (same for any frame addresses) to broadcast
MAC addresses or multicast MAC addresses. When you only have one switch in your
network, this will not cause any issues. However, if you have switches that are connected,
there are some other things you need to take into considerations. In the following
subsection, I will explain one of these main issues and briefly cover a means of preventing
it from happening.

[168 ]
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Spanning Tree Protocol

I'd like to start this subsection by talking about the Spanning Tree Protocol (STP). Look at
the simple topology shown in the following diagram. In this topology, I have two switches
connected to each other with two links:

Switch 2 Fa2/6

PC 02

Fa2/4 Fa2/5

Fal/2 Fa1/3

Switch 1

PC 01

Figure 6.8: Switches connected with redundancy

This is a common practice and offers redundancy. Should one of the links fail, the other is
there to allow communication to take place between the two switches. I'd like you to think
for a moment about what happens if PC 01 sends some data to Switch 1 and Switch 1
either doesn't know the outbound interface or it's addressed to a broadcast/multicast MAC
address. What interface will Switch 1 send it out of? What will Switch 2 do when it
receives this data and doesn't know the outbound interface, or it's addressed to a
broadcast/multicast MAC address? Can you start to visualize what issue might arise?

Let me walk through what's going to happen in this scenario. For simplicity, I have labeled
the interfaces so that Fal/x is an interface on Switch 1 and Fa2/x is an interface on Switch 2:

1. Switch 1 receives the data from PC 01 on Fal/1.
2. It doesn't know the outbound interface, so it sends it out of both Fal/2 and Fal/3.
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3. Switch 2 receives the data from Fal/2 on its interface: Fa2/4. Then, Switch
2 sends it out of all the interfaces except the one it was received on: Fa2/5 and
Fa2/6.

4. Switch 2 also receives the data from Fal/3 on its interface, that is, Fa2/5, and
sends it out of all the interfaces except the one it was received on: Fa2/4 and
Fa2/6. Switch 2 has no way of knowing that the same frame has been received
twice.

5. Switch 1 will receive the data from interface Fa2/4 on Fal/2 and has no way of
knowing whether it was the data it forwarded on previously. It sends the data
out of all the interfaces except Fal/2.

6. Switch 1 also receives the data from Fa2/5 on its interface, Fal/3, and sends it out
of all the interfaces except Fal/3.

7. Switch 2 receives the two lots of data from Switch 1 and this looping continues,
with the data going back and forth between the two switches.

This was just one piece of data looping around — imagine what would happen if we had
more and more data impacted by this. In the end, this will result in the network failing
totally. In this situation, you will have created a broadcast storm, and usually the only way
of stopping this is by powering off all the switches or unplugging the cables and then
taking steps to prevent this from happening again through configuration. On top of this,
the end devices will have to process the same piece of data over and over again, possibly
resulting in a denial of service. We can't disable broadcasts or multicasts as they are a
required function of all networks, so we have to use a protocol such as STP to prevent this.

Fortunately, for the exam, you don't need to know how the STP operates — you only need to
know its purpose and the very basics of what it does. You can breathe a sigh of relief
knowing that both of these are relatively simple to understand.

The purpose of STP is to prevent looping between switches when redundant links are
implemented. To do this, an election takes place between the switches to decide which
switch will be classed as the root bridge. Once identified, the switches identify which of their
interfaces are the closest to the route bridge and dub them root ports (RP). These ports will
always be available. The other ports are referred to as designated ports (DPs) and non-
designated ports (NDPs). Non-designated ports are prevented from sending data unless
something fails on the network that requires them to assume the role of sending data:
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Switch 2 (Root Bridge)

Fa2/4 (DP) Fa2/5 (DP)

Fa1/2 (RP) Fa1/3 (NDP)

Switch 1

Figure 6.9: STP in operation

In the preceding diagram, we can see that Switch 2 has been elected as the root bridge,
while Switch 1 has identified Fal/2 as the RP. This means it has identified Fa1/3 as the non-
designated port, so no traffic will flow between the two switches through that interface.
Behind the scenes, there is a lot of management data going back and forth between the two
switches; should the link between Fal/2 and Fa2/4 fail, then this will be identified and Fa1/3
will be promoted to RP and be allowed to send data.

Twisted Pair, which is a type of cable. Remember this for the exam. People
have been known not to choose it as an answer because they forgot it has
two meanings.

8 Exam tip: STP can be used to refer to Spanning Tree Protocol and Shielded

Now that we have looked at how a switch functions, let's discuss some of the main
characteristics of switches.

Understanding switch characteristics

While all the switches provide the basic functionality of forwarding frames, not all of them
will be equal. In this section, I will provide an overview of some of the main characteristics
to be aware of when building a switched network.
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Managed and unmanaged switches

A switch can be classed as either managed or unmanaged. In a business environment, you
are more likely to see a managed switch than an unmanaged switch due to the extra
functionality the former offers. However, you may see small unmanaged switches being
used in offices where there's a shortage of wall ports.

An unmanaged switch is a network device that ships with a preloaded configuration that
cannot be changed and is used purely to allow endpoint devices to communicate with each
other. Physically, the unmanaged switch will usually be a small box with a small number of
ports. The following picture is an example of a NETGEAR unmanaged switch with five
ports. Notice the labeling above the port with the red cable. We can see that this switch
supports speeds of 10 Mbps and 100 Mbps. The fact that both LEDs below the labels are
illuminated indicates that this connection is running at 100 Mbps:

Figure 6.10: Unmanaged switch

The preceding picture can be found at https://de.wikipedia.org/wiki/
Switch_ (Netzwerktechnik) #/media/Datei:Netgear_Gigabit_Switch_5-

port . jpg. Figure by Simon A. Eugster. Licensed under Creative
Commons CC BY-SA 3.0: https://creativecommons.org/licenses/by-sa/
3.0/.

In contrast to an unmanaged switch, a managed switch will allow you to configure VLANS,
port speeds, security, duplex settings, and so on. To manage the switch, you would either
physically connect to the switch's console port or remotely manage the switch using some
form of terminal emulator. To be able to connect to the switch remotely, the switch needs to
be configured with an IP address. This can only be initially configured through a console
port, similar to the one shown in the following picture:
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Figure 6.8: Managed switch with a console port

The preceding picture can be found at https://upload.wikimedia.org/
wikipedia/commons/b/b9/2550T-PWR-Front . jpg. Licensed under Creative
Commons CC BY-SA 3.0.

A laptop or similar device is physically connected to the console port and a connection is
made from the operating system using a terminal emulator, such as the popular application
PuTTY. This is shown in the following screenshot:

%8 PuTTY Configuration ? ®

Categary:
Bl Seasion Basic options for your PUTTY session
- Specify the destination you want to connect to
=)~ Teminal

Serial line Speed
- Keyboard
. Bell |CC'|""'|'| | |B'Em |

- Features Connection type:
- Window (CRaw (O Telnet (O Rlogin (C)55H (@) Senal
- Appearance
- Behaviour
- Translation
[+~ Selection | |
- Colours :

Default Settings
=)~ Connection —
- Data Save

- Proxy
.. Telnet Delete

- Rlogin
- 55H
- Serial

Load, save or delete a stored session
Saved Sessions

Cloze window on exit:
(O AMways () Never (@ Only on clean exit

About Help Cancel

Figure 6.9: PuTTY emulator
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As well as selecting Serial on the general screen, you also need to ensure that you configure
advanced settings, as shown in the following screenshot:

2 PUTTY Configuration 7 >

Category:

[=]- Session Options controlling local seral lines

Select a seral line

- Keyboard Serial line to connect to |COM1 |

Corfigure the seral line

- Window Speed (baud) 9600 |
- Appearance
- Behaviour

- Translation Stop bits | 1 |

[+~ Selection ]
. Colours Parity None w

[=- Connection Flaw control HONSKOFF w
- Data

- Proxy
- Telnet
- Rlogin
[t 55H

Data bits E |

About Help Cancel

Figure 6.10: PuTTY's additional settings

It is imperative that the settings you select here match those of the device you are trying to
configure. If they don't match, you will fail to connect or, if you can connect, you will likely
experience issues.

Connectivity to the network

When using an unmanaged switch, the switch itself will be plugged into an available wall
port and the devices will be connected to the switch.
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In an enterprise environment, the end devices will be connected to an available wall port.
The wall port will be connected to the back of a patch panel, into what is known as a
punch-down block. The front of the patch panel will be connected to the switch. The
following diagram shows how this is laid out. The purpose of using a patch panel is to ease

cable management:

Wall Port

PC

Figure 6.11: Enterprise connectivity

The wall port is wired differently compared to an RJ-45 connector. The connections you can
see at the front of the wall port in the following picture are wired directly to the prongs at
the rear. The wires from a cable are then connected to these prongs and the cable will be

run back to a patch panel:

Figure 6.12: Wall port
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The preceding image can be found at https://en.wikipedia.org/wiki/
Keystone_module#/media/File:Keystone_module_CATS5_orange. jpg.

The following image shows the back of a patch panel. To connect the cables, you would use
a punch-down tool. If you look at the bottom right of this image, you can see that each
grouping is broken down into four (there are six sets of four colors: green, orange, brown,
and blue). These are color-coded to match the colored pairs of cables being connected:

Figure 6.13: Rear of the patch panel

The preceding image can be found at https://www.flickr.com/photos/
dbarsky/2261404319. Figure by Dmitry Barsky. Licensed under Creative
Commons CC BY 2.0.

In the following image, you can see how the cables are connected to the front. The patch
panels are at the top and the two silver-fronted boxes are the switches:
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Figure 6.14: Front of the patch panel

The preceding image can be found at https://upload.wikimedia.org/
0 wikipedia/commons/b/bc/19-inch_rackmount_Ethernet_switches_and_

patch_panels.jpg.

The diagram in this section shows all of the ports that are available. We will discuss these
now.

Ports

Once you have decided on whether you want a managed or unmanaged switch, you will
likely focus on the number of interfaces or ports the switch can support and the type of port
they are. Usually, the options will be 12, 24, or 48 ports. The switch we saw in Figure 6.8
shows a 48-port switch, where the uplink ports are the four ports to the left of the main
interfaces.

In chapter 8, Media Types — Connecting Everything Together, we will discuss the various
types of cable in detail. For now, though, your port choice will most likely be down to
whether you want the switch to support twisted pair cables, fiber optic cables, or both.
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Besides the port type, you will also need to focus on the speeds the interfaces can support.
Switches can support various speeds, such as Fast Ethernet (10/100 Mbps), Gigabit Ethernet
(10/100/1,000 Mbps), Ten Gigabit (10/100/1,000/10,000 Mbps), and even 40/100 Gbps speeds.
Obviously, the faster the switch, the more expensive it will be. It's unlikely that the ports
that are connected to the end user's computers will need the same connection speed as a
port connected to a media streaming server, for example. Another form of speed that you
may hear mentioned is backplane speed or fabric bandwidth. These refer to the internal
speed of data being moved from one switch port to another.

Since ports can support multiple speeds and duplex settings, they may need to be
configured accordingly. Most switches can auto-negotiate these, but it may be more
appropriate to configure these manually to avoid any issues that may be caused by failure
to successfully negotiate. As a fail-safe, a lot of switches will fall back to the slowest speed
and half-duplex. Obviously, this slows down the network, and we would prefer to have the
fastest possible speed and, of course, full-duplex to allow for simultaneous two-way
communication.

Another characteristic that should be taken into consideration when purchasing an
enterprise-level switch is modularity. Modern enterprise switches, such as Cisco's Catalyst
range, provide us with the ability to expand the capabilities of a switch through the use of
modules that you physically add to the switch. These modules can include support for
different cable types, different speeds, and wireless functionality. The use of modules
allows an organization to buy a switch at a much lower cost when first starting, but
upgrade with minimal disruption as the company grows.

Activity: We have just talked about the modularity of some switches. It is
worthwhile having an awareness of what modules are available to
organizations so that you understand the device's extensibility. Conduct
an online search for Cisco Ethernet switching network modules and
investigate the various modules that are available.

In chapter 2, Understanding Local Area Networks, we discussed the use of a tiered approach
when it comes to using switches with an access layer, distribution layer, and core layer. To
provide suitable speeds when sending data between each of the layers, enterprise-level
switches usually include faster uplink ports offering speeds of 10-40 Gbps.
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Layer 3 switches and VLANs

Besides classifying switches as managed or unmanaged, we can also classify them as being
a layer 2 or a layer 3 switch. A layer 2 switch only supports the use of forwarding data
based on MAC addresses, whereas a layer 3 switch also offers additional support in terms
of being able to recognize the IP address of an interface, and also provides traffic routing
using an IP address. This is essential when routing traffic between VLANS. In Chapter 2,
Understanding Local Area Networks, we learned how VLANSs segment a network into subnets
and that no direct communication can take place between them. For them to be able to
communicate with each other, you need to implement a router or a layer 3 switch.

When creating a VLAN, you need to configure the relevant interfaces on the switch so that
they're a part of that VLAN. By default, all the interfaces on a switch are part of a single
default VLAN. That way, the interfaces can communicate with each other. If you want to
allocate an interface to a different VLAN, you simply reconfigure it as part of the new
VLAN. The following screenshot shows the VLAN configuration of a Cisco switch, with all
the interfaces on the default VLAN:

Switch=show vlan

VLAN Name Status

default active

Figure 6.15: All the interfaces on the default VLAN

The following screenshot shows a Cisco switch that has been configured so it has multiple
VLANS:

Switch=show wlan

default

VLAN1O active
VLANZO active

Figure 6.16: Additional VLANSs configured
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Each interface that's connected to an end device will need to be configured as an access port
and either left on the default VLAN or allocated to any VLAN that has been configured. An
access port will carry traffic for one VLAN only.

Let's revisit the hospital scenario from chapter 2, Understanding Local Area Networks, as
shown in the following diagram:

Maternity

Oncology

Neurology

o

Figure 6.17: Example VLAN configuration

Looking at Computer A, Computer B, and Computer C, the interfaces that each of these is
connected to will be classed as access ports. But what about the connections between the
switches? Each of those connections will need to carry data from any of the VLANSs.
Therefore, interfaces connecting a switch to another switch will be configured as trunk ports.
A trunk port carries data for multiple VLANSs and has to be configured to allow the VLANSs
to transmit data over it.
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Note: There are switches that work on other layers, but for the exam, it's
enough to only understand level 2 and level 3 switches.

Security

Given the critical functionality of a switch, it is imperative to understand some of the
security options that are available in relation to this device. We have already talked about
how switches reduce collision domains, thus increasing the efficiency of the network, and
we have also discussed how switches forward data out through specific interfaces. This
latter functionality contrasts with a hub sending data out of all the available interfaces,
potentially allowing data to be sniffed.

Other security options include password-protecting the console connection. Although
gaining physical access to the switch is trickier, it is imperative to not risk a possible
compromise. If someone can gain physical access to a switch, then it is at risk.

Even if physical access to the port isn't possible, that a rogue device could potentially be
plugged into a wall port. There are a few options that could be implemented here. First, any
unused switch ports should be disabled in the switch's configuration. The other option is
setting port security, which either remembers what MAC addresses should be on that port
or can be set to learn a number of MAC addresses that are linked to the port. If an unknown
MAC address is connected to the port or the number of MAC addresses is breached, then
the port can be configured to send an alert or even shut down.

One final thing about switch security I would like to mention is MAC Flooding. As we've
already mentioned, when a switch learns of a new MAC address, it updates its MAC/CAM
table. If a switch is receiving too many new MAC addresses (MAC Flooding), it struggles to
cope and it fails open. This means it stops trying to forward all the frames properly, and
instead sends them out of every port on the switch apart from the ingress port. Port
security will help to prevent this since new MAC addresses will need to be authenticated.
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Summary

In this chapter, we explained how switches allow us to segment a network and reduce
collision domains. We discussed the various characteristics of switches and highlighted the
difference between managed and unmanaged devices. We also talked about cabling
between endpoints and switches via patch panels. In addition to this, we walked through
the process of frame forwarding and mechanisms to prevent broadcast storms occurring.
We finished this chapter by discussing various security processes we can employ on a
switch.

This chapter taught you how to identify collision domains on a network. By combining this
with the knowledge you have of various different topologies and their access methods, you
will be able to implement an efficient network with ease. You also learned how a switch
populates its MAC/CAM table during the frame forwarding process. An understanding of
this will allow you to troubleshoot issues that arise on a network with switches. In addition,
you now have a basic knowledge of the Spanning Tree Protocol. Although going into more
detail about this would be beyond the scope of this book, you now have an awareness of
what to implement to avoid broadcast storms.

While this chapter focused on the use of switches and their use on internal networks, in the
next chapter, we will start to move beyond our own networks and look at communication
between networks using routers. We will talk about the various routing protocols that we
can use and how a router uses the information from these protocols to make routing
decisions.

Questions

1. What type of switch would you need to support routing between VLANs?

(A) Layer 1
(B) Layer 2
(C) Layer 3
(D) Unmanaged
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2. Look at the following diagrams. When PC 01 sends data to the switch for PC 02, what
will the switch do with it?

PC 01 PC 02
MAC: 0001.96B0.6CD4 MAC: 0010.1189.2785

PC 03
MAC: OOEO.8FDA.9596

Switch=show mac-ad
Mac Addr

10 0E01.96b0. 6cdd DYNAMIC
Switch>

(A) Send it to Fa0/1 only

(B) Send it to Fa0/2 only

(C) Send it to Fa0/2 and Fa0/3 only
(D) Send itto Fa0/1, Fa0/2, and Fa0/3

3. Which forwarding type waits for all of the data to be received before forwarding it on?

(A) Cut-through

(B) Store and forward

(C) Store and cut-through
(D) Cut-through and forward
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4. What type of switch will not allow you to configure VLANSs? (Choose the best answer)

(A) Unmanaged switch
(B) Managed switch
(C) Layer 2 switch

(D) Layer 3 switch

5. How many collision domains are in the following diagram?

o IIIIII o IIIIII
— ) =
fo) LA 3 ERERN o)
| E— | Iﬁ_l
—) = 4 Hub1 Y Switch 1 ) ==
. v - v
O-- o--
== =
(A)1
(B)2
©) 4
(D)7

6. What protocol is used to prevent loops in a switched network?

(A) SFTP
(B) UTP
(C) ARP
(D) STP
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7. Excessive data caused by loops in a switched network is known as a what?

(A) Broadcast storm
(B) Unicast storm
(C) Multicast storm
(D) Anycast storm

8. What is the speed of the internal connections in a switch known as?

(A) Background Intelligent Transfer Speed
(B) Backplane Speed

(C) sTP

(D) Unicast

9. If you wanted to configure simultaneous two-way traffic between a switch port and an
end device, what setting would you configure on the interface?

(A) Simplex

(B) Full-Duplex
(C) Half-Duplex
(D) Broadcast

10. By default, how many VLANSs are there on a managed switch?

(A) Zero

(B) One

(C) Two

(D) One per interface

Further reading

To find out more about switches, visit https://www.cisco.com/c/en/us/solutions/

small-business/resource-center/networking/network-switch-what.html#~switches.
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Routers and Routing - Beyond
a Single Network

In this age of inter-connectivity and global communication, we must start to look at
communicating between networks rather than just between devices on the same subnet.
One key component of this communication is the router. This ubiquitous network device
allows for efficient communication between networks, whether these are networks internal
to our organization or remote networks on the other side of the world. After switches, this
is arguably one of the most important network devices for a network engineer to
understand.

This chapter introduces the concept of routing and provides you with an explanation of
how routing decisions are made. Various routing protocols are explained and the
characteristics of each provided. Also, we will introduce you to the concepts of Network
Address Translation (NAT) and Quality of Service (QoS).

The following topics will be covered in this chapter:

¢ Making routing decisions

Understanding static and default routes

Understanding routing protocols

Implementing routing using Windows Server
Understanding NAT
Understanding QoS

Technical requirements

To complete the exercises in this chapter, you will require a PC running a Windows OS,
preferably Windows 10.
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Making routing decisions

Regardless of which protocol is in use, the premise is the same: the path chosen is the one
with the smallest metric. Admittedly, I've oversimplified this, but I wanted to give you an
overview before moving on.

All routing devices hold a routing table that contains information about the networks,
interfaces, and metrics. Even your Windows PC will have a routing table. And that is where
I'm going to start.

Windows OS routing table

While we tend to consider routing as something that is performed on a router or a server
configured for routing, your computer also performs routing functions. The next activity
introduces you to the Windows OS routing table.

Activity 1:

1. On your Windows PC, open Command Prompt and type route print.

2. This will provide details of your routing table. Keep this open to compare as we
go through my output (Figure 7.1):

¥ Interface Metr
16.08.8. 16.08.8.
On-1link 18.
On-1link 18.
16.

| DD @ N

NN NMN

A

-link
-link
On-link
On-1link

A c;

=

e.
9.0

-

(3]

Figure 7.1: Output for route print command
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The top row of the output is the headers:

Network Destination: This shows either the network address, a specific IP
address, or the broadcast address.

Netmask: This is another term for the subnet mask.

Gateway: If the network is outside of your subnet, this is the default gateway to
which the data is sent.

Interface: This lists the IP address of the local interface (that is, the one on the
device) from which the data will be sent.

Met ric: This is the metric value attributed to that route/interface.

The remaining rows show the network details, and we will examine these in turn:

Row 2 shows a destination network of 0.0.0. 0. This is a default route and is
used as a fallback if no other entry in the routing table can be used. It shows a
netmask of 0.0.0.0, which, in essence, means don't worry about what subnet
the destination is on, but, most importantly, it gives you a gateway IP address.
This is the address of the default gateway; it then says which interface on the
device the data is sent from and refers to it by its IP address. Finally, it gives the
metric value.

Rows 3 - 5 relate to the local network that the device is on. Row 3 shows the
address of the network, 10.0.0.0 (we will cover this in more detail in Chapter
11, Understanding IPv4); it then shows the subnet mask for the network,
255.0.0.0. The gateway column shows On-1ink. This is just a way of saying
that this network is on the same link or subnet as the interface, and it does not
have to go to a default gateway. Then, we have the interface and metric columns
as before.

Row 4 shows the IP address of the interface, 10.0.0.5, and a subnet mask of
255.255.255.255. This subnet mask means the whole of the IP address has to
match, as opposed to row 3, where it could be anything in the network. In
essence, this row is telling the device that any traffic destined for itself is basically
routed back into itself. This may seem odd, but some applications will be
configured to talk to a service that is running on the device, and this helps it. For
example, a DNS server still needs to know which DNS server it needs to query,
even if that is itself.

Row 5 shows the broadcast IP address of the network, 10.255.255.255, and
again a subnet mask of 255.255.255.255. The remainder is as before. If any
traffic is destined for the network's broadcast address, it knows to send it out
through the interface the IP address stated sits on.
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We generally see a group of three network destinations in a routing table
on a Windows device for each normal network. The first row in the group
is the network address, the second row is an interface address, and the
third row, the broadcast IP address.

¢ Continuing with our example, the next three rows (6 - 8) relate to the loopback
network.

e Rows 9 - 10 relate to multicast networks. Notice that row 9 has an interface IP of
127.0.0.1, and row 10 has the IP address of 10.0. 0. 5—this is telling us that
any multicast traffic needs to be sent from both interfaces. Likewise, the last two
rows (11 - 12) refer to the general broadcast address and have the same interfaces
as the multicast group.

You may be wondering why there is a subnet-specific broadcast address, and a general
broadcast address. Imagine you had a device that had two network interface cards. They
would most likely be on different networks. If we wanted to broadcast from both cards, we
would use the general broadcast address, whereas if we wanted to broadcast just to devices
on the one subnet, we would use the network-specific address.

Don't worry if you haven't quite grasped broadcast addresses and loopback addresses. We
will cover these in more detail in chapter 11, Understanding IPv4.

Routers

In this section, we are going to look at the routing table on a router. You will be presented
with two different topologies with numerous networks within them. We will look at how
these networks are represented in the routing table for each of the topologies. Initially, we
are going to use the topology shown in Figure 7.2:

— - 192.168.1.2 172.168.0.2 10.0.0.2 — -
& MM N

E == 192.168.2.2 E =
192.168.1.1 172.168.0.1 10.0.0.1 102.168.2.1

Figure 7.2: Simple routed network
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This section contains several screenshots from a Cisco router terminal.
These are for illustrative purposes; you do not need to know them for the
exam.

In this example, you can see that we have three routers, but initially, we will just focus on
one router. Figure 7.3 shows the routing table of the router on the left before it has been
configured to use one of the dynamic routing protocols. We can see in this screenshot that,
despite not being configured to use a protocol, there are some entries in it already. Similar
to the Windows routing table, the device has learned these by itself, as they are connected
to it.

The rows beginning with L refer to the IP address of the router's interfaces. /32 is another
way of writing the subnet mask is 255.255.255.255. 32 refers to the number of bits
allocated to the subnet mask. We will cover this topic in more detail in chapter

11, Understanding IPv4. These IP addresses would be set as the default gateway on devices
within their respective subnets. The rows beginning with C refer to the networks that are
directly connected to the router. The first C row shows the network address for the
network, 172.16.0.0/16. The /16 notation is another way of writing the subnet mask is
255.255.0.0. The second C row shows the network address, 192.168.1.0/24. This time,
the /24 notation refers to a subnet mask of 255.255.255. 0:

Router ow ip route
Codes: -1 1, C \C , S ; >, R - RIP, M - mobile, B - BGP
2 X - EIGRP external, 0 - 0SPF, IA - 0SPF inter area
external type 1, N2 - OSPF NSSA external type 2
SPF external type 1, E2 - xterna ‘pe 2, E - EGP
L1 - I5-I5 level-1, 5-1I5 vel-2, 1a - IS-I5 inter
* - candidate default, U - per-user static 0DR
P - periodic downloaded static route

Gateway of last resort is not set

variably subnetted, 2 subnets, 2 masks
is directly connected, itEthernet
v connected

Figure 7.3: Basic routing table
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Let's look at it now that I have configured a routing protocol, RIP (Figure 7.4). The rows
beginning with R indicate that these routes have been learned through the use of the RIP
routing protocol. We can see that the first R row tells us that the 10.0.0.0/8 network is
accessible via the IP address, 172.168.0.2 (the IP address on the connected interface on
the adjacent router), which, in turn, can be reached through the internet at
GigabitEthernet0/1:

how ip route
C - connected, S ati R - RIP, M - mobile, B - BGP
{ F, IA - OSPF inter a
ernal type 1, E2 -
L1 - IS-IS lewel-1, L2 -
ndidate default, U - per-user static
P - periodic downloaded static route

Gateway of last resort is not set

y connec ga
ubnetted subnets, 2 masks
onne d i hitEthernet@/0
X d, GigabitEthernet@/se
D B:23, G bitEthernetds/1

Figure 7.4: Routing table after RIP has been configured

The preceding examples reflect the output on a simple topology. Let's now look at the
routing table for the topology shown in Figure 7.5:

Figure 7.5: Larger routed network
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As you can see, this has a few more routers than the previous example. The routing tables
for this are in Figure 7.6. This screenshot is really for illustrative purposes to show you how
the routing table can grow in size. You do not need to be able to interpret this for the exam:

M - moblile, B - BGP
USPF intﬂr a
A u¢turnql type 1,
ternal type 1, E2 - ) rna pe E -
L1 - IS-IS level-1, LZ2 5 Bve , 1a I5-15 inter area
ndidate default, U - per-
P - perlodic downloaded static

Gateway of last resort 1s not s

192 .1

FastEtherne
FastEthernetg
FastEtherne
FastEthernets
FastEthernet4
FastEtherne
FastEthernets
FastEthern
FastEthernet5s
FastEthernet
FastEthernet
FastEthern
FastEtherne
FastEthernet4/0
FastEthernet5/0
FastEthernetd4/0
FastEthernet5/0
FastEthern
FastEthernets5/0

[ S Y Y S Y Y WYY -

Figure 7.6: Consolidated routing table
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If you look at the first row starting with R (for RIP), you can see there is an entry for
192.168.5.0/24 while the next row does not specify the network. This means that both
rows relate to the same network, so in this example, there are two routes from this router to
that network. Which other networks have two routes to them?

Each of the routing protocols discussed previously will have some limitations as to how
much information it will store in its routing table. It would be unfeasible to know the route
to each network in the world.

Decision making

Although the routing algorithms used by routing devices can be quite complicated, the
process they then take to make their routing decisions is relatively simple, as you can see
from the following steps:

1. Once a router receives data from another device, it checks the destination IP
address.

2. If it is its own address, it will process it internally. If the address is for one of the
networks connected to it or a remote network, the router looks it up in its routing
table.

3. It then identifies the IP address of the next router (next hop) and the interface the
data needs to be sent from.

In Figures 7.4 and Figure 7.5 in the previous sub-section, you will notice that both of these
values were listed in the routing table in a single entry. Some devices will have to follow a
two-step process, that is, find the next hop address, and then look that up in the routing
table to identify the interface to send the data through.

If there are two or more possible routes, the routing device chooses the one with the lowest
metric.

Now, let's learn how the router uses Time To Live (TTL) to prevent data being sent in a
routing loop.
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TTL

There is the possibility that data could be sent in a massive routing loop. For example, a
router may receive some data and route it back to a router that has already seen the data,
which then causes a loop. Potentially, data could be on the network forever. One of the
ways this is avoided is through the use of TTL.

Every packet of data that is sent out includes a TTL value within the IP packet header. This
refers to the number of hops data can go through before it is discarded. The Windows
default TTL is 128 hops, though this can be adjusted by applications. To facilitate this, on
receiving data, each router decrements the TTL value by 1. When a router receives some
data with a TTL value of 1, it decrements it to 0 and sends an unreachable message back to
the originator.

In this section, we have understood how routing decisions are made. In the next section, we
will learn about static and default routes.

Understanding static and default routes

Because we cannot document every network in a routing table, we need to know what to
do with the data if the network is not listed. Quite simply, we have a catch-all route that, in
essence, says if you have gone through the routing table and cannot find a match for this
destination, then send it from this particular interface to this other router and let them sort
it out. If the other router does not know, it will do the same.

Basically, we are playing pass the parcel with the data in the hope that it is finally received
by a routing device that actually knows where the destination network is. Remember, the
TTL will be counting down at each device. If no default route has been configured, then the
data is simply discarded and an error message is sent back to the originating device.

A configured default route is a form of static route. An administrator had to manually enter
it into the routing table. As well as the default route, there are possibly other reasons for
configuring a static route. Perhaps you are sending sensitive data and need to be assured
that it is going through certain routers. Remember, dynamic routing reacts to changes in the
network such as failures, so it would not be able to guarantee the route the sensitive data is
traversing.
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The use of static routes needs to be assessed properly before implementation. If a device on
a static route fails, the data will not reach the intended recipient, as the route will not have
automatically changed to navigate around the fault. Also, the static route has to be
configured on all devices that the data is routed through.

Understanding routing protocols

A lot of people have this notion that routing involves some form of device that takes your
data from your internal network and routes it out on to the internet. In part, this is correct,
but for me, it is too specific a description and can be slightly misleading. A better definition
would be that routing takes data from a network and forwards it through one or more
networks to reach a destination network. These networks could be private to private,
private to public, private to public to private, and any combination of any number of
networks to get to the final destination.

In this subsection, I will briefly describe routing devices, and then talk about the common
routing protocols available to us.

Routing devices

At this level, we can generally sum routers up into three different categories: dedicated
routers, layer 3 switches, and servers configured with routing capabilities. All of these
devices have one thing in common: the ability to forward or route data based on the layer 3
address or, as it is popularly known, the IP address.

Besides providing routing capabilities, most routers will provide additional functionality
such as NAT, QoS, and the ability to block broadcast transmissions. The first two are
covered later in this chapter, but I would like to briefly explain here why routers block
broadcast traffic and provide the limits to what is known as a broadcast domain. A
broadcast domain is a collection of devices that can receive a broadcast transmission from
each other. Each interface on a router is classed as its own broadcast domain. Each of these
broadcast domains can have multiple collision domains. There is one exception to routers
blocking broadcast traffic. If the traffic being transmitted is DHCP traffic, then routers that
are RFC 1542-compliant will only forward that broadcast traffic.
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Look at Figure 7.7: it is a fairly simple topology, made up of four networks connected to the
internet. Notice that each network has a router that connects it to the internet or WAN.
Inside each network is a switch that acts as an intermediary device allowing
communications between the router and the endpoint devices. In this case, the endpoint
devices are represented by the laptop:

Router Switch
R e FE T

— (R

=

—

Figure 7.7: Basic topology

If a routing device acted like a switch and forwarded a broadcast transmission, it would be
sent from all interfaces and out on to the internet. The internet is connected to lots of
routing devices. If each of those routing devices did the same, that one data transmission
could potentially keep going until it is finally dropped (more on this later). Now imagine if
all devices on every network in the world were broadcasting (which they are). The noise of
all this data being transmitted would impair any useful data actually being transmitted.
Therefore, routers are designed to drop any broadcast traffic.
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As the name implies, a dedicated router is a hardware device specifically designed for
routing data between networks. In some ways, routers are similar to switches in that they
have multiple interfaces, can have modular components, and are configured initially
through a console port. Unlike some switches, however, routers are always going to be
classed as a managed device, as you will need to configure them. Dedicated routers will
also have the ability to support various routing protocols.

A layer 3 switch has the same functionality as a layer 2 switch, with the added ability to
route traffic between different VLANSs without the need for a further routing device. It is
important to remember that a layer 3 switch is not designed to fully replace your routers on
a network.

Depending on its operating system, a server can be configured with the capacity to route
traffic from one network to another. To do so, the server needs to have at least two network
interface cards, one for each network that it will support. Obviously, the physical capacity
and processing ability of a device such as this will not be in the same league as a dedicated
router.

One important thing to note is that any routing device has to have at least two interfaces.
Each of these interfaces on a router or routing server has to be allocated an IP address that
is within the same network range as the network that is connected to it. That interface IP
address will be the default gateway for the device on that network (Figure 7.8):

Internet Protocol Version 4 (TCP/IPv4) Properties X

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(@ Use the following IP address:

e e - e
Subnet mask: 255.0 . 0 0
Cj—»[::::::@]-—»[:::::: d e
| S————————
182.67.34.90  10.0.0.1 10002

(@ Use the following DNS server a ddresses: :
Preferred DNS server: 8.8 .8 .8

Alternate DNS server:

[Jvalidate settings upon exit
51 o

Figure 7.8: Default gateway

[197]

NEWOUTLOOK. | T


https://newoutlook.it

Routers and Routing - Beyond a Single Network Chapter 7

I have already mentioned that routers support different routing protocols, and I will
discuss these further. A routing protocol is a published standard that developers and
engineers follow when creating software/hardware that will carry out routing. One of the
key components of these standards is that they each contain an algorithm that calculates the
optimal route (or path) to destination networks. These algorithms are re-run regularly,
hence, we are creating a network with the ability to adapt to changes. If there is a

break somewhere on the route between two devices, the network will identify this and re-
route traffic accordingly. We refer to these as dynamic routing protocols.

In addition to these, we can also create static routes. Dynamic routing protocols can
generally be broken down into a distance vector, link state, or path vector. Understanding
how these work in depth is beyond the scope of the exam. Therefore, this chapter merely
entails a brief overview.

To enable dynamic routing to work, each router will share its routing table with its
neighbors, and by doing so, each router builds up a picture of how the network is
configured. Depending on the protocol, this exchange of data may take place at regular
intervals, when a change is made, or both. From this exchange of data, the router calculates
a metric or a value that helps it to determine the interface from which the data will be sent.

Distance vector protocols

A distance vector protocol is one that calculates the best route for the data to be
transmitted, purely based on how many routers or hops the data has to travel through to
get to the final destination. The term can be broken down into two components—distance
and vector.

Distance is the metric (that is, the number of hops) it uses to determine the path; vector
indicates the direction of travel—that is, which interface the data will be sent through.
Routers utilizing a distance vector protocol exchange information about the finished routes
only. You can refer to the tracert activity that we carried out in chapter 3, Understanding
Wide Area Networks, and have reproduced the following for ease:
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Activity 2:

1. Open Command Prompt on a Windows PC.

2. Trace the route to Google's public DNS server using the tracert 8.8.8.8
command.

3. Review the output:

ms
19 ms
3 ms
12 ms

ms
ms
3 ms

e complete.

Figure 7.9: Output for tracert command

Looking at the first column I have highlighted in the preceding screenshot, you can see the
hop count and that the destination was eight hops away. The second highlighted area is the
response time—how long it takes for the message to go to each device and receive a reply.
Notice that it does this three times per hop. At hop 5, you can see there are no response
times, but * instead. This means that the device has not sent a response in a reasonable time
(hence, Request timed out on the right), which could be indicative of a firewall not
permitting t racert response traffic. The last highlighted area shows the IP address of the
device at each hop, and, where possible, it also resolves the name of the device. Notice, in
lines 3 and 4, for example, that there is only an IP address.

Protocols that fall under the guise of distance vector routing protocols include the
following;:

¢ Routing Information Protocol (RIP) v1, v2, and ng (next generation)
¢ Interior Gateway Routing Protocol (IGRP)
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Each of these protocols has specific use cases that will help you to determine which one is
the best one for your purposes.

The problem with using a distance vector protocol is that they do not take into
consideration any other factors, such as the speed of the links. Let's put aside networking
for the moment and let's say you want to go and visit your uncle. The most direct route is
120 miles, but this is all small country roads, so you cannot go very fast. If you go down the
motorway, it is 125 miles, but you can go much faster (legally of course). A distance vector
protocol would send you down the country roads, despite it taking you longer.

We'll go back to networking now. Look at Figure 7.10. Notice that the shortest route is that
straight line of routers between the two PCs, but that is not the fastest route. Let's look at
that a moment with an example. For this example and simplicity, we have a 10 Gb file
(note: gigabit not gigabyte) that we want to send from the PC on the left to the PC on the
right.

If we were to take the most direct route through the middle, it passes over five routers. To
transfer data from the first router to the second, it would take 10 seconds, and likewise
between the second and third, and between the third and fourth; from the fourth to the fifth
router it would take 1 second. That's a total of 31 seconds.

If we were to take the top route, it passes over six routers. To transfer data from the first
router to the second would take 1 second; from the second to the third, it would take 10
seconds, and 1 second for each of the hops between the third and fourth, the fourth and
fifth, and the fifth and sixth routers. That's a total of 14 seconds.

Obviously, this has been simplified, but I feel this emphasizes how the shortest route is not
necessarily the quickest:

Figure 7.10: Choosing a route based on distance
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Surely, it would be better to go the faster route? We'll now look at link state protocols,
which actually consider more factors than just the number of hops

Link state protocols

Link state protocols do not base their routing decisions purely on distance, but can factor in
attributes such as the bandwidth of the connection, delay, jitter, and load. Each protocol
will use one or more of these values in its routing algorithm to identify the best path.
Unlike distance vector protocols, link state protocols exchange everything in terms of the
state of each link and form a roadmap of the network to decide routes based on that
information.

Protocols that fall under the guise of link state routing protocols include the following;:

¢ Open Shortest Path First (OSPF)
¢ Intermediate System to Intermediate System (IS-IS)

Distance vector and link state protocols are the main types of routing protocol. However,
we will now briefly look at two other types.

Hybrid protocols

A protocol that combines the capabilities of both distance vector protocols and link state
protocols is known as a hybrid protocol. The main hybrid protocol to be aware of is

the Enhanced Interior Gateway Routing Protocol (EIGRP). Originally a Cisco proprietary
protocol, this routing protocol has since been converted to an open standard. Interestingly,
Cisco tends to refer to this protocol as an advanced distance vector protocol rather than a
hybrid protocol.
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Path vector protocol

The final routing protocol is path vector. In this protocol, the router knows the IP address of
the next router and the actual path that the data will be sent along. This differs from the
previous protocol types in that path vector protocols do not know the complete path, just
the next router on the path.

The only routing protocol of note that falls under this category is the Border Gateway
Protocol (BGP).

Now, let's learn about the Interior Gateway Protocol (IGP) and Exterior Gateway
Protocol (EGP) and compare them.

IGP versus EGP

To understand these two terms, it is important to understand the Autonomous System
(AS). An AS is a collection of networks that fall under the control of one organization. This
may be an ISP or any large enterprise organization. An AS number is allocated by the
Internet Assigned Numbers Authority (IANA), who delegate the responsibility to local
registrars.

IGP is a generic term referring to any protocol responsible for routing within your own AS.
Each of the protocols listed in the distance vector and link state sections fall under this
umbrella.

In contrast, an EGP refers to any protocol responsible for routing between different
autonomous systems. The only protocols this applies to are EGP and BGP.

Activity 3: Navigate to this website, https://www.ultratools.com/tools/asnInfo, and
search for a website. In the top-left of the results box is the AS number. Repeat the same
exercise for your public IP address.

recognize which protocol falls under which category.

8 Exam tip: Do not overthink the different protocols. Just be able to
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Implementing routing using Windows Server

We previously mentioned in this chapter that a server can be configured to act as a routing
device. In this section, we will look at how we can implement this using Windows Server
2019. Recall that any routing device needs to have at least two network interfaces. In the
following activity, we will be using a server that has two interfaces configured with IP
addresses on different networks (Figure 7.11):

C:\Users\Administrator>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
6 Address

Subnet Mask . .
Default Gateway

Ethernet adapter Ethernet 2:

Subnet Mask . . .
Default Gateway .

Figure 7.11: Output of ipconfig

The following activities assume that you have installed a Windows Server OS already. In
some of my screenshots, you may see references to domains. Do not worry if you have not
configured a domain; you should be able to follow this activity without this.

Installing roles and features

Activity 4: In this activity, we will install the requisite roles and features:

1. Open Server Manager if it's not already open.
2. Click Add roles and features:
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f& Server Manager - *

@ ~  Server Manager * Dashboard

Dashboard 'WELCOME TO SERVER MANAGER

B Local Server

ii All Servers. . .
- % Configure this local server
i§l AD DS -
1l DHcP QUICK START
2 DNs 2 Add roles and features
] ices b
§ File and Storage Services 3 Add other servers to manage
WHAT'S NEW o
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE

Figure 7.12: Server Manager dashboard

3. On the Before You Begin screen, click Next.
4. On the Select installation type screen, choose Role-based or feature-based

installation:
[ Add Roles and Features Wizard — O *
Select installation type " senerxameteloca

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next = | | Install | | Cancel

Figure 7.13: Selecting installation type
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5. The Select destination server screen should automatically have selected your
server. Check it has done so, and click Next:

& Add Roles and Features Wizard — O X

DESTINATIOM SERVER

Select destination server e

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

Installation Type ®) Select a server from the server pool
Server Selectic\nk () Select a virtual hard disk
Server Roles Server Pool
Features
Filter:
MName IP Address Operating System

server.example. 10.2.0.1,172.16.... Microsoft Windows Server 2019 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

| < Previous | | Next > | | Install | | Cancel

Figure 7.14: Selecting the destination server
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6. Select the Remote Access role and click Next. Note that the options on the left-
hand side will appear different to those shown in the following screenshot until
you have selected the role:

-ﬁ Add Roles and Features Wizard - O X

DESTINATIOM SERVER
server.examplelocal

Select server roles
Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection

Features
Remote Access

Role Services

[[] Active Directory Certificate Services

+| Active Directory Domain Services (Installed)
[] Active Directory Federation Services

[1 Active Directory Lightweight Directory Services
[1 Active Directory Rights Management Services
[] Device Health Attestation

+| DHCP Server (Installed)

«| DNS Server (Installed)

] Fax Server

[m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service

[] Hyper-v

[ Metwork Policy and Access Services

[ Print and Document Services

Remote Acces:

[] Remote Desktop Services

[ Volume Activation Services

] Web Server (IIS)

[[] Windows Deployment Services

] Windows Server Update Services

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On
and Always Managed experience,
RAS provides traditional VPN
services, including site-to-site
(branch-office or cloud-based)
connectivity. Web Application Proxy
enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network. Routing
provides traditional routing
capabilities, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

< Previous | | Next > | | Install | | Cancel

Figure 7.15: Selecting server roles
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7. Click Next on the Select features screen.
8. Click Next on the Remote Access information screen.
9. Select Routing on the Select role services screen.
10. You will be prompted to add features. Click on Add Features:

e Add Roles and Features Wizard — O *
S | t | - DESTINATION SERVER
elect role servi fiz; Add Roles and Features Wizard X server.examplelocal
X
Add features that are required for Routing?
You cannot install Routing unless the following role services or
features are also installed. provides support for NAT
LAN Routers running BGP,
RAS Connection Manager Administration Kit (CMAK) ) multicast capable routers
4 Remote Access axy).
Directfccess and VPN (RAS)
4 Remote Server Administration Tools
4 Role Administration Tools
4 Remote Access Management Tools
[Tools] Remote Access GUI and Command-Line Too!
[Tools] Remote Access module for Windows PowerS
4 Web Server (lIS)
4 Management Tools
[Tools] 115 Management Console W
{ >
Include management tools (if applicable)
‘Add Features ‘ ‘ Cancel ‘
< Previous | | Next > | | Install | | Cancel

Figure 7.16: Adding features
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11. Note that this will also select DirectAccess and VPN (RAS). Click Next:

Fﬁ Add Roles and Features Wizard

Select role services

Before You Begin

Role Services

Web Server Rol

Raole Services

Confirmation

VPe Role services

DirectAccess and VPN (RAS)

[] Web Application Proxy

DESTINATIOM SERVER
server.examplelocal

Select the role services to install for Remote Access

Description

Routing provides support for NAT
Routers, LAN Routers running BGP,
RIP, and multicast capable routers
(IGMP Proxy).

Cancel

< Previous | | Next > Install

Figure 7.17: Selecting role services
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12. Click Next until you reach the Confirm installation selections screen. Click

Install:
= Add Roles and Features Wizard — O X
b
Confirm installation selections o o

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
Remote Access RAS Connection Manager Administration Kit {[CMAK) -
Role Services Remote Access
Directfccess and VPN (RAS)
Web Server Role (IIS) .
Routing

Role Services o
. Remate Server Administration Tools
Role Administration Tools

Remote Access Management Tools
Remote Access GUI and Command-Line Tools

Remote Access medule for Windows PowerShell

Web Server (1IS5) v

Export configuration settings
Specify an alternate source path

< Previous Next > Install | | Cancel

Figure 7.18: Confirming the installation

13. Once the installation has completed, click Close.

With this, the selected roles and features will be installed. Moving on, through the next
activity, we will now configure the routing component that we have just installed.
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Configuring the routing and remote access

component

Activity 5: In this activity, we will configure the routing component we have just installed:

1. Open Server Manager if it is not already open.
2. Click Tools, and select Routing and Remote Access from the drop-down menu:

Server Manager

B Local Server k
ii All Servers
AD DS

DHCP
DNS

il

File and Storage Services P
o s

jj-l Remote Access

WELCOME TO SERVER MANAGER

QUICK START

WHAT'S NEW

LEARN MORE

Server Manager * Dashboard

0 Configure this local ser

Add roles and features

(R}

"]

3 Add other servers to man

4 Create a server group

(0]

Connect this server to clo

ROLES AND SERVER GROUPS

Roles: 6

Server groups: 1 | Servers total: 1

il ADDs

1

‘ {8 DHCP

FA Manage Tools View

Computer Management
Connection Manager Administration Kit
Defragment and Optimize Drives

DHCP

Disk Cleanup

DNS

Event Viewer

Group Policy Management

Internet Information Services (IIS) Manager
iSCS Initiator

Local Security Policy

Microsoft Azure Services

Network Policy Server

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Recavery Drive

Registry Editor

Remote Access Management

Resource Monitor

Routing and Remote Access

Figure 7.19: Server Manager dashboard
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3. This will open the Routing and Remote Access management console. Note that
SERVER (local) has a red down arrow displayed. This indicates that it has not

been configured:

E Routing and Remote Access

File Action View Help

&= HE XE G| HE

E Routing and Remote Access
% Server Status
%) SERVER (local)

Daone

SERVER (local)

Welcome to Routing and Remote Access

Routing and Remote Access provides secure remote access to
% private networks.

Use Routing and remaote access to configure the following:
* A zecure connection between two private netwaorks.

* A virtual Private Metwork (WPN) gateway.

* A Dial-up remote access server.

* Netwaork address translation (MAT).

* LAN routing.

» A basic firewall.

To add a Routing and Remote Access server, on the Action menu,
click Add Server.

Figure 7.20: Routing and Remote Access console
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4. Right-click on SERVER (local) and select Configure and Enable Routing and
Remote Access to open the wizard:

SERVER (local)

Enable Routing and Remote Access

Disable Routing and Remote Access

) Routing and Remote Access
File Action View Help
e | 2EXE G| HE
= Routing and Remote Access
% Server Status
@) SERVER
Configure and
All Tasks
View
Delete
Refresh
Properties
Help
Done

ote Access

cure remote access to

ure the following:
te networks.

ay.

rver, an the Action menu,

Figure 7.21: Configuring and enabling remote access
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5. At the welcome screen of the wizard, click Next:

Routing and Remote Access Server Setup Wizard

Woelcome to the Routing and Remote Access
Server Setup Wizard

This wizard helps you set up your server so that you can
connect to other netwarks and alow connections fram
remate clients.

To continue, click Mext.

TN T

Figure 7.22: Welcome screen
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6. On the Configuration screen, choose Custom configuration and click Next:

Configuration
You can enable any of the following combinations of services, or you can
customize thiz server. %

" Remote access {dial-up or VPN)

Allow remote clients to connect to this server through either a dialup connection or a
secure virtual private netwarks (VPN) Intemet connection.

(" Metwork address translation (MAT)

Allow intemal clients to connect to the Intemet using one public IP address.

" Vitual private network (VPMN) access and NAT

Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public |P address.

(" Secure connection between two private networks
Connect this netwonk to a remate network, such as a branch office.

* Custom configuration
Select any combination of the features available in Routing and Remote Access.

< Back Next = Cancel

Figure 7.23: Configuration screen
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7. Choose LAN routing on the Custom Configuration screen and click Next:

Custom Configuration
When this wizard closes, you can configure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server.
[~ VPN access

[ Dialup access

[ Demand-dial connections { used for branch office routing )
[ MNAT

[v LAN routing

< Back Mext = Cancel

Figure 7.24: Custom Configuration screen
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8. Click Finish on the summary screen. There will be a short delay as the system
processes this.

9. Click Start service at the prompt:

Completing the Routing and Remote Access
Server Setup Wizard

You have successfully completedthe Routing and Remaote
Access Server Setup wizard.

Routing and Remote Access e

Start the service

The Routing and Remaote Access service is ready to use.

Start service I Cancel

inthe Routing and Remote Access console.

ervices

To close this wizard, click Finish.

< Back Cancel

Figure 7.25: Starting the service
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10. You will notice that SERVER (local) no longer has a red arrow:

E Routing and Remaote Access — O x

File Action View Help

e | HEXE G HE

E Routing and Remote Access SERVER (local)

% Server Status

[(3) SERVER (local) Routing and Remote Access Is (g
Configured on This Server

This server has already been configured using the Routing and
I} Remote Access Server Setup Wizard. To make changes to the

current configuration, select an item in the console tree, and then
on the Action menu, click Properties.

Enable DirectAccess on this Server

You are currenthy using anly VPN for providing remote access to
wour clients. ¥You can use rich remote access experience based on
DirectAccess by enabling DirectAccess on this server. Using
DirectAccess, your domain-joined clients can seamlessly connect
to your corporate network. To enable DirectAccess on this server,
wou can run the "Enable Directfccess" wizard by selecting the
"Enable Directfccess..." option on the action pane on the right or
on right-clicking the machine node on the left.

Done

Figure 7.26: Routing and Remote Access console
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11. Expand SERVER (local) to show the various sub-components:

E::..'.':':.='.'::=.*':'.=.—::e:-:- — O >
File Action View Help
e« |77 XE G HF

E Routing and Remote Access SERVER (local)

% Server Status

v [ SERVER (local) Routing and Remote Access Is A
= Network Interfaces Configured on This Server
g Remate Access Logging This server has already been configured using the Routing and
w B |Pyd Remote Access Server Setup Wizard. To make changes to the
E General current configuration, select an item in the console tree, and then

E Static Rout on the Action menu, click Properties.
atic Routes

v B IPvb

) General [4\5

B} Static Routes ) .
Enable DirectAccess on this Server

You are currently using only WFN for providing remote access to
wyour clients. You can use rich remote access experience based on
DirectAccezs by enabling Direct&ccess on this server. Using
DirectAccess, your domain-joined clients can seamlessly connect
to vour corporate network. To enable DirectAccess on this server,
wou can run the "Enable DirectAccess" wizard by selecting the
"Enable Directfccess..." option on the action pane on the right or
on right-clicking the machine node on the left.

Dane

Figure 7.27: Server (local) sub-components

12. Investigate all of the various areas by selecting them and right-clicking.
Note that you are not expected to know this area in any detail for the exam.

While we would prefer to use dynamic routing, there will be occasions when a static route
needs to configured. We will see how to do this in the next activity.

[218]

NEWOUTLOCK. | T


https://newoutlook.it

Routers and Routing - Beyond a Single Network Chapter 7

Configuring a static IPv4 route

Activity 6: For this final short activity, we will configure a static IPv4 route:

1. Select Static Routes in the IPv4 section:

E Routing and Remote Access

File Action View Help

a7 5E b=

v % :E:m?é:?:::n Destination Network mask Gateway Interface
E Metwork Interfaces
£ Remote Access Logging
v B |Pyd
E General
E Static Routes
v B Pk
E General %
E Static Routes

There are no items to show in this view.

Figure 7.28: Routing and Remote Access console
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2. Right-click in the white space in the main window, and choose New Static
Route...:

B Routing and Remote Access - O >

File Action View Help

as| 757 d2 HE

5 Stat -
v % szgveErR (TDI::U Destination Network mask Gateway Interface

E Metwork Interfaces There are no items to show in this view,
£ Remote Access Logging
v B |Pvd
E General
B} Static Routes
v B |Pvh
E General
B Static Routes

Mew Static Route...

Show IP Routing Table...

Refresh
Wiew >
g 2| Arrange lcons Ed

Line up lcons

| S bl

Figure 7.29: Selecting a new static route
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3. Configure the various options and click OK:

Interface: Which of the available interfaces is the static route being
configured on?

Destination: This can be either the network ID of the destination
network or, if you are configuring a static route to a specific device, the
IP address of the device. In this case, I have chosen a network ID.
Network mask: This is used to identify the IP address range to be
covered. It works using a similar principle to subnet masks.
Gateway: This is the default gateway of the network this particular
interface is connected to.

Metric: This is the metric value you want to assign to the route.
Remember that the lower the value, the more preferred the route is:

IPvd Static Route 7 ™
Interface: IBhemet j
Destination: I 152 168. 1 . 0

Netwark mask: I 255 255 285, 0

Gateway: % I m. o0 .0 .2

Metric: |255 _l:
[T Use this route to initiate demand-dial connections

QK Cancel

Figure 7.30: Options for a new static route
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4. The static route will now appear in the management console:

B Routing and Remote Access — O
File Action View Help
e 1@ XE G HE

3. Routing and Remete Acces

S Stat >
- % S::;ErR (IED::I) Destination Network mask Gateway Interface Metric View

B Network Interfaces B 192.168.1.0 255.255.255.0 10.0.0.2 Ethernet 256 Both
23 Remote Access Logging
v B |Pud
B General
E) Static Routes
v B |Pvb
B General
B Static Routes

Figure 7.31: Routing and Remote Access console

Note, we could also configure a static route from the command line using the following
syntax:

route —-p ADD <destination_network> MASK <subnet_mask> <gateway_ip>
<metric_cost>

The —p switch tells the system to make this a persistent connection. That is, the static route
will be restored even if the system has been rebooted. Using the static route that we
configured in the last activity for this example, the command would be as follows:

route —p ADD 192.168.1.0 MASK 255.255.255.0 10.0.0.2 256

Although we have carried out these activities using a server, I would like to mention the
fact that we can also set a static route on a Windows client using the preceding command.

I'm sure this section has provided you with hands-on experience to configure your server to
act as a routing device. In the next section, we will walk through NAT to understand its
purpose and types.
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Understanding NAT

We're going to start this section with an activity so that you can see NAT in action, and it
will help you to better understand its purpose as we go through the section.

Activity 7: On your computer or laptop, navigate to www.google.com, and search for
What's my IP?.This will display the public IP address of that device. Now, go to a second
device that is connected to the same network and do the same. What do you notice about
the IP address? They are very likely to be the same.

You may be thinking right now that I had previously said that IP addresses should be
unique, and you would be correct. Recall that, in chapter 2, Understanding Local Area
Networks, I introduced the idea of private IP addresses being used inside our LAN, and
public IP addresses are outside our LAN. If your network is wanting to communicate on
the internet, it is going to need a public I’ address.

Take a look at Figure 7.32, and notice that, in the leftmost and rightmost networks, there is a
device with the same IP address. Let's say that PC1 connects to a website: how does it know
to send it PC1 and not PC2? Quite simply, it doesn't respond to that IP address; it responds
back to the public IP address of the router on the left (126.6.2. 3). The router will then
send the data to PC1. This is where NAT comes into play:

- 192.168.1.2 126.6.2.4 72.34.5.6 -
o - - - o

= 192.168.1.2 —
192.168.1.1 126.6.2.3 72.34.5.7 192.168.1.1

Figure 7.32: Duplicate IP address in different LANs

NAT takes a private IP address and converts it to a public IP address, and vice versa. There
are several different ways in which it achieves this, and we will cover these further in the
sub-sections.

Static NAT

Static NAT involves each device having its private IP address mapped to a public IP
address that is used solely by that device. This will require an organization to have multiple
public IP addresses assigned to them by their ISP. Obviously, this is a costly endeavor.
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Dynamic NAT

With dynamic NAT, an organization has a pool of public IP addresses, and this pool is
shared by all of the devices inside the LAN. The mapping of a private IP address to one of
the public IP addresses is on a first come, first served basis. If the pool runs out of IP
addresses to allocate, then no further devices can communicate outside of the LAN.

Port Address Translation

Port Address Translation (PAT) is a derivative of dynamic NAT, in that there is no static
mapping of private IP addresses to a public IP address. With PAT (also referred to as NAT
Overload), all devices share a single public IP address.

Figure 7.33 is the same screenshot as we have just seen. We are going to use that for this
explanation:

PC 1 Web Server
- 192.168.1.2 126.6.2.4 72.34.5.6 -
o lIIIII. 'IIIII. 'IIIII. o
= 231.12.15.1 —
102.168.1.1 126.6.2.3 72.34.5.7 231.12.15.2

Figure 7.33: Networking with NAT

PC 1 wants to communicate with a website. The NAT process that is followed is as follows:

1. PC 1 opens up a network port to communicate to the web server. For this
example, it opens port 64001.

2. PC1 sends the data to the router.

3. The router updates its NAT table, which will look something like this:

Source IP Source port Destination IP Destination port
address P address p
192.168.1.1 64001 231.12.15.2 80

[224]

NEWOUTLOOK. | T


https://newoutlook.it

Routers and Routing - Beyond a Single Network Chapter 7

4.

9.

The router repackages the data it received from PC 1. It removes the private
source IP of 192.168.1.1 and replaces it with the public IP address of

the 126.6.2.3 network. The port numbers remain the same.

The data is routed on to the destination website.

The website replies back using its own IP address as the source and puts the
public IP address of the destination network, 126.6.2. 3, as the destination IP
address. It puts the source IP as port 80, and the destination port as 64001.
When the destination router receives the data, it looks in its NAT table to see
whether any device has communicated with that website source port, 64001, and
destination port 80 (the reverse of the ports mentioned in the data transmitted
from the website).

It sees that 192.168. 1.1 meets that criteria, and it repackages the data sent from
the website. It removes the public IP address, 231.12.15. 1, from the destination
IP field, and replaces it with 192.168.1. 1. It leaves the source IP and port
numbers the same.

The repackaged data is then sent to PC 1.

Not all of the data transiting across networks is of equal priority. In the next section, we
look at a method for prioritizing network traffic.

Understanding QoS

Routers that support QoS can prioritize network traffic. To be able to do this, the data being
sent includes either a Type of Service (ToS) or Differentiated Services (DiffServ) indicator
that allows routers to identify the type of traffic being sent, and hence allow it to be
prioritized.

Typical data that would be prioritized over other traffic includes the following:

Media streaming
Voice over IP (VoIP)
Teleconferencing
Safety system traffic
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Which data to prioritize will vary from organization to organization, and looking at the
preceding examples, it should be fairly obvious why safety system traffic would need to be
prioritized over normal non-safety traffic, but what about the first three examples? If we
did not prioritize this traffic, we would likely find that we had performance and quality
issues, with buffering occurring. This would be annoying when streaming media, but if we
want the two-way communication offered by VoIP and teleconferencing, buffering and
delay would make these impractical applications.

It should be noted that QoS priorities have to be configured on all routers, and if the data
transits a routing device that you do not own, then you may find it as a lower priority than
when it is being handled by your own network.

Summary

In this chapter, we looked at transmitting data outside our subnets. We discussed how
routers make their routing decisions to find the most efficient path to the destination. We
talked about the use of static and default routes, before moving onto the various routing
protocols. We explained some of the characteristics of routers. Finally, we discussed the
translation of private into public addresses using NAT and then the prioritization of data
with QoS.

You have learned how to identify and interpret the routing table on your Windows device.
You have also learned how static and default routes impact how the data is routed. These
are key to understanding how your device routes data from it, especially if it has more than
one network card. Also, you can now install and configure the routing features on a
Windows Server. As an extension of this, you also configured a static IPv4 route on a
Windows Server. Finally, you saw how to configure a static route on any Windows system
from the command line.

Now that we have seen the various topologies and intermediary devices used within our
networks, we need to look at how we can physically connect the devices. In the following
chapter, we do just that. We will look at copper cables in the form of coaxial cables and
twisted pair cables and fiber optic. For each, we will talk about the key attributes and
connectors used.
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Questions

1. Which of these devices has a routing capability?

(A) Hub

(B) Layer 2 switch
(C) Layer 3 switch
(D) Bridge

2. Which of these generic routing protocol types will most likely choose a route that goes
through the least number of routers?

(A) Path vector

(B) Link state

(C) Spanning tree
(D) Distance vector

3. Which of these routing protocols is a distance vector protocol?

(A) RIP
(B) OSPF
(C) IS-IS
(D) BGP

4. Which protocol routes between autonomous systems?

(A) OSPF
(B) IS-IS
(C) BGP
(D) IGRP

5. Which of these network addresses would represent the default route on a Windows
device?

(A)127.0.0.0
(B)0.0.0.0

(C) 255.255.255.255
(D) 10.20.32.0
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6. Which of these IP addresses can be issued to the interface marked with an X?

— —
192.168.1.1 172.168.0.1 X 192.168.1.1

Choose the correct answer:

(A)192.168.1.2
(B) 172.168.0.2
(C)10.0.0.1

(D)192.168.1.1

7. What feature prevents data from flowing between networks forever?

(A) RIP
(B) TTL
(C) STP
(D) OSPF

8. Assuming only the router selected on the right uses NAT, the translation takes place on
the interface with the IP address 72.34.5. 6. If the web server at 231.12.15.2 sends data
tothe PCat 192.168.1.1, what would the source IP address be on the data that the PC
receives?

192.168.1.2 126.6.2.4 72.34.5.6
. == e = |
o o

= 231.12.15.1 =
192.168.1.1 126.62.3 72.34.5.7 231.12.15.2

Choose the correct answer:

(A)231.12.15.2
(B)231.12.15.1
(C)72.34.5.6

(D) 192.168.1.2
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9. Which function allows for different types of data to be prioritized?

(A) QoS
(B) NAT
(C) DHCP
(D) EIGRP

Further reading

Visit the following links for more information:

o Network Address Translation: https://tools.ietf.org/html/rfcl631
¢ Routing Information Protocol: https://tools.ietf.org/html/rfcl058
¢ Bootstrap Protocol: https://tools.ietf.org/html/rfcl542
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Media Types - Connecting
Everything Together

While you are probably more than aware that most networks are wired, you should note
that not every wiring standard is the same. If they were, we would only need the one. As it
stands, there are numerous different standards still in operation, from legacy cables
running at 10 Mbps to high-speed fiber operating at more than 40 Gbps. As a network
engineer, it is imperative that we understand the use cases and limitations of the various
different cabling options available to us.

This chapter will follow the progression of cabling from coaxial cables, through to twisted
pair cables, to fiber optic cables, all while explaining the characteristics of each, including
their connectors and their uses.

The following topics will be covered in this chapter:

¢ Understanding coaxial cables and their types
¢ Understanding twisted pair cables and their types
e Understanding fiber optic cables and their types

Technical requirements

There are no technical requirements for this chapter.
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Understanding coaxial cables and their
types

I remember when I was first learning about networking in 2000 and coaxial cables were
introduced. I thought to myself, nobody is going to use that for much longer. For me, it was
dated technology that was being replaced. Yet, it's still here. It has stood the test of time and
is used in networking, audio, and video.

A coaxial cable consists of a copper core surrounded by an insulator. This, in turn, is
surrounded by a woven copper shield that's encased in an outer plastic jacket. This can be
seen in the following diagram:

plastic jacket

dielectric insulator

metallic shield
centre core

Figure 8.1: Coaxial cable

The preceding diagram can be found at https://en.wikipedia.org/
wiki/Coaxial_cable#/media/File:Coaxial_cable_cutaway.svg. Itis
licensed under Creative Commons CC BY 3.0: https://creativecommons.
org/licenses/by/3.0/deed.en.

One of the issues with using copper to transmit data is that it gives off an electromagnetic
field and can also be impacted by external electromagnetic fields generated by other nearby
objects, including other network cables. Put simply, when voltage is applied to a
conductive cable, an electromagnetic field is generated, which can affect other electrical
systems in close proximity. When it does this, it is referred to as electromagnetic
interference (EMI).

EMI can be a major problem with networks using a copper cable, and hence how the cables
are placed has to be thought out carefully. Major sources of EMI that can affect your
network include fluorescent lights and elevator machinery. The woven copper shield acts to
prevent these magnetic fields. It helps to keep the internal data signal within the confines of
the cable and provides protection from external electromagnetic fields.
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some leakage and interference with the data may take place.

0 It should be noted that the shield will not protect the cable 100%, and

There are two main types of coaxial cable in use in networking. These are 10base5 and
10base2. These names follow a naming convention that roughly follows this syntax:

<speed><signal type><medium>

From this, we can see that both have a speed of 10 Mbps and use the baseband signaling
type. Baseband utilizes the available bandwidth for one signal. Another term you will hear
is broadband. Broadband splits the available bandwidth between multiple signals.

Let's take a closer look at the two coaxial cable types individually.

10base5 coaxial cable

10baseb5 is referred to as thicknet. It utilizes RG-8 cabling and can be a maximum of 500 m
in length. If you were to make this any longer, the attenuation, or degradation of the signal,
would be so great that it would be unusable. To connect to the cable devices, it uses a
vampire tap, as shown in the following picture:

Figure 8.2: Vampire tap with thicknet cable
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The preceding image can be found at https://en.wikipedia.org/wiki/

Vampire_tap#/media/File:ThicknetTransceiver. jpg. It is under the
Creative Commons CC BY-SA 2.5: nttps://creativecommons.org/
licenses/by-sa/2.5/.

The vampire tap literally bites into the cable to make a connection. This is clearly depicted
in the following picture:

Figure 8.3: Vampire tap showing bite marks

The preceding image can be found at https://en.wikipedia.org/wiki/

Vampire_tap#/media/File:VampireTap.jpg. It is under the Creative
Commons CC BY-SA 2.5: https://creativecommons.org/licenses/by-
sa/2.5/.

An alternative to the vampire tap is the N-connector, as shown in the following picture:

Figure 8.4: A male N-connector
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The preceding image can be found at https://commons.wikimedia.org/
wiki/File:Male_type_N_connector.jpg. It is under the Creative
Commons CC BY-SA 3.0: https://creativecommons.org/licenses/by-
sa/3.0/deed.en.

As its name implies, the thicknet cable is a thick cable, which means it's not very flexible.
This makes it difficult to handle, but it is capable of handling up to 100 devices. It should be
noted, however, that coaxial cables are usually found in bus topologies (chapter 5, Network
Topologies — Mapping It All Out) and are half duplex, so the more devices there are, the more
contention there will be.

Now, let's learn about the 10base2 coaxial cable.

10base2 coaxial cable

In contrast, 10base?2 is known as thinnet. It utilizes RG-58 cabling and can be a maximum of
185 m in length. For thinnet, we would use a combination of BNC connectors and T-piece
connector. The following picture shows a BNC connector:

Figure 8.5: BNC connector

The preceding image can be found at https://en.wikipedia.org/wiki/
BNC_connector#/media/File:BNC_connector_50_ohm_male. jpg. The
picture is by Swift.Hg. Licensed under Creative Commons CC BY-SA
3.0: https://creativecommons.org/licenses/by-sa/3.0/.
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A section of the cable has BNC connectors at either end that connect to the T-piece. The T-
piece is connected to either another section of the cable or a terminator (as shown in the
following picture) and a network card. The terminator would be placed at the T-piece at
either end of the bus topology and would kill the signal to prevent signal bouncing. Since
the thinnet is thinner than the thicknet, it is a lot more flexible:

Figure 8.6: T-piece connectors left and center, and [green] terminators

The preceding picture can be found at https://en.wikipedia.org/wiki/
BNC_connector#/media/File:BNC-Technik.jpg. The picture is by
Romantiker. It is licensed under Creative Commons CC BY-SA

3.0 https://creativecommons.orqg/licenses/by-sa/3.0/.

Coaxial cables are relatively cheap unless you're looking at a large installation. It is simple
to install, but a single break or ill-fitting connection can bring the whole network down.
Finally, while it is pretty resilient to EMI, it has the potential to be eavesdropped on
relatively easily, so protecting sensitive data has to be taken into consideration.

Understanding twisted pair cables and their
types

Perhaps the most common type of network cable in use currently, twisted pair cables are, in
my experience, possibly the cables that are mislabeled the most. When showing people a
twisted pair cable, I've often heard it being called a Cat 5 cable or an R]-45 cable. As you
will see in this section, the Cat 5 cable is a variant of twisted pair cabling, while R]J-45 refers
to the type of connector that's used with a twisted pair cable.
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