Fabasoft

White Paper

Fabasoft on Microsoft Windows - Installation of Fabasoft Folio
Services

Fabasoft Folio 2021 Update Rollup 1



Copyright © Fabasoft R&D GmbH, Linz, Austria, 2021.

All rights reserved. All hardware and software names used are registered
trade names and/or registered trademarks of the respective manufacturers.

No rights to our software or our professional services, or results of our
professional services, or other protected rights can be based on the handing
over and presentation of these documents.

Fabasoft on Microsoft Windows - Installation of Fabasoft Folio Services

2



Contents

1 Introduction

2 Fabasoft Reference Architecture

3 Software and Hardware Requirements

3.1 Requirements for Installing Microsoft WiNndOWS SEIVEr ..........ceevveiiiiiiiiieieeee e
3.2 Requirements for Installing Fabasoft Folio Backend Services and a Fabasoft Folio Domain ...
3.3 Requirements for Installing Fabasoft Folio Web Services........ccccccoviiieiciciee e,
3.4 Requirements for Installing Fabasoft Folio Conversion ServiCes........coococeeviiiiiiiieeee e,

3.5 Requirements for Installing Fabasoft FOIIO AT SEIVICES .......ueviiieiiiiiiiiiiiiieee e

4 Prerequisites

4.1 Prerequisites for MiCroSoft WINQOWS SEIVET ..........ciiiiiiiiiiiiiie ittt

4.2 Prerequisites for Fabasoft Folio Backend Services and a Fabasoft Folio Domain .................. 10
4.3 Prerequisites for Fabasoft Folio Web Services ... 11
4.4 Prerequisites for Fabasoft Folio CoNversion SErvViCes .......cccccveiiiiii e, 11
4.5 Prerequisites for Fabasoft FOlIoO AT SEIVICES .....cccoeiiiiiiiiii, 12

5 Installation of Fabasoft Folio Backend Services and a Fabasoft Folio Domain 13

5.1 Installation of Fabasoft Folio Backend Services and a Fabasoft Folio Domain ....................... 13
5.2 Update of a Fabasoft FOIIO DOMAIN .........coouiiiiiiiiieiiiiee e 17
L2 R Y 1o = 1o o O PO PP T PPPPPTOPPPPN 17
B.2.2 UPUALE ...ttt et e et e e bt e e bt e e e e bb e e e e e br e e e e abbeee et 18
5.3 Management of a Fabasoft FOIIO DOMAIN ........ocuuiiiiiiiiiii e 20
5.4 Load additional Fabasoft Folio Software ProduCtS .............cceeiiiiiiiiiiie e 20
5.5 Removing a Fabasoft FOIO DOMAIN ..........uu s 22
5.6 Default DAtabase INUEXES .......c.uveiiiiiiiieiie ettt 22
5.7 Necessary Permissions and PriVIIEQES ... 23
6 Installation and Configuration of Fabasoft Folio Web Services 24
6.1 Installation of Fabasoft FOIIO WED SEIVICES ..........cociiiiiiiiiiiiee e 24
6.2 Removing a Fabasoft FOlIO WED SEIVICE ........c..eiiiiiiiii e 27
7 Installation and Configuration of Fabasoft Folio Conversion Services 27
7.1 OVBIVIEW ...ttt ettt ettt ettt ettt o4kttt e ookttt e oAbttt a4t e e et e e bbb e e e e et e e e e e anbe e e e snbbeeesnnneee s 27
7.2 Installation Tutorial for Third-party ProduCLS. ... 27
7.2.1 Enable Kerberos AUtNeNtICALION ...........ceeeiiiiiiiiiiiiie et 27
7.2.2 Adjust the Regional and Language OPLIONS ........cccooaiiiiiieiiieaeaiaiiiieeee e e eeiiieeee e e e e eaees 28
7.2.3 Install and Configure MiICroSOft OffiCe ........oiiuuiiiiiiie e 29
7.2.4 Install and Configure Adobe ACrobat Pro.............cooiiiiiiiiiiiae e 30
7.2.5 Install and Configure GROSESCIIPL.......coiuiiieiiiiie e 31
7.2.6 Install and Configure FEMPEQ......cuuii i 32

Fabasoft on Microsoft Windows - Installation of Fabasoft Folio Services



7.2.7 Install and Configure EXIfTOON ..........oooiiiiiiiii e 32

7.2.8 Install and Configure LIDreOfICE . ......coo i 32
7.2.9 Start CONVEISION TOOIS. ....ciiiiiiiieiiiiie ettt e et e e et r e e e e e e e 33
T.2.00 USEI SEULINGS . ..eeiiuteiee ittt ettt ettt e e ettt e e e s bt e e e as b et e e e nbr e e e e anbe e e e s anbeeeeeannns 33
7.3 Installation of Fabasoft Folio CONVErSioN SErVICES .........cceeiiiiiiieiiiiiie et 33
7.4 Configuring a Fabasoft FOlio CONVEISION SEIVICE .......cccoiuiiieiiiiiiieiiiiie ettt 33
7.4.1 TOOIS HOSt CONfIQUIALION.....ceiiieiiiiiiiieie e e e e et e e s e e e e e s e e e e e e s s s snnre e e e e eeeeaennnnes 34
7.4.2 Conversion CoNfIQUIAtION ...........cccuiiiiieie et e e e e e e e s s r e e e e s s s snnraeeeeeeeesannnnes 36
7.4.3 Default Web Services Configuration ...........ccccuvieiiiiei i ee e csieeee e e e s s sinreer e e e e e e nnnes 38
A o o o 1 o T 1Y, o o - OOPRER 39
7.4.5 TOOIS HOSE SEALE......cceiiiiiiieiiiiie ettt e e e e e s 39
7.4.6 Necessary Configuration STEPS .......oiiiiiiiiiiiiiie e 40
7.4.7 Additional Configuration OPLIONS .........cueiiiiiiiiee e e 42
7.5 WED SEIVICE INTEITACE .....eeiiii ittt e e e e seneee s 42
7.6 SECUNLY REQUITEIMENTS .....eeiiiiiiiiiee ittt ettt e e bb et e e s bbb e e e s annneee s 43
7.6.1 DCOM SECUIMLY ...ttt ettt ettt ettt e ettt e e e a bt e e e s st e e e e e aabr e e e e anbe e e e s anbbeeeennans 43
7.6.2 File System Security REQUIFEMENTS .........oiiiiiiiieiiiie e 43
7.6.3 Security Requirements of MiCrosoft OffiCe.......cccceoiriiiiiiiiiec e 44
7.6.4 Fabasoft Folio Security REQUIFEMENTS ... s 44
7.7 LICENSING ISSUES ... s 44
7.8 TrOUDIESNOOTING ... s 45
7.8.1 Changing the PasSWOIA ... s 45
7.8.2 Changing the Web Service [dentity........ccccooieiiiiiiiicccce e 45
T.8.3 HTTP ClENE ISSUES ...ttt ettt e et e e et e e e e 45
7.8.4 Kerberos AUthentiCation ISSUES .......c.coiuiiiiiiiiie it 46
7.8.5 Simultaneous Use as a Regular Webh ServiCe ... 47
7.8.6 TranSACHON CONEXL .......ueiieiiiiiee ittt ettt e et e e e st e e e e anbe e e e e anbbe e e e aneees 47
7.8.7 Enable the Logging MOE ........cooiiiiiiiiiii et 48
7.8.8 ODbtaining the TOOIS HOSE STALE ........ccoiiiiiiiiiiiie e 48
7.8.9 LIDIEOTTICE ISSUEBS ....oeiiiiiiee ittt et e e e e 48
7.8.10 1IS TiME OUL ISSUES......eeiieiiitiiee ittt ettt e et e e e e e et e e s e e e e ennns 48
7.8.11 MiCroSOft OffiCE ISSUBS .....ciuriieeiiiiie et 48
7.9 RETEIEINCES. ...ttt ettt et a bt e s bt et 48
8 Installation and Configuration of Fabasoft Folio AT Services 49
8.1 Preparing OPEIALIONS.......ciiu ittt ittt ettt e sttt et e ettt e e e aab e e s an bt e e asbe e e s anbeeeeenbeeeeennees 49
8.1, 1 USEI ACCOUNT.....utttiiitee e ettt e e e sttt et e e e s e e e e e e e s bbb e et e e e e e s s e se e et e e e s e s annbrnneeeeeeannnnne 49
8.1.2 Launch Permission in MicroSoft WINAOWS ..........cooiiiiiiiiiiii e 49
8.2 Installation of Fabasoft FOlIO AT SEIVICES .......ciiiiiiiiiiiiie et 51
8.3 Create Further Fabasoft FOlIO AT SEIVICES .......cuuiiiiiiiie ittt 53

Fabasoft on Microsoft Windows - Installation of Fabasoft Folio Services 4



8.4 Start a Fabasoft FOlIO AT SEIVICE........uuiii it
8.4.1 MANUAI STANT......eeiiiiiiiie ettt ettt e et b et e e st e e e e saba e e e e sabe e e e e sbbeeeeabrreeeane
8.4.2 AULOMALIC STAN....ceiitiieiiiiiie ettt et e e et e e e e st e e e e saba e e e e anbrr e e e abbeeeesbnneeeaaes

8.5 Processing AULOMALEA TASKS .......uiiiiiiiiieiiii et e e
8.5.1 Prerequisites this Chapter iS BASEd ON..........ccuuiiiiiiiiieiiiiiee et
8.5.2 Settings for Processing Automated TasKS .........cooiiiiiiiiiiiiie e
8.5.3 List of Automated Tasks and Automated TaskS .........ccccevreeiiiiniie e
B.5.4 PIrOCESS ...oiiiiiiitiiiii e e

9 Uninstallation of Fabasoft Folio Services

10 Administration Tasks

10.1 Management of Fabasoft FOlIO SEIVICES .........ccoiiiiiiiiiiiei e
10.2 Management of the Fabasoft Folio Server Cache..........cccooovveiiiiieiiiiie e
10.3 Execution of Fabasoft app.ducX EXPreSSIONS..........coiiiiiiiiiiiiieeiiiee e
10.4 Additional AdMINISTratioN TASKS ......ccoiiriiiiiiiiieei e e e e
11 Troubleshooting
11.1 Fault Tolerant HEap (FTH) ... .. e iiiiiieiieieiieeeieeeeeeeessesssesessssesssssssssssssssssssssssssssssasssessssssnsnssnnsnes

Fabasoft on Microsoft Windows - Installation of Fabasoft Folio Services



1 Introduction

This document describes preparing the installation of Fabasoft Folio Services as well as the
installation and configuration of Fabasoft Folio Services in a Microsoft Windows Environment.

Chapter 2 “Fabasoft Reference Architecture” describes the Fabasoft reference architecture,
including amongst others Fabasoft Folio Backend Services, Fabasoft Folio Web Services, Fabasoft
Folio Conversion Services and Fabasoft Folio AT Services.

Chapter 3 “Software and Hardware Requirements” deals with assumed system environment and
supported platforms as well as software the descriptions in this document are based on.

Chapter 4 “Prerequisites” describes how to lay the foundations for installing the software of which
the installation is described in this document.

Chapter 5 “Installation of Fabasoft Folio Backend Services” describes the installation of Fabasoft
Folio Backend Services and the steps necessary to create a Fabasoft Folio Domain.

Chapter 6 “Installation and Configuration of Fabasoft Folio Web Services” describes the installation
and configuration of a Fabasoft Folio Web Service.

Chapter 7 “Installation and Configuration of Fabasoft Folio Conversion Services” describes how to
install and configure a Fabasoft Folio Conversion Service. It outlines the technical background and
ends with a troubleshooting section.

Chapter 8 “Installation and Configuration of Fabasoft Folio AT Services” describes how to install and
configure Fabasoft Folio AT Services.

2 Fabasoft Reference Architecture

The Fabasoft product family is implemented as a distributed web application. The functionality of
Fabasoft software products can be used via commercially available standard web browsers.

The incoming user queries are forwarded to the Fabasoft Folio Web Service by the Microsoft
Internet Information Service. The Fabasoft Folio Web Service represents the business logic.

By means of the Fabasoft Folio Kernel, in the Fabasoft Folio Web Service the object model is
available, object placement and access protection are defined and checked, properties are
buffered, method calls are allocated and transactions are performed.

Fabasoft Folio Web Services process user queries by accessing the data managed by the Fabasoft
Folio Backend Services.

Fabasoft Folio Backend Services (Fabasoft Folio COO Services and Fabasoft Folio MMC Services) are
used for accessing and storing data in Fabasoft Folio Stores. Fabasoft Folio Stores are logical data
stores storing business objects in a relational database system and in the file system.

Fabasoft Folio Conversion Services allow converting contents. Conversion queries are forwarded by
the Fabasoft Folio Web Services to the Fabasoft Folio Conversion Services.

A Fabasoft Folio Domain consists of Fabasoft Folio Web Services, Fabasoft Folio Conversion
Services and Fabasoft Folio Backend Services logically belonging together. Optionally Fabasoft Folio
AT Services, Fabasoft iArchive Services and/or Fabasoft Folio application integration services (e.g.
Fabasoft iArchivelLink Services) can also be included into the Fabasoft Folio Domain.
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3 Software and Hardware Requirements
System environment: All information contained in this document implicitly assumes a Microsoft
Windows environment.

Supported platforms: For detailed information on supported operating systems and software see
the software product information on the Fabasoft distribution media.

Descriptions in this document are based on the software described in the following chapters.

3.1 Requirements for Installing Microsoft Windows Server

Third-party products:

¢ Microsoft Windows Server 2016 Standard (x64)
or
Microsoft Windows Server 2019 Standard (x64)

3.2 Requirements for Installing Fabasoft Folio Backend Services and a Fabasoft
Folio Domain

Third-party products:

e Microsoft Windows Server 2016 Standard (x64)
or
Microsoft Windows Server 2019 Standard (x64)

e Microsoft .NET Framework 4.8

¢ AdoptOpen)DK Open)DK 8 Update 282 (JRE, HotSpot)
Add <ADOPTOPENJDKDIR>\bin tO the system environment variable pATH

Fabasoft on Microsoft Windows - Installation of Fabasoft Folio Services



3.3 Requirements for Installing Fabasoft Folio Web Services

Third-party products:

Microsoft Windows Server 2016 Standard (x64)
or
Microsoft Windows Server 2019 Standard (x64)

Microsoft .NET Framework 4.8
Microsoft Internet Information Services (version corresponding to the operating system)

O

Including Common HTTP Feature: “Static Content”

o Including Common HTTP Feature: “Default Document”
o Including an appropriate Security Authentication

o Including IIS Management Console

AdoptOpen)DK Open)DK 8 Update 282 (JRE, HotSpot)
Add <ADOPTOPENJDKDIR>\bin tO the system environment variable pATH

3.4 Requirements for Installing Fabasoft Folio Conversion Services

Third-party products:

Microsoft Windows Server 2016 Standard (x64)
or
Microsoft Windows Server 2019 Standard (x64)

Microsoft .NET Framework 4.8

Microsoft Internet Information Services (version corresponding to the operating system)
o Including Common HTTP Feature: “Static Content”

o Including Common HTTP Feature: “Default Document”

o Including an appropriate Security Authentication

o Including IIS Management Console

AdoptOpen)DK Open)DK 8 Update 282 (JRE, HotSpot)
Add <ADOPTOPENJDKDIR>\bin t0 the system environment variable paTH

Microsoft Office 2016 (64 bit)
or
Microsoft Office 2019 (64 bit)

Adobe Acrobat DC Pro (32 bit)
or
Ghostscript 9.53 (64 bit)

LibreOffice 6.4.6 (32 bit)
FFmpeg 4.3 (x64)

QCAD 3.25 (x64)
ExifTool 12.06 (x64)

3.5 Requirements for Installing Fabasoft Folio AT Services

Third-party products:
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¢ Microsoft Windows Server 2016 Standard (x64)

or

Microsoft Windows Server 2019 Standard (x64)
e Microsoft .NET Framework 4.8

¢ AdoptOpen)DK Open)DK 8 Update 282 (JRE, HotSpot)
Add <ADOPTOPENJDKDIR>\bin to the system environment variable paTa

4 Prerequisites

4.1 Prerequisites for Microsoft Windows Server

e This document assumes the utilization of a Microsoft Windows Active Directory domain
controller.

e Make sure that the BIOS option to first try to start from CD-ROM is enabled.

o Make sure that the NTFS file system is selected during the Installation of Microsoft Windows

e Prepare the following information necessary during the installation and/or preparation of
Microsoft Windows Server before beginning the installation:

(@]

(@]

O

(@]

O

(@]

IP address of the computer Microsoft Windows Server is installed on
Host name of the computer Microsoft Windows Server is installed on
IP address of the gateway server

IP address(es) of the DNS server(s)

Domain name

IP address of the domain controller

e For running Fabasoft Folio Services with Kerberos authentication, ensure that the enabled
encryption types match the domain controller security configuration.

Note: Encryption types are not enabled by default but can be enabled in the Group Policy Object
Editor (Network security: Configure encryption types allowed for Kerberos).

o= e XE = HE

& File Action View Favorites Window Help

Console1 - [Console Root\Local Computer Policy\Computer Configuration\Windows Settings\Security Settings\Loc

| Console Root
4 =[ Local Computer Policy
4 (A Computer Configuration

-

Policy

| Metwork security: Configure encryption types allowed for Kerberos

Security Settii
Mot Defined
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=] Scripts (Startup/Shutdown) N _ L
= . . | Networ =M  Network security: Configure encryption types allowed for Kerberos E
4 Fh Security Settings
2 5 t Polici MNetwor -k
[ 4 eonEErlie e
4 | a Local Policies
= E £ Metwon
b g Audit Policy -
b [A User Rights Assignment ol DES_CEC_CRC ~
4 Security Options Networ DES_CBC_MDS
b 7 Windows Firewall with Advay | - Metwor RC4_HMAC_MD5
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b 7] Public Key Policies | Metwor ACCTIRE LIMAS CLUAA




4.2 Prerequisites for Fabasoft Folio Backend Services and a Fabasoft Folio Domain

e Make sure that all third-party software products listed in chapter 3.2 “Requirements for
Installing Fabasoft Folio Backend Services” have been installed.

¢ All Fabasoft Folio software packages from the distribution media have to be available on a file
system local on the machine (hard disk, CD, DVD etc.) or on a network share.

¢ Avalid Fabasoft Folio license key is required as well.

e Auser account (e.g. fscsrv) for running the Fabasoft Folio Backend Services has to be created in
the operating system environment.

Note: If integrated authentication is used (default) and Kerberos is required, an SPN for the
ADERPC service must be set for the Fabasoft Folio Backend Service user account. If NTLM
authentication is required or sufficient, NTLM must be enabled in the Group Policy Object Editor.

o Network security: Restrict NTLM: Incoming NTLM traffic
Allow all

o Network security: Restrict NTLM: NTLM authentication in this domain
Disable

e Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers
Allow all
‘&= Consolel - [Console Root\Local Computer Policy\Computer Configuration\Windows Settings\Security Settings\Local Policies\!

%File Action  View Favorites Window Help

e 17 XE = H

_| Console Root Palicy “ Security Setting ~

4 =] Lecal Computer Policy | Network security: Restrict NTLM: Incoming NTLM traffic Allow all

4 i Computer Configuration | Network security: Restrict MTLM: NTLM authentication in this domain Disable

3 _ Software Settings | Network security: Restrict MTLM: Outgoing MTLM traffic to remote servers  Allow all

4 el windows Settings | Recovery console: Allow automatic administrative logon Disabled

b [E8 Name Resolution Policy | Recovery console: Allow floppy copy and access to all drives and all folders  Disabled

'_—' B¢ riptls (Start.u p/shutdawn) | Shutdown: Allow system to be shut down without having to log on Disabled

4 B Security Setfings | Shutdown: Clear virtual memory pagefile Disabled

A t Polici
z z Loccc:IuPnoIicTelsmes | System cryptography: Force strong key protection for user keys stored on t... Not Defined
b g Audit Policy

I [ & User Rights Assignment

| System cryptography: Use FIPS compliant algorithms for encryption, hashi... Disabled
| System objects: Require case insensitivity for non-Windows subsystems Enabled
4 Security Options | System objects: Strengthen default permissions of internal system chjects .. Enabled
p =] Windows Firewall with Advai | System settings: Optional subsystems Posix

- Crrctarn catbinac |lea Takificrate Rulac an Windmsee Fvamitahlar far Safhaar Micahlad

Databases

e This document describes the installation when using Microsoft SQL Server databases.
Therefore a preconfigured working database server (as described in the document “Installation
and Configuration of Microsoft SQL Server”) is required.

¢ Alternatively Oracle Database can be used on the database server.
Information about installation and configuration of Oracle Database can be found in the white
paper “Fabasoft on Microsoft Windows and Linux - Oracle Database Preparation Guide".
Make sure that the NLs_LaNG parameter used by the Oracle Instant Client is set to

“AMERICAN_AMERICA.AL32UTF8". Most commonly this is done via the following registry key:
HKEY LOCAL MACHINE\SOFTWARE\ORACLE\<home ID, e.g. KEY OraDbl2c homel>\NLS_ LANG

Type: REG sz

Value: AMERICAN AMERICA.AL32UTF8

More information about the N1s_LaNG parameter can be found here:
http://www.oracle.com/technetwork/products/globalization/nls-lang-099431.html
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4.3 Prerequisites for Fabasoft Folio Web Services

o Make sure that all third-party software products listed in chapter 3.3 “Requirements for
Installing Fabasoft Folio Web Services” have been installed.

o Working Fabasoft Folio Backend Services as described in chapter 5 “Installation of Fabasoft
Folio Backend Services” have to be available.

e Auser account (e.g. fscwebsrv) for running the Fabasoft Folio Web Services has to be created in
the operating system environment and in the Fabasoft Folio Domain.
Note: If the Fabasoft Folio Web Services are installed at the same computer as the Fabasoft
Folio Backend Services and the same user is performing the installation, for the user in whose
context the Fabasoft Folio Web Services will be running a user object is created automatically in
the Fabasoft Folio Domain.

Note: If integrated authentication is used and Kerberos is required, an SPN for the HTTP service
must be set for the Fabasoft Folio Web Services user account. If NTLM authentication is required or
sufficient, NTLM must be enabled in the Group Policy Object Editor.

¢ Network security: Restrict NTLM: Incoming NTLM traffic
Allow all

o Network security: Restrict NTLM: NTLM authentication in this domain
Disable

e Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers
Allow all

@ Console1 - [Console Root\Local Computer Policy\Computer Configuration\Windows Settings\Security Settings\Local Policies\!
E File Action View Favorites Window Help

e HFE XE = H

| Console Root Policy - Security Setting ~

4 =] Local Computer Policy | Network security: Restrict NTLM: Incoming NTLM traffic Allow all

4 i Computer Configuration | Network security: Restrict NTLM: NTLM authentication in this domain Disable

3 _ Software Settings | Network security: Restrict MTLM: Outgoing NTLM traffic to remote servers  Allow all

4 o windows Settings | Recovery console: Allow automatic administrative logon Disabled

B[] Name Resolution Policy | Recovery conscle: Allow floppy copy and access to all drives and all folders  Disabled

-;- Bt ript.s (Start-u p/Shutdawn) | Shutdown: Allew system to be shut down without having to log on Dizabled

4 [ Security Seffings | Shutdown: Clear virtual memory pagefile Disabled

Z j focccaolupn;:?:;les | System cryptography: Ferce strong key protection for user keys stered on t.. Mot Defined
p (4 Audit Policy
P [ 4 User Rights Assignment
7 Security Options
p [ Windows Firewall with Advai | System settings: Optional subsystems Posix
e e aa - Suctarn rathinne |lea Cartificste Rular an Windmue Fearitahlar for Sofhuar Nicahlad

| System cryptography: Use FIPS compliant algorithms for encryption, hashi.. Disabled
| System objects: Require case insensitivity for non-Windows subsystems Enabled
| System objects: Strengthen default permissions of internal system objects ... Enabled

4.4 Prerequisites for Fabasoft Folio Conversion Services

e Make sure that all third-party software products listed in chapter 3.4 “Requirements for
Installing Fabasoft Folio Conversion Services” have been installed.

e Working Fabasoft Folio Web Services as described in chapter 6 “Installation and Configuration
of Fabasoft Folio Web Services” have to be available.

e Auser account (e.g. fscconvsrv) for running the Fabasoft Folio Conversion Services has to be
created in the operating system environment and in the Fabasoft Folio Domain.

Note: If integrated authentication is used and Kerberos is required, an SPN for the HTTP service
must be set for the Fabasoft Folio Web Services user account. If NTLM authentication is required
or sufficient, NTLM must be enabled in the Group Policy Object Editor.
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o Network security: Restrict NTLM: Incoming NTLM traffic
Allow all

o Network security: Restrict NTLM: NTLM authentication in this domain
Disable

e Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers
Allow all

‘&= Consolel - [Console Root\Local Computer Palicy\Computer Configuration\Windows Settings\Security Settings\Local Policies\!

fﬂFile Action  View Favorites Window Help

&= XE= H
| Console Root Policy s Security Setting ~
a =/ Local Computer Policy | Network security: Restrict NTLM: Incoming NTLM traffic Allow all
4 i Computer Configuration | Network security: Restrict MTLM: NTLM authentication in this domain Dizable
4 - Software Settings | Network security: Restrict NTLM: Qutgoing NTLM traffic to remote servers  Allow all
4 [ ] Windows Settings | Recovery console: Allow automatic administrative logon Disabled

[ | Nar_’ne Resolutio{n Policy | Recovery console: Allow floppy copy and access to all drives and all folders  Disabled
=l zcrlpt.s (Sstart_up_f Shutdown) | Shutdown: Allow system to be shut down without having to log on Disabled
4 [ Security Settings | Shutdown: Clear virtual memory pagefile Disabled

4 A t Polici
z ; Loccc:lupnolic?elscles | System cryptography: Force strong key protection for user keys stored on t... Not Defined
b 2 Audit Policy

I [ & User Rights Assignment

| System cryptography: Use FIPS compliant algorithms for encryption, hashi... Disabled
| System objects: Require case insensitivity for non-Windows subsystems Enabled
4 Security Options | System objects: Strengthen default permissions of internal system ohjects ... Enabled
b ] Windows Firewall with Advar | System settings: Optienal subsystems Pasix

B e s e e - Curckarn rathinne |lea Caificste Bulee am Windne Fearibahlas for Gofhuar Nicahlad

4.5 Prerequisites for Fabasoft Folio AT Services

e Make sure that all third-party software products listed in chapter 3.5 “Requirements for
Installing Fabasoft Folio AT Services” have been installed.

e Auser account (e.g. fscatsrv) for running the Fabasoft Folio AT Services has to be created in the
operating system environment and in the Fabasoft Folio Domain.
Note: If the Fabasoft Folio AT Services are installed at the same computer as the Fabasoft Folio
Backend Services and the same user is performing the installation, for the user in whose
context a Fabasoft Folio AT Service will be running a user object is created automatically in the
Fabasoft Folio Domain.

o Fabasoft Folio/AT consists of a software product package and a setup for the installation of a
Microsoft Windows system service (see chapter 8 “Installation and Configuration of Fabasoft
Folio AT Services”).

Note: Make sure the software product Fabasoft Folio/AT has been installed in the Fabasoft Folio
Domain. To check whether the software product Fabasoft Folio/AT has been installed, perform the
following steps:

1. Inthe Domain Administration, navigate to the Domain Objects and click the “Software
Components” tab.

2. Ifthe software component Fabasoft Folio/AT has been installed, an Automated Tasks entry is
available.
Note: To refresh the content of this list open the “Edit” menu and click “Refresh”.
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5 Installation of Fabasoft Folio Backend Services and a Fabasoft Folio Domain

5.1 Installation of Fabasoft Folio Backend Services and a Fabasoft Folio Domain

To install Fabasoft Folio Backend Services via the automated setup, perform the following steps:

1. Insert the Fabasoft product DVD in the DVD drive of your server. The Fabasoft Server Setup
dialog will be displayed automatically.
Note: If this dialog is not displayed automatically, run setup.exe in the root directory of the
Fabasoft product DVD.

2. Accept the Fabasoft Folio legal terms and click “Next”.

F Fabasoft Folio Setup [=[o S|

Legal Terms - Please Read Carefully
Copyright © Fabasoft R&D GmbH, A-4020 Linz, 1995-2013.

All rights reserved. All hardware and software names used are registered trade names and/or registered trademarks
of the respective manufacturers.

The user of this computer program acknowledges that the above copyright notice, which constitutes the Universal

Copyright Convention, will be attached at the position in the function of the computer program which the author has
deemed to sufficiently express the reservation of copyright. It is prohibited for customers, users and/or third parties
to remove, modify or move this copyright notice.

This computer program is protected by copyright law and international treaties. Unauthorized reproduction or
redistribution of this program, or any portion of it, may result in severe civil and criminal penalties.

The use of this software requires a valid license agreement for this software. This license agreement specifies
especially permitted use through the licensing model. A license agreement must already exist prior to installing the
software as the installation process of this software does not include the conclusion of a license agreement.

O ldecline ® |accept

(l—:‘ Fabasoft T
M T

3. The configuration of the installed Fabasoft Folio system is based on a template. The template
defines how many Fabasoft Folio COO Services and Fabasoft Folio MMC Services are installed.
Additionally default values for the Fabasoft Folio Services are provided. The settings may be
changed later on in the setup process if necessary. Select Custom and click “Next".

F Fabasoft Folio Setup |LE-
Select Configuration to Install
Configuration
O Tyical A typical installation is recommended for a Fabasoft Folio Domain with up to 100
AL £ named users. All parameters are set to default values.
s A minimum installation is recommended for a Fabasoft Folio Domain that serves as a
O Minimum 2 3 e :
demo installation or a training installation. All parameters are set to default values
@ Cistorm A custom installation is recommended in all other situations. Knowledge in the
> underlying concepts and architecture is required. Parameters may be set manually.
[ coppm—, | *
| Fabasoft Next
LA Folio |
o Typical

Select this option to install one Fabasoft Folio COO Service (with four Fabasoft Folio COO
Stores) and one Fabasoft Folio MMC Service (with one Fabasoft Folio MMC Store).
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o Minimum
Select this option to install one Fabasoft Folio COO Service (with one Fabasoft Folio COO
Store) and one Fabasoft Folio MMC Service (with one Fabasoft Folio MMC Store).

o Custom
Select this option to install by default one Fabasoft Folio COO Service (with four Fabasoft
Folio COO Stores) and one Fabasoft Folio MMC Service (with two Fabasoft Folio MMC Stores).

The option Define a new architecture template can be selected to create a new template based
on default values. Load a predefined architecture template can be used to select a saved template
file of a previous installation. This step is omitted if a typical or minimum installation is made.
Select Define a new architecture template and click “Next".

F Fabasoft Folio Setup \;li-

Select Custom Installation

Custom Installation

® Define a new architecture template

O Load a predefined architecture template

? Fabasoft T Back | [ Nem |
B Foio |

In the next dialog two options are available. Select Install a new Fabasoft Folio Domain, specify a
license file and click “Next".

F Fabasoft Folio Setup =4/ie -

Choose an Installation Mode

MNew or Existing Fabasoft Folio Domain

® Install a new Fabasoft Folio Domain
License file Browse...

O Use an existing Fabasoft Folio Domain

| Fabasoft ] [
U ST

o Install a new Fabasoft Folio Domain
Select this option to install Fabasoft Folio Backend Services. In the License file field, type the
path to the license file or click “Browse” to browse the file system.

o Use an existing Fabasoft Folio Domain
Select this option to use an existing Fabasoft Folio backend installation.
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6. Clear all check boxes except of Fabasoft Folio Server Management, Fabasoft Folio Backend
Services, Fabasoft Folio Domain and Fabasoft Folio Kernel and click “Next”.

Select Features to Install
[0 select / deselect all A
% Fabasoft Folio Server Management
@ Fabasoft Folio Backend Services
% Fabasoft Folio Domain
4 Fabasoft Folio Kernel
[J s Fabasoft Folio Web Services
[ 8. Fahazaft Falin Canuarzinn Sendcac
7. Acheck on all prerequisites is performed. Its result is presented in an overview. Ensure that
your system complies with all requirements (indicated by a green tick) and click “Next".

Review Results of the Prerequisites Check

Status

The prerequisites check passed.

| Fabasoft Folio Server Management v ]
I Fabasoft Folio Backend Services v ‘
| Fabasoft Folio Domain v |
| Fabasoft Folio Kemel /|

8. Type the Username and the Password of the user account that should be used for running the
Fabasoft Folio Backend Service in the corresponding fields and click “Next".

Configure Service Accounts

Senvice Account Details

Fabasoft Folio Backend Services

Username | backend\srvusr |

Password |--------| |

Note: This service user must exist as an operating system user.

9. Specify the settings for the created Fabasoft Folio Domain. Specify your Fabasoft Folio Domain
settings and click “Next".

Configure Installation

Domain Details

Name lDomain 1.506

ID ® 1506

Edition / Solution

Suite Fabasoft Folio Compliance

Base | Fabasoft Folio Compliance v
[J Demo Data
[J Fabasoft app.ducx

Adc.ons [] Fabasoft app.test
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o Under Edition, in the Edition/Solution dropdown list select a pre-configuration for the
Fabasoft Folio Domain.

o Under Domain Details a Name for the Fabasoft Folio Domain can be specified and an /D can
be selected.
Note: The available domain IDs depend on the license file used.

o Inthe Load demo data field specify whether demo data is loaded or not.

o Inthe Add-ons section specify an additional Fabasoft product if needed.

10. Select the database system, specify whether to create a new database and click “Next".

11.

12.

F Fabasoft Folio Compliance Setup I;li-

Configure Database

Select Database System
@ Microsoft SQL Server
O Oracle Database

O PostgreSQL

Select Database
® Create a new database

O Use an existing database

Microsoft SQL Server Connection Settings

Username ‘ | (leave blank for integrated login)

Password ‘ | (leave blank for integrated login)

In the Review Configuration, the Fabasoft Folio Services can be configured.

To change the installation directory, click “Edit” next to Common Product Settings and type in the
desired installation path.

If you want to create additional Fabasoft Folio MMC Services and COO Services, click “Edit” next
to Fabasoft Folio Backend Services. Otherwise click “Install” to start the installation. In this case

the next steps can be omitted.
F Fabasoft Folio Compliance Setup

Review Configuration

Common Product Settings

Fabasoft Folio Domain

The following options are available to configure the Fabasoft Folio Domain. Click the name of a
Fabasoft Folio COO Service, to edit the settings.

o A Fabasoft Folio Backend Service can be edited by clicking the name of the service or by
clicking “Edit”.

o A Fabasoft Folio Backend Service can be deleted by clicking “Remove”.

o A Fabasoft Folio Backend Service can be created by clicking the plus icon.

o Under Fabasoft Folio COO Service, Service name and Service port of a Fabasoft Folio COO
Service can be edited.
Using Microsoft SQL Server, the following options are available:
-Datasource: Logical database interface.
- Database: The name of the database.
- Create new database: Specifies whether to create a new database.
- Data directory: The path to the data directory of the database.
- Log directory: The path to the log directory of the database.
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o Under Fabasoft Folio COO Stores, the currently available Fabasoft Folio COO Stores are
displayed.
A Fabasoft Folio Store can be deleted by clicking “Remove”.
To add a Fabasoft Folio COO Store, a name and a corresponding Fabasoft Folio MMC Store
have to be specified. To create a Fabasoft Folio Gateway, select Gateway.

13. To close the dialog for configuring the Fabasoft Folio Backend Services, click “OK".

14. Click “Install” to start the installation.
The Fabasoft Folio Backend Services are installed.

5.2 Update of a Fabasoft Folio Domain

5.2.1 Migration

When updating Fabasoft Folio from a version below 2012 Summer Release to a version equal or
higher 2012 Summer Release following migration steps have to be considered.

From version 2012 Summer Release numerical values larger than 2/32-1 (or 2A31-1 for negative
numbers) are supported. In previous versions numbers are stored as 32 bit values. Since 1 bit is
used for the sign (+ or -), for the number range only 31 bits remain. In Fabasoft Folio it can be
defined for number properties, whether they use a sign or not. If no sign is used, the negative value
range is used for storing large numbers.

In the course of the conversion from 32 bit to 64 bit, those large values that are stored as negative
numbers must be migrated. The identification of affected properties is done via the tool upgri22.
As part of an update by the Fabasoft Folio Setup this tool will run automatically.

Attention: In the following chapter two scenarios are described that need further manual steps.

5.2.1.1 Manual Steps

Scenario 1: Affected values exist only in versions or in the archive

The automated identification only considers integer properties that contain values of the affected
number range in the current version. For integer properties that potentially contain values of the
affected number range only in versions or in the archive, a migration CSV file has to be created
manually.

The CSV file must have the following format:

version;upgradetype;objidold;objidnew; tabidold; tabidnew
1223;9;<object address 1>;<object address 1>;1;1
1223;9;<object address 2>;<object address 2>;1;1

and so on

The object address of the integer property can be set as 64 bit ID or as COO address.

Example:

1223;9;285774255974402;285774255974402;1;1
or

1223;9;C00.1.1001.1.223234;C00.1.1001.1.223234;1;1

The CSV file has to be stored in the migration folder (<server
directory>/CooSrv/files/migration OF /var/opt/fabasoft/instances/files/migration)on
all backend servers before running the setup, such that the migration is carried out as part of the
COO service start-up.
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Scenario 2: Fabasoft Folio Backend Services are distributed on several clusters

If Fabasoft Folio Backend Services are distributed across multiple clusters, a manual execution of
the tool setup\ComponentsBase\Services\<Plattform>\upgr\upgrl2?2 is necessary on each

cluster. After each run, the output file (phase=1: attridfile; phase=2: csvfile) has to be used as
input file for the following execution:

1. Determining a list of potentially affected properties (execute on each cluster):
upgrl22 phase=1 attridfile=attrids.txt

2. Determine which properties are actually values in the numerical range of 2A31 - 2A32-1

(execute on each cluster):
upgrl22 phase=2 attridfile=attrids.txt csvfile=UINT322INT64.csv

The result file (UINT3221INT64 . csv) has to be stored in the migration folder (<server
directory>/CooSrv/files/migration)on all backend servers before running the setup, such

that the migration is carried out as part of the COO service start-up.

5.2.2 Update

To update a Fabasoft Folio Domain via the automated setup, perform the following steps:

1. Insert the Fabasoft product DVD in the DVD drive of your server. The Fabasoft Server Setup

dialog will be displayed automatically.

Note: If this dialog is not displayed automatically, run setup.exe in the root directory of the

Fabasoft product DVD.
2. Accept the Fabasoft legal terms and click “Next".

F

Fabasoft Folio Setup [=[= 5]

Legal Terms - Please Read Carefully

Copyright © Fabasoft R&D GmbH, A-4020 Linz, 1995-2013

All rights reserved. All hardware and software names used are registered trade names and/or registered trademarks
of the respective manufacturers.

The user of this computer program acknowledges that the above copyright notice, which constitutes the Universal

Copyright Convention, will be attached at the position in the function of the computer program which the author has
deemed to sufficiently express the reservation of copyright. It is prohibited for customers, users and/or third parties
to remove, modify or move this copyright notice.

This computer program is protected by copyright law and international treaties. Unauthorized reproduction or
redistribution of this program, or any portion of it, may result in severe civil and criminal penalties.

The use of this software requires a valid license agreement for this software. This license agreement specifies

especially permitted use through the licensing model. A license agreement must already exist prior to installing the
software as the installation process of this software does not include the conclusion of a license agreement

O ldecline ® laccept

- EaRgsell
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3. Select Update existing Fabasoft services and products and click “Next”.

Choose an Installation Mode

Installation Mode

O Install additional Fabasoft services and products for existing domain

Host |backend.comp.com

Port [18070

® Update services and products

O Load edition / solution without dependencies

Add License

License file

@ Fabasoft
[ Folio |
If an additional license file should be loaded, specify the path to the license file and click “Next".

4. Select the Fabasoft Folio Services which are to be updated.

Select Features to Install

select / deselect all

R Fabasoft Folio Server Management
& Fabasoft Folio Backend Services
& Fabasoft Folio Domain

@, Fabasoft Folio Kernel

5. Acheck on all prerequisites is performed. Its result is presented in an overview. Ensure that
your system complies with all requirements (indicated by a green tick) and click “Update”.

Review Results of the Prerequisites Check

Status

The prerequisites check passed.
| Fabasoft Folio Server Management v ]
| Fabasoft Folio Backend Services v ‘
| Fabasoft Folio Domain v |
, Fabasoft Folio Kernel v ‘

The Fabasoft Folio Domain is updated.
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5.3 Management of a Fabasoft Folio Domain

A Fabasoft Folio Domain can be created and managed using the Fabasoft Folio Server Management
MMC snap-in.

Run the “Fabasoft Folio Server Management”.

& &

Administrative Fabasoft Folio
Tools Server...

The Fabasoft Folio Server Management is opened.

r Fabasoft Folio Server Management |;|£-

F File Action View Window Help
= e = H
(1 Console Root Mame
4 | F Fabasoft Folio '_'Cnmputers
p | Computers _ Domains
p (| Domains @] Fabasoft Home Page

@] Fabasoft Home Page

5.4 Load additional Fabasoft Folio Software Products

The Fabasoft Folio Server Management allows loading additional Fabasoft Folio software products
into an existing Fabasoft Folio Domain. Perform the following steps:

1. Run the “Fabasoft Folio Server Management”.

2. Navigate to “Fabasoft Folio” > “Computers” > “<computer name>" > “Fabasoft Folio at
<installation directory>" > “<domain name>".
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3. Right-click the Fabasoft Folio Domain, point to “All Tasks” and click “Load".

F File Action View Window Help | -|=2|=
e 2@ Xa= H
(3 Console Root Name State Version Port Mumb... Threads Database
4 | fF Fabasoft Folio @COOSVC'I Running (3840)  13.24 18070 16 COOSVC1
4 [ Computers EMMCSVCT Running (2540)  13.24 18071 16
a (3 wiNzo2
4 [ | Fabasoft Folio at C:\Prol
%2 Domaim 1501
1 Logfil | Start Services
I -] Domains Stop Services
@ Fabasoft Home f P Sen e
Properties
Mew 4
All Tasks 2 Load ..
e 5 S_E)pdate
KMew Windma from Here Sunrhranize Renictne Frtriec

Loading Software Products

1. Click “Browse" to search for a software product file in the file system. Click “Find” to specify a
directory, which should be searched for software product files.

Software Products lSoﬂwarerdudLicenses | Conta'nerObjedsI

&—  Choose Software Products
E Which software products would you like to install? Specify the location
of one or more software product description files.

Software Product | File Name |

Note: Select Look for installed software products only to search for software product files of
already installed software products only.

2. Double-click a software product entry to define which of the contained software components
are to be installed.

Software Products | Software Product Licenses | Container Objects |

——4 Choose Software Products
m Which software products would you like to install? Specify the location
of one or more software product description files.
Software Product | File Name l
Fabasoft iArchiveNotes D:\Setup\ComponentsiArchiveNotes...

Frd.. | [ Bowse.. | Edt | | Delte |
oK | Cancel
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3. Select the software components you want to install and click “OK".
Fabasoft iArchiveNotes -

) ) Choose Software Components

P Which software components whould you like to instal? Specify ane or
more software components.

Fabasoft iArchiveMotes
[wiArchive Integration for Lotus Motes

Cancel

Loading Software Product Licenses

1. Click the “Software Product Licenses” tab.

2. Click “Find" or “Browse" to browse for a software product license file in the file system.
Loading Container Objects

1. Click the “Container Objects” tab to add single container objects (COO files), for example
software components that do not belong to a software product.

2. Click “Browse" to search for the container object file in the file system.

Click “OK" to load the selected software products, software product licenses or container
objects.

4. Click “Yes" to confirm that objects should be loaded into the Fabasoft Folio Domain.

5.5 Removing a Fabasoft Folio Domain

To remove a Fabasoft Folio installation the Fabasoft Folio Domain and the installed Fabasoft Folio
stores and gateways have to be deleted.

Note: When deleting a Fabasoft Folio Domain the Fabasoft Folio stores and gateways are
destroyed irrevocable.

To delete a Fabasoft Folio Domain perform the following steps:

Run the “Fabasoft Folio Server Management".

2. Navigate to “Fabasoft Folio” > “Computers"” > “<computer name>" > “Fabasoft Folio at
<installation directory>" > “<domain name>".

3. Right-click the Fabasoft Folio Domain and click “Delete”.

4. Click “Yes" to confirm that the selected Fabasoft Folio Domain should be deleted.

The Fabasoft Folio Domain is deleted as well as all contained Fabasoft Folio stores and Fabasoft
Folio gateways.

5.6 Default Database Indexes

Each Fabasoft Folio COO Service creates default database indexes which are documented in the
indexes.txt file located in <installation directory>\CooSrv\db.
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The index usage for columns of type VARCHAR or NVARCHAR depends on the property “Queries
Are Case-Insensitive” (coosYSTEM@1 . 1:domaincisgry) Which is configurable in the current domain
object. When changing the value of this property, the indexes should be changed accordingly.

5.7 Necessary Permissions and Privileges

Logon as a Service

The Fabasoft Folio Backend Service account must hold the seLogonserviceRight privilege (Logon

as a service).

Registry

The Fabasoft Folio Backend Service account needs the following registry permissions:

Resource

HKEY LOCAL MACHINE\Software\Fabasoft\
Fabasoft Components Server

Minimum resource permission required

Read
(This key and all sub keys and values)

HKEY LOCAL MACHINE\Software\Fabasoft\
Fabasoft Components Server\

Domain <domainmajorid>.<domainminorid>\
Service <serviceinstance>

Full access
(This key and all sub keys and values)

File System

The Fabasoft Folio Backend Service account needs the following file system permissions:

Resource

<Fabasoft Folio Installation Folder>

Minimum resource permission required

Read and execute
(This folder and all subfolders and
files)

<Fabasoft Folio Installation
Folder>\coosrv\files

Full access

$ProgramData%\Fabasoft

Full access

Microsoft Windows Active Directory

The Fabasoft Folio Backend Service account needs the following Microsoft Windows Active

Directory permissions:

Resource

ForeignSecurityPrincipals

Read All Properties

Minimum resource permission required

(Child objects only)

System

Read All Properties
these permissions to objects and/or containers
within this container only)

(Child objects only, Apply

System\FileLinks\VolumnTable
objects)

Read All Properties

(This object and all child
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System\WinsockServices Read All Properties, Write All Properties, Create
All Child Objects, Delete All Child Objects (This
object and all child objects)

Note: In the Microsoft Windows Active Directory the Microsoft SQL service user needs the right
“Read Group Membership” on the user account of the Fabasoft Folio Backend Services.

Cluster

The Fabasoft Folio Backend Service account must have full access to the cluster if global MSDTC
coordinated transactions are configured in a clustered environment.

Fabasoft Folio COO Service Specific Permissions

The Fabasoft Folio COO Service account must have database access permissions and must be the
owner of the database objects created by the Fabasoft Folio COO Service.

Fabasoft Folio MMC Service Specific Permissions

The Fabasoft Folio MMC Services account needs the following additional file system permissions:

Resource Minimum resource permission required

<MMC Service Data Area Folder> Full access (This folder and all subfolders and
files)

Fabasoft Folio Server Management Service

The Fabasoft Folio Server Management Service impersonates the logged-on user and must run
under the “Local System Account”.

6 Installation and Configuration of Fabasoft Folio Web Services

6.1 Installation of Fabasoft Folio Web Services

To install Fabasoft Folio Web Services via the automated setup, perform the following steps:

1. Insert the Fabasoft product DVD in the DVD drive of your server. The Fabasoft Server Setup
dialog will be displayed automatically.
Note: If this dialog is not displayed automatically, run setup.exe in the root directory of the
Fabasoft product DVD.
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2. Accept the Fabasoft legal terms and click “Next".

Legal Terms - Please Read Carefully
Copyright © Fabasoft R&D GmbH, A-4020 Linz, 1995-2013.

All rights reserved. All hardware and software names used are registered trade names and/or registered trademarks
of the respective manufacturers.

The user of this computer program acknowledges that the above copyright notice, which constitutes the Universal
Copyright Convention, will be attached at the position in the function of the computer program which the author has
deemed to sufficiently express the reservation of copyright. It is prohibited for customers, users and/or third parties
to remove, modify or move this copyright notice.

This computer program is protected by copyright law and international treaties. Unauthorized reproduction or
redistribution of this program, or any portion of it, may result in severe civil and criminal penalties.

The use of this software requires a valid license agreement for this software. This license agreement specifies
especially permitted use through the licensing model. A license agreement must already exist prior to installing the
software as the installation process of this software does not include the conclusion of a license agreement.

O ldecline @ laccept

F aaResgll

3. Select Typical as setup configuration template and then click “Next".

Select Configuration to Install

Configuration

A typical installation is recommended for a Fabasoft Folio Domain with up to 100

© Typical named users. All parameters are set to default values.

A minimum installation is recommended for a Fabasoft Folio Domain that serves as a

O Minimum demo installation or a training installation. All parameters are set to default values.

A custom installation is recommended in all other situations. Knowledge in the

O Custom underlying concepts and architecture is required. Parameters may be set manually.

4. In the next dialog two options are available. Select Use an existing Fabasoft Folio Domain, in the
Host field type the hostname of the Fabasoft Folio Backend Server, in the Port field type its port
and click “Next".

Choose an Installation Mode

New or Existing Fabasoft Folio Domain

O Install a new Fabasoft Folio Domain
License file Browse...

® Use an existing Fabasoft Folio Domain

Host |hac kend.comp.com ‘

Port [18070 \

o Install a new Fabasoft Folio Domain
Select this option to install Fabasoft Folio Backend Services. In the License file field, type the
path to the license file or click “Browse” to browse the file system.

o Use an existing Fabasoft Folio Domain
Select this option to use an existing Fabasoft Folio backend installation.
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5. Select Fabasoft Folio Web Services, clear the checkboxes of all other services and click “Next".

F Fabasoft Folio Setup ILIE-

Select Features to Install

[0 select/ deselect all

% Fabasoft Folio Server Management
@, Fabasoft Folio Kernel

fa Fabasoft Folio Web Services

71 @ Fabasoft Falin Conversion Services

A check on all prerequisites is performed. Its result is presented in an overview. Ensure that
your system complies with all requirements (indicated by a green tick) and click “Next".

F Fabasoft Folio Setup s -

Review Results of the Prerequisites Check

Status

The prerequisites check passed.

Fabasoft Folio Server Management v
Fabasoft Folio Kernel v
Fabasoft Folio Web Services v

7. Type the Username and the Password of the user account that should be used for running the

Fabasoft Folio Web Service in the corresponding fields and click “Next".
F Fabasoft Folic Setup == -

Configure Service Accounts

Service Account Details

Fabasoft Folio Web Services

Username |webtwebsry |

Password |||||||||| |

Note: This service user must exist as an operating system user and must have a corresponding
user account in the Fabasoft Folio Domain.

In the Review Configuration, the Fabasoft Folio Services can be configured.
If you want to change the settings, click “Edit” next to Fabasoft Folio Web Services. Otherwise click
“Install” to start the installation. In this case the next steps can be omitted.

F Fabasoft Folio Setup s

Review Configuration

Common Product Settings Edit

Fabasoft Folio Web Semvices Edit

The following options are available to configure the Fabasoft Folio Web Services. Click the name
of a Fabasoft Folio Web Service, to edit the settings. In the Virtual Directory field the name of the
virtual directory can be specified.

o A Fabasoft Folio Web Service can be edited by clicking the name of the service or by clicking
“Edit".
o A Fabasoft Folio Web Service can be deleted by clicking “Remove”.

o A Fabasoft Folio Web Service can be created by clicking the plus icon.

10. Click “OK", to close the dialog for configuring the Fabasoft Folio Web Services.
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11. Click “Install” to start the installation.
The Fabasoft Folio Web Services are installed.

6.2 Removing a Fabasoft Folio Web Service

To remove a Fabasoft Folio Web Service installation, perform the following steps:

1. Open the Microsoft Windows “Programs and Features” control panel.

2. Select the entry “Fabasoft Folio Web Services” and click “Uninstall”.

sl Programs and Features

T |B » Control Panel » Programs » Programs and Features v &

Control Panel Home : .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

¥ Turn Windows features on or

o Organize = Uninstall

Install a program from the -

Eeaien MName Publisher
EAdohe Reader ¥ (10.0.1) Adobe Systems Incorporated
& Fabasoft Folio Fabasoft R&D GrmbH
& Fabasoft Folio Kernel Fabasoft R&D GmbH
& Fabasoft Folio Server Management Fabasoft R&D GmbH
#F Fabasoft Folio Web Services Fabasoft R&D GmbH

i T VT Abifme Cmbbnimm

7 Installation and Configuration of Fabasoft Folio Conversion Services

7.1 Overview

The Fabasoft Folio Conversion Service is based on the Fabasoft Folio Web Service. The conversion
of documents is implemented as an XML web service. Other Fabasoft Folio Web Services may use
that conversion service for converting documents.

The Fabasoft Folio Conversion Service hosts third-party software tools required for converting
documents. Microsoft Office Word for example is used to convert Microsoft Office Word
documents to HTML documents. Usually it is not possible to run Microsoft Office Word within a
web service. It is designed as a client application only. Supposing special conditions, it is possible to
run such applications within a service (see Microsoft Knowledge Base Article - 257757).

The Fabasoft Folio Conversion Service provides an infrastructure for client applications to be
executed in a service environment. For example, the applications are started and invoked in the
security context of the Fabasoft Folio Conversion Service account and not in the requesting client's
security context. This is necessary for the Microsoft Office applications that rely on a user profile.

Another important aspect is to cache these applications. This results in a significant performance
gain. The caching mechanism can be controlled by defining the maximum number of instances and
the maximum run time of a pooled application. This allows for avoiding known memory leaks or
stability issues. The conversion service also checks whether a pooled application is responding. If
not, the application will be restarted automatically.

7.2 Installation Tutorial for Third-party Products

7.2.1 Enable Kerberos Authentication

If the application pool identity of the Fabasoft Folio Conversion Service is configured as a domain
user and Integrated Microsoft Windows Authentication should be used, some extra tasks have to
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be performed to enable the Kerberos authentication protocol (see Microsoft Knowledge Base
Article - 832769):

1. Inacommand line interface, type the following command (<FoDNConvMachine> is the fully

qualified domain name of the Fabasoft Folio Conversion Server and <ConvUser> is the Fabasoft

Folio Domain user account):
setspn.exe -A HTTP/<FQDNConvMachine><ConvUser>

Example:
setspn.exe -A HTTP/convserver.fabasoft.com convserver\convuser

Important: Use the fully qualified domain name of the Fabasoft Folio Conversion Server, not
the NetBIOS name. Make sure that the service principal name is unique.

2. Reboot the computer that hosts the Fabasoft Folio Conversion Service (required for enabling
the Trust this computer for delegation security option).

Note: Use “Basic Authentication” for the Fabasoft Folio Conversion Service to avoid these critical
administrative measures. See chapter 7.8.4 “Kerberos Authentication Issues” for details.

7.2.2 Adjust the Regional and Language Options

On the Fabasoft Folio Conversion Server, log on as the user specified in the Fabasoft Folio Web

Service setup. Adjust the regional settings as required. This setting will have an effect on how some

kinds of information (date, currency etc.) are displayed in the converted documents.

¥ Region -

Formats | Location | Admiistrative |

Format: English (United States)

|Match Windows display language (recommended) v

Language preferences
Date and time formats

Short date: |M_f’d.f'}'}'}'}f V|
Long date: | dddd, MMMM d, yyyy vl
Short time: |h:mmtt V|
Long time: |h:mm:55tt v|
First day of week: |Sunday v|
Examples

Short date: 3/22/2013

Leng date: Friday, March 22, 2013

Short time: 11:37 AM

Leng time: 11:37:03 AM

| Additional settings... |

| QK || Cancel | Apply

Fabasoft on Microsoft Windows - Installation of Fabasoft Folio Services

28



7.2.3 Install and Configure Microsoft Office

To install and configure Microsoft Office for converting documents and to grant launch and access
permissions for Microsoft Office applications to the Fabasoft Folio Web Service user account,
perform the following steps:

On the Fabasoft Folio Conversion Server, log on as the user specified in the Fabasoft Folio Web
Service setup.

Install Microsoft Office

1. Perform a full installation of Microsoft Office. Otherwise Microsoft Office may cause the
Microsoft Windows Installer service to pop-up an invisible dialogue box for browsing to the
Microsoft Windows Installer package during the conversion of a document. As a result, the
conversion is stopped and does not respond.

2. Afterwards start each Microsoft Office application. This initializes the user’s profile for the
Microsoft Office applications.

3. Disable any automatic checks (e.g. automatic field updates or spelling and grammar checks).
This will speed up opening and converting documents.

Adjust the DCOM security settings for Microsoft Office applications

1. Open the “Component Services” MMC snap-in.

2. Navigate to “Components Services” > “Computers” > “My Computer” > “DCOM Config".

@ Console1 - [Console Root\Component S¢
ﬁ File Action View Favorites Window Help
e nE XE | BE D 2 xEE=
_| Console Root Name Application ID
4 %, Component Services 2 Microsoft Audio Device Gra... {F135BE18-BF34-4C
4 || Computers & Microsoft Equation 3.0 {0002CE02-0000-00
4 1% My Computer [ Microsoft Excel Application _{00020812-0000-001
b ] COM+ Applications ||'& Microsoft Graph Application  {00020800-0000-00(
p | DCOM Config & Microsoft IMAPI {C49F2185-50A7-11
(s | Running Processes g Microsoft Outlook {0DD6FO3A-0000-00
p [ Distributed Transactic & Microsoft Outlook Comma... {0006F04A-0000-00
2 Microsoft PowerPoint Appli... {91493441-5A91-11
2 Mirrncnft PrwerPaint Qlide  [NARFRAF-IN5Q-47

3. Grantaccess and launch permissions to the Fabasoft Folio Web Service user for the DCOM
applications “Microsoft Word Document”, “Microsoft Excel Application” and “Microsoft
PowerPoint Presentation”.
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Note: The default DCOM security is accessible through the properties of the computer node.

& Console!
iﬁ File Action View Favorites Window Help
e 2@ XE c= HE O 2o =i
| Console Root Name
4 ». Component Services | COM+ Application:
4 || Computers | DCOM Config
4 & My Con—— e
b B CON Refresh all components I
b0 DCC View »
b RunJ‘ New Window from Here
(S | Distr.‘
New Taskpad View... ‘
Export List...
Properties l
Help

7.2.4 Install and Configure Adobe Acrobat Pro

To install and configure Adobe Acrobat Pro for converting documents, perform the following steps:

On the Fabasoft Folio Conversion Server log on as the user specified in the Fabasoft Folio Web
Service setup.

Install Adobe Acrobat Professional
Install Adobe Acrobat Pro by executing the installation file.
Adjust Acrobat Distiller

1. Start the application “Acrobat Distiller”.
2. On the “Settings” menu, click “Watched Folders”.

E& Acrobat Distiller 101 x|
File | Settings Help
—A¢  Font Locations, .. Chrl+L

‘Watched Folders. ., Chrl+F

Edit: Adobe PDF Settings. .. Chrl+E

« Hdd Adobe PDF Settings. .. Ckrl+5Shift+E
G Remove Adobe PDF Settings,.. Chrl+R
Security... ChEl+5

i Current File Information
File: none Pause

_ Eae |

Size: Eance! Jab |
|

=

=l

Source:

 Progress
Statuz Ready

ACourier-Bold0blique
/Courier-Bold

/Courier
/Courier-Oblique

3. Click “Add Folder” to add a local folder to the list, change the Check watched folders every
frequency to “1” second, select the Delete output files older than check box and click “OK".
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Acrobat Distiller - Watched Folders x|

Eath: 0K |

% C:\Conwer ToPDF
Cloze |
Help |
Eemowve Falder, |
Edit Security.. |
[Clear Security |
Edit Setings... |
 Post Processing .
Check watched folders eveny: |1 secondz Laad Settings... |
PogtScript file is; tioved to "Out’ Falder ﬂ [lean Setings |
¥ Delete output files older thar: |1EI daps =
[ Watched Folder
(%] Missing Folder
Reminder: &1l capabilities of Acrobat Distiller are for your ﬂ' Settings
individual uze only and not to provide services to others, Settings & Seculy
?‘I Security

Note: If the client version of Adobe Acrobat Distiller is used, the distiller application must be
running on the Fabasoft Folio Conversion Server to generate PDF documents. For that purpose
you have to log on interactively to the Fabasoft Folio Conversion Server and start the Adobe
Acrobat Distiller application. The server version of Adobe Acrobat Distiller does not require this
step.

7.2.5 Install and Configure Ghostscript

To install and configure Ghostscript for converting documents, perform the following steps:

On the Fabasoft Folio Conversion Server log on as the user specified in the Fabasoft Folio Web
Service setup.

Install Ghostscript

1. Download and install the supported Ghostscript version. A repository of all available
Ghostscript products can be found under the following link:
https://github.com/ArtifexSoftware/ghostpdl-downloads/releases

2. Install Ghostscript by executing the installation file.
Configure PDF/A Conversion with Ghostscript
The following steps are only necessary if you want to convert documents to PDF/A file format.

1. Editthe pDFA def.ps configuration file (<ghostscript-directory>\1ib\PDFA def.ps).

2. Inthe /1ccprofile line replace srgb. icc with the path to the ICC file iccprofiles\srgb.icc

in the standard Ghostscript installation path: /Iccprofile <ghostscript-
directory>\\iccprofiles\\srgb.icc

Note: Backslashes in the path must be escaped using a backslash.
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7.2.6 Install and Configure FFmpeg

The following steps are necessary if you want to convert video contents.

1. Build or download a static build of FFmpeg: http://ffmpeg.org/

2. Move the static FFmpeg tool to a location which is referenced by the PATH environment
variable.

7.2.7 Install and Configure ExifTool

The following steps are necessary if image properties should be available.

1. Download ExifTool from http://search.cpan.org/dist/Image-ExifTool/.

2. Extract the file exiftool and the directory 1ib to the directory where you want to install
ExifTool.

3. Rename exiftool tO exiftool.pl.

4. Add this directory to the pATH environment variable.
The following step is only required if Perl is not already installed on your system:

1. Download and install StrawberryPerl from http://strawberryperl.com/.

7.2.8 Install and Configure LibreOffice

To install and configure LibreOffice for converting documents, perform the following steps:

On the Fabasoft Folio Conversion Server log on as the user specified in the Fabasoft Folio Web

Service setup.
Install LibreOffice

1. Download the supported LibreOffice version from the URL http://www.libreoffice.org.

2. Extract the downloaded ZIP archive and install LibreOffice by executing the installation file.

During the setup, select the following options:

o Inthe “File Type” dialogue, clear all check boxes to avoid that Microsoft Office documents are

automatically opened with LibreOffice. If they are opened with LibreOffice automatically,

they are not converted.
Setting the environment variable

After finishing the installation, the LibreOffice installation path has to be specified in the
environment variable paTH, otherwise the conversion fails.

Exarnp|eZPATH:<existing path>;<libreoffice-directory>\program

Setting the registry key

In order that conversion works, after rebooting the computer the following registry key has to be

set:

[HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Run]

REG_S7Z LibreOfficeConversionKey = <libreoffice-directory>\program\soffice.exe -

headless -nofirststartwizard -norestore -invisible -
accept=socket,host=localhost,port=8100;urp
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7.2.9 Start Conversion Tools

Adobe Acrobat Distiller and LibreOffice have to be started explicitly on the Fabasoft Folio
Conversion Server. All other conversion tools are started automatically.

7.2.9.1 Starting Adobe Acrobat Distiller

Execute the acrobat . exe file. Then Adobe Acrobat Distiller is polling the configured “watched
folder”.

7.2.9.2 Starting LibreOffice

Verify that LibreOffice is not already running (soffice.exe process in the process manager). In a
command line interface, switch to the LibreOffice installation directory and enter the following
command:

soffice -headless -accept=socket,host=localhost,port=8100;urp

Thus LibreOffice is running as a service and is able to receive requests on IP port 8100. Several
instances LibreOffice may be started, each of them listening on a unique IP port.

Note: Be sure to use the same port numbers as configured in the Tools Host configuration (see
chapter 7.4 “Configuring a Fabasoft Folio Conversion Service”).

7.2.10 User Settings

The user account which is used to run Fabasoft Folio Conversion Services must be a member of the
group “Print Operators”.

7.3 Installation of Fabasoft Folio Conversion Services

For software requirements and prerequisites see chapter 3.4 “Requirements for Installing Fabasoft
Folio Conversion Services” and chapter 4.4 “Prerequisites for Fabasoft Folio Conversion Services".

Note: The machine that hosts the Fabasoft Folio Conversion Service should be a machine that is
dedicated for conversion purposes only. If this installation is also used as a regular Fabasoft Folio
Web Service, serious problems may be encountered (see chapter 7.8.5 “Simultaneous Use as a
Regular Web Service” for details).

To install Fabasoft Folio Conversion Services via the automated setup, perform the following steps.

1. Insert the Fabasoft product DVD in the DVD drive of your server. The Fabasoft Server Setup
dialog will be displayed automatically.
Note: If this dialog is not displayed automatically, run setup.exe in the root directory of the
Fabasoft product DVD.

2. The installation works as described in chapter 6.1 “Installation of Fabasoft Folio Web Services”.
Only instead of selecting to install Fabasoft Folio Web Services select the Fabasoft Folio Conversion
Services check box.

7.4 Configuring a Fabasoft Folio Conversion Service

Open a Fabasoft Folio Web Client, navigate to the Domain Administration and click the
“Configuration Objects” tab. There are three configuration objects that contain configuration data
for the Fabasoft Folio Conversion Service:
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¢ Tools Host Configuration (FSCTLH@1.1001:StdOleAutomationHost)
This object manages hosting of external applications used for converting documents.

o Conversion Configuration (FSCCONV@1.1001:ExternalConversionConfguration)
This object is the main configuration object.

o Default Web Services (FSCCONV@1.1001:DefaultWebServices)
This object defines the location of the Fabasoft Folio Conversion Services.

7.4.1 Tools Host Configuration

The Tools Host software component manages conversion tools that support the Microsoft OLE
Automation interface. It provides the infrastructure for client applications to run in a server
environment. The default settings should be sufficient in most cases.

7.4.1.1 Application Configuration

The FSCTLH@1.1001:stdoleAutomationHostconfiguration object lists the available conversion
tools. The following applications are configured by default:

¢ Microsoft Office Word

e Microsoft Office Excel

¢ Microsoft Office PowerPoint
e Microsoft Office Outlook

The Tool Configuration compound property specifies parameters used for managing the configured
application:

Field Description

OLE Automation Server Specifies the ProgID or ClassID of the OLE Automation server (e.g.
“Word.Application”).

Test Specifies an OLE Automation Dispatch Identifier (DISPID) of a test
function. This function will be called when checking if the application
is still alive. Usually this is a function that reads a global property, for
example the version number of the application.

Quit Specifies an OLE Automation Dispatch Identifier (DISPID) of a function
that terminates the application.

Restart after (Calls) Specifies the maximum number of uses of the application. The
current instance will exit and a new instance of the application will be
created when exceeding this limit.

Maximum life time (in Specifies the maximum lifetime of an application. The current
seconds) instance will exit and a new instance of the application will be created
when this limit is exceeded.

Monitoring time interval (in | If the tool has a separate process, then this process can be
seconds) monitored. This attribute defines a time interval for calculating
average CPU utilization.
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Maximum CPU utilization (in | The maximum CPU utilization of the process associated with the tool.
percent) If the monitored value exceeds this configured value then the
process will be terminated.

Wait time for graceful The associated process of a tool should terminate automatically

process termination (in when it is no longer in use. To avoid hanging tool processes specify a

seconds) time interval within which the process can terminate automatically. If
the specified amount of time is exceeded, the process will be
terminated.

Software Component This field is used when adding new applications to the Tools Host

configuration object. Specify a software component if the settings
should be kept after updating.

To ensure optimal stability, the reuse of instances is deactivated by default. Therefore, no
applications are cached after they have been used in conversion operations. To speed up the
conversion significantly the Restart after (Calls) value has to be increased. The Tools Host invokes the
specified test function to determine if the application is still alive and responding. The Restart after
(Calls) and Maximum life time (in seconds) fields are maximum thresholds for application usage. This
helps to avoid known memory leaks and stability problems.

7.4.1.2 Detection of Application Crashes

Sometimes, a process of a conversion tool crashes and is caught in an endless-loop. The Tools Host
component is able to handle such situations.

The Monitoring time interval (in seconds) and Maximum CPU utilization (in percent) settings of the Tool
Configuration compound property define additional conditions for tools that have separate
processes. If a process exceeds the configured threshold value, it will be terminated and a
Microsoft Windows event log is written to denote failure of the tool.

The average CPU utilization of the conversion tool processes also can be traced. If the

HKEY LOCAL MACHINE\SOFTWARE\Fabasoft\FSCTLHQ1.1001 registry key contains the named
REG_DWORD-Value TraceWatchedProcesses and its value is set to “1”, then the currently used
conversion processes are traced to the Fabasoft DUCX Tracer. This may be useful for determining
an appropriate threshold value for the Maximum CPU utilization (in percent) for a specific conversion
tool.

7.4.1.3 Detection of Blocking Windows

A conversion tool may not be able to continue when it is displaying a modal dialogue box. The
configuration object FSCTLHE1.1001:Std0OleAutomationHost provides a list of window
descriptions of potential blocking windows (FSCTLH@1.1001:blockingwindows property). The
boxes of the aggregate Blocking windows describe a window:

Field Description

Window title Title of the window

Window class Class name of the window
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Window style Style flags of the window

Window process File name of the window process

Software Component This field is used when adding new entries to this compound property.
Specify a software component if the settings should be kept after
updating.

All windows in the invisible web service desktop are compared to the values specified in the fields
of this compound property. The fields are linked together using a logical AND operator. If a field is
omitted it will not be taken into account when detecting a window.

The detection of potential blocking dialogue boxes is done at regular intervals. The Polling frequency
for detecting blocking windows (in seconds) property
(FSCTLHR1.1001:blockingwindowspollinginterval) specifies this interval. In this field a value
greater than zero must be typed in order to take effect, otherwise no detection will occur.

A Microsoft Windows event log will be generated if a blocking dialogue box has been detected and
closed. The event log contains the window title, window class, style flags, window process, and a list
of the controls within this window so that the reason for the failed conversion can be identified.

The tools host state report contains a list of currently open windows (see chapter 7.4.5 “Tools Host
State”). This is very helpful when encountering a hanging conversion operation and suspecting a
blocking dialogue box. The window descriptions written to the state report may be taken to the
Blocking windows aggregate of the Tools Host configuration object.

Be careful when extending the Blocking windows compound property. It may lead to unexpected
side effects if an added entry identifies a normal window instead of a blocking dialogue box.

7.4.1.4 Conversion Timeout

The maximal conversion duration can be configured via the property Conversion Timeout (in
Seconds) (FSCTLHR1.1001:conversiontimeout). The limit will be enforced using Microsoft Office or
LibreOffice as external conversion tool. If the timeout is expired the conversion will be cancelled.

7.4.2 Conversion Configuration

The configuration object Fscconve1.1001:ExternalConversionConfiguration contains the
supported document formats and additional parameters needed for the conversion operations.

The supported document format conversions are described in the Conversion table field. One line in
this compound property defines a single conversion step. It consists of the following fields:

Field Optional | Description

Source Type No Source types separated by a semicolon.

Destination Type No Destination types separated by a semicolon.

Priority No Priority of the current aggregate line. It is possible to have

different implementations for the same document format.
In this case the row with the highest priority (lowest
number) will be selected.
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Conversion Action No The conversion request will be passed to the specified
action.

Check conversion action Yes Validation action for checking the conversion operation.
Checks the availability of required tools and configuration.

Application ProglD Yes ProglD or ClassID of an application that supports the
Microsoft OLE Automation interface (IDispatch).

Printer Yes Name of the printer when using printer-based conversions
(e.g. PDF conversion).

Web Service Yes Specifies the web service end-point(s) of remote conversion
services. If this box is empty or in the specified web service
object no URL is specified then the conversion takes place
locally.

Software Component Yes Helps to preserve configured values beyond updates.

A conversion can also be “multi-staged”. The shortest way from the source type to the destination
type will be found automatically using Dijkstra's “single source - shortest path" algorithm.

Example: A Microsoft Office Word document should be converted to a PDF document and the
conversion configuration has the following settings:

Source Type Destination Type |Priority Action

doc pdf 100 Use activePDF for PDF generation.

doc ps 40 Use Microsoft Office Word and the Adobe Acrobat
Distiller printer driver to create a postscript file.

ps pdf 40 Use Adobe Acrobat Distiller to convert a postscript
file to PDF.
ps pdf 35 Use Ghostscript to convert a postscript file to PDF.

In this example the conversion from Microsoft Office Word format (“doc”) to PDF format is done in
two steps (doc > ps, ps—>pdf), because it is less expensive than using the direct conversion (40 + 35
<100).

The configuration object FsccoNV@1.1001:ExternalConversionConfiguration is already
populated with default values for HTML and PDF conversions. Ghostscript is the default application
for creating PDF documents.

The Content Converter component is also able to do conversions by executing command lines. The
conversion configuration can be extended by adding the Fscconve1.1001:CmdLineConvert action.
The printer field is used to configure the command line. It contains place holders for input and
output files.

Example: “fop.bat -opt <~src~><~dest~>"
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7.4.3 Default Web Services Configuration

The configuration object Default Web Services (FsCCONV@1.1001:DefaultWebServices) stores end-
points for remote web services. By default, all conversion formats that require a remote web
service reference the Default Web Services object.

Create new web service objects that contain other end-points. By assigning different web service
objects to conversion formats in the main conversion configuration, server affinity can be achieved:
certain document formats will be converted on dedicated conversion servers.

The Default Web Services object and other instances of the Fscows@1.1001:HttpConnectors object
class contain connection information for remote web services. Any number of end-points can be
specified in such objects.

Field Optional | Description

URL No Specifies the URL of the remote conversion service. The syntax
iS http://<webserver>/<vdir>.

User Yes Basic Authentication only: user name

Password Yes Basic Authentication only: user password

Proxy User Yes Basic Authentication only: user name for proxy authentication
Proxy Password Yes Basic Authentication only: user password for proxy

Client Certificate Yes Client certificate for HTTPS connections (SSL). The certificate

must be located in the local machine store.

Software Component | Yes Helps to preserve configured values after updating.

If no values are defined in this compound property conversion takes place on the local kernel. In
most cases this is no appropriate solution. The conversion tools would be activated and invoked on
the local machine using the security context of the client user. This is not applicable for Fabasoft
Folio/Web with a potentially high number of Fabasoft Folio Web Clients. As a result, the conversion
tools (e.g. Microsoft Office) would have to be installed and configured for each client user on the
Fabasoft Folio Web Server.

If one or more entries are specified in the Default Web Services configuration object then the
conversion operations will be executed on these web services. The conversion tools are invoked in
the security context of the web service user of the remote web service. This is the user account
that has been specified during the installation of the remote conversion service.

If there are multiple entries in the Default Web Services configuration object then a simple load-
balancing algorithm is used to select an appropriate end-point. This algorithm keeps records of
response times and throughput for each conversion service. This statistical information forms the
basis for choosing a web service end-point on a subsequent conversion request.
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7.4.4 Logging Mode

All essential input and output parameters of a conversion operation can be logged to the file
system. Two kinds of logging modes are available: the conversion service logging mode and the
web service logging mode.

7.4.4.1 Conversion Service Logging

The conversion service logging mode can be enabled by creating the following registry key:

HKEY LOCAL MACHINE\Software\Fabasoft\FSCCONV@1.1001

Furthermore, the named values LogbetailFolder and LogDetailCount need to be created within
this key. The REG_s7z value LogDetailFolder specifies an existing directory on the file system for
storing the logging information. The REG_DWORD value LogDetailCount specifies the maximum
number of logging entries to be made. This value is decremented each time a conversion operation
is logged. If the counter reaches zero, logging will be disabled.

Example:

[HKEY LOCAL MACHINE\Software\Fabasoft\FSCCONVE1.1001]

REG SZ LogDetailFolder = “C:\Temp\fscconv”

REG DWORD LogDetailCount = 10

7.4.4.2 Web Service Logging

The web service logging mode is similar to the conversion service logging mode. It can be enabled
by creating the following registry key:

[HKEY LOCAL MACHINE\Software\Fabasoft\FSCOWSE1.1001]

REG_SZ LogDetailFolder = <destinationfolder>

REG DWORD LogDetailCount = <maximum number of logs>

Note: The Fabasoft Folio Conversion Service is implemented as a web service. Hence, each
conversion corresponds to a SOAP request.

7.4.5 Tools Host State

State and statistical information about the tools host on the conversion server can be queried
using the FSCTLHR@1.1001:GetStateReport action. Such a report is available in an XML or HTML
format and contains the following information:

e System information
Hardware and software inventory, list of installed conversion tools.

e Cached tools
List of conversion tools with current state.

e Statistics
Runtime statistics of the conversion operations.

e Warnings and errors
List of warnings and errors occurred so far.

e Detailed history
List of all events occurred so far.
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¢ Open windows
List of open windows and dialogue boxes owned by the conversion tools, very useful for
detecting blocking dialogue boxes.

Call the FSCTLH@1.1001:GetStateReport action via a HTTP/GET request using a web browser. The
URL would be as follows:

http://<webserver>/<vdir>/tlhstatus

7.4.6 Necessary Configuration Steps

The Fabasoft Folio Conversion Service has to be configured according to the system and the
conversion tools used.

7.4.6.1 Conversion Server URL
To specify the connection information for the Fabasoft Folio Conversion Service, perform the
following steps:

1. Right-click the Fscconv@1.1001:DefaultWebservices and click “Properties”.
Note: If the object is opened in read-only mode, click “Edit".

2. Enter the connection information for the Fabasoft Folio Conversion Service and click “Next”.

FSCCONV@1.1001:DefaultWeb Services (HTTP Connectors Configuration): Edit
A e 7 MCancel FQApply [ Next
7 Object #2) Versions £y Security i Signatures
F HTTP Connectors Configuration 27 Component Object
& = One Entry ‘
+ URL L User % Password 2 Proxy Us
1|[a http://webserver/fsc compluser

7.4.6.2 Adobe Acrobat Watched Folder
If Adobe Acrobat Distiller is used as PDF generator, a watched folder has to be configured. Perform
the following steps:

1. Right-click FSCCONV@1.1001:ExternalConversionConfiguration and click “Properties”.
Note: If the object is opened in read-only mode, click “Edit".

2. On the “Conversion Configuration” tab under Acrobat Distiller watched folder specify the
“watched folder”, which has already been configured during the configuration of Adobe Acrobat
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Distiller and click “Next".
FSCCONV@1.1001 :ExternalConversionConfiguration (Conversion Configuration): Edit

@ a ?

7 Object #£Versions £ Security

# Conversion Configuration 52 Configuration
Software Lomponent

Adobe Acrobat Distiller Watched Folder

Lx

File System Path CAConvertToPDF
Time Limit in Seconds 60

Software Component 98 Built-in Settings

DNE Murmnansa: Manfimiratinm

7.4.6.3 Printer Pool Size

The pre-defined size of the printer pool is 8, which should be sufficient for most cases. To change
this setting, perform the following steps:

1.

Right-click FsCTLHE1.1001:5tdOleAutomationHost and click “Properties”.
Note: If the object is opened in read-only mode, click “Edit".

On the “Ole Automation Tools Host Configuration” tab type a size for the printer pool in the
Printer Pool Size field and click “Next".

FSCTLH@1.1001: 5tdOle AutomationHost (OLE Automation Tools Host Configuration): Edit

OLE Automation Tools Host Configuration | 22 Configuration 22 Component Object [ €
L] 89

T R L T e W Sy D P P L e

Printer Pool Size a8

BPrintar i nnfimratinn

7.4.6.4 LibreOffice Instances

If LibreOffice is used as PDF generator, perform the following steps to customize the
FSCTLHR1.1001:StdOleAutomationHost configuration object:

1.

Right-click FscTLEE1.1001:StdOleAutomationHost and click “Properties”.
Note: If the object is opened in read-only mode, click “Edit".
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2. Onthe “Ole Automation Tools Host Configuration” tab define the listening ports of the
LibreOffice instances in the LibreOffice instance configuration field and click “Next".

FSCTLH@1.1001:StdOle AutomationHost (OLE Automation Tools Host Configuration): Edit

2 OLE Automation Tools Host Configuration | 22 Configuration 27 Component Object 7 Ok
g 35 9 ag
Read | Export |

LibreOffice Instance Configuration

G35 & &
4 LibreOffice Port 4+ Software Component
1@ 8100
Maos. Moo 1 IMan | PSSR § MNao.d I | P § l

7.4.7 Additional Configuration Options

Additional conversion options can be specified in the registry path
HKEY LOCAL MACHINE\Software\Fabasoft\FSCCONV@1.1001:

e PreferMSOfficePDFA: Avalue greater than O specifies that a PDF/A document will be
created when converting via Microsoft Office, even though the target format is “PDF". By
default, this option is not enabled.

e PreferOpenOfficePDFA: Avalue greater than O specifies that a PDF/A document will be
created when converting via LibreOffice application, even though when the target format is
“PDF". By default, this option is not enabled.

e DisableWordFillIn:A value greater than O disables all Fill-In fields when converting a
Microsoft Word document. Enabling this option has a performance impact. By default, this
option is not enabled.

e UpdateFieldsAtPrint: If the value is 1 fields in the document will be updated, if the value is 0
the fields will not be updated.

7.5 Web Service Interface

The Fabasoft Folio Conversion Service is implemented as a web service. Fabasoft Folio Web
Services use this web service for submitting conversion requests.

The web service definition FSCCONV@1.1001:ConversionService describes a SOAP service that
contains the following web methods:

® FSCCONVE@1.1001:SOAPConvert
Executes a conversion action on the target machine.

e FSCCONV@1.1001:SOAPCheckConvert
Checks whether a conversion operation can be done on the target machine.

® FSCTLH@1.1001:GetStateReport
Returns a report in HTML or XML format that contains status information and statistics about
the tools host on the target machine.

Other (external) applications may also use this web service. The WSDL definition for the conversion
service is available via the following URL:

http://<webserver>/<vdir>/fscdav/wsdl?WEBSVC=FSCCONV_1 1001 ConversionService
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7.6 Security Requirements

7.6.1 DCOM Security

The Fabasoft Folio Conversion Service user account starts external applications using the DCOM
interface. Ensure that this user account has permissions to launch the DCOM servers of the
conversion tools. Start the dcomenfg. exe configuration program to modify the security of the
DCOM servers. Grant launch permissions for each individual application or for all applications by
adjusting the default launch permissions. The initial default launch security includes the following
users and groups:

¢ Local administrators
e The interactively logged-on user
e Local system account (operating system account)

e The anonymous accounts of the Internet Information Server: TUSR machine, IWAM machine

Be careful to check the permissions of each conversion application. If custom permissions are
selected, the default launch permissions will have no effect.

A set of conversion applications is already configured in the Tools Host configuration object
(FSCTLHE1.1001:StdOleAutomationHost). Launch permissions for the following applications must
be granted to the Fabasoft Folio Conversion Service user in order to be used for conversion
operations:

Name or AppID ProgID of COM Server

Microsoft Excel Application Excel.Application
Microsoft Word Document Word.Application
Microsoft PowerPoint Presentation PowerPoint.Application
Outlook Message Attachment Outlook.Application
{000C101C-0000-0000-C000-000000000046} IMsiServer

Note:

e DCOM servers are COM servers associated with so-called ApplIDs, where additional
configuration settings like security, identity and other settings are stored.

e The DCOM server for the MSI Installer is used by Microsoft Office applications and is launched
indirectly by the Fabasoft Folio Conversion Service user account.

¢ The Fabasoft Folio Web Service setup program does not currently change the DCOM security. It
is the administrator’s task to grant launch permissions.

7.6.2 File System Security Requirements

The Fabasoft Folio Conversion Service must be able to create temporary files. The directory for
these temporary files was configured during setup. In order to be able to create temporary files,
the Fabasoft Folio Conversion Service user account must have full access to this directory.
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Each Fabasoft Folio Web Service instance contains a directory for static web content. This directory
will be created and synchronized when the web service starts. Therefore the Fabasoft Folio Web
Service user account needs full access to this directory. The default location of this directory is
<Program Files>/Fabasoft/Components/Web/<vdir>/ASP/content/tmp, Where the first part of
the path (till <vdir>) specifies the physical location of the installed virtual directory.

Note: The Fabasoft Folio Web Service setup program adjusts the security on these directories.

7.6.3 Security Requirements of Microsoft Office

The Microsoft Office applications are installed either per user or per machine, depending on the
privilege level of the user who installs or accesses these applications. If an administrative user
starts a Microsoft Office application then the installation configuration is managed per machine.
Otherwise, the installation configuration is stored per user in the user profile. Install Microsoft
Office as an administrator of the local machine to ensure these applications are available for all
users of the machine.

As most client applications, Microsoft Office relies on a user profile. Hence, the Fabasoft Folio
Conversion Service loads a user profile before it uses these applications. This operation requires
administrative privileges. For this reason the Fabasoft Folio Conversion Service user account must
be a member of the local administrator group.

Note: The conversion is done using the macro security settings of the user who runs the Fabasoft
Folio Conversion Service.

7.6.4 Fabasoft Folio Security Requirements

Final form views of file objects are created using templates, which contain Fabasoft DUCX
Expressions for the content parts to be assembled. The evaluation operations are invoked in the
security context of the configured Fabasoft Folio Conversion Service account. Thus this user
account must have the appropriate permissions to read attributes and contents referenced by
these Fabasoft DUCX Expressions.

It is highly recommended that the Fabasoft DUCX Expressions in the final form template are
designed independently of the permissions of the Fabasoft Folio Conversion Service user account.
Pass a “global scope dictionary” to the Fscconvel.1001:Convert action. This dictionary may
contain any user related objects and attributes referenced by Fabasoft DUCX Expressions
evaluated by the Fabasoft Folio Conversion Service.

7.7 Licensing Issues

Each client user that utilizes the Fabasoft Folio Conversion Service indirectly uses the conversion
tools (Microsoft Office, Adobe Acrobat Distiller, activePDF). The license requirements for the
conversion tools are as follows:

e Each client user requires a license for the Microsoft Office applications. Currently, there is no
server-licensing model available for this product.

e The Adobe Acrobat Distiller provides both, client and server licensing.

e activePDF Server is licensed per server and is available as Professional version with an optional
“Thread Upgrade” package, which improves the performance.
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7.8 Troubleshooting

If problems occur when converting documents, take a look at the Microsoft Windows Event Viewer
on both, the Fabasoft Folio Web Server and the Fabasoft Folio Conversion Server. In many cases
the source of the problem can be found by viewing these log data.

7.8.1 Changing the Password

If the password for the web service user is changed, also the identity of the web service application
pool has to be reconfigured. This can be done in the “Internet Services Manager” (“Start" >
“Programs” > “Administrative Tools” > “Internet Services Manager”).

7.8.2 Changing the Web Service Identity

For the Fabasoft Folio Web Service user account some security settings are required. If the identity
of the Fabasoft Folio Web Service is changed, consider the following:

e The new Fabasoft Folio Web Service user account must be able to log on to the Fabasoft Folio
Domain. Furthermore a user environment has to be specified for this user account.

e The new Fabasoft Folio Web Service user account must be a member of the local administrator
group.

e The new Fabasoft Folio Web Service user account must be a member of the local group
IIS WPG.

¢ If the new Fabasoft Folio Web Service application pool identity is a domain user account, enable
Kerberos authentication. See chapter 7.2.1 “Enable Kerberos Authentication”.

¢ Adjust the DCOM security so that the new user account is able to start and execute the
required Microsoft Office applications. See chapter 7.2.3 “Install and Configure Microsoft
Office".

e Make an interactive logon with the new user account on the Fabasoft Folio Conversion Server
and start each Microsoft Office application. This step creates a profile and initializes the
Microsoft Office applications for the new user account.

e The Fabasoft Folio Web Service caches static content in the <program
Files>/Fabasoft/Components/Web/<vdir>/ASP/content/tmp directory. The new user
account must have full file access permissions on this file system directory in order to
synchronize the cached content during web service start-up.

7.8.3 HTTP Client Issues

The Fabasoft Folio Web Client does not communicate directly with the Fabasoft Folio Conversion
Server. Server/server communication is implemented.

The XMLHTTP object of Microsoft XML (based on the Microsoft WinINet API) is used for client/server
communications. All internet settings (security, proxy etc.) apply for this mode. However, WinINet is
not server-safe. Hence, the ServerXMLHTTP object of Microsoft XML (based on Microsoft WinHTTP)
is used for server/server communication.

The Microsoft WinHTTP client HTTP stack does not depend on the WinINet settings. The
proxycfg.exe configuration tool is used to set up WinHTTP. For more details see the MSDN library
article “How To Use ProxyCfg.exe”.
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The configuration object Default Web Services contains time out thresholds among other connection
properties. Change these values, if the requirements differ from the default settings.

e Resolve Time Out (in sec) (default: unlimited)
In this field, a maximum time for resolving the DNS name can be defined.

e Connect Time Out (in sec) (default: 60 seconds)
In this field, a maximum time for connecting to the target web server can be defined.

e Send Time Out (in sec) (default: 5 minutes)
In this field, a maximum time for sending the request to the target web server can be defined.
e Receive Time Out (in sec) (default: 60 minutes)

In this field, a maximum time for receiving the response from the target web server can be
defined.

7.8.3.1 Microsoft WinHTTP 5.0 and WIinHTTP 5.1

The Fabasoft Folio Web Service uses Microsoft WinHTTP to communicate with the Fabasoft Folio
Conversion Service. The supported versions are Microsoft WinHTTP 5.0 (winhttp5.d11) and
Microsoft WinHTTP 5.1 (winhttp.d11), whereas version 5.1 is preferred.

Loading the operating system component Microsoft WinHTTP 5.0 will fail if more than 63 thread-
local-storage (TLS) slots have already been allocated. The “Error in the DLL (0x800401F9)" error
message is displayed. Typically this error occurs when the Fabasoft Folio Web Service tries to
connect to the conversion service after it has been running for a long time while doing certain kinds
of operations. This issue has been fixed in Microsoft WinHTTP 5.1.

7.8.4 Kerberos Authentication Issues

By default, Kerberos authentication cannot be used if the application pool identity of the Fabasoft
Folio Conversion Service is configured as domain user. Contacting a Fabasoft Folio Conversion
Service would result in a HTTP 401 status code. To solve or work around the problem, the following
options are available.

7.8.4.1 Register a Service Principle Name (Recommended)

Register a Service Principle Name (SPN) for the domain user account that the application pool is
running as. This is the proposed solution according to Microsoft Knowledge Base Article 832769.
See chapter 7.2.1 “Enable Kerberos Authentication” for details.

On Microsoft Internet Information Service 7.0 following command needs to be executed for each
application pool:

c:\Windows\System32\inetsrv>appcmd set config "Default Web Site/fsc" -
section:windowsauthentication /useAppPoolCredentials:true

7.8.4.2 Disable Integrated Microsoft Windows Authentication

In the “Internet Services Manager” MMC snap-in, disable Integrated Microsoft Windows
Authentication for the virtual directory of the Fabasoft Folio Conversion Service.

Disadvantage:

e Basic Authentication is not safe.
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7.8.4.3 |P address forces Basic Authentication

If a TCP/IP address is configured instead of a NetBIOS name in the connection URL (in the Default
Web Services configuration object), the HTTP XMLHTTP/ServerxMLHTTP client implementations will
use Basic Authentication.

Disadvantages:

e Basic Authentication is not safe.

¢ Names are better than IP addresses because IP addresses change more frequently than
names.

7.8.4.4 Local user account as application pool identity

Configure the application pool identity of the Fabasoft Folio Conversion Service as a local user
account.

Disadvantage:

e Local user accounts have to be maintained, which results in a significant increase of
administrative effort.

7.8.4.5 Connect with a local user account

Configure a local user account in the Default Web Services configuration object.
Disadvantages:

e Local user accounts have to be maintained, which results in a significant increase of
administrative effort.

e Load balancing using a content switch will not work, because the selected target server may
not know the supplied user account.

7.8.5 Simultaneous Use as a Regular Web Service

The usage of a Fabasoft Folio Conversion Service as a regular Fabasoft Folio Web Service may lead
to a problem. Reading a certain attribute may trigger a “Get Action” that initiates a conversion
request. This request would cause a web service round trip to the local Fabasoft Folio Kernel
instance, which results in a dead lock.

Hence, it is recommended to install the Fabasoft Folio Conversion Service on a dedicated machine.

7.8.6 Transaction Context

Take into account that transactions cannot be shared between multiple Fabasoft Folio Kernel
processes. Objects created in the current transaction do not exist unless the transaction is
committed. This may impact the evaluation of Fabasoft DUCX Expressions on the Fabasoft Folio
Conversion Server. In this case ensure that the Fabasoft DUCX Expressions within the source
template do not depend on the current transaction context.
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7.8.7 Enable the Logging Mode

If the conversion operation returns incorrect documents, enable the conversion logging mode (see
chapter 7.4.4.1 “Conversion Service Logging”). The documents stored into the logging directory are
very valuable for analyzing the problem.

7.8.8 Obtaining the Tools Host State

If conversion fails narrow down the error cause via the tools host status report. It contains
occurred errors, pending conversions, statistics, and other information. The tools host status
report can be obtained by navigating to the following URL:

http://<webserver>/<vdir>/tlhstatus

7.8.9 LibreOffice Issues

Be sure to specify the installation and URE (UNO Runtime Environment) path of LibreOffice in the
environment variable paTh. Otherwise conversion fails and the following error message is
displayed: “fsccnv.dll not found”.

7.8.10 1IS Time Out Issues

The standard value for the server-side connection timeout of Microsoft Internet Information
Services is set to 120 seconds. This means that if a conversion takes longer than two minutes, the
Fabasoft Folio Web Server will cancel the request. Increase this value if longer conversion times are
expected.

7.8.11 Microsoft Office Issues

Be sure that Microsoft Excel can use the printers of the Fabasoft Folio Conversion Service
(Fabasoft-CONV-<no>) when running Microsoft Excel in the context of the Fabasoft Folio
Conversion Service user. If the printers are not available in Microsoft Excel specify explicit security
permissions for the Fabasoft Folio Conversion Service user on the security tab of the printers.

Note that the number of Microsoft Office processes, which can be started and used by the
Fabasoft Folio Conversion Service is limited and depends on the system configuration.

7.9 References
e Microsoft Knowledge Base Article Q257757: “INFO: Considerations for Server-Side-Automation
of Office”, http://support.microsoft.com/default.aspx?kbid=257757

e MSDN Library: “How To Use ProxyCfg.exe”,
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/winhttp/http/proxycfg.asp

e ActivePDF online documentation for ActivePDF Server,
http://www.activepdf.com/en/Documentation/activePDF-server.pdf

¢ Google Groups posting: ASP error 0x800401F9:
http://groups.google.com/groups?threadm=0yTcSQuUACHA.620%40tkmsftngp12&group=micro
soft.public.winhttp
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8 Installation and Configuration of Fabasoft Folio AT Services

8.1 Preparing Operations

Each user who wants to process tasks in the background needs an own Fabasoft Folio AT Service.

Note: For processing background activities and waiting actions in the workflow (Fabasoft Folio/Wf
software component) one Fabasoft Folio AT Service can be used for all users.

Excursion: Changing the User Context

An action is processed in the security context of the user the Fabasoft Folio AT Service has been set
up for. The Fabasoft Folio Kernel running in a Fabasoft Folio AT Service is able to change this user
context. So for the workflow only one Fabasoft Folio AT Service dynamically changing the user
context has to be set up. A user is allowed to change the user context if the user object is entered
in the Privileged Users box of the Current Domain. The user in whose context the Fabasoft Folio AT
Service is running, has to be entered as privileged user. Then activities can be processed by the
Fabasoft Folio AT Service in the context of the user responsible for the activity.

8.1.1 User Account

In the operating system environment, create a user account (e.g. fscatsrv) for each user in whose
context a Fabasoft Folio AT Service will be running.
Note: Do not use the user account of the administrator to set up a Fabasoft Folio AT Service.

For this user, a user object has to be created in the Fabasoft Folio Domain.

Note: If the Fabasoft Folio AT Services are installed at the same computer as the Fabasoft Folio
Backend Services and the same user is performing the installation, for the user in whose context a
Fabasoft Folio AT Service will be running a user object is created automatically in the Fabasoft Folio
Domain.

8.1.2 Launch Permission in Microsoft Windows

Each user, in whose context a Fabasoft Folio AT Service will be running, needs to have launch
permissions for the “Fabasoft Folio AT Server” application. To grant these permissions, perform the
following steps:

1. Open the “Component Services” MMC snap-in.

2. Open “Component Services” > “Computers” > “My Computer” > “DCOM Config", to display all
available applications.
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it-cIick “Fabasoft Folio AT Serve

3. r" and then click “Properties”.

@ File Action View Favorites Window

o« 7E XE G |

[ ] Console Root Name | Application ID
4 %, Component Services 2 Event Object Change {D0565000-9DF4-11D1-
4[] Computers & Event Object Change 2 {BBO7BACD-CDS56-4E6:
4 & My Computer 2 Execute Unknown {e44e9428-bdbc-4987-;

p | COM+ Applications i Fabasoft Folio AT Server
p | DCOM Config ‘ﬁ‘ Fabasoft Folio Extension
[ j Running Processes ﬁ Fabasoft Folio Runtime I
b ] Distributed Transactic ‘ﬁ‘ Fabasoft Folio Transactio

B L e Al f1FISRAA7 2CAN ACDD

4. Click the “Security” tab.
5. Under Launch and Activation Permissions, select Customize and then click “Edit".

| General | Location | Security | Endpoints | Identty |

Launch and Activation Permissions

() Use Defautt

(®) Customize

Ammnnn Drrminninnn

6. Click “Add", to add the user in whose context the Fabasoft Folio AT Service will be running to
users in the Group or user names box.

Security
(Group or user Nnames:
S ASYSTEM
%Mministmtors (WINZ201250DAR Administratars)
82 INTERACTIVE
Pamizzinne far SYSTFM Al M

7. Inthe Enter the object names to select box, type the user account in the context of which the
Fabasoft Folio AT Service will be running and then click “OK".

8. Inthe Group or user names box, select the user in whose context the Fabasoft Folio AT Service
will be running and in the Permissions for Administrators box, in the lines Local Launch and Local
Activation select the Allow check box.

Permissions for SYSTEM Alow Deny
Local Launch [w] |
Remate Launch [l Il
Local Activation [w] |
Remote Activation | |

9. In the “Launch Permission” dialogue box and the “Fabasoft Folio AT Server Properties” dialogue
box click “OK" and close the component services.
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8.2 Installation of Fabasoft Folio AT Services

To install Fabasoft Folio AT Services via the automated setup, perform the following steps:

1.

Insert the Fabasoft product DVD in the DVD drive of your server. The Fabasoft Server Setup

dialog will be displayed automatically.

Note: If this dialog is not displayed automatically, run setup.exe in the root directory of the

Fabasoft product DVD.

2. Accept the Fabasoft legal terms and click “Next".

F Fabasoft Folio Setup [=[= S|

Legal Terms - Please Read Carefully
Copyright © Fabasoft R&D GmbH, A-4020 Linz, 1995-2013.

All rights reserved. All hardware and software names used are registered trade names and/or registered trademarks
of the respective manufacturers.

The user of this computer program acknowledges that the above copyright notice, which constitutes the Universal

Copyright Convention, will be attached at the position in the function of the computer program which the author has
deemed to sufficiently express the reservation of copyright. It is prohibited for customers, users and/or third parties
to remove, modify or move this copyright notice.

This computer program is protected by copyright law and international treaties. Unauthorized reproduction or
redistribution of this program, or any portion of it, may result in severe civil and criminal penalties.

The use of this software requires a valid license agreement for this software. This license agreement specifies

especially permitted use through the licensing model. A license agreement must already exist prior to installing the
software as the installation process of this software does not include the conclusion of a license agreement.

O ldecline ® |accept

f‘ Fabasoft =

| "2

Select Typical as setup configuration template and then click “Next”.

F Fabasoft Folio Setup [=[o S|

Select Configuration to Install

Configuration

® Typical A typical installation is recommended for a Fabasoft Folio Domain with up to 100

© yp named users. All parameters are set to default values

O Minimum A minimum installation is recommended for a Fabasoft Folio Domain that serves as a

= demo installation or a training installation. All parameters are set to default values

) Custom A custom installation is recommended in all other situations. Knowledge in the

- underlying concepts and architecture is required. Parameters may be set manually
— .
F Fabasoft =
A Folo |

In the next dialog two options are available. Select Use an existing Fabasoft Folio Domain, in the

Host field type the hostname of the Fabasoft Folio Backend Server, in the Port field type its port

and click “Next”.

o Install a new Fabasoft Folio Domain

Select this option to install Fabasoft Folio Backend Services. In the License file field, type the

path to the license file or click “Browse” to browse the file system.

o Use an existing Fabasoft Folio Domain
Select this option to use an existing Fabasoft Folio backend installation.
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5.

6.

9.

Select Fabasoft Folio AT Services, clear the checkboxes of all other services and click “Next".

F Fabasoft Folio Setup I;‘i-

Select Features to Install

[ select / deselect all A
[0 §s Fabasoft Folio Web Services

[ § Fabasoft Folio Conversion Services

[ §u Fabasoft Folio eService

[] [ Fabasoft Integration for Liferay Portal

% Fabasoft Folio AT Services

[ 82 Cahaznft Ealin IMAD Saniica
A check on all prerequisites is performed. Its result is presented in an overview. Ensure that
your system complies with all requirements (indicated by a green tick) and click “Next".

=]

F Fabasoft Folio Setup =

Review Results of the Prerequisites Check

Status

The prerequisites check passed.

Fabasoft Folio AT Services v

Type the Username and the Password of the user account that should be used for running the
Fabasoft Folio AT Service in the corresponding fields and click “Next”.

F Fabasoft Folio Setup I;‘i-

Configure Service Accounts

Semvice Account Details

Fabasoft Folio AT Services

Username | |

Password | |

Note: This service user must exist as an operating system user and must have a corresponding
user account in the Fabasoft Folio Domain.

In the Review Configuration, the Fabasoft Folio Services can be configured.
If you want to change the settings click “Edit” next to the Fabasoft Folio AT Services. Otherwise
click “Install”. In this case the next steps can be omitted.

The following options are available to configure the Fabasoft Folio AT Services.

Create a Fabasoft Folio AT Service for each user who wants to perform automated tasks. The
user accounts have to be created before the installation in the operating system environment.
In the Fabasoft Folio Domain the user accounts are created automatically.

Note: For all automated tasks in the workflow only one Fabasoft Folio AT Service is needed.
Click the name of a Fabasoft Folio AT Service, to edit the settings.

In the Service name field the name of the Fabasoft Folio AT Service can be specified. Click “OK" to
close this dialog.
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o A Fabasoft Folio AT Service can be edited by clicking the name of the service or by clicking
“Edit".
o A Fabasoft Folio AT Service can be deleted by clicking “Remove”.
o A Fabasoft Folio AT Service can be created by clicking plus icon.
10. Click “OK", to close the dialog for configuring the Fabasoft Folio AT Services.

11. Click “Install” to start the installation.
The Fabasoft Folio AT Services are installed.

In the Fabasoft Folio Server Management navigate to “Fabasoft Folio” > “Computers” > “<computer
name>". The “Automatic Tasks” entry is available.

F Fabasoft Folio Server Managemen

£ File Action View Window Help

e 2@ oz B

[Z3 Consocle Root MName State
4 | Fabasoft Folio &, Automated Task 1 Running
4 || Computers
4 f31 WiN2012

‘% Autornatic Tasks
|| Fabasoft Folio at C:\Pro
| Domains
@] Fabasoft Home Page

8.3 Create Further Fabasoft Folio AT Services

To create a Fabasoft Folio AT Service, perform the following steps:

1. Run the “Fabasoft Folio Server Management”.
2. Navigate to “Fabasoft Folio” > “Computers” > “<computer name>" > “Automatic Tasks".

Right-click “Automatic Tasks", point to “New” and click “Service".
The “Create Additional Service Wizard” dialog for creating the Fabasoft Folio AT Service is
started.

4. Click “Next".

Create Additional Service Wizard -

Welcome to the Create Additional
Service Wizard

This wizard will guide you through the installation of a new

F service.

™ Do not show this page again.

| Meat > | Cancel |

5. Define the connection data to the primary Fabasoft Folio COO Store.

In the Server field type the hostname of the computer the primary Fabasoft Folio COO Store of

the Fabasoft Folio Domain in located on. In the Port field type the port number of the primary
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Fabasoft Folio COO Store and click “Next".

Create Additional Service Wizard -
Domain Connection
Define a connection to the primany COO Service of a remote Fabasoft F
Components domain.
Server: win2012 J
Fort: 18070
< Back Mext = Cancel |

To determine the user account in the context of which the Fabasoft Folio AT Service will be
running (see chapter 8.1.1 "User Account”) two options are available. Select This account, type
the user account data in the corresponding fields and click “Next".

Create Additional Service Wizard
Service Account

Specify the account in which the services will startup and run F
' This account

User: |win2|}12"-aisw J

Password: |
~

< Back Mexd = Cancel

o This account

When selecting this option, in the corresponding boxes the user account data have to be

typed.
Note: Click “..." to browse for the user account.

o The system account

When selecting this option, the local system account is used for running the Fabasoft Folio
AT Services. The local system account is a predefined local account that can start a service

and provide the security context for that service.
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7. Type a name for the Fabasoft Folio AT Service and click "Next".

Create Additional Service Wizard

Service Display Name
Type the display name for the new service.

Service Name:  |Automated Task 2

< Back | Mead > |

F

Cancel |

8. Inthe Local data directory field, type the path of the prepared directory where local data can be

stored and click “Next".

Create Additional Service Wizard

Local Data Directory
Define the directory for local data files

The service account must have wiite access to the local data directory.

Local data directory: | =5 CAAT2 j J

< Back | MNeat > |

F

Cancel |

9. Asummary of the settings is displayed. Click “Next”.

10. An additional Fabasoft Folio AT Service was installed. Click “Finish”.

In the Fabasoft Folio Server Management navigate to “Fabasoft Folio” > “Computers"” > “<computer

name>" > “Automated Tasks". An additional Fabasoft Folio AT Service is available. It is stopped by

default.

8.4 Start a Fabasoft Folio AT Service

8.4.1 Manual Start

To start a Fabasoft Folio AT Service, perform the following steps:

1. Run the “Fabasoft Folio Server Management”.

2. Navigate to “Fabasoft Folio” > “Computers” > “<computer name>" > “Automated Tasks", to

display all Fabasoft Folio AT Services.
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3. Right-click the Fabasoft Folio AT Service you want to start and click “Start Service”.

F Fabasoft Folio Server Management
£ File  Action View Window Help

e AE X B

(1] Console Root Mame State Startu
4 | Fabasoft Folie %AutnmatedTasH Running WIN2
a [ | Computers o e o [ e )
4 [F WIN2012 _ Start Service
@i Automatic Tasks Stop Service
I || Fabasoft Folio at C:\Pro Ritosens
B || Domains
@ Fabasoft Home Page Properties
All Tasks r
Delete
Refresh
Help

The Fabasoft Folio AT Service is running.

8.4.2 Automatic Start

To start a Fabasoft Folio AT Service automatically when starting the operating system, perform the
following steps:

1. Run the “Fabasoft Folio Server Management".

2. Navigate to “Fabasoft Folio” > “Computers” > “<computer name>" > “Automated Tasks", to
display all Fabasoft Folio AT Services.

3. Right-click the Fabasoft Folio AT Service you want to start and click “Properties”.

4. Select Autostart service when the operating system starts and click “OK".

The Fabasoft Folio AT Service is started during each start of the operating system.
8.5 Processing Automated Tasks

8.5.1 Prerequisites this Chapter is Based on

The following prerequisites have to be fulfilled for processing tasks in the background.

8.5.1.1 Prerequisites in the System Environment

e The Fabasoft Folio/AT software product has to be installed and a Fabasoft Folio AT Service has
to be set up.

e The user for which the Fabasoft Folio AT Service has been set up needs to have launch
permissions for the “Fabasoft Folio AT Server” application.

8.5.1.2 Prerequisites in the Fabasoft Folio Domain

¢ The user for which the Fabasoft Folio AT Service has been set up needs to have a user object in
the Fabasoft Folio Domain.
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¢ The user object of the user, for which the Fabasoft Folio AT Service has been set up needs to
have a user environment (or a Default Environment Template).

Note: If the Fabasoft Folio AT Services have been installed at the same computer as the Fabasoft
Folio Backend Services and the same user has performed the installation, the prerequisites in the
Fabasoft Folio Domain are fulfilled automatically.

8.5.2 Settings for Processing Automated Tasks

The following settings have to be made to process automated tasks:

e Open the properties of the user object of the user in whose context the automated tasks
should be processed in edit mode. On the “Workflow” tab of the User, in the Executes Activities in
the Background dropdown list select “Yes".

Fabasoft, AT Service (User): Edit

#5) Versions £ Security %, Security Details Digital Si

User = Address [Z Environments |5 Workflow

Personal Workflow Preferences

Executes Activities in Background

D E e T

¢ In the Current Domain, on the “System Configuration” tab, the user object has to be entered as
privileged user, so that an automatic change of the user context is possible for that user.

Domain 1.506 (Current Domain): Edit
a5 e 7 HKCancel BJApply [P Next

7 Object #£) Versions L Security Digital Signature
& Workflow 7 Additional Properties

X System Configuration L Components Configuration EE Domain
LN P R 1aarn 1 ane - r L] oL
Privileged Users

& (Y| Bz |~/ &£ Search i~

Object = Clipboard « View = - One Entry

+ MName

Fabasoft, AT Senvice =

Note: If the Fabasoft Folio AT Services have been installed at the same computer as the
Fabasoft Folio Backend Services and the same user has performed the installation, this setting

is done automatically.
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8.5.3 List of Automated Tasks and Automated Tasks

8.5.3.1 List of Automated Tasks

When starting a Fabasoft Folio AT Service it is checked whether for the user in whose context the
Fabasoft Folio AT Service is running an object of the object class List of Automated Tasks is available.

¢ Ifin the User object on the “Advanced"” tab in the List of Automated Tasks dropdown list a List of
Automated Tasks object has been deposited, the contained tasks are processed, even if the user
in whose context the Fabasoft Folio AT Service is running is not the owner of the List of
Automated Tasks object.
Note: If the Fabasoft Folio AT Services have been installed at the same computer as the
Fabasoft Folio Backend Services and the same user has performed the installation, a List of
Automated Tasks object is created and deposited automatically.

e Ifin the User object no List of Automated Tasks object has been deposited, then the Fabasoft
Folio Domain is searched for an object of the object class List of Automated Tasks with the user
in whose context the Fabasoft Folio AT Service is running as Owner. In this case the tasks
contained in this List of Automated Tasks object are processed.

¢ Ifin the User object no List of Automated Tasks object has been deposited and in the Fabasoft
Folio Domain no object of the object class List of Automated Tasks with the user in whose
context the Fabasoft Folio AT Service is running as Owner is available, a new List of Automated
Tasks object is created and processed.

To localize a List of Automated Tasks object created automatically, perform the following steps:

1. In the Domain Administration, navigate to the User Objects and click the “List Automated Tasks”
tab.

2. On the “Edit" menu, click “Refresh”.

Now you can edit the properties of the List of Automated Tasks object and for example insert an
Automated Task.
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The following properties are available when editing a List of Automated Tasks object:

List of Automated Tasks (List of Automated Tasks): & @ 7 A KCancel BpApply [p Next
Edit
Versions Security Digital Signature Workflow Additional Properties
List of Automated Tasks | Signatures Object With Object List (Advanced) Object
Tasks
G 265 XOD E~YEO FEEH E Search }3
Object Clipboard View Tools One Entry
+ Mame + Start onfat + State
#  COOWF@1.1:CheckBackgroundV 2013/03/22 10:53:06 AM Activated
!
4| m k
Maximum Number of 4
Threads *
Maximum Run Time
(Min )
Wait for Lock (Sec.) 10
Restart After (Min_) 60
Rasznnrras

o Tasks
In this property, objects of the Automated Task object class can be specified. An object of this
object class defines a task that is processed by a Fabasoft Folio AT Service. By means of an
Automated Task it can be specified, at which time which action is processed on which object.

e Maximum Number of Threads
This property is used to define, how many threads are reserved in the Fabasoft Folio AT Service
for processing tasks. If only one thread is used, the tasks are processed sequentially.

e Maximum Run Time (min.)
This property is used to define, how long system resources are allocated to a task. If a task
crosses this time limit, the priority of this thread is decreased (to BELow NOrMAL). Thereby for
this thread less system resources are needed. If necessary, a new thread is assigned to the
thread pool.

o Wait for Lock (sec.)
Adding a new task to the task list, the task list has to be locked during this space of time. But if a
task wants to create a new task and the task list is locked due to a similar operation, the
Fabasoft Folio AT Service tries repeatedly to get the lock for the Automated Tasks object.
The Wait for Lock (sec.) property is used to define, how long a Fabasoft Folio AT Service should
try to set a lock before an error message is displayed.
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e Restart after (min.)
This property is used to define after which time the Fabasoft Folio AT Service tries to start again
if it is not available.

e Resources
This property can be used to assign tasks to resources. A queue for the Fabasoft Folio AT
Service and thus the sequence for processing the tasks can be defined.
By default a resource uses the same values as the standard queue (Maximum Number of
Threads, Maximum Run Time (min.), Restart after (min.)), but this values can be overwritten per
resource.

8.5.3.2 Automated Task

An object of the object class Automated Task defines a task which is processed by a Fabasoft Folio
AT Service in the background. Each Automated Task has to be deposited in the List of Automated
Tasks object.

When a Fabasoft Folio AT Service is started it is checked automatically, whether the Check list of
background activities task is available in the Tasks field of a List of Automated Tasks object. If not, this
task is created automatically. It regularly checks the Fabasoft Folio Domain for background activities
which are processed.

To create an Automated Task, perform the following steps:

1. In the Domain Administration, navigate to the User Objects. Click List of Automated Tasks and
open an object of object class List of Automated Tasks.

2. Click “Object” > “New” > “Next" and click “Properties”.

In the Start on/at field, type the time when the task should be started. In the Object dropdown
list select an object, on which the action selected in the Action field should be executed.

4. Click “Next".
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The following properties are available when editing an Automated Task object:

" Automated Task (Automated Task): Edit & = 7 A KCancel BpApply [p Next |
Versions Security Digital Signature Workflow Additional Properties
Automated Task | Signatures Basic Object (Advanced) CObject
State * Activated =
Start on/at Ik
Object - | F|+
Action > (T
Resource - | F|+
Repetition 3
Repetition Type -

Restrict to Weekdays

-+
Automatic Delete Mo Automatic Delete .| =
Configuration for History | Log Errors -

Maximum Number of
. .. 20
History Entries

Histor

o State
In this field, the current state of the task is displayed.

o "Finished" is used to temporarily deactivate the automated task.
o "Activated” is used to (re)activate the automated task.

o "Running” means that the automated task is currently processed.
Note: This value cannot be selected when editing an Automated Task object.

o "Disabled” means, that the automated task has been interrupted, e.g. because the
processing time limit has been crossed.

e Start on/at
In this field, the time when the task should be processed can be defined.

e Object
In this dropdown list, the object is defined, on which the action selected in the Action dropdown
list should be executed.
Note: The user in whose context the Automated Task is processed needs to have read or edit
permissions on the object defined in this dropdown list, depending on the action which is
executed on the object when the task is processed.
If in the scope of processing the Automated Task further objects are read or edited, the user
also needs to have the necessary permissions on these objects.

e Action
In this dropdown list, the action which should automatically be executed on the object selected
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in the Object dropdown list is selected.
Note: It is required, that actions for automated tasks can be processed in the background.
Thus the appropriate methods must not display dialogue boxes waiting for user input.

Resource

In this dropdown list, a resource can be selected. If you do not select a resource, the task is
added to the standard queue of the Fabasoft Folio AT Service.

Note: If a resource is defined in this dropdown list, the queue of the Fabasoft Folio AT Service
will be designated as defined in the Resources box in the List of Automated Tasks object.
Repetition

Automated tasks can be processed periodically. For this purpose, in this field a value can be
defined.

Repetition Type

This dropdown list is used to define, how the value of the Repetition box will be interpreted. If
for example “Minutes Delay” is selected as Repetition Type and “2" is typed in the Repetition field,
the Automated Task is processed in a delay of two minutes. The following options are available;

o “Never Repeat”. The task is only processed once.

o “Minutes/Hours/Days/Weeks/Months After Ending”: The task is processed in an interval of
the selected unit. The end time of the last process defines the start time of the next
iteration.

o “Minutes/Hours/Days/Weeks/Months After Start”; The start time for processing the task
again does not depend on the endurance of the last processing, but depends on the point in
time defined in the Start on/at field.

Restrict to weekdays
This dropdown list allows to define on which weekdays the automated task should be
processed.

Automatic Delete
In the Automatic Delete dropdown list, the life time of the Automated Task object is defined. An
Automated Task can for example be deleted after finishing. The following options are available;

o "No Automatic Delete”: The Automated Task is not deleted automatically.

o “Delete Successfully Finished Task“: The Automated Task is only deleted if processing the action
of the task returns an error. If an error occurs, the state of the task is set to “Finished” and
the task stays in the task list.

o “Delete Finished Task After Error”: The Automated Task is only deleted, if processing the action
of the task returns an error. If no error occurs, the state of the task is set to “Finished” and
the task stays in the task list.

o “Delete Finished Task”: The Automated Task is deleted, regardless of the result of the action.
The task is not deleted immediately after finishing but after a short time removed from the
task list. Periodical actions are not deleted automatically.

Configuration for History
In the Configuration for History field, logging can be configured for processing the Automated
Task. The following options are available for logging:

o “No Log”

o “Log Errors”
Note: Errors are also logged in the Microsoft Window event viewer. As source the identifier
(Fabasoft Folio AT) of the Fabasoft Folio AT Service is displayed.
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o “Log Successful Runs”

o “Log Every Run”

o Maximum Number of History Entries

In this field, the maximum number of entries displayed in the History field is defined.

e History

In this field, log data of processing the Automated Task is displayed according to the selection in
the Configuration for History field.

e Maximum Run Time (min.)
In this field, the maximum run time for processing a task is defined. If the task is not completed

within this time span, the priority of the thread processing the task is decreased (to

BELOW NORMAL). In this case, the state of the task is set to “Deactivated”. For processing the task

again, the state has to be set to “Waiting” manually. In the case of exceeding the specified run
time, a new thread is assigned to the resource pool. So the resource again possess the

configured number of threads.
Note: The value defined in this field overrides the value in a task list (in the object of the object
class List of Automated Tasks).

8.5.4 Process

If a Fabasoft Folio AT Service is started, it logs on to the Fabasoft Folio Domain with the configured

user account. The Fabasoft Folio AT Service searches for a task list of the user

(CooRuntime: :GetCurrentUserRoot ()). The tasks contained in the task list are processed as

configured.

The task list is defined via an object of the object class List of Automated Tasks. Which List of
Automated Tasks object is processed is described in chapter 8.5.3.1 “List of Automated Tasks". The
List of Automated Tasks object is checked for changes every 15 seconds. In case of a modification
(e.g. a task has been added), the task list is evaluated and searched for tasks to be processed.
Without modification, the task list is evaluated every 60 seconds. If an error occurs during the
evaluation of the task list, log data can be found in the Microsoft Windows event viewer.
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Q Bile  Action  Wew  Window  Help | 121 =l
e > Em| @
g Cormputer Managemeant (Laocal) Tvpe | Date | Time | SOurce :I
Elﬁg System Tools Errar 04.09.2006  16:27:47 [ Fabasoft Components AT
=g Event Viewer € Errar 04.09.2006  16:26:47 | Fabasoft Components AT
i ’:"F'F'l":'at":'” (E)Irformation 04.09,2006  16:26:34 | Fabasoft Companents Kern
3| Security €D Error 04.09.2006  16:25:44 | Fabasoft Components AT
" SVdSter EErrar 04.09.2006  16:24:44 | Fabasoft Components AT
% f arfu Fo Ersd < € Error 04.09.2006  16:24:10 | Fabasoft Components AT
Pzi?mrjael:sc:lzn sr:EEs.ﬁ.lert- @Infnrmatinn 04.09.2006  16:24:06 | Fabasoft Components AT
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=, Device Manager .
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[]—-% Services and Applications @Infnrmatinn 04.09.2006  16:24:04  Msilnstaller _lj
4] | Il | r

Note: Processing automated tasks, access rights are checked.
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9 Uninstallation of Fabasoft Folio Services

Uninstallation of all installed Fabasoft Folio Services or specific types can be executed using
“Uninstall a program” in the Windows Control Panel and requires administrative privileges. The
uninstallation process is based on the executable files “uninstall*.exe” in the <Program
Files>/Fabasoft/Components folder

Note: Temporary files (e.g. caches) created by the Fabasoft Folio Kernel are not removed until the
Fabasoft Folio Kernel and all depending Fabasoft Folio Services have been uninstalled.

10 Administration Tasks

10.1 Management of Fabasoft Folio Services

To back up or clean up Fabasoft Folio Services the command line tool fscadmin.exe can be used.
The tool can be found in the <Program Files>/Fabasoft/Components/Management directory.

Example:

e To list all Fabasoft Folio Services use the following command:
fscadmin.exe --action list

e To back up the content areas of service four execute the following command:
fscadmin.exe --action backup --service 4

e To clean up all content areas of the Fabasoft Folio Domain until yesterday use the following

command:
fscadmin.exe --action cleanup --service all --time 1

¢ To clean up all content areas of the Fabasoft Folio Domain until yesterday with an execution

time limit of 60 minutes use the following command:
fscadmin.exe --action cleanup --service all --time 1 --limit 60

« To check the content consistency of the Fabasoft Folio Domain use the following command:
fscadmin.exe --action checkconsistency --service all

« To synchronize the contents of a CAS area by taking the creation date into account use the

following command:
fscadmin.exe --action cleanup --service all --syncbydate 2010-06-06

e To synchronize the daily backup directory of a CAS area use the following command:
fscadmin.exe --action cleanup --service all --synctobackup 2010-06-06

e To restore the daily backup directory of a CAS area use the following command:
fscadmin.exe --action cleanup --service all --syncfrombackup 2010-06-06

To clean up a CAS backup directory with the need of a minimum number of passed days since the
deletion of a file in the CAS Area the command line tool cleanbackup can be used.

Example:

e To remove files from the backup directory which have been deleted for at least 60 days in the

CAS Area:
cleanbackup -root C:/path/to/backupdirectory -days 60

10.2 Management of the Fabasoft Folio Server Cache

To save or load the cached Fabasoft Folio objects of the Fabasoft Folio COO Service also the
command line tool fscadmin.exe can be used.

Example:
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To save the COO addresses of all currently cached objects into a file use the following

command:
fscadmin.exe --action savecache --file <filename> --service <COO service

number>

To load objects, of an already saved cache state, into the Fabasoft Folio server cache use the
following command:

fscadmin.exe --action loadcache --file <filename> --service <COO service
number>

To load all objects, and all referenced objects, of a database query result into the Fabasoft Folio

server cache use the following command:
fscadmin.exe --action loadbyquery --query "Select objname from
COOSYSTEM@1.1:UserEnvironment"

This query initializes the Fabasoft Folio server cache with all User Environments and all
referenced objects (e.g. commonly used objects cOOSYSTEM@1.1:usrenvlocalobjects).

To clean up the daily backup directory of a CAS area use the following command:
fscadmin.exe --action cleanup —--service all --cleanupbackup 2010-06-06

10.3 Execution of Fabasoft app.ducx Expressions

To execute Fabasoft DUCX Expressions the command line tool fsceval.exe can be used. This tool
can be found in the <Program Files>/Fabasoft/Components/Management.dWeCtOQ/aBO.

Usage: fsceval { argument }

-verbose ... verbose

—dumptokens ... enabledumptokens

—eval<expr> ... evaluate <expr>

-file <path> ... evaluate contents of file <path>

-local ... use previous result as local scope

-global ... use previous result as global scope

—-trace ... use debugger interfaces for trace

-flags <f> ... use thread flags <f>

—threads <t> ... number of threads <f>

-login <logname> ... login for user <logname>, privileged account required

-userfile<path> ... login based on user list in <path>

-statistics ... add runtime statistics to output
Example:

Execution of a simple expression: fsceval -eval "coort.Trace('hello world')"

10.4 Additional Administration Tasks

e To clear the generated object images of an object the action

FSCCONVE@1.1001:ClearObjectImages can be used. Doing so the preview images of the object
will be regenerated by the next access to the images:
Exan1p|EZ<object>.FSCCONV@1.1001:ClearObjectImages();

To clear the generated object images of a set of objects defined by a Fabasoft Folio Query the
action FSCCONV@1.1001:ClearObjectImages can be used:
Exan1p|EZcoouser.FSCCONV@l.1001:Clear0bject1mages("SELECT objname FROM
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COOSYSTEM@1l.1l:ContentObject WHERE .FSCCONV@1.100l:objimgnextretry IS NOT NULL",
"c:\\log.txt");

e To upgrade all saved object versions and resave the object versions with the current state the
action COOSYSTEM@1 .1:UpgradeVersions can be used. Object versions stored in delta tables
(prior to Fabasoft Folio version 7) will be resaved as blob-based version. The first parameter
specifies the Fabasoft Folio version up to which object versions should be upgraded. A value of
1407 means that all versions created with Fabasoft Folio versions smaller 14.0.7 will be
migrated. The action can be called on a domain object meaning that all object versions in all
Fabasoft Folio COO Services will be upgraded. Alternatively, a call on a dedicated COO Service is
also possible, which makes parallelization possible. In case of a domain object, a Fabasoft Folio
query can be specified to restrict the upgrade process to the query result.

Examples:

o #TV.TV_LOGFILE = "c:\\upgradeversions.log";
coodomain.UpgradeVersions (1407) ;

o #TV.TV_LOGFILE = "c:\\upgradeversions.log";

<coosrv>.UpgradeVersions (1407) ;
O #TV.TV_LOGFILE = "c:\\upgradeversions.log";

coodomain.UpgradeVersions (1407, "SELECT objname FROM NOTE@l.1l:NoteObject");

o After updating Fabasoft Folio with a version lower than 2020 to version 2020 or higher, the

ACLs must be migrated.
To update every old ACL reference to their corresponding new ACL the action
COOSYSTEME@1.1:UpgradeACLs can be used. This action optionally takes one parameter to
specify the amount of threads (default: 1), two parameters to manually specify the old ACL and
the new ACL, and a parameter to specify the upgrade step to execute (default: all;
UPGRADEACLS _SERVER Migrates COOSYSTEM@L . 1:objaclobj using the COO Service,
UPGRADEACLS KERNEL Mmigrates all other ACL attributes using Kernel-based object updates).
One thread acts on one COO Service at a time. Threads are only used for updating the
references in coosYsSTEM@1.1:objaclobj. All other attributes are updated after successfully
updating all references in coosysTEM@1.1:o0bjaclobj. If some objects cannot be updated due
to a lock, the update on these objects is retried once.

Examples:

o #TV.TV_LOGFILE = "./upgradeacls.log";
coodomain.UpgradeACLs (4) ;

O #TV.TV_LOGFILE = "./upgradeacls.log";
coodomain.UpgradeACLs (, oldacl, replacementacl);

o #TV.TV_LOGFILE = "./upgradeacls.log";
coodomain.UpgradeACLs (, [oldacll, oldacl2?], [replacementacll,

replacementacl?2], UPGRADEACLS_SERVER);

11 Troubleshooting

11.1 Fault Tolerant Heap (FTH)

The Microsoft Windows feature “Fault Tolerant Heap” sometimes interferes with the Fabasoft Folio
setup, which results in a suspended cooprep?2.exe process (and a therefore hanging setup). The
process state can be examined using Microsoft Windows Sysinternals Process Explorer
(https://docs.microsoft.com/en-us/sysinternals/).

The issue is typically caused by an erroneous mitigation that is applied due to a previous
application fault. To reset the list of tracked applications, you can run the following command from
an elevated command prompt: rund1132.exe fthsvc.dll,FthSysprepSpecialize
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In case this does not resolve the issue, the FTH can be disabled entirely on the system using the
following registry key (system restart required):

[HKEY LOCAL MACHINE\Software\Microsoft\FTH]
Enabled=0

Please consider the Microsoft documentation for further details:

https://docs.microsoft.com/en-us/windows/win32/win7appgual/fault-tolerant-heap
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