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Cybersecurity is EVERYONE’s Job
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Recent paper published 
in INCOSE Insight 
Journal, July 2016
Volume 19 / ISSUE 2

Integrating cybersecurity into the SE process is 
critical to ensuring a secure design
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INCOSE SSE/SE Roles & Responsibilities 
Framework - Origins

• Nejib/Beyer papers on agile security and SSE July 
2014 and 2016, INCOSE Insight Journals

• Suggested project during INCOSE IS 2014 SSE 
working group session

• Timely with new SSE guidance and documents 
coming out from NIST and OSD (SE)
– New specialty SSE section in INCOSE SE Handbook 

v4

• Need an easy reference responsibility framework 
to map out relationship between SSE/SE
– Understandable by both SEs and SSEs 

3
Approved For Public Release #17-1081 Unlimited Distribution, Dated 5/22/17



Approach
• Research applicable published Standards and 

Guidance 
– NIST 800-160
– ISO 15288
– INCOSE SE Handbook

• Work focused on taking SSE activities, tasks and 
deliverables/artifacts and developing framework that 
can be used across domains and clearly defines 
critical artifact roles and & responsibilities within SSE 
and SE

• Make it clear to SEs how to integrate SSE products 
into related SE products and the value in doing so to 
manage overall program/system design and risk
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The systems security engineering discipline provides the security 
perspective to the systems engineering processes, activities, tasks, products, 
and artifacts, with emphasis on system security risk management. 

These all had major updates mid 
2015 and 2016
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Project Goals
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• Integrate artifact roles & responsibilities 
framework into current INCOSE specialty 
engineering section on SSE – Chapter 10

• Develop framework so that it can easily 
be adopted into NIST SP 800-160 and 
ISO 15288
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INCOSE SE Handbook & NIST SP 800-160 organized by 
Processes and associated Activities and Tasks
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NIST 800-160 broken down by 
ISO 15288:2015/INCOSE SE 
processes – expressed in 
security activities and tasks
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Example Process Breakout
Implementation (IP) Process Breakout

Purpose  Realize the security aspects of all system element
 Results in a system element that satisfies specified system security 

requirements, architecture, and design
Outcomes  Security aspects of the implementation strategy are developed

 Security aspects of implementation that constrain the requirements, 
architecture, or design are identified

 Security system element
 System elements securely packaged and stored
 Enabling systems or services needed for security aspects of implantation
 Traceability of security aspects of implemented system elements

Activities and 
Tasks

 IP-1 Prepare for the security aspects of implementation
o IP 1.1 – 1.3

 IP-2 Perform the security aspects of implementation
o IP 2.1 – 2.4

 IP-3 Manage results of the security aspects of implementation
o IP 3.1 – 3.3

Inputs Security strategy, plan, traceability, requirements, design, architecture, secure 
system elements, assurance evidence, assurance results and anomalies 
report

Responsible and 
Supporting Roles

Responsible: Systems Security Engineer (SSE)

Supporting: Program Manager (PM), Chief Engineer (CE), Systems Engineer 
(SE), Systems Architect (SA), and Test Engineer (TE)
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• Slides 6,7 – NIST Special Publication 800-160, Systems Security Engineering -
Considerations for a Multidisciplinary Approach in the Engineering of Trustworthy 
Secure Systems, Final, November 2016  
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-160.pdf
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