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Cybersecurity is EVERYONE's Job s

Systems Security
Engineering: \Whose Job
s It Anyway?
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INCOSE SSE/SE Roles & Responsibilities "i&u'
Framework - Origins “

* Nejib/Beyer papers on agile security and SSE July
2014 and 2016, INCOSE Insight Journals

» Suggested project during INCOSE 1S 2014 SSE
working group session

* Timely with new SSE guidance and documents
coming out from NIST and OSD (SE)

— New specialty SSE section in INCOSE SE Handbook
v4

* Need an easy reference responsibility framework
to map out relationship between SSE/SE

— Understandable by both SEs and SSEs
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Approach @

« Research applicable publlshed Standards and

Guidance
— NIST 800-160 These all had major updates mid
_ 1SO 15288 ~ 2015 and 2016

— INCOSE SE Handbook—

« Work focused on taking SSE activities, tasks and
deliverables/artifacts and developing framework that
can be used across domains and clearly defines

critical artifact roles and & responsibilities within SSE
and SE

« Make it clear to SEs how to integrate SSE products
into related SE products and the value in doing so to
manage overall program/system design and risk

The systems security engineering discipline provides the security

perspective to the systems engineering processes, activities, tasks, products,

and artifacts, with emphasis on system security risk management.

12/3/2019 4
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Project Goals

* Integrate artifact roles & responsibilities
framework into current INCOSE specialty
engineering section on SSE — Chapter 10

* Develop framework so that it can easily
be adopted into NIST SP 800-160 and
1ISO 15288

12/3/2019
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INCOSE SE Handbook & NIST SP 800-160 organized by

Processes and associated Activities and Tasks

Systems Engineering Life Cycle Processes

Recursive, Iterative, Concurrent, Parallel, Sequenced Execution

* Acquisition

* Supply

Life Cycle
Model
Management
Infrastructure
Management
Portfolio
Management
Human
Resource
Management
Quality
Management

Knowledge
Management

Project
Planning

Project
Assessment
and Control
Decision
Management
Risk
Management
Configuration
Management

Information
Management

T

Quality
Assurance

Business or
Mission Analysis

Stakeholder Needs
and Requirements
Definition

System
Requirements
Definition

Architecture
Definition

Design Definition
System Analysis
Implementation
Integration
Verification
Transition
Validation
Operation
Maintenance

Disposal

Source: ISO/IEC/IEEE 15288: 2015
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Life Cycle Stages

Development

Production

Utilization
Support

Retirement

)
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ID PROCESS ID PROCESS

AQ Acquisition MS | Measurement f\
AR Architecture Definition OP | Operation "
BA Business or Mission Analysis PA | Project Assessment and Control R
CM Configuration Management PL Project Planning

DE Design Definition PM | Portfolio Management

DM Decision Management QA | Quality Assurance

DS Disposal QM | Quality Management

HR Human Resource Management RM | Risk Management

IF Infrastructure Management SA System Analysis

IM Information Management SN | Stakeholder Needs and Requirements Definition

IN Integration SP | Supply

IP Implementation SR System Requirements Definition

KM Knowledge Management TR | Transition

LM Life Cycle Model Management VA | Validation

MA Maintenance VE Verification

NIST 800-160 broken down by
ISO 15288:2015/INCOSE SE

processes — expressed in

security activities and tas"{!e

Implementation

P-1 PREPARE FOR THE SECURITY ASPECTS OF IMPLEMENTATION

w-11 Develop the security aspects of the implementation strategy.

P12 dentfy constraints from the security aspects of the implementation strategy and technology on the
system requirements, architecture, design, or implementation techniques

P13 dentfy, plan for, and obtain access 10 enadlng systems of senices to support the security aspects of
mplementation.
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Example Process Breakout

Activities and
Tasks

Responsible and
Supporting Roles

Implementation (IP) Process Breakout
Realize the security aspects of all system element
Results in a system element that satisfies specified system security
requirements, architecture, and design
Security aspects of the implementation strategy are developed
Security aspects of implementation that constrain the requirements,
architecture, or design are identified
Security system element
System elements securely packaged and stored
Enabling systems or services needed for security aspects of implantation
Traceability of security aspects of implemented system elements

IP-1 Prepare for the security aspects of implementation
o IP11-13

IP-2 Perform the security aspects of implementation
o IP21-24

IP-3 Manage results of the security aspects of implementation
o IP3.1-33

Security strategy, plan, traceability, requirements, design, architecture, secure
system elements, assurance evidence, assurance results and anomalies
report

Responsible: Systems Security Engineer (SSE)

Supporting: Program Manager (PM), Chief Engineer (CE), Systems Engineer
(SE), Systems Architect (SA), and Test Engineer (TE)
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(NIST 3P 820-180) < (20 16288)
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y p 2 SE. | Technes |
secutyPan  |ear| |ant] |sm1| |amee| |oea] |sar] | e IN-1 1| |var| Joe| |waa| Jos-| sse| TE v |
Problem or
Security Prociems
BA-2 8A-1 sse| ce | copornrny
or Opporauntes Sxatement
Tecrty _
—— IR EE sse| sa “c;',::’
Concept
Sowon
Secure Axematie
= BA-2 DE-3 MA-1 sse| sa | Azemotvezs
Sacaty gas| |ane] |sm<| |ams| |oe<| |zaz] |e2] | 2] |vea] |mmz| |vas| Joea]| faas sse| s | TTocewRy
Sraerocer o | _Sttencider
Protecson Neec: & aN-2 sse| Tp | Requremers
w ng'.
Sy
Securty sns| |sm2| |am2| |oe= -2 w1 | [ver] || |vat]| Joe-s| fmac| |os-i| ssel| se | mequremens
Requireents
Securty s
Crtey
Parkumance & sns| |sma S3€ Peror—ance
Aczurance Meazures
Meazres =
Sysie— cecrty
Requirements SR-2 SSE | SE | Syz:em Descripton
Derrtior
Securty Imerace = ey
oo ar3| |oe2 sse| sa
Securty
Archascure AR-2 sse| sA fm",l
Mewponts
[y AR SSE| SA L snaoces
Securny Desgn &
avotects DE-2 sse | sa | Desgn A
Dezign
Secury Dezipgn
Chmvachutatcs DE~ SSE| SA | Choracwerzucy
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Roles & R Ibilities F K
Securny Design AR-S DE-1 IP-1 N VE-1 =1 oP-1 A= o6-1| sA
mil — AR-S DE-2 P-1 IN-1 VE-1 ™1 oP-1 MA-1 0G6-1] SA
Securty
Architecture AR-S ZA
Azzezzent
Secure Syztem
2] |2 -2 tem Elements
—asin. LA SSE| SA | Sy €
sy saz]l | 2] | we2] [ve2] |m=2]| |vaz]| Joe2| [waa sse| TE 0““:" - : -
Securtty Acpects
Resuts & SA-2 IP-3 IN2 VE-3 TR-1 VA3 oP-3 MAS SSE| TE Syzem Report
Ancmalies
Securty
Verficaton &
Stakehoider VE-3 SSE| TE Vertfied System
Agree—ert.
Incidents and
Probiems Tracking VE-3 TR3 VA3 oP-3 MA-2 SSE| TE | Problem Reports
and Resciution
Syzntem .
it T™R-2 SSE| CE rzhiiec Syste™
Securtty Vaikiation VA2 TE | SSE | Vaicasted Syzem
Cortinuous
oP-2 ISS0| SA siem Operation
Montoning Srategy Sys
Securty Support =~ | CUEtOmer Support
Raciest: 1 ors SA |SS0) 7 pecora:
Securty Azpects Logistics Actions &
WMA-2 ISS0| SA
Logistcs Report
Dizpozed System
EementMxteriaz OG-1| SSE | SE Dizposed items
for Protection
hm“:!d 0G-3| SSE | SE | D=posal Records
SSE - Systems Secunty Engineer, PM - Program Manager, CE - Chief Engineer, SE - Systems Engineer, SA - Systems Architect, TE - Test Engneer, ISSO - nformation Systems Security
tcer, SA - Symems Agdministrator
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